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Shift in IT Landscape

Remote Users,
Contractors &
Third-Parties

Personal &
Mobile Devices

IoT Devices

Cloud
SaaS

Hybrid Cloud
Infrastructure

Cloud
IaaS

Disappearing
Perimeter

Users, devices, and apps are everywhere



Cisco Zero Trust

Secure the Workforce

With Duo

User-bound Device Access

Secure Your Workloads

With Tetration

Workload Access

ServersApps

Databases

SaaS

Data Center

Application 
Access

Secure the Workplace

With SD-Access

Network Access

User & 
Devices

IoT Devices

WirelessNetwork 
Traffic

Corporate Network

WAN
Routing

+

All Corp IT



Network segmentation with policy
Segmenting with software defined access

Cisco Identity Services Engine

Cisco DNA Center

Authentication
Authorization 

Rules

Group 
Definition 

Policy Store

Fabric 
Management

Policy 
Authoring 
Workflows

Campus Fabric

AAA and Group-
based policies

Fabric provisioning
and automation

APIs
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Cisco ISE for intent-based access 
Cisco Identity Services Engine (ISE)

is an industry leading, Network Access Control 
and Policy Enforcement platform, that lets 

you,

Share
Context with partners for 
enhanced operations

See
Users, endpoints
and applications

Secure
By controlling network
access and segmentation

Access policy

for endpoints for network

Cisco ISE
Who When

What Where

How Health

Threats Cvss

Role-based Access Control | Guest Access | BYOD | Secure Access

Wired Wireless VPN

Partner Eco System

SIEM, MDM,
NBA, IPS, IPAM, etc.

PxGRID 
and APIs

VPN



Profiling and probes
Netflow DHCP DNS HTTP RADIUS NMAP SNMP

CDP LLDP DHCP HTTP H323 SIP MDNS

ACTIVE PROBES

DEVICE SENSOR

ANYCONNECT ACIDex

AD

ISE data collection methods for Device profiling

Feed Service
(Online/Offline)

Endpoints send 

interesting data, 

that reveal their 

device identity

ACIDex

Cisco ISECisco ISE

DS

DS

Profling helps with differentiated 
access also for authenticated 
devices



ML Analytics

Endpoint
Profiling

Data
Aggregation

Network 
Telemetry Probes

Easy Onboarding 
Tools

DPI-based 
Fingerprint/

Behavior

CMDB 
Connector

AI Endpoint Analytics on Cisco DNA Center

??

Rapidly reducing the unknowns by aggregating data from different sources 

CMDB: Configuration Management Database



Device
type

Hardware
model

Hardware 
manufacturer

AI Endpoint Analytics: Multifactor classification
Classifying endpoints using four independent label categories for more 
flexible profiling

Operating
system

Laptop

CT scanner

Smartphone

MacBook Pro

Optima CT540

Galaxy S8

Apple

GE

Samsung

MacOS 10.14.6

CTT OS 6.3.x Linux 

Android 9.0



Cisco ISE probes and data sources
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Cisco ISE
Endpoints profiled at 

Cisco DNAC/EA

EA
Context

ACIDex

Endpoints send 
data of 
interest that 
reveal their 
device 
identity.

RADIUSISE and Third party

ACIDex

AD

Unique Cisco ISE probes used in EA

MDM

AnyConnect



Creates
rules

ML groups 
endpoints
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iPhone

Device data 
lake

Unknown A
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te

 B

Attribute A

Cluster 2

Cluster 1

= done in cloud

Admin labels 
endpoints

These are 
Bosch Coffee 

Machines

These are 
Apple 

Watches.  

AI learns 
from new 

labels

New labels

New labels

Bosch 
Coffee 
Machine

=

Apple 
Watch

=

Reducing Unknowns with Machine Learning

Endpoint 
Analytics



Better classification reduces unauthorized access

Cisco ISE

SGT 10 SGT 11 SGT 12

Cisco DNA Center

Endpoint type:
CT scanner

Operating system: 
MS Windows 7

Manufacturer: 
Globex Corp.

Model: 
Ultima

Multifactor classification

EA

Enterprise network
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Group-Group
Activity

Endpoint 
Analytics

MFC

ISE Scalable Groups 
and Profiles

Stealthwatch 
Host Groups

Flow Info

Cisco DNA 
Center

Endpoint 
Analytics

Policy 
Analytics

Policy 
Enforcement

https://blogs.cisco.com/networking/write-policies-for-right-segmentation

Group-Based Policy Analytics
…maps traffic between groups

https://blogs.cisco.com/networking/write-policies-for-right-segmentation


Contextual
network-wide visibility

Agentless, using existing 
network and cloud infrastructure, 
even in encrypted traffic 

Predictive
threat analytics

Combination of behavioral modeling, 
machine learning and global threat 
intelligence

Automated
detection and response

High-fidelity alerts prioritized by 
threat severity with ability to conduct 
forensic analysis

Gain confidence in your security effectiveness

Cisco Secure Network Analytics
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User/Device Groups & Virtual Networks

Virtual Network 1 Virtual Network 2

Identity Services / AAA

users things

groups

virtual networks

Cisco DNA 
Center

Users/Devices
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SD-Access Policy 
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Two Level Hierarchy - Macro Segmentation

Building Management 
VN

SD-Access
Fabric

Campus Users 
VN

First level Segmentation ensures zero 
communication between forwarding 
domains. Ability to consolidate multiple 
networks into one management plane.

Virtual Network (VN)

Unknown
Networks

Known
Networks

VN
“A”

VN
“B”

VN
“C”



SD-Access Policy 
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Two Level Hierarchy - Micro Segmentation

Building Management 
VN

Campus Users 
VN

Second level Segmentation ensures role 
based access control between two groups 
within a Virtual Network. Provides the 
ability to segment the network into either 
line of businesses or functional blocks.

Scalable Group (SG)

Unknown
Networks

Known
Networks

SG
1

SG
2

SG
3

SG
4

SG
5

SG
6

SG
7

SG
8

SG
9

SD-Access
Fabric



Design your Security Access Policy
PROTECTED 

SERVERS
SHARED SERVICES PUBLIC NETWORK

AUTHORIZATION

What can you do?

EMPLOYEE

CONTRACTOR

Guest

N
ET

W
O

R
K
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C

C
ES

S





Why SD-Access?

Assurance
▪ SDA

Simplified Migration
▪ Preserve existing network blueprints when migrating 

to Fabric from tranditional designs

Simplified Operations
▪ Intent-based

▪ Advanced workflows



Flexible Start Options removes barriers to Quick Value

SD-Access for
Zero Trust

I am installing a new
network and want zero 
trust

Endpoint, Policy & Trust Analytics1

Prerequisite: ISE

Macro Segmentation 
with Layer 2 Switched Access

Macro Segmentation
Prerequisite: Routed Access

Macro Segmentation
Prerequisite: L2 or Routed Access

Endpoint, Policy & Trust Analytics1

Prerequisite: ISE

Endpoint, Policy & Trust Analytics1

Prerequisite: ISE

Micro Segmentation

Micro Segmentation

Fabric Mandatory

Have ISE

Don’t have ISE

Micro Segmentation

I have an existing 
network and want zero 
trust

Fabric or Non-Fabric
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“Trust” based network access
Continuously monitor endpoint trust
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Adaptive Control

Endpoint Telemetry

Access Control and Threat 
Containment based on 

continuous trust evaluation

Trust Score

Cisco DNAC & ISE

Deny Access1-3

Limited Access4-7

Full Access7-10

Trust-based Policies

Roadmap

Secure authentication 
and Posture 

Impersonation attacks

Low reputation IP 
Connections

Vulnerability/ Threat Metrics 

M
L

Unauthorized ports 
and weak credentials

Machine Learning/ 
anomaly detection

Security 
Ecosystem
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Cisco Public

• Secure Authentication
• Posture Compliance

Positive Influence Negative Influence
• MAC spoofing/

Attribute spoofing
• Unauthorized open 

TCP/UDP ports
• Weak Credentials
• Behind NAT device
• Contacting destinations 

marked by TALOS

Trust Sources and impact on Trust score



Using Endpoint Analytics attributes in authorization policy

For example, authorization policy for Low Trust - Printers:

If ,Then
Assign SGT = Quarantine 

System

Endpoint Analytics: device type is Printer

Endpoint Analytics: trust score is less than 4 
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TAKEAWAY

Basic Tenant of 
Zero Trust

The effect of Zero Trust is

Ubiquitous 
Least-Privilege 

Access
(i.e., grant access, 

but make it specific!)



CPH University 5th Best Uni in Europe, running SDA why?

C9K
SDA (Catalyst Center)

ISE
Cisco Secure Analytics (Stealthwatch)

Common policy and the ability to Isolate threats in real-time
Focus on Automation, Segmentation and  Zerotrust



https://upshotstories.com/stories/a-modern-university-raises-the-bar-a-

network-infrastructure-that-s-secure-agile-and-invisible-based-on-cisco-

dna



Christian Vesth
Network Specialist

KU SDA HDtools Automation



▪ Oktober 2022 begynder vi at tage Forskning ind i netværket.

▪ Resulterede i omkring 85 forskellige LABnet (Netværkssegmenter/SGT’ere).

▪ Behov for automatisering og selvbetjening.

▪ Udvikling af HDTools
▪ Fejlsøgningsværktøj i vores support sektion

▪ Se status og fejl på en bruger eller udstyr

▪ Selvbetjeningsværktøj til brugere af netværkssegmenter (Forskere, bygningsdrift)
▪ Selv administrere sit segment, hvilket udstyr er registreret. 

▪ Hdtools v1.0 klar i marts 2023

▪ Bygget på Oracle APEX platformen, med brug af Ansible bagved, samt direkte API kald mod DNAC. 

Indledning



Oprettelse af et Netværkssegment – Ansible Template



Oprettelse af et Endpoint – Ansible Template



Q&A
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