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The “Wireless-First” \World

Reliable

Always-on, Predictable

Scalable Performance
Bandwidth/Bounded Latency

Secure

Software-defined Segmentation

92% of Internet Traffic Starts on Wi-Fi
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Wireless Laptops

Tablets & Phones

Wearables
AR, VR, smart watches

Digital Building
Lighting, heating,
cameras, badge reader

loT

Robots, infusion
pumps, Sensors

Audio and Video

Teleconferencing, VolP




WiFi 6E Status and product Update
Standard update
Products update
Software update

Platform Update
Simplify with Al /ML
Al-RRM
Event Viewer delen af Assurance
CleanAir Pro
Wireless Asurance

AP auto location
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Standard Update
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oGHz Spectrum availability

U-NII-5 U-NII-6 U-NII-7 U-NII-8
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/ FCC/ISED: Low Power Indoor \
/ FCC: Standard Power with AFC \ / FCC: Standard Power with AFC \
/ ISED SP: Standard power with outdoor \

*Exact channel plan still to be finalized

FCC, ISED defined two power modes. ETSI| & Other Regulatory -TBD



What's next for spectrum in Europe”

 [nternational Telecommunications Union
« 193 countries divided into 3 regions

« Treaty conference on global radio regulation - World Radio

Conference - November 2023 Agenda ltem 1.2:

« |IMT sharing and compatibility studies, with a view to ensuring
the protection of services to which the frequency band is
allocated on a primary basis, for the frequency bands:

- 7 025-7 125 MHz (globally);
- 6 425-7 025 MHz (Region 1/EMEA)

AL AN
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6 GHz - New Device Classes

Low Power Indoor AP Standard Power AP
* Indoor Only * Indoor or Outdoor
* Integrated Antenna Required « Integrated or External Antenna
« Can use the full 1200 MHz spectrum « UNII-5 and UNII-7 Bands Only (US)
* Does not require AFC « Power Spectral Density: 5dBM/MHz
« Power Spectral Density: 5dBM/MHz * Requires AFC
 Max EIRP: 30 dBM « Power Spectral Density: 23 dBM/MHz

« Max EIRP: 36 dBM

Regulations vary by country

afra]n
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Automatic Frequency Co-ordination

General x

360 View AFC & Power AP CAC Qos Sensor Statistics TrustSec EoGRE BLE
Power Mode Request Response

f—\ —
Request ID 4800058180754946818

L J h
Response Code Success
Ruleset ID US_47_CFR_PART_15_SUBPART_E
Last Received Time 07/03/2023 18:25:18
Expire Time 07/04/2023 18:24:56
<< Hide

| b t F d S Channel Response Data
ncumoent Fixe ervice ™r

No Response from AFC Service NR

UNII 5 and 7 Bands

M Global iannel Number
Transmitter Receiver Wi |opertng o

1 5 9 1317 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101 105 109 113 117 121
36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 36 NR NR NR NR NR 36 36
40MHz | 132 3 n 19 27 35 43 51 59 67 75 23 91 99 107 115 1‘

36 36 36 36 36 36 36 36 36 36 6 36 NR NR NR

20MHz 131

7 23 39 s5 71 87 103 119
B0MHz | 133 36 36 36 36 36 26 NR NR
15 47 79 m
AFC 160MHz 134 3% 36 36 NR
7 23 39 55 71 87 103 119
Operator B0«MHz) 135 NR NR NR NR NR NR NR NR

Response from AFC:

Spectrum License Channel Numbers and Max EIRP allowed
Updates

Access Points %

WLC

|

Automated Frequency Coordination (AFC):
Fixed Mobile Central database of frequencies, which are
Operators available in the AP’s same geographical location,
and where the AP does not risk to interfere with
other systems (e.g. fixed satellites)

il
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AFC Feature Roadmap

Sept 2023 Oct 2023 Nov 2023 Dec 2023 Jan 2024 Feb 2024 Mar 2024

|

17.12.2 - AFC Disabled

|

17.13.1 - Nov '23

I0S-XE 17.13.1

US Support

AFC Cloud Proxy Service (DragonFly)
C9800 WLC AFC Management:

+ Configuration
* Monitoring

» Statistics

* Health Check

10S- XE 17.13.1 Model Support:
C9136, CW91661, CW9163

R30 - Nov '23

R30
US Support
AFC Cloud Proxy Service

MR Dashboard Support:
» Configuration
» Monitoring

MR Dashboard Ul Support:
+ Configuration - St ies

» Monitoring :
« Alerts Health Checks

. API Support
. Mobile App Support

R30 Model Support
CW9162, CW9164,CW9166, MR57, CW9166D1, CW9163E

MR Dashboard Ul Support:

|

17.12.3 - Mar'24

17.14.1 - Mar 24

IOS-XE 17.14.1

AFC Support for additional AP models

I0S- XE 17.14.1/17.12.3 Model Support:
C9136, CW9162, CW9164, CW9166I/D1, CW9163

2024 - 2025

Al

Add Canada Support
- ISED Approval
- UNII 6 Support



Industry’s best & broadest \Wi-Fi 6E portfolio

Indoor Access Points

‘l\/lanagement mode can be changed



CISCO@ CatalySt® 9 1 66D 1 @ Penta-Radio Architecture

Directional, Tri-Radio with 12 Spatial 2 4 GHz Client Radio: 4x4:4SS

Streams! 5 GHz Client Radio: 4x4:4SS
6 GHz Client Radio 4x4:4SS (XOR to 5GHz)
- Dedicated tri-band auxiliary radio
, EJ L 2.4 GHz loT Radio
¥

Directional antenna architecture

\ P 2.4+5 GHz: 6 dBi gain (70x70 deg), 6 GHz:
\ - : 3 8 dBi (60x60)*

. Same X,Y as CW9166! - and only 0.1cm
taller!

Wide support for pan/tilt combinations

Internet of Things Capabilities
Built-In Environmental Sensors
Application Hosting Technology
USB port with 4.5 W power output

N

5 Multigigabit (mGig) PoE Port
Optional DC Power

© 2023 Cisco and/or its affiliates. All rights reserved.




Antenna differences between CW9 1661 and

CW9166D1

CW9166i designed with an
iIntegrated omni-directional antenrig"*
ceiling mount for a “360 degree”
coverage pattern - ideal for offices,
conventional buildings

2.4+5 GHz (70x70)
6 GHz (60x60)

CW9166D1 designed with an
integrated directional antenna allowing
the coverage pattern to favor the area
the AP is facing - ideal for warehouse,
auditoriums etc.
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Use cases - Auditoriums (Focused Conectivity)

< Nt
Z

Focusing the direction
,,,,,,,,,,,,,, S e | ofthe signal improves
" I range, increases
signal strength and
reduces retries
improving overall
performance

While an Omni-Directional would work, in this fashion, RF connectivity is optimized as each
AP is focused into a specific area

T\
“Al
I



Use cases - Warehouse (High ceilings / long

~ Warehousing challenges Back-to-Back units in center of aisle covering long aisles
High Ceilings (Ability to adjust tilt)
Long aisles
Stock material changes (seasonal)
AP (distance to client) & mounting

——

Or perhaps at each end of the aisle shooting dow: the
aisle

Omni-directional pattern is problematic in these areas as AP should be directional and
located high to avoid tow motors, changing stock material etc.



Cisco Catalyst CW9163E Access Point ‘

Expanding Wi-Fi 6E to Outdoor RF environments from IOS-XE 17.13.Tand Meraki R30

t6 GHz subject to
5 GHz : 2x2:2 SS AFC availability

6 GHz : 2x2:2 SS
Dedicated tri-band auxiliary radio
2.4 GHz IoT Radio

. - - Penta-Radio Architecture
Cisco® Catalyst® CW9163E 5 4 GHz : 9%2:2 SS
Outdoor, Tri-Radio with 6 Spatial Streams!

CLEE

2.5 Gig (mGig) PoE Ports

Internet of Things Capabilities
» BLE/Thread/Zigbee Ready

Antenna

* Omni-directional Di-pole (PID: CW-ANT-01-NS-00)
 Directional Patch (Future) (PID: CW-ANT-D1-NS-00)
* Inbuilt GPS to obtain Latitude/Longitude

* Optional External GPS Antenna

®© 80

Compatible with existing Antenna Mount of

Catalyst & Meraki Dual mode: Cisco WLC or Meraki Cloud




Catalyst IW916/E Overview

Catalyst® IW9167E Access Point Tri-Radio Architecture in Heavy-Duty Design
 Wi-Fi 6/6E *, 802.11AX, MU-MIMO, OFDMA
» External antenna - 8 x Type N

* Tri-Radio architecture

o« 2.4-GHz, 4x4:4SS, up to 20MHz
 5-GHz radio, 4x4:4SS, up to 80 MHz
« 5/6-GHz radio, 4x4:4SS, up to 160 MHz

» Dedicated scanning radio for spectrum
intelligence

o 2.4-GHz loT radio
Built-in GNSS with TNC connector

Wi-Fi 6E access point e

* BE ready



Software update
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Software recommendation

Version

2,200
2,000
1,800
1,600
1,400
1,200
1,000
800
600
400
200
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17,6.4

|y

WLC version usage based on TAC data

version

17.9.3
")

17.9.x is the most adopted releases

17.9.4 is recommended gold star
release for all deployments

17.3 train has reached End of Vulnerability/Security
Support on 30t September 2023

17.12.x for 9166D1 and IW9167



Wave1l AP supportin 17.9.x & 17.12.X trains
What happens after LDoS date?

AP 1572 US

AP 1700, 2700, 3700, 1572 EU/Japan FOVSS/LDOS Nov 30,2025

EOVSS/LDOS Apr 30,2024

« Support for 802.117ac W1 APs has started in 17.9.3and 17.12.1
- No support after the EOVSS/LDOS date, starting from the next maintenance software release.

- Important: No support = AP will not be able to join the WLC on software released after the LDoS date

- Example: AP 1700 LDoS date is April 30th 2024 > the last supported release for this AP will be 17.9.5
and 17.12.3, as they will come out around the LDoS date. AP 1700 will not be able to join releases
17.9.6 or 17.12.4 as these are past the LDOS date

il
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Platform:
Simplity with ML/A|




Focus Areas for Wireless AlOps

RF Assurance

Infrastructure
Assurance

Serviceability

Tools to distinguish between client and application
anomalies and network anomalies.

Tools to automate RF tuning to optimize client
connectivity and performance on Wi-Fi.

Tools to flag network and service issues, determine root
cause, recommend actions and auto-remediate.

Tools to reduce support engagement and to help
improve support experience when engaged.

L]

Wireless

L]

Wireless

L]

Wireless

L]

Wireless

Switching

Switching

Switching

Routing

—

Routing

—

Routing




Quantifiable Outcomes of Wireless AlOps -

4 )

Reduce 6 weeks of manual fine-tuning and
triaging complex RF issues to a single click!

~—~
’.? RF Assurance

Eliminate hours of recreating client issues
through automated forensic captures and RCAs!

@ Serviceability

i
Cisco



Al = Cloud Service !l

Customer data center

DNA Center Assurance Ul

dback

Machine learning stack

Time series models

Prediction pipelines Graphical models
Controller Analytics platform ree

Orchestrator

Strong anonymization ' g Public broker Feature constructors

ETL pipelines

Deep learning

NLP/NLG

Multi-customer
database

Collectors

Batch pipelines

N | . o
Machine Learning #
Applicat on Pletform OS Secure Cloud Engine 3k

I

S — =] ==
«=> = X
HER = HR = fm) 29
[0 [ | ) — ] | i ] |
=_ — gy 2=
HEE A ul BED BN @ Network control points

o s I
Customer ﬂetWOFKOfﬂce site Q00000 =» Control, notifications ..



CleanAir™ Pro

RF Excellence

CCCCC



Why is Cisco’s CleanAir Technology so Unique”
Introduceret med 3502 APet 1 2010

Avoid Foreign AP interference v
~ g02.11a/n a Enabled
MNetwork Awoid Cisco AP load I Enabled
= RREM . .
BF Grouping Awvoid non-802.11a noise Enabled
TPC Awvoid Persistent Mon-WiFi
D Interference I Enabled
Cowverage Channel A=s=signment Leader WLCD4 (10.96.0.233)
General
Client Roaming La=st Auto Channel A=ssignment 290 =ecs ago
Media DA Channel Sensitivity Medium (15 dB)
ECMZA Parameters
OFS (802.11h) Channel Width 20 MHz ™ 40 MHz
High Throughput
(802.11n) Awoid check for non-CFS channel - Enabled
Cleanair
¢ 802.11bSg/n DCA Channel List

F Media Stream

36, 40, 44, 453, 52, 56, 60, 64, 100, 104, 108,
Country 112, 116, 120, 124, 128, 132, 136, 140
DCA Channels

Timers
» QoS
sSelect Channel
124
128
132
136
140

Extended UNII-2 channels Enabled

Event Driven RRM

EDRRM Enabled

Sensitivity Threshold Medium _= |

il
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Why is Cisco’s CleanAir Technology so Unique”

Introduceret med 3502 APet 1 2010

[y Channet

"X Interterence Powes o ax
Wi Sicnoe Flooe
0 aB 2425 GHz Band
%0 e
190 o
1o € M ' 1 te
"X Active Deveces CETe

G - Cortiros

wrax

"o ax

Span: 10000 MH:
REW: 156 25 bHz




Cisco CleanAir Pro™
The Evolution of Cisco Wi-Fi Excellence into 6 GHz

Is Cisco CleanAir Pro still CleanAir ? CleanAir

CleanAir Pro

Detect and Classify Non - Wi-Fi interference
To Wi-Fi, if it's not Wi-Fi - then its noise
Set Severity Metric per Interferer

Important to identify which source is causing the most harm

Establish Air Quality for all interfaces on the AP
Track how much the combined impact is affecting Wi-Fi service in the cell

Merge same Type interferers
Correlation of duplicate alarms from other neighboring APs of same event

il
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CleanAir Pro™ ML Based Classification

« ML-based

* Train classifier based on the collected
metrics/statistics

e Data set includes both cabled and OTA data,
mixed/unmixed with Wi-Fi

* Thousands of samples per device type

« Data Collection

« Built-in command that triggers saving off raw
spectrogram data for later offline retraining of
classifier

« Enhancements can be distributed back through
WLC or Catalyst Center

e Cisco Public
Ccisco



Cisco CleanAir Pro™

The Evolution of Cisco Wi-FI Excellence into 6 GHz

6 GHz Classifiers

*Classification &

Reporting

Spectrum Based
Features *

* 6 GHz Spectrum
Analysis (iCap)

e 6 GHz RRM
6E Ready enhancements
* 6F Packet capture e FastlLocate
(iCap)
« WIDS/WIPS/Rogue IOS-XE 17.8
Detection DNAC 2.3.3 (Guardian)

|IOS-XE 17.7
DNAC 2.3.2 (Frey)

for great Wi-Fi

Great for client device testing and validation

cisco Cisco Public

« Continuous TX
Video Repeater

6 GHz Merging
enhancements

ML based :
interference classifier «

RF Interference
Detection Reports

Air Quality Index
Reports

IOS-XE 17.9 *2.4 and 5 GHz only
DNAC 2.3.4 (Groot)

Spectrum Insight is foundational

** Still to be committed

-

6 GHz Mitigation
 ED-RRM for 6 GHz

» Automated Signature
Capture for ML

~

IOS-XE 17.13 6 GHz Mitigation

IOS-XE 17.10 6 GHz Detection

Above & Beyond
» AFC integration™*

* ML driven Dynamic
Interference
signature updates
& capture**

 |oT Radio
integration**




CleanAir™ Pro and Cisco Catalyst Center
ICAP Spectrum for 2.4, 5 and 6 GHZ!

Intelligent Capture: C9136_AI_56f0 ciobst  san sose 1 5c106 1 Fioor 1

rrrrrrrrrrrrrrrrrrrrrrrrrrr

« ICAP Spectrum allows viewing of raw
Spectrum from CleanAir and CleanAir
Pro enabled Catalyst APs

« 2.4, 5 and 6 GHz spectrum available on

demand!

- |OS-XE 17.8 and Cisco Catalyst Center
2.3.2 w/Assurance required

alaln Cisco Public

cisco



Al-Enhanced RRM
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What is Radio Resource Management (RRI\/I)
The Foundation for Mitigating RF Issues

RRM is a feature on the WLC that automatically
optimizes wireless configurations to improve
wireless performance and limit interference.

Some Examples:




me SO

bt T SN S

S LA # ol Wew

0000000000

pisP11 v
BYETR [
REVS ) 3 75

Traditional RRI\/I

Requires Expertise, Lack of Visibility and Serviceability

4 INT
Smn

,/
BB+

L 4

/ - > Radio Co tions* > RRM Y Confiqur - > Radio Configurations = > RRM \ figuration = > R Confiqurations = > RRM
A'.-
6 GHz Band 5 GHz B FRA . 6 GHz Band 5 GHz Band 2.4 GHz Band FRA
> 6 GHz Band 5 GHz Band 2.4 GHz Band FRA
General Cow DCA TPC RF Grc Spatial Reuse Genera Coverage DCA TPC RF Grouping Spatial Reuse
_’-: General Coverage DCA TPC RF Grouping Spatial Reuse
~ Enable Coverage Hole Detection =] —
Profile Threshold For Traps O Reset to Defaults 3
Data Packet Count* 50 - . -
Throughput (Bps)* 1000000 Dynamic Channel Assignment Algorithm
Voice Packet Count* 100
Noise/Interference/Rogue/CleanAir/S| Monitoring Channels € Channel Assignment Mode ;
. . g Automatic
Data Packet Percentage 50
Channel List Country Channels
Voice Packet Percentage* 50 O off
RRM Neighbor Discover Type Transparent v E
2 For 6 GHz band, few global coverage parameters like Data RSSI Threshold, Voice RSS! Threshold, Minimum Failed ol
. - Client per AP and Percent Coverage Exception Level per AP is configured in Interval 10 minutes v
Monitor Intervals 2
Neighbor Packet Frequency (seconds)* 180 ™ Anchortime 0 v
Reporting Interval (seconds)* 180 Channel Assignment Leader c9800-40-TMEDNAC (10.70.0.15)
T 4
Neighbor Timeout factor* 2 l Last Auto Channel Assignment 474 second(s) ago
For 6 GHz band, some parameters like Interference Percentage, Clients, Noise, Ulilization b DCA Channel Sensm\nty medium v
Percentage and RRM Neighbor Discover Mode is configured in

3




Event Viewer Catalyst Center Demo

= dub DNA Center

Welcome, Soren Dulong (2] Explore

A\ Some of your license compliance requirements have not been met. Learn more.

Actuate the most value from your Cisco DNA Center with the adoption journey map.

*
Here you can accelerate feature adoption with simplicity and time to value, as you guide your organization on its digital transformation journey with Cisco DNA Center. ut
Begin your Journey -
¥ I - |
=
~ B ]
Assurance Summary
Health ¢ Critical Issues Trends and Insights
Healthy as of Oct 24, 2023 9:27 AM Last 24 Hours Last 30 Days
8 ’I % 8 3 % 5 O % 3 3 O O
Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details
Network Snapshot
Sites Network Devices Application QoS Policies
As of Oct 24, 2023 9:38 AM As of Oct 24, 2023 9:38 AM As of Oct 24, 2023 9:38 AM
Unclaimed: 12 Successful Deploys: 1
DNS Servers : 2
Unprovisioned: 5 Errored Deploys: 0
NTP Servers : 3
Unreachable: 5 Stale Policies: 1
Photos

cisco



Al-Enhanced RRM is Al that Powers RF Optimization

Provides Users with Better Wi-Fi and Admins with a Better RF Management Experience!

Instantaneous visibility Proactive optimizations

Performance

~
J

afra]n
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Actionable

insights
| . e '

@

Anonymized
RF data

©

RF data

&

Al Cloud
Al-Enhanced RRM algorithms

|/| (| Catalyst Center

Assurance and Automation

@ Network infrastructure

Catalyst 9800 & Fabric-Enabled Switches
Wave1l, Wave 2, Wi-Fi 6/6E APs

N
N

5 o

—T—

Al-based
data and

™ events

RRM control
Center
populated

Decisions
configured

via Cisco
Catalyst Center
Automation

Exceptional Al-Enhanced
wireless experience!



Al-Enhanced RRM key customer benefits
Better RF, better insights, reduced operational costs and time

Al-driven self-optimizing RF

Leverages machine learning to find patterns
and optimize your RF before issues happen.

Performance visibility

Provides per-building visibility into RF health
using Wireless Config Analyzer algorithm.

Complete historical context

Understand exactly what RRM changes
occurred at a per-AP level, and how they
benefit the network.

afra]n
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&

Al Cloud
Al-Enhanced RRM Algorithms

/

-

Measured Improvements in RF KPIs!

» CCI Reduction: Up to 40%
* SNR Downlink Gain: Up to 7 dB
* RRM Changes Reduction: Up to 75% at busy hours

s

-

Actionable insights

Al-derived recommendations on RRM setting
changes for a more optimal performance.

Simplified RRM configuration

Complicated traditional RRM configurations are
simplified, with policy toggles and thresholds.



We’ve created a new enablement workflow that doesn’t require admins to manage
their network configurations on Catalyst Center!

Al-Enhanced RRM is enabled
without device provisioning!

Enable Al-Enhanced RRM Select the newly designed workflow

cloud access in Settings and deployment option!

E} Configure Al-Enhanced RRM @}.

CISCO A' Analytlcs Deploy Al-enhanced RRM with or without
provisioning your wireless controllers and access Al-Enhanced RRM
% oints.
Al Network Analytics P
Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administrators to N I
Wireless ~N

effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise and

s
false positives significantly by learning the network behavior and adapting to your network environment. /
|/| || Cisco Catalyst Center
-

@ Enable Al Network Analytics
v v

Al-ENHANCED RRM o [ \
Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering Enable WlthOUt DG‘VICG Prowsuonlng @ NetWOrk infrastructure l

visual insights into why and how. Al-Enhanced RRM delivers macro level suggestions for config optimization and the . ™
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800. Cisco Catalyst™ 9800

This flow enables Al-Enhanced RRM without provisianing Series Controller
our wireless controllers or access points. A
Y " Wave 2, Wi-Fi 6/6E APs
A This feature can be enabled only if Al Network Analytics is enabled. \ )
If you do not want Cisco DNA Center to manage the °

configuration of your devices, choose this option

N
N
@

il
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Cisco IMPACT 2023 Analysis

AL AN
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Al-Enhanced RRM Significantly Improved the Wireless Experience
at Cisco IMPACT in August 2023

APs with High Co-Channel Interference _

Decreased by 28%! _

* Location: Mandalay Bay,

(0]

g | e 000 | o MGM Grand, Delano

3 16000 e «  Contiguous Square

s 14000| o Footage:280 Km/2

= 12000| & P ]+ WLC Count: 2 x C9800-80
5 10000| & Enabled 100 & WLC Version: 17.9.3

LI; 8000 | o SNVCEEAS gooo 1=« AP Type: 3800s and 9130E
N 300 6000 | < 6000 % AP Count: 2352 (with 2526
2 1 200 4000 a000 |~ enabled radios)

g 100 2000 2000 +  Catalyst Center: 1 Running
F ; . 0 0 2.3.3.7

< —Azg/sA\ij%h Highzé/(ﬁ% annelzlﬁiér%grence 29/LugAveragge0$\819CIients 26/Aug_A%/g/rggg SNRZS/A&AV@ZV%A@U of C|i?é(r)l/téug k Spectrum: 5 GHz /

Al-Enhanced RRM converged the wireless network within 6 hours and continued to improve the wireless

experience in the high-density environment after a large influx of clients began to join.



Assurance Al / ML
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Al NETWORK ANALYTICS (7 Dages view

il
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P 0 ST Pt 0

Total Open: 14

Q

Priority =
P2
P2
P2
P2
P2
P2
P3

7 Records

Search Table

Issue Type ~

[~] Excesslve fallures to roam - High deviation from baseline

(~] Excessive fallures to connect - High devlation from baseline

[~] Excessive time to get an IP Address - High deviation from baseline

[~ Excesslive time to get Authenticated - High deviation from baseline

[~] Excessive time to connect - High deviation from baseline

(~] Drop In total radio throughput

(~] Drop In radio throughput for Soclal Applications

Device Role

WIRELESS

WIRELESS

WIRELESS

WIRELESS

WIRELESS

ACCESS POINT

ACCESS POINT

Category

Onboarding

Onboarding

Onboarding

Onboarding

Onboarding

Application

Application

Issue Count ~ Site Count (Area) Device Count
2 2 -
[y
1 1 e
4 4 =
1 1 --
1 1 =
1 1 =
4 2 --

Show Records:

1) Export
Y
Last Occurred Time ~
Jun 1, 2023 12:30 PM
Jun 1, 2023 11:00 AM
May 31, 2023 12:00 PM
May 30, 2023 6:30 AM
May 29, 2023 7:30 AM
May 26, 2023 6:00 PM

Jun 1, 2023 9:00 AM

0w v < @



Onboarding

-
= Cisco DNA Center Assurance / Dashboards / Health QO @40
Overall Network Client Network Services v Applications SD-Access Al Analytics v
Client Onboarding Times Connectivity RSSI Connectivity SNR
LATEST TREND LATEST TREND LATEST TREND
25.0k 92% clients with RSSI > -72 dBm 99% clients with SNR > 10 dB
=
e Jun 7, 2023 2:.00 AM AM
s 20.0k 8.0 | 8,000 : \
3 Total : 1.55k : i )
2 o | . ¢
2 15.0k m fal 775 -~ ' = 6,000 : )
2 . > e 4,000 | e )
. =10 38 3 | € ; '
o 30 3 ‘ 5 ! !
g, 10.0k | ] H o 10 14 O g 8 4,000 ' \
5 m 6t 101 € 2.000 i b = f |
=3 m 4t06: 154 = ' ' ® onn i ‘
S 5.00k m 2t04 123 (&) I I 5 2.000 '
c ]
o | <2 345 ) - I I I ;
0 R ) ) “ L] - - )
0 » » S x A 3 .
6! 6:2 64 65 6:5 83 ' R R > G
Sam Sgm 2am lam 3gm Sam > « 4
Time (0ay/hr) RSS! (dBm) SNR (0B)
0;<28. L 10108, 1020 1080, [ 208 «=-72 dBm Thrasholg £51 <10 dB Threshold
View Detalls View Details View Details

il
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Onboarding

. . . As of Jun 8, 20 - A
Client Onboardlng Times ) s of Jun 8, 2023 9:53 AM
=) 7 Days TREND: Jun 1, 9:53 AM - Jun 8, 9:53 AM r? Global
Overall Overall LATEST  TREND
@ 59% clients with Onboarding times < 10s
200 | '
, . 429 Clients fail :
Assoclation g ' Other 26 |
. 94% clients with Association times < 5s % 300 : sociati 37 :
O | CH 67 |
= 200 | |
z | Authentication 299 |
Authentication O 00 I : :
| |
@ 66% clients with Authentication times < 5s 0 _ . = | l .
Time (Seconds)
@ 56% clients with DHCP times < 58 §081 Over Threshold
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Onboarding
() Global  (0) 24 hours v Jun 1, 2023

KPI: Onboarding Time Q e

6.17317s

Onboarding Time ————

BUILDINGS ENDPOINTS

® Bullding

55
@ Bullding with Al Driven Issues / \
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Onboarding

() clobal () 24 hours v Jun 1, 2023

KPI: Onboarding Time R O | =

Onboarding Time 0.86431s 6.17317s
SSIDs 2
. WLCs 1 . .

Endpolints 20

Al Driven Issues 1

Click to open baseline details

| | | | | | |
0s 1s 2s 3s 4s 5s 6s

Onboarding Time =

BUILDINGS ENDPOINTS
® Building —~ 5§
® Building with Al Driven Issues h

Q Group of buildings _)6

©2

Hvorfor er denne ikke rgd ?

il
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Onboarding
Al Network Analytics

il
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© 2019 Cisco and/or i

High Percentage of Onboarding Failures

Cisco Al @ This Issue Is trigg based on a from a pr for your f

Learn More X

The network is experiencing a high percentage of onboarding

fallures compared to usual. Clients are experiencing multiple IMPACTED SUMMARY FOR THIS NETWORK
onboarding failures while connecting to SSID eduroam.

Time: June 1, 2023 11:00 AM - 3:30 PM

Location: Global

@ Is this Issue helpful? o) Y

1 impacted Sites 169 impacted Clients
) 1s this Issue helpful? o(5 &f
Problem Potential Root Causes [y
Impact
Network Causes Failed Distribution Failed Percentage Failed Count
Root Cause Analysis
Suggested Actions
DHCP and AAA fallures.: High fallure rate for AAA, please check the AAA server for detalled logs and verify the DHCP servers
(connectivity, DHCP pools, load on the server)
© Add KPI
® % Falled Onboarding Sessions @ Predicted Value ® lssue
100%
50%
§ s - N ]
&
4 0% &Y | ]

5:00a 6:00a 7:00a 8:00a 9:00a 10:00a 11:00a 12:00p 1:00p

2:00p 3:00p 4:00p 5:00p 6:00p 7:00p 8:00p 9:00p




Network Servi

Al
cisco

DNA Center

ces Insights

ISCOo DK

Assurance / Dashboards / Health

Overall Network Client Network Services v Applications SD-Access Al Analytics
(© 24 Hours ~~ Oct 23, 2023 1:00 PM - Oct 24, 2023 1:00 PM | Data Refresh in 03:17 Il &
_1:00p 1:00p
63
o [
H >~
S
g >
E oo ¢
2p ap 6p 8p 10p 10/24 2a 42 6a 8a 108 12p
Actions
Insight In the selected time range, there are 1.35% more failed transactions on 10.99.2.200 server compared to the previous time range. ()
DHCP SUMMARY DHCP TRANSACTIONS
1 19mMs -26.92% 594 +1185% H8B +1015% 8
Server Average Latency Total Successful Failed
Top Sites by Highest Latency () DHCP Server Transactions (O DHCP Server Latency (O
e ——————T———————r_ e T B o successes B oicoverorer Reauest-ack
Cisco Denmark/Cisco Castle/7th Floor (44ms)
80 150
|
Cisco Denmark/Cisco Castle/9th Floor (27ms) § 50 z
E ‘g' 100
| g 5
Cisco Denmark/Cisco Castle/8th Floor (15ms) & 40 8
= @
. 4 o
- z
Cisco Denmark/Soeborg-Lars/Basement (3ms) 3 e <
| 0 0 -
Cisco Denmark/Cisco Castle/Basement Jaxx (2ms) 1:00p 6:00p 9:00p 10/24 3:008 6:00a 9:00a 12:00p 3:00p 6:00p 9:00p 10/24 3:00a 6:002 9:002 12:00p
® 10.99.2.200 ®10.99.2.200
View Details View Details View Details
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P Auto Location



Access Point - GPS Module

To obtain Geolocation co-ordinates

Access Point with GPS module installed
PID: CW-ACC-GPS1=

Supported Access Points:
Catalyst WLC: C9130, C9136, CW9162, CW9164, CW9166I/D
Meraki: MR57, CW9162, CW9164, CW9166I/D




Usecases

Enable increased customer efficiency and new business
models

AP locations are automatically placed on maps

9 Network Admln efflCIenCy IS Improved AP location changes are detected, and Network Admins are notified

as AP location fidelity test available on demand

Enables easier Customer deployment of location services

Single Cisco Product Identifier (PID) enabled as AP detects the
regulatory domain in which it is located

Better location accuracy for AFC



AP Placement Workflow

Select a Floor

31 0f 34

tboard while using the mouse

AP Location 18 Lab

&h danijoh2

Step 1 - Choose building and floor
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\l/ INote: Banner to assist user in starting AP Auto Location workflow if no APs are on the map



Place APs on 3rd Floor:

ct APs from thi

FIA-AP10S

AP
Model

CWa166I-8

ca1361-8

CWB1861-8

CWa1861-8

CWa1661-8

cwal

CW81861-8

Note: It is recommended to place at least 4 APs with known location as “Anchor” APs, for the algorithm to compute relative

t that you are

imize our algorithm and h sary APs from being added to the map.

Mac Address Controller ' Site Tag Switch Name

7-Floar3  dnaspac

Step 4 - Position known APs

locations of other APs

Mk
Ccisco

Place APs on 3rd Floor:

To create anchor points for the map,
manually position the APs located in
each corner of the floor. Learn More

31A-AP197

Add APs to the floor

fga e
TZ
7

oy

s

Step 3 - Select APs

Add Anchor APs




AP Location Flow (continued...

Place APs on 3rd Floor:
Add APs to the floor Auto-place APs

@ The automatic AP placement is complete, please verify the accuracy of the results. Manual adjustments can be made in step 3. X

Step 5 - Review/Refine AP Placement

SPACES

Place APs on 3rd Floor:
Add APs to the floor Auto-place APs Review and Publish

Please verify the AP placement accuracy and publish. To manually adjust any AP placements, drag and drop AP to it's correct location.
o To rotate the map, hold down the Control key on your keyboard while using the mouse

Modified placement:

You have modified the APs placement, do you
want to save new location?

afra]n
Ccisco



AP Placement Completed

CISCO SPACES

Add APs to the floor Auto-place APs Review and Publish

6 Step 6 - Calculation phase

Place APs on 3rd Floor:

Please verify the AP placement accuracy and publish. To manually adjust any AP placements, drag and drop Al
CISCO SPACES | Device Placement

Cisco iy Vay
AP Location 18 Lab [ San Jose [ SJC-17 AP to AP ranging data: . APs placed on map:

& 3rd Floor

Ciscomy,

AP placement completed for 3rd Floor

You successfully placed 13 APs on this floor!

Would you like to place APs on another
Floor?

If ranging

through each floor and comple

Step 7 - Publish Successfully

4

O S el

|I|l-||l| ® mapbox
Cisco

Edit AP Placement

[« ]
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