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Securing the Network and Data 
Center 
NOW AND INTO THE FUTURE 
 

• Christian Heinel 

• Country Lead, Security  

• Cisco 



 
Cisco Completes Acquisition of Sourcefire 
 



Who is Sourcefire? 

 Founded in 2001 

 Security from Cloud to Core 

•Market leader in (NG)IPS 

•New entrant to NGFW space with strong offering 

•Groundbreaking Advanced Malware Protection solution 

 Innovative – 52+ patents issued or pending 
•Pioneer in IPS, context-driven security, advanced malware 

 World-class research capability 

 Owner of major Open Source security projects 

•Snort, ClamAV, Razorback 
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Our Security Perspective 
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The Problem is THREATS 
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If you knew you were going 

to be compromised, would 

you do security differently? 
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The New Security Model 

BEFORE 
Detect  

Block  

Defend 

DURING AFTER 
Control 

Enforce  

Harden 

Scope 

Contain 

Remediate 

Attack Continuum 

Network Endpoint Mobile Virtual Cloud 

Point in time Continuous 
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Mapping Technologies to the Model 

BEFORE 
Control 

Enforce 

Harden 

DURING AFTER 
Detect 

Block 

Defend 

Scope 

Contain 

Remediate 

Attack Continuum 

Visibility and Context 

Firewall 

App Control 

VPN 

Patch Mgmt 

Vuln Mgmt 

IAM/NAC 

IPS 

Anti-Virus 

Email/Web 

IDS 

FPC 

Forensics 

AMD 

Log Mgmt 

SIEM 
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Cisco and Sourcefire—Better Together 

BEFORE 
Control 

Enforce 

Harden 

DURING AFTER 
Detect 

Block 

Defend 

Scope 

Contain 

Remediate 

Attack Continuum 

Visibility and Context 

Firewall 

NGFW 

NAC + Identity Services 

VPN 

UTM 

NGIPS 

Web Security 

Email Security 

Advanced Malware Protection 

Network Behavior Analysis 



Comprehensive Security Portfolio  

IPS & NGIPS 

• Cisco IPS 4300 Series 

• Cisco ASA 5500-X Series 

integrated IPS 

• FirePOWER NGIPS 

• FirePOWER NGIPS w/ 

Application Control 

• FirePOWER Virtual 

NGIPS 

 

 

Web Security 

• Cisco Web Security 

Appliance (WSA) 

• Cisco Virtual Web Security 

Appliance (vWSA) 

• Cisco Cloud Web Security 

 

Firewall & NGFW 

• Cisco ASA 5500-X Series 

• Cisco ASA 5500-X w/ 

NGFW license 

• Cisco ASA 5585-X w/ 
NGFW blade 

• FirePOWER NGFW 

Advanced Malware 
Protection 

• FireAMP 

• FireAMP Mobile 

• FireAMP Virtual 

• AMP for FirePOWER 

license 

• Dedicated AMP 

FirePOWER appliance 

 

 

NAC + 
Identity Services 

• Cisco Identity Services 

Engine (ISE) 

• Cisco Access Control 

Server (ACS) 

 

 

Email Security 

• Cisco Email Security 

Appliance (ESA) 

• Cisco Virtual Email 

Security Appliance (vESA) 

• Cisco Cloud Email 

Security 

 

 

• Cisco 

• Sourcefire 

UTM 

• Meraki MX 

 

 

VPN 

• Cisco AnyConnect VPN 

 

 



  

  

  

      

      

      

      

      

      

MODERN DETECTION ALGORITHMS 
Behavioral Analysis Artificial Intelligence 

SELF-LEARNING AND EVASION RESISTANCE 
Game Theoretic Self Optimization 

THREAT BEHAVIOR ANALYSIS 
Leveraging Network, Web, and Identity Context 

IDENTIFY ADVANCED  
CYBER THREATS 
Behavioral Analysis Artificial Intelligence 

DETECTED 
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• ASA-CX Next Generation FW  Gennemgang 
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Brian Hansen 

Systems Engineer Security 

Tech update D. 19. Nov. 2013 
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Threat landscape 

Introduction to Cisco ASA 5500-X Next-Generation Firewall 

Feature Overview including Perigrine release 

Context-Aware Policy 

Context-Aware Security 

Management 

Summary 
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Cloud Mobility Threat 

Megatrends Require an Innovative Approach to Security 
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Enterprise 

Response 

Threat 

Landscape 

Reputation (global) &  

Sandboxing 

2010 

APTs 

CYBERWARE 

Anti-virus 

(host-based) 

2000 

WORMS 

IDS/IPS 

(network perimeter) 

2005 

SPYWARE / 

ROOTKITS 

Tomorrow 

INCREASED ATTACK 

SURFACE (MOBILITY & 

CLOUD) 

Intelligence & Analytics 

(cloud) 
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1,111,399 
websites compromised 

4 
pieces of new malware  

per second 
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Robust stateful inspection and broad, next-generation functionality 

Cisco ASA Stateful Inspection Firewall 

Threat-Aware Context-Aware 

Multiple Form Factors 

• Industry-leading web reputation for malware 

protection 

• Embedded IPS for APT protection 

• Powered by Cisco® SIO - largest global telemetry 

footprint – email, web, IPS, VPN, third party 

• Near-real-time updates 

• Deep application behavior control 

• Industry-leading remote access VPN 

• Enterprise-grade URL filtering 

• User and device identification 
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ASA 5512-

X 

 

200 Mbps NGFW 

100,000 

Connections 

10,000 CPS 

ASA 5515-X 

 

350 Mbps NGFW 

250,000 

Connections 

15,000 CPS 

ASA 5525-

X 

 

650 Mbps NGFW 

500,000 

Connections 

20,000 CPS 

ASA 5545-

X 

 

1 Gbps NGFW 

750,000 

Connections 

30,000 CPS 

 

1.4 Gbps NGFW 

1 Million 

Connections 

50,000 CPS 

ASA 5555-

X 

Branch Locations Small/Medium Internet Edge 
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2 Gbps NGFW 

500,000 Connections 

40,000 CPS 

ASA 5585-
SSP10 

 

9 Gbps NGFW 

1.8 Million Connections 

120,000 CPS 

ASA 5585-
SSP40 

 

13 Gbps NGFW 

4 Million Connections 

160,000 CPS 

ASA 5585-
SSP60 

 

5 Gbps NGFW 

1 Million Connections 

75,000 CPS 

ASA 5585-
SSP20 

Medium Internet Edge Large Internet Edge 
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Fidelity 

Breadth 
* Future 

AD/LDAP Identity 
• Non-auth-aware apps 

• Any platform 

• AD/LDAP credential 

NTLM  

Kerberos 

User Authentication 
• Auth-aware apps 

• Mac, Windows, Linux 

• AD/LDAP user credential 

TRUSTSEC* 

Network Identity 

Group information 

Any tagged traffic 

IP Surrogate 

AD Agent 



C97-729688-00 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 36 

App Behavior 

Control user interaction with 

the application 

MicroApp Engine 

Deep classification of targeted traffic 

More than 150,000 

MicroApps 

Broad… 

… classification of all traffic  

More than 1200 apps Facebook 

Skype 

Farm 

Ville 

Yahoo 

Linkedin 

iTunes 

YouTube 

Google+ 



C97-729688-00 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 37 



C97-729688-00 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 38 

Cisco AnyConnect® 

150 million endpoints 
Cisco® Identity Services Engine* 

BYOD solution 

* Future AV Registry Files 

Posture

* 

Device 

OS 

Apple Windows Android iOS 

OS Version* 

Windows 

8 
iOS 5 
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Marketing 

Legal 

Financ
e 

User ID 

Cancel 

******** 

 
Languages 

 
Countries 

 
Million URLs  

 
Customers 

60 

200 

20 

10,000 
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High volume 

Always under attack 

Complex and evasive 

Malware 
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Automated 

High efficacy 

Lightweight 

Benefit – Increase security 

operations efficiency 
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Visibility Control 
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Cisco® SIO 

WWW       Email Web Devices 

IPS Endpoints Networks 

More Than 150 Million  
DEPLOYED ENDPOINTS 

75 TB 
DATA RECEIVED PER DAY 

1.6 Million 
GLOBAL SENSORS 

35%  
WORLDWIDE EMAIL TRAFFIC 

13 Billion 
WEB REQUESTS 

Cloud AnyConnect® IPS 

ESA WSA ASA WWW 

3 to 5  
MINUTE UPDATES 

More Than 200 
PARAMETERS TRACKED 

More Than 5500 
IPS SIGNATURES PRODUCED 

More Than 8 

Million 
RULES PER DAY 

More Than 70 
PUBLICATIONS PRODUCED 

Information 

Actions 

More Than 40 
LANGUAGES 

More Than 80 
PH.D, CCIE, CISSP, MSCE 

More Than $100 

Million  
SPENT IN DYNAMIC RESEARCH 

AND DEVELOPMENT 

24 Hours Daily  
OPERATIONS 

More Than 600 
ENGINEERS, TECHNICIANS, 

AND RESEARCHERS 
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Default web reputation profile 

Suspicious 

(-10 through -6) 
Not suspicious (-5.9 through +10) 

-10 +10 -5 +5 0 

Dedicated or hijacked sites 
persistently distributing  
key loggers, root kits and  
other malware.  Almost  
guaranteed malicious. 

Aggressive Ad syndication  
and user tracking networks.   
Sites suspected to be  
malicious, but not confirmed 

Sites with some history of 
Responsible behavior  
or 3rd party validation 

Phishing sites, bots, drive  
by installers.  Extremely  
likely to be malicious. 

Well managed,  
Responsible content 
Syndication networks and  
user generated content 

Sites with long history of 
Responsible behavior. 
Have significant volume  
and are widely accessed 
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• Support for Active/Standby 

PRSM can discover HA configuration and treat HA pair as a single device (policy 
configuration, reporting) 

• Next Generation IPS 

• Platform support 

Platform support has been added for SSP 40, 60 

NGFW is now available on all midrange and all high-end models of ASA 

We have added the following features: 
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• Time ranges 

• Interface roles – collections of interfaces that can be used to construct policies 

• Rate limits 

• Safe Search 

 

Note:  Not all features are available for all types of policies. 

has added the following features: 
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• Policy sets can have different scopes: 

̶ Universal – policy set is shared by all devices 

̶ Shared – policy set is shared among some devices 

̶ Local – policy set only applies to one device 

• At the top is the universal top context-aware access policy set, applied first 

• At the bottom is the universal bottom context-aware access policy set, applied last 

 New with 

NGFW 9.2 
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 New with 

NGFW 9.2 

Allows context-aware access policies only 

Blocks searches on supported search engines if: 

• Safe Search is enabled in a matching access policy 

and Safe Search is disabled in a browser 

Blocks searches on supported search engines if: 

• Google 

• Yahoo 

• Bing 

• Ask 

• Duckduckgo 
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• Risk Based Control 

• 3 ranges 

Block and Monitor 

Allow and Monitor 

Don’t Monitor 

• Customizable 
exceptions 

 

 

 

 

Available in newest release 
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• Threat Profile Field 

• Use Custom IPS Profile 
or the Device Level 
profile 

• Different profiles can be 
applied to  different 
subset of traffic 

• Selection criteria include 
5-tuple, user and 
application 

 

 

 

 

Available in release 
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• Schema-Driven 

• End-to-End 

Operations 

• Web UI 

• Management  

Consistency 

• Visibility 

• UX-Driven 
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Visibility & 

Control 

Navigate Down to Events 

Dashboard 

Map Events to Policies 

View Event 

Details 

• Greater visibility and 

control 

• Enhanced threat 

response and 

mitigation 

• Unified management 

for core ASA firewall 

and NGFW services  

• Straightforward 

migration to ASA 5500-

X NGFW 

• Intuitive, easy-to-use 

GUI 

Key Benefits 
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New 

FW access policies 

NGFW Services (AVC, WSE, IPS) policies 
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• ASA-CX  Next Generation FW  Demo 
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Pause – 10 min KAGE & KAFFE 
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• ISE 1.2 Gennemgang & Whats New Gennemgang 



Cisco Confidential © 2010 Cisco and/or its affiliates. All rights reserved. 58 

ISE 1.2 og MDM integration 
Christian Helmundt Bermann 

Systems Engineer - Security 

November, 2013 
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• ISE 1.2 news 

• MDM integration 

• Demo video 
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Policy Management 

Cisco Infrastructure: Switches, Wireless Controllers, Firewalls, Routers 

 

Posture from End-Point Agents 

 
Profiling from Cisco Infrastructure User Directory 

Policy  
Information 

Policy  
Enforcement 

Identity Services Engine (ISE)  Prime Infrastructure 
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• Upgrade Process Shortened and Simplified 

• DB Changes: Improved Scaling/WAN 
Replication 

• Policy Sets (ACS Parity) 

• Logical Profile Groups & Profile as Attribute 

• 3rd Party MDM Integration 

• Re-Written Reporting w/ Scheduling 

• 3rd Party MAB Support 

• 64-Bit Architecture 

• Appliance Refresh (UCS-Based) 

• Higher Capacity Per Node / Deployment 

• Localization: 10 New Languages 

• External RESTful Services (ERS) API 

• Registration Status as an Attribute 

• Bootstrap Wizard 

• Windows 2012 Support 

• TCP and Secure Syslog 

• Custom CoA Action Per Profile 

• View Logs from CLI (no Support Bundle Needed) 

• Live Sessions Log 

• Search & Session Trace Tool 

• Web Portals: Mobile Friendly, Multi-Interface, New 
Themes 

• Guest: Max Session Limit, Activated Guest Role, 
Extend Duration/Reactivate Expired, Change Time, 
CoA on Guest Expiry/Delete 

• dACL Checker 

• Profiler: Feed Service, configurable SNMP strings 

• Backup / Restore Progress Bars, Cancel, Schedule 

• Licensing for Both Primary & Sec Admin Nodes 

• Optimized Logging and Simplified Alarming 

• Certificates: Wildcard Certs, Custom SAN, New Cert 
Fields, Cisco Mfg Certs Loaded, Cert Expiry Alarms. 

• VMware Cloning and vMotion Support 

• Service Templates for SANet 

• Common Criteria 
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• Alarms now displayed as dashlet on ISE Home Page. 

• Following alarms are added or 
enhanced in ISE 1.2 

 Misconfigured supplicant 

 Misconfigured NAS 

 Detect Slow Authentications 

 RADIUS Request Dropped with 
more accurate failure reasons 

 Excessive Accounting Messages 

 Mixing RADIUS Request between 
ISE PSN’s due to NAD/LB 
behavior. 

 

Do not forget about 

the new Search 

function in 1.2! 
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Live Authentications and Sessions 

Blue entry = Most current Live Sessions entry with repeated successful auth 

counter 
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• Flag misbehaving supplicants when 
fail auth more than once per interval 

– Send Alarm with failure stats every interval. 

– Stop sending logs for repeat auth failures  
for same endpoint during rejection interval. 

– Successful auth clears flag 

• Reject matching requests during interval 

– Match these 
attributes: 

– Excludes CoA messages / bad credentials 

– Next request after interval is fully processed. 

• Do not save repeated successful auth events to DB (events will not display in Live Auth log). 

• Stop sending Accounting logs for same session during interval. 

• Detect and log NAS retransmission timeouts for auth steps that exceed threshold.  

Misconfigured Client Dynamic Detection and Suppression 

• Supplicant  (Calling-Station-ID) 

• NAS (NAS-IP-Address) 

• Failure reason 

Administration > System > Settings > Protocols > RADIUS 
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• PSN static filter based on  
single attribute: 

User Name 

Policy Set Name 

NAS-IP-Address 

Device-IP-Address 

MAC (Calling-Station-ID) 

• Filter Messages Based on Auth Result: 

All (Passed/Fail) 

All Failed 

All Passed 

• Select Messages to Disable Suppression  
for failed auth @PSN and successful auth @MnT 

Static Client Suppression 

Administration > System > Logging > Collection Filters 
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• Before ISE 1.2:  

– All web services supported on Management interface 
(eth0) only. 

– URL Redirection always uses CN value of node 
certificate to populate redirect URL: 

https://<Cert_CN_FQDN>:8443/... 

 

 

• With ISE 1.2:  

– All interfaces enabled for all web services by 
default. 

– Redirect URL populated with 1st service-enabled 
interface; host FQDN for GE0; interface IP for all 
other interfaces (GE1-GE3) 

 

Every service enabled on every 

port and sharing same ports 

Ports restricted to 

8000-8999; 

upgrade retains 

original setting 

even if outside this 

range. 
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WHAT IF THIS WAS IT’S OWN POLICY TABLE 

WHAT IF THIS WAS IT’S OWN POLICY TABLE 

• Before (1.1.x):  
– Single Authentication and 
Authorization Policy 

• Many Different Sub-
Policies and Use Cases: 

• Location-Based Policies 

• Mergers: Company A vs. B 

• Access Method 

Wired/WirelesVPN 

• On-Boarding / BYOD 
Policies 

• Policies for Modes: 

Monitor / Low-Impact / Closed 

• Third Party Devices 
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• Before ISE 1.2: 

 

 

 

 

• With ISE 1.2: 
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• Search using 
keywords  

• Examples: 

Username 

IP address 

MAC address 

Posture 
status 

 

72 

Distribution panel with 

breakdown of search results 

based on various smart 

buckets  

  apple-ipad 
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One cert PER PSN required One cert for ALL PSNs 
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Sponsor Portal 

74 
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Web Auth Portal My Devices Portal 
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• Checkbox in web portal configuration 

• Detects mobile devices and automatically 
resizes screen display 

Mobile Portal Example 

76 
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PSN Cisco 

Partner 
Feed  

Server DB PSN 

Notifications 

Supported 

 No need to wait for new ISE version 

 Zero day support for popular endpoints is added 
using Feed Server 
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 MDM device registration via ISE 

–Non registered clients redirected to 
MDM registration page 

 Restricted access 

– Non compliant clients will be given 
restricted access based on policy  

 Endpoint MDM agent 

–Compliance 

–Device applications check 

 Device action from ISE 

– Device stolen -> wipe data on client 

Version: 2.3 
Version: 6.2 Version: 5.0 

Version: 7.1 MCMS 

7

9 
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• Compliance based on: 

General Compliant or ! Compliant status 

      OR 

Disk encryption enabled 

Pin lock enabled 

Jail broken status 

• MDM attributes available for policy conditions 

• “Passive Reassessment”: Bulk recheck against the 
MDM server using configurable timer. 

If result of periodic recheck shows that a connected device is 
no longer compliant, ISE sends a CoA to terminate session. 

Compliance and Attribute Retrieval via API 

80 

Micro level 

Macro level 
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81 

Access-Accept 

Registere

d Device N

o MyDevices 

ISE BYOD Registration 

Ye

s 

MDM 

Registere

d 
No 

ISE Portal  

Link to MDM Onboarding 

Y

e

s 

http://findicons.com/files/icons/808/on_stage/128/symbol_check.png
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• Needs APN cert for Apple device (cannot install w/o?) 

• Generate CSR on CA for Apple devices 

• Send CSR to support@zenprise.com 

• Submit the MDM signed CSR to Apple 

• Complete the CSR on the CA server 

 

• Install setting up postgres account 

• Most install is default settings 

• If you need to abort install pay attention to the postgreSQL 

 

mailto:support@zenprise.com
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• HTTPS/443 

• From ISE to MDM 

 

• Trust between ISE and MDM 

ISE has no list of Trusted root CA’s 

Export MDM site certificate and import into local certificate store of ISE 

Account for ISE to access MDM API – Administrator role 
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• User / Administrator can issue remote actions on the device through MDM server 
(Example: remote wiping the device)  

MyDevices Portal  

ISE Endpoints Directory 

 

 

Remediation 

85 

• Edit 

• Reinstate 

• Lost? 

• Delete 

• Full Wipe 

• Corporate Wipe 

• PIN Lock 

Options 
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• Same MDM Redirect used for both:  

Registration with MDM Server 

Compliance and Remediation with MDM 
Server policy 

• Redirect ACL must allow access to 
MDM Server and remediation 
resources 

Remediation may include access to 
Apple App Store and Google Play 
(Android) to access MDM agents 

Authorization Profile 

MDM Redirect is a 

Common Task under Web 

Redirection 
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Registration and Compliance 

87 

Jail Broken PIN Locked 

Encryption ISE Registered PIN 
Locked 

MDM Registered Jail Broken 
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• First URL to try when troubleshooting to verify MDM server connection, info, and API 
credentials:  https://<MDM_Server>/ciscoise/mdminfo  

 

Display MDM Server Connection Info 

Path for MDM API calls 

URL used for MDM 

client registration 

https://ise1-as.airwatchportals.com/ciscoise/mdminfo
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• Video 

https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
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Pause – 10 min 
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• Cisco CyberThreat Defense   Gennemgang 
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Brian Hansen 

Systems Engineer Security 

Tech update D. 19. Nov. 2013 
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Threat landscape 

Introduction to Cyber Threat Defense solution 

Cisco Cyber Threat Defense solution 

Summary 
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Cloud Mobility Threat 

Megatrends Require an Innovative Approach to Security 
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Enterprise 

Response 

Threat 

Landscape 

Reputation (global) &  

Sandboxing 

2010 

APTs 

CYBERWARE 

Anti-virus 

(host-based) 

2000 

WORMS 

IDS/IPS 

(network perimeter) 

2005 

SPYWARE / 

ROOTKITS 

Tomorrow 

INCREASED ATTACK 

SURFACE (MOBILITY & 

CLOUD) 

Intelligence & Analytics 

(cloud) 
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1,111,399 
websites compromised 

4 
pieces of new malware  

per second 
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Device

s 
Internal Network 

Use NetFlow Data to 

Extend Visibility to the 

Access Layer 

Unify Into a Single Pane 

of Glass for Detection, 

Investigation and 

Reporting 

Enrich Flow Data With 

Identity, Events and 

Application to Create 

Context 

WHO 

WHAT 
WHERE 

WHEN 

HOW 

Hardware-enabled 

NetFlow Switch 

Cisco ISE 

Cisco ISR G2 + 
NBAR 

Cisco ASA + 
NSEL 

Context 
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Cisco Network 

101 

StealthWatch 
FlowCollector 

StealthWatch 
Management 

Console 

NetFlow 

StealthWatch 
FlowSensor 

StealthWatch 
FlowSensor 

VE Users/Devices 

Cisco ISE 

NetFlow 

StealthWatch 
FlowReplicat

or 

Other 
tools/collectors 

https 

https 

NBAR NSEL 
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Enterprise Tree 

Document Viewer 
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Inside Hosts 

Outside Hosts 
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Drilling into a single flow yields a plethora of information 
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• The Cisco Cyber Threat Defense Solution provides the necessary visibility and tools 
to facilitate: 

1. Detecting suspect data loss 

2. Identifying reconnaissance activity 

3. Detecting command and control channels 

4. Detecting internally spreading malware 

• Refer to How-To Guides for guidance 

http://www.cisco.com/go/cybersecurity 

http://www.cisco.com/go/cybersecurity
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• Data is often exfiltrated over stealthy channels 

Hidden inside normal communication payloads 

 Payload padding 

Encrypted over standard ports 

 TCP port 80, TCP port 443, etc. 

Standard applications and protocols (ex. SFTP, HTTP, HTTPS) 

• Detection requires deep visibility into user and device behaviour 

Historical data transfers—to establish patterns of communication 

Applications—is their behaviour “normal”? 

Time of day—why is Bob transferring data at 2:00 am? 

Countries—do we really do business with North Korea? 

Asymmetric traffic—a lot of data leaving the organization 
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NetFlow Capable 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management 

Console 
Cisco ISE 

1. Infected host opens connection and exports data 

2. Infrastructure generates a record of the event using 
NetFlow 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to NetFlow 
analysis 

5. Suspect Data Loss Alarm triggered 

Internal Network 
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• Having gained an operational presence on the network an attacker attempts to gain information 
about the network 

• Often involves pings, sweeps and port scans as the attacker attempts to discover devices and 
services on the network 

• Some of this activity may be low and slow, requiring a long history of flow data to detect 

• This activity will often violate baseline behaviour of an individual 

Increased DNS queries 

Pings directed at the subnet 

Port scanning 

More …  

• Pervasive visibility throughout the network, at multiple levels (access, distribution, core) improves 
the ability to detect 
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NetFlow Capable 

Internal Network 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

1. Infected host performs random pings and sweeps in the internal network 

2. Infrastructure generates records of the activity using 
NetFlow 

3. Collection and analysis of 
NetFlow data 

4. Contextual information added to NetFlow 
analysis 

5. Concern index increased 
Suspicious network scanning activity alarms 
generated 

Cisco ISE 
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• Infections “phone home” over stealthy channels 

Standard protocols (ex. HTTP) 

Encrypted over standard ports (ex. 80, 443)  

Initiated from inside to bypass firewall 

Long and slow  

More …  

• Visibility of historical user behaviour required for detection 

Countries 

Applications 

Uploads/Downloads  

Time of day 

More 
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1. Infected host opens connection 
from inside 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console Cisco ISE 

3. Infrastructure generates a record of the 
communication using NetFlow 

5. Contextual information added to 
NetFlow analysis 

6. Concern Index increased  
Host Lock Violation alarm triggered 

2. Commands are sent in return 
traffic 

NetFlow Capable 

4. Collection and analysis of 
NetFlow data 

Internal Network 
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• Once instantiated on the network malware can spread laterally  

Ex. Stuxnet 

• Lateral spread in access, distribution and core go undetected using “traditional” perimeter 

detection and mitigation measures 

• Attackers will strategically/intelligently control the spread of their infections: 

Selecting target devices (ex. Data centre) 

Selecting target individuals (ex. CFO) 

Selecting attack speed (ex. Fast and noisy or low and slow)  

More …  

• Visibility of user/device level flows over long period of time required for detection 
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NetFlow Capable 

Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

3. Collection and analysis of NetFlow 
data 

4. Contextual information added to 
NetFlow analysis 

5. Concern index increased Worm propagation 
Alarm generated 

Cisco ISE 

Initial Infection 

Secondary Infection 

1. Infection propagates throughout the internal network as 
attacker executes their objective 

2. Infrastructure generates records of the 
activity using NetFlow 

Internal Network 
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Devices 

Management 

StealthWatch 
FlowCollector 

StealthWatch 
Management Console 

3. Collection and analysis of NetFlow 
data 

4. Contextual information added to 
NetFlow analysis 

5. Concern index increased Worm propagation 
Alarm generated 

Cisco ISE 

Tertiary Infection 

1. Infection propagates throughout the internal network as 
attacker executes their objective 

Initial Infection 

Secondary Infection 

2. Infrastructure generates records of the 
activity using NetFlow 

Internal Network 

NetFlow Capable 
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Tertiary Infection 

 
Secondary Infection 

 

Initial Infection 
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• The Cisco Cyber Threat Defense Solution provides the necessary visibility and tools 
to facilitate: 

1. Detecting suspect data loss 

2. Identifying reconnaissance activity 

3. Detecting command and control channels 

4. Detecting internally spreading malware 

• Refer to How-To Guides for guidance 

http://www.cisco.com/go/cybersecurity 

http://www.cisco.com/go/cybersecurity
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