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Securlng the Network and Data

Center
NOWAND INTO THE FUTURE
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Cisco Completes Acquisition of Sourcefire

RAZORBACK



Who Is Sourcefire? . '

= Founded in 2001

Security from Cloud to Core
Market leader in (NG)IPS
New entrant to NGFW space with strong offering
Groundbreaking Advanced Malware Protection solution

* |nnovative — 52+ patents issued or pending
Pioneer in IPS, context-driven security, advanced malware\ D

World-class research capability ==

Owner of major Open Source security projects %
Snort, ClamAV, Razorback RAZORBACK



Our Security Perspective



The Problem is THREATS
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If you knew you were going
to be compromised, would
you do security differently?

Cisco Confidential



The New Security Model

Attack Continuum

‘ BEFORE




Mapping Technologies to the Model ‘
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Cisco and Sourcefire—Better Together ‘
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Comprehensive Security Portfolio

Firewall & NGFW IPS & NGIPS Advanced Malware
+ Cisco ASA 5500-X Series + Cisco IPS 4300 Series Protection
» Cisco ASA 5500-X w/ + Cisco ASA 5500-X Series
NGFW license integrated IPS
+ Cisco ASA 5585-X w/
NGFW blade
Email Security NAC + VPN
+ Cisco Email Security Identlty Services » Cisco AnyConnect VPN
Appliance (ESA) « Cisco Identity Services
 Cisco Virtual Email Engine (ISE)
Security Appliance (VESA) « Cisco Access Control
+ Cisco Cloud Email Server (ACS)

Security

* Cisco

Web Security

» Cisco Web Security

Appliance (WSA)

+ Cisco Virtual Web Security

Appliance (VWWSA)

» Cisco Cloud Web Security

UTM
* Meraki MX



IDENTIFY ADVANCED
CYBER THREATS

- D oA Behavioral Analysis Artificial Intelligence
™ ® @ B THREAT BEHAVIOR ANALYSIS

c e ‘ 0 Leveraging Network, Web, and Identity Context

= MODERN DETECTION ALGORITHMS

& == Behavioral Analysis Artificial Intelligence

ﬁ (]
o SELF-LEARNING AND EVASION RESISTANCE
@ " ﬁ Game Theoretic Self Optimization

Cisco Acquires
COGNITIVE SECURI\Y
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Threat landscape

Introduction to Cisco ASA 5500-X Next-Generation Firewall

Feature Overview including Perigrine release
Context-Aware Policy

Context-Aware Security

Management

Summary




Market Dynamics

Mobility Threat

Megatrends Require an Innovative Approach to Security




Threat Evolution

Enterprise Anti-virus IDS/IPS Reputation (global) & Intelligence & Analytics
Response (host-based) (network perimeter) Sandboxing (cloud)

INCREASED ATTACK

SURFACE (MOBILITY &

APTS CLOUD)

SPYWARE / CYBERWARE Sales

Threat ROOTKITS
Landscape

Tomorrow



Changing Threat Landscape
Counter-Measures Are Less Effective
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Cisco ASA 5500-X
Next-Generation Firewalls

e — l
. \~
\J




Cisco ASA NGFW Feature Overview

Context And Threat Awareness

Robust stateful inspection and broad, next-generation functionality

Multiple Form Factors

Context-Aware Threat-Aware

ONCONORONO &

* Industry-leading web reputation for malware
Deep application behavior control protection

Industry-leading remote access VPN » Embedded IPS for APT protection

Enterprise-grade URL filtering » Powered by Cisco® SIO - largest global telemetry
User and device identification footprint — email, web, IPS, VPN, third party

- —earsreal-time updates i A—

Cisco ASA Stateful Inspection Firewall



MultiScale Performance
Next-Generation Security For The Internet Edge

N
( 1.4 Gbps NGFW
1 Million
s 1 Gbps NGFW Connections
750,000 50,000 CPS
650 Mbps NGFW Connections
R’ 500,000 30,000 CPS —
Connections -
s 350 Mbps NGFW 20,000 CPS — a
250,000_ ASA 5555-
200 Mbps NGFW Connections P a X
100,000 15,000 CPS - ASA 5545-
Connections _— ' d X
10,000 CPS d ASA 5525-
: = ‘ ‘ X
O ASA 5515-X

ASA 5512- |

S

Branch Locations Small/Medium Internet Edge




MultiScale Performance
Next-Generation Security For The Internet Edge

13 Gbps NGFW

( 4 Million Connections
160,000 CPS
9 Gbps NGFW
1.8 Million Connection
120,000 CPS
s 5 Gbps NGFW
1 Million Connections P e
2 Gbps NGFW 75,000 CPS - = ASA 5585-
500,000 Connections SSP60
40,000 CPS
—— ASA 5585-
T e : . SSP40
RS GT ASA 5585-
SRRy SSP20

ASA 5585-
Medium Internet Edge Large Internet Edge
S IN =,



Features:
Context-Aware Policy
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Full-Spectrum User Identification
Covers Wide Breadth Of Identity Use Cases

NTLM
Kerberos

TRUSTSEC*

Network Identity

User Authentication Group information

» Auth-aware apps
 Mac, Windows, Linux
e AD/LDAP user credential

* Future
\_

Any tagged traffic __ F

AD/LDAP Identity

* Non-auth-aware apps
* Any platform

« AD/LDAP credential

IP Surrogate
AD Agent

Breadth




Application Visibility And Control

Control Granular Behaviors Of Popular Applications

I I
Broad...

... classification of all traffic

More than 1200 apps

MicroApp Engine
Deep classification of targeted traffic

More than 150,000
MicroApps

App Behavior

Control user interaction with
the application




External AVC Portal - — asacx-cisco.com

Products & Sonvicos Support How to Huy

Traming & Events

ASA NGFW Services Applications Portal

This taol lets you saarch and fltar apphications supportacd by Claco ABA NOFW Bavicas, the contexd-awara nrawall
Foatured sealch keywor ds

B © 0 & &8 @

Facahook 1Cloud ITunes Google Drive Ohkype BTarant
Applications (1181)
Racantly Addod 3
ACam AMIPD
Application typo Ruogistaracd with IANA an port G259 TORPIDP
Iypo Infrastructure
Authentication Y YR
Blogaing Asharod
Business Acharad 1s a web-hasad flle sharng and cloud storage sarvioo
- aha
Gollaboratian Type. Flle Sharing
Latabase g

Listributed
from Bell Labsdistributed operating systermag the means of connecting the
components of o Plan 9 systerm Filles are key objects in Plan 9, They
reprosentwindows, netwarkconnections, processes, and almost anything else
avallable in the operating system. LinlikeNFS, 9P encouragescachingand also
servingsynthelic Nies

Type Distributed

Ermall

Enterprias Applications
Facehook

File Sharing

Games ACA Sorvicos

Rogistarad with IANA on port 62 TOR/DP
Iypo Business

Sooglas

Inrastructure

Partner s

R thePlan 9 Fllesystem ProtocolorStsd (s anetwark protocoldeveloped far thePlan 9

ﬂ Conmeact |

Now Application Signature
Roequest

Meass use the following tool t
request a product enhancemae
provide suppont for an applicat
that Is not currently avallable

Loy a new raguast

Technical Support for an Exis
Application

Pleass usa the following meth
log a support redguast to mean
mdsting signatura that does ne
function as expectad or to e
tochnlcal suppaort forthe procu

Log o savice rguest

CIsco ASA NGFW Sarvices
Context-Aware Security

Cleco ABA NGFW Barvices Co
Aware Bacurty provides conte
aware capabilitios for exceptio
visibility and control so your

wnterprise can take advantage
new applications and dovices

without campromiging sec urll-




Device-Aware

Cisco AnyConnect® Device Cisco® Identity Services Engine

150 million endpoints 0S BYOD solution

Apple —Windows

OS Version*

: Windows

Posture

. *
E §:-;..' 4 i
R —
AV

Registry

Files * Future




Enterprise-Grade URL Filtering
Industry-Leading Coverage And Efficacy

60

Languages

200

Countries

20

Million URLs

10,000
g uustomers

\"“"z Cancel

POKER WEBSITE




Malware — High Volume, Always On, Always Changing

Malware

-----

Complex and evasive



Cisco SIO — Malware Prevention Starts Here

High efficacy

Automated

| damm

Benefit — Increase security
operations efficiency |

“y




Malware Prevention Starts Here
Cisco Security Intelligence Operation (S10)

_ More Than $100
24 Hours Dalily More Than 40 Million

OPERATIONS LANGUAGES

More Than 600 More Than 80

ENGINEERS, TECHNICIANS,
SPENT IN DYNAMIC RESEARCH AND RESEARCHERS BERIEC EC =SSR MECE
AND DEVELOPMENT

0010010 10010111001 10 100111 010 000100101 110011 01100111010~ Cl SCO® S I O ~111 101000 0110 00 0111000 111010011 101 1100001 11000 1110100111
0010 010 10010111001 10 100111 010 000100101 110011 0110011104 )11 101000 0110 00 0111000 111010011 101 1100001 11000 111010011

® Email Devices @ Web ° Cloud % IPS @ AnyConnect®
e IPS @ Networks @ Endpoints ® ESA % ASA @ WSA

Visibility Control

1.6 Million 35% 3to5 More Than 200

GLOBAL SENSORS WORLDWIDE EMAIL TRAFFIC MINUTE UPDATES PARAMETERS TRACKED

75 TB 13 Billion More Than 5500 More Than 70
DATA RECEIVED PER DAY WEB REQUESTS IPS SIGNATURES PRODUCED PUBLICATIONS PRODUCED

More Than 150 Million More Than 8

DEPLOYED ENDPOINTS Millio



Web Security Essentials — Reputation

Dedicated or hijacked sites
persistently distributing
key loggers, root kits and
other malware. Almost
guaranteed malicious.

Aggressive Ad syndication
and user tracking networks.
Sites suspected to be
malicious, but not confirmed

Sites with some history of
Responsible behavior
or 3" party validation

Well managed, Sites with long history of

Phishing sites, bots, drive Responsible content Responsible behavior.
by installers. Extremely Syndication networks and Have significant volume
likely to be malicious. user generated content and are widely accessed

Default web reputation profile

SUsgielols Not suspicious (-5.9 through +10)

(-10 through -6)
I a2 B =W 4 ». N e



NEW release
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What's new with This release

We have added the following features:

- Support for Active/Standby

PRSM can discover HA configuration and treat HA pair as a single device (policy
configuration, reporting)

- Next Generation IPS

- Platform support
Platform support has been added for SSP 40, 60
NGFW is now available on all midrange and all high-end models of ASA



What's new with Peregrine

has added the following features:

- Time ranges
- Interface roles — collections of interfaces that can be used to construct policies
- Rate limits

- Safe Search

Note: Not all features are available for all types of policies.



Policy Sharing

i #a Source Destination ApplicationiService ActioniConditions Shared/Local Interface roles

ware protection  On

Device intrusion prewvention O

Facebook Al

Conditions

Balialory

@ Shared(2)

1 A hEpoprEE webe B £y ey L= A By
Condition <
H |
2 Ay Boande rilve webs Hes Any ary Shared @ AW Any
Conditions

* [ Universal

1 Ay Ay Medi Al Al Detkes Ay Ay
Conditons
Bahizlorn Bancikdth [im It 20 kops
2 Ay Ay Ay Al Al Devloes Ay iy
Conditons
< I ¥

 Policy sets can have different scopes:
— Universal — policy set is shared by all devices
— Shared — policy set is shared among some devices
— Local — policy set only applies to one device
At the top is the universal top context-aware access policy set, applied first

At the bottom is the universal bottom context-aware access policy set, applied last
I B = s = I



Safe Search

Allows context-aware access policies only

Create Policy

Policy NHame * |XYI

Blocks searches on supported search engines if:

poncy IS eventing [T
+ Safe Search is enabled in a matching access policy hetey | Allow ~ |  Capture packets off

and Safe Search is disabled in a browser

Source Ay

Destination Facehook *

Blocks searches on supported search engines if:

Application !

Service iy
« Google
. Y h - Profile
a 00 Bandw?dt!‘l |.ID | M_ o
. Blng lirnit
) ASk Safe search o
. DUdeUCkgO File filtering Select a file filtering profile to block specific file types



NG IPS Threat Profiles

Risk Based Control

3 ranges
Block and Monitor
Allow and Monitor
Don’t Monitor

Customizable
exceptions

Help

Edit Threat profile

Status

Marme + | Dany thraats bl

Object type  Threat profile
Craatad

Dascription dupe 17, 20703 by admin
Last modifiad
Taygs Enter associated kevword strings Jdune 17, 2073 by admin
Tickat ID | Enter Ticket 1D strings
BLOCIK & AL & AL #
FATIHITE R MOHIT SR LOH'T MOHITOR
U Al
d y—
i I i I i I i 1 i | i i i i | i i i i P |
High Signifcant Fotential Linlikaly

Incraasing ek o your network

* Advanced threat settings
Salact threats from the et and apply speciic actian, The systam will lake the salactad action irrespective ol the score and probability setlings,

Exceptions

Entar iterms followsad by the antar key Select an aclion - Apply

Thraat narmse = Action
WWOFm YIS onTicKar wWorm Diery - H By



Access Policy configuration for NGFW IPS

Create Policy

Threat Profile Field s |

Use Custom IPS Profile oty |mmw — e mm
or the Device Level

p roﬁ Ie Source [ Ay

Destination | Ary

Application ¥
Service

HEd

[ Ay

Different profiles can be

applied to different - pome -
subset of traffic T | I | D e

Safe search m o
SeIeCtion Criteria inCIUde File fitering [Selectaﬂleﬂltering profile to block specific file types

5_tup|e’ user and reputavt‘:gz [ Use device level profile (Default Reputation ... *
appllcatlon I Threat profile I Use device level profile (Deny ally *

I » Interface roles

Tags [ Enter associated keyword strings

Ticket ID [ Enter Ticket ID string=

* regulived felds




Management
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Cisco Prime Security Manager

Schema-Driven
Web Ul

Management
Consistency

End-to-End
Operations

UX-Driven
Visibility




Cisco Prime Security Manager

Key Benefits

Greater visibility and

A control
Enhanced threat
response and
mitigation
Unified management
for core ASA firewall
o and NGFW services
— Visibility & ‘ _ Straightforward
- e .
< migration to ASA 5500-

Control - e
X NGFW

* br—

iz == Intuitive,_easy-to-use

Dashboard




Cisco Prime Security Manager
Manage Classic Firewall Rule Sets As Well As NGFW From One Console

FW access policies

NGFW Services (AVC, WSE, IPS) policies

| - N EEEaaaa.
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ISE 1.2 og MDM Integration

Christian Helmundt Bermann
Systems Engineer - Security

November, 2013
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Cisco Secure Access Enabled by ISE

Policy Management

Policy
Information

User Directory

Policy
Enforcement

Cisco Infrastructure: Switches, Wireless Controllers, Firewalls, Routers

© 2010 Cisco and/or its affiliates. All rights reservec

Cisco Confidential 60
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ISE 1.2 Features

Upgrade Process Shortened and Simplified

DB Changes: Improved Scaling/WAN
Replication

Policy Sets (ACS Parity)

Logical Profile Groups & Profile as Attribute
34 Party MDM Integration

Re-Written Reporting w/ Scheduling

34 Party MAB Support

64-Bit Architecture

Appliance Refresh (UCS-Based)

Higher Capacity Per Node / Deployment
Localization: 10 New Languages
External RESTful Services (ERS) API
Registration Status as an Attribute
Bootstrap Wizard

Windows 2012 Support

TCP and Secure Syslog

Custom CoA Action Per Profile

View Logs from CLI (no Support Bundle Needed)
Live Sessions Log

Search & Session Trace Tool

Web Portals: Mobile Friendly, Multi-Interface, New
Themes

Guest: Max Session Limit, Activated Guest Role,
Extend Duration/Reactivate Expired, Change Time,
CoA on Guest Expiry/Delete

dACL Checker

Profiler: Feed Service, configurable SNMP strings
Backup / Restore Progress Bars, Cancel, Schedule
Licensing for Both Primary & Sec Admin Nodes
Optimized Logging and Simplified Alarming

Certificates: Wildcard Certs, Custom SAN, New Cert
Fields, Cisco Mfg Certs Loaded, Cert Expiry Alarms.

VMware Cloning and vMotion Support
Service Templates for SANet
Common Criteria



ISE 1.2 Alarms

- Alarms now displayed as dashlet on ISE Home Page.

- Following alarms are added or
enhanced in ISE 1.2

» Misconfigured supplicant
» Misconfigured NAS
» Detect Slow Authentications

» RADIUS Request Dropped with
more accurate failure reasons

» Excessive Accounting Messages

» Mixing RADIUS Request between
ISE PSN’s due to NAD/LB
behavior.

Alarms

Name

Health Status Unavailable
RADIUS Request Dropped
High Load Average

EAFP Connection Timeout

o0k 0

License Expiration
AL Authentication Inactivity

o' Configuration Changed

Cccurrences

3532 times

131 times

1161 times

30 times

140 times

151 times

2333 times

Last Occurred

less than 1 min ago
2 mins ago

41 mins ago

1 hr 48 mins ago

2 hrs 4 mins ago

2 hrs 46 mins ago

7 hrs 3 mins ago

s




I__ive Authentications and Sessions

E_-_ -
- -

an

< - : - - ‘-

L ol

v
"
.
A A A2 R A AR RR AR R RE R AN

10 sn e
S e loms Repeat | Identity Endpoint 1D Endpoint Profile | Metwork Device
Count | | |
2013-09-27 14:46:32.005 Qa 0 wipin CCr3nE112:EDDSs  Android-Samsunc
2013-09-27 14:46:30.890 @ Qa 11 azrondek B aCE:S52: 741 Apple-iDevice
2013-09-27 14:46:29.658 o a 99 wiekang Bo: 7R 2B A0 FF 14 Apple-Device = :
2013-09-27 14:46:29,252 o a 1 mutama CC 7SR 4307 71 Apple-Deyvice
2013-00-27 14:46:25,505 o a 0 jeffreed FO:CE:AL7S: 2140 Apple-Phone
2013-09-27 14:46:25,.595 a jeffreed FO:CB:A1:7S:314D  Apple-iPhone WRBLL_WNGEWC, ..
2013-09-27 14:46:22.636 a jeffreed FO:CB:A1:75:314n  Apple-Phone WRBLI-WLC L
|2'3'13":"5"2? 14:46:21.4856 @ s ANONyIaus 00: 1E:65:06:93:E2 WMNBLI-WLCL I
2013-09-27 14:46:12.8584 6 qa 7 dsladden 0C 77 108 Fe 72 Apple-Phone

——

Blue entry = Most current Live Sessions entry with repeated successful auth

counter

19052



PSN Filtering and Noise Suppression

Misconfigured Client Dynamic Detection and Suppression
Administration > System > Settings > Protocols > RADIUS

* Flag misbehaving supplicants when RADIUS Settings
fail auth more than once per interval Suppress Anomalous Ciients [7]
— Send Alarm with failure stats every interval. Anomalous Client Detection
— Stop sending logs for repeat auth failures Detection Interval (in minutes)
for same endpoint during rejection interval. Reporting Interval (in minutes)
S f | h | f| Reject Requests After Detection i
— Successtul auth clears Tlag Request Rejection Interval (in minutes)
* Reject matching requests during interval
 Supplicant (Calling-Station-1D uppress Repeated Successful
— Match these| , NApSp(NAS-I(P-Add?ess) ) “uthentications
attributes: « Failure reason Accounting Suppression Interval (in seconds)

Long Processing Step Threshold Interval | 1 poo i (in milliseconds)
— Excludes CoA messages / bad credentials - |
Ve ¥ Reset To Defaults

— Next request after interval is fully processed.

* Do not save repeated successful auth events to DB (events!will not|display in Live Auth log).
» Stop sending Accounting logs for same session during interval.
+..Detect and. log NAS retransmission timeouts for auth steps that exceed threshold.



PSN - Collection Filters

Static Client Suppression

Administration > System > Logging > Collection Filters

- PSN static filter based on

Collection Filter List = New Collection Filter

: ; . Logging
single attribute: _ Collection Filters
User Name @ Local Log Settings * Attribute |
@ Remote Logging Targets * Value User Name

Policy Set Name [f] Loaging Categories * Fiter Type Policy Set Name
MNAS IP Address
_1P- M Catal i
NAS-IP-Address [i] Message Catalog Submit Ffter Al ; Device IP Address
Device-IP-Address [4f] Debug Log Canfiguration e MAC Address

Fitter Failed
Disable Suppression

) ) [iii] Collection Filters
MAC (Calling-Station-ID)

- Filter Messages Based on Auth Result: Collection Filters
All (Passed/Fail) JEdit  okAdd  [yDupiicate | 3¢ Delete
All Failed [] | Attribute a | Value Filter Type
All Passed [] MAC Address 11:22:44:AA:BB:CC Disable Suppression
[] MAS IP Address 10.6.6.6 Filcer Failed
o Se|ect Messages to Disab|e Su ppression [] Policy Set Name RADIUS_Probes Filter Passed
for failed auth @PSN and successful auth @Mn| B User ame chyps Fiter Al




Web Portal Port/Interface Settings

Ports restricted to
8000-8999;

. upgrade retains
Web Portal Settings . .
Admin Portal Settings original setting
HTTP Port | 80 even if outside this

- Before ISE 1.2:

— All web services supported on Management interface

(ethO) only.

— URL Redirection always uses CN value of node
certificate to populate redirect URL:

https://<Cert. CN_FQDN>:8443/...

- With ISE 1.2:

Every service enabled on every | __

port and sharing same ports

— All interfaces enabled for all web services by

default.

— Redirect URL populated with 15t service-enabled
interface; host FQDN for GEO; interface IP for all
other interfaces (GE1-GE3)

HTTPS Port | 443
Blacklist Portal Settings range.

HTTPS Port B444 Valid Range 8000 To 8999)

Allowed Interfaces[¥] GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

Guest Portal and Client Provisioning Portal Settings

HTTPS Port (valid Range 8000 to 8999)

Allowed Interfaces GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

My Devices Portal Settings

HTTPS Port (Valid Range 8000 to 8999)

Allowed Interfaces[¥] GigabitEthernet 0
GigabitEthemet 1
GigabitEthernet 2
GigabitEthemet 3

Sponsor Portal Settings

HTTPS Port (Valid Range 8000 to 8999)

Allowed Interfaces[¥] GigabitEthernet 0
GigabitEthemet 1

GigabitEthernet 2

GigabitEthernet 3




POIiCy SetS Real Policy From Cisco's Own ALPHA
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Policy Sets

Introduction (Cont.)
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To switch from Simple Policy mode into

Policy Set mode, select Enabled and S

tings | Polic

Policy Sets mode — notice
the changes in the menu
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Logical Profiles == Clean Policies

- Before ISE 1.2:

—— R Nt e A * T e e e e

iDevices "  Apple-iDevice © = Apple-iPad © = Apple-iPhone
OR Apple-iPod O BlackBerry O HTC-Phone O
MotorolaDroid-Device O SymbianOS-Device O
Android

if no matches, then

WebA

- With ISE 1.2:
Profiled Cisco IP Phones Ciecn-TP-Phaone then Cisco_IP_Phones
I-Devices = EndPoints:LogicalProfile EQUALS i-Devices then PermitAccess
Employees T AD1:Externz oups EQUALS cts.local/Use then  PermitAccess ANND Employee

Cisco Confidential 70
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Global Search

trdoonecre.. RN W @
@ty o N W ¢

e
8 counng .. N 7

Foalise Conpiance

Total Erdooans Aciive Encpziots Artive Gexx Pratied Endponits
6,246 145 0 1,700 74%
e 1 11 1 L1 TT T CEEEE R =« nl..nunlcl.lllllll.. i R ——
System Summary M Aams [ Authentications a8
LRz ation and Latency ol o+ Harne | oo Last O a
Nama e R = e il s s e + Passed 12,404 0 || 1] [TV wor 75 ' o
.t‘ nof-twdC4-pdpo4 W e A & [\ RADIUZ Regquest Dropped 309 trmes 2 mee ago Failled 6,775 .un--l"""""ua " UUn” k”l“.‘l‘.d“”l“"h
.0 nof-neecipap0l oy 14 Opes Al Mo Dsts Riall A\ RADIUS Requast Dropped 305 tmes % g0 Lyt 24 Haurs Lt €1 Momas
OB refocromi2 100 Ay W4 Dats Avhl He Dana Avall @ configuration Changed 4417 Umes 2 he 3 min: #go :”'hm”’:|
dactity R — ¢
. ‘ npf-gica-makol XL il ranenn © oce Unreschable 391 trves 2 hrz 12 min: ago "
B rotsce-men2 | oo @ Noda Unrescriable s tmer 3 hee 312 mine 950 @ Jentity aroop | 1)+
B e omaparc " | [UICTTHTH] h. b @ HonLoad arerage 28 times 2 hes 12 ming 4go B reors oo (I
Profer Actity [l Postue Complance m B leaten e =
Cramr—. 2020202032
Tors 192 llluhuhlll.l"lhl.. | l Total 79 TRUL '.l"""l".l » I
FELEE T A D Mirare s Lart 24 Maury LAt &0 Mnvea
Distribution Byl Destrbution By

filiates. All rights reserved
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Search
Example

P. _ apple-ipad |

N

Search Results

- Search using rctve Guoate | O Connected | O Failed | 2 Disconnected | 2 Total
keyWOFdS i | 0 Distribution P Apple-iPad @ &
24h loyeel, DB:A2:5E:6B:41:83, - ) pr
- Examples: > Wrmorzmoneone ) || [P & v, pozsesoais, >
» [ Failure Reason (1) =g
Alarms ) -
Username T >2|denmv Group (2) ——, ApplePad @ @ '
- » [ Identity Store (2) @ employeel, B8:C7:5D:D4:95:32, - )
|P address Al EAP Connection Timeout AhAme Switches# MDM-OnBoard =
@ No Configuration Backup Scheduled ::Locaﬂon o £t - A
MAC address @ wgn raviws tatency o Do)
i coa Failed =i DevgeTae
Posture ot : -
@ convouracon cranges *Blopemimo ssen @) | Dyistripytion panel with -
Status ‘ A RADIUS Reguest Dropped X i Pt aEs()
A o » [l Security Group (1) breakdown of search results i
> M useeTyper() based on various smart '
Posture Compliance buckets il

Total O

Last 24 Hours

Distribution By:

Posture Status No Dat|

Operating Syst... No Dat

filiates. All rights reserved




Custom SANs and Wildcard Certificates

Certificate Certificate

| General l Details | Certification Path |

] General | Detais '(elbhcatmpath_

sowi [ pre Shiow: |::P.II> v|
Field Yalue G
Field Value A Elrublic key RSA (1024 Bits)
Elssuer cts-ad-ca, cts, local Enhanced Key Usage Server Authentication (1.3.6....
Evud from Tuesday, May 15, 2012 8:28:... 18 Subject Alternative Mame DS Mame="* ocal
V&d to Thursday, May 15, 2014 8:28:... Fﬁ Subject Key Identifier 17 105c 1cbe 45 3c59bb d7 ...
St.b)e(t ise-psn-1.cts.local, SAMPG, Ci... Authority Key Identifier KeylD=1e 76 8c a8 46 9C 96 5...
m key RSA (2048 Bits) CRL Distribution Paints [1]CRL Distribution Poink: Distr...
FeEnhanced Key Usage Server Authentication (1.3.6.... Authority Information Access  [1]Authority Info Access: Acc..,
ﬁCertiﬁcate Templake Mame Web3erver b,

£3 Subject Aternative Nams DNS Name=ge-psn-1.cts Jocal. .,
R v
[£4)Subject Key Identifier Sbe7 61 &f 2751 5bd8 0d 07... DI Name* cte local

DNS Name=ise-psn-1.cts Jocal

DNS Name=ise-psn.cts.local
Name=sponsaor.cts.local
Name=mydevices,cts local

Edit Properties. .
= ]
One cert PER PSN required One cert for ALL PSNs




ISE 1.2—New Portal Themes and Localizations

Sponsor Portal

CISCO Sponsor Portal

Manage Guest Accounts

L & &

Create Account  Import Accounts Create Random Accounts

Account List

®
Edit  Email Text Print  Reinstate Suspend @ Delete | Change AccountDuration
[ | Username Status First Name Last Name Email Address
Awaiting Initial
anemzwiji A J jackdoe jackdoe@company.com
Login
Awaiting Initial
[ jguest0l , . Jim Guest jeff@comp.com
Login
ey Awaiting Initial
] jsmith01 John Smith John.Smith@company.com

| nain



Web Auth Portal

£ Orvtoms puceh ' Gonst Pact

This covice has not boan meoistend.
Thek (e "Ragsative” BIAIN B0 configuen your davic 10 use Me secuen rtwork.

vl
Cisco

My Devices Portal




Web Authentication

Mobile Portal Example

- Checkbox in web portal configuration

 Detects mobile devices and automatically
resizes screen display

[uEBtUEr
Password:

mMulti-Portal

General Diperations Cust

Guest Portal Policy Configuration
Guest users should agree to an acceptable use polio
() Mot Used

(®) First Login
O Every Login

Enable SelfProvisioning Flow
Enable Mohile Portal
[+ Allow guest users to change passward

] Require guest users to change password at exg
[] Guestusers should download the posture clien

L[ Guest users should he allowed to do self ser

Signed on successfully

nllllllln
CISCO
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Profiler Feed Service
Zero Day availability

Feed a

Server DB

~

<

Feed Service

Profiler Feed Service Configuration
M Fnahle Prafiler Fead Service

Notifications |

‘ | PN R G [P P R i p——

™M Notify administrator when download occurs
Administrator emall address | pupatel @cisco.com

= No need to wait for new ISE version

= Zero day support for popular endpoints is added
using Feed Server

/ Supported
|

Enable Profiler Feed Service
Enabling the Profiler Feed Service will instruct the ISE system to contact

CISCO for new and updated profiles created since the last ISE update. IF
the Cisco feed server is not reachable or other errors occur they will be

reported in the profiler feed server report.




MDM Integration

|
: S
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ISE Partner MDM

= MDM device registration via ISE

—Non registered clients redirected to
MDM registration page

Restricted access

— Non compliant clients will be given
restricted access based on policy

= Endpoint MDM agent

—Compliance
—Device applications check

= Device action from ISE
— Device stolen -> wipe data on client

—

ISE Manageme

Interface

Device trying to
access network

5B

MDM Management
Interface

ISE
. Device Registration

Check

Device

Status Info
MDM Platform

Provision Applications to
Device (AnyConnect &
Jabber)

|

Mot{i{e\lron" airwatch”

Version: 5.0

Version: 6.2

CITRIX

Version: 7.1

=T

Afaria

Version: 2.3

%%  HIIE gj:{,ésyn"a“te‘:« 1
miﬂﬁ?§360. cisco
Tangoe

I B—— I




MDM Compliance Checking

Compliance and Attribute Retrieval via API

- Compliance based on:

General Compliant or ! Compliant status Macro level \

OR

Disk encryption enabled

Pin lock enabled

Micro level
Jail broken status

- MDM attributes available for policy conditions=

MDM

-

A

& DeviceRegisterStatus

@ DeviceCompliantStatus

DiskEncryptionStatus

PinLockStatus

JailBrokenstatus

Manufacturer

- “Passive Reassessment”: Bulk recheck against the
MDM server using configurable timer.

If result of periodic recheck shows that a connected device is
no longer compliant, ISE sends a CoA to terminate session.

Model
IMEI
SerialMNumber

CisVersion

PhoneMumber

80



MDM Onboarding Flow

R e L)

ISE Portal
Link to MDM Onboarding

81


http://findicons.com/files/icons/808/on_stage/128/symbol_check.png

Notes from Xenmobile install

« Needs APN cert for Apple device (cannot install w/0?)
- Generate CSR on CA for Apple devices

- Send CSR to support@zenprise.com

« Submit the MDM signed CSR to Apple

- Complete the CSR on the CA server

- Install setting up postgres account
« Most install is default settings

- If you need to abort install pay attention to the postgreSQL


mailto:support@zenprise.com

Communication

- HTTPS/443
« From ISE to MDM

« Trust between ISE and MDM
ISE has no list of Trusted root CA's
Export MDM site certificate and import into local certificate store of ISE
Account for ISE to access MDM API — Administrator role



Dictionary attributes

» L Mutinedia
» L ETmow
» LI Network Accoes

filiates. All rights reserved.

Oo0o0oO00ooo0ocoooo

DevCELompITSTALE
DeveeRegst=rSiatis
DsxinerypticnStatus
INE!

Tl e States
Manufactrer
MONSarverRaachable
Model

OsVerson
Phonghiumbar

P ochStatis
Sedobiumber

CHTPRNT_STRTLE
regebts_statuy
dick_encryption_on
™

Jaf_bioken
manufacturer
NDMSernverReschade
=

03_verson
phong_nuroer
pin_ock_on
sari¥_number

Complant Status of Cevize on M
Statys of dence regstration on
Dawce disk encnyption o0 MOM
INEL

B thevce ol beoken
Manufacture name

MOM senver Teachadicy

Dagce el

Deavice Operatng System
Phooe numter

Daace P bk statis

Davce serial numrber

Cisco Confidential
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MDM Integration

Remediation

- User / Administrator can issue remote actions
(Example: remote wiping the device)

MyDevices Portal
ISE Endpoints Directory

e
CI1SCO My Devices Portal

Ol wavics

Edit Reinstate  Lost? Delete  FullWipe  Corporate Wipe  PINLock
Select Device 1D Description
@ 00:22:44:11:33:55 My XBOX360 Game Console

(@] Apple-1pad My iPad Genl

Endpoints

S0t dpAdd  WDelete »  Foimpot + G Export + | [P MOM Acions

Endpoint Profiie
0 Android
[J Anaroid
0 Android
[ |

00:23:76:95:86:93
m. 'a..!.m-z! .!E

Add a New Device To add a device, enter the Device ID and description and click Submit.

Options

Edit
Reinstate
Lost?
Delete
Full Wipe

Corporate Wipe

PIN Lock

85




MDM Onboarding

Authorization Profile

- Same MDM Redirect used for both: MDM Redirect is a
Common Task under Web

Registration with MDM Server S
Redirection

Compliance and Remediation with MDM

Server policy v Comrmon Tasks

« Redirect ACL must allow access to
MDM Server and remediation
resources

Wieh Redirection (CWwa, DRW. MOM, RSP Posture)

MO Redirect | *| ACL | ACL-MOM-REDIRECT

Remediation may include access to :
Centralized Web Auth
Apple App Store and GOOQ|€ Play Device Registration web auth

(Android) to access MDM agents MDM Redirect
Mative Supplicant Provision
Posture Discovery




MDM Authorization Policy

Registration and Compliance

ISE Registered MDM Registered Encryption

o || 2

PIN Jail Broken

@

| {

MobieDevice_Compliant f istered Devi A0 |.MDM:DiskEncryptionStatus E{QUALS Dnl
AND MDM:PinLockStagus EQUALS On AND MDM:JaiBrokenStatus
EQUALS Unbroken | 2§D MDM:DeviceReqgisterStatus EQUALS Registgrad

agistered Devices “PY| MDM:DeviceReqgisterstatus EQUALY
IUnReqistered

MobileDevice MonCornpliant 7 RegisteredDevices ~ /N MDM:DiskEncryptionStatus EQUALS Off OF
MDM:PinLockStatus EQUALS O O R MDM:JailBrokenStatus EOLUALS

MobieDevice_Unregistered f

Broken

then  Employee_MobileDevice

then MDM_Registration

then MDM_MonComplance




MDM API

Display MDM Server Connection Info

« First URL to try when troubleshooting to verify MDM server connection, info, and API
credentials: https://<MDM _Server>/ciscoise/mdminfo

—<ise api>
<name>mdminfo</name> Path for MDM API calls
<api_version>1</api_version>
<api_path @pi_path>

<redirect urlZhttps:/'mi_cts local'mifs/c/d/chentdownload htm

<guerv_max_size>3>UUU

<messaging_support>true</messaging_support> URL used for MDM

<vendor>=Mobilelron</vendor>

<product_name>Mobile Device Manager</product_name>

<product_version>V5P 3 §_() Build 204 (Branch portland-vsp-release)</product_version>
</ise_api>

query_max_size>



https://ise1-as.airwatchportals.com/ciscoise/mdminfo

Demo video

: S
X




DEMO video

*Video

Cisco Confidential


https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1
https://videosharing.cisco.com/vportal/VideoPlayer.jsp?ccsid=C-2167c9ee-6055-4b0d-9dc9-2b8371d7d909:1

Agenda

* Introduktion / The New Security Model

e ASA-CX Next Generation FW
« ASA-CX Next Generation FW

Pause — 10 min

* |ISE 1.2 Gennemgang
 |ISE 1.2 MDM integration

Pause — 10 min

« Cisco CyberThreat Defense
« Content Security Update

- Q&A

© 2011 Cisco and/or its affiliates. All rights reserved.

Gennemgang
Demo

Demo / video

Gennemgang
Gennemgang

Alle
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Agenda

* Introduktion / The New Security Model

e ASA-CX Next Generation FW
« ASA-CX Next Generation FW

Pause — 10 min

* |ISE 1.2 Gennemgang
 |ISE 1.2 MDM integration

Pause — 10 min

 Cisco CyberThreat Defense
« Content Security Update

- Q&A

© 2011 Cisco and/or its affiliates. All rights reserved.

Gennemgang
Demo

Demo / video

Gennemgang
Gennemgang

Alle

Cisco Confidential
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Cyber threat Defense solution

Brian Hansen
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Threat landscape

Introduction to Cyber Threat Defense solution

Cisco Cyber Threat Defense solution

Summary




Market Dynamics

Mobility Threat

o W i 8 o,

Megatrends Require an Innovative Approach to Security




Threat Evolution

Enterprise Anti-virus IDS/IPS
Response (host-based) (network perimeter)

SPYWARE /
Threat ROOTKITS
Landscape

Reputation (global) &
Sandboxing

APTs
CYBERWARE

Intelligence & Analytics
(cloud)

INCREASED ATTACK

SURFACE (MOBILITY &
CLOUD)

Sales

Tomorrow



Changing Threat Landscape
Counter-Measures Are Less Effective
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Cisco Cyber Threat Defense




NetFlow: The Key Enabling Technology

NetFlow Collector

Usage —>

« Packet count

+ Byte count

« Source |P address
« Destination |P address

<— From/To

Time —»

+ Start sysUpTime
« End sysUpTime

+ Source TCP/UDP port

+ Destination TCP/UDP port

<— Application

Port —»
utilization

* Input findex
« Qutput iflindex

QoS —»

* Type of Service
« TCP flags
* Protocol

* Next hop address
« Source AS number
« Dest. AS number
+ Source prefix mask
« Dest. prefix mask

<— Routing

peering




Leverage the Network for Threat Defense

WHERE

WHAT WHEN
v HOW

@ Hardware-enabled
NetFlow Switch

Internal Network

P =N

Use NetFlow Data to Enrich Flow Data With
Extend Visibility to the |dentity, Events and

Unify Into a Single Pane
of Glass for Detection,

n_mau. A" it I T




Cyber Threat Defense Solution Components

StealthWatch
— = | Management
Console

|
—
Other o ) = |
tools/collectors m https

Cisco ISE

StealthWatch StealthWatch
FlowReplicat FlowCollector
or e
——"“~
* - ‘? ‘~~~~-
i NetFlow S
: ~~“~
NetFlow 5 -
& &
StealthWatch StealthWatch _—
FlowSensor
FlowSensor VE Users/Devices
Cisco Network
- I I s



EALT
Enterprise Tree E W ATE': "

442.43M bps
. 24.21kbps
= 566%bps |

16.44M bps

Hgh Total Trathe(a1)
| High Target locex(4)
High Vohume Emai(3) .

Corporate

Lot whewed Onf 1L, DRAL 4508 P bt wwhond v 530




=1 T ACME
= 4 Host Groups
HOSt Grou pS = ?FF}Insuje Hosks
:B Zakch Al
' "1",]4 E';.-' Function

- EBDME

'{-_B quest \Wireless Nebworks

'f-_ﬂ Infrastruckure
- 'f-_ﬂ Internal 3rd Party Managed Devices
.:B okher
- "q"p]i SEFVYErS
- ""ﬂi Users
P volp
: l ""{'-F} Bvw Location
= —|— Oukside Hosts
Egl Business Partner Networks
-- iﬁ, ountries
E;l DMS Changer Malware Services
ﬂl Suspicious Inkernet Hosks
B ﬂl Trusted Internet Hosts

[ Inside Hosts J

[ Outside Hosts




Cisco CTD Solution: Providing Scalable Visibility

Drilling into a single flow yields a plethora of information
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Using the Cisco Cyber
Threat Defense Solution
> The Cisco Cyber Threat Defense Solution provides the necessary visibility and tools
to facilitate:
1. Detecting suspect data loss
2. ldentifying reconnaissance activity
3. Detecting command and control channels
4

. Detecting internally spreading malware

>

- Refer to How-To Guides for guidance

http://www.cisco.com/go/cybersecurity

I B e e =F 0 EEO


http://www.cisco.com/go/cybersecurity

Detecting Suspect Data Loss

Y Data is often exfiltrated over stealthy channels
Hidden inside normal communication payloads
Payload padding
Encrypted over standard ports
TCP port 80, TCP port 443, etc.
Standard applications and protocols (ex. SFTP, HTTP, HTTPS)

)Detection requires deep visibility into user and device behaviour
Historical data transfers—to establish patterns of communication
Applications—is their behaviour “normal”?

Time of day—why is Bob transferring data at 2:00 am?
Countries—do we really do business with North Korea?
Asymmetric traffic—a lot of data leaving the organization



Detecting Suspect Data Loss

p
Management | 5. Suspect Data Loss Alarm triggered
™
StealthWatch
StealthWatch Management ' Cisco ISE
N FlowCollector Console
[3. Collection and analysis of —— T . N
NetFlow data J . ﬂ --->4ECCR « -- Y
: « -> <+ @ T\
- 4. Contextual information added to NetFlow
analysis
4
2. Infrastructure generates a record of the event using
NetFlow

Devices

| 1. Infected host opens connection and exports data }

NetFIow Capable
- IR e Il . [ . I s




|dentifying Reconnaissance Activity

- Having gained an operational presence on the network an attacker attempts to gain information
about the network

- Often involves pings, sweeps and port scans as the attacker attempts to discover devices and
services on the network

« Some of this activity may be low and slow, requiring a long history of flow data to detect

- This activity will often violate baseline behaviour of an individual
Increased DNS queries
Pings directed at the subnet
Port scanning
More ...

- Pervasive visibility throughout the network, at multiple levels (access, distribution, core) improves
the ability to detect



|dentifying Reconnaissance Activity

( 5. Concern index increased
Suspicious network scanning activity alarms
A generated

Management

StealthWatch StealthWatch S

FlowCollector Management Console Cisco ISE

Y

.
{3. Collection and analysis of

o \ T
NetFlow data J m d== m‘_ N

4. Contextual information added to NetFlow
analysis

NetFlow

_‘,_J.__l_. e
=—(2) ¥
?

[1. Infected host performs random pings and sweeps in the internal network J

[ 1
= — 2. Infrastructure generates records of the activity using ]

Devices

NetFIow Capable
. I Il e | - I I



Detecting Command and Control

> Infections “phone home” over stealthy channels
Standard protocols (ex. HTTP)
Encrypted over standard ports (ex. 80, 443)
Initiated from inside to bypass firewall
Long and slow
More ...

-)Visibility of historical user behaviour required for detection
Countries
Applications
Uploads/Downloads
Time of day
More

I B e e =F 0 EEO



Detecting Command and Control

Management l( 6. Concern Index increased
Host Lock Violation alarm triggered
Stealthwatch Manitiarlrl:gx\tkgg:sole Cisco ISE =
FlowCollector 9 :
™ IR
4. Collection and analysis of T ﬂ m — ~ ’
. : 4= => - 7 —— ; ;
[ NetFlow data JI = * V), 5. Contextual information added to
‘ “5 L NetFlow analysis

2. Commands are sent in return
traffic

Devices

~ = !
R ====——__ 3. Infrastructure generates a record of the
e L communication using NetFlow

1. Infected host opens connection
from inside

NetFIow Capable




Detecting Internally Spreading Malware

« Once instantiated on the network malware can spread laterally
Ex. Stuxnet

- Lateral spread in access, distribution and core go undetected using “traditional” perimeter
detection and mitigation measures

- Attackers will strategically/intelligently control the spread of their infections:
Selecting target devices (ex. Data centre)
Selecting target individuals (ex. CFO)
Selecting attack speed (ex. Fast and noisy or low and slow)
More ...

- Visibility of user/device level flows over long period of time required for detection



Detecting Internally Spreading Malware

( 5. Concern index increased Worm propagation }

Management ssmm—==——"—  Alarm generated
L™
StealthWatch Manié%?nltgx\t/%tgﬂsole
[3. Collection and analysis of NetFlow ‘1 FlowCollector Cisco ISE
data i — ¥ P —— Fe
4 m == m“ - = / —p====T" 4. Contextual information added to
i «w_z\} NetFlow analysis

Initial Infection

r
e 2. Infrastructure generates records of the ]

Devices activity using NetFlow

Secondary Infection

1. Infection propagates throughout the internal network as
attacker executes their objective

e



Detecting Internally Spreading Malware

( 5. Concern index increased Worm propagation }

Management ssmm—==——"—  Alarm generated
L™
StealthWatch Manié%?nltgx\t/%tgﬂsole
[3. Collection and analysis of NetFlow ‘1 FlowCollector Cisco ISE
data B P — r
s ﬂ d==xp m“ i —===T 4. Contextual information added to
— NetFlow analysis

\
Initial Infection S , 4
— \ s 2. Infrastructure generates records of the
Devices }E\\ activity using NetFlow

'_
_r_l._L

=)
Secondary Infection Internal Network

£

———p
——

<
p-—

D

Tertiary Infection

1. Infection propagates throughout the internal network as
attacker executes their objective

e




Infection Tracking

Tertiary Infection

Secondary Infection Leenv)

Initial Infection o e

Datalls Vracards

o Larliest Time | Part e | Protocol ¢ |
Feb 1, 2012 6:37:08 AM 138 tp
Feb 1, 2012 63706 AM 135 tep
Feb 1, 2012 6:37:06 AM 148 wp



Summary
Threat Defense Solution
> The Cisco Cyber Threat Defense Solution provides the necessary visibility and tools
to facilitate:
1. Detecting suspect data loss
2. ldentifying reconnaissance activity
3. Detecting command and control channels
4

. Detecting internally spreading malware

>

- Refer to How-To Guides for guidance

http://www.cisco.com/go/cybersecurity
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