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About Fabrizio

Fabrizio Guarnieri (Fab)
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Solutions Engineer in the IOT Team, based in Chicago

12 Years in Cisco in different functions (Customer delivery,
Technical Presales)

Always been fascinated about technology
Global experience (ltaly, Belgium, France, Poland, Australia, US

Cisco Live presenter
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About Chris

Leader, Industry Specialists - Houston, TX
10+ Years Experience in SCADA/ICS (Dev and Cyber Security)
7+ Years at Splunk as part of OT Security Teams |
Part of global team specializing in industry use cases

Experience working on OT Security in Utilities, Oil & Gas,
Manufacturing, Natural Resources and Government

Chris Duffey
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Trends Iin the market
and our portfolio




Digitization brings new requirements & challenges

More automation devices
 loT devices connecting to cloud
« Remote access/Hybrid work
Malware intrusions

 New regulatory requirements

The role of InfoSec is critical to help OT secure industrial operations

afraln
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Al Is driving game-changing industrial use cases

Machine Vis

Quality inspection, Robot guidance,
Packaging, Yield optimization, etc.

Make decisions at high speeds and
high accuracy, improving product
quality and reducing waste

BasLER’? . ZEBRA
COGNEX
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Autonomous Vel

Automated guided vehicles (AGVs),
Autonomous mobile robots (AMRS),
Tele-remote operations, etc.

Reduce costs, improve safety, save space,
and easily adapt to changing needs

Plonet
Farms

i

Software Con

Software-defined Industrial
Automation, Virtual PLCs, etc.

Massively reduce CAPEX and OPEX
improve operational agility,
accelerate time to market

99

)
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Al-Driven Vulnerability Exploitation

Fuels Up to 45% of Initial Access

How | Used Al to Create a Working Exploit for CVE-2025-32433 Before Public
PoCs Existed

By Matthew Keeley | April 17, 2025

Red Teaming Researc h Threat Intelligence

But Al also makes
AT N T 4T o) s "Gl ChaosGPT | The Al That Went Rogue?

Exploring Autonomous Al, Its Risks, and the
Future of Al Safety

Al-Assisted Malware Evolves into a
Daily Threat

el
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Under attack

Manufacturing was the most extorted
industry in 2023. They are an attractive
target given their extremely low tolerance Share of attacks by industry 2018 — 2022
for down time.

Industry 2022

Manufacturing

Finance and insurance

(o) \ Professional, business and
23 /o CONSUMEer services

4 \ 4

( 28%

“The industry “Backdoors “Ransomware Energy
was were incidents Retail and wholesale

victimized in implemented accounted for Cducation

58% of by hackers in 23% of
incidents X- 28% of cases.” Healthcare

Force incidents.” Government

aSSIS'.te(EI In Transportation

remediating.”

K / K / Media and telecom

afraln
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Industrial loT networking portfolio

Our solutions meet the needs of IT and OT

Industrial Ethernet switches Industrial Cybersecurity Industrial Wi-Fi and Ultra-reliable Wireless Backhaul
DIN-Rail, IP67, and Stackable Rackmount Cyber Vision, Secure Equipment Access For outdoor conditions

W9167E W9167E-HZ W9167I W9167E-STA

- o 6
seeebee

SEA Agents

®
L

IE3500H IE3400H IE3100H IE9300 W9165D W9 165E IEC6400
Data Control and Exchange

Industrial Routers Edge Inteligence, 10x Embedded Networking

Modular 4G/5G - for connecting remote and mobile assets : Embedded routers and switches for industrial Makers

ESR6300 ESS3300 ESS9300

IR8100

Management and Automation
Cisco Catalyst Center, Cisco Catalyst WAN Manager, *Meraki
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OT Security Framework




Cisco Industrial Threat Defense

Visibility

OT Asset Visibility
and Security Posture

Network  |R®
embedded
visibility sensor
[ ]

| —
& o

-

Protection
Zero Trust Security for OT
Secure remote access (ZTNA) IEC 62443 zone segmentation
kS EINC I 4
"n
\g A 4
AEIERR  Cocuit R
SEA I :
I Network _|_,_E _|_|_E
» embedded - -
ZTNA gateway
E' ; ;;; Network enforced segmentation

to secure OT at scale

-

Detection & Response

Cross-Domain SOC

Visibility across the entire attack chain

J
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Cisco Industrial Threat Defense: 1 - Visibility

We do not have enough visibility into our most critical assets

/—C Manufacturing )ﬁ /—C Utilities )ﬁ /—C Roadways )ﬁ

=] Traffic [

Grid bt Control Center _|i:ii
Control Center ?::!:: smm—?

)

Cellular Backhaul

(@®

Private
Fiber

Level3 MES  SCADA Historian /'I Backhaul
-------------------------------------- I
? ?
: ?
\ o\l o\l

afraln
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Cisco Industrial Threat Defense: 1 - Visibility

Cisco Cyber Vision “turns on the lights” for industries

/—C Manufacturing )ﬁ /—C Utilities )ﬁ /—C Roadways )ﬁ

=
. Traffic jpaor
Grid Control Center |.i:il
Control Center . '
iDMz
Level 3 prp— pppp— prr—
MES SCADA  Historian
____________ % E%m% o) \ -
g == = ) | | N
] I - ! 4G =y 3
Level 0-2 | 1 — =< R e -—

. LA LANB | PhysicalSecurity | P a:é s / \ O 1 [

e ) e ] ! ! ‘;n 1 e ] !
1 . 1 | 1 1 !
1 I 1 i 1 Ewe 1 l:l { I ] ]
|:E — ] :EEB © l,:] 1
: % Q '@' : ED Zggrcna\: : : i : ¥ E : Traftic . 1
1 Vot P ) 1 raffic CCTV 1 1 1
3 \ Regl?lator Me?::?nrg CZ::IgTIer SE%A .’ S : ~ | : Cemnirior 1 Cyber | Controller :

H H S S Volt Regulator 1 \ 1 V . \
Cyber', J e e y ision ‘< _ _ _________ y:

(('. Substation Automation Vision Cellular Connected Fiber Connected
Distribution Automation Intersection Intersections & Roadways

afraln
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v Network embedded sensor
No need for addition hardware

v" No need for SPAN collection AN
networks I

v Active discovery passes NAT
boundaries

Cisco network with
built-in Cyber Vision
sensor software

v" Comprehensive visibility, even at
lowest Purdue levels

()
D il
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Cisco Industrial Threat Defense: 1 - Visibility

A two-tier architecture

OT Assets

Cisco industrial
switches or routers

Lightweight Metadata

A 4

* Integrations
SIEM, XDR, NAC, Firewall, CMDB, etc.

v' OT asset profiles in [T security tools

Cyber Vision Sensor Cyber Vision Center O et i SO0
context and events in

v Software embedded into v Centralize analytics and data storage 7 et fricersiens ame ssseite apps
network equipment ' ]

L, .. : v Detailed OT asset inventory and v' Comprehensive APIs for custom
Passive discovery via DPI communications maps integrations

v Safe active queries of assets v Security posture and detection

v' Decodes application flows v Reporting

OT visibility sensors embedded into network equipment sees more and is easier to scale

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Industrial Threat Defense: 1 - Visibility

The devices that make everything possible

Hardware Appliance
UCS based servers with Hardware RAID

S D>

VMWare HyperV
CV-CNTR-MBN ESXi OVA VHD
24 core CPU Minimum requirements
128 GB RAM x386 server CPU, 10 cores

3.2TB drives 32GB RAM and 1TB SSD

1 or 2 network interfaces

Sensor

Sensor @ Sensor @

- E.QE 2
Catalyst IR1101
Sensor Cellular Router Catalyst IR8300 ACatalysttQSOSO/ %ASO
: w i i regation Switches
IE3300, |E34lOO, and | :: p.>. Sensor Multiservice Router Sensor ggreg
IE3500 Switches '« < «
paR et e
e . :
Catalyst IR1800
IE3400HD and IE3500HD Cellular Router Catalyst IEQSOO
IP67 Switch Rugged Switches

Network-Sensors

DPI and active discovery built into network-elements eliminating the need for SPAN

© 2026 Cisco and/or its affiliates. All rights reserved.

Software Appliance
Virtual Machines

dWs$S "

Nutanix Amazon Web
HAV Services

Minimum requirements
x386 server CPU, 10 cores
32GB RAM and 1TB SSD
1 or 2 network interfaces

Microsoft Azure

Sensor @ Sensor '@

& 2

x86 or ARM64 Compute IC3000 Industrial Compute

Docker Sensor Hardware-Sensor
DPI and active discovery via SPAN to support brownfield



Cisco Industrial Threat Defense: 1 - Visibility
Cyber Vision

el Cyber Vision

@ ‘ cisco o
cisco@cisco.com

Assets

@ MS206_150LiquidSmoke

Summary Vulnerabilities 3 Communications Properties Interfaces

Functional group actions v

© Top 5 Vulnerabilities View All

Typ
Alerts Name

u u u u u Cisco Security Risk Score (& CVSS Score
Vulnerabilities
I S I I I y I n O ‘ . i < n -ts 924 Remote D... 4 51 Medium 4 8.6 High

munications

up | f ail ity from Untrustec v v A 34 Medium © 10 cCritical
Global distributed OT process

connected - - B

MS-LN1-CASEPACKER  +14

Industrial assets s

Rack Slots

U nderstand the identity Of a" assets Slot# » Model Name Type Firmware Version Serial Number

Port1-Link00 56-L72/B LOGI CPU 36.12 00c9

in t he e nVi ron me nt. Vi eW raC k Slot le Port1-Link01 1 IB16/A DCIN 10 Module 2 001fe071
d eta ils for mod uI a r a SSetS . Port1-Link02 1 IB16/A DCIN 10 Module Z 008feBes

Port1-Link03 ) O Module 3 00bbbB4c
00c95608

Port1-Link( L 10 Module
Primary Interface

© 2026 Cisco and/or its affiliates. All rights reserved.

I ess
10.112.204.150

N
204

Ne rk
MS - Line 1

Il 2 interf:

Port1-Link06

Port1-Link07

Port1-Link(

Port1-Link09

96-HSC/A Ver. 1.4.35

56-EN3TR/B

Communication

10 Module

10 Module

Communication

afraln
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Cisco Industrial Threat Defense: 1 - Visibility
Cyber Vision

bl Cyber Vision

Assets

(£ 192.168.10.10

Summary Vulnerabilities o Communications Properties Interfaces

Asset All Communications @ 3

C ommun | cat | on (=)

p \ p \
&
| @
\ I A=)
IFM Electroni... ™ " Rockwell Auto
-730KB

» Highly performant rendering for ]@l
thousands of nodes 192,168.10.10

« Rich overlay capability to turn on () (=)
visuals as needed to reduce P Electront.. Hocwell Auto.
distractions

192.168.10.17

)= (o) (=)
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Cisco Industrial Threat Defense: 1 - Visibility

Cyber Vision

ldentify & Track
Vulnerabilities

Identify known asset vulnerabilities so
you can patch or protect them before
they are exploited

Cisco Security Risk Score provides dynamic
vulnerability scoring using indicators such as
being actively exploited in the wild

© 2026 Cisco and/or its affiliates. All rights reserved.

CVE-2025-7353

Remote Code Execution Vulnerability in Rockwell ControlLogix Ethernet

Cisco Security Risk Score

56
Medium £\

Details

Description

@ CVSS Score

9.8
Critical €

A security issue exists due to the web-based debugger agent enabled on released devices. If a specific
IP address is used to connect to the WDE agent, it can allow remote attackers to perform memory d...

View more

Mitigation

Update to version 12.001

Published on
August 14, 2025

Attack Vector
Network

Attack Complexity
Low

Exploit code maturity
Unproven that exploit exists

Links ¥
https://nvd.nist.govfvuln/detail
https://www.rockwellautomatii
advisory.SD1732.html

MITRE ATT&CK® A\ 3 Tactics matched

Description
Tactics represent an attacker's goals, such as gaining initial access, escalating privileges, or evadine
detection.
TAQODOD9 - Collection 4k 1Technigue matched
MName
Data from Local System [

TAO0O02 - Execution 4k 2 Technigues matched

Name
MNative API (7

Name
Exploitation for Client Execution [

TADO0O4 - Privilege Escalation 4k 2 Technigues matched



Cisco Industrial Threat Defense: 1 - Visibility
Cyber Vision

e Cyber Vision Q search ©) ‘ 0 alex@email.com ~

Organization

Global
Dashboard

Alerts

Active 4 Cleared ©

2 critical
e S Communications

Vulnerabil

Configuration > Alert Type - Trigger Instances . Severity - Trigged By - Last Detected -
Malicious Dom da eb.com (4.0. ) 2 @ Critical Commur , 2 10:30 AM
2022-1161 - Inclusion of Functionality f... 2 @ Critical Vulnerability Dec 10, 2024 10:30 AM
* New rule engine to configure Alert
thresholds

CVE-2022-1161 - Inclusion of Functionality from Untrusted Control Sphere Vulnerability in Rockwell Automation Logix Controllers

2 mo by this vulner than the threshold defined in t lert rules.
Cisco Security Risk Score CVSS Score Exploitability Attack vector
» Alerts grouped based on trigger to © 86 High ©o2Ciica @ Functionalexploitexists @ Network

reduce number of alerts generated View alert summary >
Se e Vuln vilit...  CVE-2025 3 4 High Vulnerability ec 10, 2024 10:30 AM

End of Support Fir...  Allen Bradley | S| > (18.0.1 1 © Low Vulnerability dec 10, 2024 10:30 AM

Rows per

afraln
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Cisco Industrial Threat Defense: 2 - Protection (Remote Access)

Trends in the market

User identity is still the top target for

attackers:
0% 20%

is the most common Credential abuse (22%)

way to breach a network
is the most common delivery
method
Exploitation of vulnerabilities (20%)
Exploiting the remote access hardware is
a new trend:
in successful exploits due to Ehising L15%)
vulnerabilities
of all vulnerability exploitation

b re aC h e S ta rg ete d 0% 20% 40% 60% 80% 100%

Figure 5. Known initial access vectors in non-Error, non-Misuse breaches (n=9,891)

which was only 3% in
2023 Verizon 2025 Data Breach Investigations Report

afraln
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e )

Ad-Hoc
Software

Often installed on
operator workstations

Backdoor to IT
security policies

© 2026 Cisco and/or its affiliates. All rights reserved.

)

P

N

72\
({3
N

Dedicated hardware
installed by machine
builders

Backdoor to IT
security policies

Cisco Industrial Threat Defense: 2 - Protection (Remote Access)

Today’s world

L1

— 3
VP

Always-0n,
All-or-Nothing access

Need additional
controls to deny full
network access

afraln
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Cisco Industrial Threat Defense: 2 - Protection (Remote Access)

Zero Trust Network Access for OT

Remote user

: Browser-based
remote access using RDP, VNC,
HTTP(S), SSH, Telnet

. remote
access that supports native
desktop applications

Cisco Secure

Equipment Access
service

ZTNA Trust broker

Zero trust remote session control

v' Configure least-privilege access

v" Enforce multifactor authentication

v" Check remote users' security posture
v' Record, monitor, terminate sessions

OT Assets

Cisco industrial Voué;

switches or routers

Operational network

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Industrial Threat Defense: 2 - Protection (Within)

Leveraging visibility to drive segmentation

© 2026 Cisco and/or its affiliates. All rights reserved.

IEC-62443 virtual segmentation

@ Group OT assets into zones

@ Visualize conduits

@ dentify traffic violations

@ Share context with other platforms
to enforce segmentation

afraln
cisco



Cisco Industrial Threat Defense: 2 - Protection (Within)

Zone Group Assets with Similar Security Requirements

Operating
Room

T 9 Patient
Room

Moderate

Strict Access

Pharmacy
(locked)

Controlled

Waiting
Room

Open

Hospital Floor Plan

© 2026 Cisco and/or its affiliates. All rights reserved.

Same Principle in OT Networks

Similar security requirements
Shared risk profile

Common function or location
Defined boundaries

Critical
Control

Safety
Systems

Isolated Protected

Standard Site
Sensors Access

Monitored Restricted

Industrial Plant

afraln
cisco



Cisco Industrial Threat Defense: 2 - Protection (Within)

Conduits Control Communication Between Zones

Access Control
Badge required
Scrub protocol

Different Rules
Basic badge
No scrub needed

Hospital Corridor

Operating
Room

Controlled
Door

Pharmacy

© 2026 Cisco and/or its affiliates. All rights reserved.

Who can communicate

What protocols/ports allowed
When communication permitted

How traffic is inspected

—

Conduit is a Policy-Controlled

Communication Channel

Network Conduit

Zone A
(Welding)

Zone B
(Assembly)

3is

Source: SGT 10
Destination: SGT 20
Protocol: EIP
Action: Permit

afraln
cisco



Cisco Industrial Threat Defense: 2 - Protection (Within)

Conduits Control Communication Between Zones

Segmentation of

This user interface understands | now have OT context to build industrial network
industrial processes. the right network access
| can group assets into zones policies ——— Zone 1Segment ——
-—
L —
55
HMI
[ 1 1]
Zone 2 sae
a ® Zone 1 PLC/RTU/IED
SIEMENS SIEMENS | | | |
o ) & B
SIEMENS g _J
mr Zone 2 Segment
-_—
-
£l =
HMI |
- S 2=z
Cisco Firewall Policy Matrix T

—

® 1 @

or

Cisco Cyber Vision Map View . _ _
Cisco ISE Policy Matrix

4

afraln
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Cisco Industrial Threat Defense: 3 - Detection and Response

Detecting threats requires cross-domain visibility

- 010110
@ (f_\D 7\@% @ 110010
001011

A well-tailored Which goes to a Which downloads o Whologs in to the Which causes

[ N L . e .
email causing a r % questionable > malware to the users' r 4 OT network r'd unusual activity in
user to click.... website.... machine.... remotely.... the OT....
Cisco Secure

Cisco Secure Email Cisco Umbrella Cisco Secure Endpoint Equipment Access Cisco Cyber Vision

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Cisco Industrial Threat Defense: 3 - Detection and Response

What is Splunk? 1
Splunk Security focuses on finding,

investigating and responding to threats Powered by Splunk Al

APis | Integrations | Models | vtsuanzaﬁons Custom and Third-

Third-Party Tools Party

Splunk Observability helps understand the Apps/Services
health and performance of systems and «—v | N
applications, to eliminate downtime and oubican S
find the root cause of failures / I I o rivate Clouds \

Centers

Digital resilience is important in a modern industrial environment. Security and Observability
are two sides of the same coin - you can't have a "safe" factory if it’s unavailable, and you
can't have a "high-performing" factory if it's compromised.

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2846 cisco



Cisco Industrial Threat Defense: 3 - Detection and Response

Visibility across the entire organization

Splunk Security Suite

@ o—

Cyber Vision

Level 5 Level 4

Office Zone

Level 3.5
Industrial DMZ

Enterprise Zone

Firewalls
Active Directory
SMTP

Jump Servers
Patch Mgmt
EDP

Example Data Sources

Level 3
ICS Operati

Active Directory
Antivirus

DNS
Routes/Switches
Firewalls
SCADA

O C=—

Windows Servers
Workstations
Databases
Routers/
Firewalls
SCADA/DCS

PLC
RTU

Leveraging Splunk for OT On Premise, Hybrid, and Cloud Environments

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Industrial Threat Defense: 3 - Detection and Response

Common OT Data Source Integrations

A wide variety of sources integrate to Splunk’s Common Information Model

CISco
» ) INIUSTAIAL DEFENDER"
ARMIS. P servicenow - Logs (OS, App, etc.)
¢ = SCADAfence - Vulnerabilities
CLAROTY I McAfee - Network/Firewall Traffic
Otenable Sp|u n k > . Asset Inventory
ﬂlr‘ NOZOMI @Symantecw aclscOcompany . Security Events
W NETWORKS — ghm Microsoft - Endpoint activity
SRAGES N Defender % paloalto’ . Ticketing
<) FORESCOUT.

OTbase

ol
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Cisco Industrial Threat Defense: 3 - Detection and Response

Integration between Cyber Vision and Splunk

Cyber Vision Add-on is a background process that contains data parsing rules, field
extractions, and configurations to ingest data from Cyber Vision correctly

Cyber Vision App contains dashboards, reports, saved searches and custom navigation
menus so humans can make use of the data ingested by the add-on

> Cyber Vision App

Cyber Vision Add-on

—= Splunk Enterprise Security

UL LN
© 2026 Cisco and/or its affiliates. All rights reserved. BRKIOT-2846 cisco



Cisco Industrial Threat Defense: D

3 - Detection and Response

Cyver Vision Center Include Inactive Devices (>30... Global Time Range

A o~ No * Lest7deys

. = . . 88 35 530
Cyber Vision Sy
# Inactive Sensors by Center Vuin Severity across Centers (Last 7 days)

— -

# Devices with Critical or High Risk by Center

« Aggregate data from all
Cyber Vision deployments r

* Focused view per local center  _  eeeesmmTT T
» Operational & Security Overview
* Vulnerabilities Overview

Schedule reports over email

Cyber Vision Sensor by Location
Zoom ares and focus con be set I edior

Monitor security posture and drive
OT security governance at scale

© 2026 Cisco and/or its affiliates. All rights reserved.

Overvis Syslog Overview ~ Search  Dashboards.
Sensors by Center
Vuinerable Devices by Center Devices with External C
om 2cscocom 8
(

Top 10 Device Risks

Creation Time. 3 State &

afraln
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Cisco Industrial Threat Defense:
3 - Detection and Response

Cyber Vi_Qinn Cnli .

Global and Cyber Vision
Overviews

Global overview across your
entire installation or for each
Cyber Vision Center

© 2026 Cisco and/or its affiliates. All rights reserved.

CGlobal Overview  Cyber Vision Center Overview  Operational & Security Insights

Global Overview ~

Provides an overview across all Cyber Vision centers

Cyber Vision Center Include Inactive Devices (>30..  Global Time Range

Al m- No - Last 7 days -
Global Asset Count by Center
Expand the panels vertically to accommodate for more centers

cv-centeri.cisco.com cv-center2.cisco.com nter3.cis

Assets Summary

Vulnerabities Overview

88 35 530

# Inactive Sensors by Center

Medium
cv-utiity.cisco.com cv.centerl cisco.com

cv-center3.cisco.com Low

# Devices with Critical or High Risk by Center
cu-utilitycisco.com

cv-centerd.cisco.com

cv-centerl.cisco.com

cv-center2.cisco.com

Inactive Sensors.
CV Center 3 Name 3 Model 3

Cyber Vision Sensor by Location

Zoom area and focus can be set in editor

Boone

Bioming Rack

Vuln Severity across Centers (Last 7 days)

Critical

High

by

# Vulnerable Devices by Center

cueutilitycisco.com

Syslog Overview  Search

# Sensors by Center
Expand the panels vertically to accommodate for more centers

cv-centeri.cisco.com

cv-center3.cisco.com r

cv-center2.cisco.com

Top 10 Device Risks

Devices

Secoemo_

192 36870 45{cv-conter3 cisco.com)

756 ENZT/DICY-centerz.cisco.com)

192168.60.5(cv-centerl cisco.com)

19268 10 45{cv-centerl iscocom)

1756-LBIES/BiCv-center2.csco.com)

noPLC | 17_R(cv-contarl isco.com)

SecDemo_ComPLC | 17_R(cv-centar isco.com)

1756-LB3E LOGXSSB0E(EV-center3.cisca.com)
SecDemo_LInaPLE | 7. ER{cv-AMmy.cisco.om)
SecDemo_CelllPLC | 7. ER{cv-utty.csco.com)

Creation Time $

0

State

12

cv-center.cisco.com

Dashboards

cv-center2.cisco.com cv-center3.cisco.com

p 2

# Devices with External Communications # Devices with

cv-utility.cisco.co
cv-center2.cisca.com cv-center3.cisco.co

cw-centerl.cisco.com

30 40 50 60
Risk Score

‘Operational Status 3 Enroliment Status &




Cisco Industrial Threat Defense:

3 - Detection and Response

Cyber Vision Splunk App

Operational and security
overview

Aggregated view of security
events with a timeline view to
understand origin and impact

© 2026 Cisco and/or its affiliates. All rights reserved.

Operational & Security In)

Activity by Source
‘Shows all activity by source

1048913118
10189.2222
10489.3.95

1049015232

1

1

2

1721690040 i
172.261001 1

Signatura based Detection 8

Login of tha user 'cisco cisco iIP.. 1

Login of the user ‘disco cisco IP... 1

Lagin of the user disco cisco (P.. 1

Login of tha user 'cisco cisco IP.. 2

INDICATOR-COMPROMISE DN... 8

cu-center2.cisco.com 5

cv-centerd.cisco.com 7

b
prissiatishatasinid
Cymor Vs Contar Catmgry. j7226100:50) &
192168.012 3
Events Distribution By Severity Over Time Cyber Vision Center Events by Severtty
.
= e Tm e o g o
Sut an 7 Son Jaath Mo Jan 19 Tow Jan 20 Woect Jan 21 Th Jen 72 o 73 Sat Jan 24 e
=
A ey e s e A
- B e - R— e o eve = e O . r—— !
C B E iy e (e} (5 e i . . ———
= 3= A —— o V) o b . R
A ———— — Y FE—— — e — E====ru
2 AH - | (- /| ET— e
R “ T | f— =1 E—
iy vE—— — o/ e—
E—— | f— ' | Erre—
ae,as
TV Canter Type 3 Category 3 S 3 Dest 3 User 3
Qa@o0s

Message &

Snort UDP alert id 44037 with signature *INDICATOR-COMPROMISE DNS request for known malware sinkhole domain iugerfsodpSifjaposdfjhgosurijfaewrwergwea.com - WannaCry* 192168.250.10:62805 -> 192.168.250.12:53

proto unknown
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Cisco Industrial Threat Defense:

- Detection and Response
Cyber Vision Solunl

Asset summary

Help understand which assets
need refreshed & identify risky
vendors in your deployment

© 2026 Cisco and/or its affiliates. All rights reserved.

Assets Summary ~

Asset data being coll: d and d across the
Cyber Vision Center Protacol Filter Risk Level Show Device Tags
cv-centerl.ciscoc... (1)~ Non-common Protac... ¥ High, Medium, Low (3) = No >
Devices by Device Type Devices by Asset Vendor
Devices broken down by type Devices broken down by vendor
Windows Camera YASKAWA ELECTRIC CORPORATION
Operator Panel 1 Vhware, Inc.
Network Switch Controller TURCK, Inc.
Net Management Sarver .
‘ Siemens
10 Module DNS Server Sagemcom Broadband SAS
Engineering Station Rockwell Automation
Top 10 Protocols
ENIP
cP_io
SNMP
.  PROFINET
§ PROFINET_IO
B s7
B sMB
DCERPC
PNIO_CM
HTTP
0 10 20 30 40 50 60 70 80
Count
Device Vendor
- All n-~
Devices Details
Device % ip % Device Type % Vendor $ Model %

Time

Last 24 hours

ABB Automation products GmbH
Asis Communications AB
Banner Engineering

Cisco Systems, Inc

DellInc.

FANUC ROBOTICS NORTH
AMERICA, Inc.

Top 10 Talkers

Siemens 85319 <> Siemens SL213c
1756 LBAE LOGIX . CIMR-AL4A0009
RECIPESTATION <. 5-bEAMI7S920
COOLINGCAM-H...axis-bEa4aTcStas

COOLINGEAM

s bBRAATICHTce

Talker

T34-AENTRIS

\ RIB LOGIXSIIGER.
734 AENTR/C ECNL_BAE LOGIX5S508
1756-B4E LOGIX..5 7 513 400W DLR
172.261610 < 17 B4E LOGIXSS808

1769-LIGER/E LOG_.. CIMR-AL4AQ0%

Version Risk Score

Assets by Risk Level
Classifies asset based on risk score

Medium
107
Model
(IR Al
CV Center 3

Devices by Activ
Classifies the device
High
Low
20T 3ot
Bytes Count
First Activity % Last Activil
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Devices with Highest # of Critical and High Severity Vulnerabilities Top 10 Vulnerabilities by Frequency
769 16ER LOG. cemer caco o) CVE-2021.22681
P — CvE-2010-12262
e300 UnEdcecemen csco o) CVE-2019-12261
[T ——— CVE-2010.12257
g IE3400-LINEZ(CV-centerl asco.com). w CVE-2019-12255
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Toal Detections #Detections
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Severity Dest Description QO .8
Critical, High, Medium, Low @~ - .
Al Vulnerabilities
Last Found & CV Center & Dest & Device 2 Asset 4+ Vendor 3 CVE 32 Severity 4 Description & CVSS ¢ Link 2
Type
01/24/2026 ev-centerl.cisco.com 101601100 SecDemo_Celll Controller Rockwell CVE-2019-12255 VxWorks TCP/IP Stack (IPNET) Urgent/t1 o8 https://us-cert.cisa.gov/ics/advisories/|CSA-
17:50:03 PLC | 1769- Automation Vulnerabilities - TCP Urgent Pointer = 0 leads to 22-090-05
LIGER/B Integer underflow
. » » agm. ® LOGIXS316ER
I d e nt I f t I l e rl S kl eSt Vu I l l e ra b I I It I e S i SecDemo_Celll  Controller Rockwell CVE-2019-12255 VWorks TCP/IP Stack (IPNET) Urgent/tt 98  hitpst/us-certcisa.govfics/advisories/|CSA-
17:45:02 PLC | 1769- Automation Vulnerabilities - TCP Urgent Pointer = 0 leads to 22-090-05
0 O 0 LI6ER/B Integer underflow
|ﬂ r] r]n |ﬂ t Iﬂ d h h LOGIXS316ER
I l I | I ly e V I ro e a W I C 0124/2026 cv-centerl.cisco.com 101601100 SecDemo_Celll Controller Rockwell CVE-2019-12261 VxWorks TCP/IP Stack (IPNET) Urgent/t1 98 https://us-cert.cisa.gov/ics/advisories/|CSA-
17:50:03 PLC | 1769- Automation Vulnerabilities - TCP Urgent Pointer State 22.090-05
n . n L16ER/B Confusion during connect() to remote host
ones can be eliminated in the
0124/2026 ev-utility.cisco.com 101601100 SecDemo_Celll Controller Rockwell CVE-2019-12261 VxWorks TCP/IP Stack (IPNET) Urgent/t1 o8 https://us-cert.cisa.gov/ics/advisories/|CSA-

next maintenance window s s

Firmware Vulnerabilities

Nex

LastFound & CV Center 2 Dest 2 Device 3 AssetType +  Vendor 3 Model 5 Version s CVE 2 Severity 2 Description & Solution +

01/24/2026
17:50:03

cv-center!.cisco.com 1016011100 SecDemo_CellPLC |
1769-L16ER/B

LOGIX5316ER

Controller Rockwell 1769-L16ER/B

LOGIXS316ER

31N CVE-2019-

12255

VsWorks TCP/IP Stack (IPNET) Rockwell Automation recommends users
Urgent/ Vulnerabilities - TCP Urgent

Pointer = 0 leads to Integer underflow

Automation update to the latest firmware version to
mitigate this vulnerability.

CompactLogix 5380, Compact GuardLogix
5380, CompactLogix 5480, ControlLogix
5580, GuardLogix 5580: Upgrade to v33.011
firmware

CompactLogix 5370, Compact GuardLogix
5370, ControlLogix 5570, GuardLogix 5570
Upgrade to v34.011 firmware

© 2026 Cisco and/or its affiliates. All rights reserved.
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17:45:02

01/24/2026
17:50:03

cv-utility.cisco.com

cv-center!.cisco.com

104601100

1016011100

SecDemo_CelliPLC |

1769-L16ER/B
LOGIX5316ER

SecDemo_CellPLC |

1769-L16ER/B

Controller

Controller

Rockwell
Automation

Rockwell
Automation

1769-L16ER/B
LOGIXS316ER

1769-L16ER/B
LOGIXS316ER

311

3

CVE-2019-
12255

CVE-2019-
12257

VaWorks TCP/IP Stack (IPNET)
Urgent/tt Vulnerabilities - TCP Urgent
Pointer = 0 leads to Integer underflow

VsWorks TCP/IP Stack (IPNET)
Urgent/t Vulnerabilities - Heap

Rockwell Automation recommends users
update to the latest firmware version to
mitigate this vulnerability.

CompactLogix 5380, Compact GuardLogix
5380, CompactLogix 5480, ControlLogix
5580, GuardLogix 5580: Upgrade to v33.011
firmware

CompactLogix 5370, Compact GuardLogix
5370, ControlLogix 5570, GuardLogix 5570:
Upgrade to v34.011 firmware

Rockwell Automation recommends users
Update to the latest firware version to
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OT Security Add-on for Splunk ES

- Unified Data Model - Adjust your

incident response based on critical
OT Security Posture

asset content e = e et
- - ~ . ~ LR T
« Get Started Faster - Perimeter
Monitoring, Endpoint Protection, L5 Ky oT securty indicator
External Media, Infrastructure rona mex scome AVERAGE ASSET K SCORE | OTNOTABLES | (TIOT ASSETS OETECTED. | ASSETS Wi NoTARLES | TOTALOT . assers
Monitoring 5.3k |77.6 S |8 325 ) 127 ’52
- Security Frameworks - leverage
. 1 o Notables
common security frameworks along
with MITRE ATT&CK for ICS i
- Mitigate Risk - Leverage features e e R——
like asset baselining to secure your S -
endpoints of I = * e
- Detections & Use Cases - Prebuilt _;:.;.__.:: B e e ey oo E =
detections and use case explorer for e o ==
oT i

Last Notatee 2 Pk 2 MTRE ¢ Rk Soare 2 Rowk Bverm 2 mpecied Assets ¢ Voot Foct e 2

+ Compliance = Prebuilt reports and
dashboards for NERC CIP audits

afraln
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OT Securi

OT Security Posture
Facility/Site System Business Unit Time Period
All - - - All - Last 24 hours -
|V Key OT Securty Indicators Filter views on specmc 5|t_es, systems, or
business units
TOTAL RISK SCORE IT/OT ASSETS DETECTED OT NOTABLES SECURITY EVENTS BY ASSET TOTAL OT DEVICES

74k 325 p 6 , 137 |6

ﬂ OT Security Events

Event Filter

View all Security Events for OT Envirionment

Security Events Over Time

75

o

Critical service stop detected
External Connect..t from Foreign IP

detectio... Dragonfly2 Event

Ma
25

Nei cpu command

# UNIDENTIFIED ASSETS

. Edit Export ~

Pre-built KPI's

AVERAGE ASSET RISK SCORE

2557

Security Events by Type

MIL_PLC_40

GCC_HMIOL.COPGEN.OPS.LOCAL

GCC_JSO1.COPGEN.OPS.LOCAL

ROC_ENG_WS_10.MFACTORY.COM

Program Downlo...C over CIP Event
. . . . . . . . . .. . . . Il Risk Notable - Ris...r 24 Hour Period
8:00 AM 10:00 AM 12:00 PM 2:00 PM 4:00 PM . . .  any I Suspicious remot... actviy detected
e Leverage Risk Based Alerting and Security e
Findings View key details scuh as asset
Risk Notables types, zones, MITRE mappings
Risk Score Risk Events risk_count
Last Event & Event s $  Assets Facility = Priority % Asset Zones = search_name % s
T Il '
Findings ‘0
Last Event ¢ Event % Asset Zone % MITRE & # Alerts ¢ Source Destination & Asset Types ¢ Facility = Priority ¢
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Analyst queue ‘ Q_ Search findings & investigations H Last 24 hours ~ ‘

Time Range: Last 24 hours Clear All Save
Zoom Out
0
800 AM 10:00 AM 12:00 PM 2:00 PM 4:00PM
Wed, Mar 11
2026
Findings and investigations 73 Last refresh at 08:37 AM ‘

a

00 0 Ooo oo o oo oo|o

Title

Remote Connection to the OT Environment by Foreign
IP Detected

Critical service stop detected

Program Download to PLC over CIP Event on
ROC_ENG_WS_10.MFACTORY.COM from PLC-1

Suspicious Remote File Copy Activity Detected

Malware detection - Dragonfly2 Event on
GCC_JS01.COPGEN.OPS.LOCAL from ...

Remote Connection to the OT Environment by Foreign
IP Detected

Critical service stop detected

New stop cpu command on
GCC_ENGO1.COPGEN.OPS.LOCAL from MIL_PLC_40

Suspicious Remote File Copy Activity Detected

Malware detection - Dragonfly2 Event on
GCC_JS01.COPGEN.OPS.LOCAL from ...

Program Download to PLC over CIP Event on
ROC_ENG_WS_10.MFACTORY.COM from PLC-1

Remote Connection to the OT Environment by Foreign
IP Detected

Suspicious Remote File Copy Activity Detected

Malware detection - Dragonfly2 Event on
GCC_JS01.COPGEN.OPS.LOCAL from ...

Incident R

Saved Views ‘ Select...

v H @ Charts ‘ ul Hide Timeline ‘E‘

Specific OT Alert View | SovedViews | oTwodents |

Q

ID~

6:00 PM 8:00 PM

Type v

€> FINDING

€ FINDING

€> FINDING

€> FINDING

<> FINDING

€> FINDING

€ FINDING

€ FINDING

€> FINDING

€> FINDING

<> FINDING

<> FINDING

€ FINDING

€> FINDING

10:00 PM

View OT Security Findings

STAN

STAN

STAN

12:00 AM
Thu, Mar 12

2:00 AM

3221

3221

160

231

231

231

160

231

3221

160

231

4:00 AM

6:00 AM 8:00 AM

Today, 8:05 AM

Today, 8:00 AM

Today, 7:.56 AM

Start investigation

Time
Last updated

Reference ID

Detection
Action

Annotation framework

Annotations

Detailed asset

information

Today, 7:12 AM

Today, 7:05 AM

Today, 6:30 AM

Today, 6:28 AM

Today, 5:45 AM

Today, 5:42 AM

Today, 5:36 AM

Today, 5:05 AM

Today, 4:15 AM

Today, 4:12 AM

FuL - method
Authentication se:™~Z

Destination

Destination DNS
Destination IP address
Destination MAC address
Destination NT hostname
Destination PCI domain
Destination business unit

Destination category

Destination city
Destination country

Destination expected

OT Drill down actions asset or

host access information

Undetermined

Mar 12th, 2026 8:05 AM
N/A

a8e6fba7-c17e-4198-8444-
6c1bc2b1a502@@notable@@a8ebfba7c17e419884446¢c1bc2b1a502

Access - External Connection to OT Environment from Foreign IP - Rule [2
success (success)

mitre_attack

kill_chain_phases

Cl20 Leverage security
ShoS frameworks such as MITRE,
UL Kill Chain, etc

PR.AC-3

T1133 Access Search (as destination)
Show more

Access Search (as source)
win:remote (remote)

Asset Center
10

. Asset Investigator
Negotiate

GCC_JS01 160 Map GCC_JS01

Intrusion Search (as destination)

gee_js01.copgen.ops.local Intrusion Search (as source)

RUZICETOES Search for a finding

0d:1e:15:21:21:aa
Malware Search

cc_js01
geed Nbtstat GCC_JSO01
untrust
Nslookup GCC_JS01
ga plant ops
OT Asset Investigator
nerc

OT Host Access Monitoring
Ping GCC_JS01

Session Center

Stream Capture

us OT Analyze Perimeter Traffic

true Traffin Search (as dastination)
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NT

OT Perimeter Traffic Investigator

Source is required to show data
Include Direction Destination Perimeter Device Time Period

®  Pperimeter Only Inbound GCC_jsor r Last 24 hours

Perimeter and Network

Traffic to Endpoint Map

Communication GCC_js01* as dest (via perimeter devices)

oo fee
OCEXPR TIBREIEF G Y.COM

occ. N oor

ccdffvoz
GCC:JS01.COBGEN.OPS LOCAL
5

IERGY.COM

s RN cov

voncor EERENER o o
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Applv Risk Bas

Analyst queue ‘ Q, Search findings & investigations ‘ ‘ Last 24 hours ~ ‘

Time Range: Last 24 hours Clear All Save
Zoom Qut
-———__———

. ]
8:00 AM 9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM 3:00 PM 4:00 PM 5:00 PM 6:00 PM 7:00 PM 8:00 PM 9:00 PM 10:001
Wed, Mar 11
2026

Findings and investigations 77

Risk Based Alerting to Link together L

reduce alert fatique

related activity

|:| > Title ~ D~ g > Inte..
|:| 24 hour risk threshold exceeded for OT Asset GCC_JS01 €> FINDING 3 GCcc_Jso1 140 14
24 hour risk threshold exceeded for OT Asset —— .
O > | es-00002 (2) INVESTIGATION © - 100 1 10
GCC_JS01.COPGEN.OPS.LOCAL . L.
Intermediate findings ;
B GCC _JSO01 Risk score: Event count: 14 | Timeline Threat topology
Assetgec_js01.copgen.ops.local +3 | Priority Critical \ DNS gcc_jsO1.copgen.ops.ocal \ Owner occ | Business Unit ga plant ops | Categorynerc +6 | City Atlanta, ga
Time range ‘ Custom time ~ @ Help
Threat objects 1 Entity 3
2 GCC_JS01.COPGEN.OPS.LOCAL 42 2 copperfield power plant 14 | 280
2 GCC_JS01.COPGEN.OPS.LOCAL 14
Type host Automatically correlate
GCC_JS01.COPGEN.OPS.LOCAL 2 GCC_ENGO1.COPGEN.OPSLOCAL 14 140 different threat objects
[ ]
© 2026 Cisco and/or its affiliates. All rights resen View in threat activity [Z

View threat artifacts [Z
Search [2
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Dramatically reduce alert volumes while improving your security posture

Analytics/
Correlations

Alerting

@

Observation

Risk
Index

=)

'

Risk Incident
Rule

ol
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Traditional Approach

The events below would be considered too noisy and would be abandoned

6:55AMm 6:58am  7:33am 1:55pm  2:03pm 2:17Pv 2:55pPMm

Potential Suspicious Probing of OT firewall VPN Access Accessed Access PLC begins to
spearphishing scanning of for open ports granted with domain gained to restart
observed environment shared IT/OT controller and engineering sporadically
Account creating workstation impacting
generic using Vendor operations
Vendor account.
account

afraln
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Risk Based Alerting

These events become context that informs high-fidelity alerts

6:55AMm 6:58av 7:33am 1:55pm  2:03pm 2:17Pvm | 2:55PMm

Potential Suspicious Probing of OT firewalls VPN Access Accessed Access PLC begins to
spearphishing scanning of for open ports granted with domain gained to restart
observed environment 20 pts shared IT/OT controller and engineering sporadically
10 pts 15 pts Account creating workstation impacting
10 pts generic using Vendor operations
Vendor account. 20 pts
account 10 pts
30 pts
With one click, view all < Risk Incident Rule: -
of the risk events that ALERT Aggregated user risk score >100

contribute to the alert

afraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco
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