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Evolution of IT Performance
Monitoring

Traditional Tools New Tools Emerge
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Evolution of IT Performance
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To address new and unowned domains
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To enable x-correlation and context across all domains — owned

and unowned

( IPM N

Network you don’t

ﬂssurance

ITIM

Infrastru cture you

SASE DEM NPMD
Services you don Networks
own you own

© 2026 Cisco and/or its affiliates. All rights reserved.

DEX

Device centric
remediation

( |
W

Native Cloud
Monitoring
Apps you own

App- centric

R

e NPMD
hd

c Network you
8 own
% ( Native Cloud w

(o) Monitoring

3 (AWS, Azure,

=)

Q GCP)

P

w own

SASE/ w

Workforce DEN

Secure access user

~

ey |

DEX

/I DEM - APM l/

\L

A

Observability

A

| APM l' ITIM || ITSI |

SIEM

Security

~

)

e

A

alraln
cisco



Evolution of IT Performance
Monitoring
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How are we making ‘Unified Observability’ a reality?
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Eric for Network Observability
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Endpoint Experience

Traffic Insights
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With Cisco, Assurance is built-in

Cisco Al Canvas

Cisco Phones i
Cisco Wireless <© \J <©

Cisco Catalyst, Nexus, and Cisco Routing / SD-WAN
& Meraki

Cisco Room Series

5
\@

Webex Calling
Cisco Desk Series Cisco Secure Client / Access Windows, Mac, Armdrmd,
and Zebra Devices
Drives closed-loop operations + Splunk> integration
a C1SCO company
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ThousandEyes<

Demo
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But what if the problem isn t
the network?




For everything else, there's OTel

What is Open Telemetry?
Second-largest CNCF project after K8s

MELT

Why does it exist?
K8s and other cloud-native tooling
Standards-based & vendor-neutral

All OTel is the same then, right?
Not quite
OSS/Upstream vs proprietary wrapping
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What makes Splunk different?

Top 5 OTel Contributors by Commits
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Why does it matter?

Superset of upstream
Full compatibility = immediate access to innovation
Vendor-neutral (for real)
Robust documentation

Portability
Changing vendors is updating a YAML
Use multiple vendors if desired

Trace-Log Correlation
Native OTel functionality to enrich logs with Trace/SpanID
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Application Performance
Monitoring (APM)

Event Intelligence

Business Insights /
()
Telemetry Pipeline /

Management L
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App Security
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Splunk for the full Cisco stack

Providing the data platform for end-to-end visibility across the full Cisco stack

I Networking | I Security W ( Collaboration I Observability

Available today: Available today: Available today: Available today:
Cisco EN & ACI Apps Talos threat intelligence Contact Center Analytics AppD & ThousandEyes DEM
Network Element Mon. integration AppD agents for on-prem experience
Available TAs for: NEr Available TAs for: Ner UCCE/UCCX Th:)huls%nldEyes integration p,
: : : Productivity apps view Wi :
Catalyst/Nexus/ACI Security Cloud App Y ‘pp o Th dEves DEM in O11Y
, el BT szavi Webex SOAR investigative Sbelelaies i
Meraki _ Y workflow Cloud
UCS Compute Network Analytics
Wit Semiass (52 (Stealthwatch) 3rd Party TAs for:
Meraki Dashboard Al Defense CUCM CDRs
Catalyst Center Coming up: CUBE SBCs
Nexus Dashboard Secure Workload Coming up:
Isovalent (Hypershield) WxCC Splunk Connector

Coming up: ITSI CY26
Crosswork Cloud (TA)
SDWAN (vManage) tsco’



Cisco Data Fabric - Bringing to

Access Cross-Domain Operational Intelligence In-Place Without Ingestion

Splunk/Cisco Applications Customer & Splunk and Cisco Al 3" party Al Apps
Security, Observability, Network Intelligence... Partner Apps Assistants + Agents ChatGPT, Gemini, ...

MCP Server

Cisco Data Fabric (Powered by Splunk)
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Management
| | | |
| | | \
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- Cisco Data Any Machine-
Lak d
akes a?n Data Lakes Readable Data
Foundational

Embedded Architectural Models
Integration of Splunk

Cisco Products External Data Sources & 3rd Party
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Unlocking Real-Time Insights

Announcing Native Splunk in Cisco Nexus One

o I [] wowme  Memage s Semeos
Sawh Awder Deeen Seaens Aets Dertesds
Data Center Network Anomalles
A e 1y P ot s
=3 =
LI rees Dot bt Q 00 0 Aw=
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—— —e e Amatas vy Cotogery Aramy

UﬂlOCk Network 5 i :':'.'.'._‘,..* = B B —— —
Intelligence Without T — e
Moving Data = | [ =" |l .

Native Splunk in Nexus One

DISTRIBUTED ANALYTICS FEDERATED SEARCH FLEXIBLE DATA INGESTION

Faster Troubleshooting Data Sovereignty Reduced Cost
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AgenticOps Across IT and SecOps

Al Assistant

-

Al Canvas
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Campus and Branch

M Catalyst Center

Topology, client details, location, etc.

|:|| Cisco Meraki

U™ webex

Topology, client details, location,
etc.

3% SD-WAN

Voice and video experience

ThousandEyes&>

WAN Details

WAN, Internet, App Insights

Identity Intelligence

User trust level, identity checks &
reasons

\

) C Data Center )

e
G

Security and Observability )

[] Nexus Dashboard

splunk>

Firewall

Data center network management.

Hyperfabric

Data center network management.

CE;I Intersight

Unified management, automation,
security.

Cisco and third-party insights

D) s

Security & connection events

%2?5 Duo

Authentication Insights

@ Secure Access

Authentication & compliance

Private & SAAS Resource Access

@ XDR

Related Threat Incidents

J
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Al Canvas

Al Assistant Shared Workspace Users

Invite collaborators X

Everyone you invite will have edit access.

asco Al Canvas | Network health summary - o [

{ Will@acme.com

+ Rio Cuzco Flores  + Melissa Gibson

* Single canvas for cross

MX84 Performance Metrics (Last 24 hrs)
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d . b I h . Meraki nly you
Now checking Splunk alerts...
omain troubleshooting 9P .  asc Al risny
2.8% Packet loss 200
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3
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o G e n e rat Ive l ' I W I t h 23 § 50 — with new SFP in port 1 (installed 3/25). Admin
() (9 Al Assistant 11:05 am 1% z iz 0 permissions needed for further troubleshooting.
: 5 10:00 14:00 18:00 22:00 02:00 06:00 10:00 10:00 14:00 18:00 22
. . . Error logs confirm MX device issues. Packet T 2
& ime (Hours) Time (Hou
re a SO n I n u I t_ I n capture needed to verify, but you don't have
permissions. —— Packetloss @ Critical point B Normal (0-50) [} Warning (51-150)
Error Logs Frequency  Splunk v
* Keeps NetOps, SecOps, IT
) ) 250 Network Path Visualization: San Jose to Financial Cloud
200 3 Thousand Eyes
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Ask the Al Assistant a question
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Demo Link
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https://idac.cat-dcloud.com/requestoutput.php?htmlTemplate=_navattic_embed.php&id=122f19d2610d4f5f94ce64287142afd3&theme=light
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