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By way of Introduction …

A Hyper Specialist in the Network Solutions Engineering team.

I work with extremely large Customers covering the Design, Orchestration 
and Automation of Enterprise Network Architectures and have over 25 years 
of experience with Designing, Implementing, and Supporting solutions with 
many diverse network technologies. 

Special interests include Automation, Orchestration, Identity and Fabrics and 
am an SME in Design, an Author, Exam Content Author and Developer.  
Focusing on customer requirements and helping integrate these into the 
products and solutions Cisco builds. Known for Templating and Automation 
and Five Time Cisco Live Distinguished Speaker 

mailto:kebaldwi@cisco.com
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Agenda 

1. REST API Primer

2. Landscape

3. Evolution

4. Architecture

5. Where we were

6. Where we have gone

7. Capability Demo

8. The Destination



Catalyst Center & REST-API’s
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HTTP Request

HTTP Response

URL (Catalyst Center) 
GET
POST
PUT
PATCH
DELETE

METHOD GET 

DEVICES

What are REST-API?

REST (Representational State Transfer) 

INVENTORY
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Landscape
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Isolated management discontiguous consoles complicate 
the management experience of enterprise networks

Network management is far too complex

Error-Prone Processes | Wasted Time | Difficulties Tracking Changes
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Complexity creates challenges 
for both network and security teams

Error-Prone Processes

Complexities leading to inaccuracies in the 
delivery and troubleshooting of sites and 

services.

Time-Consuming Tasks

Repetitive processes across multiple domains 
creating a swivel chair effect for IT and security 

teams. 

Talent and Labor Shortages

Chris Saunderson, Senior Director Analyst, Gartner

“IT staff are overwhelmed with the growing number of 
endpoint devices, operating systems, and applications.”
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Two Opposing Perspectives

This workflow discovers 

devices and  assigns to 
site

Services as Code

Model driven through API 

addressing standard-
based approach to drive 
change

This workflow builds 

hierarchy from a form

PLATFORM

Change driven through  

API addressing templates 
& settings

DOW
N

U
P
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Yesterday

Building, executing, and 
monitoring tasks across 
multiple management 
domains.

Today

One dashboard for 
central automation 
across Cisco and third-
party systems. 

Simplifying operations 
across networking domains

But what if there were a way to change that?
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Catalyst Center Workflows != Agentic Workflows

!=



Evolution
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Platform consolidation is the vision

Cisco is converging 

products and features 
across the portfolio

Workflows is Here!

Networking Security
Unified SASE

User Protection Suite

Cloud Protection Suite

Breach Protection Suite

Catalyst Managed in Meraki

Cisco Catalyst Center

Cross Platform Navigator

SD-WAN Interconnect

Common Policy
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Accelerate automation with workflows based on validated designs

Mitigate risk, reduce manual tasks, and deploy sites faster

Cloud-Hosted 
Automation in 
Meraki Cloud

Drag and Drop 
Creation / Editing

Cisco, 3rd party, 
& AI 
Integrations

Custom and 
Pre-Built

Cisco 
Workflows

Cisco Workflows 
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Assurance data engine

Unified Management Experience, APIs, AI Assistant

Common UX Common APIs Common Policy
Digital Experience 

Assurance

Enterprise connectivity Data center Internet infrastructure

Unified Platform

Workflows / 
Automations

Part of the Cisco Networking Cloud platform strategy



© 2025 Cisco and/or its affiliates. All rights reserved.

Shared automation supports the vision

XDR 
Security 
Cloud

Meraki 
Networking 

Cloud

Common Automation Software
Shared 

Codebase

Network Automation & 
Orchestration

Security Automation & 
Incident Response

Domain Focus

Experience Layer

Workflows Product & 
Development Team

XDR Product & 
Development Team

Development
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Custom
Create new automations 

entirely from scratch using 

low/no-code designer

Modified
Use pre-built automations 
as a framework, modifiable 

to fit your specific needs

Pre-Built
Leverage Cisco managed, 
approved or community 

submitted automations

Flexible consumption to meet your specific needs



Architecture
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Workflows Architecture

Remote

Manager

Adapters

Meraki

Jira

OpenAI

InfoBlox

HTTP

Meraki Cloud

Customer Data Center

Remote Target

ISE

Unix/Linux

Catalyst 

Center

Adapters

Terminal
MQTT

8883

Remote

Service

API

443

Cloud 

Targets

Remote

Targets

API

443Meraki

APIs

Workflow

Activity

Activity

API

443
NetBox

Catalyst 

SD-WAN

FMC

ServiceNow

ThousandEyes



Where we were
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Comprehensive Catalog
From Cisco, Partners, or the community.

Based on Validated Designs
Cisco Managed or Cisco Verified

Updated Regularly and Often
A dynamic exchange provided by Cisco.
Submit your own!

Exchange and Automation Hub
Community driven automation with the ability to submit
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Quickly View Workflows in Meraki
See status, owner, and details

Duplicate, Edit, and Share
Orchestrate automation commands

Updated Regularly and Often
A dynamic exchange provided by Cisco.
Submit your own!

Workspace
Favourite, organize, and manage workflow automation
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Drag-and-Drop Builder
No code creation and editing

User Flexibility
Data transformations, python, JSON 
table creation, loops, serials, conditions

Flexible Deployment Options
Out-of-the-box, modified, or fully custom

Workflow Editor
Drag-and-drop creation, sub-workflows, broad integrations, approvals



Where we have gone
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Comprehensive Catalog
From Cisco, Partners, or the community.

Based on Validated Designs
Cisco Managed or Cisco Verified

Updated Regularly and Often
A dynamic exchange provided by Cisco.
Submit your own!

Community driven automation with the ability to submit

Exchange and Automation Hub
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Automate tasks across Meraki, 

Catalyst Center and SD-WAN, ISE, 
ACI, Nexus, and more. 

Integrate third-party applications 

such as ServiceNow into automation 
outcomes with Cisco domains. 

Connect cloud and on-premise 

controllers to extend automation 
across the Cisco portfolio and beyond. 

Cisco and Third-Party Applications

Centralized Automation

One Automation UI to…
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Quickly View Workflows in Meraki
See status, owner, and details

Duplicate, Edit, and Share
Orchestrate automation commands

Manage Your Team
Enable Network Operations for daily 
tasks or Network Designers to create

Favorite, organize, and manage workflow automation

Workspace
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Drag-and-Drop Builder
No code creation and editing 

Operational Flexibility
Data transformations, python, JSON 
table creation, loops, serials, conditions

Flexible Deployment Options
Out-of-the-box, modified, or fully custom

Drag-and-drop creation, sub-workflows, broad integrations, approvals

Workflow Editor
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How do you run a workflow?
Any way you want to!

Manually API Webhook AI AssistantScheduled

RUN



Capability Demos
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VARIOUS USE CASES

From simple…
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From simple…

to advanced…

VARIOUS USE CASES
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From simple…

to advanced…

to complex…

VARIOUS USE CASES
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The Destination
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AI driven deterministic workflows
Leverage AI to assist Network Operator interaction with automation

Speak your mind
Ask the AI Assistant for help with your tasks

Responsiveness
Enquire to learn more about the outcome

Dynamic Execution
Interact to ensure your intention

Ask for an 
outcome

Make a request 
using natural 
language ☺

But

Retain control 
over network 
changes ☺
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Important Concept: “Deterministic”

Deterministic (for Network Engineers)

• The outcome is fully determined by the initial 
conditions—there’s no randomness involved

• Will always produce the exact same output when 
given the same input 

• LLMs like ChatGPT appear non-deterministic, 
using randomness to make answers more diverse 
and natural

• Powerful for creative tasks but require 
controls in environments that require precise 
repeatable actions (temperature=0)

Cisco offers AI powered deterministic automation 
with Workflows - (Workflows can be initiated from 
AI Assist)
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Natural Language Workflow Generation



© 2025 Cisco and/or its affiliates. All rights reserved.

Natural Language Workflow Generation

• Iterative development
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Natural Language Workflow Generation

•Deterministic Outcomes

•Review and validate, or edit to 
customize
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Natural Language Workflow Generation

AI Generated 
Automation

Early Access Request



Call to action
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Book your one-on-one 
Meet the Engineer 
meeting

Attend interactive 
education with 
Cisco U

Visit the On-Demand 
Library for more 
sessions at 
CiscoLive.com/On-
Demand

Visit the other sessions 
here at Cisco Tech 
Days 

And book you trip to 
Cisco Live!

Continue your education

Contact me at: kebaldwi@cisco.com

https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html
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Aid Stations
Help with Workflows

World of Solutions Demo

DEMFPW-17 AgenticOps: 
Agents in action Simplify 
operations 
for networking

We'll be showcasing the latest in:

• Cisco AI Canvas, 
• Cisco AI Assistant, 
• Agentic Workflows. 

It's the perfect chance to see these 
innovations in action and get your 
questions answered.

Sessions
TECOPS-1592 No Code. All Power. Zero to Automate - Everything 
                       Hero with Cisco Workflows 

TECAI-2269        Supercharge your Automation using AI with Workflows 

BRKOPS-2379   Automate Cisco Catalyst Center with Cisco Workflows

LTROPS-1424    Zero to Automation Hero: Mastering No-code Multi-
Domain 
                       Automation with Cisco Workflows

CISCOU-1368    No-Code Network Automation: Instantly Respond to 
Network 
                       Events with Cisco Agentic Workflows

DEVNET-2193    When to Build (and Not Build) Your Own Agent: 
Deterministic 
                       vs. Probabilistic Automation with Cisco XDR and Meraki 

DEVWKS-1314  Automating with Cisco Workflows Intro: What is it and 
                       Why I Should Care? 

DEVWKS-2786  Empowering Self-Service Automation by Simplifying IaC 
                       with Cisco Workflows

BRKOPS-2357   From NetDevOps to AI-Assisted Operations: 
                       Automating Networks with a Source of Truth

BRKOPS-2302 Ambient AI Agents: Running Your Network While You 
Sleep
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Join the Workflows 
Community
 

community.cisco.com
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Training Plan

Self-Learning Samples 
YouTube Playlist

youtube.com/@CiscoWorkflows

cs.co/WorkflowsSelfLearning 

These training videos walk through the 

basics of getting started with creating 

Workflows
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Continue your education

CATC-TEMPLATES Repository

For more programmability with Catalyst 
Center visit:

Complete with Cisco Workflow tutorials, 
and Labs.

https://cs.co/CATC-TEMPLATES

Contact me at: kebaldwi@cisco.com 

https://cs.co/DNAC-TEMPLATES
https://cs.co/DNAC-TEMPLATES
https://cs.co/DNAC-TEMPLATES
mailto:kebaldwi@cisco.com


Thank you
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