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Al Security - Level Set
What is an Al Factory
What’s a Secure Al Factory

Secure Al Factory - into
Zero Trust Architecture
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All organizations are defining their Al Services Stack

Agent Ecosystem

Chatbot \ - ) Agent °oh Agent
Applications 'a' Agents S0 Hub X Platform

SaaS based Al Services Al Platform Services
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Lack of
end-to-end
visibility
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Al applications & agents

Model
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Model threat vectors

Profanity Indirect prompt injection
Cost harvesting / repurposing Infrastructure compromise
Harassment [P theft
Hallucinations Meta prompt extraction
Safety Hate speech Prompt injection Sec u rity
Off-topic  Model theft
Toxicity Training data poisoning
Social division & polarization Sensitive information disclosure
Self-harm Data exfiltration

Financial harm Model denial of service

el
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Agent threat vectors

D

Identity Access Behavior




We’re addressing all of these challenges head-on
Cisco is the critical infrastructure for the Al era
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What is an Al Factory?

The processing plant for tokens

Organizations everywhere are
thinking about how to generate
tokens as quickly, safely and
cost effectively as possible.
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What is needed to accelerate trusted Al outcomes?

Al factory Z Secure Al factory




Cisco & NVIDIA: Accelerating Al Adoption

A modular reference design
that combines high-
performance infrastructure
with full-stack
security and observability

« Extend NVIDIA’s Spectrum-X
architecture to include Cisco
Silicon and Cisco Optics
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Key capabilities of Cisco Secure Al Factory with NVIDIA

C Al Observability >
( Al Security >

< Al Infrastructure >

( R 4 \ 4 \
Al frameworks, libraries, models, inference server, etc.
Al Al Models, Agents, and
software Al workload & GPU orchestration, data & Al pipelines, Application Security
\ Al data platform ) N
) e A
s Container orchestration & management
platform
> . Al Agents &
. . . Workload and Infrastructure
. High performance Kubernetes networking, load balancing . e .
: . ’ Infrastructure Securi
MERE AT High performance ethernet networking " unty Monitoring
Dense or Modular GPU Servers and simplified
Compute -
manageability at scale
L J . J
Data High performa nce, scalable, secure, Security Operations
storage data protection
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Key Security Capabilities At Every Layer
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SecOps

Access
SIEM & SOAR
Threat Intelligence

Observability

Model
Application
Platform
Infrastructure

Model Validation | Model Guardrails | Al Supply Chain
Al SOFTWARE
Library Weakness Protection
-
KUBERNETES Al Runtime OS Exploit Container
PLATFORM Segmentation Protection Transport Encryption
\.
-
= Fabric Exploit Zone Perimeter
NG Protection Segmentation Securi
8 OPTICS o egmentatio ecurity
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Compute
_
-
PARTNER Multi-Category Ransomware Encryption
STORAGE Security Protection at Rest

\\

Support
Single Vendor Contact
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Al Model Security




Core Al Defense Capabilities within a
Secure Al Factory with NVIDIA

4 )
Al Model and Al Runtime Application
Application Validation Protection
Test for vulnerabilities with Enforce guardrails to block malicious
algorithmic red teaming prompts and unsafe responses
. J

bl
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Security for Al | Building Al Apps

Detection: Al Model & Application Validation

Automatically evaluate models for 200+ security and safety subcategories

45+ Prompt Injection 30+ Data Privacy 20+ Information 50+ Safety
Attack Techniques Categories Security Categories Categories
» Jailbreaking - Pl » Data extraction * Toxicity
* Role playing » PHI * Model information leakage + Hate speech
* Instruction override + PCI * Copyright extraction * Profanity

* Base64 encoding attack
» Style injection

* Etc.

* Branded content
» Privacy infringement

e Etc.

* Intellectual property piracy

* Etc.

* Sexual content
 Malicious use
* Criminal activity

* Etc.
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Security for Al | Building Al Apps

Guardrail Categories

( Security

* Prompt injection

Code presence

Cybersecurity & hacking

Adversarial content

1 ( Privacy

Intellectual property (IP) theft

Sensitive data disclosure, including
Pll, PHI, PCI

Meta prompt extraction

Exfiltration from Al application

| (o |

» Hate speech & profanity

» Sexual content

Harassment

Violence & public safety threats

* Tool misuse * Rogue agents
Guardrails map directly to Al security ﬁﬁ Guardrails can be configured to fit any
standards from OWASP, NIST & MITRE industry, use case, or preferences

© 2026 Cisco and/or its affiliates. All rights reserved.

alraln
cisco



Al Defense & Nvidia - NeMo Guardrails Integration
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Cloud Control
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i > I R .I < ;__f |
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deployments. Knowledge Base '—{ Retrieval Rails }1‘ i ) | [ services P
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« Nvidia documentation link L J
N\ J
- J

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco


https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html
https://nvidia-nemo.github.io/Guardrails/develop/user-guides/community/ai-defense.html

Cisco Al Defense
Cloud Managed - Hybrid Enforcement

-

-
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Al Defense for On-Prem Workloads

Supports Validation and Runtime Protection Capabilities

Supported Al Defense Node Configurations

Size Small Medium Large
Hardware UCS C845A UCS C845A UCS C845A
Model
Hardware
Quantity 2 2 <
4 L40S per 8 L40S per 8 L40S per
GPUs Included | ~g4en C845A C845A
. 1/10Gb, 1/10Gb, 1/10Gb,
gj“’"gft‘gég 25/50 Gb 25/50 Gb 25/50 Gb
PP 100/200 Gb 100/200 Gb 100/200 Gb
Load 100 Req/s 200 Req/s 300 Req/s
Supported 20 Apps 40 Apps 60 Apps

Al Defense POD

Reference Architecture

OCP Control I ]
Nodes

Al Defense
Nodes
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/AI_defense_on_Cisco_AI_PODs_reference_architecture.html

Segmentation for
Al




Cisco Hybrid Mesh Firewall

G
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Cisco
Firewalls

Physical | Virtual | Cloud | FWaaS
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3" Party
Firewalls

Define policy once, enforce
everywhere
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NVIDIA Bluefield DPU
Firewall on Al Servers

Smart
Switches




Perimeter Security for an Al Factory

with Cisco’s Hybrid Mesh Firewall

Nexus @

4 Dashboard =—= O é%
Internet
Security Public
Cloud Control Cloud .= g™,
D . WS
Backend Frontend 6JJ>L<B
network network =09 =
Network Securit -
etwor ecurity Single Policy ==
{ %} } < Identity Built-in > o o B
Secure Firewall
a ﬁzg/vgg(msp:;nlesrc\)tl::ilg: > < Distributed Segmentation > Cluster
e e i i1 Al Cluster
\_ )

Write policy once, enforce across the mesh

Cisco’s Hybrid Mesh Firewall solution allows for the creation of advanced firewall capabilities implemented

at the perimeter network (e.g L7 ApplD, IDS/IPS, URL Filtering, SSL Decryption) along with L3 & L4 policies
at frontend top of rack with Smart Switches.
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Segmentation with Smart Switches

Turn every switch port into an enforcement point

NPU AAAAE At ARAES bPU
Networking TESWYY SV wvewww Security
hd wdlbalis
Mainframe Bare Metal K8s
Nexus Networking Hypershield Security
VLAN / VRF / VXLAN 800Gbps of stateful performance
Network context Instant protection for new workloads
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Nexus Smart Switch

Unmatched Flexibility, Performance, and Efficiency

C

Cisco Nexus 9300
Series Smart Switches

Networking

Services

e d
Rich NX-OS Features and Services Software-defined Stateful Services
20N Q) @ (\ r 9, of) \\
= R &3 @) E @D Bl
Routing EVPN/MPLS/ Rich Line-rate Power Distributed Load Large-Scale = Event-Based DoS
Switching VXLAN/SR Telemetry Encryption Efficiency Security \_ Balancer NAT Telemetry Protection/ J
\_ Y, \_ Future Use Cases )
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Smart Switch Use Case
Top of Rack L4 Segmentation

NetOps @

a= a- [ NetSecOps
Nexus Dashboard On-Prem
NX-API / CLI Hypershield Controller
Network policy Security policy
and telemetry and compliance

Leaf / \ Border

© 0 0 = o o o

o o o

e o o

Cisco N9300 Series Smart Switch

Stateful L4 distributed segmentation deployed across the fabric
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Identity-based Workload Security

C Network filtering )

» Kubernetes networking
* Load balancing

* Kubernetes services

» Ildentity-based security
» L7 policies

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:

name: "agent-rule”
spec:

endpointSelector:
matchLabels:

role: agent

ingress:

- fromEndpoints:

- matchlLabels:

role: frontend
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Security infused in Data Center and Cloud

Unified Policy across Smart Switch, Workload & Perimeter

@ Nexus Security

—— Dashboard Cloud Control  gpgservability

On-Prem Security
Network Policy Policy
( I “u
San Francisco New York Public cloud
/ On-Prem fé?-» \ / On-Prem fé?-) \
Controller —¢ Internet Controller ¢ Internet

== @ == S

Smart /r Smart /r

i Switch
SWItE.h_| ] [/ — [Ee wi F_| e [/ [— EeHA
+ &  Secue -+ S Secure Agents
Agents [] EJ EJ EJ Firewall Agents [] EJ EJ EJ irewa
Eﬂ o) (9)[9] hg Eﬂ 2] (e) 9] VM, K8, Al/ML workloads
\_ VM, K8, Al/ML workloads J \ VM, K8, Al/ML workloads J
& Distributed Stateful Segmentation —>
Global or air-gapped Unified Policy Enforcement 800G security Always On Full visibility from data

management Smart switch, workload, perimeter with large scale high availability center to cloud



Smart Switch & Hypershield Roadmap

Shipping

Committed (Q3 CY26)

Future

Smart Switch Network Mode

4 VXLAN-EVPN Fabric ™D
(  Multi-Site VXLAN-EVPN Fabric ' D
( BGP routed Fabric ‘
4 Classic LAN B ]

NXOS 10.6(2)F
Nexus Dashboard 4.2

Distributed Segmentation with
Hypershield

S

Top of Rack Segmentation‘

Q

Zone Segmentation - ACI Fab?ic‘

e

-

Al Frontend Fabric

Nextgen (High density 100G)
Smart Switch

C  48p 100G, 8p 400G Smart Switch ™D

( 1.6T+ DPU Services ‘
S SFP-DD /DSFP ports ' ®
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NXOS 10.7(1)F
Nexus Dashboard 4.3
Hypershield 1.0

Future
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Customer Rollout Journey

Upgrade Network Fabric

Network Ops

Deploy Smart Switch as
Leaf, Border Leaf, Border
GW

Certify Security

Available Today
NXOS 10.6(2)F

Security Ops

Qualify and Deploy On-Prem
Controller with DPU Security
Services

Deploy Policies

© 2025 Cisco and/or its affiliates. All rights reserved.

Controlled Availability
Q1/Q2-CY26

InfoSec

Push security policies to DPU
in Data Center fabric

General Availability
Q3-CY26
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Secure Al Factory with NVIDIA’s Place In A Zero Trust Architecture

Unified policy

Security Cloud Control

> : <«

pxGrid

Context Sharing

(_Private DC & Secure Al Factory with NVIDIA )—

Q /\
— —_ />
P
°
Wired +
Wireless

\

—+—

—+—

Cisco Firewall Policy:
Enforce SGT policy,
ID & App aware access,
Threat Defense

J

o0 n@
B A e e [N pryy=— I Cor
Cy9 =] =]
Data Center Enterprise  Smart Switch/ Al Apps
Fabric App FTD
TrustSec/Secure Secure Workload Isovalent
Group Driven Policy: Enforce SGT, K8 Policy:
Fabric App-centric micro container micro-seg,
Segmentation segmentation runtime security
J
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Common Security Operations (Splunk / XDR)
Common Data Center Operations
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