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Complexity explosion is getting worse
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Making it that last mile Is always
the hardest...
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What slows teams down
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What slows teams down?
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Visibili

It’s hard to connect app, infra,
and network issues with
disjointed tools.
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What slows teams down?

Visibili R ive tr leshootin
It’s hard to connect app, infra, Lack of end-to-end insight
and network issues with means more time stuck chasing
disjointed tools. problems.
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What slows teams down?
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Visibili R ive tr leshootin War room chaos
It’s hard to connect app, infra, Lack of end-to-end insight No shared context means more
and network issues with means more time stuck chasing finger-pointing, less fixing.
disjointed tools. problems.
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What makes this so difficult?

Skillset shortages Total cost Integration complexity  Tool sprawl
Siloed data Static models Missing context Data quality
Sparse signals  Deployment friction Overitting Scalability limits

Time to delivery Trust Unclear ROI Domain expertise mismatches
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One Cisco portfolio delivers customer outcomes
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Digital Resilience for Future-Proofed Workplace

 Integration with Webex, Spaces,
and ThousandEyes

« UC Infrastructure - UCM, CUBE, ER i S8 )

. Call performance - logs, details 3,;’ %C Future-Proofed Workplaces
ﬁ

* Real Estate utilization for return-to-work L y

* QoS
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Future-Proofed
Workplace
demo




Observability for Future-Proofed Workplaces

splunk>enterprise Apps ¥ Yaman Hakmi ¥ Messages ¥  Settings ¥  Activity v  Help v Q Find

[o] D: Webex v MS Teams v UC Deep Dive v Workplace Readiness v Cisco UCM v Tools v Sample Raw Logs Collaboration Insigh

n u
U n Ifl ed Operations Dashboard ~ 89% <+  Actions~

Provides holistic view of the health of on premises UC and cloud collaboration services with a peek into the network as well.
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https://demotoolbox.cat-dcloud.com/demo/demo-webex-and-splunk
https://demotoolbox.cat-dcloud.com/demo/demo-webex-and-splunk
https://demotoolbox.cat-dcloud.com/demo/demo-webex-and-splunk

Splunk for the full Cisco stack

Providing the data platform for end-to-end visibility across the full Cisco stack

I Networking j I Security ] ( Collaborationj I Observabilityj

Available today: Available today:

Available today: Available today:

Cisco EN & ACI Apps Talos threat intelligence Contact Center Analytics AppD & ThousandEyes
Network Element Mon. integration AppD agents for on-prem DEM experience
. : . . UCCE/UCCX ThousandEyes .
Available TAs for: NE ) Available TAs for: NE / o , integrati g ith ITSI NE
S itv Cloud A Productivity apps view Integrauon wi
Catalyst/Nexus/ACI ecunty Cloud App _ __ h dEves DEM |
. Web/Email securit Webex SOAR investigative ousandeyes In
Meraki y workflow O11Y Cloud
UCS Compute Network Analytics
Identity Services (ISE) (Stealthwatch) 3rd Party TAs for:
Meraki Dashboard Al Defense CUCM CDRs
Catalyst Center Coming up: CUBE SBCs
Nexus Dashboard Secure Workload Coming up:

Coming up: ITSI CY26
Crosswork Cloud (TA)
SDWAN (vManage)

Isovalent (Hypershield)

WxCC Splunk Connector
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RUNBOOK
AUTOMATION

Knowledge
Custom Scripts
Existing Runbooks
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Cisco IT Inter-domain Integrations

24 developers to maintain APIs

NETWORK
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INFRASTRUCTURE

Nagios

E UCS Central
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CISCO.

PSO Compliance Scorecard
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EMC Unisphere
Netapp (DFM/OCUM )
UCS Call home | MDS Call home

UCV- VCS Expressway | UCV- VCC | UCV-

CALL Manager(UCM) | UCV- Emergency
Responder(CER) | UCV- UCX (Unity
Connections)

CADSAlert

Database backup systems

Prometheus | Grafana

Sermon ....

LOGS/SYSLOGS
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Digital Experience

Infrastructure P
Monitoring

Monitoring Network

Application Performance Observability

Monitoring (APM)

Event Intelligence

Business Insights ’
Y 4 Cisco Agentic

B /. Observability

App Security

'0

Cisco Data Fabric
(Splunk)
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Incident Response

Database Monitoring

Observability for Al

Log Analytics
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Splunk ITSI & Cisco
Enterprise Networking

Enterprise Network Monitoring for branch &
campus to quickly pinpoint site & device
issues in Cisco networks

ITSI content packs for Catalyst Center and Meraki

Cross-domain correlation for reduced alert noise
and domain isolation

Out-of-the-box topology to measure the health
of a location (e.g. retail store) and isolate
problematic devices

Device alert import, normalization, deduplication,
and correlation logic

Insights for problem troubleshooting (e.g. recent
configuration changes)

In-context guidance into Catalyst Center & Meraki
to take action on devices
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Cisco Unified Observability

Transforming ITOps with Cross-Domain Intelligence

Douw Steyn
Cisco Observability Specialist APJ

dosteyn@cisco.com



Cross Domain Unification

Assurance
ITOps, NetOps

Observability
ITOps,
Engineering

Security
SecOps

Foundational
visibility

See across environments
Detect issues with baseline

network performance
benchmarks

Troubleshoot mission-critical
apps and infrastructure

Search, monitor and investigate
for real-time security monitoring

Accelerated by Al
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Guided insights

Detect threats and investigate
issues with context

Diagnose issues with network
metrics to localize and identify
external points of failure

Prioritize issues based on
business impact

Reduce noise, detect more
threats and identify risk with
Al/ML powered detections

Proactive
response

Get ahead of issues

Mitigate and remediate network
failures proactively with
automation and integrations
across Cisco

Prevent outages &
accelerate MTTR with guided
root cause analysis

Accelerate incident investigations
and response using automation

Unified
workflows

Collaborate seamlessly

Predict and optimize network
performance with coordinated
recommendations

Standardize observability
practices across teams

Maximize SOC efficiency
with integrated threat
detection, investigation and
response
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Introducing AgenticOps

Cross-domain | Multiplayer | Purpose-built model

CCCCC



Human-generated

Text

Audio

Video
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Data Is the esser

1el for Al

Machine-generated
Metrics
Events

Logs
Traces

Other telemetry
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Outperforms general-purpose models by ~20%

Deep Network Model

Purpose-built for networking,

expert accuracy Lo
* 10% more precise reasoning for
) . : 0.50
troubleshooting, configuration, and
automation
0.25
* Fine-tuned on 40+ years of expertise and
expert-vetted for accuracy
0.00
* Evolves with live telemetry and real-world GPT-40 Llama 30B  GPT-40 mini Gemma Cisco Deep

Network

le multiple choice questions (590-question benchmark), May 2025

Cisco TAC and CX insights
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- ANNOUNGING

Time Series Foundation Model

- OPEN-SOURCE | ON HUGGING FACE NOVEMBER 2025

Optimized for machine data Accurate and scalable Adaptable to your domain
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Fix and prevent with Al agents
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Human in the loop

Incident Report
= Generation
Agent

Instrumentation Alerting Troubleshooting Remediation

Agent Agent Agent Agent
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Al Canvas

» Single canvas for cross
domain troubleshooting

« Generative Ul with
reasoning built-in

« Keeps NetOps, SecOps,
IT and execs on the
same page
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Al Assistant

= AlAssistant 2
Now checking Splunk alerts...
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© @ AlAssistant 11:05 am

Error logs confirm MX device issues. Packet
capture needed to verify, but you don’t have
permissions.

Error Logs Frequency  Splunk v

150
0

10:00 14:00 18:00 22:00 02:00 06:00 10:00
Time (Hours)

Count
8

Normal (0-50) [} Warning (51-150)

Critical (>150)
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Ask the Al Assistant a question

Assistant can make mistakes. Verify responses

‘e Al Canvas | Network health summary -

Shared Workspace

oL

MX84 Performance Metrics (Last 24 hrs) Error Logs Frequency  Splunk

Meraki
5% 250
2.8% Packet loss 200
a%
« 150
@ 3% ~ g
E] & 100
2% 50 =
1% = 0
10:00 14:00 18:00 22:00 02:00 06:00 10:00 10:00 14:00 18:00 22
Time (Hours) Time (Hou
~—— Packet loss @ Critical point Normal (0-50) B Warning (51-150)

Network Path Visualization: San Jose to Financial Cloud

Thousand Eyes.

S5ms 42ms 15ms 18ms Bms
@ o B ® o &)

San Jose MX84 1sP Internet Cloud Financial
Branch 2.8% Loss Router Edge App

Normal connection Problem connection # Packet loss point

Users

Invite collaborators X

Everyone you invite will have edit access.

[ Will@acme.com

+ Rio Cuzco Flores  + Melissa Gibson

+ Francesco Raieli  + Elisabeth Langley-Jones

Who has access
Only you

< Regenerate Al summary

Ticket #INC-2025032801: San Jose financial

app slowness. MX84 showing 2.8% packet loss
during transaction peaks. Possible correlation
with new SFP in port 1 (installed 3/25). Admin
permissions needed for further troubleshooting.

Cancel m

Many of the products and features mentioned are still in development and will be
made available as they are finalized, subject to ongoing evolution in development
and innovation. The timeline for their release is subject to change.

afraln
cisco



sl AlCanvas | canvas-2025-08-06-17-47-42 - © [ & cenerate report | [ view sctivity | ([N

= Al Assistant v

]

Assistant can make mistakes. Verify responses.







McLaren F1 trusts CISCO s secure

"Our Al compute capability is only as good as the network
connecting it to our data and to our engineers. And Cisco
provides us with the speeds of connectivity that match the
speed of our cars on the track.”

Andrew McHutchon

Head of Data Science -
McLaren Formula 1 Team MCcLaren




A leader in Security & Observability

=IDC OEMA
—
Gartner = E
Leader
Leader Value Leader
2025 Magic Quadrant for European Observability 2024 Radar Report
Observability Platforms MarketScape, 2025 for AIOps

P

GIGAOM ﬁ RESEARCH IN ACTION ‘JJ
o [ T Quadrant
i e
Leader & Fast Mover Leader Overall Leader
2025 Cloud 2024 Vendor Selection Matrix 2024 SPARK Matrix
Observability Radar for Observability Full-Stack Observability

Leader & Fast Mover Top Vendor Overall Leader
2024 AlOps Radar 2024 Vendor Selection Matrix 2024 SPARK Matrix AlOps
for AlOps
Leader & Outperformer Overall Leader

2024 APM Radar 0 M ‘-) I A 2024 SPARK Matrix

Infrastructure Monitoring

Leader & Fast Mover Overall Leadgr
2024 Kubernetes Observability Radar 2023-24 AlOps Universe
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CISCO Engage | TechDay

Next Steps....

Partner with your Cisco

account team il
to super ge your

Observal strategy

Thank you
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