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Introduction to Cisco
Universal Zero Trust
Network Access

Seamless Access
ldentity Intelligence
Zero Downtime
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Traditional ZTNA was designed for
a different time and different needs
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Universal ZTNA from Cisco
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Cisco Al Access

Securing the use of Al

. )

Visibility | eakage prevention Compliant use

1200+ Al applications



SASE: Secure Access integrated with Cisco SD-WAN

Your security strategy for a hyper-distributed world

SASE

Secure Security
SD-WAN + Service Edge
Converged set of cloud networking Converged set of cloud security

End-to-end Assurance with ThousandEyes
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Cisco Universal ZTNA

‘ ‘ Security ‘ Identity ‘
SIS t | ServiceEdge @t Trust

Cisco SASE

\_ ( End-to-end Assurance with ThousandEyes
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Seamless access for all
applications




One client, multiple functions

\ARIN Endpoint Security

Device Network/ Digital Experience SSE
Posture Endpoint Visibility Monitoring (ZTNA, SIA, DNS)
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Flexible journey to universal ZTNA
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Cisco’s modern PoP architecture
« Leverages MASQUE/QUIC, Vector Packet Processing (VPP), and a global peering
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Cisco SD-WAN your way

Flexibility to choose the SD-WAN fabric that fits best for your business

Cisco Catalyst SD-WAN Cisco Meraki SD-WAN Cisco Secure Firewall

Threat Defense
Future-ready, secure networking built Simple, cloud-managed networking Advanced threat protection for a
for resilient enterprises and security made easy secure network

Integrated SASE platform with Cisco Secure Access powers all for unified policy enforcement

afraln
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Hyorid F

Same experience in office
and remote

Resilience with fail-over to
on-prem firewall

No traffic to sensitive apps
flows through Cisco cloud

* Capabilities are planned but not yet available or guaranteed.



Hybrid Private Access for flexible enforcement*

Single set of ZTNA policies used in cloud and on-premise

.
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Zero-trust connections

tees Security Clo

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help @

‘3 Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture).
S Grganization
o Specify Access
y which users and endpoints can access which resources. Help (7

Action

Allow
Allow specified traffic if security requirements are met.

From To

Specify one or more sources. Specify one or more destinations

Neil Patel (neij pm. i ® Excalidraw +1

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help (7

[ Zero-Trust Client-based Posture Profile  custom
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Open | Requirements: None

Private Resources: Excalidraw, SpeedTest-firewall
Nevwork

Objects

Security wWices wvia local network

Secure Connecti
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Using Al apps

Classification: Safety Guardrail

( Toxicity )

How to make a bomb

Classification: Safety Guardrail

( Privacy )

Write a professional email
responding to our client, Alex

Smith, confirming the details of
their invoice for the $1.2M deal
with ACME Company.

Copilot




Developers are users too

alraln
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Stop risky models before they start

03 D ©

Malicious code J [ IP compliance J [ Origin compliance J

— Pre-use enforcement
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Device Support

BYQOD via enterprise managed Google Chrome
Advanced protocol support for Apple, Samsung

Chrome Enterprise Browser Native OS Integration

afraln
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ldentity Intelligence




TN\

of breaches
leveraged identity
as a key component

percent

Cisco Talos Incident Response | Year in Review 2024

CCCCC



Attackers expect you to have MFA

Brute-force or Stolen session
password spray MFA bypass cookies

Physical access Fallback to less Deepfake social
to device secure MFA method engineering at help desk

afraln
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INTRODUCING

DUO ldentity & Access
Management (IAM)
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Duo IAM

End-to-End Unified Identity
Phishing Resistance intelligence

World-class user experience

alraln
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Contractors
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Partners
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|dentity broker
for existing |1AM
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Duo IAM

Unified Identity
intelligence

Security-First
|ldentity

World-class user experience
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Cisco Secure Access Use Case

-~ Duo IAM
Security-First End-to-End
|[dentity Phishing Resistance

World-class user experience
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SailPoint Crowdstrike

Dragos Salesforce

Okta Pingldentity

Cisco ISE
AUthO Cyberark

Microsoft

o Amazon
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Cisco ldentity Intelligence

USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS
| | | | | | |
SailPoint Dragos Crowdstrike
Salesforce
Cisco ISE Okta Pingldentity
AuthO
Microsoft Google Cyberark
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ldentity Intelligence

Continuously assess you are
WhO you say you are

—

Works with existing IDPs s
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Cisco Secure Access Use Case
Duo |IAM

World-class user experience
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« Authenticate once.






te attackers,
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Enforce zero trust using identity context

» Leverage security group tags for granular access policy

,:-1 @
’ Private Apps

Cisco ISE tags

(0 ] Branch
|OT devices il

network Bedside
segment Monitor

I0T Apps
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Security Group Tags (SGTs) based policy

‘tuee’ Secure Access T O Q FayAnnLee

Security Group Tags

Securlf

Name
ANY

AP_EMR_EPG
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End-to-end visibility with
Digital Experience Monitoring

o I ) R
Client WIF] Broadband Network
VERIFYING VERIFYING VERIFYING VERIFYING
PERFORMANCE PERFORMANCE PERFORMANCE PERFORMANCE

J
r27727 7

Historical performance and recommendations
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Simplify troubleshooting

Consolidated view of network and security events to
make troubleshooting easier

Views - Thousand|

afinsights/insigh nagement

"dsds’ Secure Access

Expe

Insights
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Thousand
Experience Insig ogether employee digital experience data so you can understand their journey
sive view into their de

cisions on how

Endpoints summary

Number of endpoints 4 tot Health status
3 0
Unl y @

Online &

Mexico
Cuba

Guatemala:

Nicaragua

User name Location Health status Device name Latency © Jitter

Om

Carol Freeman  Wichita, Kan @ Healthy

United
Kingdom

freland Poland |

Germany

Portugal

Tunisia.
Morocco
Algeria Libya
Western'
Sahara
Puerto Rico i
! Mauritania
Mali Niger
o Bufkina,
Guinea~Z_Faso”

' Nigeria
Ghana

Ethernet

0 Mbps

W Unhealthy

Bolarus

Tirkiye
Syria
. Iraq

Egypt
Saudi Arabla

Ethiopia

os

Micros
Wi

At risk W Healthy

Kazakhstan

P oty
Turkmenistan_

b
Afghanistan’ &

Iran
{__pakistan

Oman

Test time

44

Cisco



Cisco Secure Access X Views - ThousandEyes X Views - ThousandEyes X + v
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Experience Insights © read-only

Powered by ThousandEye
s

Experience Insights brings together employee digital experience data so you can understand their journey

Home to Secure Access and corporate resources. Get a comprehensive view into their device and network
behaviour to identify and resolve issues faster and make informed decisions on how to improve those
interactions. Help 7
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CI1SCO Connect

summary




Cisco clears the path to zero trust

/)i
Proteqt identifcies with Control access across all users Build resilience with optimized
identity intelligence and things for tighter security infrastructure and simplified IT

afraln
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CI1SCO Connect

Thank you bl
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Alternate directory for
third-party users
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Customer challenges we consistently hear

4 N\

- |Interruptions/slowdowns
impede productivity

- Problem detection/
remediation is not
fast enough

- Policy changes create
unintended consequences

e
\ ! Z
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