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AI Maturity Curve in IT

Experiment

Assisted Productivity

Operational AI

Agentic AI

Characteristics:

• Individual experimentation 
(ChatGPT, copilots, internal 
tools)

• No formal governance
• Limited data readiness
• No production AI workflows

IT Impact:

• AI use in documentation, 
research, scripting

• No operational integration

Characteristics:

• Copilots embedded in tools 
(Dev, ITSM, Sales)

• Early AI-enabled analytics
• Some guardrails introduced
• Initial AI governance 

discussions

IT Impact:

• AI-assisted ticket triage
• Automated summarization
• AI-enhanced monitoring 

insights

Characteristics:

• AI embedded in workflows
• Cross-platform data 

integration
• Telemetry consolidation
• Defined AI governance 

model

IT Impact:

• AI-driven anomaly detection
• Intelligent alert correlation
• Root cause suggestions
• Proactive issue detection

Characteristics:

• AI agents investigate and 
recommend actions

• Closed-loop automation 
(human-in-the-loop)

• Context-rich telemetry 
required

• Strong model 
monitoring

IT Impact:

• AI-driven remediation 
playbooks

• Autonomous diagnostics 
across network, cloud, 
SaaS

• Predictive performance 
optimization

Autonomous 
Enterprise

Characteristics:

• Fully integrated AI across 
business and IT

• Continuous learning loo
• High trust & explainability
• AI Assurance framework 

in place

IT Impact:

• Self-healing 
infrastructure

• Business-impact-aware 
automation

• AI-managed capacity & 
performance

“AI Operates as a trusted 

control layer”

“AI acts with oversight”

“AI informs decisions”

“AI helps people work 

faster”

“AI is interesting”
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Domain
insights

Global
visibility

Experience & Service Assurance

Proactive 
monitoring

Digital
experience

Path 

visualization

Natural language 

query

Predictive

recommendations
Event summarization

Anomaly detection & 

alerting

Cross-layer

correlation

AI-powered platform

Cisco ThousandEyes Platform
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How It Works

• Outside-in visibility

• Public facing sites and 
APIs

• Customer experience

• 400+ ThousandEyes 

maintained POPs
• Global scale
• T1/2 DCs, Cloud and 

Broadband providers

• Deployed in YOUR 

environment
• DCs, sites, offices, 

branches, stores…

• VMs, Servers, Containers, 
Cisco HW

• Inside-out, inside-inside

• Internal apps, SaaS, 
network

• Employee / network 

experience

• Last mile visibility

• Internal/external apps, 
SaaS, network

• Wi-fi, VPN, ISP, any app

CLOUD AGENT

ENTERPRISE AGENT

ENDPOINT AGENT

• Deployed on your 

employees' devices
• Home, office, anywhere…
• Laptops, RoomOS, Secure 

Access, Mobile

APPLICATION

NETWORK



ThousandEyes and AI

End User InternetAI User Interface Corp. Network

MCP Servers

Customers | Employees ISP | Transit | CDN
UNOWNED

AI Clients/Assistants
Built-In | Cloud | Custom

Firewall | Proxy |  SSE
OWNED

On Prem | Cloud

Tool Discovery | Auth | 
Request Broker

Enterprise Tools

Enterprise APIs

Applications

LLM

Tools | Databases | 
Filesystems

Monitor and Feed Your AI Ecosystem

A New Generation of Complexity

WHAT YOU CONTROL

Your Infrastructure

•  Internal networks & routing

•  Cloud environments (AWS, Azure, 
GCP)

•  Application code & agents

•  API gateways & load balancers

BLIND SPOT

Internet & CDN paths

WHAT YOU DEPEND ON

AI Provider Stack

•  LLM APIs (OpenAI, Anthropic, Bedrock)

•  MCP Tools (ServiceNow, Jira, Webex)

•  Provider CDNs & edge infrastructure

•  Rate limits & capacity constraints
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MCP Servers
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Monitor and Feed Your AI Ecosystem

CHALLENGE

• Multiple models, systems and environments

• On-prem and cloud based hosted components

• Embedded AI Assistant reliability

• Adoption, scale and security challenges

• Many potential bottle necks across owned and 
unowned infrastructures

PROMISE
• Correlation of multiple systems 

without integration 
maintenance/upkeep

• Rapid RCA and intelligent analysis

• Dramatically reduce MTTI/MTTR

• Advanced data correlation and 
visualization across platforms

• Improve efficiency and satisfaction
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End User InternetAI User Interface Corp. Network
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LLM

Tools | Databases | 
Filesystems

Monitor and Feed Your AI Ecosystem

Assurance for 
Agentic Apps

• Visibility into latency, response times, token 
efficiency, and service availability of LLMs

• Inspect MCP resources validating the state of 
available tools and their configurations

• Validate that responses maintain accuracy and 
consistency

• Assure connectivity across multiple owned and 
unowned environments

Agentic AIOps

• ThousandEyes MCP Server with any 
MCP compliant client/assistant

• Conversational, AI-driven access to 
ThousandEyes data without context-
switching.

• Faster MTTI and MTTR by replacing 
manual navigation/correlation with 
natural language queries.

• Foundational data source in modern 
AIOps environments – correlated 
with other data sources/platforms

AssuranceContribution



ThousandEyes MCP Server
Contributing to the App/Model
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What is Agentic Operations

Autonomous AI systems that observe application, system and network conditions, make intelligent 
decisions, and take actions to optimize operations—without requiring human intervention for routine tasks.

Autonomous 

Monitoring

Continuously observes 
network performance, 

application health, and user 
experience across all digital 

infrastructure.

Intelligent 

Analysis

Uses AI to correlate data, 
identify root causes, predict 

issues, and understand 
context beyond simple 

threshold violations.

Contextual

Decision-Making

Evaluates impact, urgency, 
and business context to 

prioritize actions and 
determine appropriate 

responses.

Automated

Response

Takes corrective actions, 
creates tickets, notifies 
teams, and remediates 

issues while learning from 
outcomes.

ThousandEyes Role: Provides the comprehensive visibility that agents need to make informed 
decisions for assurance.
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Why Agent Operations Matters

Critical for Modern Hybrid Networks:  As networks become more complex (cloud, SaaS, SD-WAN, multi-cloud), the volume 

and complexity of monitoring data exceeds human capacity. Agentic operations transform this data into actionable 
intelligence at machine speed.

Reduced Operational Costs

Automate tier-1 triage and routine 
troubleshooting, allowing engineers 
to focus on strategic initiatives.

24/7 Coverage

Continuous monitoring and response 
without staffing constraints or alert 
fatigue.

Speed to Resolution

Minutes instead of hours. Agents 
detect, analyze, and remediate 
issues faster than manual workflows.

Business Impact

Correlation Across Data 
Sources

Combine ThousandEyes path 
visualization with BGP, DNS, and 
endpoint data for complete 

context.

Technical Advantages for Operations

Predictive Problem 
Detection

Identify degradation trends 
before they impact users or 
trigger SLA violations.

Intelligent Alert
 Filtering

Reduce noise by understanding 
which alerts represent true 
business impact vs. transient 

issues.

Continuous 
Learning

Improve accuracy over time by 
learning from past incidents and 
remediation outcomes.
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ThousandEyes MCP Server

Agentic AIOps

Lightweight protocol connecting AI agents to tools, APIs, databases, and filesystems

Secure, scalable client/server architecture for AI-powered workflows

Simplifies integration by providing a uniform interface to diverse infrastructure and operational tools

Critical component for customers building Agentic AI frameworks, tools and platforms

What is Model Context Procol (MCP)?
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ThousandEyes MCP Server

Conversational, AI-

driven access to 
ThousandEyes data 

without context-

switching.

Faster MTTI and MTTR 

by replacing manual 
navigation/correlation 
with natural language 

queries.

Expands user base from 

dedicated NetOps 
engineers to any 

technical stakeholder 

using an AI assistant.

Positions ThousandEyes 

as a foundational data 
source in modern AIOps 

environments.

1 2 3 4

Value

Core Monitoring & Investigation Network Path Analysis Endpoint Monitoring

AI-Powered Skills Advanced AnalysisAccount Management

• ThousandEyes Assistance

• Troubleshooting

• Views Explanation

• Get

• Path Visualization 
• BGP Test Results

• BGP Route Details 

• List: Tests, Events, Alerts

• Get Details: Tests, Events, Alerts

• Search Outages

• List

• Endpoint Agents
• Get

• Endpoint Agent Metrics

• Get Account Groups • Get Anomalies

Tools



© 2025 Cisco and/or its affiliates. All rights reserved.

ThousandEyes MCP Server

AI Model(s)

AI Assistant (Client)
• Claude

• Cursor

• Copilot

• Circuit*

Agentic AIOps

Customer’s Building Agentic 

Applications for employees 
and customers
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Leadership

ThousandEyes MCP Server
Current Customer Personas

ThousandEyes 
Power User

IT Operations

• Leverage advanced 
data analysis, incident 
and RCA reporting

• They LOVE what MCP 
does for them

• Interact with the data 
the way you want

• Isn’t a day-to-day 
ThousandEyes user

• Allows them to leverage 
the DATA – without 
needing to be in the UI

• More value across the 
orgainization

• Thinking about agentic 
AI and how it can help 
their teams

• MCP allows us to be 
part of your strategy 

• Strategic Vision, 
QUICK AI WIN

Agentic AIOps
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ThousandEyes MCP Server
What Does this Mean

Data is (still) Valuable
ThousandEyes uniquely collects data, 
now customers can leverage AI to 
correlate the data and derive conclusions 
much faster than ever before with little 
experience. 

Integrations and APIs
“The decoupling of integration and 
correlation”

Say goodbye to “can you integrate with X”.  
Integration with a customer IT environment has 
always been a challenging goal.  Data correlation 
and normalization across platforms can now be 
done fast and more accurately with AI will 
minimal effort from the customer. 

Time to Value Decreases

Exposure/Adoption Increases

The time it takes to arrive at conclusions 
using ThousandEyes data goes down 
significantly.  The AI client can correlate 
the data and provide root cause and 
remediation recommendations.  

No longer will customers be required to 
understand our UI, or how to analyze the 
data to get value.  This allows non-
technical or general IT Ops personas to 
get value from ThousandEyes. 

Agentic AIOps
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ThousandEyes MCP Server

Agentic AIOps
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AI-Driven Intelligence
Low Touch, No Touch Assurance

● Dynamics Baselines

● Views Explanations
o Automatically identifies fault domain reducing the 

time to identify root cause

● Predictive Analytics & Events
o Forecasts potential disruptions, allowing teams to 

act before users are impacted

● Cisco AI Assistant integrated into ThousandEyes
o Summarizes, explains, and provides troubleshooting 

steps for network issues using natural language
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AI Canvas
Agentic AIOps

• Single canvas for cross 
domain troubleshooting

• Generative UI dashboard with 
AI reasoning built-in

• Support data from Meraki, 
ThousandEyes, Splunk, and 
more
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Agentic AIOps

file:///Users/bdonoghu/Downloads/Microsoft%20Teams%20Outage%20v2(2).html

file:///Users/bdonoghu/Downloads/Microsoft%20Teams%20Outage%20v2(2).html


Assurance for Agentic Applications
Beyond Availability



The Visibility Gap
AI applications span your infrastructure and external providers. Current tools only see half the 
picture.

WHAT YOU CONTROL

Your Infrastructure

•  Internal networks & routing

•  Cloud environments (AWS, Azure, GCP)

•  Application code & agents

•  API gateways & load balancers

BLIND SPOT
Internet & CDN 

paths

WHAT YOU DEPEND ON

AI Provider Stack

•  LLM APIs (OpenAI, Anthropic, Bedrock)

•  MCP Tools (ServiceNow, Jira, Webex)

•  Provider CDNs & edge infrastructure

•  Rate limits & capacity constraints

APM Tools PARTIAL

See application traces but blind to 
network path issues

Visibility:

App 
traces

Code 
spans

Network path Internet hops

LLM Observability PARTIAL

Track tokens and prompts but assume the 
network works

Visibility:

Tokens Latency Root cause Path issues

Provider Dashboards PARTIAL

Show usage stats but no diagnostic 
capability

Visibility:

Usage 
stats

Status 
page

Your path Diagnostics

When your AI agent fails or slows down, where do you look?
API gateway?     Provider infrastructure?     Internet routing?     CDN issues?     Regional capacity?



Key Monitoring Considerations for AI
See across the entire AI delivery path—from your infrastructure to every provider endpoint.

LLM APIs

• OpenAI, Anthropic, 
Bedrock

• Response latency & 
availability

• Token throughput 
monitoring

• Regional endpoint 
health

MCP Servers

• ServiceNow, Jira, 
Webex

• Tool call latency

• Integration 
availability

• Error rate tracking

Vector DBs

• Pinecone, Weaviate, 
Chroma

• Query response 
times

• Embedding retrieval

• Database 
connectivity

Network Path

• Internet routing 
analysis

• CDN performance

• Path visualization

• Hop-by-hop latency

WHY THOUSANDEYES

Vantage Points

Test from 400+ global cloud agents + your 
enterprise agents

Path Visualization

See every network hop between you and AI 
providers

Proactive Detection

Identify issues before users experience them



Three Gaps Nobody Talks About
Where AI monitoring falls short today

Availability Without Quality

Your pipeline returns 200 OK, but 

the answer is fabricated. Uptime 
metrics say everything is fine. Your 

customer says otherwise.

Latency Without Context

A 4-second response looks 

normal. But if one pipeline stage 
consumed 3.8 of those seconds, 
you have a ticking time bomb. No 

tool surfaces this.

Observability Without 
Assurance

Token-level telemetry tells you 

what the model did. It doesn't tell 
you whether the answer was 
correct, grounded, or safe.



Your Version of This
Three questions to sit with

How many stages are in your AI pipeline?

Most leaders can't answer this. If you can — how many of those stages are monitored?

When was the last time you validated output quality?

Not model accuracy on a benchmark. Your production AI, answering real questions, today.

If your AI hallucinated right now — how long until you'd know?

Not 'the model went down.' A confident, well-formatted, completely wrong answer. How many hours? Days?



Assuring AI with ThousandEyes

End User InternetAI User Interface Corp. Network

LLM Server

MCP Server

Employee Device ISP | Transit | CDN
Browser/App LLM Interface

Firewall | Proxy |  SSE

Cloud Provider

Tool Discovery | Auth | 
Request Broker

Enterprise Tools

Enterprise APIs

MCP Clients

LLM API

Tools | Databases | 
Filesystems

• Visibility into latency, response times, token efficiency, and service 
availability of LLMs

• Inspect MCP resources validating the state of available tools and their 
configurations

• Validate that responses maintain accuracy and consistency

• Comparing performance of multiple models

• Assure connectivity across multiple owned and unowned environments

Going beyond basic availability



End-to-End Test Architecture

1

API/Transaction Test

Application Logic

• Custom token 
utilization checks

• Rate limit 
threshold alerts 
(80/90%)

• API response 
validation

• Login -> Token -> 
Prompt flow

• Vector Database 
Monitoring

2

HTTP Server Test

Connection Layer

• DNS resolution 

time
• TCP connect 

latency
• SSL/TLS 

handshake
• Time to first byte 

(TTFB)

3

Network Test

Path Analysis

• Hop-by-hop 
visualization

• Packet loss per 

segment
• Latency 

breakdown
• ISP/provider 

identification

4

BGP Monitoring

Routing Layer

• Route hijack 
detection

• Path change alerts

• Upstream provider 
issues

• Traffic blackhole 
prevention
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We Can Provide AI Assurance TODAY

Assurance for Agentic Apps
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The Power of Cisco
Assurance for Agentic Apps

AI Networking

Deliver AI everywhere with intelligent 
networking purpose-built for high 
performance, simplified operations, 
and security at scale.

Secure AI Factory

Accelerate AI deployment with a 
modular and validated design that 
combines infrastructure, security, and 
observability.

ThousandEyes Assurance for Agentic Apps is essential as Cisco helps you build 
your AI Ecosystem  

AI Defense

Protect AI development and usage 
with visibility, guardrails and real-time 
threat intelligence designed for 
emerging AI-specific risks.
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“AI won’t replace humans. But humans 
who use AI will replace those who 
don’t.” — Sam Altman



Thank you
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