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The Future of Network Security is DISTRIBUTED

Need to
Eliminate
East/\West
Network
Blindspots

Need for Rich
Application
l[dentity &
Context




Inserting security controls at every juncture

of user, device and applications interaction
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Policy gaps Delayed threat
Manual & siloed policy - detection & response
management D Disjointed telemetry
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Focus on outcomes,

etk Security Cloud Control

@) Organization
~+  ACME Corp >

not management |

7% Home

Home

Top insights & alerts 10 new insights - 24 hours

Q, search

Kit Johnson
Acme Corp

e A @ Q|

Set default homepage

Services
@ sasE Management

77 Mesh Policy

Start with the customer’s
security requirements

Products

w Firewall
B Catalyst SD-WAN
@) Hypershield

Multicloud Defense

.\

Drive product adoption faster
with new capabilities

Accelerate innovation while
reducing operational overhead
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W Favorites >

'.l Common Objects

Security Devices

g Platform
7 Administration

Eleph flow spike observed © Critical

Traffic has risen steadily over three weeks with
some large flows consuming excessive
bandwidth, necessitating intervention to avoid
performance issues.

This one has more content

performance issues.

View details View details

Elephant flow spike observed © Critical
Traffic has risen steadily over three weeks with
some large flows consuming excessive

bandwidth, necessitating intervention to avoid

This one has more content

Elephant flow spike observed © Critical

Traffic has risen steadily over three weeks with
some large flows consuming excessive
bandwidth, necessitating intervention to aveid
performance issues.

This one has more content

View details

Some other concern ‘& Warning

Traffic has risen steadily over three weeks with some large flows consuming
excessive bandwidth, necessitating intervention to avoid performance issues.
This one has more content

View details

Some other concern ‘4 Warning

Traffic has risen steadily over three weeks with some large flows consuming

excessive bandwidth, necessitating intervention to avoid performance issues.

This one has more content

View details

Connectivity status

15%

Disconnected assets

T 8% since yesterday

B comnected [l Disconnected [} Pending
Workload attack framework ©
Initial Access Execution Persistence Privilege Defense

Escalation Evasion

Workload security

© Disconnected assets 15% (13,248 / 86,250)

Source Count 24hr A

v Firewall devices 250 A~ 1%
FTD ASA  cdFMC

View firewall devices

> Universal ZTNA Firewall devices 45 ~7 5%

> Network tunnel groups 38 =

> Resource connectors 8 -

> Cloud accounts 1 =

> Tesseract security agents 12,942 4%

> Workload agents 19 -

Secure Workload 33

Credential Discovery Command and Exfiltration
Access Control

A Under attack? | v

Talos Intelligence

Latest bulletins ' Customer-exclusive

Critical SMBv3 remote code execution
vulnerability

© You are exposed

Microseft released an out-of-band patch for
CVE-2020-0798, a code execution vulnerability
SMB client and server for Windows. An
unauthenticated attacker could exploit this
vulnerability to execute remote code. Snort
rules 53425 - 53428 protect against
exploitation of CVE-2020-0796.

Latest blogs

THE

NEED TO ™
ﬂn“‘KNOW

TaLos

Cybersecurity on a budget: Strategies for an
economic downturn

11/11/2025 by Jerzy "Yuri' Kramarz, Nate Pors, David Roman
This blog offers practical strategies, creative
defenses, and talent management advice to help
your business stay secure when every dollar counts.

View article (7

TaLos

Uncovering Qilin attack methods exposed through
multiple cases

10/26/2025 by Takahiro Takeda, Jordyn Dunk, James
Nutland, Michael Szeliga

Talne i i tha Nili

Hypershield :

alraln
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Modern Secure Access
Services Edge




Cisco SASE

Secure SD-WAN -~ Secure Services Edge - |dentity First

Commercial and Enterprise Cisco Secure Access ISE + Identity Intelligence

Recent Developments

Unified Cloud Management Unifying Secure Access for Cisco SASE Duo IAM
Single dashboard for Meraki, Integration with Catalyst, Runs standalone as primary IdP,
Catalyst, all next-gen devices Meraki and Firewall SD-WAN directory and SSO, or integrates
with existing IAM as an identity broker
8000 Series Secure Router Market Access
Next-gen firewall, SASE-ready Expanding Points of Presence (PoPs), Identity Intelligence
Secure Access for Government Create one converged view of
FTD-200 Secure Firewall identity across an organization

Specific to primarily security
buying motion

© 2026 Cisco and/or its affili cisco



Centralized Policy and Objects

Admins will have one place to manage
Network and Security SASE policies

Common Objects Service:

Admins have one place to manage
objects via a cloud service. Network
objects will be the first to be unified

« Manage Network and Security
Policy from a single place, removing
the need for separate dashboards

« Define objects (network objects)
once to use in both Network and
Security policies for better ease of
use, extensibility, and management

tees Security Cloud Control

SASE Policy

Organization
ACME Corp

€ Platform menu

SASE Management Device policies  Cloud access policies

Policy groups S Applica

nifiedPalicy &

SO

MXC1_SDWAN_SSE_UnifiedPolicy &
S0 ¥

nifiedPolicy ¢

nifiedPolicy &

ROME1_SDWAN_lloT_UnifiedPolicy

. Kit
Y @ R 2 Business Corp, Ine

Last updated on
Jul 10 2025 15:42

Jul 16 2025 14:45

admin




Hyorid private access

Same optimized experience

Sensitive data stays private

Fail-over to on-prem firewall

L

REMOTE CAMPUS

Q ‘ N

Capabilities a



Evolution of Firewalling




Firewalling needs to evolve to meet today’s challenges

Stateful Firewall
1990-2007
BI\VEIES Growing internet access

Basic attacks

Need perimeter control

Needs Tracks connection state
Filters by IP/port

Basic traffic control

© 2026 Cisco and/or its affiliates. All rights reserved.

Next Generation

Firewall
2008-2024

Rise of SaaS/cloud apps
Mobile users

App layer threats

App & user aware
Integrated threat prevention
SSL/TLS decrypt

Hybrid Mesh Firewall

2025-

Increasingly distributed apps
Rise of Al

Zero trust imperative

Hyper-distribution
Integrated Al protection

Al-powered management

]
cisco



Security platform
with enforcement points everywhere

Security Cloud Control

O "’
e 7| |LZ e | | seEBm e s @
Cisco Firewalls 3 Party Firewalls Smart Switches Workload agents
Physical | Virtual | Cloud | FWaaS
Macro Segmentation > Micro

Define policy once, enforce everywhere



Isco Encrypted Visibility Engine

Visibility to malicious flows in encrypted traffic without decryption

Machine learning Processes 1 B+ Processes 10 K+
(ML) technology TLS fingerprints malware samples daily
-




Eve changes the game on decryption
Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine (EVE)

High risk

~0.6% of flows

EVE Risk Medium risk

Score . < Decrypt and inspect further>
~3.4% of flows

Low risk

v

~96% of flows
alraln
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The leading IDPS, now with zero-day protection

Snort ML extends IDPS protection to unknown variants of common attacks

© Q@

E: E:

. -

N 2 =

' Known SQL injection attack X)) = £

i - 5 S

c C

;@é L . BN N &
Zero-day SQL Injection variant ; : —

_________

(Deep learning model)

Powered by TALOS Intelligence -

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



alian,  Firewall Management Center

Search Yo ’ bspry@tmedemos.com v
CISCO  Qverview /[ Dashboards / Dashboard Q Q@ @ @ pry@

P Create Report
Home
Summdry Dashboard (switch dashboard) S
L] Provides a summary of activity on the appliance
Overview
Network X Threats Intrusion Events Status Geolocation QoS Zero Trust Encrypted Visibility Engine Shaw the Last [ 1hour v ] 0o
hil
Analysis
Add Widgets
9
Policies > Unique Applications over Time — X > Top Web Applications Seen — X > Top Client Applications Seen — X
121 Application + Total Bytes (KB) Application v Total Bytes (KB)
Dovicas Ll L & ] Ubuntu Update Manager 34112.77 ] Advanced Packaging Tool 34,478.07
8 - ] Ubuntu 405.35 ] SSL client 3412
1 Mozilla 18.15 ] Firefox 9.33
y " J Docker 11.03
Objects 2 B S
2«
& ’ 0 - T T : !
Integration 13:20 13:30 13:40 13:50 14:00 14:10
> Traffic by Application Risk — X
Risk \ Total Bytes (KB)
Very Low 69,406.34
Medium 34,200.88
High 11.03
> Top Server Applications Seen — X > Top Operating Systems Seen —i X
> Traffic by Business Relevance - X No Data No Data
Business Relevance  Total Bytes (KB)

Medium 69,454.96



Security Cloud Control

Introducing multi-vendor intent-based policy

O ==
'lclli.f;::lc;' FEiRTINET Juniper
Absorb and optimize Change enforcement No rip and
existing rules points, not policy replace

© 2026 Cisco and/or its affiliates. All rights reserved.
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Policy management using Security Cloud Control

Public Cloud Cge?

% ERP App

SECURITY CLOUD CONTROL é

Policy is placed intelligently across
Cisco and non-Cisco Firewalls

i i i

m Data
Data Center B

alraln
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Market-leading segmentation: Secure Workload SaaS

Zero trust segmentation across any workload, any environment

Enterprise Scale

Single deployment supporting
thousands of workloads

Market Leadership

&

Flexibility

Agentless (firewall, cloud, ACI) and
agent-based enforcement for any
environment

© 2026 Cisco and/or its affiliates. All rights reserved.

&

Trusted

10+ years in production, trusted by
customers and recognized by
analysts

alraln
cisco



Enhancing Secure Workload with NEW enforcement points

ISE

© 2026 Cisco and/or its affiliates. All rights reserved.

1 @ "

Secure Firewall

Agentless

7 S

ACI

Cloud Provider
Security Groups

eBPE

)

ooooo|
0oooo

E‘BBBBL:j D%

Secure Workload,Ioadr A ?H“éé%

Agent (Host O(%)ombiwis'rﬂﬁlity, detection,

HYPER SHEdJalent Agent
%t”ﬁe

& enforcement

alraln
cisco



Security infused into the data center fabric

Ultra £thernet
Cisco N9300 Series e
. Se Lases
Smart Switches
Shipping ) Security Cloud Top of Rack segmentation

~—— and enforcement

Control \ )
N9324C-SE1U
Cloud Edge*
24-port 100G

800G Services Throughput : g

Orderable ) — — | Zone-based segmentation*®

\ J
| “
o e A

N9348Y2C6D-SE1U
48-port 1G/10G/25G, 6-port 400G, 2-port 100G
800G Services Throughput

Data Center Interconnect®

*Limited scenarios

alraln
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Live Protect - CVE Mitigation for Nexus NXOS Switches

No Downtime or Immediate PSIRT Software Upgrades

—

Q fisco.com

«=]->

— Cy

APIC/NX API

Nexus Dashboard
Cisco generated eBPF based shield

-
Privilege escalation

Root NXOS or iNXOS
API e e e e e e m——— - N
CLI 1
File IO CVE . Userspace :
Control-plane mitigation OS k | '

shield Sile :

oy

Shipping Nov 2025
Live Protect NXOS 10.6(1) NXOS 10.6(2)

Data Center is critical infrastructure:

« PSIRTSs require large switch fleet upgrades (100s-
1000s)

* Require testing, planning, multiple maintenance
windows

* High cumulative downtime - high MTTR

Live Protect workflow:
« Support on Nexus CloudScale and Silicon 1 switches
« Download compensating controls from cisco.com
« Tetragon agent applies eBPF policy CVE shields
*  Monitor mode
« Enforce mode

Benefits:

* Nexus is 15t to market

« Arista, Juniper, Aruba, etc ... don’t have it

» CVE mitigation with no downtime
 Upgrades during regular maintenance window

March 2025 July 2026 July 2026
NXOS 10.6(3) NXOS 10.7(1) ACI 6.2(3)

Roadmap 6 6

Observability policy Privilege escalation
CloudScale CloudScale & S1

© 2026 Cisco and/or its affiliates. All rights reserved.

o O o—

Privilege escalation Network control Live Protect alial,
enhancements CloudScale & S1 (Planning) clsco
CloudScale & S1 (Planning)



Security becomes consistent, everywhere

el Security Cloud Control Q searct

* Organization

= Acme Corp. > ,.
ts 10 new insights - 24 hours " I bI t d .
. Available to a
ﬁ Home 2 observed © Critical Elephant flow spike observed & critical Elephant flow spike obser
ily over three weeks with Traffic has risen steadily over three weeks with Traffic has rise
uming excessive some large flows consuming excessive some large fi
Monitor ing intervention to avoid bandwidth, necessitating intervention to avoid bandwidth, nec: . . .
o e Cross-product policy experience with
R itent This one has more content This one has more conten
&8 insignts > Mesh Policy Engine
||¢'$ Investigations > m S Some other concern (WG J
ily over three weeks with some large flows consuming Traffic has risen steadily over three we
necessitating intervention to avoid performance issues. excessive bandwidth, necessitating intervention to avoic
e Events & LOQS > itent This one has more content

View details

Reports & Analyties > Protect Al apps using Al Defense integration

TEee i with Secure Access and Secure Firewall

Disconnected assets ]
. Al Agents >
- Source Co
-] ) ~ Firewall devices
2% Policies >

FTD ASA  cdFMC

Users & Objects 1 5 %
> Universal ZTNA Firewall devices

" Inventory Secure Workload policy into Secure Firewall

Network tunnel groups

v

v

v

1T 8% since yesterday
Resource connectors J

Topology >

LA
Q& Tools >

v

Cloud accounts

v

Tesseract security agents

~

Workload agents
iconnected B FPending 9

“ Secure Connections >

Secure Firewall virtual fully orchestrated

@ platform Management > mework © in the cloud
on Persistence Defense Credential Discovery Lateral J
m Product navigation Evasion Access Mover
@ o 3 0 1
alraln
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Agentic Ops
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AgenticOps
capabilities In
Security Cloud
Control

Zero Trust Access Policy Creation
VPN Capacity Planning

Elephant Flow Remediation
PCI-DSS Compliance

Firewall Policy Optimization

|

el Security Cloud Control

& Organization
= Acme Corp

< Platform menu

Firewall

BS  Dashboard

Monitor

I @ Insights & Reports

& Events&Llogs

Manage

° o

°% Policies

.A' Objects

iim Security Devices

() security Connections

Administration

10

Platform services

B Favorites

ﬁm Security Devices
Q

el

Platform management

Agent jOb summary page Last updated: 2 minutes ago

Completed jobs

200 -

7 18.5% vs. prior week

New jobs

100 ©

A7 18.5% vs. prior week

In progress jobs

288 -

»7 18.5% vs. prior week

2 Most active agents

Top used : Compliance agent

1. Best practices agent
2. Automation Agent
Al Network Agent

4. Compliance Agent

13

Security Agent

2000 / 4.4

2000 /4

2000 / 4.4k

2000 / 4.4k

2000 / 4.4k

588

Total Jobs

Q Type ‘Ctrl’ + /' to search

Top performing agent today

Al network agent

No of jobs completed

Ai net..

Compli..

Best P.. Site to..

Targeted availability: May 2026

(C A0

S 12
10 - L 2 v 0 e (3

Auto

o) ® @

@

Q | & admin v 3
Data grid view ‘) Dashboard view

Policy agent
1 ngh.ﬂ 5 Awaiting for response

) c——
® 10 Completed ® 7 In progress @ 5 Ne%

Compliance agent
3 Awaiting for response

® 5 Completed ® 12 In progress © 13 New

G Automation agent

‘ |

Best practices agent

3 Awaiting for response

® 20 Completed ® 5 In progress @ 4 New

3 Awaiting for response
R Rk  ————

@ 14 Completed ® 2 In progress @ 1 New

Inprogress VS awaiting approval AlPol... v

2 H 1L

QN0 b ; T e

S : : :

o :

o il
Mon Tue Wed Thur Fri Sat Sun

. In progress . Awaiting response

Micrc


https://www.figma.com/proto/xGR3dV554YaP3uWP9SBxIn/CL-EMEA-2026-Demo?page-id=1050:66498&node-id=1378-164579&viewport=4694,-283,0.25&t=kIS8usUqqPG4keiH-1&scaling=min-zoom&content-scaling=fixed&starting-point-node-id=1378:164579&show-proto-sidebar=1&hide-ui=1

Inline Policy Analyzer & Optimizer

Anomalies detected ®

We have detected anomalies in your rule set. Resolve these to optimize your device's performance

 Detects and shows anomalies

Nowris B Alow ©®8 Sources . | | Destinationsa-ndapp\ications | | proa Ctlvely Whlle ma klng rule
“ @, & > @ @3 8 ; @5 @ : - R
b = o o changes in a policy and saving it.

Europe Europe

Redundant rules 15 Shadowed rules 2

 Detects Redundant & shadowed
S rules.

@ &8 @5 @877 8 7 @77 @ - Requires AlOps onboarding to be
complete to have inline optimizer
— enabled in Access control policy

Rule 12 page

Rule 16

Rule_name [BAllow %8

Europe Europe

Rule 16
Rule 16
Rule 16

Rule 16

v vV v v v v v 2

Rule 16

Cancel [ Discard current rule ] [ Edit current rule ] Apply current rule

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Adaptive Policy Insights - From Port-Based to App-Aware Security

€ Return to Policy Analyzer & Optimizer P b | .
roblem:

Access Control Policy12

2019-11-04 00:58:45 ; 2019-10-04 00:24:45%

Summary Duplicate Rules(323) Overlapped Rules(145) Overlapping Objects Per Rule(157) Expired Rules(10) Mergeable Rules(20) Policy Insights Change log L4 Ma ny firewa ” rules a re Created Witho ut

specifying applications (only ports).

Hit Counts Insights  These broad rules increase exposure

Hit Count data shows you how often a rule's criteria matches network traffic. Use the filters to identify ineffective rules so that you can reconfigure them or delete them beca use any app/ica tl'on Ca n paSS th roug h .

. , « Admins often lack visibility into which apps
o App Specified i

There are rules of access control policy that have no application specified and allow any application on the configured policy which leads to security risk. These port base rules can be made app base rules to make them safe and secure a re USI ng those ru | eS .

Rule Name Apps Allowed Apps Seen Modified Created

Solution:

1 Rule-test-allow-name1 any 2 6-03-2022; 10:30:45 h

Rule-test-allow-name10 any 2 0:30:45

» Highlights all rules without app context.

16-03-2022; 10:30:45 20- 20 * Shows the actual applications flowing
; . through those rules, along with their

: 30 o ‘ security risk.

. : — « Allows admins to update rules with
application context, reducing attack
surface and improving security posture.

Rule-test-allow-name20
Rule-test-allow-name30 2 16-03-2022; 10:30:45

Rule-test-allow-name20 any 16-03-2022; 10:30:45

Rows per page

"Make every rule app-aware and stop blind
spots."

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



NAT Policy Analyzer & Optimizer

AlOps / Policy Analyzer and Optimizer
< Policy Analyzer and Optimizer

Rel_ACP_only & Download analysis report
Policy last analyzed :01/16/2025, 12:19:35 Policy last modified :01/16/2025, 11:58:37

Summary  Duplcate rules (57  Detects rule anomalies across
R —— Network Address Translation

. . . - . N
A shadowed rule is a rule that will never evaluate network traffic because the traffic matches the criteria of a preceding rule in the policy, and the preceding rule takes action before the shadowed

s Policy available in the cdFMC
( tenant

Fully redundant rules (57) v

» Reports about Shadowed rules

that removing the redundant rule would have no impact on traffic evaluation. Learn more.

and reduhdant rules .and provides
B F—— . remediation suggestions

= Observation - 1 1 rule is fully redundant by rule ‘'OTT_Non_Domain_Block’ To address the identified redundancies

e « Option to download analysis report

Type Rule status - Direction Source Destination Original source @ Original Deg the implementation of these rules will be
interface objects interface objects Transiated source Translated  staged and won't occur immediately. . e oo
i * F|6X|b|||ty for user to select Sp@lelC
hanlel)  EAEED 1 g 192.168.1.1 192.168.1.1 ©.0.6.8/8 203.0.11| B3 Manual rules

ki N Ko anomalies & remediate.

O Disable all selected

e « Abllity to apply the changes in the

Type Rule status - Direction Source Destination Original source @ Original Deg @) Delete all selected .
interface objects interface objects ransiated source @ Translated ¢ p O | C y
Confil tagil 1l
s O hetis) 2 - 192.168.1.1 19.8.9.2 ©.0.0.8/8 203.0.113.2/24 203.8.113.2
Dynamic - 192.168.1.180 192.168.1.10@
C
Manual @ Active & = 179 1R a2 109 140 A 4 anv co oy I

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Software Upgrade Planner

W5 Security Cloud Control Q search BERCRCGRCE | 2 T eocon v » (Custom analysis of PSIRTs
e nosemee and bugs based on current
— Software Upgrade Planner Last updated: 24 hours ago & Download report Go to product upgrade (7 customer versions.

|dentify and mitigate relevant

a Device summary Security vulnerability and bug fixes Viewall > rlS kS b efo re U pg ra d | ng .
a 4, 7 ~ 3

Upgrade recommendations available Total available fixes Security vulnerability fixes  Bug fixes

« Suggests best major and

*

¢ _ _ Minor versions which aligns
on [ Q Search ] [ Device model v ] [ Current version v ] [ Status v ] 7 results . -
! | | . with your stability and
° Device Current version Recommended versions Upgrade status . .
‘ innovation preferences.
.;E (E:;iI;I:(;EF;IE::waIIThreal Defense 2140 . 7777777777777777 O 77777777777777777 @ 77777777777777777 O Upgrade to v

' @ oo ™ L e o' « No more manual research to

Cisco Firewall Threat Defense 1140

o determine upgrade paths.
BLR-543 ()sesmememeazacaces e (¢ premmtonsommasons O Upgrade to v i
Cisco Firewall Threat Defense 4145 73 7311 742 76 G et u p g ra d e V e rS | O n

PO s R S 0" — recommendations instantly

Cisco Firewall Threat Defense 9300

tailored to your environment.
SAN-1700 .

alraln
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Renewal Upgrade Planner

“duil Security Cloud Control

& AlOps Insights

Q search

Upcoming End-of-Life for BLR-05-FW2100

© cri i

@ @ 0 8 ‘ :grr:;nCorp

Generate Report @

a
Description Impacted device
3 (=} - 05-1 1
e Device BLR-05-FW2100 (Cisco Firepower 2100) Security Appliance is approaching its End-of-Life (EOL) date on November 15, 2025. After this £ BLROS EWZ100
date, Cisco no longer provides software updates, security patches, or technical support, which may pose operational and security risks.
-
- * EOL Date Remaining time : 220 days
on
)
LE Device with similar Model
sse Device name Location Software version Last supported version
. BLR-887 1010.7.252 : 448 6.41 72
A
MUM-818 1010.5.352 : 443 6.4 7.4
a
BLR-898 1010.8.258 : 443 6.42 74
= VPN-9888 1010.5.357 : 445 642 7.4
] ZTNA-821 10108.922: 443 7.4 74
Cisco’s ded - R | upgrade d Product Recycling

Begin planning for a replacement strategy to ensure continued network security and performance.

Cisco Firepower 1000 Series

G OSversion 78
Form Rack mounted
Throughput 1.4 Gbps (1x faster}
Performance Up to 15K VPN sessions
Interfaces 1-5 Gbps Interfaces

7 View data sheet

Cisco Secure Firewall 4200 Series
5L OSversion 7.8
Form Rack mounted
Throughput 2.4 Gbps (1x faster)
Performance Up to 50K VPN sessions
Interfaces 1-10 Gbps Interfaces

(7 View data sheet

© 2024 Cisco Systems, Inc.

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Firewall 3100 Series
S OSversion 78
Form Rack mounted
Throughput 2.0 Gbps (1x faster)
Performance Up to 30K VPN sessions
Interfaces 1-7 Gbps Interfaces

7 View data sheet

Cisco Firepower 1000 Series

B2 OSversion 7.8
Form Rack mounted
Throughput 1.4 Gbps (1x faster)
Performance Up to 15K VPN sessions
Interfaces 1-5 Gbps Interfaces

3 View data sheet

Product Recycling
Our to lifecycle

The Cisco Takeback and Recycle program helps
businesses properly dispose of surplus products
that have reached their end of useful life. The
program is open to all business users of Cisco
equipment and its associated brands and
subsidiaries.

3 Know more

Talk with expert

& 63

Get a call from Sales Call Sales

7 Submit request 1-800-121-3117

(9:00am-6:00pm)

Privacy policy  Terms of service

List ASAs and FTDs reaching End of Life (
EOL) in the tenant.

Recommends FTD models to renew/refresh
with based on newer models released.

Provides quick access to data sheets &
release notes for further details on the
specification.

In product notifications and reports about
EOL available for customers

alraln
cisco



Internet & Network Outages visibility with Thousand Eyes Integration

‘dutli Security Cloud Control Q search P N ® Q@ | Q f\gvr-nneoca;p <
= Problem:
*»
Al Ops summary Last2a hours v 3}
a « When apps or internet services go down (e.g. Microsoft 365,
4 Microsoft Outlook Outage 1 Upcoming End-of-Life for BLR-05-F... 5 Access Control Policy Anomalies 2 Blocked 150t o
a , , Salesforce), IT teams often struggle to know:
Microsoft outlook application is facing outage Device BLR-05-FW2100 Security Appliance is AlOps has detected 65 anomalies in 5 different Review the latest tt
& and there are several users afffected by it approaching End-of-Life (EOL) on Nov 15, 2025. Access Control policies enhance your firew ° |S It th e n etWO rk the a pp | ICatI O n p ron d er O r O u r fl reW al | ’?
Impacted datacenters: Impacted devices: Impacted policy: Impacted users: ’ ’

®

« How widespread is the issue (global vs local)?

) \ *  Which users or sites are impacted?

* « This lack of visibility slows root cause analysis and leads to wasted
time troubleshooting problems outside your control.

‘48 Security Cloud Control Q search * & @ Q® | K Slﬁ;ffﬂéc.sco com ¥
= & AlOps Insights
Internet and Application Outages Last 24 hours v/
*»
2 Overview Internet Outages Application Outages
a
60 ﬂ
Py -
- t ) anllafla T aln dB 0 Inal  alleallbdim ol ’L N ofl n o alon S i .
~7125% in past 2 weeks 9:00 AM 12:00 PM 3:00 PM 6:00 PM 9:00 PM 12:00 AM Ol Utlon .
£
<

- + ThousandEyes Internet Insights integration into AlOps for firewall
,Af & & provides real-time visibility into internet and application outages.
o What is broken?

. @ @F o Where is the impact and the duration of impact?
& - o Shows outages which are relevant or applicable to the
1o} / ® . . .
@ o customer based on their configuration & event data.
& =
Gj
AN
Top Outages
Q sea t 2 Critical, Warning ® v —— tstatus v | 14 devices
© Microsoft Outlook 13335 20 mins 23 7 Los Angeles, New york +3 7 Feb 24 2025 07:31 Feb 24 2025 ||I|||I||

O salesforce 12456 14 mins 17 5 Silicon Valley 5 Feb 24 2025 07:31 Feb 24 2025 CIsco



Agent Squad

Workforce as a Service

‘duh Security Cloud Control

*»
it

Default
Enterprise

a

Home

Insights &
Reports

1S
Investigations

e

Events & Logs

o
ce

Policies

Applications

L]
At

Objects

2
C_J

Cloud Asstes

Firewall Agent

Description of what the agent can do

Agent focused (Personas/Expertise)

() Recruit

Network topology analysis  Routing & switching protocols

‘ Al Network Engineer

Firewall and VPN management  Security event detection
" o ;

Specialized in designing, monitoring, and
troubleshooting complex network infrastructures to
ensure seamless connectivity and performance.

Task the agent can perform
« Monitor network health and uptime
« Diagnose and resolve connectivity issues
« Optimize network configurations
« Detect and respond to security threats
« Provide recommendations for network
improvements
«» Generate network performance report

Start thread - Learn More -

© 2025 Cisco Systems, Inc.

Q Search

. PCI Compliance Specialist @) Recruit

PCI DSS controls and requirements
Security policy Ci

@ @ 0‘ | :grrr?énCorp. Yo o0

[ + Add new Persona/Expertise ]

‘) Recruit

Scripting and workflow design  Process optimization
with IT and APIs

‘ Automation Specialist

Audit log management  Compliance reporting

Focused on helping organizations meet Payment Card
Industry Data Security Standard requirements and
maintain secure handling of payment data.

Task the agent can perform
« Continuously monitor systems for PCI compliance
« Detect and alert on non-compliant configurations
« Guide remediation of compliance gaps
« Generate audit-ready compliance reports
» Educate teams on PCI best practices
« Track and document remediation activities

Start thread - Learn More -

Design for representation purpose only

© 2026 Cisco and/or its affiliates. All rights reserved.

Error detection and self-healing  Reporting and analytics

Designed to streamline IT operations by automating
routine tasks, workflows, and incident responses to
enhance efficiency and accuracy.

Task the agent can perform
« Identify processes suitable for automation
« Create and execute automation scripts
« Monitor automated workflows for success/failure
« Troubleshoot automation errors
+ Recommend areas for further automation
« Provide usage and efficiency reports

Start thread - Learn More -

Privacy policy ~Terms of service

Introduces autonomous Al agents as a new
operational layer - not just to assist humans,
but to become an integral part of the
workforce fabric, enabling organizations to
onboard Al agents like employees.

alraln
cisco



Extending Secure Firewall to the cloud, natively’

» Cloud-agnostic automation
and orchestration

a)

ogle Cloud

GRS

S A{‘sre Co
L

Security Cloud Control

j& « Automatically deploy, scale,
=1

« Comprehensive visibility of
clouds, assets, and their risks

and heal, from Security Cloud
Control

Customer Datacenter, branch, campus

* Hourly price; unlike other offers
based on size and bandwidth

bl
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



|dentity in the Al world




Our unique differentiator: Common classification across all
Network and Security enforcement points

Secure Firewall

Secure Router NGFW

),

Multicloud Defense
(FTDv Gateway)

[ ISE ] > » Security group tags > >
(SGT)

Secure Workload

_________

—— e = = = = =



- Cisco Identity Intelligence N

e BB 5> o D @

Users Machines Services Apps Data Behaviors
g Y,
1 1 1 1 1 1 1 1 1
SailPoint CrowdStrike
allPoin Dragos — Salesforce
ingldentity
T Okta
CISCO
_ Zscaler CyberArk
Microsoft Y
Google

Amazon

bl
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, Cisco ldentity Intelligence x

m
i
&
b
=}
5
™
2

Facto rs

Relatlonshlps Users

ACCESSED THROUGH

D

CONNECTED

Ay

Machines [ 4 Platforms
User
Devices |
0

Location

CONNECTED e

S
o

CONTROLLED

Browsers

© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Risky user visibility with Cisco ldentity Intelligence Integration

‘dses Security Cloud Control Q search ® O ® Q@ [ :g::;ncmp.

= AllInsights data  AlOps Settings

) e N— : Cisco Secure Firewall integrates with Cisco
ldentity Intelligence as part of Al Ops

Use Cisco Identity Intelligence to identify

<
¢
[ J

12 Security Insights

Health

Insights by Device 7

»\ : X
. 42 Traffic : © .

®
[ J

] ]
risky users and behavior
. Total Insights \

~”
0 @® Active: 30 11 € AlOps Summary

@ Resolved: 11 Configuration User Risk Spike Due to Suspicious Behaviour

. 5 com— c— 7 »

® Acknowledged: 1 J 1O Critical Security  Mar 25, 7 1810 A (UTC+5)

O Critical: 19 a

A Warning: 23 Description Impacted users

rma a . 5 . .
8 infcimation.o . Users' risk level is rising faster than acceptable, possibly indicating a compromised account, malware, or other malicious activity. ,Q 4 users

The system has detected this abnormal increase over a defined time frame, and has identified that this increase has exceeded the normal
expected behavior.This requires immediate investigation.

© 2026 Cisco and/or its affiliates. All rights reserved.

Remediation

£
5 .
Security Probable cause Confidence level
P —— o,
O Attackers may be using brute-force logins to obtain administrative access and reach sensitive resources using methods such as pass-the-hash, {} High
p he-ticket, or exploil system v i
.
A
-
Users
© 2025 Cisco Systems, Inc. '
{Q:. ch 4 results
& User name Trust level Reason Trust level change time (UTC+5)
John Smith Untrusted Logged in from a blocklisted IP address. Additional cont Feb 24 2025 07:31
Adrian Untrusted Geolacation mismatch Feb 212025 16:40
Gabriel Untrusted Feb 18 2025 13:01
Joseph Untrusted Logged in from a blocklisted IP ad.. Feb 09 2025 06:20

Rows per page

Imp! targeted iati ies to elevate
p 5
Block users. ~
Use this remediation to block suspicious users and prevent them from gaining access to important data or applications.
Remediation steps -
Micros

1. Go to Access Control Policies.

2. Review the "Block Untrusted_User” rule created by Dynamic Firewall wizard.

alraln
cisco



Security Cloud Control

¥ Users | ldenty Intelligenne X +

23 security.cisco.com/firawalls/al-ops/insights?filter="%7B%7D

N

s Organization

acme-netsec

Platform ment

¥ Dashboard

Insights & Reports

f* Events & Logs

Policles
Objects

wm Security Devices

m Favorites

il Identity intelligence

Security Devices

unts Security Cloud Control

AlOpS Summary | Last 24 hours

J
a

& @ a

J

All Boakmarks

Q Christapher Grabowski ~

SEUInG5

8

Dperations )

34

Insights

144 u
¥ Actlve: 34
@ Resolved: 0

24
Contiguration

© Critical; 9
f Warning: 17
0 Informational: 8

@ 2026 Cisco Systams, Inc

Insights €
Insights by device

Insights by priority

° User risk spike due to suspicious behavior

Active : 2

Active : 2

Active : 22

Active: 8

Privacy Policy Genearal Terms




Hybrid Mesh Firewall (Segmentation as a Platform)

CUSTOMER SECURITY OUTCOMES

Hypershield
DPU 2:{4d
° & [ & [ ] @ HH" oooooooo | | gaaonono N oooooooo ‘ . ®
Al Multi Cloud Secure 3rd Party ACI Secure Smart Isovalent Secure
Defense Defense Firewall Firewall Router Switches Workload
e ce e o0 oo ee e ®e (X ]

> SECURITY CLOUD CONTROL

Write policy once, enforce across the mesh




Security Insight, on Us

Free Cisco firewall logs to Splunk*

New detections | Automated response

*Ingest up to 5GB/device/day requires Firewall Threat Defense subscription and Splunk license

alraln
© 2026 Cisco and/or its affiliates. All rights reserved. cisco



Faster threat detection at lower cost

Federated Search with Cisco Secure Firewall and Splunk

s
- e

Example Query Here Firewall logs
L ¢ HH o @ H" ] @
Faster Threat Hunting 60% cost savings Operational simplicity

bl
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Customer and Industry Recognition

NelSec QPEN

101 lIHterOpera

Laboratory

th SE LABS

ARAA

MAY 2025

Advanced
Performance
NGFW Performance

O, SE LABS

AAA

FEBRUARY 2025

Advanced Security
NDR Protection

© 2026 Cisco and/or its affiliates. All rights reserved.

30% faster than
other firewalls

Industry’s first to
earn AAA rating
in advanced
performance

100% accuracy in
advanced security
and NDR protection

Gartner

Magic Quadrant for Hybrid
Mesh Firewall, 2025

=IDC

MarketScape Wordwide
Enterprise Hybrid Firewall
2025 Vender Assessment

WINNER

* gk

CYBER
SECURITY

EXCELLENCE
AWARDS

Positioned as
the only Visionary

A Leader

A Winner

Overall Rating

Recognized in
Peer Insights™

* Vs Palo Alto Networks 4.6, Fortinet 4.7.
Al scores for last 12 months as of Jan 21, 2026

FORRESTER

The Forrester Wave™:
Enterprise Firewall
Solutions, Q4 2024

A Leader

FORRESTER

The Forrester Wave™:
Microsegmentation
Solutions Q3 2024

A Leader

alraln
cisco



Al powered Cisco security cloud:

Cisco shines where security meets the network

Future-proof workplaces Al-ready data centers Digital resilience
( N\ (
i >
() 1
Accelerate Universal Accelerate Hybrid Power security
Zero Trust Access Mesh Firewall operations
User Protection Suite Cloud Protection Suite Breach Protection Suite

© 2026 Cisco and/or its affiliates. All rights reserved.

Splunk Security
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