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Streamlining Hybrid 
Data Center Security

1. Distributed Security

2. Modern Secure Access

3. Evolution of Firewalling

4. Agentic Ops

5. Identity in the AI world
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The Future of Network Security is DISTRIBUTED

Need to 
Eliminate 
East/West 
Network  

Blindspots

Need for Rich
Application 
Identity & 
Context
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Internet

Public SaaS 
Applications

Customers

K8

EC2

λ

Private Cloud

Campus / Branch

Employees

of user, device and applications interaction

Inserting security controls at every juncture 

K8

Operational Environments

Policy gaps

Manual & siloed policy 
management

Delayed threat 
detection & response

Disjointed telemetry
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Focus on outcomes, 
not management 

Start with the customer’s 
security requirements 

Drive product adoption faster 
with new capabilities 

Accelerate innovation while 
reducing operational overhead 



Modern Secure Access 
Services Edge
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Cisco SASE

Identity First++Secure SD-WAN Secure Services Edge

Recent Developments

Unified Cloud Management

8000 Series Secure Router

FTD-200 Secure Firewall

Unifying Secure Access for Cisco SASE

Market Access

Duo IAM

Identity Intelligence



Admins will have one place to manage 

Network and Security SASE policies 

Common Objects Service: 

Admins have one place to manage 
objects via a cloud service. Network 
objects will be the first to be unified

Value and Delighters

• Manage Network and Security 
Policy from a single place, removing 

the need for separate dashboards

• Define objects (network objects) 

once to use in both Network and 
Security policies for better ease of 
use, extensibility, and management

Centralized Policy and Objects



© 2026 Cisco and/or its affiliates. All rights reserved.

REMOTE CAMPUS

Same optimized experience

Fail-over to on-prem firewall

Sensitive data stays private

Hybrid private access

NEW

Capabilities are planned but not yet available or guaranteed.



Evolution of Firewalling
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Drivers

Needs

Growing internet access

Basic attacks

Need perimeter control

Tracks connection state

Filters by IP/port

Basic traffic control

Stateful Firewall

1990-2007

Next Generation
Firewall

Rise of SaaS/cloud apps

Mobile users

App layer threats

App & user aware

Integrated threat prevention

SSL/TLS decrypt

2008-2024

Hybrid Mesh Firewall

Increasingly distributed apps

Rise of AI

Zero trust imperative

Hyper-distribution

Integrated AI protection

AI-powered management

2025-

Firewalling needs to evolve to meet today’s challenges
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Cisco Firewalls 3rd Party Firewalls Workload agents

Define policy once, enforce everywhere

Security Cloud Control

Physical | Virtual | Cloud | FWaaS 

Smart Switches

Security platform 
with enforcement points everywhere

Macro MicroSegmentation
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Cisco Encrypted Visibility Engine

Machine learning 
(ML) technology

AI

Processes 1 B+ 
TLS fingerprints

Processes 10 K+ 
malware samples daily

Visibility to malicious flows in encrypted traffic without decryption
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Eve changes the game on decryption
Risk-based intelligent decryption, powered by Cisco Encrypted Visibility Engine (EVE)

High risk

Low risk

Medium risk

Decrypt and inspect further

~0.6% of flows

~3.4% of flows

~96% of flows

EVE Risk 
Score
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The leading IDPS, now with zero-day protection
Snort ML extends IDPS protection to unknown variants of common attacks

Known SQL injection attack

Zero-day SQL Injection variant
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Powered by TALOS Intelligence

(Deep learning model)
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Decryption Demo
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Change enforcement 
points, not policy

Absorb and optimize 
existing rules

No rip and 
replace

Security Cloud Control 
Introducing multi-vendor intent-based policy
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Data Center BData Center A

Policy management using Security Cloud Control

HR App HR Data

S E C U R I T Y  C L O U D  C O N T R O L

Policy is placed intelligently across 
Cisco and non-Cisco Firewalls 

Public Cloud

ERP App

“Allow access from 
ERP to HR app”

DC-B 
prod

DC-B 
non-prod
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Market Leadership

Market-leading segmentation: Secure Workload SaaS

Agentless (firewall, cloud, ACI) and 
agent-based enforcement  for any 
environment

Single deployment supporting 

thousands of workloads

10+ years in production, trusted by 
customers and recognized by 
analysts

Zero trust segmentation across any workload, any environment

Enterprise Scale Flexibility Trusted



© 2026 Cisco and/or its affiliates. All rights reserved.

Enhancing Secure Workload with NEW enforcement points

ACI Nexus Smart Switch

DPU

Secure Firewall Cloud Provider

 Security Groups

HYPERSHIELD 

Workload Agent
(combined)

Secure Workload

Agent  (Host OS)

Isovalent  Agent

Network & runtime 
visibility, detection,

& enforcement

Agentless

Cilium CNIISE
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Security infused into the data center fabric

N9324C-SE1U

24-port 100G

800G Services Throughput

N9348Y2C6D-SE1U

48-port 1G/10G/25G, 6-port 400G, 2-port 100G

800G Services Throughput

Cisco N9300 Series

 Smart Switches

Security Cloud 
Control

Cloud Edge*

Top of Rack segmentation 
and enforcement

Zone-based segmentation*

Use Cases

Orderable

Shipping

Data Center Interconnect*

*Limited scenarios
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Live Protect – CVE Mitigation for Nexus NXOS Switches
No Downtime or Immediate PSIRT Software Upgrades

Data Center is critical infrastructure: 

• PSIRTs require large switch fleet upgrades (100s-
1000s)

• Require testing, planning, multiple maintenance 

windows
• High cumulative downtime - high MTTR

Live Protect workflow:

• Support on Nexus CloudScale and Silicon 1 switches
• Download compensating controls from cisco.com
• Tetragon agent applies eBPF policy CVE shields 

• Monitor mode 
• Enforce mode

Benefits: 

• Nexus is 1st to market
• Arista, Juniper, Aruba, etc … don’t have it
• CVE mitigation with no downtime

• Upgrades during regular maintenance window

Nexus Dashboard

Cisco.com

NXOS or iNXOS

Cisco generated eBPF based shield

APIC/NX API

OS kernel

UserspaceCVE 
mitigation 
shieldAttacks

Privilege escalation
Root
API
CLI
File IO
Control-plane

Shipping

NXOS 10.6(1)

Observability policy 

CloudScale

Nov 2025

NXOS 10.6(2)

Privilege escalation

CloudScale & S1

July 2026

NXOS 10.7(1) 

Network control 

CloudScale & S1
(Planning)

July 2026

ACI 6.2(3)

Live Protect

(Planning)

Live Protect
Roadmap

March 2025

NXOS 10.6(3)

Privilege escalation

enhancements
CloudScale & S1



© 2026 Cisco and/or its affiliates. All rights reserved.

Security becomes consistent, everywhere

Full roadmap: Firewall  (physical, virtual, cloud, container) | Multicloud agentless microsegmentation | AI security 
Global threat intelligence | SSE | SD-WAN | SASE | Infrastructure Detection & Response | MFA | Email security | Endpoint security

       

Available today 

Cross-product policy experience with 
Mesh Policy Engine 

Protect AI apps using AI Defense integration 
with Secure Access and Secure Firewall 

Secure Workload policy into Secure Firewall 

Secure Firewall virtual fully orchestrated 
in the cloud



Agentic Ops
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for Firewall

AIOps
Simplifying Operations and Enhancing Security
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AgenticOps 
capabilities in 
Security Cloud 
Control

Targeted availability: May 2026

Zero Trust Access Policy Creation

VPN Capacity Planning

Elephant Flow Remediation

PCI-DSS Compliance

Firewall Policy Optimization

 

https://www.figma.com/proto/xGR3dV554YaP3uWP9SBxIn/CL-EMEA-2026-Demo?page-id=1050:66498&node-id=1378-164579&viewport=4694,-283,0.25&t=kIS8usUqqPG4keiH-1&scaling=min-zoom&content-scaling=fixed&starting-point-node-id=1378:164579&show-proto-sidebar=1&hide-ui=1
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Inline Policy Analyzer & Optimizer 

• Detects and shows anomalies 
proactively while making rule 
changes in a policy and saving it. 

• Detects Redundant & shadowed 
rules.

• Requires AIOps onboarding to be 
complete to have inline optimizer 
enabled in Access control policy 
page.
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Adaptive Policy Insights – From Port-Based to App-Aware Security

Solution:

• Highlights all rules without app context.
• Shows the actual applications flowing 

through those rules, along with their 
security risk.

• Allows admins to update rules with 
application context, reducing attack 
surface and improving security posture.

Problem: 

• Many firewall rules are created without 
specifying applications (only ports).

• These broad rules increase exposure 
because any application can pass through.

• Admins often lack visibility into which apps 
are using those rules.

"Make every rule app-aware and stop blind 
spots."
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NAT Policy Analyzer & Optimizer 

• Detects rule anomalies across 
Network Address Translation 
Policy available in the cdFMC 
tenant

• Reports about Shadowed rules 
and redundant rules and provides 
remediation suggestions

• Option to download analysis report
• Flexibility for user to select specific 

anomalies & remediate. 
• Ability to apply the changes in the 

policy 
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Software Upgrade Planner

• Custom analysis of PSIRTs 
and bugs based on current 
customer versions. 
Identify and mitigate relevant 
risks before upgrading.

• Suggests best major and 
Minor versions which aligns 
with your stability and 
innovation preferences. 

• No more manual research to
determine upgrade paths. 
Get upgrade version 
recommendations instantly 
tailored to your environment.
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Renewal Upgrade Planner

• List  ASAs and FTDs reaching End of Life ( 
EOL) in the tenant.

• Recommends FTD models to renew/refresh 
with based on newer models released. 

• Provides quick access to data sheets & 
release notes for further details on the 
specification. 

• In product notifications and reports about 
EOL available for customers 
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Internet & Network Outages visibility with Thousand Eyes Integration 

Solution: 

• ThousandEyes Internet Insights integration into AIOps for firewall 
provides real-time visibility into internet and application outages.
o What is broken?
o Where is the impact and the duration of impact?
o Shows outages which are relevant or applicable to the 

customer based on their configuration & event data. 

Problem: 

• When apps or internet services go down (e.g. Microsoft 365, 
Salesforce), IT teams often struggle to know:
• Is it the network, the application provider, or our firewall?
• How widespread is the issue (global vs local)?
• Which users or sites are impacted?

• This lack of visibility slows root cause analysis and leads to wasted 
time troubleshooting problems outside your control.
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Agent Squad 
Workforce as a Service

• Introduces autonomous AI agents as a new 
operational layer - not just to assist humans, 
but to become an integral part of the 
workforce fabric, enabling organizations to 
onboard AI agents like employees.

Design for representation purpose only
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Extending Secure Firewall to the cloud, natively

Customer Datacenter, branch, campus

Security Cloud Control

• Cloud-agnostic automation 
and orchestration

• Comprehensive visibility of 
clouds, assets, and their risks

• Automatically deploy, scale, 
and heal, from Security Cloud 
Control

• Hourly price; unlike other offers 
based on size and bandwidth

NEW



Identity in the AI world
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Our unique differentiator: Common classification across all 
Network and Security enforcement points

ISE

Secure Firewall

Secure Router NGFW

Multicloud Defense 
(FTDv Gateway)

Secure Workload

Isovalent

Security group tags 
(SGT)

User based policy using 
ISE security group tags

Enforcement in Hybrid Mesh 
Firewall or Network

Policies evolve as users/devices 
and applications change
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Dragos

Google

Zscaler

Amazon

Microsoft

PingIdentity

SalesforceSailPoint

CyberArk

CrowdStrike

Okta

Users Services BehaviorsApps DataMachines

Cisco Identity Intelligence
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UID

Factors

Email Role

Logs

Location

Relationships

On-prem

Permissions

OS

Sessions

Sessions

Groups

HRIS

Platforms

Location
Location

SaaS

SaaS

On-prem

Workloads

CONNECTED

CONNECTED TO

CONNECTED TO

ACCESS ED THRO UGH

ACCESS ED THRO UGH

S UB S ET

Sessions

Identities

Passkeys

IoT

Infra-
structure

Browsers

MDM

Unmanaged

User
Devices

CONTR OLLED

Apps

Machines Services

Users

Data

IDENTITY GRAPH

Cisco Identity Intelligence

Dragos

Google

Zscaler

Amazon

Microsoft

PingIdentity

SalesforceSailPoint

CyberArk

CrowdStrike

Okta
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Risky user visibility with Cisco Identity Intelligence Integration

• Cisco Secure Firewall integrates with Cisco 
Identity Intelligence as part of AI Ops

• Use Cisco Identity Intelligence to identify 
risky users and behavior
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Firewall Identity Trust Score Integration
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New detections  |  Automated response

*Ingest up to 5GB/device/day requires Firewall Threat Defense subscription and Splunk license

Security Insight, on Us

Free Cisco firewall logs to Splunk* 
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Faster threat detection at lower cost
Federated Search with Cisco Secure Firewall and Splunk

Security Operations

Security Cloud Control

Network Operations

Faster Threat Hunting 60% cost savings Operational simplicity

Example Query Here Firewall logs

Roadmap
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Customer and Industry Recognition

A Winner

100% accuracy in 
advanced security 
and NDR protection The Forrester Wave : 

Microsegmentation 
Solutions Q3 2024

A Leader

30% faster than 
other firewalls

Positioned as 
the only Visionary 

Magic Quadrant for Hybrid 
Mesh Firewall, 2025

Recognized in 
Peer InsightsTM

* Vs Palo Alto Networks 4.6, Fortinet 4.7. 

All scores  for last 12 months as of Jan 21, 2026

Industry’s first to 
earn AAA rating 
in advanced 
performance

A Leader

The Forrester Wave : 
Enterprise Firewall 
Solutions, Q4 2024

A  Leader

MarketScape Worldwide 
Enterprise Hybrid Firewall 
2025 Vender Assessment
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Accelerate Universal
Zero Trust Access

Power security
operations

Accelerate Hybrid
Mesh Firewall

AI powered Cisco security cloud:
Cisco shines where security meets the network

Cloud Protection SuiteUser Protection Suite Breach Protection Suite 
Splunk Security

AI-ready data centers Digital resilienceFuture-proof workplaces



Thank you
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