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Agentic SOC of the Future
Unified Threat Detection, Investigation & Response (TDIR)

Cisco XDR Splunk Enterprise Security Splunk SOAR

Real-time Attack Detection Security Analytics Security Automation
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Splunk Platform
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Cisco powers how people and technology work
together across the physical and digital worlds

Transform data centers to power Al workloads anywhere Modernize everywhere people and technology work and
serve customers
\ J . J

A

Secure global connectivity

v

Keep the organization securely up and running in the face of any disruption

Accelerated by Cisco Al
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Cisco Al: Accelerating Outcomes

[ Al-ready data centers ‘ [ Future-proofed workplaces ]

»
>

Secure global connectivity

[ Digital resilience ‘

Al infrastructure Security for Al Al-native products Data Services
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Keep the Organization Securely up and
Running in the Face of Any Disruption

Digital resilience

Assurance Observability Security operations \)%J(J
e ¢ ¢ mmmmmm O O
I: oo :I Enable seamless end-to- Prevent downtime and Gain comprehensive )O OC
— end connectivity to optimize experiences with threat prevention, OpO
assure the delivery of complete visibility and detection, investigation, ,3 M (\
applications and services insights across services and response
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Growing compliance ; » Expanding attack
mandates * surface

Siloed tools, teams,
data, and workflows

Talent and skills
shortages

 » Geopolitical Growing attack
Uncertainty A, volumes

allenges

—— '



2solution
rity Posture

L 5
.




Ul 0010 IV I OTULILLU TV IVV TVA VA VYV LU
OO OO TO 0101 000MO0T00 101 MNA@T1 001

JAOT A0 PVNMOVOTO0TNMOTNO 01T 010011 1TP110171 20 011
0100000 OO M@MNMOCIT0OD1MM1I01T9010101 1001071021 0 10
DM O0T@O@0d 00T @OT0OT01000100101MA 0100 10 A0
7000110710100 AT OMOPVONMOMNMOMOTPV 00MOMTOT10 1T
TMTO000000O 0ATOT0T071000M00000M0001 0 100170
™M0P007000070001000 "T00 0T00 001010 010C°
YOO TOOTOTO T MO0 T 071 001010 010

R m_



AW Nw Ll wa v

10010101004 Ou

D00 1@1 00101001 0101001 01101 1100
07170 TN OO D@ 00 000 ©MD1 C
MO ©®NOT0A00M0010001101 00 Q01
1000 00001C0101T0101@AT001T0101 (
1TQT0TOT 01 @0Q@ M0N0 1100111071 010
700 ADT@TT @010 0101170010010
M@ ©001 0T O 00 ©10010 ©0001T
MO0 D0 TOTO D10 D100 0TNT

Google

10001 0IW0a
Mo1MoT UI'I 10
101 U10 01010 010

010010:01701°0 0071
0101010107110°10101
00 1010 1001071010
DOIO 01010010010
100 010010 00 01
MO0 DINNITN

© 2025 Cisco and/or its affiliates. All rights reserved.

CUTL0U0I0I0 O UUULUUILILO VIUIULIY
07101 0101010 0101770101010 ‘IO 0101001
010 A0 VNET0T 0T 1T0 101 01001 (T0OT10110 11
0107000110 01 @10 0011011 017010101 1010010 01
M@ 01007 010100101010°010°1011 010 10 101
1000110101000 00T 0T0 T 010107107 001010071
1001000101 03101010107101°000710100010 10010
700300100007 0001000 100 01TA0 001010 010
T OTOOTOTO N TON TA0T O AN TOTA AT

Cisco XDR

PRV S MLV BV RV RV RRY R VAV VRV RVR R VLVRRVIN R VIS R VEVRIRY
0POV 001010 010190011010C010 1102 1101001

040 a0 NPT 0010 P10 101 01001 110110170011
01070001M® 00 @WTO0COIT0T 7001017010701 10107010 01
VMO0 @0 00010@010101000100 101 0100 110 1101
7000101010010 T OTMOPVOMOMOM0 1T 00MOT0O 101 1(C
1M100700000007070101000170000701700010 10010
00900700007000110:00 11°00' 0 1°00 001010 010C
YO0 OO0 OO MO0 T 01 00 T0T0T 0V

RPN P O I RO R RO RV VRV VAV RO RO RV RN VIV R VIS W VAVR Y,
0100V 0101010 0101700M010010 1100 @G 001
0aI0Ir a0 VN VAT DN VO A0111 0 1001011 1TPA111 071 90 0111
01009000111 00 WO COI0 T 101017010101 101107010 701
DM 00 @0a 0001@010101000100101@ 010010 (101
7000110101000 @@ OTO PV O0MT0M0M0 1 00101071071
1M001000000ATOTOTOT000M0000001700010 10010
0000070000700 011000 11200' 0 1200 0010 1Q 0100

YT 0 OO0 OO 100 1T 01 00 T0T0T V10T

Microsoft

TUL0 LU0 OAWI0 LI VAU JVUIVI0ILLL L
5010010 0100101001010 010101 011 110
1@A1 7 ©®110100170101010 101 110 01010 010
0702010100704 71©0 D100 01010010:01°01 0 001
10°1017110101001070 0000170107010 101:0710101
TO M0 TOTD 010T0TOT 01000 1070 100101010
100100 ADITI0TO0 10O TOTT 0010 D101 0010010
210010 0010010 001 001 D100 010010 00 01
AN DTOTOTODTDT OO0 TATA DO DTANT AT

Cisco SAL

LOUL LULTL LUVNIV LT WALV AUV VTV IVUL U
VOMOOM®OIDA NMO0 11 0010 10010101001 01101 110
UTMT@OMNT @IM0T001T1 0 TN 0 AT D1@ 001000 0101 C
0000070100700 MO OMNOTOA0A0MO0T000AT01C0 Q01
TOTTOTETT0 101001000 000010010170 1010AT00T0101 (
DO OMA0DPATD 0N @NOTOT 01 @0Q@ M0N0 1100101 010
TQOTDOQ@ A0MAOTPAQ0 AD 1@ T V010 0101700100710
MO0 DO DDMO@TE@ 01 @@T ©100 V10010 V001"
M0N0 0OMTONOT 0D TOTO D10 D100 01TNT

CUIL0U0I0IL G100 LU ILILLY ViU
01OV 0101010 01017701017010 10 0101001
010 A0 VNOTO1 0010110 101 01001 (10110110 711
0107000110 01 @10 C0T07 01017010101 0100110 01
M@ 01003 090100101010:010°1071 010 10 101
1000101010010 00T 010V 01010107 001010 001 ¢
100100101 00110101010101°000710100010 10010
700100100001 0001000 100 0100 001010 0100
TOOTOOTOTO N TON 100 T AT ANTOTA AT

Crowdstrike

Amazon

1@ 1T ©110100101010170 101 110 01010 010
070°01010030470 ©1071010101:010:01°01 0 007
10 1011001001070 00001°010101°101: 010101
T0 010 TQTD 0101010 T 071000 17070 100101010
100100 A01TI0TO0 1O TOTT 0010 D101 0010010
210010 0010010 001 00T D100 010010 00 01

AT DTN OTOD TATA HTO DIONINT

Palo Alto Networks

FUTURE

PRI i P O I RO R RV VA VRV VR I RO R R VRV
000V 0101010 01017001010010
Va0 20 V10T 00101101100 1 0111 0 101011
01000001100 01 @10C0I1017 70010117010
210 00 @00 00101001T010100010010
7000101010010 @1 0101 0101010
1100100001 0070101010001000010
700000700007 00011000 112000 0 1200

Y100 OO0 00T 100 1 01 00

Databricks

VU L0U0I0I0 OUUULUUILILO VIUIULIY
07101 0101010 0101770101010 ‘IO 0101001
010 A0 VNET0T 0T 1TO 101 01001 (T0OT10110 11
0107000110 01 @10 0011011 017010101 1010010 01
M@ 01007 010100101010:010°1077 010 10 101
1000110101000 00T 0OT0 T 01010107 001010 011
100100101 07101010107101°000710100010 10010
700300100001 0001000 100 0100 001010 010
T OTOOTOTO N TON TA0 T 0N AN TOTA AT

SentinelOne

LUL0 0L DWW L
2010010 01100010
101701171001 01¢
071020101007 09710 D1
10 1011100101010
T0 011010 TT 01070 1«
TOOTO0 ADITOTO0 1€
110010 00100710 0D

T DIDNOT 0T 0T

afraln
cisco



FUTURE

S 010 V0 1010 I VLU LV ITIVILL VA LALVU I U
/0NOPVOO1LO1T0 0101790011010010 1100 W11 001

0aT0r a0 PNEPOIT 00N PT0 A 01 0 1001011 1PT111 0170 011
01000001 0T @TOCOI10T 1001017010101 010 7010701
DM 0 @®O0a 0001 @10 10100010010MA 000 1@ 0N
7000101010020 T OMTO TV O0T010101 00M0OMT0O10717(C
1M007P0000@A0ATOTOTOT0N0M000000100010 170010
T00900700C0D00 01000 112001 © 1200 001010 0100
YO 0 OO0 OO 100 T 07 00T 0T

Detect

Search

LOL0I0IL UIUULULILILU ViUI UL LU
)T0T010 01017701010010 1100 0101001
N0 0010 V10 101 01001 11011017071
01 0100007170:1011010101 1010 010 01
01 09071001010107010710171 010710 107
) 100110 001 010101010101 00101010711
1001071707010101017700010100010 10010
7000070001000 1100 0100 001010 0100
TOOTOTO D TO0 100 T 01 00 TOT0 070

VUL 00 I0IL 0LV LULILILU VIUI UL LU
01 0101010 0101770101010 110 0101001

LULO LU L DAWIW L WAU 40U VIV LU U (TR RVERVIVERY
J0MO0MNO M0ANDI0 101001010 017101 011 10 g 010177010100 \0 1100 0101001
T@AT T 011010017010730170 107 110 01070 010 1071011 0fO10 V10 101 0 1O\ 11011011011
070C07010070171® ©10107101010010:01°01°0 001 01070001100 0100107 10:1011010\01 1010 010 01

LUL0 LWL DAWIW LI WAL UL VIV IWY
010 (1011070 101001710M 0171071 0
1AM T O©11010017010710170 107 110 010
010001010070171© 0100710101010 0710
10 10171101@10010170 0700170101010 1071
TO 0110 TATD 0IQT0TOT 01000 10710 101
100 DO ADVIAI0TQ0 1D TOTT D010 0107
1100 1O 0010010 007 00T 07100 010010
01000700000 TOTO 0T 0 DD

TO0MI0TOTT 010TOTOT 01000 10107 100710 001010700 1¢C
100 DY A0VTA 0 TA0 ADTOTT\ D010 0107170010010 . 100100 A0TT0TA0 A0 TOTT D010 010700, 0010 10010
J100/00 001010 001 00T Q100 V10010 D0U0TT 0100 1100 DO 0010 0T 001 00T 07100 010010, 10710 0100
010707100710 0T0D PTONY D10 DIDD 01N D101 00T 0T0D TOTH 0 0 D), r T O TOOTOTO D TO0 100 T 01 00T 0T

0 TOT 0TOT010 01071

. T o L] [} L .
0 010001) NI
|
[ . . . . [ S 4 [ S S [ . . .
— '] J' [ ] [] . .
T *
|
. . . .
001001011 i
|
R alialn
_ © 2025 Ciscg and/or its affiliates. All rights J_ e cisco
. . +
] | e ]' ‘




Splunk Data Management

Flexibility without sacrifice

> Splunk Cloud
oo e
"\ﬁ {g}g Splunk Enterprise

E‘e Amazon S3

O ow O

— N — > £, DataLakes

— @ E @ > Splunk O11y Cloud

Data Sources Data Management Data Storage Federation
Cloud, On-Prem, OT Filtering, Redacting & Routing Flexible storage choices Search & Analytics
T Smart Data Optimization Al Assistant for SPL T

Al

alraln
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Delivering More Value From Your Data

=3
= Jo._oC =

Seamless mapping  Troubleshoot data ~ Faster time to Optimization of data
to CIM ingestion value Ingestion

From Any Source



Harnessing the Value of Cisco Telemetry

Cisco Security Cloud App

splunkbase  cossctoms  Acps

Ginco Sacorty Ciosd

. Cisco Security Cloud

.....

aaaaa

XDR
Secure Network Analytics
Duo

Email Threat Defense

© 2025 Cisco and/or its affiliates. All rights reserved.

TELEMETRY
ALERTS

Multicloud Defense
Secure Malware Analytics
Secure Endpoint

Vulnerability Management

A\ 4

Splunk

Identity Intelligence
Secure Firewall
Al Defense (new)

Hypershield - Isovalent (July)

alraln
cisco



Delivering Threat Detection, Investigation, and
Response

Data Ingest
Cisco Security Cloud

Al Defense

XDR

Secure Firewall
Hypershield / Isovalent (coming soon)
Multicloud Defense

Secure Network Analytics
Identity Intelligence (ClI)
Secure Endpoint

Secure Malware Analytics
Vulnerability Intelligence
Email Threat Defense (ETD)
Duo

Detection

Firepower Threat Defense

Unusual File Transfer Behavior
Executable Content Downloads

Blocked Connection Patterns
Anonymizing Infrastructure

Malicious Network Indicators

LOLBAS (network tools)

Malicious Behavior in Encrypted Traffic
Confirmed Exploitation Attempts Malware
File Delivery Over Web

Malicious Behavior in Encrypted Traffic

Al Defense

INnvestigation
Risk-based Alerting

Unusual File Transfer Behavior
Executable Content Downloads
Blocked Connection Patterns
Anonymizing Infrastructure

Malicious Network Indicators

LOLBAS (network tools)

Malicious Behavior in Encrypted Traffic
Al Defense

Cisco Talos

Response

Secure Firewall

Secure Malware Analytics +
Attack Analyzer

WebEx (war room
scenarios)

Cisco Talos



Security Insight, on Us

Firewall Logs at no additional cost in Splunk™
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2010030 10010010 01

100 0700 010

I
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0 01000100101

New detections | Automated response

*Cisco Firepower (FTD) firewalls are entitled to 5GB of Splunk logging capacity with
purchase or equivalent for SVC or vCPU
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SOC of the Future

Unified Investigation Experience

‘.

—_— por
i - ;'

o,

Unified
Investigation View

1T
i

e

H o T\ o0 .
Unified Prioritized
Analyst Queue Risk Insights
ANALYST
EXPERIENCE
> = = _ Ll
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SOC of the Future

Investigate at
Machine Scale

Splunk's Al Assistant helps
supercharge your
workflows

© 2025 Cisco and/or its affiliates. All rights reserved.
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and data In the user's Splunk
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SOC of the Future
Automated Resp

© 2025 Cisco and/or its affiliates. All rights reserved.

Pre-built Guided
responses for orchestration anad
quick action automation

Faster response time with automation

Rapid incident
response with
Cisco Talos

“HUvement Additiona| Monitoring :
Implement i
tion itori
al monitoring that Teviews hogt and network
OrK PARtAi -

ol
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SOC of the Future e '
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Splunk Recognized
as a Leader

2025 Gartner® Magic Quadrant™ for Security
Information and Event Management (SIEM)

Splunk named a
Leader for the 11th
consecutive time

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: CENSEC-1201

Figure 1: Magic Quadrant for Security Information and Event Management

ABILITY TO EXECUTE

@ Splunk
@ Microsoft

@ Google
Rapid7 @

Palo Alto Networks @ )
@ Securonix
@ Exabeam

@ Gurucul

@ Elastic

Fortinet @

Sumo Logic @
Huawei
Datadog @

@ ManageEngine

COMPLETENESS OF VISION As of July 2025 © Gartner, Inc

Gartner
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Agentic SOC of the Future
Unified Threat Detection, Investigation & Response (TDIR)

Cisco XDR Splunk Enterprise Security Splunk SOAR

Real-time Attack Detection Security Analytics Security Automation

A AGENTIC Al D

Splunk Platform

Data Management and Federation
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N m i g D Third-party Clouds Endpoints Data centers  Applications
Identity Firewall Talos SSE & more tools
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Integrations to Protect Your Entire Digital Footprint

Threat intelligence

Enhance defense against
known and unknown threats

Splunk +
Cisco Talos

© 2025 Cisco and/or its affiliates. All rights reserved.

Security alerts
and context

Accelerate detection,
investigation and response

Splunk +
Cisco Security Cloud App

Secure Al

Detect and reduce Al-based
risks

Splunk +
Cisco Al Defense

]
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Splunk Add-on for dopive Responses ¢
Talos Intelligence

2024-06-24T21:16:31+0000 admin

2024-06-24T21:16:04+0000 admin

* Qut-of-the-box adaptive
response action

Jun 24, 2024 9:16 PM Splunk Add-On for Talos Intelligence

« All Splunk Enterprise Gbservable: httpst /110 bheRzIpL
Security customers have P

access Malware Description: Malicious file (attached or linked).

Threat Categories: Malware

Threat Categories: Malicious Sites
Malicious Sites Description: Sites exhibiting malicious behavior that do not necessarily f

it into another, more granular, threat category.

i DellverS rICh eanChment for Acceptable Use Policy Categories: Illegal Activities
Illegal Activities Description: Promoting crime, such as stealing, fraud, illegally access
common IOCs

ing telephone networks; computer viruses; terrorism, bombs, and anarchy; websites depictin

g murder and suicide as well as explaining ways to commit them.

e
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Cisco XDR

Splunk Integration

Provides a comprehensive view of
security-related threats targeting
your environment across multiple
security control points

The Splunk integration ingests and
maps XDR Incidents to the Alert CIM
data model

The XDR incident that is ingested
contains all of the observables that
were correlated together from
various XDR sources

The XDR incident can be promoted to
an ES finding that will contain all of
the observables and context

from XDR automatically, manually or
both.

© 2025 Cisco and/or its affiliates. All rights reserved.

splunk>entery

XDR Dashboard ~
Overview

antme

Masn Time To Engage

nden
-

Lrma—

52.07hours 66

Priority Score

gsv  Acnays  Hep Qe
. Cisco Securky Cloud
b Actions = Edn >

]
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Cisco Secure
Network Analytics

Secure Network Analytics analyzes
network traffic to detect threats

Se e Network Analytics Dashboard
Hioss ) Fepont

The Splunk integration ingests and
maps SNA events and alerts to the
Alert, Network, Web CIM data
model

Ability to promote an SNA alert
into an ES finding or RBA event-
based criteria set by the end user
on severity of alert

Ability to filter high fidelity events
in the app

]
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Cisco Al Defense

Gain visibility into emerging Al risks with Splunk

® Pulls in alerts from Al Defense and
maps them to the Common Information
Model (CIM), visualized in a dashboard.

() eodxt - Sotions - Russurces - Open Sowce - Entwprse - Pricng

P requeaty W

® Gain visibility into risks associated with | GlcoAlOserns erts #3357
LLM, Al apps and entities.

® Includes an out-of-the-box Enterprise
Security detection that creates a
search and surfaces potential attacks
against the Al models running in your
environment.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Let’s Build the SOC of
the Future Together
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