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Al is bringing changes and challenges

1,000s

Al Agents per
enterprise expected

© 2025 Cisco and/or its affiliates. All rights reserved.

H1 risk

Al-enhanced
malicious attacks

64%

of orgs face IT skills
shortage by 2026




Is your Campus
Network Al ready?

For explosive traffic, for increased
security risks, for more complexity
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AgenticOps
The New Standard for IT Operations

OBER

Cisco

Al Assistant

Al Canvas Al Assistant
Cross-domain collaborative troubleshooting Accelerate network operations

with Al-driven root cause early with Al that sees lean teams and built-in together with shared

Cut MTTR to near seconds Catch critical issues Operate at scale with Troubleshoot faster
and resolution. across the stack.

Al expertise.

© 2025 Cisco and/or its affiliates. All rights reserved.

context across teams.

alraln
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Al Canvas

Troubleshooting and execution
across multiple domains

Collaboration across multiple
users (NetOps, SecOps and
execs)

Built on the foundation of the
Deep Network Model

© 2025 Cisco and/or its affiliates. All rights reserved.

[ Ask the Al Assistant a question

‘sl Al Canvas | Application performance degradation

= AlAssistant Z ~

(¥ Al Assistant

This graph shows a clear link between congestion
and application failures. When the interface gets
congested, financial app failures spike almost
instantly. Right now, critical transactions are
competing with non-essential traffic during busy
periods. The concurrent scheduling of mandatory
security-related software updates could be a
significant contributor to these congestion
events.

SJ-MX105-01 network congestion 4
statistics vs. EFP application
performance

Splunk

20%.
15%

Packet Loss.

B Packetioss [l Transaction failure rate

O R 3 C

Assistant can make mistakes. Verify responses.

ServiceNow SRTK0023941  ServiceNow.

Reported by
System Administrator on 03/28/2025 at 09:45 AM PST

Deseription

Received a ThousandEyes alert and reached out to Maria Chen to confirm. She said users at San Jose branch
35 processing financial in EFP. Started a0

minutes ago. Affects all 24 users at the branch. No recent changes reported.

ServiceNow Ticket SRTK0023941 7

§J-MX105-01 performance (last 24 hrs)  Meraki

20%
15%
10%

5%

Packetloss

o%
2000 2400 04100 08:00 12:00 16:00 20:00
Time (Hours)

— Packetloss @) Critical point

Maria Chen <rnchen@company com> &
Te: 1 Suppor <fsupport@companycom>
Wil ki <wiene

Hello Team,

Tmfollowing
affecting our San Jose branch. This

customers. processing 2nd we need
reassurance that this issue will be resakved by then.

e
resolution timeframe? I there's.a workaround we can implement in the meantime, that would be
extremely helpful

‘Thank you for your urgent attention to this matter.

Best regards, Maria Chen
Senior Director, Financial Operations

oo I & Generate report ] [ View activity I

5J-MX105-01 WAN interface performance ~Meraki
Loss rate

16.4% o2

WAN interface lateney  7ms (baseline <50ms)
ditter 15ms (baseline <Sms)

. ™ ® o

Enterprise netwark Gateway Internet Apphcation
16.4% loss financeapp.com

—— Connection @ Packet loss point.
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Architecture for
Secure Campus

Operational simplicity
powered by Al

Scalable devices
ready for Al

Security
fused into the network




Operational simplicity
powered by Al




Unifying Catalyst & Meraki

Catalyst Meraki

‘ Catalyst Center — Meraki Dashboard )

Catalyst License Meraki License

> z -
alraln
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Our unified platform

< Management > < Assurance > ( API / Integrations >
PLATFORM

F /
T
C' N N
HARDWARE ‘& = ';@;'
Smart Secure Industrial
Switches

Routers Wireless loT

afraln
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Expanded cloud-managed networking portfolio

Wireless Switching Routing

Full wireless support Expanding cloud management .
] . Next-gen routing
Scale large campus wireless support from fixed access to support coming
with Campus Gateway modular (C9610)

. GA | MAY . GA | DEC .!EPHA | JUNE

Powered by cloud management with 10S XE

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Large campus cloud capabilities

Powerful Switching
Capabilities

Support campus
deployments with BGP, VRF,
ISSU, and StackWise

BETA| NOW

© 2025 Cisco and/or its affiliates. All rights reserved.

Fabric for
Secure Networking

Simplify NetOps with a
secure fabric and micro/
macro-segmentation

BETA | DEC

Cloud CLI for
Flexibilit

Q

Simplify onboarding and
flexibility with operating mode
options and Cloud CLI

GA | NOW

alraln
cisco



AVAILABLE | NOW

‘et Meraki

Assurance across -
every digital
experience

Q Search b4 R O

Deep visibility across both owned and
unowned networks

Al-powered insights surface
experience-impacting issues instantly

Closed-loop workflows trigger automated
remediation

Al Assistant accelerates root cause analysis
end-to-end

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Scalable devices ready for Al




What technologies make up the Secure Campus?

Catalyst Center | Meraki Dashboard

)

Wi-Fi

Wi-Fi 7
Wireless Controllers
Campus Gateway

© 2025 Cisco and/or its affiliates. All rights reserved.
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Switching

Cisco Catalyst
Cisco Meraki
Cisco Smart Switches

Routing

Cisco Secure Routers
Cisco Catalyst 8000

ThousandEyes

Medium
Large

bl
Cisco



ODUCING

Scalable devices ready for Al

Smart Switches Secure Routers Campus Gateway Secure Firewall Large Venue Wi-Fi 7

Tl PP PPPPS

ALL ORDERABLE JUNE 2025

alraln
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Introducing

Smart Switches for the Al-powered campus

High-performance,
low latency

Cisco Silicon One +

co-processor for , T - .i..;.." r.%-;;- T—g SR,
security and Al ; ‘

Post-quantum
secure

Intelligent : :
| ee'f?:ir.‘efé‘ye e Cisco C9350 Smart Switches

e

ol (I
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Unparalleled density, .
speed, and security IntrOd UCIng

Smart Switches for the Al-powered campus

Backward compatible
chassis with front to
back airflow I zs
Powered by Cisco
Silicon One
i atich 025
High density e lmee |
chassis with state- i1 Cisco C9610 Modular Core
of-the-art hardware e Smart Switches
Entirely modular and ?‘L&@E?‘LNI‘LN \
upgradable system B oy

afraln
cisco
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Boosts hardware

encryption post Powered by
quantum security _ . ]
S Cisco Silicon One for Scale, Security,
ntelligently adaptable to = =
mitigate%inkfailures, and Eff|C|ency

congestion, and
bandwidth challenges

Flexible and
programmable for
future Al and ML

workloads

Silicon One A100L and
Silicon One K100L

High-scale and
low latency for time-
sensitive applications

Efficient power
performance

afraln
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Highly Resilient Architectures

|||||||||
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Catalyst 9000: Redundancy at Every Layer

Minimize traffic impact across all layers of redundancy



Campus Resiliency at Every Layer

[ty | ISSU with Dual Supervisors <200msec

CORE/EDGE [ " ] i :

C9600 EVPN ESI Multihoming Hitless

w/Dual Supervisors

GIR (Graceful Insertion/Removal)

SVL (StackWise Virtual) 500msec

DISTRIBUTION
C9500 EVPN ESI Multihoming Hitless
GIR (Graceful Insertion/Removal)
ACCESS [ T A S FSU
e Lot {1 S04 D +
— C p— s ackWise + x <bsec
C9400 - e — ISSU with Dual Supervisors <200msec

alraln
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Catalyst 9K - EVPN Multihoming

17.18.1: Beta for Non-Fabric | Fabric available now

17.18.2 + 26.1.1: GA code expected in Q1 2026

© 2025 Cisco and/or its affiliates. All rights reserved.



Meraki Fabric

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Network & Fabrics

Nook-HQ-SF .
Create fabric

Network-wide

y K e K L ) ] 1
reate a fabr y will need 101 vide a me, select one or many tworks where the fabric will be built, and select t ( L t ( 1 b
{1} Security & SD-WAN 0 Fabric setup |
= Fabric name
= Switch
San Jose campus
. Wireless
Select networks/network group
§ Systems Manager h Network A2 (Histwork Bea
BGP autonomous system number BGP auth key
. Camera e e a—— - o
65500 Ty
. Sensors
Underlay loopback IP pool
Il Insight 192.0.0.0/23
®  Organization i
9 Select roles for devices
twi I te tl ) f | 1 [ | ; 1 i t
! ] K nd
o Admin o —
| Filters
a items selected Select all [Remove role ] [ Edit role ]
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Wi-Fi 7 for every operational scale

A NEW

CW9172

6 spatial streams
Omnidirectional

Ceiling mount and
wall plate form factor

CW9176l

12 spatial streams

Omnidirectional
10 Gbps, GPS, UWB

|
\"

CW9176D1

12 spatial streams
Integrated directional
10 Gbps, GPS, UWB

CW9178

16 spatial streams
Omnidirectional

2x 10 Gbps, GPS, UWB

-

)

CW9179F

16 spatial streams

Software-defined radios
2x 10 Gbps, GPS

Wi-Fi 7 | Global use AP | Unified license | Al optimized



Scales up to
5,000 APs
and 50,000 clients

Easy migration for
existing LAN
controller
architectures

No need to
re-cable, change
VLANS, or disrupt

operations

© 2025 Cisco and/or its affiliates. All rights reserved.

Introducing

The New Campus Gateway

BLE TODAY

Cisco Campus Gateway

afraln
cisco
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Security Fused into the Network

Securing application access over
O ERUAW

Protecting user access and application interactions

SASE/UZTNA
» Continuous identity, posture and risk assessment across
every session

Securing network connectivity
Safeguarding and optimizing network connections

Quantum-resistant:
« MACsec
« |Psec
« WAN MACsec

Securing network access
Securing connectivity to the network

Authorization and scalable segmentation
« Identity services engine (ISE)
« Software defined access (SDA) and Security Group
Tags (SGT)
« NGFW

Securing the device
Protecting and ensuring compliance of devices

Quantum-resistant secure boot
Compensating controls




Securing the device

Secure from hardware to software, from boot time to runtime

Trustwor
Technologies Verifi

attack

Hardware Yy 9 . Booted securely

tampering attack

BIOS/Rommon I T I ..... oA
attack < ) A

Supply chain ‘ No tampering detected

Hardware authenticated
Software binary

attack ~— . No spoofing detected

Runtime
attack

‘ Data protected from MITM attack

© 2025 Cisco and/or its affiliates. All rights reserved. 31
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Securing network access

Scalable microsegmentation to protect every connection

NN
ooo0

0O

Factory Control

loT robot

. O
R Poli g
N A x® |

0 ;Iﬂ ® / . -‘- —’ \ .'. HR Systems

Identity Services Software Defined Scalable Group Tag

Employee ;
Devices Engine (ISE) Access (SDA) (SGT)

afraln
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FUTURE

dutl Catalyst Center Q % O @ Q@ | R an

Live Protect -

Network Device Security

Overview Device vulnerabilities

Mitigate new threats in
near-real time—without
upgrading image or
rebooting device

12 Live Protect available for deployment @ 37 Live Protect deployed

H VSS score Yevice fami VE = Filters 73 Ilts

Vulnerability Details Affected devices Live Protec
CVE-2023-20198 New Web Ul Unauthorized Access Vulnerability 1 (¢ Available
CVE-2024-20169 Command Injection Vulnerability & Available
CVE-2023-20154 SNMP Remote Code Execution (o) Available
CVE-2023-20049 New  Authentication Bypass Management Interface @ Protection
CVE-2024-20467 Privilege Escalation via CLI © Observation
CVE-2024-20480 SSH Key Management Vulnerability (o) Available
CVE-2023-20177 IPv6 RA Guard Bypass 8. @ Protection
CVE-2024-20508 Privilege Escalation through Configuration API . @ Protection
CVE-2023-20200 CLI Privilege Escalation 8. ¢ Available

CVE-2024-20437 Buffer Overflow in HTTP Server X ) Observation

20 of 73




Q% O © 0@ | 8 amn -

el Catalyst Center

Network Device Security

Overview Device vulnerabilities

73 Al vulnerabilities [ ] 12 Live Protect available for deployment o 37 Live Protect deployed v

= Filters 73 results Apr 22 2025 09:41 Rescan

Vulnerability Details CVvssS @ . Affected devices Live Protect O Hits @

CVE-2023-20198 New

CVE-2024-20169

CVE-2023-20154

CVE-2023-20049

CVE-2024-20467

CVE-2024-20480

CVE-2023-20177

CVE-2024-20508

CVE-2023-20200

CVE-2024-20437

© 2025 Cisco Systems, Inc.

Web Ul Unauthorized Access Vulnerability
Command Injection Vulnerability

SNMP Remote Code Execution
Authentication Bypass Management Interface
Privilege Escalation via CLI

SSH Key Management Vulnerability

IPv6 RA Guard Bypass

Privilege Escalation through Configuration API
CLI Privilege Escalation

Buffer Overflow in HTTP Server

(¢ Available

l¢/ Available

¢ Pending

@ Protection

© Observation

¢/ Available

@ Protection

@ Protection

@ Pending

@ Observation

Rows per page | 20 v~ | 1-20 of 73
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Growing
operational
complexity

Challenges in the branch

© 2025 Cisco and/or its affiliates. All rights reserved.

Rising security
vulnerabilities

Lean IT teams &
talent shortages

Demanding apps
and new Al
workloads

alf bl
Cisco



Accelerate Innovation with Network Automation

Up to

90%

reduction in time to

launch new services.

© 2025 Cisco and/or its affiliates. All rights reserved.

Up to

70%

reduction in OpEx for
service delivery.

Source: ACG Research

90%

fewer provisioning
steps with automation

ol
C

(]
SC

Ill
o


https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/network-services-orchestrator/acg-economic-benefits-of-network-automation.pdf

This requires a new
branch architecture




Architecture for
Unified Branch

Operational simplicity
powered by Al

Scalable devices
ready for Al

Security
fused into the network




Introducing Unified Branch: Platform led Secure Networking
Architecture

Branch Lifecycle : " ;
Automax’iion () Enterprise CI/CD Pipeline or Workflows ® Enterprise Owned
4 )\
Cisco Unified Branch Services Templates
i Partner 1o e :
CUStomlz_a ble o arne Branch Models SLA Policy QoS Policy ZTNA S A Y, ® 'Cll S'CIO. Delivered
Branch Services Developed
L Secure Routing | Network Services Resiliency Profile Wireless Services Open Source Customizable
g Y,
N\
Cisco Branch as Code Dev Kit
Branch Feature Data Models - CVD-based
igu [ Branch Templates Policy Templates Feature Templates Security Templates i
Configuration & fra]n Delivered
Orchestration Sl

‘H’ Branch as Code Provider (Terraform)

Programmable DRSO

Infrastructure

CIsco

NN\ (.

> o thul pojvered

WAN Routers )( Switches >< Access Points




Unified Branch-as-Code Workflow

_b Data Models __lﬁ Perform validation __Iﬁ Direct service validation with
= for your = checks to prevent = business rules and best
branch ~ human error and practices. Integration with
configurations enforce compliance. ThousandEyes
(30} s s s
&%/ O s \>:3)

Network ‘ Seclst;reloBrsgch
Team ploy
@\ Cisco Validated ® Issue a merge request
Designs on a branch to start
Cisco know- deployment

how built-in.

Request configuration
changes just like you
manage source code.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Introducing Workflows for Cisco Networking

Al-ready network automation

Low code/no code free automation tool integrated within the Meraki Dashboard

Compliance Audit on Multi-Organization Networks by Tag
Last Modified ,

pliance Audit on Multi-
Organization Networks by
Ta

o T ae—

i }
Cloud-Hosted Drag and Drop Custom and For Cisco & Third-
Automation Creation / Editing Pre-Built Party Domains

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Network automation for Cisco and

third-party applications

N N
= O~
) ¥
Automate tasks across Integrate third-party Connect cloud and on-
Catalyst Center and SD- applications such as premise controllers to
WAN, Meraki, ISE, ACI, ServiceNow and Jira extend automation
Nexus, and more. with Cisco domains. across the Cisco
portfolio and beyond.
J L y €

© 2025 Cisco and/or its affiliates. All rights reserved.
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Drag and drop your automation

dids’ Meraki Q searcn ® 2 Qe ®

Compliance Audit on Multi-Organization Networks by Tag

Bring your automation design to
life with an intuitive drag-and-drop
interface. Adapters provide
automation capabilities across the
Cisco portfolio. Each adapter
contains a range of validated
actions that can be automated

’ across respective controllers.

Network

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Browse the Exchange

Workflows features an exchange
of pre-made automations that
solve common use cases. These
automations can be run as is or
easily customized in the drag-
and-drop workflow editor. We
frequently update our library with
new, free automations.

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



View workflows in one place

Manage the lifecycle and status of
your automations in the Cisco
Meraki dashboard. Oversee
processes and approve,
collaborate, and validate
parameters all in one place.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Monitor progress for active runs

= Get insight into active automations
B i from Workflows in the Automation
- tab in the Cisco Meraki

| F | dashboard. Monitor runs, see
statuses, identify targets,
troubleshoot errors, and keep logs
for compliance and visibility.

alraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Workflows is fully integrated with Cisco Al Assistant

Leverage built-in Al Assistant integration for agentic operations using natural language

et Meraki

Faster workflow creation

Streamlined operations

Accelerated outcomes

© 2025 Cisco and/or its affiliates. All rights reserved.

Workspace

Organization
Edlab ~

Network
Workflows

Search

Display name

Learn more

ompliance - Meraki N

Automation Compliance - Wireless Firewall
Pert, v

Q Search 9 R O @

Al Assistant
4 New thread

that condu udit of all ne s with the networ

O Al Assistant

| found a workflow that can help y
Compliance Audit on Multi-Organization Networks by Tag

@ Create atable of all Organizations
@ Create Network List from Tagged Networks from all Organizations
® Run Compliance Audit sub-workflows for each Network

@ Generate the Audit Findings Report

Please ¢

© validated Ed Novak

© validated

alraln
cisco



@ Chrome Fie Edt View History Boowmarks Profles Tab  Window Help
® ® 0 [ Chents-MerskiDashbowrd x [} Access Control 2 - Meraki 0 x

c n253.dashboard.meraki.com/ - L ab/n/-fDOvESd manage/clients 7from

.-
)

B Meraki Dashocard [} Meraki Docs Thousandéyes  [JJ] Cisco Deviiet [ Ciscou

Meraki

Clients

Jrganization

SEMA SE Lab

Network

MK-Lab

Usage and clients

Network-wide

Status Description

© 2025 Cisco and/or its affiliates. All rights reserved.

B Access Control 2 - Meraki

L_wides+chents&time

0 Udemy @ CBIN @ Aws

Last seen (UTC-

4)

» B @ B m T Q @ B+ MnOct2? 3

@ e a

w 62

£ The Cisco Enterprl.. Q) Lab Minutes  [JJl] AP1 index

Q

3 RobRiker - Google.. [0 NetOps [) Blogs [ DewNet [ Cloud ™ mac SSHEmr No. £} CCONP ENCOR 350

WAN appliances Switches Access points

All 1
Oniine © : Oniine ©

Usage Device type, OS IPv4 address 1Pv6 address IPv6 address (link local) Policy Connected to






Unified Management -
Catalyst and Meraki,
any environment

Seamless control across cloud,
on-prem, or hybrid

Al-powered automation and assurance

Granular access policy by user, device or
application

© 2025 Cisco and/or its affiliates. All rights reserved.

cisco

Meraki

Network
Meraki SFO12

Network-wide

Security & SD-WAN

Switching

Wireless

ensors

Organization

Find in Menu

Organization Summary

Device status

Uplinks 96 tot
© Allonline

Access points 96 tot:

© 10offline 6 recovered

Organization insights

All Clients Network devices

Impacted networks

Networks by health score

Good

WAN appliances 96 total
© 9offline

Controllers 9¢
© Allonline

Inf

16 recovered

© Allonline

Cameras

16 recovered © Alionline

tructure  Applications

Impact across networks

Issue type
Clients

Network devices
Infrastructure

Applications

| Poor v

Network Health score

Network name © 70 pts
Network name 0 82pts
Network name

Network name

Score change  Network tags
-24pts office
-12pts office
+1pts office.

-20 pts Office +3

Q search

Cellular gateways 96 total Switches 96 t

@ 2 0 06

© 9offline 16 recovered

Sensors 9
© Alionline

Trending networ

Total impacted Change Network

+511 1. London

SFO-Corp

ks

Health
9 80pts

© 76 pts

Chicago-Data.. @ 82pts

San Francisco

Tokyo

© 76 pts

© 88pts

Learn about scores

Clients Network devices Infrastructure

Q48pts @ 84pts
©54pts  @84apts
O68pts @ 84pts

A 80 pts © 76 pts

© 100 pts
© 99pts
© 99 pts

© 100 pts

View old version

© 19 offline

Change
-20pts
“18 pts
-18pts
14 pts

-12pts

Applications
© 100 pts
© 100 pts
© 100 pts

© 100 pts

afraln
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Scalable branch devices ready
for Al




More throughput to
support increased
traffic to data center

Advanced
embedded NGFW
for secure branch

connectivity

Post-quantum
secure

DevOps style
Branch-as-code for
rapid deployment

© 2025 Cisco and/or its affiliates. All rights reserved.

Introducing

Secure Routers for the Al-powered unified branc

Cisco 8000 Secure Routers

afraln
cisco



Cisco 8000 Series Secure Routers

for every size location

T §
N [ gy W

Small Branch:
8100

4 Variants

IPsec:
Upto 1.5 Gbps

SD-WAN:
Up to 1 Gbps

Threat Protection:
Up to 1 Gbps

© 2025 Cisco and/or its affiliates. All rights reserved.
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Medium Branch:
8200

2 Variants

IPsec:
Up to 5 Gbps

SD-WAN:
Up to 4 Gbps

Threat Protection:
Up to 2.5 Gbps

Large Branch:

8300

2 Variants

IPsec:
Up to 20 Gbps

SD-WAN:
Up to 15 Gbps

Threat Protection:

Up to 7 Gbps

Campus:
8400

3 Variants

IPsec:
Up to 45 Gbps

SD-WAN:
Up to 23 Gbps

Threat Protection:

Upto 11 Gbps

Data Center:
8500

2 Variants

IPSec:
Up to 45 Gbps

SD-WAN:
Up to 23 Gbps

Route Scale up to 8M

afraln
cisco



Deliver
exceptional
branch experiences

Cisco Wireless
Wi-Fi 7

Smart Wi-Fi 7 access points and
cloud-managed switches

Sustainable and energy efficient

designs e ————— Ry
Make every space smarter Cloud-managed

Switching

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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Security fused into the network :




Security fused
Into the branch
network

© 2025 Cisco and/or its affiliates. All rights reserved.

Securing users, things,
and agents UZTNA/SASE

Securing network access

Securing network connectivity

Securing the device

<JO

AN

=
5 Qe

-

bl
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Cisco eases your journey to a
future proof secure branch

—© - () - () -
Traditional SD-WAN * SASE* Universal
Networking VAR\A

*when combined this is known as SASE architecture

© 2025 Cisco and/or its affiliates. All rights reserved.



SASE: Secure Access integrated with Cisco SD-WAN

Your security strategy for a hyper-distributed world

- SASE N

Secure Security
SD-WAN + Service Edge
Converged set of cloud networking Converged set of cloud security
N\ ( ) J

\_ End-to-end Assurance with ThousandEyes )

© 2025 Cisco and/or its affiliates. All rights reserved. . CIsco



Securing Users, Device access to Apps with Universal

ZTNA from Cisco

Unmanaged D Same optimized experience
devices Enabled by the network
Managed e
devices /@
02 o
People ([ |7 — /
Things =5 — : F
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