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Introduction

Actual Status Compute Edge:

Edge = low number of VMs and/or docker container.
Single host ESXi deployments are normal.
K8s is slowly adopted

Companies are looking for ESXi replacement.
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Design Consideration

» Key factors: Redundant and Simple

* Deployment: Easy, consistent, repeatable, and automated
« NFC, CVDs, Blueprints

* Edge Optimized
« Size: 18” deep - Noise: 45dB* - Temperature: 45°C*

» Workloads: Capable to run existing and new Al workloads

» Legacy Apps, docker container, VMs, micro-services, and Al workloads
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Full-stack edge solutions

Plug and play vertical software

Flexibility and choice

Reference designs with
infrastructure software partners

© 2025 Cisco and/or its affiliates. All rights reserved.

Al-ready edge

Cisco Intersight

( Zero touch deployment ) (

Global visualization )

Vertical - 3 party software

VALIDATED

Retail Manufacturing Healthcare Al
Infrastructure software
NUTANDS & RedHat  vmware  Jl Microsoft 09w e SUSE
S Cisco Unified Edge
Security

Compute Network Storage
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Network Design
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Cisco Unified Edge:

Future-Ready Performance

Integrates compute, networking, storage, and security

Al-ready edge

Compute node

( R
Compute

_ _J

( R
Storage

_ _J

( R
Software

2x 2400W PSUs

N+N redundancy capable

NUTANI> 8, RedHat vmware

by Broadcom
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GPUs

UCS XE130c M8: UCS XE150c M8:
Half-height/half-length GPU Full-height/full-width GPU

NVIDIA L4

NVIDIA RTX Pro 4500/6000 and L40S

Additional GPUs on roadmap

) :
Intel Xeon 6 SoC

CPU native Al inferencing (AMX)

Canonical

& Ubuntu

Bm Microsoft intel.

Confidential compute (TDX & SGX)
Integrated Ethernet

Scalable multithreaded
cores (12, 20, 32)
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Cisco Unified Edge

eCMC Port Layout Dual 1/10/25 Gb uplinks *—

USB-C Serial Console

* USB-C port Both eCMC Management
ports must be connected

* 1/10Gb Management port

afraln
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eCMC Connections

) =

'@.’Aﬂ

« Management port requires its own uplinks
* One or two uplinks from each eCMC
If two uplink links are used, they must be

afraln
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Simple HA Topology

Both management and uplink ports to
connect to the same router

Meraki MX or
Catalyst 8000

Uplink ports are individual ports with
Meraki MX*

Port-channel is only possible with
Catalyst 8000

Uplink ports are configured as VLAN
trunk ports

* Meraki MX does not support port-channel
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Redundant Switching Topology

Both management and uplink
ports are distributed to a pair of
switches

Uplink ports are configured as
port-channel

One single Meraki MX or
Catalyst 8000 router

——¢ Mgmt Link

*—0 Data Links
€——¢ [nter-Switch Links

Switch-to-Router Links
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Fully Redundant Topology

Both management and uplink
ports are distributed to a pair of
switches

Uplink ports are configured as
port-channel

A pair of Meraki MX or Catalyst
8000 for HA

Uplink ports are configured with
the same set of VLANSs

CCCCC



Data Plane

A switch is integrated
into each eCMC

* STP is disabled

* NO data path between
eCMC A and eCMC B

© 2025 Cisco and/or its affiliates. All rights reserved.

Meraki MX
1G 1G
10G
Meraki MS A Meraki MS B
10G U
10G 10G ENp— 10G 10G
Port Channel Port Channel
eCMC A eCMCB
25G 25G
- UCS XE9305
Server .
Chassis
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Data Plane

Server is connected to
eCMCs via 2 LOM only

Bond interface (in Active-
Backup mode)

- Primary link must be set on
all servers.

- Primary Reselection is
enabled by default

© 2025 Cisco and/or its affiliates. All rights reserved.

Meraki MX
1G 1G
10G Primary link
Meraki MS A MerakiMSB| ... Backup link
10G \/
10G 10G Port Channel 10G 10G
Port Channel Port Channel
eCMC A eCMC B
256 BOND 256 __-- |
25G (Active-Backup) _-- 125G
- 1
r”’ :
- < 1
- 1
P 1
- = 1
P 1
| |
RHEL / RHEL / UCS XE9305
CoreOS CoreOS Chassis
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Data Plane

eCMC automatically
brings down links to
servers upon uplink
failures

RHEL/CoreQOS wiill
trigger switchover
from primary to
backup

Traffic switches back
to the primary link
when uplinks are
back online
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Meraki MX
1G 1G
10G Primary link
Meraki MS A MerakiMSB| ... Backup link
10G U
10G 10G et (ST 10G 10G
Port Channel Port Channel
eCMC A eCMC B
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Uplink Network Configuration

< Unified Edge

UCSXE-WZP2921AGCK-1 @ Heaitny

General Inventory Unified Edge Profile Topology Metrics
I ET Configuration
Status A Switch
© OK

H l Edge Chassis Management Controller A Edge Chassis Management Controller B Switching Configuration
Meraki MS A Meraki MS B Name

tenant2-unified-edge_WZP2921AGCK

VLAN Configuration tenant2-vlan (§
User Label

Port > tenant2-ecmc-A-port-channel
Unified Edge
UCSXE-WZP2921AGCK-1 Port Channels

Template Name

tenant2-unified-edge

Last Update

eCMC A eCMC B Nov 23, 2025 2:25 PM

Organizations Ethernet Uplink Port Channel
Tenant2
LD =St Port Type Port Channel Type
No Tags Ethernet Ethernet Uplink
UCS XE9305 i '
Port Role Port Channel Role
Server
Ethernet Uplink

2

© 2025 Cisco and/or its affiliates. All rights reserved.

Which VLANSs are
provisioned on
eCMCs and
allowed on uplinks

Single port or
Port-Channel
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Server Network Configuration

€ UCS Server Profiles

tenant2-openshift_server-1 [ Actions |

General Server Inventory

Details Configuration LAN Connectivity Details
Status
. Policies Identifiers General

© oK

Name
Meraki MS A Meraki MS B @D show hnsched Pocles tonant2-LAN
General Edit
N ~ Compute 5 of 7 Policies Configured Organization
ame
. Tenant2
tenant2-openshift_server-1 . . .
BlOS @ tenant2-bios-ocp-virtualization
Description Policy Details
Boot Order @ tenant2-boot-order

- IQN Allocation Type

User Label Memory tenant2-server-memory None

- o tenant2-server-power Placement Mode .
Auto vNICs Placement Wh h VLAN r

Target Platform Virtual Media tenant2-virtual-media-ocp IC S a e
Enable Azure Stack Host QoS

ucs server (Unified Edge) N
o

eCMC A eCMC B SR ~ Management 3 of 8 Policies Configured a I I Owed O n th e

~ VvNICs
tenant2-openshift

IMC Access tenant2-imc-access "
~ tenant2-mts-A
Tempiate Sync Status server fac INg ports
= Local User tenant2-local-user
© oK Name
2 tenant2-mts-A
Last Update Virtual KVM tenant2-vkvm
Nov 23, 2025 2:43 PM - .
~ Storage 1 of 1 Policies Configured Placement
Organization
rganizatl Storage tenant2-storage SHERY
Tenant2 A

U CS XE93 05 ~ Network 1 of 1 Policies Configured Ethernet Network Group Policy

Server Assignment

Se rve I' LAN Connectivity tenant2-LAN

Assigned Server
UCSXE-WZP2921AGCK-1-1 At yos

Ethernet QoS Policy
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Cisco Unified Edge

Backplane-ConnectionDiagram————

eCMC-A Backplane Compute node
backplane
connectors
Faceplate ports ’ 25 Gbps Faceplate ports
SFP28 J¢——> < [ RJ45
) = 25 Gbps R
SFP28 J¢— < RJ45
<
I
g |
g |
gl
1 G I
£3
eCMC-B 5 :
Faceplate ports >

< L e
SFP28 )¢—> < ——

< > [

¢ > B |
SFP28 )¢—| ¢ 4 | .

Emm=am== — 1B
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Red Hat Solutions Design
Options



RHEL with Podman and KVM

Podman: Daemonless container
engine for OCI (Open Container
Container| | Container VM VM Initiative) containers on Linux

KVM: Handles CPU and memory
virtualization in kernel space

QEMU: Device emulation and
VM management

Hardware with Virtualization

e o High Day 2 operations

overhead

el
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RHEL with Podman and KVM

cockpit-machine virsh virt-manager
(web-based) (CLI) (desktop-ui)

cockpit-podman podman
(web-based) (CLI)

Container Container VM VM libvirt

Different
management tools

for Containers and ﬁ

VMs Q Red Hat Enterprise Linux (RHEL)

Hardware with Virtualization _
Technology (Intel-VT) |

afraln
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Podman Networking Bridge (NAT) Mode

Bridge (NAT Mode)

Red Hat Enterprise Linux

Container 1 Container 2
Web Server Web Server
i .0.0.0: listeni 0.0.0.0:80
Port Mapping: (running on 0.0.0.0:80) (listening on )
: 10.88.0. IP: 10.88.0.3/16
10.131.7.6:8081 -> P B OANE /
10.88.0.2/16 etho ethO
10.131.7.6:8082 ->
10.88.0.3/16
vethO veth1
podmanO (10.88.0.1/16)
10.131.7.6/24
BondO
ACCESS VLAN (1317)

© 2025 Cisco and/or its affiliates. All rights reserved.

Containers are attached to
podmanO bridge

Containers get IP addresses
In the same subnet as
podmanO

Internally routable within the
host

NATed when leaving the host

Need DNAT for incoming
traffic g



Podman Networking MACVLAN(Bridged) Mode

MACVLAN (Bridge) Mode

Red Hat Enterprise Linux

Container 1 Container 2
Web Server Web Server
(running on 0.0.0.0:80) (running on 0.0.0.0:80)
IP: 10.131.7.38/24 IP: 10.131.7.39/24
MAC: b2:72:f5:96:e7:63 MAC: d6:€8:€9:35:75:84
eth0 eth0

macvian-net

10.131.7.6/24

BondO

ACCESS VLAN (1317)

afraln
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KVM Networking NAT Mode

Red Hat Enterprise Linux

VM1 VM 2
Web Server Web Server
(running on 0.0.0.0:80) (running on 0.0.0.0:80)

DNAT:
10.131.7.6:8081 -> IP: 192.168.122.58/24 IP: 192.168.122.59/24
192.168.122.58:80 enp1s0 P
10.131.7.6:8082 ->
192.168.122.59:80

vethO veth1

virbr0 (192.168.122.1/24)

10.131.7.6/24

BondO

ACCESS VLAN (1317)

© 2025 Cisco and/or its affiliates. All rights reserved.
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KVM Networking MACVLAN (Bridge) Mode

Red Hat Enterprise Linux

VM1 VM 2
Web Server Web Server
(running on 0.0.0.0:80) (running on 0.0.0.0:80)
IP: 10.131.7.45/24 IP: 10.131.7.46/24
MAC: 53:54:00:65:ae:f3 MAC: ec:f4:0c:fd:b9:d3
enp1s0 enp1s0
macvtap11 macvtap12

BondO

ACCESS VLAN (1317)

afraln
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KVM Networking Linux Bridge

Red Hat Enterprise Linux

VM 1 VM 2
Web Server Web Server
(running on 0.0.0.0:80) (running on 0.0.0.0:80)
IP: 10.131.8.47/24 IP: 10.131.8.48/24
enp1s0 enp1s0
vethO veth1

br-workload

10.131.8.3/24

WORKLOAD VLAN (1318)

Mode

© 2025 Cisco and/or its affiliates. All rights reserved.
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Single-Node OpenShift (SNO)

Fully supported CNCF Kubernetes
‘ Red Hat OpenShift stack

Control-plane and worker functions

Single point of failure
6 Red Hat CoreOS

Workload can be restarted and
scaled within the node

A Single UCSXE Server Support OpenShift Virtualization

© 2025 Cisco and/or its affiliates. All rights reserved. . Clsco



OpenShift Virtualization (CNV)

‘ Red Hat OpenShift Cluster

VM
Pod

VM
Pod

Pod Pod

e OpensShift Virtualization

Cisco Unified Edge

© 2025 Cisco and/or its affiliates. All rights reserved.

OpenShift feature built on
KubeVirt

Unified platform for containers
and virtual machines

Manage VMs using native
Kubernetes APIs and tools

Supports single-node,
compact, and standard cluster
deployments

bl
Cisco



OpenShift Compact (3-Node) Cluster

Control-plane and worker functions
on each node

‘ Red Hat OpenShift Cluster

Control plane tolerates of one node
Workload Workload Workload .
Pod Pod Pod failure

Control Plane Control Plane H |g h Availabil |ty
Pod Pod Pod

Pods can be rescheduled to a
different node

Lot UCSXE 2 | UCSXE 3 Can add more work nodes for extra
capacity

el
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Single-Node RHEL with
Podman and KVM

Single-Node OpenShift

Cluster

Compact OpenShift
Cluster

Resource Overhead

Scalability (System)

Scalability (Workloads)
High Availability (System)
High Availability (Workloads)

Data Redundancy

Best For

© 2025 Cisco and/or its affiliates. All rights reserved.

Low

Limited; not designed for
scale or orchestration.

Manual scaling only

None

Limited due to single point
of failure

No built-in redundancy
Simple, small workloads; no

need for high availability or
orchestration

Medium

Can scale by adding worker
nodes

Limited by single node
capacity

None

Limited due to single point of

failure

No built-in redundancy

Small workloads which require

unified management, where
downtime is acceptable

High

Scalable; can add more
worker nodes for extra
capacity.

Can scale to cluster
capacity

Full HA with distributed
control plane

Automatic rescheduling on
node failure

High redundancy with
distributed storage

Mission-critical workloads
needing HA and data
persistence.

afraln
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Sizing Guidelines

« Minimal resource requirements (per node)

CPU

Memory

Storage (SSD)

RHEL with Podman

RHEL with KVM

Single Node OpenShift Cluster
(with OpenShift Virtualization)

Single Node OpenShift Cluster
(with OpenShift Virtualization,
OpenShift Data Foundation)

» Dedicate NVMe disk to Container/VM storages

© 2025 Cisco and/or its affiliates. All rights reserved.

8 cores

16 cores

24 cores

32 cores

32GB

64 GB

192 GB

256 GB

250GB

250GB

250GB

250GB

afraln
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Red Hat Al Inference
Server



Red Hat Al Inference Server

« Container-based. Can run on RHEL with Podman, or on OpenShift.
* Does not rely on Red Hat OpenShift Al
* NVIDIA L4 GPU major constraint: 24GB of VRAM
« ~7B-8B parameters
* May require INT4 or INT8 quantization
» Tested:
« RedHatAl/Granite-3-1-8b-Instruct-quantized.w8a8: text-to-text
» Use Red Hat validated LLM model on Hugging Face u

el
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https://huggingface.co/collections/RedHatAI

Splunk Dashboard

© 2025 Cisco and/or its affiliates. All rights reserved. . Clsco



Unified Edge Monitoring

* Splunk OpenTelemetry Collector runs on OCP edge cluster
* Receivers gather vLLM, NVIDIA GPU metrics

* Processors filter and enrich metrics

» Exporters send metrics to Splunk Observability Cloud

« Dashboards provide real-time visibility

el
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NVIDIA GPU Dashbaord

Unified Edge
UNIFIED EDGESERVERS  OPENSHIFT CLUSTER
Total GPUs | 10s n

Total number of GPUs reporting metrics.

OPENSHIFT DATA FOUNDATION ...

]

Average GPU utilization

l Time | -5m

Chart resolution =~ [ v

Event overlay

1h

NVIDIA GPUS RED HAT Al INFERENCE (VLLM)
Overrides:  Unified Edge Cluster [\ LEE N node3.compacttenant2.avatarlocal X Filterl Optional
10s n - GPU memory utilization | 10s JARNREE Total GPU energy consumption

Average GPU utilization across the dashboard time window.
]

FANEEE Average GPU temperature

10s

Qo

GPU memory utilization percentage across the dashboard tim...
60

Total GPU energy consumption in joules since the driver was ... Average GPU temperature across the dashboard time window.

GPU memory temperature | 10s n

GPU memory temperature across the dashboard time window.

80
20
80 80 80
L L L 85
] J
69.20 — 76.60 0
0 [ 100 100 0 120
Wed 25 Mar 2026 11:30:00 % Wed 25 Mar 2026 11:00:00 °c °c
GPU memory usage | 10s 0 Top & GPU clients | 10s n
GPU memory breakdown showing free, used, and total memory. Top GPU-consuming workloads over the last hour,
2156Gi8 L GPU utilization | pod | namespace | uuiD |
21Gi8 99% inference-server-8fbbfo455-5wxk6 ak-inference GPU-b6178f47-dbf4-0dcf-3f89-5663eabac
20.5GiB
206GiB
Wed 25 Mar 2026 11:29:50
11:25:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:29:00 11:29:30 11:30:00
GPU utilization (%)  10s n GPU utilization by namespace | 10s n
GPU utilization over time. GPU utilization by namespace, pod, container, and GPU.
100 100 == — 5 ———— e ; se e ey SR .
c y \ y
50 £ %0 \ / A\ A\
8 \
E 0
5
0 11:26:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:23:00 11:29:30 11:30:00
11:25:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:29:00 11:29:30 11:30.00 W vim
GPU temperature by GPU | 10s 0 GPU power usage by namespace | 10s o
GPU temperature by host and GPU. GPU power usage in watts by namespace and GPU.
70
50 s 60
¢ P
0
11:25:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:29:00 11:29:30 11:30:00 11:26:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:29:00 11:29:30 11:30:00
| | node3.compacttenant2.avatarlocal ai-inference
Tensor core u 10s n PCle bus TX/RX data | 10s o
Ratio of cycles the tensar core pipe is active. PCle transmit and receive throughput by GPU,
) s AMiB W
0.020 e # 2
/ / B
/ A s 2MiB
0018 2 . a8
11:25:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:23:00 11:29:30 11:30:00
11:25:30 11:26:00 11:26:30 11:27:00 11:27:30 11:28:00 11:28:30 11:29:00 11:29:30 11:30:00 | | PCle RX bytes M pcie T bytes
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ashboard

Unified Edge
UNIFIED EDGE SERVERS OPENSHIFT CLUSTER OPENSHIFT DATA FOUNDATION ... NVIDIA GPUS RED HAT Al INFERENCE (VLLM) Ei
Overrides:  Cluster Filter [ Optional l Time I Chart resolution | # v  Event overlay
Completed requests | 10s FARNREE Total errors | 10s oo KV cache utilization | 10s n Errors persecond | 4s n - Time to first token percentiles | 10s 0
Total completed requests across the dashboard time window. Total request failures across the dashboard time window. Average KV cache utilization acggss the dashboard time wind. Request failures per second. Time-to-first-token percentiles across the dashboard time window.
1 44ms
- 0.500 42ms
0 1144 11:46 11:48 11:50 11:52 11:54 11:56
t
Wed 25 Mar 2026 11:57:10 Wed 25 Mar 2026 11:57:20 Wed 25 Mar 2026 11:57:10 11:40 11:45 11:50 M pso M poo M pos M poo
Total prompt tokens | 10s n Total generation tokens | 10s no Prompt and generation tokens | 10s JARREE Time per output token percentiles | 10s n
Total prompt tokens across the dashboard time window. Total generation tokens across the dashboard time window. Prompt and generation token counts across the dashboard time window. Time per output token percentiles across the dashboard time window.
39.5ms
100
| | a
11:44 11:46 11:48 11:50 11:52 11:54 RRET 11:44 11:46 11:48 11550 11552 11:54 1156
Wed 25 Mar 2026 11:57:10 Wed 25 Mar 2026 11:57:10 B Generationtokens M Prompt tokens Mpso Mpoo Mpos Mpoo
Finished requests by reason | 10s oo Active requests | 10s JARREE End-to-end P90 request latency | 10s 0
Finished requests by reason across the dashboard time window. Waiting and running requests over time. P30 end-to-end request latency across the dashboard time window.
0100 WO R R O T o R e
| - | w | [ . | | | 1 | o W T N | [ [
P I Al o | | B 5 S | ol |
0050ttt . bt i L 0500 | 1 i 7
I I I Ly |y
(. | i i (I i
0 ¥ 0 =
11:44 11:46 11:48 11:50 11:62 11:54 11:56 11:44 11:46 11:48 11:50 11:52 11:54 11:56
M tength M stop M running I waiting Wed 25 Mar 2026 11:57:10
KV cache utilization trend | 10s n Requests by model | 10s n - Request latency percentiles | 10s 0
KV cache utilization trend over time. Request count by model over time. End-to-end request latency percentiles across the dashboard time window.
0.400 1
T8s
D200 i 0500 168
o 0 T4s
T
11:48 11:50 11:52 11:54 11:56 11:44 11:46 11:48 11:50 11:52 11:54 11:56 11:44 11:46 11:48 11:50 11:52 11:54 11:56
granite-3.1-8b-instruct-quantized w828 Merso Mpoo Mpeos M poo
afraln
cisco
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granite-3.1-8b-instruct-quantized.w8a8
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Meraki MX
Port 3 Port 4
Port 1 Port 1
Port 27 Port 27
Meraki MS A Meraki MS B
Port 28 \/ Port 28
Port 26 Port 25 Port 26 Port 25
Port 1 Port 2 Port 1 Port 2
eCMC A eCMC B
twb twb
UCSXE
Server 1

UCS XE9305
Chassis
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Demo

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Demo

 Red Hat Al Inference Server
« Splunk Dashboard
« Al Agent with Intersight MCP

el
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