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Cisco AgenticOps 

Today
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AI-RRM
AI powered wireless optimization

AI RRM’s intelligent radio tuning has reduced more 
than 95% of our configuration updates in our 
multiple sites.”“

- Chief Network Admin

Two years of escalations ended within six hours of 
enabling AI-RRM!”“

-Network Admin

AI-RRM now in use by more than 5K customers 
and over 650K access points.

GA
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Accelerating issue resolution with AI

Intelligent Capture and AI Packet Analyzer
AI powered insights and troubleshooting

GA

500 Million+ Proactive PCAPs Performed

Reduces manual effort to reproduce and diagnose

Embedded PCAP viewer to streamline troubleshooting

AI powered analysis delivers clear actionable insights
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AI Assistant as entry point to AgenticOps across 
Cisco Portfolio
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Authentication & compliance

Duo

Private & SAAS Resource Access

Secure Access

                           

     

Topology, client details, location, 

etc.

Cisco Meraki

WAN, Internet, App Insights

(*) EFT

Topology, client details, location, etc.

Catalyst Center *

WAN Details

SD-WAN

Cisco and third-party insights

Voice and video experience
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Agentic workflows

AI powered automation natively in the Meraki 
dashboard

Leverages built-in AI Assistant integration for agentic 
operations

Automates workflows across Meraki, Catalyst Center, Catalyst 
SD-WAN Manager, ISE, Nexus, and more

Leverage built-in AI Assistant integration for agentic operations using 
natural language

GA

Cloud-Hosted 

Automation

Drag and Drop 

Creation / Editing

Custom and 

Pre-Built
For Cisco & Third-Party 

Domains
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Demo

AI Assistant Cisco 
Workflows
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Cisco AgenticOps 

Tomorrow

10



© 2025 Cisco and/or its affiliates. All rights reserved.

The Cisco Deep Network Model

BRKXAR-2028
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GPT-4o Llama 30B GPT-4o mini Gemma Cisco Deep
Network

Outperforms general-purpose models by ~20%

Accuracy on CCIE-style multiple choice questions (590-question benchmark), May 2025

Purpose-built for networking, 
expert accuracy

• More precise reasoning for troubleshooting, 
configuration, 
and automation

• Fine-tuned on 40+ years of expertise and 
expert-vetted for accuracy

• Evolves with live telemetry and real-world 
Cisco TAC and CX insights
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Putting it all together
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Large System prompt

• 1600 line prompt

• Focus on making Foundational Model network centric

Framework Flexibility

• Orchestration is flexible

• No Vendor lock in

Memory-Powered Intelligence

• 3 Tiers

• Personalization

• Contextual

• Conversational

• Learn from every single session

• Recognize patterns across networks

• Smarter over time

User Extensibility

• Custom MCP servers

• Runbooks (Gen AI)

 

Foundational 

Model
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• Single canvas for cross domain 
troubleshooting

• Generative UI with reasoning  
built-in

• Multi-Player environment

• Keeps NetOps, SecOps, IT and 
execs on the same page

AI Assistant Shared Workspace Users
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Demo

Cisco AI Canvas
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https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas
https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas
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Agentic AI gives models the ability to 
interact with systems and take actions
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Agents Empower LLMs to Solve Real-World Problems
AI Agents reason on problems and use tools to solve them
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MCP
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Capabilities
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Ask ThousandEyes to 
provide telemetry data

Prompt: Is our SD-
WAN having 

problems? A few 
sites seem slow

Agent asks the 
LLM to interpret 

the prompt 

LLM 
Interprets 

Prompt

Answer is returned to 
user

Ask Splunk to pull 
network data and other 

relevant logs

LLM + agent begin 
solving problem

ask help from tools, 
including Meraki, 

ThousandEyes, Splunk

LLM reasons on 
the data 

provided by 
agent and tools

Agent returns an 
answer to the 

user

Check SD-WAN status in 
Meraki Dashboard

Meraki

MCP ServerMCP ServerMCP Server
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Checks internet, app 
server, DNS

Correlates data  
together

Check local network 
telemetry

Meraki

MCP Server MCP Server MCP Server

Collated answer surfaced 
on AI Canvas

AI Canvas reaches out to 
MCP servers

Deep Network Model 
Interpret Prompts

Prompt: Why is my 
application so slow?

Putting Together AI Canvas’s Components

Widgets created via 
generative UI MCP
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Cisco Deep Agent Core
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Workplace 
Domain Agent

Meraki Deep 
Agent

Meraki 
Dashboard 

API

SD-WAN Deep 
Agent

vManage API

CatC Deep 
Agent

Cat C APIs

TE Deep 
Agent

Thousandeyes 
API

• Can Act Independently
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AgenticOps with cross-product skills and
unified data
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Security & connection events

Firewall

Authentication & compliance

Duo

Private & SAAS Resource Access

Secure Access

                           

     

Topology, client details, location, 

etc.

Cisco Meraki

User trust level, identity checks & 

reasons

Identity Intelligence

Related Threat Incidents

XDR

WAN, Internet, App Insights

Cisco and third-party insightsTopology, client details, location, etc.

Catalyst Center

Authentication Insights

ISE

Voice and video experience

WAN Details

SD-WAN

Data center network management.

Nexus Dashboard

Data center network management.

Hyperfabric

Unified management, automation, 

security.

Intersight

Campus and Branch Data Center Security and Observability

AI Assistant

AI Canvas
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An AI-native management platform that reimagines 
how organizations manage, operate, and optimize their 
IT infrastructure

Cisco Cloud Control
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Cross-Domain ApplicationsCisco Cloud Control
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Cisco Cloud Control: Your entire Cisco infrastructure. One login. One view.
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Cisco Cloud Control embedded experience

28



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Cloud Control embedded experience
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Security fused 
into the network

Securing network access

Securing network 
connectivity

Securing the device

Securing users, things, 
and agents
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Attacks on Infrastructure Attacks on Encryption

New threats attack networks directly

Exploits like Salt Typhoon that target unpatched 
software on key infrastructure 

“Harvest now, decrypt later” attacks where 
encrypted data is extracted and stored, anticipating 

quantum computing. 
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Securing the device
Secure from hardware to software, from boot time to runtime

Microloader

OS Check

Bootloader check
Quantum-

resistant 

secure boot
IOS-XE

Compensating

Controls with 

Live Protect
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Securing network connectivity

IoT/OT

Networking Customer Advisory Board

WAN MACSec

MACSec

IPSec

Network traffic

Managed

Unmanaged

• Low latency
• High bandwidth
• FIPS compliant

Post-Quantum 
Cryptography
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Today, Firewall Policy Management is Fragmented

Data Center

Campus/Branch

Public Cloud

Multiple vendor 
user interfacesTraditional Policy Management 

• Policy configuration is device-by-device 

• Translating one intent to multiple policies across 
vendors takes time and is error-prone

• Adding firewall devices over time makes the 
problem exponentially worse 

Solving these challenges requires a 
different approach



Data Center

Campus/Branch

Public Cloud

Introducing Mesh Policy Engine
Cisco is the Only Enterprise Firewall Vendor that Extends Policy to non-Cisco Enterprise Firewalls

• A policy manager (not a device 

manager or policy converter)

• Retain the “what” and 
“where” of the policy and  the 
“why” 

• Change enforcement points, 
not policy

• Cisco plus the other enterprise 

firewall vendors

Cisco Security Cloud Control 
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S E C U R I T Y  C L O U D  C O N T R O L

Secure 
Firewall

Secure 
Workload

Smart 
Switches

3rd Party 
Firewall

Cisco Hybrid Mesh Firewall

Write Policy Once, Enforce Across the Mesh 

ACI
Secure 
Router

NEW

Live Protect

Hypershield
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Cisco Universal ZTNA

P

T

Internet apps

SaaS apps

Traditional apps

Private apps

Seamless experiences
AI-powered Identity and Device Intelligence

Effective, distributed 
enforcement
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