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Al-RRM

Al powered wireless optimization

i Catalyst Center Q% O ® 0@ K mn -~

Al-RRM now in use by more than 5K customers
and over 650K access points.

{ ¢ Two years of escalations ended within six hours of
enabling AI-RRM!”

-Network Admin

IAI RRM'’s intelligent radio tuning has reduced more
than 95% of our configuration updates in our

multiple sites.” . _
- Chief Network Admin

alraln
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Intelligent Capture and Al Packet Analyzer a—

Al powered insights and troubleshooting

Accelerating issue resolution with Al

500 Million+ Proactive PCAPs Performed

Multiple DHCP servers seen

Reduces manual effort to reproduce and diagnose = e

Embedded PCAP viewer to streamline troubleshooting

| Al powered analysis delivers clear actionable insights

alraln
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Al Assistant as entry point to AgenticOps across
Cisco Portfolio

== . A
|:|| Cisco Meraki ?ﬂ& Duo Secure Access IXU]  catalyst Center * 3% SD-WAN

Private & SAAS Resource Access Topology, client details, location, etc.

Topology, client details, location, N .
Authentication & compliance o

etc.

cisco
LilaRousseaux . ,

ThousandEyes@ splunk> = Thousandeyes@ | aerts ° ® B® Q0w | o

= Al Assistant

WAN, Internet, App Insights Cisco and third-party insights

Event Detection
Any - 1alert You

show me alerts from this past week

Alerts @

Alert Rule Start (GMT+5:30) -\ Scope Impacted Tests

Network & App Synthetics Default Network Alert Rule 2.0 Dec 2, 2025 21:50:00 2 agents outlook.office.com:443 - Network O Al Assistant 03:37 pm

Fetching alerts from past 7 days.
Endpoint Experience

\ B We bex Alerts . o
We detected 1 alert in the last 7 days, 1 of which is
goutng ‘ minor. The latest minor alert was '‘Default Network
Alert Rule 2.0' applied on the target ‘cea_server'.
Voice and video experience Traffic Insights > The alert started at December 02, 2025 11:20:00

impacting 1 test across 2 locations:
Devices > ONE-1.cisco.com and C9K~
STANDALONE-2.cirrus.cloud. The alert triggered
because the packet loss was 100%, which is above
the threshold of 10%.

Cloud Insights

Internet Insights P

(*) EFT

© 2025 Cisco and/or its affiliates. Al rights reserved. 6 Cisco




Agentic workflows
Leverage built-in Al Assistant integration for agentic operations using
natural language

Al powered automation natively in the Meraki
dashboard

Leverages built-in Al Assistant integration for agentic
operations

Automates workflows across Meraki, Catalyst Center, Catalyst
SD-WAN Manager, ISE, Nexus, and more

For Cisco & Third-Party

Cloud-Hosted Drag and Drop Custom and
Domains

Automation Creation / Editing Pre-Built

© 2025 Cisco and/or its affiliates. All rights reserved.

Compliance Audit on Multi-
Organization Networks by

Tag

alraln
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Al Assistant Cisco
N Workflows

Demo

alraln
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im] %&  Network Overview - Meraki Da- X

& Automation: My Workflows

X | B Cisco Catalyst Center

() https://n94.meraki.com/Campus-Fabric/n/upUOBaEb/manage/configure/overview?from=wireless+ssi_ds

‘asce’ Meraki
#J»  Global Overview Conflgurat|on overview
SSIDs Showing 15 of 15 SSIDs. Hide disabled SSIDs.
o>  Organization Campus Fabric - wireless WiFi Unconfigured SSID 1 Unconfigured SSID 2 Unconfigured SSID 4 Unconfigured SSID 5 Unconfigured SSID 6 Unconfigured SSID 7 Unconfi
BXB DMZ MikePod 1 v Enabled [enabled v (disabled v] (disabled V] [enabled ] (enabled v | [enabled v] [enabled v] [enabled v
Name rename rename rename rename rename rename rename rename
SSID Admins | access disabled v| |w 7‘;:3[ ”‘:',,‘ | { cces H'”: led | \ access disabled V_l ( access displ.{lég v| hccg;S disabled v | [acct_zss; (iiséb_led v| | access dl;.
N " Access edit settings edit settings edit settings edit settings edit settings edit settings edit settings edit settin
:6: giwor S control
" Campus Fabric v :
Encryption PSK (WPA2) PSK (WPA3-SAE) SK | SAE) PSK (WPA3-SAE) PSK (WPA3-SAE) PSK (WPA3-SAE) PSK (WPA3-SAE) PSK (WPA
Sign-on None None None Click-through splash Click-through splash Click-through splash Click-through splash Click-thror
& Cloud method page page page page page
Bandwidth unlimited unlimited unlimited unlimited unlimited unlimited unlimited unlimited
. »  Network-wide limit
Client IP Meraki DHCP Local LAN ocal LAN Local LAN Local LAN Local LAN Local LAN Local LAN
© Assurance Sg/gnment
Clients yes no no no no no no
— blocked
: Switching from using
LAN k
/.-:\ Wireless Wired no no no no no no no no
clients are
. part of Wi-
Il Insight Fi network
VLAN tag nfa 100 100 104 31 31 30 30
®  Organization (5]
Tunnel Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
BT Automation Splash page
Splas no no no yes yes yes yes yes
@ Access Manager New "““’;“l ‘
enaplec
Splash n/a n/a n/a nfa n/a n/a n/a n/a
theme

Q. Findin Menu

Save Changes or cancel

(Please allow 1-2 minutes for changes to take effect.)




Cisco AgenticOps

Tomorrow




The Cisco Deep Network Model

Purpose-built for networking,
expert accuracy

* More precise reasoning for troubleshooting,
configuration,
and automation

* Fine-tuned on 40+ years of expertise and
expert-vetted for accuracy

* Evolves with live telemetry and real-world
Cisco TAC and CX insights

© 2025 Cisco and/or its affiliates. All rights reserved.

1.00

0.75

0.50

0.25

0.00

Outperforms general-purpose models by

GPT-40 Llama 30B GPT-40 mini Gemma Cisco Deep
Network

Accuracy on CCIE-style multiple choice questions (590-question benchmark), May 2025

alraln
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Putting it all together

Large System prompt

* 1600 line prompt

* Focus on making Foundational Model network centric
Framework Flexibility

* Orchestration is flexible

* No Vendor lock in

Memory-Powered Intelligence

* 3Tiers
Foundational Framework ° 1 1
Knowedge | Framework . | —— Personalization
Foudation Agent SDK Model
DeepAgents « Contextual

e Conversational

Learn from every single session

* Recognize patterns across networks
* Smarter over time

User Extensibility

* Custom MCP servers

* Runbooks (Gen Al)

alraln
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Al Assistant Shared Workspace

Invite collaborators
b Al Canvas | Network health summary - ° [ Everyone you invite will have edit access.

* Single canvas for cross domain e ]

+ Rio Cuzco Flores  + Melissa Gibson

troubleshooting S RS

= AlAsstant g MX84 Performance Metrics (Last 24 hrs) Error Logs Frequency (SRl

Meraki Only you

Who has access

Now chgcking Splunk alerts... 250 "
5% < Regenerate Al summary

S G enera t i \[S U I wW i t h reason i n g ) el & % i - Ticket #INC-2025032801: San Jose financial

= 150
‘ 2 3% ~ 5 app slowness. MX84 showing 2.8% packet loss
. . 3 . G Ak during transaction peaks. Possible correlation
b ul It_l N =% e g 50 e - with new SFP in port 1 (installed 3/25). Admin
(9 Al Assistant 11:05 am s S o I = permissions needed for further troubleshooting.
: S 10:00 14:00 18:00 22:00 02:00 06:00 10:00 10:00 14:00 18:00 22
Error logs confirm MX device issues. Packet = |
& ' ime (Hours) Time (Hou
capture needed to verify, but you don't have
permissions. —— Packetloss @ Critical point B Normal (0-50) [} Warning (51-150)
. .
* Multi-Player environment
u I r n V I r n n Error Logs Frequency  Splunk v
20 Network Path Visualization: San Jose to Financial Cloud
200 El Thousand Eyes
= 150
100
e K NetOps, SecOps, IT and ’
eeps NetOps, SecOps, IT an SO | |
i g RS

5
) T azms . 15ms ® 18ms o 6ms o
+
10:00 14:00 18:00 22:00 02:00 06:00 10:00 G
eXe CS O n e Sa I I I e p a ge Time (Hours) San Jose MX84 1sp Interet Cloud Financial

Branch 2.8% Loss Router Edge App
J Normal (0-50) [} Warning (51-150)
W Critical (>150)
Normal connection Problem connection @ Packet loss point
O K g C

Al Assistant a question

© 2025 Cisco and/or its affiliates. Al rights reserved. 13 Cisco



Cisco Al Canvas \

N——

Demo

alraln
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https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas
https://dcloud2-rtp.cisco.com/content/profile/experience-agenticops-ai-canvas

aule AlCanvas | canvas-2025-07-11-12-25-43 - O [ & cenerate report | ([ view actvity | (i)

‘ IAsk the Al Assistant éhuestion -3 I
T

& T | =4 | A

Assistant can make mistakes. Verify responses.

© 2025 Cisco and/or its affiliates. All rights reserved. 15 cisco



Agentic Al gives models the ability to
interact with systems and take actions




Agents Empower LLMs to Solve Real-World Problems

Al Agents reason on problems and use tools to solve them

LLM

ma [ Tool A
. i [ Al Agent 2 ]

Al Agent Experience | ToolB
Agents LLMs, and Tools Task "[ Al Agent 1

Tool C —" Output
Al Agent 3 1

Ll
i

Tool D

MCP

N
© 2025 Cisco and/or its affiliates. Al rights reserved. Cisco



Capabilities

Chooses Adapt & Execute
Geason & plaD Qgents & Tools) ( Recover Autonomously

© 2025 Cisco and/or its affiliates. All rights reserved. 18 cisco



An Agentic Ops Example

— aa —

Prompt: /s our SD-
WAN having

LLM
Interprets
Prompt

LLM reasons on
the data
provided by
agent and tools

problems? A few
sites seem slow

© 2025 Cisco and/or its affiliates. All rights reserved.

Agent asks the
LLM to interpret
the prompt

LLM + agent begin
solving problem
ask help from tools,
including Meraki,
ThousandEyes, Splunk

\. J

MCP Server

Meraki

Check SD-WAN status in
Meraki Dashboard

J \_

I MCP Server I

ThousandEyes<

Ask ThousandEyes to

provide telemetry data

_/

MCP Server

splunk>

Ask Splunk to pull

Agent returns an
answer to the
user

O —

AS

Answer is returned to
user

network data and other

relevant logs

alraln
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Putting Together Al Canvas’s Components

— AR

Prompt: Why is my
application so slow?

_ Deep Network Model

Interpret Prompts

© 2025 Cisco and/or its affiliates. All rights reserved.

A 4

Al Canvas reaches out to

MCP servers

Widgets created via
generative Ul MCP

f_\o_\

Collated answer surfaced

on Al Canvas

Check local network
telemetry

. \. § J
Meraki ThousandEyes<>

Checks internet, app
server, DNS

MCP Server

splunk>

Correlates data
together

20
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Cisco Deep Agent Core

Workplace
Domain Agent

* Can Act Independently

.

Meraki Deep SD-WAN Deep CatC Deep TE Deep

Agent Agent Agent Agent
JIELL Thousandeyes
Dashboard vManage API Cat C APIs y
AP API

bl
© 2025 Cisco and/or its affiliates. All rights reserved. 21 cisco



AgenticOps with cross-product skills and
unified data

Al Assistant

-

Al Canvas

\

e
e
N

© 0 I@Non - B

M Catalyst Center

Campus and Branch

U™ webex

) C Data Center )

7
o

Security and Observability

J

[] Nexus Dashboard

splunk>

Topology, client details, location, etc.

|:|| Cisco Meraki

Voice and video experience

ThousandEyes&>

Data center network management.

Hyperfabric

© 2025 Cisco and/or its affiliates. All rights reserved.

Topology, client details, location,
etc.

?% SD-WAN

WAN, Internet, App Insights

Identity Intelligence

Data center network management.

;@3 Intersight

Cisco and third-party insights

D) s

Firewall

\

Security & connection events

%2?5 Duo

Authentication Insights

@ Secure Access

WAN Details

User trust level, identity checks &
reasons

Unified management, automation,
security.

Private & SAAS Resource Access

Authentication & compliance

@ XDR

Related Threat Incidents

J

alraln
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Cisco Cloud Control

alaln
cisco

Cloud Control
7> Home

@ AlcCanvas A

PINNED

Application Performance Monitor...
Network Fabric Management

Micro and Perimeter Segmentation

See all
<> Networking v
) security v
18\ Collaboration v
73 Observability v
40 Admin Console ~

Users and Role
Products and Services
Inventory

Licensing

Integration

Support

© 2025 Cisco and/or its affi

An Al-native management platform that reimagines
how organizations manage, operate, and optimize their

IT infrastructure

Q Search

@

Internet

3%

Connected events
2 o 5
>
Users Endpoints sk
2k destinations
101« » 298« W LD A
/ 30k blocked [T‘
a
27 failed 92 :
Private
Threats
82 67 contained » 109
Strong Moderate
posture posture
Campus and branch
7 Wireless [ Switches 3 Routers ® WAN circuits O Firewall B Data center
10 k 4« 207 392 w3 253 s 287 ~s
Security health score ' Security Endpoints  Networking Packet loss ' Networking
20%
Alex Moreno
15%
59 /100 o1 ;
o
- 10%
e
Vulnerabilities 7 %
«
Auth successrate  34.2% S -
- : e 0 10 20 30 40 S50 60 70 80 90 100
= Al Assistant Z v Percentage (%) o
_aptop (24) . Smartphone (18) . Other 8:00 08:30 09:00 09:30 10:00

[ L b A P s S oo o

Time (Hours)

Admin
Acme Corp.

e ® 06 |

Cloud

> 581

[ Applications
29 ) 4 degraded

Recent changes 3

Switch configuration updated
Catalyst 9500, Florida branch on June 1, 2025
at 10:50am PST

Firewall policy modified
ASA firewall, HQ data center on June 1, 2025 at
10:40am PST

Application patch deployed
Healthcare app (v4.2.3) on June 1, 2025 at

10:15am PST 2

View change log

lllll
SCO




Cisco Cloud Control Cross-Domain Applications

el Acme Co. 2 ooe
M ‘vl Cloud Control ‘ Nocth Ametica. Q search (ONA (9 AlAssistant Q332

Home

TR > All networks online

H Inventory

.":‘. Topology S o ° i £ °
New objective: October Digital Improvements Report created: Wireless Performance Audit SIC-STE3
i Favorites N b Nikitha added you as a contributor to a new network objective. | Your autonomous agent completed the wireless site audit.
f/ Review ) Assign Tasks View Report Share Report
W Meraki Dashboard
&> ThousandEyes
() security Dashboard > o °
.
Za  Splunk Cloud Platform Access Point Deployment
Jaxon and Silvia deployed 32 new Access
o —_—
18% Webex Control Hub Points at SJC-STE1. = @ 393 @
x 32 of 32 APs Assurance Network Internet
‘0 Admin Console > 32 of 32 deployed online enabled updated accessible
‘\/ Send Kudos & View Site Deployment

© 2025 Cisco and/: 24




1]

il Cloud Control

BS  AlcCanvas >
== Inventory

A% Topology

W Favorites >
IW  Meraki Dashboard

& ThousandEyes

" Security Dashboard >
Y& Splunk Cloud Platform
181 Webex Control Hub

40 Admin Console >

© 2025 Cisco and/or its affiliates. Al rights reserved.

Acme Co.
North America

i Al Canvas | Webex call quality issues on laptop de... -

= Al Assistant

=

(9 Al Assistant

Changes implemented. Monitoring the impact.

Revert changes

Data rate improvement

ServiceNow HDSK0045372
ServiceNow 4\ Priority 2
Reported by
Mario Alegria (Alegria@company.com) on March
27,2025 14:23 PST

Description

User reports frequent audio drops and poor call
quality when on Webex meetings, primarily in
Building 4 of San Jose campus.

ServiceNow Ticket HDSK0045372 (7

Client health  catalyst Center

Health score

0 4/10

Client details

Q Search

Authentication events Catalyst Center

©)

0 | (¥ Alassistant

°° [ & Generate report ] [View activity ]

jo)

Total events Successful Failed Avg connection time Avg time range
14 e e 1.2s 12s
Event Type Connection Time  Data Rate Access Point Status
Initial Authentication 0.9s 26 Mbps B4-FL2-APO7 © Success
Re-Authentication — 6 Mbps B4-FL2-AP12 © Failed
Re-Authentication  0.8s 26 Mbps B4-FL2-AP12 © Success
Re-Authentication — 9 Mbps B4-FL2-AP12 © Failed

A

point metrics

Connection details

Device Laptop / 0S5 15.21

Callroute  Mario's device -» meetings.webex.com

CatalystCenter
100
90
80
g 70
o 60
o
£ 50
c
8 40
& 30
20
10
0
Before After
[ scHz [ 6GHz
Ask the Al Assistant a question }

Assistant can make mistakes. Verifv responses.

Service metrics
Device Laptop Packet loss
MAC address 8C:95:30:E2:78:43 :
Connection  Alegria@company.com 1.8 % o 0.8%
os 05 15.21

Network jitter
Connection details 18 ms o 8ms
IP address 10.67.89.143
Radioband  5GHz
Connected AP Catalyst 9166 (WiFi 6E)

B4-FL2-AP12

Client connection rate Catalyst Center

60

?
2
s
<
-1
5
&
8
8
10:30 12:00 12:30 13:00 13:30
Time (March 27, 2025)
— Connection rate @ Critical point
TS =

25
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Cisco Cloud Control: Your entire Cisco infrastructure. One login. One view.

| Inventory |

© 2025

104 Assets

=i 13 critical PSIRT

17 Lpos = 90d

A

24 stale (> 60m)

Critical PSIRT vulnerabilities detected £ Critical ®

13 Critical PSIRTs on 11 devices, highest in Tokyo

Office.

Impact: Security risk - immediate patching required
= 11devices 2 95% confidence

[ Filter ][ Open in Al canvas ][ -+ More action + ]

High-Risk Device Concentration @ Critical

3 devices (3%) have risk scores =80.

©

Impact: Concentrated risk exposure across infrastructure

= 3 devices /4 88% confidence

[ Filter ] [ Openin Al canvas ] [ -- More action + ]

[ Q Search

] [ Filter 1 ~ J [ Filter 2 ~ ] = Filters 104 results

O

O00000aO0

Host name

wireless-058

ntw-061

ntw-091

iotedge-059

iotedge-011

dtc-003

dtc-021

Product family -

Wireless

Networking

Networking

loT/Edge

loT/Edge

Data center

Data center

Product

AIR-CAP...

ISR4000

2960X

LoRaWAN...

IR1101

ucs-c220

UCs-C220

PID

OCAKLX

T8RQG4

UB5DVO

V6TLWO

PS3SAD

L47G30

7QAE6L

S/W version LDOS

17.4.23

17.6.56

21.8.70

19.8.75

13.6.64

23.0.83

14.3.47

11/17/2026

4/27/2026

7/8/2025

4/8/2025

7/7/2025

4/18/2025

9/19/2026

EoVSS

4/13/2026

11/13/2028

7/12/2025

5/5/2026

2(3/2027

8/23/2025

5/18/2027

PSIRT

9 c:2

0 cC:2

[ x Noiv}

9 cn

O H:2

O H:3

© H:3

List view Al insights J
~
L9 82[22 Mngd / Unmngd 1=
License Compliance Issues ‘& Warning C)
22 licenses expired (22%), 7 expiring soon.
Impact: Support coverage gaps and compliance risk
S 19 devices & 97% confidence
[ Filter ] [ Openin Al canvas ][ - More action ~ ]
[ & Generate report v ]
Risk score Site Owner License
O H1 0 91 TYO Office  Wireless Team Not reqt
O H:2 il SFO HQ NET Team + Activ
© 86 SFO HQ NET Team © Expir
© H1 © 69 AUS DC COL Team + Activ
A 58 AUS DC COL Team + Activ
A 57 LDN Office  DC Team © Expir
A 57 LDN Office ~ DC Team 2&ctiv

alraln
cisco



1]

[ (XY
<D

f7 1

© 2025 Cisco and/or its affiliates. All rights reserved.

el Cloud Control

Home

Al Canvas
Inventory
Topology

Favorites

Meraki Dashboard
ThousandEyes
Security Dashboard
Splunk Cloud Platform

Webex Control Hub

Admin Console

>

Acme Co.
North America Q Search

® 0 | (O AAssistant Q38

|nvent0ry [ List view | Alinsights ]
104 Assets =) 13 critical PSIRT [ x ] 17 Loos = 90d A 24 stale (> 60m) < 82/22 Mngd / Unmngd =
[ @ Al search Q Filter ] [ Saved views v ] [ Saved searches v ] = Filters 104 results
[ (9 Show devices with critical PSIRTS] [ (2 Show devices with high security risks ] [ (2 Show devices with license compliance issues ]

[} Hostname Product family -  Product PID S/W version LDOS EoVSS PSIRT Risk score Site Owner License
() wireless-058 Wireless AIR-CAP... OCAKLX 17.4.23 11/17/2026  4/13/2026 ©c2 OHn 09 TYO Office ~ Wireless Team Not reqi
D ntw-061 Networking ISR4000 T8RQG4 17.6.56 4/27/2026 11/13/2028 ©Cc2 OH2 09 SFO HQ NET Team Vv Activ
[:] ntw-091 Networking 2960X UBSDVO 21.8.70 7/8/2025 7/12/2025 ©c:2 © 86 SFO HQ NET Team © Expir
[:] iotedge-059 loT/Edge LoRaWAN... V6TLWO 19.8.75 4/8/2025 5/5/2026 9c1 ©H1 O 69 AUS DC COL Team V' Activ
D iotedge-011 loT/Edge IR1101 PS3SAD 13.6.64 7172025 2/3/2027 O H:2 A s8 AUS DC COL Team Vv Activ
(] dtc-003 | Data center UCS-C220  L47G30 23.0.83 4/18/2025 8/23/2025 O H3 A 57 LDN Office ~ DC Team © Expir

alraln
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Cisco Cloud Control embedded experience

S m Ford Motor Co. . oo
[N CloudiControl | & north Amerdea Q search ® 0Q (O AAssistant Qi3
P — O . .

A = Meraki Organization Summary (o tastday v | [ Newiorktsgs + |
s Network
]
* New York HQ > . . L.
- Organization insights
L L L]
8% Alcanvas > All  Clients  Network devices  Connnectivity  Applications
4'::\". -
@ Secure Connect >
— Network health breakdown Top alerting networks ® View all alerts
_ |
<@; Network-wide > 45
| {1\ Yy Assurance > Poor —
il 5 l = wm = 1
() ) security & SD-WAN > F 0
London SFO-Corp  Chicago-Data San Francisco Tokyo
Center
¢ €3 Switching >
7 % Wireless > Device status @ £ 4 offline
Uplinks Cellular gateways WAN appliances Switches Controllers Access points Cameras Sensors
1 W Systems Manager 2 @ Online o1 © 1offline @ 2 © 2offline 11 @ Online © 1offline @ Online @ Online
@* Sensors >
4o
. Insight >
[Q Search ] [Heaith status v ] 48 results
®  Organization >
Network Health score - Scoretrend Network tags Clients Network devices Connectivity Applications &
=Q Findin Menu (%+K) v Nook-HQ-SF © 80/100 -10 Branch © 82/100 © 76/100 © 100/100 © 96/100
v Network name © 82/100 -20 Office © 48/100 © 84/100 @ 100/100 © 100/100
v Network name © 84/100 -20 Office © 48/100 © 84/100 © 100/100 © 100/100
bl
© 2025 Ci v Network name A 86/100 ) Office © 80/100 @ 76/100 @ 100/100 © 100/100 g c||5clo

v Network name A 88/100 +5 Branch @ 100/100 @ 100/100 @ 100/100 © 20/100



©20251¢

1]

[ 1\
Ko

i 1

do

alvaln
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Cloud Control

Cisco Cloud Control embedded experience

| 5'3 Ford Motor Co.
North America

= AlDefense
e Dashboard
.-:':-_ Al Assets

[*] Applications -
f= Applications

A 2 3 i
7 . T
&, Validation Protection

e C——————————————
g'\. Policies ® 4 Unprotected ® 16 Protected
YZa Events
«3’ Al App Discovery

Administration

| Overview Last updated: 2 minutes ago

32

See details (7

@ User-accessed apps -

Last detected apps sorted by risk and date

© Copilot Github
© Alassistant
© DeepAl

© Enterprise Al
A

SuperMemory

Sep 29, 2024
Sep 28, 2024
Sep 29, 2024
Sep 28, 2024

Sep 29, 2024

Q Search

89k

Events detected
~” +5% previous 14 days

53k blocked 36k monitored

Events overview >

@ Knowledge bases - 42

® 0

(9 AlAssistant Q

Suggested actions

@ Agents - 64

@ Models - 128

Custom models (86)

Latest validation reports

0

Foundation models (48)
View all >

robert.echo.d2 —

AdaptLLM —_

Meta-llama2

© 55% (1543/2207)

OpenAl/GPT-40 @ 100% (2207/2207)

29
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Securing users, things,

O
and agents | O

: NS
Securing network access °\ &
A A0
Security fused .
into the network Securing network
connectivity

Securing the device =




New threats attack networks directly

A

.

Attacks on Infrastructure

Exploits like Salt Typhoon that target unpatched
software on key infrastructure

\

p

© 2025 Cisco and/or its affiliates. Al rights reserved.

Attacks on Encryption

“Harvest now, decrypt later” attacks where
encrypted data is extracted and stored, anticipating
guantum computing.

y

O |
Cisco



Securing the device

Secure from hardware to software, from boot time to runtime

7 )

AT ORI <
Compensating
Quantum_ ........................................... o
resistant —| Bootloader check S C_ontrols with
secureboot | 0 = x| F0_ Live Protect
OS Check o |

alraln
© 2025 Cisco and/or its affiliates. Al rights reserved. Cisco



Securing network connectivity

@
Network traffic

© 0 0 88y
R ERRR |OT/OT
© 0 0 0 0 8N

© 0 0 0 0 000011l Managed

Unmanaged

by 777722
Vo

ol I i I N
© 2025 GGES @@/ or its NEitwoRKkiRig Casstem er Advisory Board

N WAN MACSec

mpliant

ol
C

(]
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|||
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Today, Firewall Policy Management is Fragmented

Multiple vendor

user interfaces Data Center

Po/ @0

Translating one intent to multiple policies across Campus/Branch

vendors takes time and is error-prone
P @

\_
Public Cloud

\ [
Solving these challenges requires a Eﬁﬁ O @
different approach
< X}

Traditional Policy Management ‘

J

Policy configuration is device-by-device

Adding firewall devices over time makes the
problem exponentially worse

0 O 0
Cisco

© 2025 Cisco and/or its affiliates. All rights reserved.



Introducing Mesh Policy Engine

Cisco is the Only Enterprise Firewall Vendor that Extends Policy to non-Cisco Enterprise Firewalls

4o’ Security Cloud Control

Policies

A policy manager (not a device
manager or policy converter)

Changeset o

Retain the “what” and
“where” of the policy and the
Why”

"

Change enforcement points,
not policy

Cisco plus the other enterprise
firewall vendors

Cisco Security Cloud Control
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Cisco Hybrid Mesh Firewall

SECURITY CLOUD CONTROL —— -
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Write Policy Once, Enforce Across the Mesh
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Cisco Universal ZTNA

: Traditional apps
Seamless experiences

Al-powered Identity and Device Intelligence

Private apps
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Effective, distributed
enforcement
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Internet apps

SaaS apps

4

© 2025 Cisco and/or its affiliates. Al rights reserved.

afraln
cisco



l'l'lll'l
CISCO



	Latest Version
	Slide 1: Cisco Agentic Ops
	Slide 2: Cisco AgenticOps   Today
	Slide 3
	Slide 4
	Slide 5
	Slide 6: AI Assistant as entry point to AgenticOps across Cisco Portfolio
	Slide 7
	Slide 8
	Slide 9
	Slide 10: Cisco AgenticOps   Tomorrow
	Slide 11
	Slide 12: Putting it all together
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Agents Empower LLMs to Solve Real-World Problems
	Slide 18: Capabilities
	Slide 19
	Slide 20
	Slide 21: Cisco Deep Agent Core
	Slide 22: AgenticOps with cross-product skills and unified data
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Security fused  into the network
	Slide 31: New threats attack networks directly
	Slide 32: Securing the device
	Slide 33: Securing network connectivity
	Slide 34: Today, Firewall Policy Management is Fragmented
	Slide 35: Introducing Mesh Policy Engine Cisco is the Only Enterprise Firewall Vendor that Extends Policy to non-Cisco Enterprise Firewalls
	Slide 36
	Slide 37: Cisco Universal ZTNA
	Slide 38


