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1.1 openssl 1.1.1¢

1.1.1 Available under license:

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts.

OpenSSL License

/*

* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, thislist of conditions and the following disclaimer in

*  the documentation and/or other materials provided with the

* distribution.

*

* 3. All advertising materials mentioning features or use of this

*  software must display the following acknowledgment:

*  "This product includes software developed by the OpenSSL Project
*  for use in the OpenSSL Toolkit. (http://www.openss.org/)"
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*

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to

* endorse or promote products derived from this software without

*  prior written permission. For written permission, please contact

*  openssl-core@openssl.org.

*

* 5. Products derived from this software may not be called "OpenSSL"

* nor may "OpenSSL" appear in their names without prior written

*  permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

*  "This product includes software developed by the OpenSSL Project

*  for usein the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “ASIS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* ITSCONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Y oung
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Y oung (eay @cryptsoft.com)

* All rights reserved.

* This packageis an SSL implementation written

* by Eric Young (eay @cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL .
* Thislibrary isfree for commercial and non-commercial use aslong as
* the following conditions are aheared to. The following conditions

* apply to al code found in this distribution, be it the RC4, RSA,
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* |hash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).
*
* Copyright remains Eric Y oung's, and as such any Copyright noticesin
* the code are not to be removed.
* |f this package is used in a product, Eric Y oung should be given attribution
* asthe author of the parts of the library used.
* This can be in the form of atextual message at program startup or
* in documentation (online or textual) provided with the package.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the copyright
* notice, thislist of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright
* notice, thislist of conditions and the following disclaimer in the
*  documentation and/or other materials provided with the distribution.
* 3. All advertising materials mentioning features or use of this software
*  must display the following acknowledgement:
*  "This product includes cryptographic software written by
*  Eric Young (eay @cryptsoft.com)”
*  Theword 'cryptographic' can be left out if the rouines from the library
*  being used are not cryptographic related :-).
* 4. If you include any Windows specific code (or a derivative thereof) from
*  the apps directory (application code) you must include an acknowledgement:
*  "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"
*
* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “ASIS"AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.
*
* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence
* [including the GNU Public Licencel]
*/

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
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Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA
02111-1307, USA.
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and changeit. By contrast, the GNU General Public
Licenseisintended to guarantee your freedom to share and change free
software--to make sure the software isfree for al itsusers. This

General Public License appliesto most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public Licenseinstead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our Genera Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions trangl ate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for afee, you must give the recipients al the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for thisfree

software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.
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Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at al.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
anatice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refersto any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that isto say, awork containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, trandlation isincluded without limitation in
the term "modification".) Each licenseeis addressed as"you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact al the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for afee.

2. Y ou may modify your copy or copies of the Program or any portion
of it, thus forming awork based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.
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b) Y ou must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as awhole at no chargeto all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
awarranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself isinteractive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. If
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which isawork based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
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distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer
to distribute corresponding source code. (Thisaternativeis
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for
making modificationstoit. For an executable work, compl ete source
code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, asa
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program
except as expressy provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
partiesremain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives alicense from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.
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Y ou are not responsible for enforcing compliance by third partiesto
this License.

7. If, as a conseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section isheld invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awholeis intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, whichis
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.
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Each version is given a distinguishing version number. |f the Program
specifies aversion number of this License which appliesto it and "any

later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "ASIS"' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
Appendix: How to Apply These Termsto Y our New Programs
If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it

free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
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convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one lineto give the program’'s name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
GNU Genera Public License for more details.

Y ou should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author

Gnomovision comeswith ABSOLUTELY NO WARRANTY; for details type “show w'.
Thisis free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show ¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
school, if any, to sign a"copyright disclaimer" for the program, if
necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
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library. If thisiswhat you want to do, use the GNU Library General
Public License instead of this License.

The"Artistic License"
Preamble

The intent of this document is to state the conditions under which a
Package may be copied, such that the Copyright Holder maintains some
semblance of artistic control over the development of the package,
while giving the users of the package the right to use and distribute

the Package in a more-or-less customary fashion, plus the right to make
reasonable modifications.

Definitions:

"Package" refersto the collection of files distributed by the
Copyright Holder, and derivatives of that collection of files
created through textual modification.

"Standard Version" refers to such a Package if it has not been
modified, or has been modified in accordance with the wishes
of the Copyright Holder as specified below.

"Copyright Holder" is whoever is named in the copyright or
copyrights for the package.

"You" isyou, if you're thinking about copying or distributing
this Package.

"Reasonable copying fee" is whatever you can justify on the
basis of media cost, duplication charges, time of people involved,
and so on. (You will not be required to justify it to the
Copyright Holder, but only to the computing community at large
as amarket that must bear the fee.)

"Freely Available" meansthat no fee is charged for the item
itself, though there may be feesinvolved in handling the item.
It also means that recipients of the item may redistribute it
under the same conditions they received it.

1. You may make and give away verbatim copies of the source form of the
Standard Version of this Package without restriction, provided that you
duplicate al of the original copyright notices and associated disclaimers.
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2. You may apply bug fixes, portability fixes and other modifications
derived from the Public Domain or from the Copyright Holder. A Package
modified in such away shall till be considered the Standard Version.

3. You may otherwise modify your copy of this Package in any way, provided
that you insert a prominent notice in each changed file stating how and

when you changed that file, and provided that you do at least ONE of the
following:

a) place your modificationsin the Public Domain or otherwise make them
Freely Available, such as by posting said modifications to Usenet or

an equivalent medium, or placing the modifications on amajor archive
site such as uunet.uu.net, or by allowing the Copyright Holder to include
your modifications in the Standard Version of the Package.

b) use the modified Package only within your corporation or organization.

¢) rename any non-standard executables so the names do not conflict
with standard executables, which must aso be provided, and provide
a separate manual page for each non-standard executable that clearly
documents how it differs from the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

4. You may distribute the programs of this Package in object code or
executable form, provided that you do at |east ONE of the following:

a) distribute a Standard Version of the executables and library files,
together with instructions (in the manual page or equivalent) on where
to get the Standard Version.

b) accompany the distribution with the machine-readable source of
the Package with your modifications.

¢) give non-standard executables non-standard names, and clearly
document the differences in manual pages (or equivalent), together
with instructions on where to get the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

5. You may charge a reasonable copying fee for any distribution of this
Package. Y ou may charge any fee you choose for support of this
Package. You may not charge afeefor this Package itself. However,
you may distribute this Package in aggregate with other (possibly
commercial) programs as part of alarger (possibly commercial) software
distribution provided that you do not advertise this Package as a

product of your own. You may embed this Package's interpreter within
an executable of yours (by linking); this shall be construed as a mere
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form of aggregation, provided that the complete Standard Version of the
interpreter is so embedded.

6. The scripts and library files supplied asinput to or produced as
output from the programs of this Package do not automatically fall
under the copyright of this Package, but belong to whoever generated
them, and may be sold commercially, and may be aggregated with this
Package. If such scripts or library files are aggregated with this
Package viathe so-called "undump" or "unexec" methods of producing a
binary executable image, then distribution of such an image shall
neither be construed as a distribution of this Package nor shall it

fall under the restrictions of Paragraphs 3 and 4, provided that you do
not represent such an executable image as a Standard Version of this
Package.

7. C subroutines (or comparably compiled subroutines in other
languages) supplied by you and linked into this Package in order to
emulate subroutines and variables of the language defined by this
Package shall not be considered part of this Package, but are the
equivalent of input asin Paragraph 6, provided these subroutines do
not change the language in any way that would cause it to fail the
regression tests for the language.

8. Aggregation of this Package with acommercia distribution is always
permitted provided that the use of this Package is embedded; that is,
when no overt attempt is made to make this Package's interfaces visible
to the end user of the commercial distribution. Such use shall not be
construed as a distribution of this Package.

9. The name of the Copyright Holder may not be used to endorse or promote
products derived from this software without specific prior written permission.

10. THISPACKAGE ISPROVIDED "ASIS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The End

1.2 expat 2.4.9

1.2.1 Available under license :
Copyright (c) 1998-2000 Thai Open Source Software Center Ltd and Clark Cooper
Copyright (c) 2001-2022 Expat maintainers

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
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without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPY RIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.3 attr 2.5.1-1

1.3.1 Available under license :
Most components of the "attr" package are licensed under
Version 2.1 of the GNU Lesser General Public License (see below).
below.

Some components (as annotated in the source) are licensed
under Version 2 of the GNU General Public License (see COPYING).

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[Thisisthefirst released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and changeit. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.
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This license, the Lesser General Public License, appliesto some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to useit. You
can useit too, but we suggest you first think carefully about whether
thislicense or the ordinary General Public Licenseisthe better
strategy to use in any particular case, based on the explanations bel ow.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions trandate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis

or for afee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
thereis no warranty for the freelibrary. Also, if thelibrary is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the origina
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of afree program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in thislicense.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. Thislicense, the GNU Lesser
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General Public License, appliesto certain designated libraries, and
is quite different from the ordinary General Public License. We use
thislicense for certain libraries in order to permit linking those
libraries into non-free programs.

When aprogram is linked with alibrary, whether statically or using
ashared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fitsits criteria of freedom. The Lesser General
Public License permits more lax criteriafor linking other code with
thelibrary.

We call thislicense the "Lesser" General Public License because it

does Less to protect the user's freedom than the ordinary General

Public License. It aso provides other free software developers Less

of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantagesin certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of acertain library, so that it becomes
ade-facto standard. To achieve this, non-free programs must be
allowed to use thelibrary. A more frequent caseisthat afree
library does the same job as widely used non-freelibraries. Inthis
case, thereislittleto gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use alarge body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well asits variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a"work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").

Each licenseeis addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The"Library", below, refersto any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" for awork means the preferred form of the work for
making modificationstoit. For alibrary, complete source code means
all the source code for al modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in atool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

Y ou may charge afee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. 'Y ou may modify your copy or copies of the Library or any portion
of it, thus forming awork based on the Library, and copy and
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distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If afacility in the modified Library refersto afunction or a
table of datato be supplied by an application program that uses
the facility, other than as an argument passed when the facility
isinvoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has
apurpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work asawhole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which isawork based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with awork based on the Library) on avolume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
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License instead of this License to agiven copy of the Library. To do
this, you must alter all the notices that refer to this License, so

that they refer to the ordinary GNU General Public License, version 2,
instead of to thisLicense. (If anewer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in

these notices.

Once this change is made in agiven copy, itisirreversible for
that copy, so the ordinary GNU General Public License appliesto all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not alibrary.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
it with the compl ete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from adesignated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a"work that usesthe Library". Such a
work, inisolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a"work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a"work that uses the
library". The executable istherefore covered by this License.
Section 6 states terms for distribution of such executables.

When a"work that usesthe Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether thisistrueis especially significant if the work can be
linked without the Library, or if the work isitself alibrary. The
threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data
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structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
fileisunrestricted, regardless of whether it islegally aderivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a"work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

Y ou must give prominent notice with each copy of the work that the
Library isused in it and that the Library and its use are covered by
thisLicense. Y ou must supply acopy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as areference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library”, as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It isunderstood
that the user who changes the contents of definitionsfilesin the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism isonethat (1) usesat runtimea
copy of the library already present on the user's computer system,
rather than copying library functionsinto the executable, and (2)
will operate properly with amodified version of the library, if

the user installs one, aslong as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at
least three years, to give the same user the materials
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specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

€) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not normally

accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-sidein asingle library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilitiesis otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it isawork based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute

the Library except as expressly provided under thisLicense. Any
attempt otherwise to copy, modify, sublicense, link with, or

distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.
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9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives alicense from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. Y ou may not impose any further
restrictions on the recipients' exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties with
this License.

11. If, as aconseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section isintended to apply,
and the section as awhole isintended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.
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12. If the distribution and/or use of the Library isrestricted in

certain countries either by patents or by copyrighted interfaces, the

original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,

so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given adistinguishing version number. If the Library
specifies aversion number of this License which appliesto it and

"any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. |If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software whichis
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of al derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "ASIS' WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
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LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Your New Libraries

If you develop anew library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. Y ou can do so by permitting
redistribution under these terms (or, alternatively, under the terms of the
ordinary General Public License).

To apply these terms, attach the following notices to the library. Itis
safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the
"copyright" line and a pointer to where the full notice is found.

<one lineto givethelibrary's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

Thislibrary is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

Thislibrary is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public

License along with thislibrary; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Also add information on how to contact you by electronic and paper mail.
Y ou should also get your employer (if you work as a programmer) or your
schooal, if any, to sign a"copyright disclaimer" for the library, if

necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the
library “Frob' (alibrary for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
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Ty Coon, President of Vice

That's l thereistoit!
Most components of the "attr" package are licensed under
Version 2.1 of the GNU Lesser General Public License (see COPYING.LGPL).

Some components (as annotated in the source) are licensed
under Version 2 of the GNU General Public License (see below),

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and changeit. By contrast, the GNU General Public
Licenseisintended to guarantee your freedom to share and change free
software--to make sure the software isfree for al itsusers. This

General Public License appliesto most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Lesser General Public Licenseinstead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our Genera Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions transl ate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for afee, you must give the recipients al the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.
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We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for thisfree

software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of afree
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at al.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
anatice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refersto any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that isto say, awork containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, trandlation isincluded without limitation in
the term "modification".) Each licenseeis addressed as"you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact al the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.
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Y ou may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for afee.

2. Y ou may modify your copy or copies of the Program or any portion
of it, thus forming awork based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as awhole at no charge to all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
awarranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself isinteractive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. If
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which isawork based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.
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3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on amedium
customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer
to distribute corresponding source code. (Thisaternativeis
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for
making modificationstoit. For an executable work, compl ete source
code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, asa
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressy provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
partiesremain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
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distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives alicense from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third partiesto
this License.

7. If, as a consegquence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section isheld invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awholeis intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, whichis
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in
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certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. |f the Program
specifies aversion number of this License which appliesto it and "any

later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "ASIS"' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
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POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one lineto give the program’'s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
GNU Genera Public License for more details.

Y ou should have received a copy of the GNU General Public License along
with this program; if not, write to the Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comeswith ABSOLUTELY NO WARRANTY; for details type “show w'.
Thisis free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show ¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
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school, if any, to sign a"copyright disclaimer" for the program, if
necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If thisiswhat you want to do, use the GNU Lesser General

Public License instead of this License.

1.4 busybox 1.34.1

1.4.1 Available under license :
bzip2 applet in busybox is based on lightly-modified source
of bzip2 version 1.0.4. bzip2 source is distributed
under the following conditions (copied verbatim from LICENSE file)

This program, "bzip2", the associated library "libbzip2", and all
documentation, are copyright (C) 1996-2006 Julian R Seward. All
rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. The origin of this software must not be misrepresented; you must
not claim that you wrote the original software. If you usethis
software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

3. Altered source versions must be plainly marked as such, and must
not be misrepresented as being the original software.

4. The name of the author may not be used to endorse or promote
products derived from this software without specific prior written
permission.
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THIS SOFTWARE ISPROVIDED BY THE AUTHOR "ASIS' AND ANY EXPRESS

OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Julian Seward, Cambridge, UK.
jseward@bzip.org

bzip2/libbzip2 version 1.0.4 of 20 December 2006
--- A note on GPL versions

BusyBox is distributed under version 2 of the General Public License (included
inits entirety, below). Version 2 isthe only version of thislicense which

this version of BusyBox (or modified versions derived from this one) may be
distributed under.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

freedom to share and changeit. By contrast, the GNU General Public
Licenseisintended to guarantee your freedom to share and change free
software--to make sure the software isfree for al itsusers. This

General Public License appliesto most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public Licenseinstead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our Genera Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it

Open Source Used In C1200 and 1300 Series Switches 4.0.x 36



in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions trangl ate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for afee, you must give the recipients al the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for thisfree

software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of afree
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at al.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
anatice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program™, below,
refersto any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that isto say, awork containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, trandlation isincluded without limitation in
the term "modification".) Each licenseeis addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
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running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact al the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for afee.

2. Y ou may modify your copy or copies of the Program or any portion
of it, thus forming awork based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as awhole at no chargeto all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
awarranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself isinteractive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as awhole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which isawork based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
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entire whole, and thus to each and every part regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on amedium
customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer
to distribute corresponding source code. (Thisaternativeis
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for awork means the preferred form of the work for
making modificationstoit. For an executable work, complete source
code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, asa
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
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compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressy provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
partiesremain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives alicense from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third partiesto
this License.

7. If, as a consegquence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awholeis intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
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integrity of the free software distribution system, whichis
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. |f the Program
specifies aversion number of this License which appliesto it and "any

later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "ASIS"' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
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TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HASBEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one lineto give the program’'s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
GNU Genera Public License for more details.

Y ou should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this
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when it startsin an interactive mode;

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY: for details type “show w'.
Thisis free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
schoal, if any, to sign a"copyright disclaimer” for the program, if
necessary. Hereisasample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If thisiswhat you want to do, use the GNU Library Genera

Public License instead of this License.

1.5 libcgroup 0.41

1.5.1 Available under license :

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[Thisisthefirst released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your

Open Source Used In C1200 and 1300 Series Switches 4.0.x 43



freedom to share and changeit. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for al its users.

This license, the Lesser General Public License, appliesto some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to useit. You
can useit too, but we suggest you first think carefully about whether
thislicense or the ordinary General Public Licenseisthe better
strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions trandate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis

or for afee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
thereis no warranty for the freelibrary. Also, if thelibrary is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
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any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in thislicense.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. Thislicense, the GNU Lesser
General Public License, appliesto certain designated libraries, and
is quite different from the ordinary General Public License. We use
thislicense for certain librariesin order to permit linking those
libraries into non-free programs.

When aprogram is linked with alibrary, whether statically or using
ashared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fitsits criteria of freedom. The Lesser Genera
Public License permits more lax criteria for linking other code with
thelibrary.

We call thislicense the "Lesser" General Public License because it

does Less to protect the user's freedom than the ordinary General

Public License. It aso provides other free software developers Less

of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantagesin certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent caseisthat afree
library does the same job as widely used non-freelibraries. Inthis
case, thereislittle to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use alarge body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well asits variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users freedom, it does ensure that the user of a program that is

linked with the Library has the freedom and the wherewithal to run
that program using amodified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
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"work based on the library" and a"work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License™).

Each licenseeis addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The"Library", below, refersto any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, trandationis
included without limitation in the term "modification".)

"Source code" for awork means the preferred form of the work for
making modificationstoit. For alibrary, complete source code means
all the source code for al modules it contains, plus any associated
interface definition files, plus the scripts used to control
compilation and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in atool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receiveit, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

Y ou may charge afee for the physical act of transferring a copy,
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and you may at your option offer warranty protection in exchange for a
fee.

2. Y ou may maodify your copy or copies of the Library or any portion
of it, thus forming awork based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet al of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If afacility in the modified Library refersto afunction or a
table of datato be supplied by an application program that uses
the facility, other than as an argument passed when the facility
isinvoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has
apurpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work asawhole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
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with the Library (or with awork based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
Licenseinstead of this License to agiven copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If anewer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other changein
these notices.

Once this change is made in agiven copy, it isirreversible for
that copy, so the ordinary GNU General Public License appliesto all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not alibrary.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
it with the compl ete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from adesignated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a"work that usesthe Library". Such a
work, inisolation, is not aderivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a"work that uses the Library" with the Library
creates an executable that is a derivative of the Library (becauseit
contains portions of the Library), rather than a"work that uses the
library". The executable istherefore covered by this License.
Section 6 states terms for distribution of such executables.

When a"work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
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Whether thisistrueis especially significant if the work can be
linked without the Library, or if the work isitself alibrary. The
threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
fileisunrestricted, regardless of whether it islegally aderivative
work. (Executables containing this object code plus portions of the
Library will till fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a"work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

Y ou must give prominent notice with each copy of the work that the
Library isused in it and that the Library and its use are covered by
thisLicense. You must supply acopy of thisLicense. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as areference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It isunderstood
that the user who changes the contents of definitionsfilesin the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanismisonethat (1) usesat runtimea
copy of the library aready present on the user's computer system,
rather than copying library functionsinto the executable, and (2)
will operate properly with amodified version of the library, if
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the user installs one, aslong as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at least
three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

€) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, asaspecial exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not normally

accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are awork based on the
Library side-by-sidein asingle library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilitiesis otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it isawork based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under thisLicense. Any
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attempt otherwise to copy, modify, sublicense, link with, or

distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives alicense from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties with
this License.

11. If, as aconseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section isheld invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply, and the section as awhole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
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system; it is up to the author/donor to decide if he or sheiswilling
to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.

12. If the distribution and/or use of the Library isrestricted in

certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among

countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies aversion number of this License which appliesto it and

"any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. |If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software whichis
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of al derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "ASIS' WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Your New Libraries

If you develop anew library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. Y ou can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the full
notice is found.

<one lineto givethelibrary's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

Thislibrary is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

Thislibrary is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public
License along with thislibrary; if not, write to the Free Software

Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.
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Y ou should also get your employer (if you work as a programmer) or
your school, if any, to sign a"copyright disclaimer” for the library,
if necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the
library “Frob' (alibrary for tweaking knobs) written by James
Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all thereistoit!

1.6 json-c 0.15

1.6.1 Available under license :
Copyright (c) 2009-2012 Eric Haszlakiewicz

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the " Software"),
to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
inall copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

Copyright (c) 2004, 2005 Metaparadigm Pte Ltd

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the " Software"),
to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.7 bluez 5.64-1

1.7.1 Available under license :
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[Thisisthefirst released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and changeit. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for al its users.

This license, the Lesser General Public License, appliesto some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to useit. You
can use it too, but we suggest you first think carefully about whether
thislicense or the ordinary General Public Licenseis the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
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these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions trandate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis

or for afee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
thereis no warranty for the freelibrary. Also, if thelibrary is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in thislicense.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. Thislicense, the GNU Lesser
General Public License, appliesto certain designated libraries, and
is quite different from the ordinary General Public License. We use
thislicense for certain librariesin order to permit linking those
libraries into non-free programs.

When aprogram is linked with alibrary, whether statically or using
ashared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fitsits criteria of freedom. The Lesser Genera
Public License permits more lax criteria for linking other code with
thelibrary.
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We call thislicense the "Lesser" General Public License because it

does Less to protect the user's freedom than the ordinary General

Public License. It aso provides other free software developers Less

of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantagesin certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it becomes
ade-facto standard. To achievethis, non-free programs must be
allowed to use thelibrary. A more frequent case isthat a free
library does the same job as widely used non-freelibraries. Inthis
case, thereislittleto gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use alarge body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well asits variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users freedom, it does ensure that the user of a program that is

linked with the Library has the freedom and the wherewithal to run
that program using amodified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a"work that uses the library”. The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License™).

Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs

(which use some of those functions and data) to form executables.

The"Library", below, refersto any such software library or work
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which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, trandationis
included without limitation in the term "modification".)

"Source code" for awork means the preferred form of the work for
making modificationstoit. For alibrary, complete source code means
all the source code for al modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in atool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
complete source code as you receiveit, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

Y ou may charge afee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. Y ou may modify your copy or copies of the Library or any portion
of it, thus forming awork based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If afacility in the modified Library refersto afunction or a
table of datato be supplied by an application program that uses
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the facility, other than as an argument passed when the facility
isinvoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has
apurpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work asawhole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with awork based on the Library) on avolume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
Licenseinstead of this License to agiven copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If anewer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other changein
these notices.

Once this change is made in agiven copy, it isirreversible for
that copy, so the ordinary GNU General Public License appliesto all

subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
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the Library into a program that is not alibrary.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from adesignated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a"work that usesthe Library". Such a
work, inisolation, is not aderivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a"work that uses the Library" with the Library
creates an executable that is a derivative of the Library (becauseit
contains portions of the Library), rather than a"work that uses the
library". The executable istherefore covered by this License.
Section 6 states terms for distribution of such executables.

When a"work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether thisistrueis especially significant if the work can be
linked without the Library, or if the work isitself alibrary. The
threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
fileis unrestricted, regardless of whether it islegally aderivative
work. (Executables containing this object code plus portions of the
Library will till fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a"work that uses the Library" with the Library to produce a
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work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

Y ou must give prominent notice with each copy of the work that the
Library isused in it and that the Library and its use are covered by
thisLicense. You must supply acopy of thisLicense. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as areference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It isunderstood
that the user who changes the contents of definitionsfilesin the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanismisonethat (1) usesat runtimea
copy of the library aready present on the user's computer system,
rather than copying library functionsinto the executable, and (2)
will operate properly with amodified version of the library, if

the user installs one, aslong as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

€) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, asaspecial exception,
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the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not normally

accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are awork based on the
Library side-by-sidein asingle library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilitiesis otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it isawork based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute

the Library except as expressly provided under thisLicense. Any
attempt otherwise to copy, modify, sublicense, link with, or

distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives alicense from the
original licensor to copy, distribute, link with or modify the Library
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subject to these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties with
this License.

11. If, as a conseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section isintended to apply,
and the section as awhole isintended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library isrestricted in

certain countries either by patents or by copyrighted interfaces, the

original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries,

so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.
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Each version is given adistinguishing version number. If the Library
specifies aversion number of this License which appliesto it and

"any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software whichis
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of al derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY ISLICENSED FREE OF CHARGE, THERE ISNO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "ASIS' WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TOIN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TOUSE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Termsto Your New Libraries
If you develop a new library, and you want it to be of the greatest

possible use to the public, we recommend making it free software that
everyone can redistribute and change. Y ou can do so by permitting
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redistribution under these terms (or, aternatively, under the terms of the
ordinary General Public License).

To apply these terms, attach the following notices to the library. Itis
safest to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least the
"copyright" line and a pointer to where the full notice is found.

<one lineto givethelibrary's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

Thislibrary isfree software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

Thislibrary is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY ; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public
License along with thislibrary; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

Y ou should also get your employer (if you work as a programmer) or your
school, if any, to sign a"copyright disclaimer" for the library, if
necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the
library "Frob' (alibrary for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all thereistoit!
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin S, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

Open Source Used In C1200 and 1300 Series Switches 4.0.x 65



The licenses for most software are designed to take away your

freedom to share and changeit. By contrast, the GNU General Public
Licenseisintended to guarantee your freedom to share and change free
software--to make sure the software isfree for al itsusers. This

General Public License appliesto most of the Free Software
Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) Y ou can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions trand ate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for afee, you must give the recipients al the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for thisfree

software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at al.

The precise terms and conditions for copying, distribution and
modification follow.
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GNU GENERAL PUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
anatice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program™, below,
refersto any such program or work, and a"work based on the Program"
means either the Program or any derivative work under copyright law:
that isto say, awork containing the Program or a portion of it,
either verbatim or with modifications and/or trandlated into another
language. (Hereinafter, trandlation is included without limitation in
the term "modification".) Each licenseeis addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of

running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for afee.

2. Y ou may modify your copy or copies of the Program or any portion
of it, thus forming awork based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified filesto carry prominent notices
stating that you changed the files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as awhole at no chargeto all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
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notice that there is no warranty (or else, saying that you provide
awarranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself isinteractive but

does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work asawhole. 1f
identifiable sections of that work are not derived from the Program,

and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based

on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wroteit.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three

years, to give any third party, for a charge no more than your

cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer
to distribute corresponding source code. (Thisalternativeis
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

Open Source Used In C1200 and 1300 Series Switches 4.0.x 68



The source code for awork means the preferred form of the work for
making modificationstoit. For an executable work, complete source
code means all the source code for all modulesit contains, plus any
associated interface definition files, plus the scripts used to

control compilation and installation of the executable. However, asa
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary

form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Program or works based onit.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives alicense from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. Y ou may not impose any further
restrictions on the recipients' exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of acourt judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
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License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent

license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awholeis intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, whichis
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she iswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program isrestricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new praoblems or concerns.

Each version is given a distinguishing version number. If the Program
specifies aversion number of this License which appliesto it and "any

later version™, you have the option of following the terms and conditions
either of that version or of any later version published by the Free

Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

10. If you wish to incorporate parts of the Program into other free

Open Source Used In C1200 and 1300 Series Switches 4.0.x 70



programs whose distribution conditions are different, write to the author

to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals

of preserving the free status of all derivatives of our free software and

of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRERISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest
to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one lineto give the program's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
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(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
GNU Genera Public License for more details.

Y ou should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comeswith ABSOLUTELY NO WARRANTY; for details type “show w'.
Thisis free software, and you are welcome to redistribute it

under certain conditions; type “show c' for details.

The hypothetical commands “show w' and “show ¢' should show the appropriate
parts of the General Public License. Of course, the commands you use may

be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
school, if any, to sign a"copyright disclaimer" for the program, if
necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the program
“Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If thisiswhat you want to do, use the GNU Library General

Public License instead of this License.

1.8 usign 2020-05-23
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1.8.1 Available under license :

No license file was found, but licenses were detected in source scan.

/* Edwards curve operations
* Daniel Beer <dlbeer@gmail.com>, 9 Jan 2014
*
* Thisfileisin the public domain.
*
/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/ed25519.c

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/ed25519.h

No license file was found, but licenses were detected in source scan.

/* Edwards curve signature system

* Daniel Beer <dlbeer@gmail.com>, 22 Apr 2014
*

* Thisfileisin the public domain.

*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f1f65026-zi p/usign-2020-05-23-
f1f65026/edsign.h

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f1f65026-zi p/usign-2020-05-23-
f1f65026/edsign.c

No license file was found, but licenses were detected in source scan.

/* Arithmetic in prime fields

* Daniel Beer <dlbeer@gmail.com>, 10 Jan 2014
* Thisfileisin the public domain.

*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/fprime.c

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/fprime.h

No license file was found, but licenses were detected in source scan.

Package: usign

Version: 2020-05-23-f1f65026-1

Depends: libc, librt, libpthread, libubox20220515
Source: package/system/usign

SourceName: usign

License: ISC
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Section: base

SourceDateEpoch: 1590233892

Maintainer: Felix Fietkau <nbd@nbd.name>
Architecture: aarch64 cortex-ar2

Installed-Size: 13584

Description: OpenWrt signature verification utility

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f1f65026-zi p/usign-2020-05-23-
f1f65026/ipkg-aarch64_cortex-a72/usign/CONTROL/control

No license file was found, but licenses were detected in source scan.

/*
* usign - tiny signify replacement

*

* Copyright (C) 2015 Felix Fietkau <nbd@openwrt.org>

*

* Permission to use, copy, modify, and/or distribute this software for any

* purpose with or without feeis hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE ISPROVIDED "ASIS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES
* WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF

* MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
* ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN

* ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
* OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/main.c

No license file was found, but licenses were detected in source scan.

/* Arithmetic mod p = 2/255-19

* Daniel Beer <dlbeer@gmail.com>, 5 Jan 2014
*

* Thisfileisin the public domain.

*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f1f65026-zi p/usign-2020-05-23-
f1f65026/f25519.c

No license file was found, but licenses were detected in source scan.

/* Arithmetic mod p = 2/255-19
* Daniel Beer <dlbeer@gmail.com>, 8 Jan 2014

Open Source Used In C1200 and 1300 Series Switches 4.0.x 74



*

* Thisfileisin the public domain.
*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/f25519.h

No license file was found, but licenses were detected in source scan.

/*

* Copyright (C) 2015 Felix Fietkau <nbd@openwrt.org>

*

* Permission to use, copy, modify, and/or distribute this software for any

* purpose with or without feeis hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE ISPROVIDED "AS|S' AND THE AUTHOR DISCLAIMS ALL WARRANTIES
* WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF

* MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
* ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN

* ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
* OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

/* SHA512

* Daniel Beer <dlbeer@gmail.com>, 22 Apr 2014

*

* Thisfileisin the public domain.

*/

Found in path(s):

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/shab12.c

* Jopt/cola/permits/1601456330_1679570368.625229/0/usi gn-2020-05-23-f 1f65026-zi p/usign-2020-05-23-
f1f65026/shab12.h

No license file was found, but licenses were detected in source scan.

/*
* base64 - libubox base64 functions

*

* Copyright (C) 2015 Felix Fietkau <nbd@openwrt.org>

*

* Permission to use, copy, modify, and/or distribute this software for any

* purpose with or without feeis hereby granted, provided that the above

* copyright notice and this permission notice appear in al copies.

*

* THE SOFTWARE ISPROVIDED "AS1S' AND THE AUTHOR DISCLAIMS ALL WARRANTIES
* WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
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* MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR

* ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN

* ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF

* OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

/*

* Copyright (c) 1996 by Internet Software Consortium.

*

* Permission to use, copy, modify, and distribute this software for any

* purpose with or without feeis hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE ISPROVIDED "ASIS" AND INTERNET SOFTWARE CONSORTIUM DISCLAIMS
* ALL WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE

* CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL

* DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR

* PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS

* ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
* SOFTWARE.

*/

/*

* Portions Copyright (c) 1995 by International Business Machines, Inc.

*

* International Business Machines, Inc. (hereinafter called IBM) grants

* permission under its copyrightsto use, copy, modify, and distribute this

* Software with or without fee, provided that the above copyright notice and

* al paragraphs of this notice appear in al copies, and that the name of IBM

* not be used in connection with the marketing of any product incorporating

* the Software or modifications thereof, without specific, written prior

* permission.

*

* To the extent it has aright to do so, IBM grants an immunity from suit

* under its patents, if any, for the use, sale or manufacture of productsto

* the extent that such products are used for performing Domain Name System

* dynamic updates in TCP/IP networks by means of the Software. No immunity is

* granted for any product per se or for any other function of any product.

*

* THE SOFTWARE ISPROVIDED "ASIS", AND IBM DISCLAIMS ALL WARRANTIES,

* INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A

* PARTICULAR PURPOSE. IN NO EVENT SHALL IBM BE LIABLE FOR ANY SPECIAL,

* DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER ARISING
* OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE, EVEN
* |FIBM IS APPRISED OF THE POSSIBILITY OF SUCH DAMAGES.

*/

Found in path(s):
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* Jopt/cola/permits/1601456330_1679570368.625229/0/usign-2020-05-23-1f65026-zip/usign-2020-05-23-
£1f65026/baseb4.c

1.9 mbed-tls 2.28.1

1.9.1 Available under license :

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
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form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

Open Source Used In C1200 and 1300 Series Switches 4.0.x 78



4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.
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6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
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file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.10 libical 3.0.9

1.10.1 Available under license :
This package was debianized by Fathi Boudra <fboudra@free.fr>on
Wed, 27 Dec 2006 12:19:06 +0100.

It was downloaded from http://www.aurore.net/projects/libical/

Thisisamodified version of the original libical project from softwarestudio
and the original author is Eric Bushoom <eric@civicknowledge.com>.

Upstream Authors:
John Gray <gray @agora-net.com>
Andrea Campi <a.campi @inet.it>
Omar Kilani <omar@tinysofa.org>

Copyright for generated ical derivedproperties:
(C) 1999 Eric Bushoom <eric@civicknowledge.com>

Copyright for generated restrictionrecords and parameterrestrictions:
(C) 1999 Graham Davison <g.m.davison@computer.org>

Copyright for sspm based on code from the mimelite distribution:
(C) 1994 Gisle Hannemyr <gisle@osl onett.no>
(C) 2000 Eric Bushoom <eric@civicknowledge.com>

Copyright for snprintf:
(C) 1997 Theo de Raadt
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Copyright for astime and caldate:
(C) 1986-2000 Hiram Clawson

Copyright for icalattach:
(C) 2002 Andrea Campi <a.campi @inet.it>

Copyright for icaltimezone:
(C) 2001 Damon Chaplin

Copyright for icalarray:
(C) 2001 Ximian Inc.

astime and caldate license:

Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the following
conditions are met:

Redistributions of source code must retain the above
copyright notice, thislist of conditions and the
following disclaimer.

Redistributionsin binary form must reproduce the
above copyright notice, thislist of conditions and
the following disclaimer in the documentation and/or
other materials provided with the distribution.

Neither name of The Museum of Hiram nor the names of

its contributors may be used to endorse or promote products
derived from this software without specific prior

written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND

CONTRIBUTORS "ASIS' AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

snprintf license:

Redistribution and use in source and binary forms, with or without
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modification, are permitted provided that the following conditions

are met;

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE AUTHOR TASIS' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

sspm license:

Permission is granted to hack, make and distribute copies of this
program as long as this copyright notice is not removed.

libical license:

The code and datafiles in this distribution are licensed under the
Mozilla Public License. See http://www.mozilla.org/NPL/MPL-1.0.html
for acopy of the license. Alternately, you may use libical under the
terms of the GNU Library General Public License. See
http://www.fsf.org/copyleft/lesser.html for a copy of the LGPL.

Thisdual license ensures that the library can be incorporated into

both proprietary code and GPL'd programs, and will benefit from
improvements made by programmersin both realms. | will only accept
changesinto my version of the library if they are similarly
dual-licensed.

This program is free software; you can redistribute it and/or modify
it under the terms of either:

The LGPL as published by the Free Software Foundation, version
2.1, available at: http://www.fsf.org/copyleft/lesser.html

Or:

The MozillaPublic License Version 1.0. Y ou may obtain a copy of
the License at http://www.mozilla.org/MPL/
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MPL 1.0 license:

MOZILLA PUBLIC LICENSE
Version 1.0

1. Definitions.

1.1. " Contributor" means each entity that creates or contributesto
the creation of Modifications.

1.2. “*Contributor Version" means the combination of the Original
Code, prior Modifications used by a Contributor, and the M odifications
made by that particular Contributor.

1.3. ""Covered Code" means the Original Code or Modifications or the
combination of the Original Code and Modifications, in each case
including portions thereof.

1.4. “Electronic Distribution Mechanism" means a mechanism generally
accepted in the software development community for the electronic
transfer of data.

1.5. " Executable" means Covered Code in any form other than Source
Code.

1.6. “'Initial Developer" means the individual or entity identified as
the Initial Developer in the Source Code notice required by Exhibit A.

1.7. "Larger Work" means awork which combines Covered Code or
portions thereof with code not governed by the terms of this License.

1.8. "License" means this document.

1.9. " Modifications' means any addition to or deletion from the
substance or structure of either the Original Code or any previous
Modifications. When Covered Code isreleased as a series of files, a

Modification is:

A. Any addition to or deletion from the contents of afile
containing Original Code or previous Modifications.

B. Any new file that contains any part of the Original Code or
previous M odifications.

1.10. " Origina Code" means Source Code of computer software code
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which is described in the Source Code notice required by Exhibit A as
Origina Code, and which, at the time of its release under this License
is not already Covered Code governed by this License.

1.11. " Source Code" means the preferred form of the Covered Code for
making modificationsto it, including all modulesit contains, plus any
associated interface definition files, scripts used to control

compilation and installation of an Executable, or alist of source code
differential comparisons against either the Original Code or another
well known, available Covered Code of the Contributor's choice. The
Source Code can bein acompressed or archival form, provided the
appropriate decompression or de-archiving software iswidely available
for no charge.

1.12. You" means an individual or alegal entity exercising rights
under, and complying with all of the terms of, this License or a future
version of this License issued under Section 6.1. For legal entities,
““You" includes any entity which contrals, is controlled by, or is
under common control with Y ou. For purposes of this definition,
““control" means (@) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (b) ownership of fifty percent (50%) or more of the
outstanding shares or beneficial ownership of such entity.

2. Source Code License.

2.1. TheInitial Developer Grant.

The Initial Developer hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license, subject to third party intellectual property
clams:

(@) to use, reproduce, modify, display, perform, sublicense and
distribute the Original Code (or portions thereof) with or without
Modifications, or as part of a Larger Work; and

(b) under patents now or hereafter owned or controlled by Initial
Developer, to make, have made, use and sell (""Utilize") the
Original Code (or portions thereof), but solely to the extent that
any such patent is reasonably necessary to enable Y ou to Utilize
the Original Code (or portions thereof) and not to any greater
extent that may be necessary to Ultilize further Modifications or
combinations.

2.2. Contributor Grant.

Each Contributor hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license, subject to third party intellectual property
claims:
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(a) to use, reproduce, modify, display, perform, sublicense and
distribute the Modifications created by such Contributor (or
portions thereof) either on an unmodified basis, with other
Modifications, as Covered Code or as part of aLarger Work; and

(b) under patents now or hereafter owned or controlled by
Contributor, to Utilize the Contributor Version (or portions
thereof), but solely to the extent that any such patent is

reasonably necessary to enable Y ou to Utilize the Contributor
Version (or portions thereof), and not to any greater extent that
may be necessary to Utilize further Modifications or combinations.

3. Distribution Obligations.

3.1. Application of License.

The Modifications which Y ou create or to which Y ou contribute are
governed by the terms of this License, including without limitation
Section 2.2. The Source Code version of Covered Code may be distributed
only under the terms of this License or a future version of this

License released under Section 6.1, and Y ou must include a copy of this
License with every copy of the Source Code Y ou distribute. Y ou may not
offer or impose any terms on any Source Code version that alters or
restricts the applicable version of this License or the recipients

rights hereunder. However, Y ou may include an additional document
offering the additional rights described in Section 3.5.

3.2. Availahility of Source Code.

Any Modification which Y ou create or to which Y ou contribute must be
made available in Source Code form under the terms of this License
either on the same media as an Executable version or via an accepted
Electronic Distribution Mechanism to anyone to whom you made an
Executable version available; and if made available via Electronic
Distribution Mechanism, must remain available for at least twelve (12)
months after the date it initially became available, or at least six

(6) months after a subsequent version of that particular Modification
has been made available to such recipients. Y ou are responsible for
ensuring that the Source Code version remains available even if the
Electronic Distribution Mechanism is maintained by athird party.

3.3. Description of Modifications.

Y ou must cause all Covered Code to which you contribute to contain a
file documenting the changes Y ou made to create that Covered Code and
the date of any change. Y ou must include a prominent statement that the
Modification is derived, directly or indirectly, from Original Code
provided by the Initial Developer and including the name of the Initial
Developer in (a) the Source Code, and (b) in any noticein an

Executable version or related documentation in which Y ou describe the
origin or ownership of the Covered Code.
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3.4. Intellectual Property Matters

(@) Third Party Claims.

If Y ou have knowledge that a party claims an intellectual property
right in particular functionality or code (or its utilization

under this License), you must include a text file with the source
code distribution titled "LEGAL" which describes the claim and
the party making the claim in sufficient detail that a recipient

will know whom to contact. If you obtain such knowledge after You
make Y our Modification available as described in Section 3.2, You
shall promptly modify the LEGAL filein all copies Y ou make
available thereafter and shall take other steps (such as notifying
appropriate mailing lists or newsgroups) reasonably calculated to
inform those who received the Covered Code that new knowledge has
been obtained.

(b) Contributor APIs.

If Your Modification is an application programming interface and
Y ou own or control patents which are reasonably necessary to
implement that API, you must also include this information in the
LEGAL file.

3.5. Required Notices.

Y ou must duplicate the notice in Exhibit A in each file of the Source
Code, and this License in any documentation for the Source Code, where
Y ou describe recipients' rights relating to Covered Code. If You

created one or more Modification(s), Y ou may add your name as a
Contributor to the notice described in Exhibit A. If it is not possible

to put such notice in a particular Source Code file due to its

structure, then you must include such notice in alocation (such as a
relevant directory file) where a user would be likely to look for such
anotice. Y ou may choose to offer, and to charge afee for, warranty,
support, indemnity or liability obligations to one or more recipients

of Covered Code. However, Y ou may do so only on Y our own behalf, and
not on behalf of the Initial Developer or any Contributor. Y ou must
make it absolutely clear than any such warranty, support, indemnity or
liability obligation is offered by Y ou aone, and Y ou hereby agree to
indemnify the Initial Developer and every Contributor for any liability
incurred by the Initial Developer or such Contributor as a result of
warranty, support, indemnity or liability terms Y ou offer.

3.6. Distribution of Executable Versions.

Y ou may distribute Covered Code in Executable form only if the
requirements of Section 3.1-3.5 have been met for that Covered Code,
and if You include a notice stating that the Source Code version of the
Covered Code is available under the terms of this License, including a
description of how and where Y ou have fulfilled the obligations of
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Section 3.2. The notice must be conspicuously included in any noticein
an Executable version, related documentation or collateral in which Y ou
describe recipients' rights relating to the Covered Code. Y ou may
distribute the Executable version of Covered Code under alicense of

Y our choice, which may contain terms different from this License,
provided that Y ou are in compliance with the terms of this License and
that the license for the Executabl e version does not attempt to limit

or alter the recipient's rights in the Source Code version from the

rights set forth in this License. If Y ou distribute the Executable

version under adifferent license Y ou must make it absolutely clear

that any terms which differ from this License are offered by Y ou alone,
not by the Initial Developer or any Contributor. Y ou hereby agreeto
indemnify the Initial Developer and every Contributor for any liability
incurred by the Initial Developer or such Contributor as a result of

any such terms Y ou offer.

3.7. Larger Works.

Y ou may create a Larger Work by combining Covered Code with other code
not governed by the terms of this License and distribute the Larger

Work as a single product. In such a case, Y ou must make sure the
requirements of this License are fulfilled for the Covered Code.

4. Inability to Comply Due to Statute or Regulation.

If it isimpossible for Y ou to comply with any of the terms of this
License with respect to some or all of the Covered Code due to statute
or regulation then Y ou must: (a) comply with the terms of this License
to the maximum extent possible; and (b) describe the limitations and
the code they affect. Such description must be included in the LEGAL
file described in Section 3.4 and must be included with all
distributions of the Source Code. Except to the extent prohibited by
statute or regulation, such description must be sufficiently detailed

for arecipient of ordinary skill to be able to understand it.

5. Application of this License.

This License applies to code to which the Initial Developer has
attached the notice in Exhibit A, and to related Covered Code.

6. Versions of the License.

6.1. New Versions.

Netscape Communications Corporation (" Netscape™") may publish revised
and/or new versions of the License from time to time. Each version will
be given a distinguishing version number.

6.2. Effect of New Versions.
Once Covered Code has been published under a particular version of the
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License, You may always continue to use it under the terms of that
version. Y ou may also choose to use such Covered Code under the terms
of any subseguent version of the License published by Netscape. No one
other than Netscape has the right to modify the terms applicable to
Covered Code created under this License.

6.3. Derivative Works.

If you create or use amodified version of this License (which you may
only do in order to apply it to code which is not already Covered Code
governed by this License), you must (a) rename Y our license so that the
phrases "Mozilla', "MOZILLAPL", "MOZPL", ““Netscape", "NPL" or
any confusingly similar phrase do not appear anywhere in your license
and (b) otherwise make it clear that your version of the license

contains terms which differ from the Mozilla Public License and
Netscape Public License. (Filling in the name of the Initial Developer,
Origina Code or Contributor in the notice described in Exhibit A shall
not of themselves be deemed to be modifications of this License.)

7. DISCLAIMER OF WARRANTY .

COVERED CODE IS PROVIDED UNDER THISLICENSE ON AN "ASIS'BASIS,

WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, WARRANTIES THAT THE COVERED CODE IS FREE OF
DEFECTS, MERCHANTABLE, FIT FOR A PARTICULAR PURPOSE OR NON-INFRINGING.
THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE COVERED CODE
ISWITH YOU. SHOULD ANY COVERED CODE PROVE DEFECTIVE IN ANY RESPECT,
YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER CONTRIBUTOR) ASSUME THE
COST OF ANY NECESSARY SERVICING, REPAIR OR CORRECTION. THIS DISCLAIMER
OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF

ANY COVERED CODE ISAUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

8. TERMINATION.

This License and the rights granted hereunder will terminate
automatically if You fail to comply with terms herein and fail to cure
such breach within 30 days of becoming aware of the breach. All
sublicenses to the Covered Code which are properly granted shall
survive any termination of this License. Provisions which, by their
nature, must remain in effect beyond the termination of this License
shall survive.

9.LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT
(INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL THE INITIAL
DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED CODE,
OR ANY SUPPLIER OF ANY OF SUCH PARTIES, BELIABLE TO YOU OR ANY OTHER
PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
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OF ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF
GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR ANY AND
ALL OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE
BEEN INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THISLIMITATION OF
LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY
RESULTING FROM SUCH PARTY'SNEGLIGENCE TO THE EXTENT APPLICABLE LAW
PROHIBITS SUCH LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE

EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THAT
EXCLUSION AND LIMITATION MAY NOT APPLY TO YOU.

10. U.S. GOVERNMENT END USERS.

The Covered Codeisa ™ commercial item," asthat term is defined in

48 C.F.R. 2.101 (Oct. 1995), consisting of ~~commercia computer
software" and ““commercial computer software documentation,” as such
termsare used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48
C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995),
all U.S. Government End Users acquire Covered Code with only those
rights set forth herein.

11. MISCELLANEOQOUS.

This License represents the compl ete agreement concerning subject
matter hereof. If any provision of this Licenseis held to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. This License shall be governed by
Californialaw provisions (except to the extent applicable law, if any,
provides otherwise), excluding its conflict-of-law provisions. With
respect to disputes in which at least one party isacitizen of, or an
entity chartered or registered to do business in, the United States of
America: (a) unless otherwise agreed in writing, all disputes relating
to this License (excepting any dispute relating to intellectual

property rights) shall be subject to final and binding arbitration,

with the losing party paying all costs of arbitration; (b) any
arbitration relating to this Agreement shall be held in Santa Clara
County, California, under the auspices of JAM S/EndDispute; and (c) any
litigation relating to this Agreement shall be subject to the
jurisdiction of the Federal Courts of the Northern District of
Cadlifornia, with venue lying in Santa Clara County, California, with
the losing party responsible for costs, including without limitation,
court costs and reasonabl e attorneys fees and expenses. The application
of the United Nations Convention on Contracts for the I nternational
Sale of Goodsis expressly excluded. Any law or regulation which
provides that the language of a contract shall be construed against the
drafter shall not apply to this License.

12. RESPONSIBILITY FOR CLAIMS.
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Except in cases where another Contributor has failed to comply with
Section 3.4, You are responsible for damages arising, directly or
indirectly, out of Y our utilization of rights under this License, based
on the number of copies of Covered Code you made available, the
revenues you received from utilizing such rights, and other relevant
factors. Y ou agree to work with affected parties to distribute
responsibility on an equitable basis.

EXHIBIT A.

““The contents of thisfile are subject to the Mozilla Public License
Version 1.0 (the "License"); you may not use thisfile except in
compliance with the License. Y ou may obtain a copy of the License at
http://www.mozilla.org/MPL/

Software distributed under the License is distributed on an "ASIS"

basis, WITHOUT WARRANTY OF ANY KIND, either express or implied. See the
License for the specific language governing rights and limitations

under the License.

The Original Codeis

The Initial Developer of the Original Codeis .
Portions created by are Copyright (C)
. All Rights Reserved.

Contributor(s):

LGPL license:

This package is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This package is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public
License along with this package; if not, write to the Free Software

Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

On Debian systems, the compl ete text of the GNU L esser General
Public License can be found in “/usr/share/common-licenses/L GPL".

The Debian packaging is (C) 2006, Fathi Boudra <fboudra@free.fr> and
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is licensed under the GPL, see “/usr/share/common-licenses/GPL".
libical is distributed under two licenses.

Y ou may choose the terms of either:

* The MozillaPublic License (MPL) v2.0

or

* The GNU Lesser General Public License (LGPL) v2.1

Software distributed under these licenses is distributed on an "AS
IS" basis, WITHOUT WARRANTY OF ANY KIND, either express or
implied. See the License for the specific language governing rights
and limitations under the License.

The Original Codeislibical.

The Initial Developer of the Original Code is Eric Busboom

All Rights Reserved.

Contributor(s): Seeindividual source files.
libical is distributed under two licenses.
Y ou may choose the terms of either:
* The MozillaPublic License (MPL) v2.0

or

* The GNU Lesser General Public License (LGPL) v2.1

Software distributed under these licensesis distributed onan"AS

IS" basis, WITHOUT WARRANTY OF ANY KIND, either express or
implied. See the License for the specific language governing rights

and limitations under the License.

Libical is distributed under both the LGPL and the MPL. The MPL
notice, reproduced below, covers the use of either of the licenses.

Mozilla Public License Version 2.0

1. Definitions
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1.1. "Contributor"
means each individual or legal entity that creates, contributesto
the creation of, or owns Covered Software.

1.2. "Contributor Version"
means the combination of the Contributions of others (if any) used
by a Contributor and that particular Contributor's Contribution.

1.3. "Contribution"
means Covered Software of a particular Contributor.

1.4. "Covered Software"
means Source Code Form to which the initial Contributor has attached
the notice in Exhibit A, the Executable Form of such Source Code
Form, and Modifications of such Source Code Form, in each case
including portions thereof.

1.5. "Incompatible With Secondary Licenses'
means

(a) that the initial Contributor has attached the notice described
in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of
version 1.1 or earlier of the License, but not also under the
terms of a Secondary License.

1.6. "Executable Form"
means any form of the work other than Source Code Form.

1.7. "Larger Work"
means awork that combines Covered Software with other material, in
aseparatefile or files, that is not Covered Software.

1.8. "License"
means this document.

1.9. "Licensable"
means having the right to grant, to the maximum extent possible,
whether at the time of the initial grant or subsequently, any and
all of the rights conveyed by this License.

1.10. "Modifications"
means any of the following:

(a) any file in Source Code Form that results from an addition to,
deletion from, or modification of the contents of Covered
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Software; or

(b) any new file in Source Code Form that contains any Covered
Software.

1.11. "Patent Claims" of a Contributor
means any patent claim(s), including without limitation, method,
process, and apparatus claims, in any patent Licensable by such
Contributor that would be infringed, but for the grant of the
License, by the making, using, selling, offering for sale, having
made, import, or transfer of either its Contributions or its
Contributor Version.

1.12. "Secondary License"
means either the GNU General Public License, Version 2.0, the GNU
Lesser General Public License, Version 2.1, the GNU Affero General
Public License, Version 3.0, or any later versions of those
licenses.

1.13. "Source Code Form"
means the form of the work preferred for making modifications.

1.14."You" (or "Your")
means an individual or alegal entity exercising rights under this
License. For legal entities, "You" includes any entity that
controls, is controlled by, or is under common control with Y ou. For
purposes of this definition, "control” means (a) the power, direct
or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license:

(a) under intellectual property rights (other than patent or trademark)
Licensable by such Contributor to use, reproduce, make available,
maodify, display, perform, distribute, and otherwise explait its
Contributions, either on an unmodified basis, with Modifications, or
as part of aLarger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer
for sale, have made, import, and otherwise transfer either its
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Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution
become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under
this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License.
Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software;
or

(b) for infringements caused by: (i) Y our and any other third party's
modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor
Version); or

(¢) under Patent Claims infringed by Covered Software in the absence of
its Contributions.

This License does not grant any rightsin the trademarks, service marks,
or logos of any Contributor (except as may be necessary to comply with
the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as aresult of Y our choice to
distribute the Covered Software under a subseguent version of this
License (see Section 10.2) or under the terms of a Secondary License (if
permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believesits
Contributions are its original creation(s) or it has sufficient rights

to grant the rights to its Contributions conveyed by this License.

2.6. Fair Use

This Licenseis not intended to limit any rights Y ou have under
applicable copyright doctrines of fair use, fair dealing, or other
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equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted
in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any
Modifications that Y ou create or to which Y ou contribute, must be under
the terms of this License. Y ou must inform recipients that the Source
Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. Y ou may not
attempt to alter or restrict the recipients' rightsin the Source Code

Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code
Form, as described in Section 3.1, and Y ou must inform recipients of
the Executable Form how they can obtain a copy of such Source Code
Form by reasonable meansin atimely manner, at a charge no more
than the cost of distribution to the recipient; and

(b) You may distribute such Executable Form under the terms of this
License, or sublicense it under different terms, provided that the
license for the Executable Form does not attempt to limit or alter
the recipients rights in the Source Code Form under this License.

3.3. Digtribution of aLarger Work

Y ou may create and distribute a Larger Work under terms of Y our choice,
provided that Y ou also comply with the requirements of this License for

the Covered Software. If the Larger Work is a combination of Covered
Software with awork governed by one or more Secondary Licenses, and the
Covered Software is hot Incompatible With Secondary Licenses, this
License permits Y ou to additionally distribute such Covered Software

under the terms of such Secondary License(s), so that the recipient of

the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary
License(s).

Open Source Used In C1200 and 1300 Series Switches 4.0.x 96



3.4. Notices

Y ou may not remove or ater the substance of any license notices
(including copyright notices, patent notices, disclaimers of warranty,
or limitations of liability) contained within the Source Code Form of
the Covered Software, except that Y ou may alter any license noticesto
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Y ou may choose to offer, and to charge a fee for, warranty, support,
indemnity or liability obligationsto one or more recipients of Covered
Software. However, Y ou may do so only on Y our own behalf, and not on
behalf of any Contributor. Y ou must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by

Y ou alone, and Y ou hereby agree to indemnify every Contributor for any
liability incurred by such Contributor as a result of warranty, support,
indemnity or liability terms Y ou offer. Y ou may include additional
disclaimers of warranty and limitations of liability specific to any
jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it isimpossible for Y ou to comply with any of the terms of this
License with respect to some or all of the Covered Software due to
statute, judicial order, or regulation then Y ou must: (a) comply with
the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must
be placed in atext file included with al distributions of the Covered
Software under this License. Except to the extent prohibited by statute
or regulation, such description must be sufficiently detailed for a
recipient of ordinary skill to be able to understand it.

5. Termination

5.1. Therights granted under this License will terminate automatically

if You fail to comply with any of its terms. However, if Y ou become
compliant, then the rights granted under this License from a particular
Contributor are reinstated (@) provisionally, unless and until such
Contributor explicitly and finally terminates Y our grants, and (b) on an
ongoing basis, if such Contributor failsto notify You of the
non-compliance by some reasonable means prior to 60 days after Y ou have
come back into compliance. Moreover, Y our grants from a particular
Contributor are reinstated on an ongoing basisif such Contributor
notifies Y ou of the non-compliance by some reasonable means, thisisthe
first time Y ou have received notice of non-compliance with this License
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from such Contributor, and Y ou become compliant prior to 30 days after
Y our receipt of the notice.

5.2.1f Youinitiate litigation against any entity by asserting a patent
infringement claim (excluding declaratory judgment actions,
counter-claims, and cross-claims) alleging that a Contributor Version
directly or indirectly infringes any patent, then the rights granted to

Y ou by any and all Contributors for the Covered Software under Section
2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all

end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Y our distributors under this License
prior to termination shall survive termination.
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* *

* 6. Disclaimer of Warranty *
* *

* *

* Covered Software is provided under thisLicenseon an "asis'  *

* basis, without warranty of any kind, either expressed, implied, or *

* statutory, including, without limitation, warrantiesthat the ~ *

* Covered Software is free of defects, merchantable, fit for a *

* particular purpose or non-infringing. The entirerisk astothe  *

* quality and performance of the Covered Software iswith Y ou. *

* Should any Covered Software prove defective in any respect, You  *
* (not any Contributor) assume the cost of any necessary servicing, *

* repair, or correction. This disclaimer of warranty constitutesan *

* essential part of this License. No use of any Covered Softwareis *

* authorized under this License except under this disclaimer. *

* *
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* *

* 7. Limitation of Liability *

* *

* *

* Under no circumstances and under no legal theory, whether tort ~ *

* (including negligence), contract, or otherwise, shall any *
* Contributor, or anyone who distributes Covered Software as *
* permitted above, be liable to Y ou for any direct, indirect, *

* gpecial, incidental, or consequential damages of any character  *

* including, without limitation, damages for lost profits, lossof  *

* goodwill, work stoppage, computer failure or malfunction, or any *
* and all other commercial damages or losses, even if such party  *
* ghall have been informed of the possibility of such damages. This *
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* limitation of liability shall not apply to liability for death or *
* personal injury resulting from such party's negligencetothe  *

* extent applicable law prohibits such limitation. Some *

* jurisdictions do not allow the exclusion or limitation of *

* incidental or consequential damages, so this exclusion and *
* limitation may not apply to Y ou. *

* *
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8. Litigation

Any litigation relating to this License may be brought only in the
courts of ajurisdiction where the defendant maintains its principal
place of business and such litigation shall be governed by laws of that
jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party's ability to bring
cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject
matter hereof. If any provision of this Licenseisheld to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter
shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section
10.3, no one other than the license steward has the right to modify or
publish new versions of this License. Each version will be given a
distinguishing version number.

10.2. Effect of New Versions
Y ou may distribute the Covered Software under the terms of the version
of the License under which Y ou originally received the Covered Software,

or under the terms of any subsequent version published by the license
steward.

10.3. Modified Versions
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If you create software not governed by this License, and you want to
create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove
any references to the name of the license steward (except to note that
such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary
Licenses

If Y ou choose to distribute Source Code Form that is Incompatible With
Secondary Licenses under the terms of this version of the License, the

notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public
License, v. 2.0. If acopy of the MPL was not distributed with this
file, You can obtain one at https.//mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular

file, then Y ou may include the notice in alocation (such asa LICENSE
filein arelevant directory) where arecipient would be likely to look
for such anotice.

Y ou may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses' Notice

This Source Code Form is "Incompatible With Secondary Licenses', as
defined by the Mozilla Public License, v. 2.0.

Libical is Copyright (C) 2010-2017 Klaralvdalens Datakonsult AB.

Y ou may use, distribute and copy Libical under the terms of the
GNU Lesser General Public License version 2.1, which is displayed below.

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
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[Thisisthefirst released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and changeit. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, appliesto some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to useit. You
can useit too, but we suggest you first think carefully about whether
thislicense or the ordinary General Public Licenseisthe better
strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions trandate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis

or for afee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
thereis no warranty for the freelibrary. Also, if thelibrary is
modified by someone else and passed on, the recipients should know
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that what they have is not the original version, so that the original
author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in thislicense.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. Thislicense, the GNU Lesser
General Public License, appliesto certain designated libraries, and
is quite different from the ordinary General Public License. We use
thislicense for certain librariesin order to permit linking those
libraries into non-free programs.

When aprogram is linked with alibrary, whether statically or using
ashared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fitsits criteria of freedom. The Lesser Genera
Public License permits more lax criteria for linking other code with
thelibrary.

We call thislicense the "Lesser" General Public License because it

does Less to protect the user's freedom than the ordinary General

Public License. It aso provides other free software developers Less

of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantagesin certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent caseisthat afree
library does the same job as widely used non-freelibraries. Inthis
case, thereislittle to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use alarge body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well asits variant, the GNU/Linux operating
system.

Open Source Used In C1200 and 1300 Series Switches 4.0.x 102



Although the Lesser General Public License is Less protective of the
users freedom, it does ensure that the user of a program that is

linked with the Library has the freedom and the wherewithal to run
that program using amodified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a"work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License™).

Each licenseeis addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The"Library", below, refersto any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that isto say, awork containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, trandationis
included without limitation in the term "modification".)

"Source code" for awork means the preferred form of the work for
making modificationstoit. For alibrary, complete source code means
all the source code for al modules it contains, plus any associated
interface definition files, plus the scripts used to control
compilation and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in atool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's
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complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the noticesthat refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

Y ou may charge afee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. Y ou may modify your copy or copies of the Library or any portion
of it, thus forming awork based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If afacility in the modified Library refersto afunction or a
table of datato be supplied by an application program that uses
the facility, other than as an argument passed when the facility
isinvoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of

its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has
apurpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square

root function must still compute square roots.)

These requirements apply to the modified work asawhole. 1f
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
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Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with awork based on the Library) on avolume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
Licenseinstead of this License to agiven copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If anewer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other changein
these notices.

Once this change is made in agiven copy, it isirreversible for
that copy, so the ordinary GNU General Public License appliesto all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not alibrary.

4. You may copy and distribute the Library (or a portion or

derivative of it, under Section 2) in object code or executable form

under the terms of Sections 1 and 2 above provided that you accompany
it with the compl ete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from adesignated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a"work that usesthe Library". Such a
work, inisolation, is not aderivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a"work that uses the Library" with the Library
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creates an executable that is a derivative of the Library (becauseit
contains portions of the Library), rather than a"work that uses the
library". The executable istherefore covered by this License.
Section 6 states terms for distribution of such executables.

When a"work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether thisistrueis especially significant if the work can be
linked without the Library, or if the work isitself alibrary. The
threshold for thisto be trueis not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
fileisunrestricted, regardless of whether it islegally aderivative
work. (Executables containing this object code plus portions of the
Library will till fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a"work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse
engineering for debugging such modifications.

Y ou must give prominent notice with each copy of the work that the
Library isused in it and that the Library and its use are covered by
thisLicense. Y ou must supply acopy of thisLicense. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as areference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It isunderstood

that the user who changes the contents of definitionsfilesin the
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Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanismisonethat (1) usesat runtimea
copy of the library aready present on the user's computer system,
rather than copying library functionsinto the executable, and (2)
will operate properly with amodified version of the library, if

the user installs one, aslong as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at least
three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

€) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, asaspecial exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license

restrictions of other proprietary libraries that do not normally

accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are awork based on the
Library side-by-sidein asingle library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilitiesis otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
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Sections above.

b) Give prominent notice with the combined library of the fact
that part of it isawork based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute

the Library except as expressly provided under thisLicense. Any
attempt otherwise to copy, modify, sublicense, link with, or

distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all itsterms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives alicense from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. Y ou may not impose any further
restrictions on the recipients exercise of the rights granted herein.

Y ou are not responsible for enforcing compliance by third parties with
this License.

11. If, as a conseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply, and the section as awhole is intended to apply in other
circumstances.
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It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or sheiswilling

to distribute software through any other system and a licensee cannot
impose that choice.

This section isintended to make thoroughly clear what is believed to
be a conseguence of the rest of this License.

12. If the distribution and/or use of the Library isrestricted in

certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among

countries not thus excluded. In such case, this License incorporates
the limitation asif written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies aversion number of this License which appliesto it and

"any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. |If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software whichis
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of al derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE ISNO
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WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "ASIS' WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIESOR A
FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF
SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Your New Libraries

If you develop anew library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. Y ou can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at |east the "copyright" line and a pointer to where the full
notice is found.

<one lineto givethelibrary's name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

Thislibrary is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

Thislibrary is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
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Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public
License along with thislibrary; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

Y ou should also get your employer (if you work as a programmer) or
your school, if any, to sign a"copyright disclaimer” for the library,
if necessary. Hereisasample; alter the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the
library “Frob' (alibrary for tweaking knobs) written by James
Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all thereistoit!

1.11 fwtool 2019-11-12

1.11.1 Available under license :

No license file was found, but |icenses were detected in source scan.

/*

* Copyright (C) 2016 Felix Fietkau <nbd@nbd.name>

*

* This program is free software; you can redistribute it and/or modify

* it under the terms of the GNU General Public License version 2

* as published by the Free Software Foundation

*

* This program is distributed in the hope that it will be useful,

* but WITHOUT ANY WARRANTY ; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
* GNU General Public License for more details.

*/

Found in path(s):

* Jopt/cola/permits/1601412993 1679570273.2046802/0/fwtool -2019-11-12-8f 7fe925-zip/fwtool -2019-11-12-
8f 7fe925/fwimage.h

* Jopt/cola/permits/1601412993 1679570273.2046802/0/fwtool -2019-11-12-8f 7fe925-zip/fwtool -2019-11-12-
8f 7fe925/fwtool.c

No license file was found, but licenses were detected in source scan.

/*
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* utils - misc libubox utility functions
*

* Copyright (C) 2012 Felix Fietkau <nbd@openwrt.org>

*

* Permission to use, copy, modify, and/or distribute this software for any

* purpose with or without feeis hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE ISPROVIDED "AS1S' AND THE AUTHOR DISCLAIMS ALL WARRANTIES
* WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF

* MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
* ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN

* ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
* OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*/

Found in path(s):

* Jopt/cola/permits/1601412993 1679570273.2046802/0/fwtool-2019-11-12-8f 7fe925-zi p/fwtool-2019-11-12-
8f7fe925/utils.h

No license file was found, but licenses were detected in source scan.

Package: fwtool

Version: 2019-11-12-8f7fe925-1

Depends: libc, librt, libpthread

Source: package/system/fwtool
SourceName: fwtool

License: GPL-2.0

Section: utils

SourceDateEpoch: 1573768411

Maintainer: Felix Fietkau <nbd@nbd.name>
Architecture: aarch64 cortex-ar2
Installed-Size: 5354

Description: Utility for appending and extracting firmware metadata and signatures

Found in path(s):

* Jopt/cola/permits/1601412993 1679570273.2046802/0/fwtool-2019-11-12-8f 7fe925-zi p/fwtool-2019-11-12-
8f7fe925/ipkg-aarch64_cortex-a72/fwtool/ CONTROL /control

No license file was found, but licenses were detected in source scan.

/*

* Copyright (C) 2016 Felix Fietkau <nbd@nbd.name>

* Based on busybox code:

* CRC32 tablefill function

*  Copyright (C) 2006 by Rob Sullivan <cogito.ergo.cogito@gmail.com>

*

* This program is free software; you can redistribute it and/or modify
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* it under the terms of the GNU General Public License version 2

* as published by the Free Software Foundation

*

* This program is distributed in the hope that it will be useful,

* put WITHOUT ANY WARRANTY ; without even the implied warranty of

* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe
* GNU Genera Public License for more details.

*/

Found in path(s):
* Jopt/cola/permits/1601412993 1679570273.2046802/0/fwtool-2019-11-12-8f 7fe925-zi p/fwtool-2019-11-12-
8f7fe925/crc32.h

1.12 net-snmp 2.9.1

1.12.1 Available under license :

No license file was found, but |icenses were detected in source scan.
IANAIifType-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, mib-2 FROM SNMPv2-SMI
TEXTUAL-CONVENTION FROM SNMPv2-TC;

ianaif Type MODULE-IDENTITY
LAST-UPDATED "201205170000Z" -- May 17, 2012
ORGANIZATION "IANA"
CONTACT-INFO" Internet Assigned Numbers Authority

Postal: ICANN
4676 Admiralty Way, Suite 330
Marinadel Rey, CA 90292

Tel: +1310823 9358
E-Mail: iana& amp;iana.org”

DESCRIPTION "This MIB module defines the IANAIifType Textual
Convention, and thus the enumerated values of

the if Type object defined in MIB-1I'sifTable."

REVISION "201205170000Z" -- May 17, 2012
DESCRIPTION "Registration of new IANAifType 272."

REVISION  "201201110000Z" -- January 11, 2012
DESCRIPTION "Registration of new IANAIifTypes 266-271."

REVISION  "201112180000Z" -- December 18, 2011
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DESCRIPTION "Registration of new IANAIifTypes 263-265."

REVISION  "201110260000Z" -- October 26, 2011
DESCRIPTION "Registration of new IANAifType 262."

REVISION  "201109070000Z" -- September 7, 2011
DESCRIPTION "Registration of new IANAIifTypes 260 and 261."

REVISION  "201107220000Z" -- July 22, 2011
DESCRIPTION "Registration of new IANAifType 259."

REVISION  "201106030000Z" -- June 03, 2011
DESCRIPTION "Registration of new IANAifType 258."

REVISION  "201009210000Z" -- September 21, 2010
DESCRIPTION "Registration of new IANAifTypes 256 and 257."

REVISION  "201007210000Z" -- July 21, 2010
DESCRIPTION "Registration of new IANAifType 255."

REVISION  "201002110000Z" -- February 11, 2010
DESCRIPTION "Registration of new IANAifType 254."

REVISION  "201002080000Z" -- February 08, 2010
DESCRIPTION "Registration of new IANAIifTypes 252 and 253."

REVISION  "200905060000Z" -- May 06, 2009
DESCRIPTION "Registration of new IANAifType 251."

REVISION  "200902060000Z" -- February 06, 2009
DESCRIPTION "Registration of new IANAtunnel Type 15."

REVISION  "200810090000Z" -- October 09, 2008
DESCRIPTION "Registration of new IANAifType 250."

REVISION  "200808120000Z" -- August 12, 2008
DESCRIPTION "Registration of new IANAIifType 249."

REVISION  "200807220000Z" -- July 22, 2008
DESCRIPTION "Registration of new IANAifTypes 247 and 248."

REVISION  "200806240000Z" -- June 24, 2008
DESCRIPTION "Registration of new IANAifType 246."

REVISION  "200805290000Z" -- May 29, 2008
DESCRIPTION "Registration of new IANAifType 245."

REVISION  "200709130000Z" -- September 13, 2007
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DESCRIPTION "Registration of new IANAifTypes 243 and 244."

REVISION  "200705290000Z" -- May 29, 2007
DESCRIPTION "Changed the description for IANAifType 228."

REVISION  "200703080000Z" -- March 08, 2007
DESCRIPTION "Registration of new IANAifType 242."

REVISION  "200701230000Z" -- January 23, 2007
DESCRIPTION "Registration of new |ANAifTypes 239, 240, and 241."

REVISION  "200610170000Z" -- October 17, 2006
DESCRIPTION "Deprecated/Obsoleted IANAIifType 230. Registration of
IANAIifType 238."

REVISION  "200609250000Z" -- September 25, 2006
DESCRIPTION "Changed the description for IANA ifType
184 and added new IANA ifType 237."

REVISION  "200608170000Z" -- August 17, 2006
DESCRIPTION "Changed the descriptions for IANAifTypes
20 and 21."

REVISION  "200608110000Z" -- August 11, 2006
DESCRIPTION "Changed the descriptions for IANAifTypes
7,11, 62, 69, and 117."

REVISION  "200607250000Z" -- July 25, 2006
DESCRIPTION "Registration of new IANA ifType 236."

REVISION  "200606140000Z" -- June 14, 2006
DESCRIPTION "Registration of new IANA ifType 235."

REVISION  "200603310000Z" -- March 31, 2006
DESCRIPTION "Registration of new IANA ifType 234."

REVISION  "200603300000Z" -- March 30, 2006
DESCRIPTION "Registration of new IANA ifType 233."

REVISION  "200512220000Z" -- December 22, 2005
DESCRIPTION "Registration of new IANA ifTypes 231 and 232."

REVISION  "200510100000Z" -- October 10, 2005
DESCRIPTION "Registration of new IANA ifType 230."

REVISION  "200509090000Z" -- September 09, 2005
DESCRIPTION "Registration of new IANA ifType 229."
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REVISION  "200505270000Z" -- May 27, 2005
DESCRIPTION "Registration of new IANA ifType 228."

REVISION  "200503030000Z" -- March 3, 2005
DESCRIPTION "Added the IANAtunnel Type TC and deprecated
IANAIifType sixToFour (215) per RFC4087."

REVISION  "200411220000Z" -- November 22, 2004
DESCRIPTION "Registration of new IANA ifType 227 per RFC4631."

REVISION  "200406170000Z" -- June 17, 2004
DESCRIPTION "Registration of new IANA ifType 226."

REVISION  "200405120000Z" -- May 12, 2004
DESCRIPTION "Added description for IANAIifType 6, and
changed the descriptions for IANAIifTypes
180, 181, and 182."

REVISION  "200405070000Z" -- May 7, 2004
DESCRIPTION "Registration of new IANAifType 225."

REVISION  "200308250000Z" -- Aug 25, 2003

DESCRIPTION "Deprecated IANAIifTypes 7 and 11. Obsoleted
IANAIifTypes 62, 69, and 117. ethernetCsmacd (6)
should be used instead of these values'

REVISION  "200308180000Z" -- Aug 18, 2003
DESCRIPTION "Registration of new IANAifType
224"

REVISION  "200308070000Z" -- Aug 7, 2003
DESCRIPTION "Registration of new IANAIifTypes
222 and 223."

REVISION  "200303180000Z" -- Mar 18, 2003
DESCRIPTION "Registration of new IANAifType
221"

REVISION  "200301130000Z" -- Jan 13, 2003
DESCRIPTION "Registration of new IANAifType
220."

REVISION  "200210170000Z" -- Oct 17, 2002
DESCRIPTION "Registration of new IANAifType
219."

REVISION  "200207160000Z" -- Jul 16, 2002
DESCRIPTION "Registration of new IANAIifTypes
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217 and 218."

REVISION  "200207100000Z" -- Jul 10, 2002
DESCRIPTION "Registration of new IANAIifTypes
215 and 216."

REVISION  "200206190000Z" -- Jun 19, 2002
DESCRIPTION "Registration of new IANAifType
214"

REVISION  "200201040000Z" -- Jan 4, 2002
DESCRIPTION "Registration of new IANAIifTypes
211, 212 and 213."

REVISION  "200112200000Z" -- Dec 20, 2001
DESCRIPTION "Registration of new IANAifTypes
209 and 210."

REVISION  "200111150000Z" -- Nov 15, 2001
DESCRIPTION "Registration of new IANAifTypes
207 and 208."

REVISION  "200111060000Z" -- Nov 6, 2001
DESCRIPTION "Registration of new IANAifType
206."

REVISION  "200111020000Z" -- Nov 2, 2001
DESCRIPTION "Registration of new IANAifType
205."

REVISION  "200110160000Z" -- Oct 16, 2001
DESCRIPTION "Registration of new IANAIifTypes
199, 200, 201, 202, 203, and 204."

REVISION  "200109190000Z" -- Sept 19, 2001
DESCRIPTION "Registration of new IANAifType
198."

REVISION  "200105110000Z" -- May 11, 2001

DESCRIPTION "Registration of new IANAifType
197."

REVISION  "200101120000Z" -- Jan 12, 2001
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DESCRIPTION "Registration of new IANAIifTypes
195 and 196."

REVISION  "200012190000Z" -- Dec 19, 2000
DESCRIPTION "Registration of new IANAIifTypes
193 and 194."

REVISION  "200012070000Z" -- Dec 07, 2000
DESCRIPTION "Registration of new IANAIifTypes
191 and 192."

REVISION  "200012040000Z" -- Dec 04, 2000
DESCRIPTION "Registration of new IANAifType
190."

REVISION  "200010170000Z" -- Oct 17, 2000
DESCRIPTION "Registration of new IANAIifTypes
188 and 189."

REVISION  "200010020000Z" -- Oct 02, 2000
DESCRIPTION "Registration of new IANAifType 187."

REVISION  "200009010000Z" -- Sept 01, 2000
DESCRIPTION "Registration of new IANAifTypes
184, 185, and 186."

REVISION  "200008240000Z" -- Aug 24, 2000
DESCRIPTION "Registration of new IANAifType 183."

REVISION  "200008230000Z" -- Aug 23, 2000
DESCRIPTION "Registration of new IANAIifTypes
174-182."

REVISION  "200008220000Z" -- Aug 22, 2000
DESCRIPTION "Registration of new IANAifTypes 170,
171, 172 and 173."

REVISION  "200004250000Z" -- Apr 25, 2000
DESCRIPTION "Registration of new IANAifTypes 168 and 169."

REVISION  "200003060000Z" -- Mar 6, 2000
DESCRIPTION "Fixed amissing semi-colon in the IMPORT.
Also cleaned up the REVISION log a bit.
It is hot complete, but from now on it will
be maintained and kept up to date with each
change to this MIB module."

REVISION  "199910081430Z" -- Oct 08, 1999
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DESCRIPTION "Include new name assignments up to cnr(85).
Thisisthefirst version available viathe WWW
at: ftp://ftp.isi.edu/mib/ianaiftype.mib"

REVISION  "199401310000Z" -- Jan 31, 1994
DESCRIPTION "Initial version of this MIB as published in
RFC 1573."

x={ mib-230}

IANAIfType ::= TEXTUAL-CONVENTION
STATUS  current
DESCRIPTION
"This data type is used as the syntax of the if Type
object in the (updated) definition of MIB-1l's
ifTable.

The definition of this textual convention with the

addition of newly assigned valuesis published
periodicaly by the IANA, in either the Assigned
Numbers RFC, or some derivative of it specific to

Internet Network Management number assignments. (The
latest arrangements can be obtained by contacting the
IANA.)

Requests for new values should be made to IANA via
email (iana& amp;iana.org).

The relationship between the assignment of if Type
values and of OIDsto particular media-specific MIBs
is solely the purview of IANA and is subject to change
without notice. Quite often, a media-specific MIB's
OID-subtree assignment within MIB-11's ‘transmission’
subtree will be the same asitsifType value.
However, in some circumstances this will not be the
case, and implementors must not pre-assume any
specific relationship between if Type values and
transmission subtree OIDs."
SYNTAX INTEGER {
other(2), -- none of the following
regular1822(2),
hdh1822(3),
ddnX25(4),
rfc877x25(5),
ethernetCsmacd(6), -- for al ethernet-like interfaces,
-- regardless of speed, as per RFC3635
15088023Csmacd(7), -- Deprecated via RFC3635
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-- ethernetCsmacd (6) should be used instead
15088024 TokenBus(8),
i1s088025T okenRing(9),
i1s088026Man(10),
starLan(11), -- Deprecated via RFC3635
-- ethernetCsmacd (6) should be used instead

proteon10Mbit(12),

proteon80Mbit(13),

hyperchannel (14),

fddi(15),

lapb(16),

sdic(17),

ds1(18), -- DS1-MIB

€1(19), -- Obsolete see DS1-MIB

basicISDN(20), -- no longer used
-- see also RFC2127

primaryl SDN(21), -- no longer used
-- see also RFC2127

propPointToPointSerial (22), -- proprietary seria

pPP(23),

softwarel oopback(24),

eon(25), -- CLNPover IP

ethernet3Mbit(26),

nsip(27), -- XNSover IP

dlip(28), -- generic SLIP

ultra(29), -- ULTRA technologies

ds3(30), -- DS3-MIB

sip(31), -- SMDS, coffee

frameRelay(32), -- DTEonly.

rs232(33),

para(34), -- parallel-port

arcnet(35), -- arcnet

arcnetPlus(36), -- arcnet plus

am(37), -- ATM cdlls

miox25(38),

sonet(39), -- SONET or SDH

x25ple(40),

1s088022l1c(41),

local Talk(42),

smdsDxi(43),

frameRelayService(44), -- FRNETSERV-MIB

v35(45),

hssi (46),

hippi (47),

modem(48), -- Generic modem

aal5(49), -- AAL5 over ATM

sonetPath(50),

sonetVT(51),
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smdslcip(52), -- SMDS InterCarrier Interface
propVirtual(53), -- proprietary virtual/internal
propMultiplexor(54),-- proprietary multiplexing
ieeeB0212(55), -- 100BaseVG
fibreChannel (56), -- Fibre Channel
hippilnterface(57), -- HIPPI interfaces
frameRelay | nterconnect(58), -- Obsol ete, use either

-- frameRelay(32) or

-- frameRelayService(44).
aflane8023(59), -- ATM Emulated LAN for 802.3
aflane8025(60), -- ATM Emulated LAN for 802.5
cctEmul(61), -- ATM Emulated circuit
fastEther(62), -- Obsoleted via RFC3635

-- ethernetCsmacd (6) should be used instead

isdn(63), -- ISDN and X.25
v11(64), - CCITT V.11UX.21
v36(65), - CCITT V.36

g703at64k(66), -- CCITT G703 at 64Kbps
g703at2mb(67), -- Obsolete see DS1-MIB
gllc(68), --SNAQLLC
fastEtherFX(69), -- Obsoleted via RFC3635

-- ethernetCsmacd (6) should be used instead
channel(70), -- channel
ieee80211(71), -- radio spread spectrum
ibm370parChan(72), -- IBM System 360/370 OEMI Channel

escon(73), -- IBM Enterprise Systems Connection
disw(74), -- Data Link Switching

isdns(75), -- ISDN S/T interface

isdnu(76), -- ISDN U interface

lapd(77), -- Link Access Protocol D
ipSwitch(78),  -- IP Switching Objects

rsrb(79), -- Remote Source Route Bridging
atmLogical(80), -- ATM Logica Port

ds0(81), -- Digital Signal Level O
dsOBundle(82),  -- group of dsOs on the same dsl
bsc(83), -- Bisynchronous Protocol

async(84), -- Asynchronous Protocol

cnr(85), -- Combat Net Radio

is088025Dtr(86), -- 1SO 802.5r DTR

eplrs(87), -- Ext Pos Loc Report Sys

arap(88), -- Appletalk Remote Access Protocol
propCnls(89),  -- Proprietary Connectionless Protocol
hostPad(90), -- CCITT-ITU X.29 PAD Protocol
termPad(91), -- CCITT-ITU X.3 PAD Facility
frameRelayMPI(92), -- Multiproto Interconnect over FR
x213(93), -- CCITT-ITU X213

adsl(94), -- Asymmetric Digital Subscriber Loop
radsl(95), -- Rate-Adapt. Digital Subscriber Loop
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sdsl(96), -- Symmetric Digital Subscriber Loop

vdsl(97), -- Very H-Speed Digital Subscrib. Loop
iS088025CRFPINt(98), -- 1SO 802.5 CRFP
myrinet(99), -- Myricom Myrinet

voiceEM(100),  -- voicerecEive and transMit

voiceFX0O(101), -- voice Foreign Exchange Office
voiceFXS(102), -- voice Foreign Exchange Station
voiceEncap(103), -- voice encapsulation
voiceOverlp(104), -- voice over |P encapsulation

amDxi(105),  -- ATM DXI
amFuni(106), - ATM FUNI
amima(107), -- ATM IMA

pppMultilinkBundle(108), -- PPP Multilink Bundle
ipOverCdic (109), -- IBM ipOverCdic
ipOverClaw (110), -- IBM Common Link Accessto Workstn
stackToStack (111), -- IBM stackToStack
virtuallpAddress (112), -- IBM VIPA
mpc (113), -- IBM multi-protocol channel support
ipOverAtm (114), -- IBM ipOverAtm
i1s088025Fiber (115), -- 1SO 802.5j Fiber Token Ring
tdic (116), -- IBM twinaxial datalink control
gigabitEthernet (117), -- Obsoleted via RFC3635

-- ethernetCsmacd (6) should be used instead

hdic (118), --HDLC

lapf (119), - LAPF

v37 (120), -V.37

x25mlp (121),  -- Multi-Link Protocol

x25huntGroup (122), -- X25 Hunt Group
transpHdic (123), -- Transp HDLC

interleave (124), -- Interleave channel
fast (125), -- Fast channel
ip (126), -- IP (for APPN HPR in IP networks)

docsCableMaclayer (127), -- CATV Mac Layer
docsCableDownstream (128), -- CATV Downstream interface
docsCableUpstream (129), -- CATV Upstream interface
al2MppSwitch (130), -- Avalon Parallel Processor

tunnel (131),  -- Encapsulation interface

coffee (132),  -- coffee pot

ces (133), -- Circuit Emulation Service
atmSublinterface (134), -- ATM Sub Interface

I2vlan (135),  -- Layer 2 Virtual LAN using 802.1Q

I3ipvlan (136), -- Layer 3 Virtual LAN using IP
I3ipxvlan (137), -- Layer 3Virtual LAN using IPX
digital Powerline (138), -- |P over Power Lines
mediaMailOverlp (139), -- Multimedia Mail over IP
dtm (140), -- Dynamic syncronous Transfer Mode
dcn (141), -- Data Communications Network
ipForward (142), -- IP Forwarding Interface
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msdd (143),  -- Multi-rate Symmetric DSL
ieeel1394 (144), -- IEEE1394 High Performance Serial Bus
if-gsn (145),  -- HIPPI-6400
dvbRccMacl ayer (146), -- DVB-RCC MAC Layer
dvbRccDownstream (147), -- DVB-RCC Downstream Channel
dvbRccUpstream (148), -- DVB-RCC Upstream Channel
amVirtua (149), -- ATM Virtual Interface
mplsTunnel (150), -- MPLS Tunnel Virtua Interface
srp (151), -- Spatial Reuse Protocol
voiceOverAtm (152), -- Voice Over ATM
voiceOverFrameRelay (153), -- Voice Over Frame Relay
iddl (154), -- Digital Subscriber Loop over ISDN
compositeLink (155), -- Avici Composite Link Interface
ss7SigLink (156), -- SS7 Signaling Link
propWirelessP2P (157), -- Prop. P2P wireless interface
frForward (158), -- Frame Forward Interface
rfc1483 (159), -- Multiprotocol over ATM AALS
usb (160), -- USB Interface
ieee8023adlLag (161), -- IEEE 802.3ad Link Aggregate
bgppolicyaccounting (162), -- BGP Policy Accounting
frifl6MfrBundle (163), -- FRF .16 Multilink Frame Relay
h323Gatekeeper (164), -- H323 Gatekeeper
h323Proxy (165), -- H323 Voice and Video Proxy
mpls (166), -- MPLS
mfSigLink (167), -- Multi-frequency signaling link
hdsl2 (168), -- High Bit-Rate DSL - 2nd generation
shdsl (169), -- Multirate HDSL 2
ds1FDL (170), -- Facility Data Link 4Kbpson a DS1
pos (171), -- Packet over SONET/SDH Interface
dvbAsiin (172), -- DVB-ASI Input
dvbAsiOut (173), -- DVB-ASI Output
plc (174), -- Power Line Communtications
nfas (175), -- Non Facility Associated Signaling
tr008 (176), -- TRO08
gr303RDT (177), -- Remote Digital Terminal
gr303IDT (178), -- Integrated Digital Terminal
isup (179), -- ISUP
propDocsWirelessMaclayer (180), -- Cisco proprietary Maclayer
propDocsWirelessDownstream (181), -- Cisco proprietary Downstream
propDocsWirelessUpstream (182), -- Cisco proprietary Upstream
hiperlan2 (183), -- HIPERLAN Type 2 Radio Interface
propBWAp2Mp (184), -- PropBroadbandWirel essA ccesspt2multipt
-- use of thisiftype for IEEE 802.16 WMAN
-- interfaces as per |EEE Std 802.16f is
-- deprecated and if Type 237 should be used instead.
sonetOverheadChannel (185), -- SONET Overhead Channel
digitalWrapperOverheadChannel (186), -- Digital Wrapper
aal2 (187), -- ATM adaptation layer 2
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radioMAC (188), -- MAC layer over radio links
atmRadio (189), -- ATM over radio links
imt (190), -- Inter Machine Trunks
mvl (191), -- Multiple Virtual Lines DSL
reachDSL (192), -- Long Reach DSL
frDIciEndPt (193), -- Frame Relay DL CI End Point
atmVciEndPt (194), -- ATM VCI End Paint
opticalChannel (195), -- Optical Channel
optical Transport (196), -- Optical Transport
propAtm (197), -- Proprietary ATM
voiceOverCable (198), -- Voice Over Cable Interface
infiniband (199), -- Infiniband
teLink (200), -- TE Link
02931 (201), -- Q.2931
virtual Tg (202), -- Virtua Trunk Group
sipTg (203), -- SIP Trunk Group
sipSig (204), -- SIP Signaling
docsCableUpstreamChannel (205), -- CATV Upstream Channel
econet (206), -- Acorn Econet
pon155 (207), -- FSAN 155Mb Symetrical PON interface
pon622 (208), -- FSAN622Mb Symetrical PON interface
bridge (209), -- Transparent bridge interface
linegroup (210), -- Interface common to multiple lines
voiceEMFGD (211), -- voice E& amp;M Feature Group D
voiceFGDEANA (212), -- voice FGD Exchange Access North American
voiceDID (213), -- voice Direct Inward Dialing
mpegTransport (214), -- MPEG transport interface
sixToFour (215), -- 6to4 interface (DEPRECATED)
gtp (216), -- GTP (GPRS Tunneling Protocol)
pdnEtherLoopl (217), -- Paradyne EtherLoop 1
pdnEtherLoop2 (218), -- Paradyne EtherLoop 2
optical Channel Group (219), -- Optical Channel Group
homepna (220), -- HomePNA ITU-T G.989
ofp (221), -- Generic Framing Procedure (GFP)
ciscolSLvlan (222), -- Layer 2 Virtual LAN using Cisco ISL
actelisMetal OOP (223), -- Acteleis proprietary Metal. OOP High Speed Link
fcipLink (224), -- FCIP Link
rpr (225), -- Resilient Packet Ring Interface Type
gam (226), -- RF Qam Interface
Imp (227), -- Link Management Protocol
chlVectaStar (228), -- Cambridge Broadband Networks Limited V ectaStar
docsCableM CmtsDownstream (229), -- CATV Modular CMTS Downstream Interface
adsl2 (230), -- Asymmetric Digital Subscriber Loop Version 2
-- (DEPRECATED/OBSOLETED - please use adsl 2plus 238 instead)
macSecControlledlF (231), -- MACSecControlled
macSecUncontrolledl F (232), -- MACSecUncontrolled
aviciOptical Ether (233), -- Avici Optical Ethernet Aggregate
atmbond (234), -- atmbond
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voiceFGDOS (235), -- voice FGD Operator Services
mocaVersionl (236), -- MultiMedia over Coax Alliance (MoCA) Interface
-- as documented in information provided privately to IANA
ieeeB0216WMAN (237), -- IEEE 802.16 WMAN interface
adsl2plus (238), -- Asymmetric Digital Subscriber Loop Version 2,
-- Version 2 Plus and all variants
dvbRcsMacL ayer (239), -- DVB-RCS MAC Layer
dvbTdm (240), -- DVB Satellite TDM
dvbRcsTdma (241), -- DVB-RCS TDMA
x86L aps (242), -- LAPS based on ITU-T X.86/Y.1323
wwanPP (243), -- 3GPP WWAN
wwanPP2 (244), -- 3GPP2 WWAN
voiceEBS (245), -- voice P-phone EBS physical interface
ifPwType (246), -- Pseudowire interface type
ilan (247), -- Internal LAN on a bridge per IEEE 802.1ap
pip (248), -- Provider Instance Port on a bridge per IEEE 802.1ah PBB
aUELP (249), -- Alcatel-Lucent Ethernet Link Protection
gpon (250), -- Gigabit-capable passive optical networks (G-PON) as per ITU-T G.948
vdsl2 (251), -- Very high speed digital subscriber line Version 2 (as per ITU-T Recommendation
G.993.2)
capwapDot11Profile (252), -- WLAN Profile Interface
capwapDot11Bss (253), -- WLAN BSS Interface
capwapWtpVirtualRadio (254), -- WTP Virtual Radio Interface
bits (255), -- bitsport
docsCableUpstreamRfPort (256), -- DOCSIS CATV Upstream RF Port
cableDownstreamRfPort (257), -- CATV downstream RF port
vmwareVirtualNic (258), -- VMware Virtual Network Interface
ieeeB02154 (259), -- IEEE 802.15.4 WPAN interface
otnOdu (260), -- OTN Optical Data Unit
otnOtu (261), -- OTN Optical channel Transport Unit
ifVfiType (262), -- VPLS Forwarding Instance | nterface Type
09981 (263), -- G.998.1 bonded interface
09982 (264), -- G.998.2 bonded interface
09983 (265), -- G.998.3 bonded interface
aluEpon (266), -- Ethernet Passive Optical Networks (E-PON)
auEponOnu (267), -- EPON Optical Network Unit
auEponPhysicalUni (268), -- EPON physical User to Network interface
auEponL ogicalLink (269), -- The emulation of a point-to-point link over the EPON layer
auGponOnu (270), -- GPON Optical Network Unit
auGponPhysicalUni (271), -- GPON physical User to Network interface
vmwareNicTeam (272) -- VMware NIC Team

}

IANAtunnel Type ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"The encapsulation method used by atunnel. The value
direct indicates that a packet is encapsulated
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directly within a normal | P header, with no
intermediate header, and unicast to the remote tunnel
endpoint (e.g., an RFC 2003 I P-in-IP tunnel, or an RFC
1933 IPv6-in-1Pv4 tunnel). The value minimal indicates
that aMinimal Forwarding Header (RFC 2004) is
inserted between the outer header and the payload
packet. The value UDP indicates that the payload
packet is encapsulated within a normal UDP packet
(eg., RFC 1234).

The values sixToFour, sixOverFour, and isatap
indicates that an 1Pv6 packet is encapsulated directly
within an |Pv4 header, with no intermediate header,
and unicast to the destination determined by the 6to4,
6overd, or ISATAP protocol.

The remaining protocol-specific vaues indicate that a
header of the protocol of that name isinserted
between the outer header and the payload header.

The assignment policy for IANAtunnel Type valuesis
identical to the policy for assigning IANAifType

vaues."

SYNTAX INTEGER({
other(2), -- none of the following
direct(2),  -- nointermediate header
are(3), -- GRE encapsulation
minimal(4), -- Minimal encapsulation
12tp(5), -- L2TP encapsulation
pptp(6), -- PPTP encapsulation
12f(7), -- L2F encapsulation
udp(8), -- UDP encapsulation
amp(9), -- ATMP encapsulation
msdp(10), -- MSDP encapsulation

sixToFour(11), -- 6to4 encapsulation
sixOverFour(12), -- 6over4 encapsulation

isatap(13), -- ISATAP encapsulation
teredo(14), -- Teredo encapsulation
ipHttps(15)  -- IPHTTPS

END

Found in path(s):

* Jopt/cola/permits/1601387782_1679299635.2639437/0/net-snmp-2-9-1-tgz/package/lib/mibs/ ANAifType-
MIB.mib

No license file was found, but licenses were detected in source scan.
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1. Introduction

Management information is viewed as a collection of managed objects,
residing in avirtual information store, termed the Management
Information Base (MIB). Collections of related objects are defined

in MIB modules. These modules are written using an adapted subset of
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OSl's Abstract Syntax Notation One, ASN.1 (1988) [1]. Itisthe
purpose of this document, the Structure of Management Information
(SM1), to define that adapted subset, and to assign a set of
associated administrative values.

The SMI isdivided into three parts: module definitions, object
definitions, and, notification definitions.

(1) Module definitions are used when describing information modules.
An ASN.1 macro, MODULE-IDENTITY, isused to concisely convey the
semantics of an information module.

(2) Object definitions are used when describing managed objects. An
ASN.1 macro, OBJECT-TYPE, is used to concisely convey the syntax
and semantics of a managed object.

(3) Notification definitions are used when describing unsolicited
transmissions of management information. An ASN.1 macro,

NOTIFICATION-TY PE, is used to concisely convey the syntax and
semantics of anotification.
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1.1. A Noteon Terminology
For the purpose of exposition, the original Structure of Management
Information, as described in RFCs 1155 (STD 16), 1212 (STD 16), and
RFC 1215, istermed the SMI version 1 (SMIv1). The current version
of the Structure of Management Information istermed SMI version 2
(SM1v2).

2. Definitions

SNMPv2-SMI DEFINITIONS ::= BEGIN

-- the path to the root
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org OBJECT IDENTIFIER ::={ is03} -- "is0"=1
dod OBJECT IDENTIFIER ::={ org 6}
internet  OBJECT IDENTIFIER ::={ dod 1}

directory OBJECT IDENTIFIER ::={ internet 1}
mgmt OBJECT IDENTIFIER ::={ internet 2 }
mib-2 OBJECT IDENTIFIER ::={ mgmt 1}
transmission OBJECT IDENTIFIER ::={ mib-210}

experimental  OBJECT IDENTIFIER ::={ internet 3}

private OBJECT IDENTIFIER ::={ internet 4 }
enterprises OBJECT IDENTIFIER ::={ private 1}

security  OBJECT IDENTIFIER ::={ internet 5}

snmpV2 OBJECT IDENTIFIER ::={ internet 6 }

-- transport domains
snmpDomains OBJECT IDENTIFIER ::={ snmpV21}

-- trangport proxies
snmpProxys OBJECT IDENTIFIER ::={ snmpV22}

-- module identities
snmpModules OBJECT IDENTIFIER ::={ snmpV2 3}

-- Extended UTCTime, to allow dates with four-digit years
-- (Note that this definition of ExXtUTCTime is not to be IMPORTed
-- by MIB modules.)
ExtUTCTime ::= OCTET STRING(SIZE(11 | 13))
-- format isYYMMDDHHMMZ or YYYYMMDDHHMMZ
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-- where: YY - last two digits of year (only years
- between 1900-1999)

-- YYYY - last four digits of the year (any year)
-- MM - month (01 through 12)
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-- DD - day of month (01 through 31)

-- HH - hours (00 through 23)

-- MM - minutes (00 through 59)

-- Z - denotesGMT (the ASCII character Z)

-- For example, "9502192015Z" and "199502192015Z" represent
-- 8:15pm GMT on 19 February 1995. Y ears after 1999 must use
-- the four digit year format. Y ears 1900-1999 may use the

-- two or four digit format.

-- definitions for information modules

MODULE-IDENTITY MACRO ::=
BEGIN
TYPE NOTATION ::=

"LAST-UPDATED" valug(Update EXtUTCTime)
"ORGANIZATION" Text
"CONTACT-INFO" Text
"DESCRIPTION" Text
RevisionPart

VALUE NOTATION ::=
value(VALUE OBJECT IDENTIFIER)

RevisionPart ::=
Revisions
| empty
Revisions ::=
Revision
| Revisions Revision
Revision ::=
"REVISION" value(Update ExtUTCTime)
"DESCRIPTION" Text

-- acharacter string as defined in section 3.1.1
Text ::= value(lA5String)
END

OBJECT-IDENTITY MACRO ::=
BEGIN
TYPE NOTATION ::=
"STATUS" Status
"DESCRIPTION" Text
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ReferPart

VALUE NOTATION ::=
value(VALUE OBJECT IDENTIFIER)

Status ::=
"current"
| "deprecated"
| "obsolete"

ReferPart ::=
"REFERENCE" Text
| empty

-- acharacter string as defined in section 3.1.1
Text ::= value(lA5String)
END

-- names of objects
-- (Note that these definitions of ObjectName and NotificationName
-- arenot to be IMPORTed by MIB modules.)

ObjectName ::=
OBJECT IDENTIFIER

NotificationName ::=
OBJECT IDENTIFIER

-- syntax of objects

the "base types' defined here are:
3 built-in ASN.1 types: INTEGER, OCTET STRING, OBJECT IDENTIFIER
8 application-defined types: Integer32, |pAddress, Counter32,

-- Gauge32, Unsigned32, TimeTicks, Opaque, and Counter64

ObjectSyntax ::=
CHOICE{
simple
SimpleSyntax,
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-- note that SEQUENCES for conceptual tables and
-- rows are not mentioned here...

application-wide
ApplicationSyntax

}
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-- built-in ASN.1 types

SimpleSyntax ::=
CHOICE {
-- INTEGERs with a more restrictive range
-- may also be used
integer-value -- includes Integer32

INTEGER (-2147483648..2147483647),

-- OCTET STRINGs with amore restrictive size
-- may also be used
string-value

OCTET STRING (SIZE (0..65535)),

objectID-value
OBJECT IDENTIFIER

-- indistinguishable from INTEGER, but never needs more than
-- 32-hits for atwao's complement representation
Integer32 ::=

INTEGER (-2147483648..2147483647)

-- application-wide types

ApplicationSyntax ::=
CHOICE {
ipAddress-value
IpAddress,
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counter-value
Counter32,

timeticks-value
TimeTicks,

arbitrary-value
Opaque,

big-counter-value
Counter64,

unsigned-integer-value -- includes Gauge32
Unsigned32

-- in network-byte order
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-- (thisis atagged type for historical reasons)
IpAddress::=
[APPLICATION Q]
IMPLICIT OCTET STRING (SIZE (4))

-- thiswraps
Counter32 ::=
[APPLICATION 1]
IMPLICIT INTEGER (0..4294967295)

-- this doesn't wrap
Gauge32 ;.=
[APPLICATION 2]
IMPLICIT INTEGER (0..4294967295)

-- an unsigned 32-bit quantity
-- indistinguishable from Gauge32
Unsigned32 ::=

[APPLICATION 2]
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IMPLICIT INTEGER (0..4294967295)

-- hundredths of seconds since an epoch
TimeTicks ::=
[APPLICATION 3]
IMPLICIT INTEGER (0..4294967295)

-- for backward-compatibility only
Opague ::=
[APPLICATION 4]
IMPLICIT OCTET STRING

-- for counters that wrap in less than one hour with only 32 bits
Counter64 .=
[APPLICATION 6]
IMPLICIT INTEGER (0..18446744073709551615)

-- definition for objects

OBJECT-TYPE MACRO ::=
BEGIN
TYPE NOTATION ::=

"SYNTAX" Syntax
UnitsPart
"MAX-ACCESS" Access
"STATUS" Status
"DESCRIPTION" Text
ReferPart
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IndexPart

DefValPart

VALUE NOTATION ::=
value(VALUE ObjectName)

Syntax ::= -- Must be one of the following:
-- abase type (or its refinement),
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-- atextual convention (or its refinement), or
-- aBITS pseudo-type
type
["BITS' "{" NamedBits"}"

NamedBits ::= NamedBit
| NamedBits"," NamedBit

NamedBit ::= identifier "(* number )" -- number is nonnegative

UnitsPart ::=
"UNITS" Text
| empty

Access ::=
"not-accessible"
| "accessible-for-notify"
| "read-only"
| "read-write"
| "read-create"

Status ::=
"current"
| "deprecated"
| "obsolete"

ReferPart ::=
"REFERENCE" Text
| empty

IndexPart ::=
"INDEX" "{" IndexTypes"}"
|"AUGMENTS" "{" Entry  "}"
| empty
IndexTypes ::=
IndexType
| IndexTypes"," IndexType
IndexType ::=
"IMPLIED" Index
| Index
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Index ::=
-- use the SYNTAX value of the
-- correspondent OBJECT-TY PE invocation
value(ObjectName)
Entry ::=

-- use the INDEX value of the
-- correspondent OBJECT-TY PE invocation
value(ObjectName)

DefValPart ::= "DEFVAL" "{" Defvalue"}"
| empty

Defvalue ::= -- must be valid for the type specified in
-- SYNTAX clause of same OBJECT-TY PE macro
value(ObjectSyntax)
|"{" BitsValue"}"

BitsVaue ::= BitNames
| empty

BitNames ::= BitName
| BitNames"," BitName

BitName ::= identifier

-- acharacter string as defined in section 3.1.1
Text ::= value(lA5String)
END

-- definitions for notifications

NOTIFICATION-TYPE MACRO ::=
BEGIN
TYPE NOTATION ::=
ObjectsPart
"STATUS" Status
"DESCRIPTION" Text
ReferPart

VALUE NOTATION ::=
value(VALUE NotificationName)

ObjectsPart ::=
"OBJECTS" "{" Objects"}"
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| empty

Objects::=
Object
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| Objects”," Object
Object ::=
value(ObjectName)

Status ::=
"current"
| "deprecated"
| "obsolete"

ReferPart ::=
"REFERENCE" Text
| empty

-- acharacter string as defined in section 3.1.1
Text ::= value(lA5String)
END

-- definitions of administrative identifiers
zeroDotZero OBJECT-IDENTITY
STATUS current
DESCRIPTION

"A value used for null identifiers."
x={00}

END

3. Information Modules

An "information module" is an ASN.1 module defining information
relating to network management.

The SMI describes how to use an adapted subset of ASN.1 (1988) to
define an information module. Further, additional restrictions are
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placed on "standard" information modules. It is strongly recommended
that "enterprise-specific" information modules also adhere to these
restrictions.

Typically, there are three kinds of information modules:

(1) MIB modules, which contain definitions of inter-related managed
objects, make use of the OBJECT-TY PE and NOTIFICATION-TY PE macros;

(2) compliance statements for MIB modul es, which make use of the
MODULE-COMPLIANCE and OBJECT-GROUP macros[2]; and,

(3) capahility statements for agent implementations which make use of
the AGENT-CAPABILITIES macros[2].
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This classification scheme does not imply arigid taxonomy. For
example, a"standard" information module will normally include
definitions of managed objects and a compliance statement.
Similarly, an "enterprise-specific" information module might include
definitions of managed objects and a capability statement. Of
course, a"standard" information module may not contain capability
statements.

The constructs of ASN.1 alowed in SMIv2 information modules include:
the IMPORTS clause, value definitions for OBJECT IDENTIFIERS, type
definitions for SEQUENCES (with restrictions), ASN.1 type assignments
of the restricted ASN.1 types allowed in SMIv2, and instances of

ASN.1 macros defined in this document and its companion documents [2,
3]. Additional ASN.1 macros must not be defined in SMIv2 information
modules. SMIv1 macros must not be used in SM1v2 information modules.

The names of all standard information modules must be unique (but
different versions of the same information module should have the
same name). Developers of enterprise information modules are
encouraged to choose names for their information modules that will
have alow probability of colliding with standard or other enterprise
information modules. An information module may not use the ASN.1
construct of placing an object identifier value between the module
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name and the "DEFINITIONS" keyword. For the purposes of this
specification, an ASN.1 module name begins with an upper-case letter
and continues with zero or more letters, digits, or hyphens, except

that a hyphen can not be the last character, nor can there be two
consecutive hyphens.

All information modules start with exactly one invocation of the
MODULE-IDENTITY macro, which provides contact information as well as
revision history to distinguish between versions of the same

information module. This invocation must appear immediately after

any IMPORT s statements.

3.1. Macro Invocation

Within an information module, each macro invocation appears as:

<descriptor> <macro> <clauses> ::= <value>

where <descriptor> corresponds to an ASN.1 identifier, <macro> names
the macro being invoked, and <clauses> and <value> depend on the
definition of the macro. (Note that this definition of a descriptor
appliesto all macros defined in thismemo and in [2].)
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For the purposes of this specification, an ASN.1 identifier consists
of one or more letters or digits, and itsinitia character must be a
lower-case letter. Note that hyphens are not allowed by this
specification (except for use by information modules converted from
SMIv1 which did allow hyphens).

For all descriptors appearing in an information module, the

descriptor shall be unique and mnemonic, and shall not exceed 64
charactersin length. (However, descriptors longer than 32

characters are not recommended.) This promotes a common language for
humans to use when discussing the information module and also
facilitates simple table mappings for user-interfaces.
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The set of descriptors defined in al "standard" information modules
shall be unique.

Finally, by convention, if the descriptor refers to an object with a
SYNTAX clause value of either Counter32 or Counter64, then the
descriptor used for the object should denote plurality.

3.1.1. Textual Vauesand Strings

Some clauses in amacro invocation may take a character string as a
textual value (e.g., the DESCRIPTION clause). Other clausestake
binary or hexadecimal strings (in any position where a non-negative
number is allowed).

A character string is preceded and followed by the quote character
("), and consists of an arbitrary number (possibly zero) of:

- any 7-bit displayable ASCII characters except quote (),
- tab characters,

- spaces, and

- line terminator characters (\n or \r\n).

The value of acharacter string isinterpreted as ASCII.

A binary string consists of a number (possibly zero) of zeros and
ones preceded by asingle (') and followed by either the pair ('B) or
('b), where the number is amultiple of eight.

A hexadecimal string consists of an even number (possibly zero) of
hexadecimal digits, preceded by asingle (*) and followed by either
thepair ("H) or (‘'h). Digits specified via letters can bein upper

or lower case.

Note that ASN.1 comments can not be enclosed inside any of these

types of strings.
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3.2. IMPORTing Symbols
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To reference an external object, the IMPORTS statement must be used
to identify both the descriptor and the module in which the

descriptor is defined, where the module isidentified by its ASN.1
module name.

Note that when symbols from "enterprise-specific" information modules
arereferenced (e.g., adescriptor), there is the possibility of

collision. Assuch, if different objects with the same descriptor

are IMPORTed, then this ambiguity is resolved by prefixing the
descriptor with the name of the information module and adot ("."),

i.e.,

"module.descriptor”

(All descriptors must be unique within any information module.)

Of course, this notation can be used to refer to objects even when
there is no collision when IMPORTing symbols.

Finally, if any of the ASN.1 named types and macros defined in this
document, specifically:

Counter32, Counter64, Gauge32, Integer32, IpAddress, MODULE-
IDENTITY, NOTIFICATION-TY PE, Opague, OBJECT-TY PE, OBJECT-
IDENTITY, TimeTicks, Unsigned32,

or any of those defined in [2] or [3], are used in an information
module, then they must be imported using the IMPORTS statement.
However, the following must not be included in an IMPORTS statement:

- named types defined by ASN.1 itself, specifically: INTEGER,
OCTET STRING, OBJECT IDENTIFIER, SEQUENCE, SEQUENCE OF type,
- the BITS construct.

3.3. Exporting Symbols
The ASN.1 EXPORTS statement is not allowed in SMIv2 information
modules. All items defined in an information module are
automatically exported.
3.4. ASN.1 Comments
ASN.1 comments can be included in an information module. However, it

is recommended that all substantive descriptions be placed within an
appropriate DESCRIPTION clause.
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ASN.1 comments commence with a pair of adjacent hyphens and end with
the next pair of adjacent hyphens or at the end of the line,

whichever occurs first. Comments ended by a pair of hyphens have the
effect of a single space character.

3.5. OBJECT IDENTIFIER values

An OBJECT IDENTIFIER valueis an ordered list of non-negative
numbers. For the SMIv2, each number inthelist isreferred to asa
sub-identifier, there are at most 128 sub-identifiersin avalue, and
each sub-identifier has a maximum value of 2/32-1 (4294967295
decimal).

All OBJECT IDENTIFIER values have at |east two sub-identifiers, where
the value of the first sub-identifier is one of the following well-
known names:

Vaue Name
0 ccitt
1 iso
2 joint-iso-ccitt

(Note that this SM1 does not recognize "new" well-known names, e.g.,
as defined when the CCITT became the ITU.)

3.6. OBJECT IDENTIFIER usage

OBJECT IDENTIFIERSs are used in information modules in two ways:

(1) registration: the definition of a particular item is registered as
aparticular OBJECT IDENTIFIER value, and associated with a
particular descriptor. After such aregistration, the semantics
thereby associated with the value are not allowed to change, the
OBJECT IDENTIFIER can not be used for any other registration, and
the descriptor can not be changed nor associated with any other
registration. The following macros result in aregistration:

OBJECT-TYPE, MODULE-IDENTITY, NOTIFICATION-TYPE, OBJECT-GROUP,
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OBJECT-IDENTITY, NOTIFICATION-GROUP, MODULE-COMPLIANCE,
AGENT-CAPABILITIES.

(2) assignment: a descriptor can be assigned to a particular OBJECT
IDENTIFIER value. For this usage, the semantics associated with
the OBJECT IDENTIFIER valueis not alowed to change, and a
descriptor assigned to a particular OBJECT IDENTIFIER value cannot
subsequently be assigned to another. However, multiple descriptors
can be assigned to the same OBJECT IDENTIFIER value. Such
gnments are specified in the following manner:
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mib OBJECT IDENTIFIER ::={ mgmt 1} -- from RFC1156
mib-2  OBJECT IDENTIFIER ::={ mgmt 1} -- from RFC1213
fredRouter OBJECT IDENTIFIER ::={ flintStones1 1}
barneySwitch OBJECT IDENTIFIER ::={ flintStones bedrock(2) 1}

Note while the above examples are legal, the following is not:

dinoHost OBJECT IDENTIFIER ::={ flintStones bedrock 2 }

A descriptor is allowed to be associated with both a registration and
an assignment, providing both are associated with the same OBJECT
IDENTIFIER value and semantics.

3.7. Reserved Keywords

The following are reserved keywords which must not be used as
descriptors or module names:

ABSENT ACCESS AGENT-CAPABILITIESANY APPLICATION AUGMENTSBEGIN
BIT BITSBOOLEAN BY CHOICE COMPONENT COMPONENTS CONTACT-INFO
CREATION-REQUIRES Counter32 Counter64 DEFAULT DEFINED

DEFINITIONS DEFVAL DESCRIPTION DISPLAY-HINT END ENUMERATED
ENTERPRISE EXPLICIT EXPORTS EXTERNAL FALSE FROM GROUP Gauge32
IDENTIFIER IMPLICIT IMPLIED IMPORTS INCLUDES INDEX INTEGER

Integer32 IpAddress LAST-UPDATED MANDATORY-GROUPS MAX MAX-ACCESS
MIN MIN-ACCESS MINUS-INFINITY MODULE MODULE-COMPLIANCE MODULE-
IDENTITY NOTIFICATION-GROUP NOTIFICATION-TY PE NOTIFICATIONS NULL
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OBJECT OBJECT-GROUP OBJECT-IDENTITY OBJECT-TYPE OBJECTS OCTET OF
OPTIONAL ORGANIZATION Opague PLUS-INFINITY PRESENT PRIVATE
PRODUCT-RELEASE REAL REFERENCE REVISION SEQUENCE SET SIZE STATUS
STRING SUPPORTS SYNTAX TAGS TEXTUAL-CONVENTION TRAP-TYPE TRUE
TimeTicks UNITSUNIVERSAL Unsigned32 VARIABLES VARIATION WITH
WRITE-SYNTAX

4. Naming Hierarchy

Theroot of the subtree administered by the Internet Assigned Numbers
Authority (IANA) for the Internet is:

internet  OBJECT IDENTIFIER ::={ is0361}

That is, the Internet subtree of OBJECT IDENTIFIERS starts with the
prefix:

1.3.6.1.

Several branches underneath this subtree are used for network

management:
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mgmt OBJECT IDENTIFIER ::={ internet 2 }
experimental  OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::={ internet 4 }
enterprises OBJECT IDENTIFIER ::={ private 1}

However, the SMI does not prohibit the definition of objectsin other
portions of the object tree.

The mgmt(2) subtree is used to identify "standard" objects.

The experimental (3) subtreeis used to identify objects being

designed by working groups of the IETF. If an information module
produced by aworking group becomes a"standard" information module,
then at the very beginning of its entry onto the Internet standards

track, the objects are moved under the mgmt(2) subtree.
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The private(4) subtreeis used to identify objects defined

unilaterally. The enterprises(1) subtree beneath private is used,
among other things, to permit providers of networking subsystemsto
register models of their products.

5. Mapping of the MODULE-IDENTITY macro

The MODULE-IDENTITY macro is used to provide contact and revision
history for each information module. 1t must appear exactly oncein

every information module. It should be noted that the expansion of

the MODULE-IDENTITY macro is something which conceptually happens
during implementation and not during run-time.

Note that reference in an IMPORTS clause or in clauses of SMIv2
macros to an information module is NOT through the use of the
‘descriptor' of aMODULE-IDENTITY macro; rather, an information
moduleis referenced through specifying its module name.

5.1. Mapping of the LAST-UPDATED clause

The LAST-UPDATED clause, which must be present, contains the date and
time that this information module was last edited.

5.2. Mapping of the ORGANIZATION clause
The ORGANIZATION clause, which must be present, contains a textual

description of the organization under whose auspices this information
modul e was devel oped.
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5.3. Mapping of the CONTACT-INFO clause

The CONTACT-INFO clause, which must be present, contains the name,
postal address, telephone number, and electronic mail address of the
person to whom technical queries concerning this information module
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should be sent.
5.4. Mapping of the DESCRIPTION clause

The DESCRIPTION clause, which must be present, contains a high-level
textual description of the contents of this information module.

5.5. Mapping of the REVISION clause

The REVISION clause, which need not be present, is repeatedly used to
describe the revisions (including the initial version) madeto this
information module, in reverse chronological order (i.e., most recent
first). Each instance of this clause contains the date and time of

the revision.

5.5.1. Mapping of the DESCRIPTION sub-clause

The DESCRIPTION sub-clause, which must be present for each REVISION
clause, contains a high-level textual description of the revision
identified in that REVISION clause.

5.6. Mapping of the MODULE-IDENTITY value

The value of an invocation of the MODULE-IDENTITY macro isan OBJECT
IDENTIFIER. As such, thisvalue may be authoritatively used when
specifying an OBJECT IDENTIFIER value to refer to the information

modul e containing the invocation.

Note that it is a common practice to use the value of the MODULE-
IDENTITY macro as a subtree under which other OBJECT IDENTIFIER
values assigned within the module are defined. However, it islegal
(and occasionally necessary) for the other OBJECT IDENTIFIER values
assigned within the module to be unrelated to the OBJECT IDENTIFIER
value of the MODULE-IDENTITY macro.

5.7. Usage Example
Consider how a skeletal M1B module might be constructed: e.g.,

FIZBIN-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TY PE, experimental
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FROM SNMPv2-SMI;

fizbin MODULE-IDENTITY
LAST-UPDATED "199505241811Z"
ORGANIZATION "IETF SNMPv2 Working Group"
CONTACT-INFO
" Marshall T. Rose

Postal: Dover Beach Consulting, Inc.
420 Whisman Court
Mountain View, CA 94043-2186
us

Tel: +1 415 968 1052
Fax: +1 415 968 2510

E-mail: mrose@dbc.mtview.ca.us'

DESCRIPTION

"The MIB module for entities implementing the xxxx

protocol."
REVISION  "9505241811Z"
DESCRIPTION

"The latest version of this MIB module."
REVISION  "9210070433Z"
DESCRIPTION

"Theinitia version of this MIB module, published in

RFC yyyy."
-- contact IANA for actual number
= { experimental xx }

END

6. Mapping of the OBJECT-IDENTITY macro

The OBJECT-IDENTITY macro is used to define information about an
OBJECT IDENTIFIER assignment. All administrative OBJECT IDENTIFIER

assignments which define atype identification value (see

AutonomousType, atextual convention defined in [3]) should be
defined viathe OBJECT-IDENTITY macro. It should be noted that the
expansion of the OBJECT-IDENTITY macro is something which
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conceptually happens during implementation and not during run-time.
6.1. Mapping of the STATUS clause

The STATUS clause, which must be present, indicates whether this
definition is current or historic.
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The value "current” means that the definition is current and valid.
The value "obsolete" means the definition is obsolete and should not
be implemented and/or can be removed if previously implemented.
While the value "deprecated” also indicates an obsolete definition,

it permits new/continued implementation in order to foster
interoperability with older/existing implementations.

6.2. Mapping of the DESCRIPTION clause

The DESCRIPTION clause, which must be present, contains a textual
description of the object assignment.

6.3. Mapping of the REFERENCE clause
The REFERENCE clause, which need not be present, contains a textual
cross-reference to some other document, either another information
module which defines a related assignment, or some other document
which provides additional information relevant to this definition.

6.4. Mapping of the OBJECT-IDENTITY value

The value of an invocation of the OBJECT-IDENTITY macro isan OBJECT
IDENTIFIER.

6.5. Usage Example
Consider how an OBJECT IDENTIFIER assignment might be made: e.g.,
fizbin69 OBJECT-IDENTITY

STATUS current
DESCRIPTION
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"The authoritative identity of the Fizbin 69 chipset."
:={ fizbinChipSets 1}

7. Mapping of the OBJECT-TY PE macro

The OBJECT-TY PE macro is used to define atype of managed object. It
should be noted that the expansion of the OBJECT-TY PE macro is
something which conceptually happens during implementation and not
during run-time.

For leaf objects which are not columnar objects (i.e., not contained
within a conceptual table), instances of the object are identified by
appending a sub-identifier of zero to the name of that object.
Otherwise, the INDEX clause of the conceptual row object superior to
a columnar object defines instance identification information.
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7.1. Mapping of the SYNTAX clause

The SYNTAX clause, which must be present, defines the abstract data
structure corresponding to that object. The data structure must be

one of the following: a base type, the BITS construct, or atextual
convention. (SEQUENCE OF and SEQUENCE are also possible for
conceptual tables, see section 7.1.12). The base types are those
defined in the ObjectSyntax CHOICE. A textual conventionisa
newly-defined type defined as a sub-type of a base type [3].

An extended subset of the full capabilities of ASN.1 (1988) sub-
typing is allowed, as appropriate to the underlying ASN.1 type. Any
such restriction on size, range or enumerations specified in this
clause represents the maximal level of support which makes "protocol
sense”. Restrictions on sub-typing are specified in detail in

Section 9 and Appendix A of this memo.

The semantics of ObjectSyntax are now described.

7.1.1. Integer32 and INTEGER
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The Integer32 type represents integer-valued information between

-2/31 and 2"31-1 inclusive (2147483648 to 2147483647 decimal). This
type is indistinguishable from the INTEGER type. Both the INTEGER
and Integer32 types may be sub-typed to be more constrained than the
Integer32 type.

The INTEGER type (but not the Integer32 type) may also be used to
represent integer-valued information as named-number enumerations.
In this case, only those named-numbers so enumerated may be present
asavaue. Notethat although it is recommended that enumerated
values start at 1 and be numbered contiguously, any valid value for
Integer32 is alowed for an enumerated value and, further, enumerated
values needn't be contiguously assigned.

Finally, alabel for a named-number enumeration must consist of one
or more letters or digits, up to amaximum of 64 characters, and the
initial character must be alower-case letter. (However, labels
longer than 32 characters are not recommended.) Note that hyphens
are not allowed by this specification (except for use by information
modules converted from SMIv1 which did alow hyphens).

7.1.2. OCTET STRING
The OCTET STRING type represents arbitrary binary or textual data.
Although the SMI-specified size limitation for thistype is 65535

octets, MIB designers should realize that there may be implementation
and interoperability limitations for sizes in excess of 255 octets.
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7.1.3. OBJECT IDENTIFIER

The OBJECT IDENTIFIER type represents administratively assigned
names. Any instance of thistype may have at most 128 sub-
identifiers. Further, each sub-identifier must not exceed the value
2°32-1 (4294967295 decimal).

7.1.4. TheBITS construct
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The BITS construct represents an enumeration of named bits. This
collection is assigned non-negative, contiguous (but see below)
values, starting at zero. Only those named-bits so enumerated may be
present in avalue. (Thus, enumerations must be assigned to
consecutive bits; however, see Section 9 for refinements of an object
with this syntax.)

As part of updating an information module, for an object defined
using the BITS construct, new enumerations can be added or existing
enumerations can have new labels assigned to them. After an
enumeration is added, it might not be possible to distinguish between
an implementation of the updated object for which the new enumeration
is not asserted, and an implementation of the abject prior to the
addition. Depending on the circumstances, such an ambiguity could
either be desirable or could be undesirable. The means to avoid such
an ambiguity is dependent on the encoding of values on the wire;
however, one possibility isto define new enumerations starting at
the next multiple of eight bits. (Of course, this can also result in

the enumerations no longer being contiguous.)

Although thereis no SMI-specified limitation on the number of
enumerations (and therefore on the length of a value), except as may
be imposed by the limit on the length of an OCTET STRING, MIB
designers should realize that there may be implementation and
interoperability limitations for sizesin excess of 128 hits.

Finally, alabel for a named-number enumeration must consist of one
or more letters or digits, up to amaximum of 64 characters, and the
initial character must be alower-case letter. (However, labels
longer than 32 characters are not recommended.) Note that hyphens
are not allowed by this specification.

7.1.5. IpAddress

The IpAddress type represents a 32-bit internet address. Itis
represented as an OCTET STRING of length 4, in network byte-order.
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Note that the IpAddress type is atagged type for historical reasons.
Network addresses should be represented using an invocation of the
TEXTUAL-CONVENTION macro [3].

7.1.6. Counter32

The Counter32 type represents a non-negative integer which
monotonically increases until it reaches a maximum value of 2/32-1
(4294967295 decimal), when it wraps around and starts increasing
again from zero.

Counters have no defined "initial" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the monotonically increasing value normally occur at re-
initialization of the management system, and at other times as
specified in the description of an object-type using this ASN.1 type.
If such other times can occur, for example, the creation of an object
instance at times other than re-initialization, then a corresponding
object should be defined, with an appropriate SYNTAX clause, to
indicate the last discontinuity. Examples of appropriate SYNTAX
clauseinclude: TimeStamp (atextual convention defined in [3]),
DateAndTime (another textual convention from [3]) or TimeTicks.

The value of the MAX-ACCESS clause for objects with a SYNTAX clause
value of Counter32 is either "read-only" or "accessible-for-notify".

A DEFVAL clauseisnot alowed for objects with a SYNTAX clause value
of Counter32.

7.1.7. Gauge32

The Gauge32 type represents a non-negative integer, which may
increase or decrease, but shall never exceed a maximum value, nor

fall below aminimum value. The maximum value can not be greater
than 2/\32-1 (4294967295 decimal), and the minimum value can not be
smaller than 0. The value of a Gauge32 has its maximum value
whenever the information being modeled is greater than or equal to

its maximum value, and has its minimum value whenever the information
being modeled is smaller than or equal to its minimum value. If the
information being modeled subsequently decreases below (increases
above) the maximum (minimum) value, the Gauge32 a so decreases
(increases). (Notethat despite of the use of the term "latched" in

the original definition of thistype, it does not become "stuck” at

its maximum or minimum value.)
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7.1.8. TimeTicks

The TimeTicks type represents a non-negative integer which represents
the time, modul o 232 (4294967296 decimal), in hundredths of a second
between two epochs. When objects are defined which use this ASN.1
type, the description of the object identifies both of the reference
epochs.

For example, [3] defines the TimeStamp textual convention which is
based on the TimeTickstype. With a TimeStamp, the first reference
epoch is defined as the time when sysUpTime [5] was zero, and the

second reference epoch is defined as the current value of sysUpTime.

The TimeTicks type may not be sub-typed.

7.1.9. Opague

The Opague type is provided solely for backward-compatibility, and
shall not be used for newly-defined object types.

The Opague type supports the capability to pass arbitrary ASN.1
syntax. A valueisencoded using the ASN.1 Basic Encoding Rules [4]
into a string of octets. This, inturn, isencoded asan OCTET
STRING, in effect "double-wrapping" the original ASN.1 value.

Note that a conforming implementation need only be able to accept and
recognize opaguely-encoded data. 1t need not be able to unwrap the

data and then interpret its contents.

A requirement on "standard" MIB modulesis that no object may have a
SYNTAX clause value of Opague.

7.1.10. Counter64

The Counter64 type represents a non-negative integer which
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monotonically increases until it reaches a maximum value of 2°64-1
(18446744073709551615 decimal), when it wraps around and starts
increasing again from zero.

Counters have no defined "initia" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the monotonically increasing value normally occur at re-
initialization of the management system, and at other times as
specified in the description of an object-type using this ASN.1 type.
If such other times can occur, for example, the creation of an object
instance at times other than re-initialization, then a corresponding
object should be defined, with an appropriate SYNTAX clause, to
indicate the last discontinuity. Examples of appropriate SYNTAX
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clause are: TimeStamp (atextual convention defined in [3]),
DateAndTime (another textual convention from [3]) or TimeTicks.

The value of the MAX-ACCESS clause for objects with a SYNTAX clause
value of Counter64 is either "read-only" or "accessible-for-notify".

A requirement on "standard" MIB modules is that the Counter64 type
may be used only if the information being modeled would wrap in less
than one hour if the Counter32 type was used instead.

A DEFVAL clauseisnot alowed for objects with a SYNTAX clause value
of Counter64.

7.1.11. Unsigned32

The Unsigned32 type represents integer-val ued information between 0
and 2"32-1 inclusive (0 to 4294967295 decimal).

7.1.12. Conceptua Tables

Management operations apply exclusively to scalar objects. However,
it is sometimes convenient for developers of management applications
to impose an imaginary, tabular structure on an ordered collection of
objects within the MIB. Each such conceptual table contains zero or
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more rows, and each row may contain one or more scalar objects,

termed columnar objects. This conceptualization is formalized by

using the OBJECT-TY PE macro to define both an object which

corresponds to atable and an object which correspondsto arow in

that table. A conceptual table has SYNTAX of the form:
SEQUENCE OF <EntryType>

where <EntryType> refers to the SEQUENCE type of its subordinate
conceptual row. A conceptual row has SYNTAX of the form:

<EntryType>
where <EntryType> is a SEQUENCE type defined as follows:
<EntryType> ::= SEQUENCE { <typel>, ..., <typeN>}

where there is one <type> for each subordinate object, and each
<type> is of the form:

<descriptor> <syntax>
where <descriptor> is the descriptor naming a subordinate object, and

<syntax> has the value of that subordinate object's SYNTAX clause,
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except that both sub-typing information and the named values for
enumerated integers or the named bits for the BITS construct, are
omitted from <syntax>.

Further, a <type> is aways present for every subordinate object.

(The ASN.1 DEFAULT and OPTIONAL clauses are disallowed in the
SEQUENCE definition.) The MAX-ACCESS clause for conceptual tables
and rowsis "not-accessible".

7.1.12.1. Creation and Deletion of Conceptual Rows

For newly-defined conceptual rows which allow the creation of new
object instances and/or the deletion of existing object instances,
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there should be one columnar object with a SYNTAX clause value of
RowStatus (atextual convention defined in [3]) and a MAX-ACCESS
clause value of read-create. By convention, thisistermed the

status column for the conceptual row.

7.2. Mapping of the UNITS clause

ThisUNITS clause, which need not be present, contains a textual
definition of the units associated with that object.

7.3. Mapping of the MAX-ACCESS clause

The MAX-ACCESS clause, which must be present, defines whether it
makes "protocol sense” to read, write and/or create an instance of

the object, or to include its value in a natification. Thisisthe
maximal level of accessfor the object. (This maximal level of

access is independent of any administrative authorization policy.)

The value "read-write" indicates that read and write access make
"protocol sense”, but create does not. The value "read-create”
indicates that read, write and create access make "protocol sense'”.
The value "not-accessible" indicates an auxiliary object (see Section
7.7). The value "accessible-for-notify" indicates an object whichis
accessible only viaa notification (e.g., snmpTrapOID [5]).

These values are ordered, from least to greatest: "not-accessible”,
"accessible-for-notify", "read-only", "read-write", "read-create".

If any columnar object in a conceptual row has "read-create” asits
maximal level of access, then no other columnar object of the same
conceptual row may have amaximal access of "read-write". (Note that
"read-create” is a superset of "read-write".)
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7.4. Mapping of the STATUS clause
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The STATUS clause, which must be present, indicates whether this
definition is current or historic.

The value "current” means that the definition is current and valid.
The value "obsolete" means the definition is obsolete and should not
be implemented and/or can be removed if previously implemented.
While the value "deprecated” also indicates an obsolete definition,

it permits new/continued implementation in order to foster
interoperability with older/existing implementations.

7.5. Mapping of the DESCRIPTION clause

The DESCRIPTION clause, which must be present, contains a textual
definition of that object which provides all semantic definitions

necessary for implementation, and should embody any information which
would otherwise be communicated in any ASN.1 commentary annotations
associated with the object.

7.6. Mapping of the REFERENCE clause

The REFERENCE clause, which need not be present, contains a textual
cross-reference to some other document, either another information
module which defines arelated assignment, or some other document
which provides additional information relevant to this definition.

7.7. Mapping of the INDEX clause

The INDEX clause, which must be present if that object correspondsto
aconceptual row (unlessan AUGMENTS clause is present instead), and
must be absent otherwise, defines instance identification information

for the columnar objects subordinate to that object.

The instance identification information in an INDEX clause must
specify object(s) such that value(s) of those object(s) will
unambiguously distinguish a conceptual row. The objects can be
columnar objects from the same and/or another conceptual table, but
must not be scalar objects. Multiple occurrences of the same object
inasingle INDEX clause is strongly discouraged.

The syntax of the objectsin the INDEX clause indicate how to form
the instance-identifier:

(1) integer-valued (i.e., having INTEGER as its underlying primitive
type): asingle sub-identifier taking the integer value (this
works only for non-negative integers);
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(2) string-valued, fixed-length strings (or variable-length preceded by
the IMPLIED keyword): “n' sub-identifiers, where 'n' is the length
of the string (each octet of the string is encoded in a separate
sub-identifier);

(3) string-valued, variable-length strings (not preceded by the IMPLIED
keyword): “n+1' sub-identifiers, where *n' is the length of the
string (the first sub-identifier is 'n' itself, following this,
each octet of the string is encoded in a separate sub-identifier);

(4) object identifier-valued (when preceded by the IMPLIED keyword):
n' sub-identifiers, where "n' is the number of sub-identifiersin
the value (each sub-identifier of the valueis copied into a
separate sub-identifier);

(5) object identifier-valued (when not preceded by the IMPLIED
keyword): “n+1' sub-identifiers, where *n' is the number of sub-
identifiersin the value (the first sub-identifier is "n' itsdlf,
following this, each sub-identifier in the value is copied);

(6) IpAddress-valued: 4 sub-identifiers, in the familiar a.b.c.d
notation.

Note that the IMPLIED keyword can only be present for an object
having a variable-length syntax (e.g., variable-length strings or
object identifier-valued objects), Further, the IMPLIED keyword can
only be associated with the last object in the INDEX clause.

Finally, the IMPLIED keyword may not be used on a variable-length
string object if that string might have a value of zero-length.

Since asingle value of a Counter has (in general) no information
content (see section 7.1.6 and 7.1.10), objects defined using the
syntax, Counter32 or Counter64, must not be specified in an INDEX

clause. If an object defined using the BITS construct is used in an
INDEX clause, it is considered a variable-length string.

Instances identified by use of integer-valued objects should be
numbered starting from one (i.e., not from zero). The use of zero as
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avalue for an integer-valued index object should be avoided, except
in special cases.

Objects which are both specified in the INDEX clause of a conceptual
row and also columnar objects of the same conceptual row are termed
auxiliary objects. The MAX-ACCESS clause for auxiliary objectsis
"not-accessible", except in the following circumstances:
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(1) withinaMIB module originally written to conform to SMlv1, and
later converted to conform to SMIv2; or

(2) aconceptual row must contain at least one columnar object which is
not an auxiliary object. Inthe event that all of a conceptual
row's columnar objects are also specified in its INDEX clause, then
one of them must be accessible, i.e., have aMAX-ACCESS clause of
"read-only". (Note that this situation does not arise for a
conceptual row allowing create access, since such arow will have a
status column which will not be an auxiliary object.)

Note that objects specified in a conceptual row's INDEX clause need
not be columnar objects of that conceptual row. In this situation,

the DESCRIPTION clause of the conceptual row must include a textual
explanation of how the objects which are included in the INDEX clause
but not columnar objects of that conceptual row, are used in uniquely
identifying instances of the conceptual row's columnar objects.

7.8. Mapping of the AUGMENTS clause

The AUGMENTS clause, which must not be present unless the object
corresponds to a conceptual row, is an alternative to the INDEX
clause. Every object corresponding to a conceptual row has either an
INDEX clause or an AUGMENTS clause.

If an object corresponding to a conceptual row has an INDEX clause,
that row istermed a base conceptual row; alternatively, if the
object hasan AUGMENTS clause, the row is said to be a conceptual row
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augmentation, where the AUGMENTS clause hames the object
corresponding to the base conceptual row which is augmented by this
conceptual row augmentation. (Thus, a conceptual row augmentation
cannot itself be augmented.) Instances of subordinate columnar
objects of aconceptual row augmentation are identified according to
the INDEX clause of the base conceptual row corresponding to the
object named inthe AUGMENTS clause. Further, instances of
subordinate columnar objects of a conceptual row augmentation exist
according to the same semantics as instances of subordinate columnar
objects of the base conceptual row being augmented. As such, note
that creation of abase conceptual row implies the correspondent
creation of any conceptual row augmentations.

For example, a MIB designer might wish to define additional columns

in an "enterprise-specific" MIB which logically extend a conceptual

row in a"standard" MIB. The "standard" MIB definition of the
conceptual row would include the INDEX clause and the "enterprise-
specific’" MIB would contain the definition of a conceptual row using
the AUGMENTS clause. On the other hand, it would be incorrect to use
the AUGMENTS clause for the relationship between RFC 2233'sifTable
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and the many media-specific MIBs which extend it for specific media
(e.g., the dot3Tablein RFC 2358), since not all interfaces are of
the same media.

Note that a base conceptual row may be augmented by multiple
conceptual row augmentations.

7.8.1. Relation between INDEX and AUGMENTS clauses

When defining instance identification information for a conceptual
table:

(1) If thereis a one-to-one correspondence between the conceptua rows
of thistable and an existing table, then the AUGMENTS clause
should be used.

(2) Otherwise, if thereis a sparse relationship between the conceptual
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rows of thistable and an existing table, then an INDEX clause
should be used which isidentical to that in the existing table.

For example, the relationship between RFC 2233'sifTable and a
media-specific MIB which extends the if Table for a specific media
(e.g., thedot3Table in RFC 2358), is a sparse relationship.

(3) Otherwise, if no existing objects have the required syntax and
semantics, then auxiliary objects should be defined within the
conceptual row for the new table, and those objects should be used
within the INDEX clause for the conceptual row.

7.9. Mapping of the DEFVAL clause

The DEFVAL clause, which need not be present, defines an acceptable
default value which may be used at the discretion of an agent when an
object instance is created. That is, the valueisa"hint" to
implementors.

During conceptual row creation, if an instance of a columnar object

is not present as one of the operands in the correspondent management
protocol set operation, then the value of the DEFVAL clause, if
present, indicates an acceptable default value that an agent might

use (especially for aread-only object).

Note that with this definition of the DEFVAL clause, it is
appropriate to use it for any columnar object of a read-create table.
It isalso permitted to useiit for scalar objects dynamically created
by an agent, or for columnar objects of aread-write table
dynamically created by an agent.
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The value of the DEFVAL clause must, of course, correspond to the
SYNTAX clause for the object. If the valueisan OBJECT IDENTIFIER,
then it must be expressed as asingle ASN.1 identifier, and not asa
collection of sub-identifiers.

Note that if an operand to the management protocol set operationis
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an instance of aread-only object, then the error “notWritable' [6]
will bereturned. Assuch, the DEFVAL clause can be used to provide
an acceptable default value that an agent might use.

By way of example, consider the following possible DEFVAL clauses:

ObjectSyntax =~ DEFVAL clause

Integer32 DEFVAL{ 1}

-- same for Gauge32, TimeTicks, Unsigned32
INTEGER DEFVAL { vdid} -- enumerated value
OCTET STRING  DEFVAL { 'ffffffffffff'H }
DisplayString DEFVAL { "SNMP agent" }
IpAddress DEFVAL { 'c0210415H } -- 192.33.4.21
OBJECT IDENTIFIER DEFVAL { sysDescr }

BITS DEFVAL { { primary, secondary } }
-- enumerated values that are set
BITS DEFVAL {{}}

-- no enumerated values are set

A binary string used in aDEFVAL clause for an OCTET STRING must be
either an integral multiple of eight or zero bitsin length;

similarly, a hexadecimal string must be an even number of hexadecimal
digits. Thevaue of acharacter string used in a DEFVAL clause must

not contain tab characters or line terminator characters.

Object types with SYNTAX of Counter32 and Counter64 may not have
DEFVAL clauses, since they do not have defined initial values.
However, it is recommended that they beinitialized to zero.

7.10. Mapping of the OBJECT-TY PE value
The value of an invocation of the OBJECT-TY PE macro is the name of
the object, which isan OBJECT IDENTIFIER, an administratively
assigned name.
When an OBJECT IDENTIFIER is assigned to an object:
(1) If the object corresponds to a conceptual table, then only asingle
gnment, that for a conceptual row, is present immediately

beneath that object. The administratively assigned name for the
conceptual row object is derived by appending a sub-identifier of
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"1" to the administratively assigned name for the conceptual table.

(2) If the object corresponds to a conceptual row, then at least one
assignment, one for each column in the conceptual row, is present
beneath that object. The administratively assigned name for each
column is derived by appending a unique, positive sub-identifier to
the administratively assigned name for the conceptual row.

(3) Otherwise, no other OBJECT IDENTIFIERs which are subordinate to the
object may be assigned.

Note that the final sub-identifier of any administratively assigned
name for an object shall be positive. A zero-valued final sub-
identifier is reserved for future use.

7.11. Usage Example

Consider how one might define a conceptual table and its
subordinates. (This example uses the RowStatus textual convention
defined in [3].)

evalSlot OBJECT-TYPE

SYNTAX  Integer32 (0..2147483647)

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The index number of the first unassigned entry in the
evaluation table, or the value of zero indicating that
all entries are assigned.

A management station should create new entriesin the
evaluation table using this algorithm: first, issue a
management protocol retrieval operation to determine the
value of evalSlot; and, second, issue a management
protocol set operation to create an instance of the
eval Status object setting its value to createAndGo(4) or
createAndWait(5). If thislatter operation succeeds,
then the management station may continue modifying the
instances corresponding to the newly created conceptual
row, without fear of collision with other management
stations.”

n={eval}
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evalTable OBJECT-TYPE
SYNTAX  SEQUENCE OF EvaEntry
MAX-ACCESS not-accessible
STATUS  current

DESCRIPTION
McCloghrie, et al. Standards Track
RFC 2578 SMIv2 April

"The (conceptual) evaluation table."
m={eva 2}

eval Entry OBJECT-TYPE

SYNTAX  EvalEntry

MAX-ACCESS not-accessible

STATUS  current

DESCRIPTION

"An entry (conceptual row) in the evaluation

INDEX { evallndex}
n={ evalTablel}

EvaEntry ::=
SEQUENCE {
evalndex  Integer32,
evalString  DisplayString,
evaVaue Integer32,
evalStatus  RowStatus

evallndex OBJECT-TYPE
SYNTAX  Integer32 (1..2147483647)
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION

[Page 32]

1999

table."

"The auxiliary variable used for identifying instances of

the columnar objectsin the evaluation table."
m={ evalEntry 1}

eval String OBJECT-TY PE
SYNTAX  DisplayString
MAX-ACCESS read-create
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STATUS  current
DESCRIPTION
"The string to evaluate."
={ evalEntry 2}

evaVaue OBJECT-TYPE

SYNTAX  Integer32

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The value when eval String was last evaluated, or zero if
no such valueis available."

DEFVAL {0}

:={ evalEntry 3}

eval Status OBJECT-TY PE
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SYNTAX  RowStatus

MAX-ACCESS read-create

STATUS  current

DESCRIPTION
"The status column used for creating, modifying, and
deleting instances of the columnar objectsin the
evaluation table."

DEFVAL { active}
i={ evalEntry 4}

8. Mapping of the NOTIFICATION-TY PE macro

The NOTIFICATION-TY PE macro is used to define the information
contained within an unsolicited transmission of management

information (i.e., within either a SNMPv2-Trap-PDU or InformRequest-
PDU). It should be noted that the expansion of the NOTIFICATION-TY PE
macro is something which conceptually happens during implementation

and not during run-time.

8.1. Mapping of the OBJECTS clause
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The OBJECTS clause, which need not be present, defines an ordered
seguence of MIB object types. One and only one object instance for
each occurrence of each object type must be present, and in the
specified order, in every instance of the notification. If the same
object type occurs multiple timesin a notification's ordered

seguence, then an object instance is present for each of them. An
object type specified in this clause must not have an MAX-ACCESS
clause of "not-accessible”. The notification's DESCRIPTION clause
must specify the information/meaning conveyed by each occurrence of
each object type in the sequence. The DESCRIPTION clause must also
specify which object instance is present for each object typein the
notification.

Note that an agent is allowed, at its own discretion, to append as
many additional objects asit considers useful to the end of the
notification (i.e., after the objects defined by the OBJECTS clause).

8.2. Mapping of the STATUS clause

The STATUS clause, which must be present, indicates whether this
definition is current or historic.

The value "current” means that the definition is current and valid.
The value "obsolete" means the definition is obsolete and should not
be implemented and/or can be removed if previously implemented.
While the value "deprecated" also indicates an obsolete definition,

it permits new/continued implementation in order to foster
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interoperability with older/existing implementations.
8.3. Mapping of the DESCRIPTION clause

The DESCRIPTION clause, which must be present, contains a textual
definition of the notification which provides all semantic

definitions necessary for implementation, and should embody any
information which would otherwise be communicated in any ASN.1
commentary annotations associated with the notification. In

particular, the DESCRIPTION clause should document which instances of
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the objects mentioned in the OBJECTS clause should be contained
within notifications of thistype.

8.4. Mapping of the REFERENCE clause

The REFERENCE clause, which need not be present, contains a textual
cross-reference to some other document, either another information
module which defines a related assignment, or some other document
which provides additional information relevant to this definition.

8.5. Mapping of the NOTIFICATION-TYPE value

The value of an invocation of the NOTIFICATION-TY PE macro is the name
of the notification, which isan OBJECT IDENTIFIER, an

administratively assigned name. In order to achieve compatibility

with SNMPv1 traps, both when converting SMIv1 information modules
to/from this SMI, and in the procedures employed by multi-lingual

systems and proxy forwarding applications, the next to last sub-

identifier in the name of any newly-defined notification must have

the value zero.

Sections 4.2.6 and 4.2.7 of [6] describe how the NOTIFICATION-TY PE
macro is used to generate a SNM Pv2-Trap-PDU or |nformRequest-PDU,
respectively.

8.6. Usage Example
Consider how a configuration change notification might be described:

entityMIBTraps OBJECT IDENTIFIER ::={ entityMIB 2}
entityMIBTrapPrefix OBJECT IDENTIFIER ::={ entityMIBTraps0}

entConfigChange NOTIFICATION-TY PE
STATUS current
DESCRIPTION
"An entConfigChange trap is sent when the value of
entLastChangeTime changes. It can be utilized by an NMSto
trigger logical/physical entity table maintenance polls.
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An agent must not generate more than one entConfigChange
'trap-event' in afive second period, where a'trap-event'
isthe transmission of asingle trap PDU to alist of
trap destinations. If additional configuration changes
occur within the five second 'throttling' period, then
these trap-events should be suppressed by the agent. An
NMS should periodically check the value of
entL astChangeTime to detect any missed entConfigChange
trap-events, e.g. due to throttling or transmission loss."

i={ entityMIBTrapPrefix 1}

According to this invocation, the notification authoritatively
identified as

{ entityMIBTrapPrefix 1}
is used to report a particular type of configuration change.
9. Refined Syntax

Some macros have clauses which allows syntax to be refined,

specifically: the SYNTAX clause of the OBJECT-TY PE macro, and the
SYNTAX/WRITE-SYNTAX clauses of the MODULE-COMPLIANCE and AGENT-
CAPABILITIES macros[2]. However, not all refinements of syntax are

appropriate. In particular, the object's primitive or application

type must not be changed.

Further, the following restrictions apply:

Restrictions to Refinement of
object syntax range enumeration size

INTEGER (1) (2) -

Integer32 (1) - -
Unsigned32 (1) - -
OCTET STRING - - 3
OBJECT IDENTIFIER - - -
BITS - 2 -
IpAddress - - -
Counter32 - - -
Counter64 - - -
Gauge32 (1) - -
TimeTicks - - -

where:
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(1) therange of permitted values may be refined by raising the lower-
bounds, by reducing the upper-bounds, and/or by reducing the
alternative value/range choices,

(2) the enumeration of nhamed-values may be refined by removing one or
more named-values (note that for BITS, arefinement may cause the
enumerations to no longer be contiguous); or,

(3) the sizein octets of the value may be refined by raising the
lower-bounds, by reducing the upper-bounds, and/or by reducing the
alternative size choices.

No other types of refinements can be specified in the SYNTAX clause.
However, the DESCRIPTION clause is available to specify additional
restrictions which can not be expressed in the SYNTAX clause.
Further details on (and examples of) sub-typing are provided in
Appendix A.

10. Extending an Information Module

As experience is gained with an information module, it may be
desirable to revise that information module. However, changes are
not allowed if they have any potential to cause interoperability
problems "over the wire" between an implementation using an origina
specification and an implementation using an updated
specification(s).

For any change, the invocation of the MODULE-IDENTITY macro must be
updated to include information about the revision: specifically,

updating the LAST-UPDATED clause, adding a pair of REVISION and
DESCRIPTION clauses (see section 5.5), and making any necessary

changes to existing clauses, including the ORGANIZATION and CONTACT-
INFO clauses.

Note that any definition contained in an information module is
available to be IMPORT-ed by any other information module, and is
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referenced in an IMPORTS clause via the module name. Thus, a module
name should not be changed. Specifically, the module name (e.g.,
"FIZBIN-MIB" in the example of Section 5.7) should not be changed
when revising an information module (except to correct typographical
errors), and definitions should not be moved from one information
modul e to another.

Also note that obsolete definitions must not be removed from MIB
modules since their descriptors may still be referenced by other
information modules, and the OBJECT IDENTIFIERS used to name them
must never be re-assigned.
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10.1. Object Assignments

If any non-editorial change is made to any clause of a object
assignment, then the OBJECT IDENTIFIER value associated with that
object assignment must aso be changed, along with its associated
descriptor.

10.2. Object Definitions

An object definition may be revised in any of the following ways:

(1) A SYNTAX clause containing an enumerated INTEGER may have new
enumerations added or existing labels changed. Similarly, named
bits may be added or existing labels changed for the BITS
construct.

(2) Thevalueof aSYNTAX clause may be replaced by atextual
convention, providing the textual convention is defined to use the
same primitive ASN.1 type, has the same set of values, and has
identical semantics.

(3) A STATUS clause value of "current" may be revised as "deprecated"
or "obsolete”. Similarly, a STATUS clause value of "deprecated"
may be revised as "obsolete’. When making such a change, the
DESCRIPTION clause should be updated to explain the rationale.
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(4) A DEFVAL clause may be added or updated.

(5) A REFERENCE clause may be added or updated.

(6) A UNITS clause may be added.

(7) A conceptua row may be augmented by adding new columnar objects at
the end of the row, and making the corresponding update to the

SEQUENCE definition.

(8) Clarifications and additional information may be included in the
DESCRIPTION clause.

(9) Entirely new objects may be defined, named with previously
unassigned OBJECT IDENTIFIER values.

Otherwise, if the semantics of any previously defined object are
changed (i.e., if anon-editorial change is made to any clause other

than those specifically allowed above), then the OBJECT IDENTIFIER
value associated with that object must also be changed.
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Note that changing the descriptor associated with an existing object
is considered a semantic change, as these strings may be used in an
IMPORTS statement.

10.3. Notification Definitions

A notification definition may be revised in any of the following
ways:

(1) A REFERENCE clause may be added or updated.

(2) A STATUS clause value of "current" may be revised as "deprecated"
or "obsolete”". Similarly, a STATUS clause value of "deprecated"
may be revised as "obsolete’. When making such a change, the
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DESCRIPTION clause should be updated to explain the rationale.
(3) A DESCRIPTION clause may be clarified.
Otherwise, if the semantics of any previously defined notification
are changed (i.e., if anon-editorial change is made to any clause
other those specifically allowed above), then the OBJECT IDENTIFIER
value associated with that notification must also be changed.
Note that changing the descriptor associated with an existing

notification is considered a semantic change, as these strings may be
used in an IMPORTS statement.
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11. Appendix A: Detailed Sub-typing Rules
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11.1. Syntax Rules

The syntax rules for sub-typing are given below. Note that while
this syntax is based on ASN.1, it includes some extensions beyond

what isallowed in ASN.1, and a number of ASN.1 constructs are not

allowed by this syntax.

<integerSubType>
;1= <empty>
| II(II <rarlg@ [Illll <rar]ge>].“ ll)ll

<octetStringSubType>
;1= <empty>
| II(II IISIZEII II(II <r.ar]ge> [ll |II <|’ang@]___ II)II ll)ll

<range>
;.= <value>
| <value>".." <value>

<value>
;= "-" <number>
| <number>
| <hexString>
| <binString>

where:
<empty> isthe empty string
<number> isanon-negative integer
<hexString> is a hexadecimal string (e.g., 'OFOF'H)
<binString> is a binary string (e.g, '1010'B)

<range> is further restricted as follows:

- any <value> used in a SIZE clause must be non-negative.

- when a pair of valuesis specified, the first value
must be less than the second value.

- when multiple ranges are specified, the ranges may
not overlap but may touch. For example, (1..4 | 4..9)
isinvalid, and (1..4 | 5..9) isvalid.

- the ranges must be a subset of the maximum range of the
base type.
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11.2. Examples
Some examples of legal sub-typing:

Integer32 (-20..100)

Integer32 (0..100 | 300..500)

Integer32 (300..500 | 0..100)

Integer32 (0|2]4]6|8] 10)

OCTET STRING (SIZE(0..100))

OCTET STRING (SIZE(0..100 | 300..500))
OCTET STRING (SIZE(0]|2|4]6|8] 10))
SYNTAX Timelnterval (0..100)
SYNTAX DisplayString (SIZE(0..32))

(Note the last two examples above are not valid ina TEXTUAL
CONVENTION, see[3].)

Some examples of illegal sub-typing:

Integer32 (150..100) -- first greater than second
Integer32 (0..100 | 50..500) -- ranges overlap
Integer32(0|2|0)  -- vaueduplicated

Integer32 (MIN..-1| 1..MAX) -- MIN and MAX not alowed
Integer32 (SIZE (0..34)) -- must not use SIZE

OCTET STRING (0..100) -- must use SIZE

OCTET STRING (SIZE(-10..100)) -- negative SIZE

12. Security Considerations
This document defines a language with which to write and read

descriptions of management information. The language itself has no
security impact on the Internet.
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15. Full Copyright Statement

Copyright (C) The Internet Society (1999). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in itsimplementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or asrequired to trandate it into languages other than
English.
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The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an

"ASIS" basisand THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTSOR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE."
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* Jopt/cola/permits/1601387782_1679299635.2639437/0/net-snmp-2-9- 1-tgz/package/ref/rfc/v2c/rfc2578.txt
No license file was found, but licenses were detected in source scan.

RFC1158-MIB DEFINITIONS ::= BEGIN

IMPORTS
mgmt, OBJECT-TY PE, NetworkAddress, IpAddress,
Counter, Gauge, TimeTicks
FROM RFC1155-SMl;

DisplayString ::=
OCTET STRING
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mib-2  OBJECT IDENTIFIER :={ mgmt1} -- MIB-II
-- (same prefix as M1B-1)

system OBJECT IDENTIFIER ::={ mib-21}
interfaces OBJECT IDENTIFIER ::={ mib-22}
at OBJECT IDENTIFIER ::={ mib-23}

ip OBJECT IDENTIFIER ::={ mib-24}
icmp  OBJECT IDENTIFIER ::={ mib-25}
tcp OBJECT IDENTIFIER ::={ mib-26}
udp OBJECT IDENTIFIER ::={ mib-27}
egp OBJECT IDENTIFIER ::={ mib-28}
--cmot OBJECT IDENTIFIER ::={ mib-29}
transmission OBJECT IDENTIFIER ::={ mib-210}
snmp  OBJECT IDENTIFIER ::={ mib-211}

-- object types

-- the System group

sysDescr OBJECT-TY PE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
n={ system1}

sysObjectID OBJECT-TY PE
SYNTAX OBJECT IDENTIFIER
ACCESS read-only
STATUS mandatory
n={ system2}

sysUpTime OBJECT-TY PE
SYNTAX TimeTicks
ACCESS read-only
STATUS mandatory
n={ system 3}

sysContact OBJECT-TY PE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-write
STATUS mandatory
n={ system4}

sysName OBJECT-TY PE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-write
STATUS mandatory
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n={ system5}

sysLocation OBJECT-TY PE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
n={ system6}

sysServices OBJECT-TYPE
SYNTAX INTEGER (0..127)
ACCESS read-only
STATUS mandatory
n={system7}

-- the Interfaces group

ifNumber OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
m={ interfaces 1}

-- the Interfaces table

ifTable OBJECT-TYPE
SYNTAX SEQUENCE OF IfEntry
ACCESS read-only
STATUS mandatory
im={ interfaces 2}

ifEntry OBJECT-TY PE
SYNTAX IfEntry
ACCESS read-only
STATUS mandatory
m={ifTablel}

IfEntry ::= SEQUENCE {
iflndex
INTEGER,
ifDescr
DisplayString,
ifType
INTEGER,
ifMtu
INTEGER,
ifSpeed
Gauge,
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ifPhysAddress
OCTET STRING,
ifAdminStatus
INTEGER,
ifOperStatus
INTEGER,
ifLastChange
TimeTicks,
ifInOctets
Counter,
ifInUcastPkts
Counter,
ifInNUcastPkts
Counter,
ifInDiscards
Counter,
ifInErrors
Counter,
ifInUnknownProtos
Counter,
ifOutOctets
Counter,
ifOutUcastPkts
Counter,
ifOutNUcastPkts
Counter,
ifOutDiscards
Counter,
ifOutErrors
Counter,
ifOutQLen
Gauge,
if Specific
OBJECT IDENTIFIER

ifindex OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
s={ifEntry 1}

ifDescr OBJECT-TY PE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
s={ifEntry 2}
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ifType OBJECT-TY PE
SYNTAX INTEGER{

other(1), -- none of the
-- following

regular1822(2),

hdh1822(3),

ddn-x25(4),

rfc877-x25(5),

ethernet-csmacd(6),
is088023-csmacd(7),
is088024-tokenBus(8),
is088025-tokenRing(9),
is088026-man(10),
starLan(11),
proteon-10Mbit(12),
proteon-80Mbit(13),
hyperchannel (14),
fddi(15),
lapb(16),
sdic(17),
tl-carrier(18),
cept(19), -- european
--equivalent of T-1
basicl SDN(20),
primaryl SDN(21),
-- proprietary
-- serid
propPointToPointSerial (22),
terminal Server-asyncPort(23),
softwarel oopback(24),
eon(25), -- CLNPover IP
ethernet-3Mbit(26),
nsip(27), -- XNSover IP
dip(28) -- generic SLIP
}

ACCESS read-only

STATUS mandatory

m={ifEntry 3}

ifMtu OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
m={ifEntry 4}

ifSpeed OBJECT-TY PE
SYNTAX Gauge
ACCESS read-only
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STATUS mandatory
m={ifEntry 5}

ifPhysAddress OBJECT-TY PE
SYNTAX OCTET STRING
ACCESS read-only
STATUS mandatory
m={ifEntry 6}

ifAdminStatus OBJECT-TY PE
SYNTAX INTEGER {
up(l), --ready to pass packets
down(2),
testing(3) -- in some test mode
}
ACCESS read-write
STATUS mandatory
m={ifEntry 7}

ifOperStatus OBJECT-TY PE
SYNTAX INTEGER {
up(l), --ready to pass packets
down(2),
testing(3) -- in some test mode
}
ACCESS read-only
STATUS mandatory
m={ifEntry 8}

ifLastChange OBJECT-TY PE
SYNTAX TimeTicks
ACCESS read-only
STATUS mandatory
m={ifEntry 9}

ifInOctets OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 10}

ifinUcastPkts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {ifEntry 11}

ifiInNUcastPkts OBJECT-TY PE
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SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ifEntry 12}

ifinDiscards OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 13}

ifinErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ifEntry 14}

ifInUnknownProtos OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ifEntry 15}

ifOutOctets OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 16}

ifOutUcastPkts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ifEntry 17}

ifOutNUcastPkts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 18}

ifOutDiscards OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 19}

ifOutErrors OBJECT-TY PE
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SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={ ifEntry 20}

ifOutQLen OBJECT-TYPE
SYNTAX Gauge
ACCESS read-only
STATUS mandatory
m={ ifEntry 21}

if Specific OBJECT-TY PE
SYNTAX OBJECT IDENTIFIER
ACCESS read-only
STATUS mandatory
m={ ifEntry 22}

nullSpecific OBJECT IDENTIFIER ::={ 00}

-- the Address Tranglation group (deprecated)

atTable OBJECT-TYPE
SYNTAX SEQUENCE OF AtEntry
ACCESS read-write
STATUS deprecated
m={al}

atEntry OBJECT-TY PE
SYNTAX AtEntry
ACCESS read-write
STATUS deprecated
m={ aTablel}

AtEntry ::= SEQUENCE {
atlfindex
INTEGER,
atPhysAddress
OCTET STRING,
atNetAddress
NetworkAddress

atlfindex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-write
STATUS deprecated
n={ atEntry 1}
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atPhysAddress OBJECT-TY PE
SYNTAX OCTET STRING
ACCESS read-write
STATUS deprecated
n={ atEntry 2}

atNetAddress OBJECT-TYPE
SYNTAX NetworkAddress
ACCESS read-write
STATUS deprecated
={ atEntry 3}

-- the IP group

ipForwarding OBJECT-TY PE
SYNTAX INTEGER {
gateway(1), -- entity forwards
-- datagrams
host(2) -- entity does NOT
-- forward datagrams
}
ACCESS read-write
STATUS mandatory

s={ipl}

ipDefaultTTL OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory

s={ip2}

iplnReceives OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip3}

iplnHdrErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

s={ip4}

iplnAddrErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
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2={ip5}

ipForwDatagrams OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip6}

iplnUnknownProtos OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip7}

iplnDiscards OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip8}

ipInDelivers OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip9}

ipOutRequests OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

w={ipl0}

ipOutDiscards OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

s={ipl1}

ipOutNoRoutes OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

s={ipl2}

ipReasmTimeout OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
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s={ip13}

ipReasmReqds OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

s={ipl4}

ipReasmOKs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip15}

ipReasmFails OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ipl6}

ipFragOKs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

s={ipl7}

ipFragFails OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

»={ip18}

ipFragCreates OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

2={ip19}
-- the IP Interface table

ipAddrTable OBJECT-TYPE
SYNTAX SEQUENCE OF IpAddrEntry
ACCESS read-only
STATUS mandatory

2={ip20}

ipAddrEntry OBJECT-TY PE
SYNTAX IpAddrEntry
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ACCESS read-only
STATUS mandatory
»={ ipAddrTable 1}

IpAddrEntry ::= SEQUENCE {
ipAdEntAddr
IpAddress,
ipAdEntIflndex
INTEGER,
ipAdENntNetM ask
IpAddress,
ipAdEntBcastAddr
INTEGER,
ipAdEntReasmMaxSize
INTEGER (0..65535)

ipAdEntAddr OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
= { ipAddrEntry 1}

ipAdEntlfIndex OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
= { ipAddrEntry 2}

ipAdEntNetMask OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
= { ipAddrEntry 3}

ipAdEntBcastAddr OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
:={ ipAddrEntry 4}

ipAdEntReasmMaxSize OBJECT-TY PE
SYNTAX INTEGER (0..65535)
ACCESS read-only
STATUS mandatory
:={ ipAddrEntry 5}

-- the IP Routing table
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ipRoutingTable OBJECT-TYPE
SYNTAX SEQUENCE OF IpRouteEntry
ACCESS read-write
STATUS mandatory

m={ip21}

ipRouteEntry OBJECT-TY PE
SYNTAX IpRouteEntry
ACCESS read-write
STATUS mandatory
:={ ipRoutingTable 1}

I pRouteEntry ::= SEQUENCE {
ipRouteDest
IpAddress,
ipRoutel flndex
INTEGER,
ipRouteMetricl
INTEGER,
ipRouteMetric2
INTEGER,
ipRouteMetric3
INTEGER,
ipRouteMetric4
INTEGER,
ipRouteNextHop
IpAddress,
ipRouteType
INTEGER,
ipRouteProto
INTEGER,
ipRouteAge
INTEGER,
ipRouteM ask
IpAddress

ipRouteDest OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 1}

ipRoutelfindex OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
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.:={ ipRouteEntry 2}

ipRouteMetricl OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 3}

ipRouteMetric2 OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 4}

ipRouteMetric3 OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 5}

ipRouteMetric4 OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 6 }

ipRouteNextHop OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 7}

ipRouteType OBJECT-TY PE
SYNTAX INTEGER {
other(1), -- none of thefollowing

invalid(2), -- aninvalidated route

-- route to directly
direct(3), -- connected
-- (sub-)network

-- route to anon-local
remote(4) -- host/network/
-- sub-network
}
ACCESS read-write
STATUS mandatory
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.:={ ipRouteEntry 8}

ipRouteProto OBJECT-TY PE
SYNTAX INTEGER {
other(1), -- none of thefollowing

-- non-protocol
-- information

-- eg., manualy
local(2), -- configured entries

-- set viaa network
netmgmt(3), -- management protocol

-- obtained via ICMP,
icmp(4), -- eg., Redirect

-- the following are
-- gateway routing
-- protocols
egp(5),
9gn(6),
hello(7),
rip(8),
is-is(9),
es-is(10),
ciscolgrp(11),
bbnSpflgp(12),
ospf(13),
bgp(14)
}
ACCESS read-only
STATUS mandatory
.:={ ipRouteEntry 9}

ipRouteAge OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
.:={ ipRouteEntry 10}

ipRouteMask OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-write
STATUS mandatory
:={ ipRouteEntry 11}
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-- the IP Address Trand ation tables

ipNetToMediaTable OBJECT-TY PE
SYNTAX SEQUENCE OF IpNetToMediaEntry
ACCESS read-write
STATUS mandatory

s={ip22}

ipNetToMediaEntry OBJECT-TY PE
SYNTAX IpNetToMediaEntry
ACCESS read-write
STATUS mandatory
:={ ipNetToMediaTable 1}

IpNetToMediaEntry ::= SEQUENCE {
ipNetToMedialflndex
INTEGER,
ipNetToMediaPhysAddress
OCTET STRING,
ipNetToMediaNetAddress
IpAddress,
ipNetToMediaType
INTEGER

ipNetToMedial findex OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-write
STATUS mandatory
:={ ipNetToMediaEntry 1}

ipNetToMediaPhysAddress OBJECT-TY PE
SYNTAX OCTET STRING
ACCESS read-write
STATUS mandatory
:={ ipNetToMediaEntry 2}

ipNetToMediaNetAddress OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-write
STATUS mandatory
:={ ipNetToMediaEntry 3}

ipNetToMediaType OBJECT-TY PE
SYNTAX INTEGER {

other(1), -- none of the following

invalid(2), -- an invalidated mapping
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dynamic(3), -- connected (sub-)network

static(4)
}
ACCESS read-write
STATUS mandatory
:={ ipNetToMediaEntry 4 }

-- the ICMP group

icmplnMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmpl}

icmplnErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp2}

icmplnDestUnreachs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={icmp3}

icmplnTimeExcds OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp4}

icmplnParmProbs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp5}

icmplnSrcQuenchs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={icmp6}

icmplnRedirects OBJECT-TY PE
SYNTAX Counter
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ACCESS read-only
STATUS mandatory
s={icmp7}

icmplnEchos OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp8}

icmplnEchoReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp9}

icmplnTimestamps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 10}

icmplnTimestampReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp 11}

icmplnAddrMasks OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp 12}

icmplnAddrMaskReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 13}

icmpOutMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 14}

icmpOutErrors OBJECT-TY PE
SYNTAX Counter
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ACCESS read-only
STATUS mandatory
n={icmp 15}

icmpOutDestUnreachs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 16}

icmpOutTimeExcds OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp 17}

icmpOutParmProbs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 18}

icmpOutSrcQuenchs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 19}

icmpOutRedirects OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp20}

icmpOutEchos OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
s={icmp21}

icmpOutEchoReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp22}

icmpOutTimestamps OBJECT-TY PE
SYNTAX Counter
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ACCESS read-only
STATUS mandatory
n={icmp23}

icmpOutTimestampReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp24}

icmpOutAddrMasks OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 25}

icmpOutAddrMaskReps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={icmp 26}

-- the TCP group

tcpRtoAlgorithm OBJECT-TY PE
SYNTAX INTEGER {
other(1), -- none of thefollowing
constant(2), -- a constant rto
rsre(3), -- MIL-STD-1778,
-- Appendix B
vanj(4) -- Van Jacobson's
-- algorithm
}
ACCESS read-only
STATUS mandatory

n={tcpl}

tcpRtoMin OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory

n={tcp2}

tcpRtoMax OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
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n={tcp 3}

tcpMaxConn OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
n={tcp4}

tcpActiveOpens OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={tcp5}

tcpPassiveOpens OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={tcpb6}

tcpAttemptFails OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={tcp7}

tcpEstabResets OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={tcp 8}

tcpCurrEstab OBJECT-TY PE
SYNTAX Gauge
ACCESS read-only
STATUS mandatory

n={tcp9}

tcplnSegs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={tcp 10}

tcpOutSegs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
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n={tcpll}

tcpRetransSegs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
n={tcpl2}

-- the TCP connections table

tcpConnTable OBJECT-TY PE
SYNTAX SEQUENCE OF TcpConnEntry
ACCESS read-only
STATUS mandatory
n={tcp 13}

tcpConnEntry OBJECT-TY PE
SYNTAX TcpConnEntry
ACCESS read-only
STATUS mandatory
:={ tcpConnTable 1}

TcpConnEntry ::= SEQUENCE {

tcpConnState
INTEGER,

tcpConnLocal Address
IpAddress,

tcpConnL ocal Port
INTEGER (0..65535),

tcpConnRemAddress
IpAddress,

tcpConnRemPort
INTEGER (0..65535)

tcpConnState OBJECT-TY PE

SYNTAX INTEGER {
closed(1),
listen(2),
synSent(3),
synReceived(4),
established(5),
finWait1(6),
finWait2(7),
closeWait(8),
lastAck(9),
closing(10),
timeWait(11)
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}
ACCESS read-only

STATUS mandatory
::={ tcpConnEntry 1}

tcpConnLocal Address OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
::={ tcpConnEntry 2}

tcpConnL ocal Port OBJECT-TY PE
SYNTAX INTEGER (0..65535)
ACCESS read-only
STATUS mandatory
::={ tcpConnEntry 3}

tcpConnRemAddress OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
::={ tcpConnEntry 4}

tcpConnRemPort OBJECT-TY PE
SYNTAX INTEGER (0..65535)
ACCESS read-only
STATUS mandatory
::={ tcpConnEntry 5}

-- additional TCP variables

tcplnErrs OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={tcpl4}

tcpOutRsts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={tcp 15}

-- the UDP group

udplnDatagrams OBJECT-TY PE
SYNTAX Counter
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ACCESS read-only
STATUS mandatory
m={udpl}

udpNoPorts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={udp2}

udplnErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={udp3}

udpOutDatagrams OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={udp4}

-- the UDP listener table

udpTable OBJECT-TYPE
SYNTAX SEQUENCE OF UdpEntry
ACCESS read-only
STATUS mandatory
m={udp5}

udpEntry OBJECT-TY PE
SYNTAX UdpEntry
ACCESS read-only
STATUS mandatory
»={ udpTable1}

UdpEntry ::= SEQUENCE {
udpL ocalAddress
IpAddress,
udpL ocal Port
INTEGER (0..65535)

udpL ocalAddress OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
:={ udpEntry 1}
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udpL ocalPort OBJECT-TY PE
SYNTAX INTEGER (0..65535)
ACCESS read-only
STATUS mandatory
:={ udpEntry 2}

-- the EGP group

egpinMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={egpl}

egplnErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={egp2}

egpOutMsgs OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

n={egp3}

egpOutErrors OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory

w={egp4}
-- the EGP Neighbor table

egpNeighTable OBJECT-TY PE
SYNTAX SEQUENCE OF EgpNeighEntry
ACCESS read-only
STATUS mandatory

n={egp5}

egpNeighEntry OBJECT-TY PE
SYNTAX EgpNeighEntry
ACCESS read-only
STATUS mandatory
:={ egpNeighTable 1}

EgpNeighEntry ::= SEQUENCE {
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egpNeighState
INTEGER,
egpNeighAddr
IpAddress,
egpNeighAs
INTEGER,
egpNeighinMsgs
Counter,
egpNeighlnErrs
Counter,
egpNeighOutMsgs
Counter,
egpNeighOutErrs
Counter,
egpNeighlnErrMsgs
Counter,
egpNeighOutErrMsgs
Counter,
egpNeighStateUps
Counter,
egpNeighStateDowns
Counter,
egpNeighintervalHello
INTEGER,
egpNeighlnterval Poll
INTEGER,
egpNeighMode
INTEGER,
egpNeighEventTrigger
INTEGER

egpNeighState OBJECT-TY PE
SYNTAX INTEGER {
idle(1),
acquisition(2),
down(3),
up(4),
cease(5)
}
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 1}

egpNeighAddr OBJECT-TY PE
SYNTAX IpAddress
ACCESS read-only
STATUS mandatory
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:={ egpNeighEntry 2 }

egpNeighAs OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 3}

egpNeighinMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 4 }

egpNeighinErrs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 5}

egpNeighOutMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
.:={ egpNeighEntry 6 }

egpNeighOutErrs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 7 }

egpNeighinErrMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
.:={ egpNeighEntry 8}

egpNeighOutErrMsgs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
.:={ egpNeighEntry 9}

egpNeighStateUps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
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.:={ egpNeighEntry 10}

egpNeighStateDowns OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 11}

egpNeighintervalHello OBJECT-TY PE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 12 }

egpNeighintervalPoll OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
.:={ egpNeighEntry 13}

egpNeighMode OBJECT-TY PE
SYNTAX INTEGER {
active(l),
passive(2)
}
ACCESS read-only
STATUS mandatory
:={ egpNeighEntry 14 }

egpNeighEventTrigger OBJECT-TY PE

SYNTAX INTEGER {

start(1),

stop(2)

}

ACCESS read-write
STATUS mandatory
:={ egpNeighEntry 15}

-- additional EGP variables

egpAs OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory

={egp6}

-- the Transmission group (empty at present)
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-- the SNMP group

snmplnPkts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={swmp1l}

snmpOutPkts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={swmp2}

snmplnBadVersions OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {simp 3}

snmplnBadCommunityNames OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={shmp4}

snmplnBadCommunityUses OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {swmp5}

snmplnASNParseErrs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
2= {smmp6}

snmplnBadTypes OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {swmp7}

snmplnTooBigs OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
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STATUS mandatory
= {smmp8}

snmplnNoSuchNames OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {smp9}

snmplnBadValues OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {smmp10}

snmplnReadOnlys OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={swmmp1l}

snmplnGenErrs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={smp12}

snmplnTotalReqVars OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= { sitmp 13}

snmplnTotal SetVars OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={smmpl4}

snmplnGetRequests OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={smmp15}

snmplnGetNexts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
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STATUS mandatory
= {smmp1l6}

snmplnSetRequests OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m= {smp17}

snmplnGetResponses OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {sitmp 18}

snmpinTraps OBJECT-TYPE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={smp19}

snmpOutTooBigs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
2= {smp20}

snmpOutNoSuchNames OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
m={smp21}

snmpOutBadValues OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {simp22}

snmpOutReadOnlys OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= { shmp 23}

snmpOutGenErrs OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
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STATUS mandatory
= {swmp24}

snmpOutGetRequests OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {smmp25}

snmpOutGetNexts OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {smp26}

snmpOutSetRequests OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {shmp 27}

snmpOutGetResponses OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= { shmp 28}

snmpOutTraps OBJECT-TY PE
SYNTAX Counter
ACCESS read-only
STATUS mandatory
= {simp29}

snmpEnableAuthTraps OBJECT-TY PE

SYNTAX INTEGER {

enabled(1),

disabled(2)

}

ACCESS read-write
STATUS mandatory
n={smp30}

END
Found in path(s):

* Jopt/cola/permits/1601387782_1679299635.2639437/0/net-snmp-2-9- 1-tgz/package/lib/mibs’'RFC1158-MIB.mib
No license file was found, but licenses were detected in source scan.
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Network Working Group U. Blumenthal

Request for Comments: 3414 B. Wijnen
STD: 62 Lucent Technologies
Obsoletes: 2574 December 2002

Category: Standards Track

User-based Security Model (USM) for version 3 of the
Simple Network Management Protocol (SNMPv3)

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards’ (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (2002). All Rights Reserved.

Abstract

This document describes the User-based Security Model (USM) for
Simple Network Management Protocol (SNMP) version 3 for use in the
SNMP architecture. |1t defines the Elements of Procedure for

providing SNMP message level security. This document also includes a
Management Information Base (MIB) for remotely monitoring/managing
the configuration parameters for this Security Model. This document
obsoletes RFC 2574,
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1. Introduction

The Architecture for describing Internet Management Frameworks
[RFC3411] describes that an SNMP engine is composed of :

1) a Dispatcher,

2) aMessage Processing Subsystem,
3) a Security Subsystem, and

4) an Access Control Subsystem.

Applications make use of the services of these subsystems.

It isimportant to understand the SNMP architecture and the
terminology of the architecture to understand where the Security
Model described in this document fits into the architecture and
interacts with other subsystems within the architecture. The reader
is expected to have read and understood the description of the SNMP
architecture, as defined in [RFC3411].

This memo describes the User-based Security Model asit isused
within the SNMP Architecture. The mainideaisthat we usethe
traditional concept of a user (identified by a userName) with which
to associate security information.
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This memo describes the use of HMAC-MD5-96 and HMAC-SHA-96 as the
authentication protocols and the use of CBC-DES as the privacy

protocol. The User-based Security Model however allows for other

such protocolsto be used instead of or concurrent with these

protocols. Therefore, the description of HMAC-MD5-96, HMAC-SHA-96
and CBC-DES are in separate sectionsto reflect their self-contained

nature and to indicate that they can be replaced or supplemented in

the future.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

1.1. Threats

Severa of the classical threats to network protocols are applicable

to the network management problem and therefore would be applicable
to any SNMP Security Model. Other threats are not applicable to the
network management problem. This section discusses principal

threats, secondary threats, and threats which are of lesser

importance.

The principal threats against which this SNM P Security Model should
provide protection are:
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- Modification of Information The modification threat is the danger
that some unauthorized entity may alter in-transit SNM P messages
generated on behalf of an authorized principal in such away asto
effect unauthorized management operations, including falsifying the
value of an object.

- Masquerade The masqguerade threat is the danger that management
operations not authorized for some user may be attempted by
assuming the identity of another user that has the appropriate
authorizations.

Two secondary threats are also identified. The Security Model
defined in this memo provides limited protection against:

- Disclosure The disclosure threat is the danger of eavesdropping on
the exchanges between managed agents and a management station.
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Protecting against this threat may be required as a matter of local
policy.

- Message Stream Modification The SNMP protocol istypically based
upon a connection-less transport service which may operate over any
sub-network service. The re-ordering, delay or replay of messages
can and does occur through the natural operation of many such sub-
network services. The message stream modification threat isthe
danger that messages may be maliciously re-ordered, delayed or
replayed to an extent which is greater than can occur through the
natural operation of a sub-network service, in order to effect
unauthorized management operations.

There are at least two threats that an SNMP Security Model need not
protect against. The security protocols defined in this memo do not
provide protection against:

- Denial of Service This SNMP Security Model does not attempt to
address the broad range of attacks by which service on behalf of
authorized usersisdenied. Indeed, such denial-of-service attacks
are in many cases indistinguishable from the type of network
failures with which any viable network management protocol must
cope as a matter of course.

- Traffic Analysis This SNMP Security Model does not attempt to
address traffic analysis attacks. Indeed, many traffic patterns
are predictable - devices may be managed on aregular basisby a
relatively small number of management applications - and therefore
thereis no significant advantage afforded by protecting against
traffic analysis.
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1.2. Goals and Constraints

Based on the foregoing account of threats in the SNMP network
management environment, the goals of this SNMP Security Model are as
follows.

1) Provide for verification that each received SNMP message has not
been modified during its transmission through the network.
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2) Provide for verification of the identity of the user on whose
behalf areceived SNMP message claims to have been generated.

3) Provide for detection of received SNMP messages, which request or
contain management information, whose time of generation was not
recent.

4) Provide, when necessary, that the contents of each received SNMP
message are protected from disclosure.

In addition to the principal goal of supporting secure network
management, the design of this SNMP Security Modél is also influenced
by the following constraints:

1) When the requirements of effective management in times of network
stress are inconsistent with those of security, the design of USM
has given preference to the former.

2) Neither the security protocol nor its underlying security
mechanisms should depend upon the ready availability of other
network services (e.g., Network Time Protocol (NTP) or key
management protocols).

3) A security mechanism should entail no changes to the basic SNMP
network management philosophy.

1.3. Security Services

The security services necessary to support the goals of this SNMP
Security Model are asfollows:

- Data Integrity is the provision of the property that data has not
been altered or destroyed in an unauthorized manner, nor have data
sequences been altered to an extent greater than can occur non-
malicioudly.

- Data Origin Authentication is the provision of the property that

the claimed identity of the user on whose behalf received data was
originated is corroborated.
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- Data Confidentiality isthe provision of the property that
information is not made available or disclosed to unauthorized
individuals, entities, or processes.

- Message timeliness and limited replay protection is the provision
of the property that a message whose generation time is outside of
a specified time window is not accepted. Note that message
reordering is not dealt with and can occur in normal conditions
too.

For the protocols specified in this memo, it is not possible to

assure the specific originator of areceived SNMP message; rather, it
is the user on whose behalf the message was originated that is
authenticated.

For these protocaols, it not possible to obtain data integrity without
data origin authentication, nor isit possible to obtain data origin
authentication without dataintegrity. Further, thereisno
provision for data confidentiality without both data integrity and
data origin authentication.
The security protocols used in this memo are considered acceptably
secure at the time of writing. However, the procedures allow for new
authentication and privacy methods to be specified at a future time
if the need arises.
1.4. Module Organization

The security protocols defined in this memo are split in three
different modules and each has its specific responsibilities such
that together they realize the goals and security services described
above:
- The authentication module MUST provide for:

- Data Integrity,

- Data Origin Authentication,

- The timeliness module MUST provide for:

- Protection against message delay or replay (to an extent greater
than can occur through normal operation).

- The privacy module MUST provide for

- Protection against disclosure of the message payload.
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Thetimeliness module is fixed for the User-based Security Model
while there is provision for multiple authentication and/or privacy
modules, each of which implements a specific authentication or
privacy protocol respectively.

1.4.1. Timeliness Module

Section 3 (Elements of Procedure) uses the timeliness valuesin an

SNM P message to do timeliness checking. The timeliness check is only
performed if authentication is applied to the message. Sincethe
complete message is checked for integrity, we can assume that the
timeliness values in a message that passes the authentication module
aretrustworthy.

1.4.2. Authentication Protocol

Section 6 describes the HMAC-MD5-96 authentication protocol which is
the first authentication protocol that MUST be supported with the
User-based Security Model. Section 7 describes the HMAC-SHA-96
authentication protocol which is another authentication protocol that
SHOULD be supported with the User-based Security Model. Inthe
future additional or replacement authentication protocols may be

defined as new needs arise.

The User-based Security Model prescribes that, if authentication is
used, then the complete message is checked for integrity in the
authentication module.

For a message to be authenticated, it needs to pass authentication
check by the authentication module and the timeliness check which is
afixed part of this User-based Security model.

1.4.3. Privacy Protocol
Section 8 describes the CBC-DES Symmetric Encryption Protocol which
isthefirst privacy protocol to be used with the User-based Security
Model. In the future additional or replacement privacy protocols may

be defined as new needs arise.

The User-based Security Model prescribes that the scopedPDU is
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protected from disclosure when a message is sent with privacy.

The User-based Security Model also prescribes that a message needsto
be authenticated if privacy isin use.
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1.5. Protection against Message Replay, Delay and Redirection

1.5.1. Authoritative SNMP Engine

In order to protect against message replay, delay and redirection,

one of the SNMP engines involved in each communication is designated
to be the authoritative SNMP engine. When an SNM P message contains a
payload which expects a response (those messages that contain a
Confirmed Class PDU [RFC3411]), then the receiver of such messagesis
authoritative. When an SNM P message contains a payload which does
not expect a response (those messages that contain an Unconfirmed

Class PDU [RFC3411]), then the sender of such amessageis
authoritative.

1.5.2. Mechanisms

The following mechanisms are used:

1) To protect against the threat of message delay or replay (to an
extent greater than can occur through normal operation), a set of
timeliness indicators (for the authoritative SNMP engine) are
included in each message generated. An SNM P engine evaluates the
timeliness indicators to determine if areceived messageis
recent. An SNMP engine may evaluate the timeliness indicators to
ensure that areceived message is at least as recent as the last
message it received from the same source. A non-authoritative
SNMP engine uses received authentic messages to advance its notion
of the timeliness indicators at the remote authoritative source.

An SNMP engine MUST also use a mechanism to match incoming
Responses to outstanding Requests and it MUST drop any Responses
that do not match an outstanding request. For example, amsglD
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can be inserted in every message to cater for this functionality.

These mechanisms provide for the detection of authenticated
messages whose time of generation was not recent.

This protection against the threat of message delay or replay does
not imply nor provide any protection against unauthorized deletion
or suppression of messages. Also, an SNMP engine may not be able
to detect message reordering if all the messages involved are sent
within the Time Window interval. Other mechanisms defined
independently of the security protocol can also be used to detect

the re-ordering replay, deletion, or suppression of messages
containing Set operations (e.g., the MIB variable snmpSetSerialNo

[RFC3418]).
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2) Verification that a message sent to/from one authoritative SNMP
engine cannot be replayed to/as-if-from another authoritative SNMP
engine.

Included in each message is an identifier unique to the
authoritative SNM P engine associated with the sender or intended
recipient of the message.

A message containing an Unconfirmed Class PDU sent by an
authoritative SNMP engine to one non-authoritative SNM P engine can
potentially be replayed to another non-authoritative SNMP engine.
The latter non-authoritative SNMP engine might (if it knows about
the same userName with the same secrets at the authoritative SNMP
engine) as aresult update its notion of timeliness indicators of

the authoritative SNMP engine, but that is not considered a

threat. Inthiscase, A Report or Response message will be

discarded by the Message Processing Model, because there should

not be an outstanding Request message. A Trap will possibly be
accepted. Again, that is not considered a threat, because the
communication was authenticated and timely. Itisasif the
authoritative SNM P engine was configured to start sending Trapsto
the second SNMP engine, which theoretically can happen without the
knowledge of the second SNMP engine anyway. Anyway, the second
SNMP engine may not expect to receive this Trap, but is allowed to
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see the management information contained in it.
3) Detection of messages which were not recently generated.

A set of timeindicators are included in the message, indicating

the time of generation. Messages without recent time indicators
are not considered authentic. In addition, an SNMP engine MUST
drop any Responses that do not match an outstanding request. This
however is the responsibility of the Message Processing Model.

This memo allows the same user to be defined on multiple SNMP
engines. Each SNMP engine maintains a value, snmpEnginel D, which
uniquely identifies the SNMP engine. Thisvalueisincluded in each
message sent to/from the SNMP engine that is authoritative (see
section 1.5.1). On receipt of a message, an authoritative SNMP
engine checks the value to ensure that it is the intended recipient,

and a non-authoritative SNMP engine uses the value to ensure that the
message is processed using the correct state information.

Each SNMP engine maintains two values, snmpEngineBoots and
snmpEngineTime, which taken together provide an indication of time at
that SNMP engine. Both of these values are included in an

authenti cated message sent to/received from that SNMP engine. On
receipt, the values are checked to ensure that the indicated

Blumenthal & Wijnen Standards Track [Page 10]

RFC 3414 USM for SNMPv3 December 2002

timeliness value is within a Time Window of the current time. The
Time Window represents an administrative upper bound on acceptable
delivery delay for protocol messages.

For an SNMP engine to generate a message which an authoritative SNMP
engine will accept as authentic, and to verify that a message

received from that authoritative SNMP engine is authentic, such an
SNMP engine must first achieve timeliness synchronization with the
authoritative SNMP engine. See section 2.3.

1.6. Abstract Service Interfaces

Abstract service interfaces have been defined to describe the
conceptual interfaces between the various subsystems within an SNMP
entity. Similarly aset of abstract service interfaces have been

defined within the User-based Security Model (USM) to describe the
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conceptual interfaces between the generic USM services and the
self-contained authentication and privacy services.

These abstract service interfaces are defined by a set of primitives
that define the services provided and the abstract data elements that
must be passed when the services are invoked. This section liststhe
primitives that have been defined for the User-based Security Model.

1.6.1. User-based Security Model Primitives for Authentication
The User-based Security Model provides the following internal
primitives to pass data back and forth between the Security Model

itself and the authentication service:

statuslnformation =

authenti cateOutgoingM sg(
IN authKey -- secret key for authentication
IN wholeMsg -- unauthenticated compl ete message

OUT authenticatedWholeMsg  -- complete authenticated message
)

statusinformation =
authenti catel ncomingM sg(

IN authKey -- secret key for authentication
IN authParameters -- asreceived on the wire
IN wholeMsg -- asreceived on the wire
OUT authenticatedWholeMsg  -- complete authenticated message
)
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1.6.2. User-based Security Model Primitives for Privacy

The User-based Security Model provides the following internal
primitives to pass data back and forth between the Security Model
itself and the privacy service:

statuslnformation =
encryptData(
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IN encryptKey -- secret key for encryption

IN dataToEncrypt -- data to encrypt (scopedPDU)
OUT encryptedData -- encrypted data (encryptedPDU)
OUT privParameters -- filled in by service provider
)
statuslnformation =
decryptData(
IN decryptKey -- secret key for decrypting
IN privParameters -- asreceived on the wire
IN encryptedData -- encrypted data (encryptedPDU)
OUT decryptedData -- decrypted data (scopedPDU)
)

2. Elements of the Model

This section contains definitions required to realize the security
model defined by this memo.

2.1. User-based Security Model Users

Management operations using this Security Model make use of a defined
set of user identities. For any user on whose behalf management
operations are authorized at a particular SNMP engine, that SNMP

engine must have knowledge of that user. An SNMP engine that wishes

to communicate with another SNMP engine must also have knowledge of a
user known to that engine, including knowledge of the applicable

attributes of that user.

A user and its attributes are defined as follows:

userName
A string representing the name of the user.

securityName
A human-readable string representing the user in aformat that is

Security Model independent. There is a one-to-one relationship
between userName and securityName.
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authProtocol
An indication of whether messages sent on behalf of this user can
be authenticated, and if so, the type of authentication protocol
which isused. Two such protocols are defined in this memo:

- the HM AC-MD5-96 authentication protocol.
- the HMAC-SHA-96 authentication protocol.

authKey
If messages sent on behalf of this user can be authenticated, the
(private) authentication key for use with the authentication
protocol. Note that a user's authentication key will normally be
different at different authoritative SNMP engines. The authKey is
not accessible via SNMP. The length requirements of the authKey
are defined by the authProtocol in use.

authK eyChange and authOwnKeyChange
The only way to remotely update the authentication key. Does that
in a secure manner, so that the update can be compl eted without
the need to employ privacy protection.

privProtocol
An indication of whether messages sent on behalf of this user can
be protected from disclosure, and if so, the type of privacy
protocol which isused. One such protocol is defined in this
memo: the CBC-DES Symmetric Encryption Protocol.

privKey
If messages sent on behalf of this user can be en/decrypted, the
(private) privacy key for use with the privacy protocol. Note
that a user's privacy key will normally be different at different
authoritative SNMP engines. The privKey is not accessible via
SNMP. The length requirements of the privKey are defined by the
privProtocol in use.

privK eyChange and privOwnK eyChange
The only way to remotely update the encryption key. Doesthat in
a secure manner, so that the update can be completed without the
need to employ privacy protection.
2.2. Replay Protection

Each SNMP engine maintains three objects:

- snmpEnginel D, which (at least within an administrative domain)
uniquely and unambiguoudly identifies an SNMP engine.
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- snmpEngineBoots, which is a count of the number of timesthe SNMP
engine has re-booted/re-initialized since snmpEnginel D was last
configured; and,

- snmpEngineTime, which is the number of seconds since the
snmpEngineBoots counter was last incremented.

Each SNMP engine is always authoritative with respect to these
objectsin itsown SNMP entity. It isthe responsibility of anon-
authoritative SNMP engine to synchronize with the authoritative SNMP
engine, as appropriate.

An authoritative SNMP engine is required to maintain the values of
its snmpEnginel D and snmpEngineBoots in non-volatile storage.

2.2.1. msgAuthoritativeEnginel D

The msgAuthoritativeEnginel D value contained in an authenticated
message is used to defeat attacks in which messages from one SNMP
engine to another SNMP engine are replayed to a different SNMP
engine. It represents the snmpEnginel D at the authoritative SNMP
engine involved in the exchange of the message.

When an authoritative SNMP engineisfirst installed, it setsits
local value of snmpEnginel D according to a enterprise-specific
algorithm (see the definition of the Textual Convention for
SnmpEnginel D in the SNMP Architecture document [RFC3411]).

2.2.2. msgA uthoritativeEngineBoots and msgA uthoritativeEngineTime

The msgA uthoritativeEngineBoots and msgA uthoritativeEngineTime values
contained in an authenticated message are used to defeat attacksin

which messages are replayed when they are no longer valid. They

represent the snmpEngineBoots and snmpEngineTime values at the
authoritative SNMP engine involved in the exchange of the message.

Through use of snmpEngineBoots and snmpEngineTime, thereisno
requirement for an SNMP engine to have a non-volatile clock which
ticks (i.e., increases with the passage of time) even when the

SNMP engineis powered off. Rather, each time an SNMP engine
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re-boots, it retrieves, increments, and then stores snmpEngineBoots
in non-volatile storage, and resets snmpEngineTime to zero.

When an SNMP engineisfirst installed, it setsits local values of
snmpEngineBoots and snmpEngineTime to zero. If snmpEngineTime ever
reaches its maximum value (2147483647), then snmpEngineBootsis
incremented as if the SNMP engine has re-booted and snmpEngineTimeis
reset to zero and starts incrementing again.
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Each time an authoritative SNMP engine re-boots, any SNMP engines
holding that authoritative SNMP engine's values of snmpEngineBoots

and snmpEngineTime need to re-synchronize prior to sending correctly
authenti cated messages to that authoritative SNMP engine (see Section
2.3 for (re-)synchronization procedures). Note, however, that the
procedures do provide for a notification to be accepted as authentic

by areceiving SNMP engine, when sent by an authoritative SNMP engine
which has re-booted since the receiving SNMP engine last (re-
)synchronized.

If an authoritative SNMP engine is ever unable to determine its
latest snmpENgineBoots value, then it must set its snmpEngineBoots
value to 2147483647.

Whenever the local value of snmpEngineBoots has the value 2147483647
it latches at that value and an authenticated message alway's causes
an notInTimeWindow authentication failure.

In order to reset an SNM P engine whose snmpEngineBoots value has
reached the value 2147483647, manual intervention isrequired. The
engine must be physically visited and re-configured, either with a

new snmpEnginel D value, or with new secret values for the
authentication and privacy protocols of al users known to that SNMP
engine. Notethat even if an SNMP engine re-boots once a second that
it would still take approximately 68 years before the max value of
2147483647 would be reached.

2.2.3. Time Window

The Time Window is avalue that specifies the window of time in which
amessage generated on behalf of any user isvalid. This memo
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specifies that the same value of the Time Window, 150 seconds, is
used for all users.

2.3. Time Synchronization

Time synchronization, required by a non-authoritative SNMP engine
in order to proceed with authentic communications, has occurred
when the non-authoritative SNM P engine has obtained alocal notion
of the authoritative SNMP engine's values of snmpEngineBoots and
snmpEngineTime from the authoritative SNMP engine. These values
must be (and remain) within the authoritative SNMP engine's Time
Window. So thelocal notion of the authoritative SNMP engine's
values must be kept loosely synchronized with the values stored

at the authoritative SNMP engine. In addition to keeping alocal

copy of snmpEngineBoots and snmpEngineTime from the authoritative
SNMP engine, a non-authoritative SNMP engine must also keep one
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local variable, latestReceivedEngineTime. This value records the
highest value of snmpEngineTime that was received by the
non-authoritative SNMP engine from the authoritative SNMP engine
and is used to eliminate the possibility of replaying messages

that would prevent the non-authoritative SNMP engine's notion of
the snmpEngineTime from advancing.

A non-authoritative SNMP engine must keep local notions of these

values (snmpEngineBoots, snmpEngineTime and latestReceivedEngineTime)
for each authoritative SNM P engine with which it wishes to

communicate. Since each authoritative SNMP engine is uniquely and
unambiguously identified by its value of snmpEnginel D, the
non-authoritative SNMP engine may use this value as akey in order to
cacheitslocal notions of these values.

Time synchronization occurs as part of the procedures of receiving an
SNMP message (Section 3.2, step 7b). Assuch, no explicit time
synchronization procedure is required by a non-authoritative SNMP
engine. Note, that whenever the local value of snmpEnginelD is
changed (e.g., through discovery) or when secure communications are
first established with an authoritative SNMP engine, the local values
of snmpEngineBoots and |atestReceivedEngineTime should be set to
zero. Thiswill cause the time synchronization to occur when the

next authentic message is received.
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2.4. SNMP Messages Using this Security Model

The syntax of an SNMP message using this Security Model adheresto
the message format defined in the version-specific Message Processing
Model document (for example [RFC3412]).

The field msgSecurityParameters in SNM Pv3 messages has a data type of
OCTET STRING. Itsvalueisthe BER serialization of the following
ASN.1 sequence:

USM SecurityParametersSyntax DEFINITIONS IMPLICIT TAGS ::= BEGIN

UsmSecurityParameters ::=

SEQUENCE {

-- global User-based security parameters
msgAuthoritativeEnginelD  OCTET STRING,
msgA uthoritativeEngineBoots INTEGER (0..2147483647),
msgA uthoritativeEngineTime INTEGER (0..2147483647),
msgUserName OCTET STRING (SIZE(0..32)),

-- authentication protocol specific parameters
msgA uthenticationParameters OCTET STRING,

-- privacy protocol specific parameters
msgPrivacyParameters OCTET STRING
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}
END

Thefields of this sequence are:

- The msgAuthoritativeEnginel D specifies the snmpEnginel D of the
authoritative SNMP engine involved in the exchange of the message.

- The msgAuthoritativeEngineBoots specifies the snmpEngineBoots value
at the authoritative SNMP engine involved in the exchange of the

message.

- The msgAuthoritativeEngineTime specifies the snmpEngineTime value
at the authoritative SNMP engine involved in the exchange of the

message.
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- The msgUserName specifies the user (principal) on whose behalf the
message is being exchanged. Note that a zero-length userName will
not match any user, but it can be used for snmpEnginel D discovery.

- The msgA uthenti cationParameters are defined by the authentication
protocol in use for the message, as defined by the
usmUserAuthProtocol column in the user's entry in the usmUserTable.

- The msgPrivacyParameters are defined by the privacy protocol in use
for the message, as defined by the usmUserPrivProtocol columnin

the user's entry in the usmUserTable).

See appendix A.4 for an example of the BER encoding of field
msgSecurity Parameters.

2.5. Services provided by the User-based Security Model

This section describes the services provided by the User-based
Security Model with their inputs and outputs.

The services are described as primitives of an abstract service
interface and the inputs and outputs are described as abstract data
elements as they are passed in these abstract service primitives.

2.5.1. Servicesfor Generating an Outgoing SNMP Message
When the Message Processing (MP) Subsystem invokes the User-based
Security module to secure an outgoing SNMP message, it must use the

appropriate service as provided by the Security module. These two
services are provided:
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1) A serviceto generate a Request message. The abstract service

primitiveis:

statuslnformation = -- success or errorlndication
generateRequestM sg(
IN messageProcessingModel -- typically, SNMP version
IN globalData -- message header, admin data
IN maxMessageSize -- of the sending SNMP entity
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IN securityModel -- for the outgoing message

IN securityEnginel D -- authoritative SNMP entity

IN securityName -- on behalf of this principal

IN securityLevel -- Level of Security requested

IN scopedPDU -- message (plaintext) payload
OUT securityParameters - filled in by Security Module
OUT wholeMsg -- compl ete generated message
OUT wholeMsgL ength -- length of generated message

)

2) A serviceto generate a Response message. The abstract service

primitiveis:

statuslnformation = -- success or errorlndication
generateResponseM sg(
IN  messageProcessingModel -- typically, SNMP version
IN globalData -- message header, admin data
IN maxMessageSize -- of the sending SNMP entity
IN securityModel -- for the outgoing message
IN securityEnginel D -- authoritative SNMP entity
IN securityName -- on behalf of this principal
IN securityLevel -- Level of Security requested
IN scopedPDU -- message (plaintext) payload

IN securityStateReference -- reference to security state
-- information from original

-- request
OUT securityParameters -~ filled in by Security Module
OUT wholeMsg -- compl ete generated message
OUT wholeMsgL ength -- length of generated message

)

The abstract data elements passed as parameters in the abstract
service primitives are as follows:

statuslnformation

An indication of whether the encoding and securing of the message
was successful. If notitisanindication of the problem.

Blumenthal & Wijnen Standards Track [Page 18]

RFC 3414 USM for SNMPv3 December 2002

Open Source Used In C1200 and 1300 Series Switches 4.0.x 231



messageProcessingM odel
The SNMP version number for the message to be generated. This
datais not used by the User-based Security module.

globalData
The message header (i.e., its administrative information). This
datais not used by the User-based Security module.

maxM essageSize
The maximum message size as included in the message. Thisdatais
not used by the User-based Security module.

securityParameters
These are the security parameters. They will befilled in by the
User-based Security module.

securityM odel
The securityModel in use. Should be User-based Security Model.
Thisdatais not used by the User-based Security module.

securityName
Together with the snmpEnginel D it identifiesarow in the
usmUserTablethat is to be used for securing the message. The
securityName has aformat that is independent of the Security
Model. In case of aresponse this parameter isignored and the
value from the cache is used.

securityL evel
The Leve of Security from which the User-based Security module
determines if the message needs to be protected from disclosure
and if the message needs to be authenticated.

securityEnginel D
The snmpEnginel D of the authoritative SNMP engine to which a
dateRequest message isto be sent. In case of aresponseitis
implied to be the processing SNMP engine's snmpEnginel D and so if
it is specified, then it isignored.

scopedPDU
The message payload. The datais opaque as far as the User-based
Security Model is concerned.

securityStateReference
A handle/reference to cachedSecurityData to be used when securing
an outgoing Response message. Thisisthe exact same
handle/reference as it was generated by the User-based Security
module when processing the incoming Request message to which this
is the Response message.
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wholeMsg
The fully encoded and secured message ready for sending on the
wire.
wholeMsgL ength

The length of the encoded and secured message (wholeMsg).

Upon completion of the process, the User-based Security module
returns statusl nformation. |If the process was successful, the

completed message with privacy and authentication applied if such was
requested by the specified securityLevel isreturned. If the process
was not successful, then an errorindication is returned.

2.5.2. Servicesfor Processing an Incoming SNMP Message

When the Message Processing (MP) Subsystem invokes the User-based
Security module to verify proper security of an incoming message, it
must use the service provided for an incoming message. The abstract
service primitiveis:

statuslnformation = -- errorlndication or success
-- error counter OlD/valueiif error
processl ncomingM sg(
IN messageProcessingModel -- typically, SNMP version

IN maxMessageSize -- of the sending SNMP entity
IN securityParameters  -- for the received message

IN securityModel -- for the received message

IN securityl evel -- Level of Security

IN wholeMsg -- asreceived on the wire

IN  wholeMsgL ength -- length as received on the wire
OUT securityEnginelD -- authoritative SNMP entity
OUT securityName -- identification of the principal
OUT scopedPDU, -- message (plaintext) payload

OUT maxSizeResponseScopedPDU -- maximum size of the Response PDU
OUT securityStateReference -- reference to security state
) -- information, needed for response

The abstract data el ements passed as parameters in the abstract
service primitives are as follows:
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statusl nformation
An indication of whether the process was successful or not. If
not, then the statusl nformation includes the OID and the value of
the error counter that was incremented.

messageProcessingM odel
The SNMP version number asreceived in the message. Thisdatais
not used by the User-based Security module.
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maxM essageSize

The maximum message size asincluded in the message. The User-bas
User-based Security module uses this value to calculate the
maxSizeResponseScopedPDU.

securityParameters
These are the security parameters as received in the message.

securityM odel
The securityModel in use. Should be the User-based Security
Model. Thisdatais not used by the User-based Security module.

securityLevel
The Level of Security from which the User-based Security module
determines if the message needs to be protected from disclosure
and if the message needs to be authenticated.

wholeMsg
The whole message as it was received.

wholeMsgL ength
The length of the message as it was received (wholeMsg).

securityEnginel D
The snmpEnginel D that was extracted from the field
msgA uthoritativeEnginel D and that was used to lookup the secrets
in the usmUserTable.

securityName
The security name representing the user on whose behalf the
message was received. The securityName has aformat that is
independent of the Security Model.
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scopedPDU
The message payload. The datais opaque as far as the User-based
Security Model is concerned.

maxSizeResponseScopedPDU
The maximum size of a scopedPDU to be included in a possible
Response message. The User-based Security module calculates this
size based on the msgMaxSize (as received in the message) and the
space required for the message header (including the
securityParameters) for such a Response message.

securityStateReference
A handle/reference to cachedSecurityData to be used when securing
an outgoing Response message. When the M essage Processing
Subsystem calls the User-based Security module to generate a
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response to this incoming message it must pass this
handle/reference.

Upon completion of the process, the User-based Security module
returns statusl nformation and, if the process was successful, the
additional data elementsfor further processing of the message. If
the process was not successful, then an errorindication, possibly
with a OID and value pair of an error counter that was incremented.

2.6. Key Localization Algorithm.

A localized key is a secret key shared between a user U and one
authoritative SNMP engine E. Even though a user may have only one
password and therefore one key for the whole network, the actual
secrets shared between the user and each authoritative SNMP engine
will be different. Thisisachieved by key localization [Localized-

key].

First, if auser uses a password, then the user's password is
converted into a key Ku using one of the two algorithms described in
AppendicesA.2.1and A.2.2.

To convert key Ku into alocalized key Kul of user U at the
authoritative SNMP engine E, one appends the snmpEnginel D of the
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authoritative SNMP engine to the key Ku and then appends the key Ku
to the result, thus envel oping the snmpEnginel D within the two copies
of user'skey Ku. Then one runs a secure hash function (which one
depends on the authentication protocol defined for this user U at
authoritative SNMP engine E; this document defines two authentication
protocols with their associated algorithms based on MD5 and SHA).
The output of the hash-function isthe localized key Kul for user U

at the authoritative SNMP engine E.

3. Elements of Procedure

This section describes the security related procedures followed by an
SNMP engine when processing SNM P messages according to the User-based
Security Model.

3.1. Generating an Outgoing SNMP Message

This section describes the procedure followed by an SNMP engine
whenever it generates a message containing a management operation
(like arequest, aresponse, a notification, or areport) on behal f

of auser, with aparticular securityLevel.

Blumenthal & Wijnen Standards Track [Page 22]

RFC 3414 USM for SNMPv3 December 2002

1) a) If any securityStateReference is passed (Response or Report
message), then information concerning the user is extracted
from the cachedSecurityData. The cachedSecurityData can now be
discarded. The securityEnginelD is set to the local
snmpEnginel D. The securityLevel is set to the value specified
by the calling module.

Otherwise,

b) based on the securityName, information concerning the user at
the destination snmpEnginel D, specified by the
securityEnginel D, is extracted from the Local Configuration
Datastore (LCD, usmUserTable). If information about the user
is absent from the LCD, then an error indication
(unknownSecurityName) is returned to the calling module.
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2) If the securityL evel specifies that the messageis to be protected
from disclosure, but the user does not support both an
authentication and a privacy protocol then the message cannot be
sent. An error indication (unsupportedSecurityL evel) is returned
to the calling module.

3) If the securityL evel specifies that the messageisto be
authenticated, but the user does not support an authentication
protocol, then the message cannot be sent. An error indication
(unsupportedSecurityL evel) is returned to the calling module.

4) a) If the securityL evel specifies that the messageisto be
protected from disclosure, then the octet sequence representing
the serialized scopedPDU is encrypted according to the user's
privacy protocol. To do so acall ismadeto the privacy
module that implements the user's privacy protocol according to
the abstract primitive:

statusinformation = -- success or failure
encryptData(
IN encryptKey -- user'slocalized privK ey

IN dataToEncrypt -- serialized scopedPDU
OUT encryptedData -- serialized encryptedPDU
OUT privParameters -- serialized privacy parameters

)

statusl nformation
indicates if the encryption process was successful or not.

encryptKey
the user'slocalized private privKey is the secret key that
can be used by the encryption algorithm.
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dataToEncrypt

the serialized scopedPDU is the data to be encrypted.
encryptedData

the encryptedPDU represents the encrypted scopedPDU, encoded

asan OCTET STRING.

privParameters
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the privacy parameters, encoded as an OCTET STRING.

If the privacy module returns failure, then the message cannot
be sent and an error indication (encryptionError) is returned
to the calling module.

If the privacy module returns success, then the returned
privParameters are put into the msgPrivacyParameters field of
the securityParameters and the encryptedPDU serves as the
payload of the message being prepared.

Otherwise,

b) If the securityl evel specifies that the messageis not to be be
protected from disclosure, then a zero-length OCTET STRING is
encoded into the msgPrivacyParameters field of the
securityParameters and the plaintext scopedPDU serves asthe
payload of the message being prepared.

5) The securityEnginel D is encoded asan OCTET STRING into the
msgA uthoritativeEnginel D field of the securityParameters. Note
that an empty (zero length) securityEnginel D is OK for a Request
message, because that will cause the remote (authoritative) SNMP
engine to return a Report PDU with the proper securityEnginel D
included in the msgA uthoritativeEnginel D in the securityParameters
of that returned Report PDU.

6) @) If the securityL evel specifies that the messageisto be
authenticated, then the current values of snmpEngineBoots and
snmpEngineTime corresponding to the securityEnginel D from the
LCD are used.

Otherwise,
b) If thisis a Response or Report message, then the current value

of snmpEngineBoots and snmpEngineTime corresponding to the
local snmpEnginel D from the LCD are used.
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Otherwise,

¢) If thisis a Request message, then a zero value is used for
both snmpEngineBoots and snmpEngineTime. This zero value gets
used if snmpEnNginelD is empty.

The values are encoded as INTEGER respectively into the
msgA uthoritativeEngineBoots and msgAuthoritativeEngineTime
fields of the securityParameters.

7) The userNameis encoded as an OCTET STRING into the msgUserName
field of the securityParameters.

8) @) If the securityL evel specifies that the messageisto be
authenticated, the message is authenticated according to the
user's authentication protocol. To do so acall is madeto the
authentication module that implements the user's authentication
protocol according to the abstract service primitive:

status|nformation =

authenti cateOutgoingM sg(
IN authKey -- the user'slocalized authK ey
IN wholeMsg -- unauthenticated message

OUT authenticatedWholeMsg -- authenticated complete message
)

statusl nformation
indicates if authentication was successful or not.

authKey
the user'slocalized private authKey is the secret key that
can be used by the authentication algorithm.

wholeMsg
the complete serialized message to be authenticated.

authenti catedWholeM sg
the same as the input given to the authenti cateOutgoingM sg
service, but with msgA uthenticationParameters properly
filledin.

If the authentication module returns failure, then the message
cannot be sent and an error indication (authenticationFailure)
isreturned to the calling module.
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If the authentication module returns success, then the

msgA uthenticationParameters field is put into the
securityParameters and the authenticatedWholeM sg represents the
serialization of the authenticated message being prepared.

Otherwise,

b) If the securitylL evel specifies that the message is not to be
authenticated then a zero-length OCTET STRING is encoded into
the msgA uthenticationParameters field of the
securityParameters. The wholeMsg is now serialized and then
represents the unauthenticated message being prepared.

9) The completed message with its length is returned to the calling
module with the statusl nformation set to success.

3.2. Processing an Incoming SNMP Message

This section describes the procedure followed by an SNMP engine
whenever it receives a message containing a management operation on
behalf of auser, with a particular securityLevel.

To simplify the elements of procedure, the release of state

information is not always explicitly specified. Asagenera rule,

if state information is available when a message gets discarded, the
state information should also be released. Also, an error indication
can return an OID and value for an incremented counter and optionally
avalue for securityL evel, and values for contextEnginel D or
contextName for the counter. In addition, the securityStateReference
datais returned if any such information is available at the point

where the error is detected.

1) If the received securityParametersis not the serialization
(according to the conventions of [RFC3417]) of an OCTET STRING
formatted according to the UsmSecurityParameters defined in
section 2.4, then the snmplnA SNParseErrs counter [RFC3418] is
incremented, and an error indication (parseError) isreturned to
the calling module. Note that we return without the OID and
value of the incremented counter, because in this case thereis
not enough information to generate a Report PDU.

Open Source Used In C1200 and 1300 Series Switches 4.0.x 240



2) Thevalues of the security parameter fields are extracted from
the securityParameters. The securityEnginel D to be returned to
the caller is the value of the msgAuthoritativeEnginel D field.

The cachedSecurityData is prepared and a securityStateReference
is prepared to reference thisdata. VValuesto be cached are:

msgUserName
Blumenthal & Wijnen Standards Track [Page 26]
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3) If the value of the msgAuthoritativeEnginel D field in the
securityParameters is unknown then:

a) anon-authoritative SNMP engine that performs discovery may
optionally create anew entry inits Loca Configuration
Datastore (LCD) and continue processing;

or

b) the usmStatsUnknownEnginel Ds counter is incremented, and an
error indication (unknownEnginel D) together with the OID and
value of the incremented counter is returned to the calling
module.

Note in the event that a zero-length, or other illegally sized
msgA uthoritativeEnginel D is received, b) should be chosen to
facilitate enginel D discovery. Otherwise the choice between a)
and b) is an implementation issue.

4) Information about the value of the msgUserName and
msgA uthoritativeEnginel D fieldsis extracted from the Local
Configuration Datastore (LCD, usmUserTable). If no information
isavailable for the user, then the usmStatsUnknownUserNames
counter isincremented and an error indication
(unknownSecurityName) together with the OID and value of the
incremented counter is returned to the calling module.

5) If the information about the user indicates that it does not
support the securityL evel requested by the caller, then the
usmStatsUnsupportedSecL evels counter isincremented and an error
indication (unsupportedSecurityL evel) together with the OID and
value of the incremented counter is returned to the calling
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module.

6) If the securitylevel specifies that the message isto be
authenticated, then the message is authenticated according to the
user's authentication protocol. To do so acall ismadeto the
authentication module that implements the user's authentication
protocol according to the abstract service primitive:

statusinformation = -- success or failure
authenti catel ncomingM sg(
IN authKey -- the user's localized authK ey
IN authParameters -- asreceived on the wire
IN wholeMsg -- asreceived on the wire
OUT authenticatedWholeMsg -- checked for authentication

)
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statusl nformation
indicates if authentication was successful or not.

authKey
the user'slocalized private authK ey is the secret key that
can be used by the authentication algorithm.

wholeMsg
the complete serialized message to be authenticated.

authenticatedWholeM sg
the same as the input given to the authenticatel ncomingMsg
service, but after authentication has been checked.

If the authentication module returns failure, then the message
cannot be trusted, so the usmStatsWrongDigests counter is
incremented and an error indication (authenticationFailure)
together with the OID and value of the incremented counter is
returned to the calling module.

If the authentication modul e returns success, then the message is
authentic and can be trusted so processing continues.

7) If the securityl evel indicates an authenticated message, then the
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local values of snmpEngineBoots, snmpEngineTime and
|atestReceivedEngineTime corresponding to the value of the
msgA uthoritativeEnginel D field are extracted from the Local
Configuration Datastore.

a) If the extracted value of msgAuthoritativeEnginel D is the same
as the value of snmpEnginel D of the processing SNMP engine
(meaning thisis the authoritative SNMP engine), then if any
of the following conditions is true, then the message is
considered to be outside of the Time Window:

- thelocal value of snmpEngineBoots is 2147483647,

- the value of the msgA uthoritativeEngineBoots field differs
from the local value of snmpEngineBoots; or,

- the value of the msgAuthoritativeEngineTime field differs
from the local notion of snmpEngineTime by more than +/- 150
seconds.

If the message is considered to be outside of the Time Window
then the usmStatsNotInTimewWindows counter is incremented and
an error indication (notInTimeWindow) together with the OID,
the value of the incremented counter, and an indication that
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the error must be reported with a securityLevel of authNoPriv,
isreturned to the calling module

b) If the extracted value of msgAuthoritativeEnginel D is not the
same as the value snmpEnginel D of the processing SNMP engine
(meaning thisis not the authoritative SNMP engine), then:

1) if at least one of the following conditions is true:

- the extracted value of the msgAuthoritativeEngineBoots
field is greater than the local notion of the value of
snmpEngineBoots; or,

- the extracted value of the msgAuthoritativeEngineBoots
field is equal to the local notion of the value of
snmpEngineBoots, and the extracted value of
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msgA uthoritativeEngineTime field is greater than the
value of latestReceivedEngineTime,

then the LCD entry corresponding to the extracted value of
the msgA uthoritativeEnginel D field is updated, by setting:

- the local notion of the value of snmpEngineBoots to the
value of the msgAuthoritativeEngineBoots field,

- the local notion of the value of snmpEngineTimeto the
value of the msgAuthoritativeEngineTime field, and

- the latestReceivedEngineTime to the value of the value of
the msgAuthoritativeEngineTime field.

2) if any of the following conditionsistrue, then the
message is considered to be outside of the Time Window:

- the local notion of the value of snmpEngineBootsis
2147483647,

- the value of the msgA uthoritativeEngineBoots field is
less than the local notion of the value of
snmpEngineBoots; or,

- the value of the msgA uthoritativeEngineBoots field is
equal to thelocal notion of the value of snmpEngineBoots
and the value of the msgAuthoritativeEngineTimefield is
more than 150 seconds less than the local notion of the
value of snmpEngineTime.
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If the message is considered to be outside of the Time

Window then an error indication (notinTimeWindow) is

returned to the calling module.

Note that this means that atoo old (possibly replayed)
message has been detected and is deemed unauthentic.

Note that this procedure alows for the value of
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msgA uthoritativeEngineBoots in the message to be greater
than the local notion of the value of snmpEngineBoots to
allow for received messages to be accepted as authentic
when received from an authoritative SNMP engine that has
re-booted since the receiving SNMP engine last
(re-)synchronized.

8) a) If the securitylL evel indicates that the message was protected
from disclosure, then the OCTET STRING representing the
encryptedPDU is decrypted according to the user's privacy
protocol to obtain an unencrypted serialized scopedPDU value.
To do so acall is made to the privacy module that implements
the user's privacy protocol according to the abstract

primitive:

statusinformation= -- success or failure
decryptData(
IN decryptKey -- the user'slocalized privKey

IN privParameters -- asreceived on the wire

IN encryptedData -- encryptedPDU as received

OUT decryptedData -- serialized decrypted scopedPDU
)

statusinformation
indicates if the decryption process was successful or not.

decryptKey
the user'slocalized private privKey is the secret key that

can be used by the decryption algorithm.

privParameters
the msgPrivacyParameters, encoded as an OCTET STRING.

encryptedData
the encryptedPDU represents the encrypted scopedPDU,
encoded asan OCTET STRING.

decryptedData
the serialized scopedPDU if decryption is successful.
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If the privacy module returns failure, then the message can

not be processed, so the usmStatsDecryptionErrors counter is
incremented and an error indication (decryptionError) together
with the OID and value of the incremented counter is returned
to the calling module.

If the privacy module returns success, then the decrypted
scopedPDU is the message payload to be returned to the calling
module.

Otherwise,

b) The scopedPDU component is assumed to bein plain text and is
the message payload to be returned to the calling module.

9) The maxSizeResponseScopedPDU is calculated. Thisisthe maximum
size allowed for a scopedPDU for a possible Response message.
Provision is made for a message header that allows the same
securityLevel as the received Request.

10) The securityName for the user is retrieved from the usmUserTable.

11) The security datais cached as cachedSecurityData, so that a
possible response to this message can and will use the same
authentication and privacy secrets. Information to be
saved/cached is as follows:

msgUserName,
usmUserAuthProtocol, usmUserAuthK ey
usmUserPrivProtocol, usmUserPrivK ey

12) The statusinformation is set to success and areturn is made to
the calling modul e passing back the OUT parameters as specified
in the processincomingMsg primitive.

4. Discovery

The User-based Security Model requires that a discovery process
obtains sufficient information about other SNMP enginesin order to
communicate with them. Discovery requires an non-authoritative SNMP
engine to learn the authoritative SNMP engine's snmpEnginel D value
before communication may proceed. This may be accomplished by
generating a Request message with a securityLevel of noAuthNoPriv, a
msgUserName of zero-length, a msgAuthoritativeEnginel D value of zero
length, and the varBindL st left empty. The response to this message
will be a Report message containing the snmpEnginel D of the
authoritative SNMP engine as the value of the

msgA uthoritativeEnginel D field within the msgSecurityParameters
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field. It contains a Report PDU with the usmStatsUnknownEnginel Ds
counter in the varBindList.

If authenticated communication is required, then the discovery

process should also establish time synchronization with the
authoritative SNMP engine. This may be accomplished by sending an
authenti cated Reguest message with the value of

msgA uthoritativeEnginel D set to the newly learned snmpEnginel D and
with the values of msgAuthoritativeEngineBoots and

msgA uthoritativeEngineTime set to zero. For an authenticated Request
message, a valid userName must be used in the msgUserName field. The
response to this authenticated message will be a Report message
containing the up to date values of the authoritative SNMP engine's
snmpEngineBoots and snmpEngineTime as the value of the

msgA uthoritativeEngineBoots and msgA uthoritativeEngineTime fields
respectively. It also contains the usmStatsNotlnTimeWindows counter
in the varBindList of the Report PDU. The time synchronization then
happens automatically as part of the procedures in section 3.2 step

7b. Seealso section 2.3.

5. Definitions

SNMP-USER-BASED-SM-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TY PE,
OBJECT-IDENTITY,
snmpModules, Counter32 FROM SNMPv2-SMI
TEXTUAL-CONVENTION, TestAndIncr,
RowStatus, RowPointer,
StorageType, AutonomousType FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP  FROM SNMPv2-CONF
SnmpAdminString, SnmpEnginel D,
snmpAuthProtocols, snmpPrivProtocols FROM SNMP-FRAMEWORK-MIB;

snmpUsmMIB MODULE-IDENTITY
LAST-UPDATED "200210160000Z" -- 16 Oct 2002, midnight
ORGANIZATION "SNMPv3 Working Group"
CONTACT-INFO "WG-email: snmpv3@lists.tislabs.com
Subscribe: majordomo@lists.tislabs.com
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In msg body: subscribe snmpv3

Chair:  Russ Mundy
Network Associates Laboratories
postal: 15204 Omega Drive, Suite 300
Rockville, MD 20850-4601

USA
email:  mundy@tislabs.com
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phone:  +1301-947-7107

Co-Chair: David Harrington
Enterasys Networks
Postal: 35 Industrial Way
P. O. Box 5004
Rochester, New Hampshire 03866-5005
USA
EMail:  dbh@enterasys.com
Phone:  +1603-337-2614

Co-editor Uri Blumenthal
Lucent Technologies

postal: 67 Whippany Rd.
Whippany, NJ 07981
USA

emall:  uri@lucent.com

phone:  +1-973-386-2163

Co-editor: Bert Wijnen
Lucent Technologies
postal:  Schagen 33
3461 GL Linschoten
Netherlands
email:  bwijnen@lucent.com
phone:  +31-348-480-685
DESCRIPTION "The management information definitions for the
SNMP User-based Security Model.

Copyright (C) The Internet Society (2002). This
version of this MIB module is part of RFC 3414;
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see the RFC itself for full legal notices.

-- Revision history

REVISION  "200210160000Z" -- 16 Oct 2002, midnight
DESCRIPTION "Changesin thisrevision:
- Updated references and contact info.
- Clarification to usmUserCloneFrom DESCRIPTION
clause
- Fixed 'command responder' into ‘command generator’
in last para of DESCRIPTION clause of
usmUserTable.
This revision published as RFC3414.
REVISION  "199901200000Z" -- 20 Jan 1999, midnight
DESCRIPTION "Clarifications, published as RFC2574"
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REVISION  "199711200000Z" -- 20 Nov 1997, midnight

DESCRIPTION "Initial version, published as RFC2274"

::={ snmpModules 15 }

_— AdmInIStl'atlve gnments****************************************

usmMIBObjects OBJECT IDENTIFIER ::={ sonmpUsmMIB 1}
usmMIBConformance OBJECT IDENTIFIER ::={ snmpUsmMIB 2}

-- ldentification of Authentication and Privacy Protocols *******x*%xx

usmNoAuthProtocol OBJECT-IDENTITY
STATUS current
DESCRIPTION "No Authentication Protocol."
::={ snmpAuthProtocols 1 }

usmHMACM D5AuthProtocol OBJECT-IDENTITY
STATUS current
DESCRIPTION "The HMAC-MD5-96 Digest Authentication Protocol."
REFERENCE "- H. Krawczyk, M. Bellare, R. Canetti HMAC:
Keyed-Hashing for Message Authentication,
RFC2104, Feb 1997.
- Rivest, R., Message Digest Algorithm MD5, RFC1321.
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::={ snmpAuthProtocols 2 }

usmHMACSHAA uthProtocol OBJECT-IDENTITY
STATUS current
DESCRIPTION "The HMAC-SHA-96 Digest Authentication Protocol.”
REFERENCE "- H. Krawczyk, M. Bellare, R. Canetti, HMAC:
Keyed-Hashing for Message Authentication,
RFC2104, Feb 1997.
- Secure Hash Algorithm. NIST FIPS 180-1.

::={ snmpAuthProtocols 3 }

usmNoPrivProtocol OBJECT-IDENTITY
STATUS current
DESCRIPTION "No Privacy Protocol."
::={ snmpPrivProtocols 1}

usmDESPrivProtocol OBJECT-IDENTITY
STATUS current
DESCRIPTION "The CBC-DES Symmetric Encryption Protocol."
REFERENCE "- Data Encryption Standard, National Institute of
Standards and Technology. Federal Information
Processing Standard (FIPS) Publication 46-1.
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Supersedes FIPS Publication 46,
(January, 1977, reaffirmed January, 1988).

- Data Encryption Algorithm, American National
Standards Institute. ANSI X3.92-1981,
(December, 1980).

- DES Modes of Operation, National Institute of
Standards and Technology. Federal Information
Processing Standard (FIPS) Publication 81,
(December, 1980).

- Data Encryption Algorithm - Modes of Operation,
American National Standards Institute.
ANS| X3.106-1983, (May 1983).
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::={ snmpPrivProtocols 2 }

1 EE R R R R LS LR L L LS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
-- Textua Conventions

KeyChange::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"Every definition of an abject with this syntax must identify
aprotocol P, asecret key K, and a hash algorithm H
that produces output of L octets.

The object's value is a manager-generated, partially-random
value which, when modified, causes the value of the secret
key K, to be modified via a one-way function.

The value of an instance of this object is the concatenation
of two components: first a 'random' component and then a
'delta’ component.

The lengths of the random and delta components

are given by the corresponding value of the protocol P;

if PrequiresK to be afixed length, the length of both the
random and delta componentsis that fixed length; if P
allowsthe length of K to be variable up to a particular
maximum length, the length of the random component is that
maximum length and the length of the delta component is any
length less than or equal to that maximum length.

For example, usmHMACM D5A uthProtocol requiresK to be a fixed
length of 16 octets and L - of 16 octets.
usmHMACSHAAuthProtocol requires K to be a fixed length of
20 octetsand L - of 20 octets. Other protocols may define

other sizes, as deemed appropriate.
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When arequester wants to change the old key K to anew
key keyNew on aremote entity, the 'random' component is
obtained from either atrue random generator, or from a
pseudorandom generator, and the 'delta’ component is
computed as follows:

- atemporary variable isinitialized to the existing value
of K;
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- if the length of the keyNew is greater than L octets,
then:

- the random component is appended to the value of the
temporary variable, and the result isinput to the
the hash algorithm H to produce a digest value, and
the temporary variableis set to this digest value;

- the value of the temporary variable is XOR-ed with
thefirst (next) L-octets (16 octetsin case of MD5)
of the keyNew to produce the first (next) L-octets
(16 octets in case of MD5) of the 'delta’ component.

- the above two steps are repeated until the unused
portion of the keyNew component is L octets or less,

- the random component is appended to the value of the
temporary variable, and the result isinput to the
hash algorithm H to produce a digest value;

- this digest value, truncated if necessary to be the same
length as the unused portion of the keyNew, is XOR-ed
with the unused portion of the keyNew to produce the
(final portion of the) 'deltal component.

For example, using MD5 as the hash algorithm H:

iterations = (lenOfDelta - 1)/16; /* integer division */
temp = keyOld;
for (i = 0; i <iterations; i++) {

temp = MD5 (temp || random);

delta[i* 16 .. (i*16)+15] =

temp XOR keyNew[i*16 .. (i* 16)+15];
}
temp = MD5 (temp || random);
delta]i* 16 .. lenOfDelta-1] =
temp XOR keyNew[i* 16 .. lenOfDelta-1];

The 'random'’ and 'delta’ components are then concatenated as
described above, and the resulting octet string is sent to

the recipient as the new value of an instance of this object.

At the receiver side, when an instance of this object is set
to anew value, then anew value of K is computed as follows:
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- atemporary variable isinitialized to the existing value
of K;

- if the length of the delta component is greater than L
octets, then:

- the random component is appended to the value of the
temporary variable, and the result isinput to the
hash algorithm H to produce a digest value, and the
temporary variableis set to this digest value;

- the value of the temporary variable is XOR-ed with
thefirst (next) L-octets (16 octetsin case of MD5)
of the delta component to produce the first (next)
L-octets (16 octetsin case of MD5) of the new value
of K.

- the above two steps are repeated until the unused
portion of the delta component is L octets or less,

- the random component is appended to the value of the
temporary variable, and the result isinput to the
hash algorithm H to produce a digest value;

- this digest value, truncated if necessary to be the same
length as the unused portion of the delta component, is
XOR-ed with the unused portion of the delta component to
produce the (final portion of the) new value of K.

For example, using MD5 as the hash algorithm H:

iterations = (lenOfDelta - 1)/16; /* integer division */
temp = keyOld;
for (i = 0; i <iterations; i++) {
temp = MD5 (temp || random);
keyNew[i*16 .. (i*16)+15] =
temp XOR deltai* 16 .. (i*16)+15];
}
temp = MD5 (temp || random);
keyNew[i*16 .. lenOfDelta-1] =
temp XOR deltdi* 16 .. lenOfDelta-1];

The value of an object with this syntax, whenever it is
retrieved by the management protocol, is always the zero
length string.

Note that the keyOld and keyNew are the localized keys.
Note that it is probably wise that when an SNMP entity sends
a SetRequest to change a key, that it keeps a copy of the old
key until it has confirmed that the key change actually

succeeded.

SYNTAX  OCTET STRING
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-- Statistics for the User-based Security Model *****x &%k kskk ks ks ke x

usmStats OBJECT IDENTIFIER ::= { usmMIBObjects 1}

usmStatsUnsupportedSecL evels OBJECT-TY PE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS  current

DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they requested a
securityLevel that was unknown to the SNMP engine
or otherwise unavailable.

={ usmStats 1}

usmStatsNotlnTimeWindows OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  current
DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they appeared
outside of the authoritative SNM P engine's window.

:={ usmStats 2 }

usmStatsUnknownUserNames OBJECT-TY PE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS  current
DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they referenced a
user that was not known to the SNM P engine.

::={ usmStats 3}

usmStatsUnknownEnginel Ds OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
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STATUS  current

DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they referenced an
snmpEnginel D that was not known to the SNMP engine.

::={ usmStats 4 }

usmStatswrongDigests OBJECT-TY PE
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SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  current

DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they didn't
contain the expected digest value.

::={ usmStats 5}

usmStatsDecryptionErrors OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  current
DESCRIPTION "The total number of packets received by the SNMP
engine which were dropped because they could not be
decrypted.

::={ usmStats 6 }

_— The us’nuw Group khkkkhkkhhkkhkkhhkkhhkkhhkhhkkhhhhhkkhhkkhhhkhkkhhhkhhkhkhkkhkkkxx*x

usmuUser OBJECT IDENTIFIER ::= { usmMIBObjects 2}

usmUserSpinLock OBJECT-TYPE

SYNTAX  TestAndincr

MAX-ACCESS read-write

STATUS  current

DESCRIPTION "An advisory lock used to allow several cooperating
Command Generator Applications to coordinate their
use of facilitiesto ater secretsin the
usmUserTable.
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n={usmUser 1}
-- The table of valid usersfor the User-based Security Mode] ********

usmUserTable OBJECT-TYPE
SYNTAX  SEQUENCE OF UsmUserEntry
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION "The table of users configured in the SNMP engine's
Local Configuration Datastore (LCD).

To create anew user (i.e., to instantiate a new
conceptual row in thistable), it is recommended to
follow this procedure:

1) GET(usmUserSpinLock.0) and savein sVaue.
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2) SET(usmUserSpinLock.0=sValue,
usmUserCloneFrom=templateUser,
usmUserStatus=createAndWait)

Y ou should use atemplate user to clone from
which has the proper auth/priv protocol defined.

If the new user isto use privacy:

3) generate the keyChange value based on the secret
privKey of the clone-from user and the secret key
to be used for the new user. Let us cal this
pkcValue.
4) GET(usmUserSpinLock.0) and savein sVaue.
5) SET(usmUserSpinLock.0=sVaue,
usmUserPrivK eyChange=pkcValue
usmUserPublic=randomV aluel)
6) GET(usmUserPulic) and check it has randomValuel.
If not, repeat steps 4-6.

If the new user will never use privacy:
7) SET(usmUserPrivProtocol=usmNoPrivProtocol)

If the new user is to use authentication:
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8) generate the keyChange value based on the secret
authKey of the clone-from user and the secret key
to be used for the new user. Let us call this
akcValue.
9) GET(usmUserSpinLock.0) and savein sValue.
10) SET(usmUserSpinLock.0=sValue,
usmUserAuthK eyChange=akcVaue
usmUserPublic=randomV alue2)
11) GET(usmUserPulic) and check it has randomValue2.
If not, repeat steps 9-11.

If the new user will never use authentication:

12) SET(usmUserAuthProtocol=usmNoA uthProtocol)

Finally, activate the new user:

13) SET(usmUserStatus=active)

The new user should now be available and ready to be

used for SNM Pv3 communication. Note however that access

to MIB data must be provided via configuration of the
SNMP-VIEW-BASED-ACM-MIB.
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The use of usmUserSpinlock isto avoid conflicts with
another SNM P command generator application which may
also be acting on the usmUserTable.

n={ usmUser2}

usmUserEntry OBJECT-TYPE

SYNTAX UsmUserEntry

MAX-ACCESS not-accessible

STATUS  current

DESCRIPTION "A user configured in the SNMP engine's Local
Configuration Datastore (LCD) for the User-based
Security Moddl.

INDEX  { usmUserEnginelD,
usmUserName
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}
m={ usmUserTable1}

UsmUserEntry ::= SEQUENCE
{

usmUserEnginel D SnmpEnginel D,
usmUserName SnmpAdminString,
usmUserSecurityName ~ SnmpAdminString,
usmUserCloneFrom RowPointer,
usmUserAuthProtocol ~ AutonomousType,
usmUserAuthKeyChange KeyChange,
usmUserOwnA uthK eyChange KeyChange,
usmUserPrivProtocol ~ AutonomousType,
usmUserPrivKkeyChange KeyChange,
usmUserOwnPrivK eyChange KeyChange,
usmUserPublic OCTET STRING,
usmUserStorageType  StorageType,
usmUserStatus RowStatus

usmUserEnginelD OBJECT-TYPE
SYNTAX  SnmpEnginelD
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION "An SNMP engine's administratively-unique identifier.

In asimple agent, thisvalueis always that agent's
own snmpEnginel D value.

The value can aso take the value of the snmpEnginel D
of aremote SNMP engine with which this user can

communicate.
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:={ usmUserEntry 1}

usmUserName  OBJECT-TYPE
SYNTAX  SnmpAdminString (SIZE(1..32))
MAX-ACCESS not-accessible
STATUS  current
DESCRIPTION "A human readable string representing the name of
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the user.

Thisisthe (User-based Security) Model dependent
security ID.

::={ usmUserEntry 2}

usmUserSecurityName OBJECT-TY PE
SYNTAX  SnmpAdminString
MAX-ACCESS read-only
STATUS  current
DESCRIPTION "A human readable string representing the user in
Security Model independent format.

The default transformation of the User-based Security
Model dependent security 1D to the securityName and
vice versaistheidentity function so that the
securityName is the same as the userName.

:={ usmUserEntry 3}

usmUserCloneFrom OBJECT-TY PE
SYNTAX RowPointer
MAX-ACCESS read-create
STATUS  current
DESCRIPTION "A pointer to another conceptual row in this
usmUserTable. The user in this other conceptual
row is called the clone-from user.

When anew user is created (i.e., anew conceptual
row isinstantiated in this table), the privacy and
authentication parameters of the new user must be
cloned from its clone-from user. These parameters are;
- authentication protocol (usmUserAuthProtocol)
- privacy protocol (usmUserPrivProtocol)
They will be copied regardless of what the current
vaueis.

Cloning also causes the initial values of the secret
authentication key (authKey) and the secret encryption
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key (privKey) of the new user to be set to the same
values as the corresponding secrets of the clone-from
user to allow the KeyChange process to occur as
required during user creation.

Thefirst time an instance of this object is set by
amanagement operation (either at or after its
instantiation), the cloning process is invoked.
Subsequent writes are successful but invoke no
action to be taken by the receiver.

The cloning process fails with an 'inconsistentName'
error if the conceptual row representing the
clone-from user does not exist or isnot in an active
state when the cloning processis invoked.

When this object is read, the ZeroDotZero OID
is returned.

::={ usmUserEntry 4 }

usmUserAuthProtocol OBJECT-TY PE

SYNTAX AutonomousType

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "An indication of whether messages sent on behalf of
this user to/from the SNMP engine identified by
usmUserEnginel D, can be authenticated, and if so,
the type of authentication protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the same user (i.e., as part of the processing of
the set operation which creates the first object
instance in the same conceptual row).

If aninitial set operation (i.e. at row creation time)
triesto set avalue for an unknown or unsupported
protocol, then a'wrongValue' error must be returned.

The value will be overwritten/set when a set operation
is performed on the corresponding instance of
usmUserCloneFrom.

Once instantiated, the value of such an instance of
this object can only be changed via a set operation to

the value of the usmNoAuthProtocol.

If aset operation tries to change the value of an
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existing instance of this object to any value other
than usmNoA uthProtocol, then an 'inconsistentValue'
error must be returned.

If aset operation tries to set the value to the
usmNoA uthProtocol while the usmUserPrivProtocol value
in the same row is not equal to usmNoPrivProtocol,
then an 'inconsistentValue' error must be returned.
That means that an SNMP command generator application
must first ensure that the usmUserPrivProtocol is set
to the usmNoPrivProtocol value before it can set
the usmUserAuthProtocol value to usmNoA uthProtocol.
DEFVAL  { usmNoAuthProtocol }
::={ usmUserEntry 5}

usmUserAuthK eyChange OBJECT-TY PE
SYNTAX KeyChange --typicaly (SIZE (0| 32)) for HMACMD5
-- typically (SIZE (0| 40)) for HMACSHA

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "An object, which when modified, causes the secret
authentication key used for messages sent on behalf
of this user to/from the SNMP engine identified by
usmUserEnginel D, to be modified viaa one-way
function.

The associated protocol is the usmUserAuthProtocol.
The associated secret key is the user's secret
authentication key (authKey). The associated hash
algorithm is the algorithm used by the user's
usmUserAuthProtocol.

When creating anew user, it is an 'inconsistentName'
error for a set operation to refer to this object
unlessit is previously or concurrently initialized
through a set operation on the corresponding instance
of usmUserCloneFrom.

When the value of the corresponding usmUserA uthProtocol
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is usmNoAuthProtocol, then aset is successful, but
effectively is ano-op.

When this object is read, the zero-length (empty)
string is returned.

The recommended way to do akey changeis as follows:
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1) GET(usmUserSpinLock.0) and savein sValue.
2) generate the keyChange value based on the old
(existing) secret key and the new secret key,
let us call thiskcValue.

If you do the key change on behalf of another user:

3) SET(usmUserSpinLock.0=sValue,
usmUserAuthK eyChange=kcValue
usmUserPublic=randomV alue)

If you do the key change for yourself:

4) SET(usmUserSpinLock.0=sValue,
usmUserOwnA uthK eyChange=kcValue
usmUserPublic=randomV alue)

If you get aresponse with error-status of noError,
then the SET succeeded and the new key is active.
If you do not get aresponse, then you can issue a
GET(usmUserPublic) and check if the valueis equal
to the randomValue you did send in the SET. If so, then
the key change succeeded and the new key is active
(probably the response got lost). If not, then the SET
request probably never reached the target and so you
can start over with the procedure above.

DEFVAL {"H} --theempty string

::={ usmUserEntry 6 }

usmUserOwnA uthK eyChange OBJECT-TY PE
SYNTAX KeyChange --typicaly (SIZE (0| 32)) for HMACMD5
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-- typically (SIZE (0 | 40)) for HMACSHA

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "Behaves exactly as usmUserAuthK eyChange, with one
notable difference: in order for the set operation
to succeed, the usmUserName of the operation
requester must match the usmUserName that
indexes the row which is targeted by this
operation.
In addition, the USM security model must be
used for this operation.

Theidea hereisthat access to this column can be
public, since it will only allow a user to change

his own secret authentication key (authKey).

Note that this can only be done once the row is active.
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When a set isreceived and the usmUserName of the
requester is not the same as the umsUserName that
indexes the row which is targeted by this operation,
then a'noAccess error must be returned.

When a set is received and the security model in use
isnot USM, then a'noAccess error must be returned.
DEFVAL {"H} --theempty string
::={ usmUserEntry 7}

usmUserPrivProtocol OBJECT-TY PE

SYNTAX AutonomousType

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "An indication of whether messages sent on behalf of
this user to/from the SNMP engine identified by
usmUserEnginel D, can be protected from disclosure,
and if so, the type of privacy protocol which is used.

An instance of this object is created concurrently
with the creation of any other object instance for
the same user (i.e., as part of the processing of
the set operation which creates the first object
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instance in the same conceptual row).

If aninitial set operation (i.e. at row creation time)
triesto set avalue for an unknown or unsupported
protocol, then a‘'wrongValue' error must be returned.

The value will be overwritten/set when a set operation
is performed on the corresponding instance of
usmUserCloneFrom.

Once instantiated, the value of such an instance of
this object can only be changed via a set operation to
the value of the usmNoPrivProtocol.

If a set operation tries to change the value of an
existing instance of this object to any value other
than usmNoPrivProtocol, then an ‘inconsistentVal ue'
error must be returned.

Note that if any privacy protocol is used, then you

must also use an authentication protocol. In other

words, if usmUserPrivProtocol is set to anything else
than usmNoPrivProtocol, then the corresponding instance
of usmUserAuthProtocol cannot have avalue of
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usmNoAuthProtocol. If it does, then an
'inconsistentValue' error must be returned.
DEFVAL  { usmNoPrivProtocol }
:={ usmUserEntry 8}

usmUserPrivKeyChange OBJECT-TY PE

SYNTAX KeyChange -- typically (SIZE (0| 32)) for DES

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "An object, which when modified, causes the secret
encryption key used for messages sent on behalf
of this user to/from the SNMP engine identified by
usmUserEnginel D, to be modified via a one-way
function.
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The associated protocol is the usmUserPrivProtocol.
The associated secret key is the user's secret

privacy key (privKey). The associated hash
algorithm is the algorithm used by the user's
usmUserAuthProtocol.

When creating anew user, it is an 'inconsistentName'
error for a set operation to refer to this object
unlessit is previously or concurrently initialized
through a set operation on the corresponding instance
of usmUserCloneFrom.

When the value of the corresponding usmUserPrivProtocol
is usmNoPrivProtocol, then a set is successful, but
effectively is ano-op.

When this object is read, the zero-length (empty)
string is returned.
See the description clause of usmUserAuthK eyChange for
arecommended procedure to do a key change.
DEFVAL {"H} --theempty string
::={ usmUserEntry 9}

usmUserOwnPrivK eyChange OBJECT-TY PE

SYNTAX KeyChange -- typically (SIZE (0| 32)) for DES

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "Behaves exactly as usmUserPrivK eyChange, with one
notable difference: in order for the Set operation
to succeed, the usmUserName of the operation
requester must match the usmUserName that indexes
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the row which istargeted by this operation.
In addition, the USM security model must be
used for this operation.

Theidea hereisthat access to this column can be
public, since it will only allow a user to change

his own secret privacy key (privKey).

Note that this can only be done once the row is active.
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When a set is received and the usmUserName of the
requester is not the same as the umsUserName that
indexes the row which is targeted by this operation,
then a'noAccess error must be returned.

When a set is received and the security model in use
isnot USM, then a'noAccess error must be returned.
DEFVAL {"H} --theempty string
::={ usmUserEntry 10 }

usmUserPublic OBJECT-TYPE

SYNTAX  OCTET STRING (SIZE(0..32))

MAX-ACCESS read-create

STATUS  current

DESCRIPTION "A publicly-readable value which can be written as part
of the procedure for changing a user's secret
authentication and/or privacy key, and later read to
determine whether the change of the secret was
effected.

DEFVAL {"H} --theempty string

:={ usmUserEntry 11}

usmUserStorageType OBJECT-TY PE
SYNTAX StorageType
MAX-ACCESS read-create
STATUS  current
DESCRIPTION "The storage type for this conceptual row.

Conceptual rows having the value 'permanent’ must
allow write-access at a minimum to:

- usmUserAuthK eyChange, usmUserOwnA uthK eyChange
and usmUserPublic for a user who employs
authentication, and

- usmUserPrivK eyChange, usmUserOwnPrivK eyChange
and usmUserPublic for a user who employs
privacy.
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Note that any user who employs authentication or
privacy must alow its secret(s) to be updated and
thus cannot be 'readOnly'.

If aninitial set operation triesto set the valueto
'readOnly' for a user who employs authentication or
privacy, then an 'inconsistentValue' error must be
returned. Note that if the value has been previously

set (implicit or explicit) to any value, then the rules

as defined in the StorageType Textual Convention apply.

It isan implementation issue to decide if a SET for
areadOnly or permanent row is accepted at all. In some
contexts this may make sense, in othersit may not. If
a SET for areadOnly or permanent row is not accepted
at al, then a'wrongValue' error must be returned.
DEFVAL { nonVolatile}
::={ usmUserEntry 12 }

usmUserStatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS  current
DESCRIPTION "The status of this conceptual row.

Until instances of all corresponding columns are
appropriately configured, the value of the
corresponding instance of the usmUserStatus column
is'notReady'.

In particular, a newly created row for a user who

employs authentication, cannot be made active until the
corresponding usmUserCloneFrom and usmUserAuthK eyChange
have been set.

Further, a newly created row for a user who also
employs privacy, cannot be made active until the
usmUserPrivK eyChange has been set.

The RowStatus TC [RFC2579] requires that this
DESCRIPTION clause states under which circumstances
other objectsin this row can be modified:

The value of this object has no effect on whether
other objectsin this conceptual row can be modified,
except for usmUserOwnAuthK eyChange and
usmUserOwnPrivKeyChange. For these 2 objects, the
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value of usmUserStatus MUST be active.

::i={ usmUserEntry 13}

_— Conformance |nformat|0n khkkhkkhkhkhkhkhkhkkkhkhkhkhhhhhhhhrhhkhkdkhkhhhhhhhhrhkkxxkxk

usmMIBCompliances OBJECT IDENTIFIER ::={ usmMIBConformance 1 }
usmMIBGroups OBJECT IDENTIFIER ::={ usmMIBConformance 2 }

-- Compliance statements

usmMIBCompliance MODUL E-COMPLIANCE
STATUS  current
DESCRIPTION "The compliance statement for SNMP engines which
implement the SNM P-USER-BASED-SM-MIB.

MODULE  -- thismodule
MANDATORY -GROUPS { usmMIBBasicGroup }

OBJECT usmUserAuthProtocol
MIN-ACCESS  read-only
DESCRIPTION  "Write accessis not required.”

OBJECT usmUserPrivProtocol
MIN-ACCESS  read-only
DESCRIPTION  "Write accessis not required.”

::={ usmMIBCompliances 1}

-- Units of compliance
usmMIBBasicGroup OBJECT-GROUP
OBJECTS {

usmStatsUnsupportedSecl evels,
usmsStatsNotlnTimewWindows,
usmStatsUnknownUserNames,
usmStatsUnknownEnginel Ds,
usmStatswrongDigests,
usmStatsDecryptionErrors,
usmUserSpinLock,
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usmUserSecurityName,
usmUserCloneFrom,
usmUserAuthProtocol,
usmUserAuthK eyChange,
usmUserOwnA uthK eyChange,
usmUserPrivProtocol,
usmUserPrivK eyChange,
usmUserOwnPrivK eyChange,
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usmUserPublic,
usmUserStorageType,
usmUserStatus
}
STATUS  current
DESCRIPTION "A collection of objects providing for configuration
of an SNMP engine which implements the SNMP
User-based Security Model.

::={ usmMIBGroups 1}

END

6. HMAC-MD5-96 Authentication Protocol

This section describes the HM AC-MD5-96 authentication protocol. This
authentication protocol isthe first defined for the User-based

Security Model. It uses MD5 hash-function which is described in
[RFC1321], in HMAC mode described in [RFC2104], truncating the output
to 96 hits.

This protocol isidentified by usmHMACMD5A uthProtocol.

Over time, other authentication protocols may be defined either asa
replacement of this protocol or in addition to this protocol.

6.1. Mechanisms

- In support of dataintegrity, a message digest algorithm is
required. A digest is calculated over an appropriate portion of an
SNM P message and included as part of the message sent to the
recipient.

Open Source Used In C1200 and 1300 Series Switches 4.0.x 269



- In support of data origin authentication and data integrity, a
secret value is prepended to SNMP message prior to computing the
digest; the calculated digest is partially inserted into the SNMP
message prior to transmission, and the prepended value is not
transmitted. The secret value is shared by all SNMP engines
authorized to originate messages on behalf of the appropriate user.

6.1.1. Digest Authentication Mechanism

The Digest Authentication Mechanism defined in this memo provides
for:

- verification of the integrity of areceived message, i.e., the
message received is the message sent.
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Theintegrity of the message is protected by computing a digest
over an appropriate portion of the message. The digest is computed
by the originator of the message, transmitted with the message, and
verified by the recipient of the message.

- verification of the user on whose behalf the message was generated.

A secret value known only to SNMP engines authorized to generate
messages on behalf of a user is used in HMAC mode (see [RFC2104]).
It also recommends the hash-function output used as Message
Authentication Code, to be truncated.

This protocol uses the MD5 [RFC1321] message digest algorithm. A
128-bit MD5 digest is calculated in a special (HMAC) way over the
designated portion of an SNM P message and the first 96 bits of this
digest isincluded as part of the message sent to the recipient. The
size of the digest carried in amessage is 12 octets. The size of

the private authentication key (the secret) is 16 octets. For the
details see section 6.3.

6.2. Elements of the Digest Authentication Protocol

This section contains definitions required to realize the
authentication module defined in this section of this memo.
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6.2.1. Users

Authentication using this authentication protocol makes use of a

defined set of userNames. For any user on whose behalf a message
must be authenticated at a particular SNMP engine, that SNMP engine
must have knowledge of that user. An SNMP engine that wishesto
communicate with another SNMP engine must also have knowledge of a
user known to that engine, including knowledge of the applicable
attributes of that user.

A user and its attributes are defined as follows:

<userName>
A string representing the name of the user.

<authKey>
A user's secret key to be used when calculating a digest.
It MUST be 16 octets long for MD5.

Blumenthal & Wijnen Standards Track [Page 52]

RFC 3414 USM for SNMPv3 December 2002

6.2.2. msgAuthoritativeEnginel D

The msgAuthoritativeEnginel D value contained in an authenticated
message specifies the authoritative SNMP engine for that particular
message (see the definition of SnmpEnginel D in the SNMP Architecture
document [RFC3411]).

The user's (private) authentication key is normally different at each
authoritative SNMP engine and so the snmpEnginel D is used to select
the proper key for the authentication process.

6.2.3. SNMP Messages Using this Authentication Protocol
M essages using this authentication protocol carry a

msgA uthenticationParameters field as part of the
msgSecurityParameters. For this protocol, the
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msgA uthenticationParameters field is the serialized OCTET STRING
representing the first 12 octets of the HMAC-MD5-96 output done over
the wholeM sg.

The digest is calculated over the wholeMsg so if amessage is
authenticated, that also means that all the fields in the message are
intact and have not been tampered with.

6.2.4. Services provided by the HMAC-MD5-96 Authentication Module

This section describes the inputs and outputs that the HMAC-MD5-96
Authentication module expects and produces when the User-based
Security module calls the HMAC-MD5-96 Authentication module for
Services.

6.2.4.1. Services for Generating an Outgoing SNMP Message

The HMAC-MD5-96 authentication protocol assumes that the selection of
the authK ey is done by the caller and that the caller passes the
secret key to be used.

Upon completion the authentication modul e returns statusl nformation
and, if the message digest was correctly calculated, the wholeMsg
with the digest inserted at the proper place. The abstract service

primitiveis:
statuslnformation = -- success or failure
authenti cateOutgoingM sg(
IN authKey -- secret key for authentication
IN wholeMsg -- unauthenticated compl ete message

OUT authenticatedWholeMsg  -- complete authenticated message
)
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The abstract data elements are:

statuslnformation
An indication of whether the authentication process was successful.
If not it isan indication of the problem.

authKey
The secret key to be used by the authentication algorithm. The
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length of thiskey MUST be 16 octets.

wholeMsg
The message to be authenticated.

authenti catedWholeM sg
The authenticated message (including inserted digest) on outpui.

Note, that authParameters field isfilled by the authentication
module and this module and this field should be already present in
the wholeM sg before the M essage Authentication Code (MAC) is
generated.

6.2.4.2. Services for Processing an Incoming SNMP Message

The HMAC-MD5-96 authentication protocol assumes that the selection of
the authK ey is done by the caller and that the caller passes the
secret key to be used.

Upon completion the authentication modul e returns statusl nformation
and, if the message digest was correctly calculated, the wholeMsg as
it was processed. The abstract service primitiveis:

statusinformation = -- success or failure
authenti catel ncomingM sg(
IN authKey -- secret key for authentication
IN authParameters -- asreceived on the wire
IN wholeMsg -- asreceived on the wire
OUT authenticatedWholeMsg  -- complete authenticated message
)
The abstract data elements are:

statusinformation
An indication of whether the authentication process was successful.

If not it isan indication of the problem.
authKey

The secret key to be used by the authentication algorithm. The
length of thiskey MUST be 16 octets.
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authParameters
The authParameters from the incoming message.

wholeM sg
The message to be authenticated on input and the authenticated

message on output.

authenti catedWholeM sg
The whole message after the authentication check is complete.

6.3. Elements of Procedure

This section describes the procedures for the HMAC-MD5-96
authentication protocol.

6.3.1. Processing an Outgoing Message
This section describes the procedure followed by an SNMP engine
whenever it must authenticate an outgoing message using the
usmHMACM D5AuthProtocol.
1) The msgAuthenticationParametersfield is set to the serialization,
according to the rulesin [RFC3417], of an OCTET STRING containing
12 zero octets.

2) From the secret authKey, two keys K1 and K2 are derived:

a) extend the authK ey to 64 octets by appending 48 zero octets;
save it as extendedAuthK ey

b) obtain IPAD by replicating the octet 0x36 64 times,

¢) obtain K1 by XORing extendedAuthK ey with IPAD;

d) obtain OPAD by replicating the octet Ox5C 64 times,

€) obtain K2 by XORing extendedAuthK ey with OPAD.

3) Prepend K1 to the wholeMsg and calculate MD5 digest over it
according to [RFC1321].

4) Prepend K2 to the result of the step 4 and calculate MD5 digest
over it according to [RFC1321]. Takethefirst 12 octets of the
final digest - thisis Message Authentication Code (MAC).

5) Replace the msgA uthenticationParameters field with MAC obtained in
the step 4.
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6) The authenticatedWholeMsg is then returned to the caller together
with statuslnformation indicating success.
6.3.2. Processing an Incoming Message
This section describes the procedure followed by an SNMP engine
whenever it must authenticate an incoming message using the
usmHMACM D5AuthProtocol.
1) If the digest received in the msgAuthenticationParameters field is
not 12 octets long, then an failure and an errorindication

(authenticationError) is returned to the calling module.

2) The MAC received in the msgAuthenticationParameters field is
saved.

3) The digest in the msgAuthenticationParametersfield is replaced by
the 12 zero octets.

4) From the secret authKey, two keys K1 and K2 are derived:

a) extend the authK ey to 64 octets by appending 48 zero octets;
save it as extendedAuthK ey

b) obtain IPAD by replicating the octet 0x36 64 times,

¢) obtain K1 by XORing extendedAuthK ey with IPAD;

d) obtain OPAD by replicating the octet 0x5C 64 times,

€) obtain K2 by XORing extendedAuthK ey with OPAD.
5) The MAC is calculated over the wholeM sg:

a) prepend K1 to the wholeM sg and calculate the MD5 digest over
it;

b) prepend K2 to the result of step 5.a and calculate the MD5
digest over it;
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c) first 12 octets of the result of step 5.b isthe MAC.

The msgA uthenticationParameters field is replaced with the MAC
value that was saved in step 2.
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6) Then the newly calculated MAC is compared with the MAC saved in
step 2. If they do not match, then an failure and an
errorindication (authenticationFailure) is returned to the calling
module.

7) The authenticatedWholeM sg and statusl nformation indicating success
are then returned to the caller.

7. HMAC-SHA-96 Authentication Protocol

This section describes the HMAC-SHA-96 authentication protocol. This
protocol usesthe SHA hash-function which is described in [SHA-NIST],
in HMAC mode described in [RFC2104], truncating the output to 96
bits.

This protocol isidentified by usmHMACSHAAuthProtocol.

Over time, other authentication protocols may be defined either asa
replacement of this protocol or in addition to this protocol.

7.1. Mechanisms

- In support of dataintegrity, a message digest algorithm is
required. A digest is calculated over an appropriate portion of an
SNM P message and included as part of the message sent to the
recipient.

- In support of data origin authentication and data integrity, a
secret value is prepended to the SNMP message prior to computing
the digest; the calculated digest is then partially inserted into
the message prior to transmission. The prepended secret is not
transmitted. The secret value is shared by all SNMP engines
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authorized to originate messages on behalf of the appropriate user.

7.1.1. Digest Authentication Mechanism

The Digest Authentication Mechanism defined in this memo provides
for:

- verification of the integrity of areceived message, i.e., the
message received is the message sent.

Theintegrity of the message is protected by computing a digest
over an appropriate portion of the message. The digest is computed
by the originator of the message, transmitted with the message, and
verified by the recipient of the message.
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- verification of the user on whose behalf the message was generated.

A secret value known only to SNMP engines authorized to generate
messages on behalf of a user is used in HMAC mode (see [RFC2104]).
It also recommends the hash-function output used as Message
Authentication Code, to be truncated.

This mechanism uses the SHA [SHA-NIST] message digest algorithm. A
160-bit SHA digest is calculated in aspecial (HMAC) way over the
designated portion of an SNM P message and the first 96 bits of this
digest isincluded as part of the message sent to the recipient. The

size of the digest carried in amessage is 12 octets. The size of

the private authentication key (the secret) is 20 octets. For the

details see section 7.3.

7.2. Elements of the HMAC-SHA-96 Authentication Protocol

This section contains definitions required to realize the
authentication module defined in this section of this memo.

7.2.1. Users

Authentication using this authentication protocol makes use of a
defined set of userNames. For any user on whose behalf a message
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must be authenticated at a particular SNMP engine, that SNMP engine
must have knowledge of that user. An SNMP engine that wishesto
communicate with another SNMP engine must also have knowledge of a
user known to that engine, including knowledge of the applicable
attributes of that user.

A user and its attributes are defined as follows:

<userName>
A string representing the name of the user.

<authKey>
A user's secret key to be used when calculating a digest.
It MUST be 20 octets long for SHA.

7.2.2. msgAuthoritativeEnginel D

The msgAuthoritativeEnginel D value contained in an authenticated
message specifies the authoritative SNMP engine for that particular
message (see the definition of SnmpEnginel D in the SNMP Architecture
document [RFC3411]).

The user's (private) authentication key is normally different at each
authoritative SNMP engine and so the snmpEnginel D is used to select
the proper key for the authentication process.
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7.2.3. SNMP Messages Using this Authentication Protocol

M essages using this authentication protocol carry a

msgA uthenticationParameters field as part of the
msgSecurityParameters. For this protocol, the

msgA uthenticationParameters field is the serialized OCTET STRING
representing the first 12 octets of HMAC-SHA-96 output done over the
wholeM sg.

The digest is calculated over the wholeMsg so if amessage is
authenticated, that also means that all the fields in the message are
intact and have not been tampered with.

7.2.4. Services Provided by the HMAC-SHA-96 Authentication Module

This section describes the inputs and outputs that the HMAC-SHA-96
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Authentication module expects and produces when the User-based
Security module calls the HMAC-SHA-96 Authentication module for
services.

7.2.4.1. Services for Generating an Outgoing SNMP Message

HMAC-SHA-96 authentication protocol assumes that the selection of the
authKey is done by the caller and that the caller passes the secret
key to be used.

Upon compl etion the authentication modul e returns statusl nformation
and, if the message digest was correctly calculated, the wholeMsg
with the digest inserted at the proper place. The abstract service

primitiveis:
statuslnformation = -- success or failure
authenti cateOutgoingM sg(
IN authKey -- secret key for authentication
IN wholeMsg -- unauthenticated compl ete message

OUT authenticatedWholeMsg  -- complete authenticated message
)

The abstract data €lements are:

statuslnformation
An indication of whether the authentication process was successful.
If not it isan indication of the problem.

authKey
The secret key to be used by the authentication algorithm. The
length of thiskey MUST be 20 octets.
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wholeMsg
The message to be authenticated.
authenti catedWholeM sg

The authenticated message (including inserted digest) on outpuit.

Note, that authParameters field isfilled by the authentication
module and this field should be already present in the wholeMsg
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before the Message Authentication Code (MAC) is generated.

7.2.4.2. Services for Processing an Incoming SNMP Message

HMAC-SHA-96 authentication protocol assumes that the selection of the
authKey is done by the caller and that the caller passes the secret
key to be used.

Upon compl etion the authentication modul e returns statusl nformation
and, if the message digest was correctly calculated, the wholeMsg as
it was processed. The abstract service primitiveis:

statusl nformation = -- success or failure
authenti catel ncomingM sg(
IN authKey -- secret key for authentication
IN authParameters -- asreceived on the wire
IN wholeMsg -- asreceived on the wire

OUT authenticatedWholeMsg  -- complete authenticated message
)

The abstract data €lements are:

statuslnformation
An indication of whether the authentication process was successful.
If not it isan indication of the problem.

authKey
The secret key to be used by the authentication algorithm. The
length of thiskey MUST be 20 octets.

authParameters
The authParameters from the incoming message.

wholeMsg
The message to be authenticated on input and the authenticated

message on output.

authenti catedWholeM sg
The whole message after the authentication check is complete.
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7.3. Elements of Procedure

This section describes the procedures for the HMAC-SHA-96
authentication protocol.

7.3.1. Processing an Outgoing Message
This section describes the procedure followed by an SNMP engine
whenever it must authenticate an outgoing message using the
usmHMACSHAA uthProtocol.
1) The msgAuthenticationParametersfield is set to the serialization,
according to the rulesin [RFC3417], of an OCTET STRING containing
12 zero octets.

2) From the secret authKey, two keys K1 and K2 are derived:

a) extend the authK ey to 64 octets by appending 44 zero octets;
save it as extendedAuthK ey

b) obtain IPAD by replicating the octet 0x36 64 times,

¢) obtain K1 by XORing extendedAuthK ey with IPAD;

d) obtain OPAD by replicating the octet 0x5C 64 times,

€) obtain K2 by XORing extendedAuthK ey with OPAD.

3) Prepend K1 to the wholeMsg and cal culate the SHA digest over it
according to [SHA-NIST].

4) Prepend K2 to the result of the step 4 and calculate SHA digest
over it according to [SHA-NIST]. Takethefirst 12 octets of the
final digest - thisis Message Authentication Code (MAC).

5) Replace the msgA uthenticationParameters field with MAC obtained in
the step 5.

6) The authenticatedWholeMsg is then returned to the caller together
with statuslnformation indicating success.

7.3.2. Processing an Incoming Message
This section describes the procedure followed by an SNMP engine

whenever it must authenticate an incoming message using the
usmHMACSHAAuthProtocol.
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1) If the digest received in the msgAuthenticationParametersfield is
not 12 octets long, then an failure and an errorindication

(authenticationError) is returned to the calling module.

2) The MAC received in the msgAuthenticationParameters field is
saved.

3) The digest in the msgAuthenticationParameters field is replaced by
the 12 zero octets.

4) From the secret authKey, two keys K1 and K2 are derived:

a) extend the authK ey to 64 octets by appending 44 zero octets;
save it as extendedAuthK ey

b) obtain IPAD by replicating the octet 0x36 64 times,

¢) obtain K1 by XORing extendedAuthKey with IPAD;

d) obtain OPAD by replicating the octet Ox5C 64 times,

€) obtain K2 by XORing extendedAuthKey with OPAD.
5) The MAC iscalculated over the wholeM sg:

a) prepend K1 to the wholeMsg and calculate the SHA digest over
it;

b) prepend K2 to the result of step 5.a and calculate the SHA
digest over it;

c) first 12 octets of the result of step 5.b isthe MAC.

The msgA uthenticationParameters field is replaced with the MAC
value that was saved in step 2.

6) The the newly calculated MAC is compared with the MAC saved in
step 2. If they do not match, then afailure and an
errorindication (authenticationFailure) are returned to the
calling module.
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7) The authenticatedWholeM sg and statusl nformation indicating success
are then returned to the caller.
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8. CBC-DES Symmetric Encryption Protocol

This section describes the CBC-DES Symmetric Encryption Protocol.
This protocol isthefirst privacy protocol defined for the
User-based Security Model.

This protocol isidentified by usmDESPrivProtocol.

Over time, other privacy protocols may be defined either asa
replacement of this protocol or in addition to this protocol.

8.1. Mechanisms

- In support of data confidentiality, an encryption algorithm is
required. An appropriate portion of the message is encrypted prior
to being transmitted. The User-based Security Model specifies that
the scopedPDU is the portion of the message that needs to be
encrypted.

- A secret value in combination with atimeliness value is used to
create the en/decryption key and the initialization vector. The
secret value is shared by all SNMP engines authorized to originate
messages on behalf of the appropriate user.

8.1.1. Symmetric Encryption Protocol
The Symmetric Encryption Protocol defined in this memo provides
support for data confidentiality. The designated portion of an SNMP
message is encrypted and included as part of the message sent to the

recipient.

Two organizations have published specifications defining the DES:
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the National Institute of Standards and Technology (NIST) [DES-NIST]
and the American National Standards Institute [ DES-ANSI]. Thereisa
companion Modes of Operation specification for each definition
([DESO-NIST] and [DESO-ANSI], respectively).

The NIST has published three additional documents that implementors
may find useful.

- There is adocument with guidelines for implementing and using the
DES, including functional specifications for the DES and its modes
of operation [DESG-NIST].

- Thereis a specification of avalidation test suite for the DES
[DEST-NIST]. Thesuiteis designed to test all aspects of the DES
and is useful for pinpointing specific problems.
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- There is a specification of a maintenance test for the DES [DESM-
NIST]. Thetest utilizes aminimal amount of data and processing
to test all components of the DES. It provides a simple yes-or-no
indication of correct operation and is useful to run as part of an
initialization step, e.g., when a computer re-boots.

8.1.1.1. DES key and Initialization Vector

Thefirst 8 octets of the 16-octet secret (private privacy key) are
used asaDES key. Since DES uses only 56 bits, the L east
Significant Bit in each octet is disregarded.

The Initialization Vector for encryption is obtained using the
following procedure.

Thelast 8 octets of the 16-octet secret (private privacy key) are
used as pre-1V.

In order to ensure that the IV for two different packets encrypted by
the same key, are not the same (i.e., the IV does not repeat) we need

to "salt" the pre-1V with something unique per packet. An 8-octet
string is used asthe "salt". The concatenation of the generating

SNMP engine's 32-bit snmpEngineBoots and alocal 32-bit integer, that
the encryption engine maintains, isinput to the "salt". The 32-hit
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integer isinitialized to an arbitrary value at boot time.

The 32-bit snmpEngineBoots is converted to the first 4 octets (M ost
Significant Byte first) of our "salt". The 32-bit integer isthen

converted to the last 4 octet (Most Significant Byte first) of our

"salt". Theresulting "salt" isthen X OR-ed with the pre-IV to

obtain the IV. The 8-octet "salt" isthen put into the
privParameters field encoded as an OCTET STRING. The"salt" integer
isthen modified. We recommend that it be incremented by one and
wrap when it reaches the maximum value.

How exactly the value of the "salt" (and thus of the IV) varies, is
an implementation issue, as long as the measures are taken to avoid
producing aduplicate IV.

The "salt" must be placed in the privParameters field to enable the
receiving entity to compute the correct 1V and to decrypt the

message.
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8.1.1.2. Data Encryption

The data to be encrypted is treated as sequence of octets. Its
length should be an integral multiple of 8 - and if it isnot, the
datais padded at the end as necessary. The actual pad valueis
irrelevant.

The datais encrypted in Cipher Block Chaining mode.

The plaintext is divided into 64-bit blocks.

The plaintext for each block is XOR-ed with the ciphertext of the
previous block, the result is encrypted and the output of the

encryption is the ciphertext for the block. This procedureis
repeated until there are no more plaintext blocks.
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For the very first block, the Initialization Vector is used instead
of the ciphertext of the previous block.

8.1.1.3. Data Decryption

Before decryption, the encrypted data length is verified. If the
length of the OCTET STRING to be decrypted is not an integral
multiple of 8 octets, the decryption processis halted and an
appropriate exception noted. When decrypting, the padding is
ignored.

Thefirst ciphertext block is decrypted, the decryption output is
XOR-ed with the Initialization Vector, and the result is the first
plaintext block.

For each subsequent block, the ciphertext block is decrypted, the
decryption output is XOR-ed with the previous ciphertext block and
the result is the plaintext block.

8.2. Elements of the DES Privacy Protocol

This section contains definitions required to realize the privacy
modul e defined by this memo.

8.2.1. Users
Data en/decryption using this Symmetric Encryption Protocol makes use
of adefined set of userNames. For any user on whose behalf a

message must be en/decrypted at a particular SNMP engine, that SNMP
engine must have knowledge of that user. An SNMP engine that wishes
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to communicate with another SNMP engine must also have knowledge of a
user known to that SNMP engine, including knowledge of the applicable
attributes of that user.

A user and its attributes are defined as follows:

<userName>
An octet string representing the name of the user.
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<privKey>
A user's secret key to be used as input for the DES key and I V.
The length of thiskey MUST be 16 octets.

8.2.2. msgAuthoritativeEnginel D

The msgAuthoritativeEnginel D value contained in an authenticated
message specifies the authoritative SNMP engine for that particular
message (see the definition of ShmpEnginel D in the SNMP Architecture
document [RFC3411]).

The user's (private) privacy key is normally different at each
authoritative SNMP engine and so the snmpEnginel D is used to select
the proper key for the en/decryption process.

8.2.3. SNMP Messages Using this Privacy Protocol

Messages using this privacy protocol carry a msgPrivacyParameters
field as part of the msgSecurityParameters. For this protocol, the
msgPrivacyParameters field is the serialized OCTET STRING
representing the "salt" that was used to create the IV.

8.2.4. Services Provided by the DES Privacy Module
This section describes the inputs and outputs that the DES Privacy
modul e expects and produces when the User-based Security module
invokes the DES Privacy module for services.

8.2.4.1. Servicesfor Encrypting Outgoing Data
This DES privacy protocol assumes that the selection of the privKey
is done by the caller and that the caller passes the secret key to be
used.
Upon completion the privacy module returns statusinformation and, if
the encryption process was successful, the encryptedPDU and the

msgPrivacyParameters encoded as an OCTET STRING. The abstract
service primitiveis:
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statuslnformation = -- success of failure

encryptData(
IN encryptKey -- secret key for encryption
IN dataToEncrypt -- data to encrypt (scopedPDU)
OUT encryptedData -- encrypted data (encryptedPDU)
OUT privParameters -- filled in by service provider
)
The abstract data elements are:

statuslnformation
An indication of the success or failure of the encryption process.
In case of failure, it is an indication of the error.

encryptKey
The secret key to be used by the encryption algorithm. The length
of thiskey MUST be 16 octets.

dataT oEncrypt
The data that must be encrypted.

encryptedData
The encrypted data upon successful completion.

privParameters
The privParameters encoded as an OCTET STRING.

8.2.4.2. Servicesfor Decrypting Incoming Data
This DES privacy protocol assumes that the selection of the privKey
is done by the caller and that the caller passes the secret key to be
used.
Upon completion the privacy module returns statusinformation and, if
the decryption process was successful, the scopedPDU in plain text.

The abstract service primitiveis:

statuslnformation =

decryptData(

IN decryptKey -- secret key for decryption

IN privParameters -- asreceived on the wire

IN encryptedData -- encrypted data (encryptedPDU)

OUT decryptedData -- decrypted data (scopedPDU)
)
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The abstract data elements are:

statuslnformation
An indication whether the data was successfully decrypted and if
not an indication of the error.

decryptKey
The secret key to be used by the decryption algorithm. The length
of thiskey MUST be 16 octets.

privParameters
The "salt" to be used to calculate the IV.

encryptedData
The datato be decrypted.

decryptedData
The decrypted data.

8.3. Elements of Procedure.
This section describes the procedures for the DES privacy protocol.
8.3.1. Processing an Outgoing Message

This section describes the procedure followed by an SNMP engine
whenever it must encrypt part of an outgoing message using the
usmDESPrivProtocol.

1) The secret cryptKey isused to construct the DES encryption key,
the "salt" and the DES pre-1V (from which the IV is computed as
described in section 8.1.1.1).

2) The privParameters field is set to the serialization according to
therulesin [RFC3417] of an OCTET STRING representing the "salt"
string.

3) The scopedPDU is encrypted (as described in section 8.1.1.2)
and the encrypted dataiis serialized according to the rulesin
[RFC3417] asan OCTET STRING.
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4) The serialized OCTET STRING representing the encrypted scopedPDU
together with the privParameters and statusl nformation indicating
successis returned to the calling module.
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8.3.2. Processing an Incoming Message

This section describes the procedure followed by an SNMP engine
whenever it must decrypt part of an incoming message using the
usmDESPrivProtocol.

1) If the privParameters field is not an 8-octet OCTET STRING, then
an error indication (decryptionError) is returned to the calling
module.

2) The"salt" is extracted from the privParameters field.

3) The secret cryptKey and the "salt" are then used to construct the
DES decryption key and pre-1V (from which the IV is computed as
described in section 8.1.1.1).

4) The encryptedPDU is then decrypted (as described in section
8.1.1.3).

5) If the encryptedPDU cannot be decrypted, then an error indication
(decryptionError) is returned to the calling module.

6) The decrypted scopedPDU and statusl nformation indicating success
arereturned to the calling module.

9. Intellectual Property

The |ETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to
pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights
might or might not be available; neither does it represent that it
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has made any effort to identify any such rights. Information on the
|ETF's procedures with respect to rights in standards-track and
standards-related documentation can be found in BCP-11. Copies of
claims of rights made available for publication and any assurances of
licenses to be made available, or the result of an attempt made to
obtain ageneral license or permission for the use of such

proprietary rights by implementors or users of this specification can
be obtained from the IETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the IETF Executive

Director.
Blumenthal & Wijnen Standards Track [Page 69]
RFC 3414 USM for SNMPv3 December 2002

10. Acknowledgements

This document is the result of the efforts of the SNMPv3 Working
Group. Some special thanks are in order to the following SNMPv3 WG
members:

Harald Tveit Alvestrand (Maxware)

Dave Battle (SNMP Research, Inc.)

Alan Beard (Disney Worldwide Services)

Paul Berrevoets (SWI Systemware/Halcyon Inc.)
Martin Bjorklund (Ericsson)

Uri Blumentha (IBM T.J. Watson Research Center)
Jeff Case (SNMP Research, Inc.)

John Curran (BBN)

Mike Daniele (Compag Computer Corporation))

T. Max Devlin (Eltrax Systems)

John Flick (Hewlett Packard)

Rob Frye (MCI)

Wes Hardaker (U.C.Davis, Information Technology - D.C.A.S)
David Harrington (Cabletron Systems Inc.)

Lauren Heintz (BMC Software, Inc.)

N.C. Hien (IBM T.J. Watson Research Center)
Michael Kirkham (InterWorking Labs, Inc.)

Dave Levi (SNMP Research, Inc.)

Open Source Used In C1200 and 1300 Series Switches 4.0.x 291



Louis A Mamakos (UUNET Technologies Inc.)
Joe Marzot (Nortel Networks)

Paul Meyer (Secure Computing Corporation)
Keith McCloghrie (Cisco Systems)

Bob Moore (IBM)

Russ Mundy (TIS Labs at Network Associates)
Bob Natale (ACE* COMM Corporation)

Mike O'Dell (UUNET TechnologiesInc.)

Dave Perkins (DeskTalk)

Peter Polkinghorne (Brunel University)

Randy Presuhn (BMC Software, Inc.)

David Reeder (TIS Labs at Network Associates)
David Reid (SNMP Research, Inc.)

Aleksey Romanov (Quality Quorum)

Shawn Routhier (Epilogue)

Juergen Schoenwaelder (TU Braunschweig)
Bob Stewart (Cisco Systems)

Mike Thatcher (Independent Consultant)

Bert Wijnen (IBM T.J. Watson Research Center)

Blumenthal & Wijnen Standards Track [Page 70]

RFC 3414 USM for SNMPv3 December 2002

The document is based on recommendations of the IETF Security and
Administrative Framework Evolution for SNMP Advisory Team. Members
of that Advisory Team were:

David Harrington (Cabletron Systems Inc.)

Jeff Johnson (Cisco Systems)

David Levi (SNMP Research Inc.)

John Linn (Openvision)

Russ Mundy (Trusted Information Systems) chair
Shawn Routhier (Epilogue)

Glenn Waters (Nortel)

Bert Wijnen (IBM T. J. Watson Research Center)

As recommended by the Advisory Team and the SNMPv3 Working Group
Charter, the design incorporates as much as practical from previous
RFCs and drafts. Asaresult, specia thanks are due to the authors

Open Source Used In C1200 and 1300 Series Switches 4.0.x 292



of previous designs known as SNMPv2u and SNMPv2*:

Jeff Case (SNMP Research, Inc.)

David Harrington (Cabletron Systems Inc.)

David Levi (SNMP Research, Inc.)

Keith McCloghrie (Cisco Systems)

Brian O'Keefe (Hewlett Packard)

Marshall T. Rose (Dover Beach Consulting)

Jon Saperia (BGS SystemsInc.)

Steve Waldbusser (International Network Services)
Glenn W. Waters (Bell-Northern Research Ltd.)

11. Security Considerations

11.1. Recommended Practices

This section describes practices that contribute to the secure,
effective operation of the mechanisms defined in this memo.

- An SNMP engine must discard SNMP Response messages that do not
correspond to any currently outstanding Request message. Itisthe
responsibility of the Message Processing module to take care of
this. For exampleit can use amsglD for that.

An SNMP Command Generator Application must discard any Response
Class PDU for which there is no currently outstanding Confirmed

Class PDU; for example for SNMPv2 [RFC3416] PDUs, the request-id
component in the PDU can be used to correlate Responses to
outstanding Regquests.
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Although it would be typical for an SNMP engine and an SNMP Command
Generator Application to do this as a matter of course, when using

these security protocolsit is significant due to the possibility

of message duplication (malicious or otherwise).

- If an SNMP engine uses amsgl D for correlating Response messages to
outstanding Request messages, then it MUST use different msglDsin
all such Request messages that it sends out during a Time Window
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(150 seconds) period.

A Command Generator or Notification Originator Application MUST use
different request-idsin all Request PDUs that it sends out during
a TimeWindow (150 seconds) period.

This must be done to protect against the possibility of message
duplication (malicious or otherwise).

For example, starting operations with amsglD and/or request-id
value of zero isnot agood idea. Initializing them with an
unpredictable number (so they do not start out the same after each
reboot) and then incrementing by one would be acceptable.

- An SNMP engine should perform time synchronization using
authenticated messages in order to protect against the possibility
of message duplication (malicious or otherwise).

- When sending state altering messages to a managed authoritative
SNMP engine, a Command Generator Application should delay sending
successive messages to that managed SNMP engine until a positive
acknowledgement is received for the previous message or until the
previous message expires.

No message ordering isimposed by the SNMP. Messages may be

received in any order relative to their time of generation and each

will be processed in the ordered received. Note that when an

authenticated message is sent to amanaged SNMP engine, it will be

valid for aperiod of time of approximately 150 seconds under

normal circumstances, and is subject to replay during this period.

Indeed, an SNMP engine and SNM P Command Generator Applications must
cope with the loss and re-ordering of messages resulting from

anomaliesin the network as a matter of course.

However, a managed object, snmpSetSerialNo [RFC3418], is
specifically defined for use with SNMP Set operations in order to

provide a mechanism to ensure that the processing of SNM P messages
occursin a specific order.
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- The frequency with which the secrets of a User-based Security Model
user should be changed isindirectly related to the frequency of
their use.

Protecting the secrets from disclosureis critical to the overall
security of the protocols. Frequent use of a secret provides a
continued source of data that may be useful to a cryptanalyst in
exploiting known or perceived weaknesses in an algorithm. Frequent
changes to the secret avoid this vulnerability.

Changing a secret after each use is generally regarded as the most
secure practice, but a significant amount of overhead may be
associated with that approach.

Note, too, in alocal environment the threat of disclosure may be
less significant, and as such the changing of secrets may be less
frequent. However, when public data networks are used as the
communication paths, more caution is prudent.

11.2 Defining Users

The mechanisms defined in this document employ the notion of users on
whose behalf messages are sent. How "users" are defined is subject

to the security policy of the network administration. For example,

users could beindividuals (e.g., "jo€e" or "jane"), or a particular

role (e.g., "operator” or "administrator"), or acombination (e.g.,
"joe-operator”, "jane-operator" or "joe-admin"). Furthermore, a user
may be alogical entity, such asan SNMP Application or a set of SNMP
Applications, acting on behalf of anindividual or role, or set of

individuals, or set of roles, including combinations.

Appendix A describes an algorithm for mapping a user "password" to a
16/20 octet value for use as either a user's authentication key or

privacy key (or both). Note however, that using the same password
(and therefore the same key) for both authentication and privacy is
very poor security practice and should be strongly discouraged.
Passwords are often generated, remembered, and input by a human.
Human-generated passwords may be less than the 16/20 octets required
by the authentication and privacy protocols, and brute force attacks

can be quite easy on arelatively short ASCII character set.

Therefore, the algorithm is Appendix A performs a transformation on
the password. If the Appendix A algorithmis used, SNMP
implementations (and SNM P configuration applications) must ensure
that passwords are at least 8 charactersin length. Please note that
longer passwords with repetitive strings may result in exactly the

same key. For example, a password 'bertbert’ will result in exactly

the same key as password 'bertbertbert'.
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Because the Appendix A agorithm uses such passwords (nearly)
directly, it is very important that they not be easily guessed. It

is suggested that they be composed of mixed-case a phanumeric and
punctuation characters that don't form words or phrases that might be
found in adictionary. Longer passwordsimprove the security of the
system. Users may wish to input multiword phrases to make their
password string longer while ensuring that it is memorable.

Sinceit isinfeasible for human users to maintain different

passwords for every SNMP engine, but security requirements strongly
discourage having the same key for more than one SNMP engine, the
User-based Security Model employs a compromise proposed in
[Localized-key]. It derivesthe user keys for the SNMP engines from
user's password in such away that it is practically impossible to

either determine the user's password, or user's key for another SNMP
engine from any combination of user's keys on SNMP engines.

Note however, that if user's password is disclosed, then key

localization will not help and network security may be compromised in
this case. Therefore a user's password or non-localized key MUST NOT
be stored on a managed device/node. Instead the localized key SHALL
be stored (if at all), so that, in case a device does get

compromised, no other managed or managing devices get compromised.

11.3. Conformance

To betermed a" Secure SNMP implementation” based on the User-based
Security Model, an SNMP implementation MUST:

- implement one or more Authentication Protocol(s). The HMAC-MD5-96
and HMAC-SHA-96 Authentication Protocols defined in this memo are
examples of such protocols.

- to the maximum extent possible, prohibit access to the secret(s) of
each user about which it maintains information in a Local
Configuration Datastore (LCD) under al circumstances except as
required to generate and/or validate SNM P messages with respect to
that user.

- implement the key-localization mechanism.
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- implement the SNMP-USER-BASED-SM-MIB.

In addition, an authoritative SNMP engine SHOULD provide initial
configuration in accordance with Appendix A.1.

Implementation of a Privacy Protocol (the DES Symmetric Encryption
Protocol defined in this memo is one such protocol) is optional.
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11.4. Use of Reports

The use of unsecure reports (i.e., sending them with a securityL evel

of noAuthNoPriv) potentially exposes a hon-authoritative SNMP engine
to some form of attacks. Some people consider these denial of

service attacks, othersdon't. An installation should evaluate the

risk involved before deploying unsecure Report PDUS.

11.5 Accessto the SNMP-USER-BASED-SM-MIB

The objectsin this MIB may be considered sensitive in many
environments. Specifically the objects in the usmUserTable contain
information about users and their authentication and privacy

protocols. It isimportant to closely control (both read and write)
access to these MIB objects by using appropriately configured Access
Control models (for example the View-based Access Control Model as
specified in [RFC3415]).
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APPENDIX A - Installation
A.1l. SNMP engine Installation Parameters
During installation, an authoritative SNMP engine SHOULD (in the

meaning as defined in [RFC2119]) be configured with several initial
parameters. These include:
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1) A Security Posture

The choice of security posture determines if initial configuration
isimplemented and if so how. One of three possible choicesis
selected:

minimum-secure,
Semi-Ssecure,
very-secure (i.e., no-initial-configuration)

In the case of avery-secure posture, thereisnoinitial
configuration, and so the following steps are irrelevant.

2) One or More Secrets

These are the authentication/privacy secrets for the first user to
be configured.

One way to accomplish thisisto have the installer enter a
"password" for each required secret. The password isthen
algorithmically converted into the required secret by:

- forming a string of length 1,048,576 octets by repeating the
value of the password as often as necessary, truncating
accordingly, and using the resulting string as the input to the
MD?5 algorithm [RFC1321]. The resulting digest, termed
"digest1", isused in the next step.

- asecond string is formed by concatenating digest1, the SNMP
engine's snmpEnginel D value, and digest1l. Thisstring isused
asinput to the MD5 algorithm [RFC1321].

Theresulting digest is the required secret (see Appendix A.2).
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With these configured parameters, the SNMP engine instantiates the
following usmUserEntry in the usmUserTable:

no privacy support  privacy support

usmUserEnginel D localEnginel D localEnginel D

usmUserName "initial" "initial"

usmUserSecurityName  "initial" "initial"

usmUserCloneFrom ZeroDotZero ZeroDotZero

usmUserAuthProtocol  usmHMACM D5A uthProtocol usmHMA CM D5A uthProtocol
usmUserAuthKeyChange ™"

usmUserOwnAuthK eyChange "

usmUserPrivProtocol  none usmDESPrivProtocol
usmUserPrivkeyChange "

usmUserOwnPrivK eyChange ""

usmUserPublic
usmUserStorageType  anyValidStorageType anyValidStorageType
usmUserStatus active active

It is recommended to also instantiate a set of template
usmUserEntries which can be used as clone-from users for newly

created usmUserEntries. These are the two suggested entries:

no privacy support  privacy support

usmUserEnginel D localEnginel D localEnginel D
usmUserName "templateMD5" "templateMD5"
usmUserSecurityName  "templateMD5" "templateM D5"
usmUserCloneFrom ZeroDotZero ZeroDotZero
usmUserAuthProtocol  usmHMACM D5A uthProtocol usmHMA CM D5A uthProtocol
usmUserAuthKeyChange "
usmUserOwnAuthK eyChange "
usmUserPrivProtocol  none usmDESPrivProtocol
usmUserPrivKkeyChange "
usmUserOwnPrivK eyChange ""

usmUserPublic

usmUserStorageType  permanent permanent
usmUserStatus active active
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no privacy support  privacy support

usmUserEnginel D localEnginel D localEnginel D
usmUserName "templateSHA" "templateSHA"
usmUserSecurityName  "templateSHA" "templateSHA"
usmUserCloneFrom ZeroDotZero ZeroDotZero
usmUserAuthProtocol  usmHMACSHAAuthProtocol usmHMACSHA A uthProtocol
usmUserAuthKeyChange ™"
usmUserOwnAuthK eyChange ""
usmUserPrivProtocol none usmDESPrivProtocol
usmUserPrivKkeyChange "
usmUserOwnPrivK eyChange "
usmUserPublic

usmUserStorageType  permanent permanent
usmUserStatus active active

A.2. Password to Key Algorithm

A sample code fragment (section A.2.1) demonstrates the password to
key algorithm which can be used when mapping a password to an
authentication or privacy key using MD5. The reference source code
of MD5 isavailablein [RFC1321].

Another sample code fragment (section A.2.2) demonstrates the
password to key agorithm which can be used when mapping a password
to an authentication or privacy key using SHA (documented in SHA-
NIST).

An example of the results of a correct implementation is provided
(section A.3) which an implementor can use to check if his
implementation produces the same result.
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A.2.1. Password to Key Sample Code for MD5

void password to_key md5(
u_char *password, /* IN*/
u_int passwordlen, /* IN */
u_char *enginelD, /* IN - pointer to snmpEnginelD */
u_int engineLength,/* IN - length of snmpEnginelD */
u_char *key) /* OUT - pointer to caller 16-octet buffer */
{
MD5 CTX MD;
u char *cp, password buf[64];
ulong password_index = 0;
ulong count=0,i;

MD5Init (& MD); /* initialize MD5 */

/**********************************************[

/* Use while loop until we've done 1 Megabyte */
/**********************************************[
while (count < 1048576) {
cp = password_buf;
for (i=0;1<64;i++) {
/*************************************************/
/* Take the next octet of the password, wrapping */
/* to the beginning of the password as necessary.*/
/*************************************************/
*cp++ = password[password_index++ % passwordlen];
}
MD5Update (& MD, password_buf, 64);
count += 64,

}
MD5Final (key, & MD); /* tell MD5 we're done */

Open Source Used In C1200 and 1300 Series Switches 4.0.x 304



/*****************************************************/

/* Now localize the key with the enginelD and pass */

/* through MD5 to produce final key */

/* May want to ensure that engineLength <=32,  */

/* otherwise need to use abuffer larger than 64  */
/*****************************************************/
memcpy(password_buf, key, 16);

memcpy(password _buf+16, enginel D, engineL ength);
memcpy(password_buf+16+enginel ength, key, 16);

MD5Init(&MD);
MD5Update(& MD, password_buf, 32+enginelL ength);
MD5Final (key, & MD);

return;
}
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A.2.2. Password to Key Sample Code for SHA

void password to_key sha(
u_char *password, /* IN*/
u_int passwordlen, /* IN */
u_char *enginelD, /* IN - pointer to snmpEnginelD */
u_int engineLength,/* IN - length of snmpEnginelD */
u_char *key) /* OUT - pointer to caller 20-octet buffer */

SHA_CTX SH;

u char *cp, password buf[72];
u_long password_index = 0;
ulong count=0,i;

SHAInit (&SH); /* initialize SHA */

/**********************************************[

/* Use while loop until we've done 1 Megabyte */
/**********************************************[
while (count < 1048576) {
cp = password_buf;
for (i=0;1<64;i++) {
/*************************************************/

/* Take the next octet of the password, wrapping */
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/* to the beginning of the password as necessary.*/
/*************************************************/
*cp++ = password[password_index++ % passwordlen];

}

SHAUpdate (& SH, password_buf, 64);

count += 64,

}
SHAFinal (key, & SH); /* tell SHA we're done */

/*****************************************************/

/* Now localize the key with the enginelD and pass */

/* through SHA to produce final key */

/* May want to ensure that engineLength <=32,  */

/* otherwise need to use abuffer larger than 72 */
/*****************************************************/
memcpy(password_buf, key, 20);

memcpy(password_buf+20, enginel D, engineL ength);
memcpy(password_buf+20+enginel ength, key, 20);

SHAINit(& SH);
SHAUpdate(& SH, password_buf, 40+enginel ength);
SHAFinal (key, & SH);

return;
}
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A.3. Password to Key Sample Results

A.3.1. Password to Key Sample Results using MD5

The following shows a sample output of the password to key algorithm
for a 16-octet key using MD5.

With a password of "maplesyrup” the output of the password to key
algorithm before the key is localized with the SNMP engine's
snmpEnginelD is:

'Of af 32 83 88 4e 92 83 4e bc 98 47 d8 ed d9 63'H

After the intermediate key (shown above) islocalized with the
snmpEnginel D value of:
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'00 00 00 00 00 00 00 00 00 00 00 02'H
the final output of the password to key algorithm is:
'52 6f 5e ed 9f cc e2 6f 89 64 c2 93 07 87 d8 2b'H
A.3.2. Password to Key Sample Results using SHA

The following shows a sample output of the password to key algorithm
for a 20-octet key using SHA.

With a password of "maplesyrup” the output of the password to key
algorithm before the key is localized with the SNMP engine's
snmpEnginelD is:

'9f b5 cc 03 81 49 7b 37 93 52 89 39 ff 78 8d 5d 79 14 52 11'H

After the intermediate key (shown above) islocalized with the
snmpEnginel D value of:

'00 00 00 00 00 00 00 00 00 00 00 02'H
the final output of the password to key algorithm is:
'66 95 fe bc 92 88 €3 62 82 23 5f c7 15 1f 12 84 97 b3 8f 3f'H
A.4. Sample Encoding of msgSecurityParameters
The msgSecurityParameters in an SNMP message are represented as an

OCTET STRING. ThisOCTET STRING should be considered opague outside
a specific Security Model.
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The User-based Security Model defines the contents of the OCTET
STRING as a SEQUENCE (see section 2.4).

Given these two properties, the following is an example of they
msgSecurityParameters for the User-based Security Model, encoded as

an OCTET STRING:

04 <length>

Open Source Used In C1200 and 1300 Series Switches 4.0.x 307



30 <length>

04 <length> <msgA uthoritativeEnginel D>

02 <length> <msgA uthoritativeEngineBoots>
02 <length> <msgA uthoritativeEngineTime>
04 <length> <msgUserName>

040c <HMAC-MD5-96-digest>

0408  <sdt>

Here is the example once more, but now with real values (except for
the digest in msgAuthenticationParameters and the salt in
msgPrivacyParameters, which depend on variable data that we have not

defined here):
Hex Data Description
04 39 OCTET STRING, length 57
3037 SEQUENCE, length 55
04 Oc 80000002 msgAuthoritativeEnginelD:  IBM
01 IPv4 address
09840301 9.132.3.1

020101 msgA uthoritativeEngineBoots: 1
02020101 msgAuthoritativeEngineTime: 257

04 04 62657274 msgUserName: bert

04 Oc 01234567 msgAuthenticationParameters: sample value
89abcdef
fedcba98

04 08 01234567 msgPrivacyParameters: sample value
89abcdef

A.5. Sample keyChange Results

A.5.1. Sample keyChange Results using MD5
Let us assume that a user has a current password of "maplesyrup” as
in section A.3.1. and let us also assume the snmpEnginel D of 12

octets:

‘00 00 00 00 00 00 00 00 00 00 00 02'H
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If we now want to change the password to "newsyrup”, then we first
calculate the key for the new password. It isasfollows:

'01 ad d2 7310 7c 4e 59 6b 4b 00 f8 2b 1d 42 a7'H

If welocalize it for the above snmpEnginel D, then the localized new
key becomes:

'87 02 1d 7b d9 d1 01 ba 05 ea 6e 3b f9 d9 bd 4aH

If we then use a (not so good, but easy to test) random value of

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O'H

Then the value we must send for keyChangeis:

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
8805615141676cc9196174e742a32551'H

If thiswere for the privacy key, then it would be exactly the same.
A.5.2. Sample keyChange Results using SHA

Let us assume that a user has a current password of "maplesyrup” as

in section A.3.2. and let us also assume the snmpEnginel D of 12

octets:

‘00 00 00 00 00 00 00 00 00 00 00 02'H

If we now want to change the password to "newsyrup”, then we first
calculate the key for the new password. Itisasfollows:

‘3a51 a6 d7 36 aa 34 7h 83 dc 4a87 e3 e5 5e e4 d6 98 ac 71'H

If welocalize it for the above snmpEnginel D, then the localized new
key becomes:

78 €2 dc ce 79 d5 94 03 b5 8c 1b ba as bf 4 63 91 f1 cd 25'H

If we then use a (not so good, but easy to test) random value of:

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O'H

Then the value we must send for keyChangeis:

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
9c 1017 f4fd 48 3d 2d e8 d5 fadb f8 43 92 cb 06 45 70 51'
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For the key used for privacy, the new nonlocalized key would be:

'‘3a51 a6 d7 36 aa 34 7h 83 dc 4a87 e3 e5 5e e4 d6 98 ac 71'H

For the key used for privacy, the new localized key would be (note
that they localized key gets truncated to 16 octets for DES):

78 €2 dc ce 79 d5 94 03 b5 8c 1b ba ab bf 4 63'H

If we then use a (not so good, but easy to test) random value of:

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O'H

Then the value we must send for keyChange for the privacy key is:

‘00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
‘"7ef8 d8 a4 c9 cd b2 6b 47 59 1c d8 52 ff 88 b5'H

B. Change Log

Changes made since RFC2574:

- Updated references
- Updated contact info
- Clarifications
- to first constraint item 1) on page 6.
- to usmUserCloneFrom DESCRIPTION clause
- to securityName in section 2.1
- Fixed "command responder" into "command generator” in last para of
DESCRIPTION clause of usmUserTable.

Changes made since RFC2274:

- Fixed msgUserName to allow size of zero and explain that this can
be used for snmpEnginel D discovery.

- Clarified section 3.1 steps4.b, 5, 6 and 8.b.

- Clarified section 3.2 paragraph 2.

- Clarified section 3.2 step 7.alast paragraph, step 7.b.1 second
bullet and step 7.b.2 third bullet.

- Clarified section 4 to indicate that discovery can use a userName
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of zero length in unA uthenticated messages, whereas avalid
userName must be used in authenticated messages.

- Added REVISION clausesto MODULE-IDENTITY

- Clarified KeyChange TC by adding a note that localized keys must be
used when calculating a KeyChange value.

- Added clarifying text to the DESCRIPTION clause of usmUserTable.
Added text describes arecommended procedure for adding a new user.

- Clarified the use of usmUserCloneFrom object.
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- Clarified how and under which conditions the usmUserA uthProtocol
and usmUserPrivProtocol can beinitialized and/or changed.

- Added comment on typical sizes for usmUserAuthKeyChange and
usmUserPrivKeyChange. Also for usmUserOwnAuthK eyChange and
usmUserOwnPrivK eyChange.

- Added clarifications to the DESCRIPTION clauses of
usmUserAuthK eyChange, usmUserOwnA uthK eychange, usmUserPrivK eyChange
and usmUserOwnPrivK eychange.

- Added clarification to DESCRIPTION clause of usmUserStorageType.

- Added clarification to DESCRIPTION clause of usmUserStatus.

- Clarified 1V generation procedurein section 8.1.1.1 and in
addition clarified section 8.3.1 step 1 and section 8.3.2. step 3.

- Clarified section 11.2 and added a warning that different size
passwords with repetitive strings may result in same key.

- Added template users to appendix A for cloning process.

- Fixed C-code examplesin Appendix A.

- Fixed examples of generated keysin Appendix A.

- Added examples of KeyChange valuesto Appendix A.

- Used PDU Classes instead of RFC1905 PDU types.

- Added text in the security section about Reports and Access Control
to the MIB.

- Removed aincorrect note at the end of section 3.2 step 7.

- Added anotein section 3.2 step 3.

- Corrected various spelling errors and typos.

- Corrected procedure for 3.2 step 2.a)

- various clarifications.

- Fixed references to new/revised documents

- Change to no longer cache datathat is not used
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Full Copyright Statement

Copyright (C) The Internet Society (2002). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in itsimplementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or asrequired to trandlate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an
"ASIS" basisand THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
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BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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Found in path(s):
* Jopt/cola/permits/1601387782_1679299635.2639437/0/net-snmp-2-9-1-tgz/package/ref/rfc/v3/rfc3414.txt
No license file was found, but licenses were detected in source scan.

SNMPv2-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, NOTIFICATION-TY PE,
TimeTicks, Counter32, snmpModules, mib-2
FROM SNMPv2-SMI
DisplayString, TestAndincr, TimeStamp

FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP, NOTIFICATION-GROUP
FROM SNMPv2-CONF,

snmpMIB MODULE-IDENTITY
LAST-UPDATED "200210160000Z"
ORGANIZATION "IETF SNMPv3 Working Group"
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CONTACT-INFO
"WG-EMail: snmpv3@lists.tisabs.com
Subscribe: snmpv3-request@lists.tislabs.com

Co-Chair: Russ Mundy
Network Associates Laboratories
postal: 15204 Omega Drive, Suite 300
Rockville, MD 20850-4601
USA
EMail:  mundy@tislabs.com
phone:  +1 301 947-7107

Co-Chair: David Harrington
Enterasys Networks
postal: 35 Industria Way
P. O. Box 5005
Rochester, NH 03866-5005
USA
EMail:  dbh@enterasys.com
phone:  +1603 337-2614

Editor: Randy Presuhn
BMC Software, Inc.
postal: 2141 North First Street
San Jose, CA 95131
USA
EMail:  randy_presuhn@bmc.com
phone:  +1 408 546-1006"
DESCRIPTION
"The MIB module for SNMP entities.

Copyright (C) The Internet Society (2002). This
version of thisMIB module is part of RFC 3418;
see the RFC itself for full legal notices.

REVISION  "200210160000Z"

DESCRIPTION
"Thisrevision of this MIB module was published as
RFC 3418."

REVISION  "199511090000Z"

DESCRIPTION
"Thisrevision of this MIB module was published as
RFC 1907."

REVISION  "199304010000Z"

DESCRIPTION
"Theinitia revision of this MIB module was published
as RFC 1450."

»={ snmpModules 1}
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snmpMIBObjects OBJECT IDENTIFIER ::={ sompMIB 1}

-- :={ snmpMIBObjects 1} this OID is absolete
-- :={ snmpMIBObjects 2 } this OID is obsolete
-- :=={ snmpMIBObjects 3 } this OID is absolete

-- the System group

-- acollection of objects common to all managed systems.

system OBJECT IDENTIFIER ::={ mib-21}

sysDescr OBJECT-TY PE

SYNTAX  DisplayString (SIZE (0..255))

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"A textual description of the entity. Thisvalue should
include the full name and version identification of
the system's hardware type, software operating-system,
and networking software.”

n={ system1}

sysObjectID OBJECT-TY PE

SYNTAX  OBJECT IDENTIFIER

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The vendor's authoritative identification of the
network management subsystem contained in the entity.
Thisvalueis alocated within the SMI enterprises
subtree (1.3.6.1.4.1) and provides an easy and
unambiguous means for determining “what kind of box' is
being managed. For example, if vendor “Flintstones,
Inc.' was assigned the subtree 1.3.6.1.4.1.424242,
it could assign the identifier 1.3.6.1.4.1.424242.1.1
toits "Fred Router'."

n={ system2}

sysUpTime OBJECT-TY PE

SYNTAX  TimeTicks

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The time (in hundredths of a second) since the
network management portion of the system was last
re-initialized."
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n={ system 3}

sysContact OBJECT-TY PE

SYNTAX  DisplayString (SIZE (0..255))

MAX-ACCESS read-write

STATUS  current

DESCRIPTION
"The textual identification of the contact person for
this managed node, together with information on how
to contact this person. If no contact information is
known, the value is the zero-length string."

m={ system4}

sysName OBJECT-TY PE

SYNTAX  DisplayString (SIZE (0..255))

MAX-ACCESS read-write

STATUS  current

DESCRIPTION
"An administratively-assigned name for this managed
node. By convention, thisisthe node's fully-qualified
domain name. If the nameisunknown, the valueis
the zero-length string."

n={ system5}

sysLocation OBJECT-TY PE

SYNTAX  DisplayString (SIZE (0..255))

MAX-ACCESS read-write

STATUS  current

DESCRIPTION
"The physical location of this node (e.g., ‘telephone
closet, 3rd floor"). If the location is unknown, the
value is the zero-length string.”

n={ system6}

sysServices OBJECT-TYPE
SYNTAX INTEGER (0..127)
MAX-ACCESS read-only
STATUS  current
DESCRIPTION
"A value which indicates the set of servicesthat this
entity may potentialy offer. Thevalueisasum.

This sum initially takes the value zero. Then, for

each layer, L, in the range 1 through 7, that this node
performs transactions for, 2 raised to (L - 1) is added
to the sum. For example, a node which performs only
routing functions would have avalue of 4 (2*(3-1)).

In contrast, a node which is a host offering application
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services would have avalue of 72 (2°(4-1) + 2\(7-1)).
Note that in the context of the Internet suite of
protocols, values should be calculated accordingly:

layer  functionality

1 physical (e.g., repeaters)
datalink/subnetwork (e.g., bridges)
internet (e.g., supportsthe IP)
end-to-end (e.g., supportsthe TCP)
applications (e.g., supports the SMTP)

N B~ WN

For systemsincluding OSI protocols, layers 5 and 6
may also be counted.”
m={system7}

-- object resource information

-- acollection of objects which describe the SNMP entity's
-- (statically and dynamically configurable) support of

-- various MIB modules.

sysORL astChange OBJECT-TY PE

SYNTAX TimeStamp

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The value of sysUpTime at the time of the most recent
change in state or value of any instance of sysORID."

n={ system 8}

sysORTable OBJECT-TY PE

SYNTAX SEQUENCE OF SysOREntry

MAX-ACCESS not-accessible

STATUS  current

DESCRIPTION
"The (conceptual) table listing the capabilities of
the local SNMP application acting as a command
responder with respect to various MIB modules.
SNMP entities having dynamically-configurable support
of MIB modules will have a dynamically-varying number
of conceptual rows."

m={ system9}

sysOREntry OBJECT-TY PE
SYNTAX  SysOREntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

Open Source Used In C1200 and 1300 Series Switches 4.0.x 317



"An entry (conceptual row) in the sysORTable."
INDEX  { sysORIndex }
={ sysORTable 1}

SysOREnNtry ::= SEQUENCE {
sysORIndex INTEGER,
sysORID OBJECT IDENTIFIER,
sysORDescr  DisplayString,
sysORUpTime TimeStamp

}

sysORIndex OBJECT-TY PE

SYNTAX INTEGER (1..2147483647)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The auxiliary variable used for identifying instances
of the columnar objects in the sysORTable."

:={ sysOREntry 1}

SysORID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"An authoritative identification of a capabilities
statement with respect to various MIB modul es supported
by the local SNMP application acting as a command
responder.”

:={ sysOREntry 2 }

sysORDescr OBJECT-TY PE

SYNTAX DisplayString

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"A textual description of the capabilitiesidentified
by the corresponding instance of sysORID."

:={ sysOREntry 3}

sysORUpTime OBJECT-TY PE

SYNTAX TimeStamp

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The value of sysUpTime at the time this conceptual
row was last instantiated."

:={ sysOREntry 4}
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-- the SNMP group
-- acollection of objects providing basic instrumentation and
-- control of an SNMP entity.

shmp OBJECT IDENTIFIER ::={ mib-211}

snmplnPkts OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The total number of messages delivered to the SNMP
entity from the transport service."

m={snmp1l}

snmplnBadVersions OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The total number of SNM P messages which were delivered
to the SNMP entity and were for an unsupported SNMP
version."

m={snmp 3}

snmplnBadCommunityNames OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  current

DESCRIPTION
"The total number of community-based SNM P messages (for
example, SNMPv1) delivered to the SNMP entity which
used an SNMP community name not known to said entity.
Also, implementations which authenticate community-based
SNMP messages using check(s) in addition to matching
the community name (for example, by also checking
whether the message originated from atransport address
allowed to use a specified community name) MAY include
in this value the number of messages which failed the
additional check(s). Itisstrongly RECOMMENDED that

the documentation for any security model which is used

to authenticate community-based SNM P messages specify

the precise conditions that contribute to this value."
n={snmp4}
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snmplnBadCommunityUses OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The total number of community-based SNM P messages (for
example, SNMPv1) delivered to the SNMP entity which
represented an SNMP operation that was not allowed for
the SNM P community named in the message. The precise
conditions under which this counter is incremented
(if at all) depend on how the SNMP entity implements
its access control mechanism and how its applications
interact with that access control mechanism. Itis
strongly RECOMMENDED that the documentation for any
access control mechanism which is used to control access
to and visibility of MIB instrumentation specify the
precise conditions that contribute to this value."

m={snmp5}

snmplnASNParseErrs OBJECT-TY PE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The total number of ASN.1 or BER errors encountered by
the SNMP entity when decoding received SNMP messages.”

m={snmp6}

snmpEnableAuthenTraps OBJECT-TY PE

SYNTAX  INTEGER { enabled(1), disabled(2) }

MAX-ACCESS read-write

STATUS  current

DESCRIPTION
"Indicates whether the SNMP entity is permitted to
generate authenticationFailure traps. The value of this
object overrides any configuration information; as such,
it provides a means whereby all authenticationFailure
traps may be disabled.

Note that it is strongly recommended that this object
be stored in non-volatile memory so that it remains
constant across re-initializations of the network
management system."

m={snmp30}

snmpSilentDrops OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
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STATUS current

DESCRIPTION
"The total number of Confirmed Class PDUs (such as
GetRequest-PDUs, GetNextRequest-PDUSs,
GetBulkRequest-PDUs, SetRequest-PDUs, and
InformRequest-PDUs) delivered to the SNMP entity which
were silently dropped because the size of areply
containing an alternate Response Class PDU (such asa
Response-PDU) with an empty variable-bindings field
was greater than either alocal constraint or the
maximum message size associated with the originator of
the request.”

n={snmp31}

snmpProxyDrops OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The total number of Confirmed Class PDUs
(such as GetRequest-PDUs, GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-PDUs, and
InformRequest-PDUs) delivered to the SNMP entity which
were silently dropped because the transmission of
the (possibly translated) message to a proxy target
failed in amanner (other than atime-out) such that
no Response Class PDU (such as a Response-PDU) could
be returned.”

n={snmp32}

-- information for notifications

-- acollection of objects which allow the SNMP entity, when
-- supporting a notification originator application,

-- to be configured to generate SNMPv2-Trap-PDUSs.

snmpTrap  OBJECT IDENTIFIER ::={ snmpMIBObjects 4 }

snmpTrapOID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER

MAX-ACCESS accessible-for-notify

STATUS  current

DESCRIPTION
"The authoritative identification of the notification
currently being sent. Thisvariable occurs as
the second varbind in every SNMPv2-Trap-PDU and
InformRequest-PDU."

m={ snmpTrap 1}
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-- u={ snmpTrap2} thisOID isobsolete

snmpTrapEnterprise OBJECT-TY PE

SYNTAX OBJECT IDENTIFIER

MAX-ACCESS accessible-for-notify

STATUS current

DESCRIPTION
"The authoritative identification of the enterprise
associated with the trap currently being sent. When an
SNMP proxy agent is mapping an RFC1157 Trap-PDU
into a SNMPv2-Trap-PDU, this variable occurs as the
last varbind."

i={ snmpTrap 3}

-- u={ snmpTrap4} thisOID isobsolete

-- well-known traps

snmpTraps OBJECT IDENTIFIER ::={ sompMIBObjects 5}

coldStart NOTIFICATION-TY PE

STATUS current

DESCRIPTION
"A coldStart trap signifies that the SNMP entity,
supporting a notification originator application, is
reinitializing itself and that its configuration may
have been altered.”

m={ snmpTraps 1}

warmStart NOTIFICATION-TY PE

STATUS current

DESCRIPTION
"A warmStart trap signifies that the SNMP entity,
supporting a notification originator application,
isreinitializing itself such that its configuration
is unaltered.”

»={ snmpTraps2}

-- Note the linkDown NOTIFICATION-TY PE ::={ snmpTraps 3}
-- and the linkUp NOTIFICATION-TYPE ::={ snmpTraps 4 }
-- are defined in RFC 2863 [RFC2863]

authenticationFailure NOTIFICATION-TY PE
STATUS current
DESCRIPTION
"An authenticationFailure trap signifies that the SNMP
entity has received a protocol message that is not
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properly authenticated. While all implementations
of SNMP entities MAY be capable of generating this
trap, the snmpEnableAuthenTraps object indicates
whether this trap will be generated.”

»={ snmpTraps5}

-- Note the egpNeighborL oss notification is defined
--as{ snmpTraps6} in RFC 1213

-- the set group

-- acollection of objects which allow several cooperating

-- command generator applications to coordinate their use of the
-- set operation.

snmpSet OBJECT IDENTIFIER ::={ snmpMIBObjects 6 }

snmpSetSeria No OBJECT-TY PE

SYNTAX TestAndincr

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"An advisory lock used to allow several cooperating
command generator applications to coordinate their
use of the SNMP set operation.

This object is used for coarse-grain coordination.
To achieve fine-grain coordination, one or more similar
objects might be defined within each MIB group, as

appropriate.”
n={ snmpSet 1}

-- conformance information

snmpM I BConformance
OBJECT IDENTIFIER ::={ snmpMIB 2}

snmpMIBCompliances
OBJECT IDENTIFIER ::={ snmpMIBConformance 1}
snmpMIBGroups OBJECT IDENTIFIER ::={ snmpMIBConformance 2 }

-- compliance statements

-- ={ snmpMIBCompliances1} thisOID isobsolete
snmpBasicCompliance MODUL E-COMPLIANCE
STATUS deprecated
DESCRIPTION
"The compliance statement for SNMPv2 entities which
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implement the SNMPv2 MIB.

This compliance statement is replaced by
snmpBasicComplianceRev2."
MODULE -- thismodule
MANDATORY -GROUPS { snmpGroup, snmpSetGroup, systemGroup,
snmpBasicNotificationsGroup }

GROUP snmpCommunityGroup
DESCRIPTION
"This group is mandatory for SNMPv2 entities which
support community-based authentication.”
:={ snmpMIBCompliances 2 }

snmpBasicComplianceRev2 MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"The compliance statement for SNMP entities which
implement this MIB module.”
MODULE -- thismodule
MANDATORY -GROUPS { snmpGroup, snmpSetGroup, systemGroup,
snmpBasicNotificationsGroup }

GROUP snmpCommunityGroup

DESCRIPTION
"This group is mandatory for SNMP entities which
support community-based authentication."

GROUP snmpWarmStartNotificationGroup
DESCRIPTION
"This group is mandatory for an SNMP entity which
supports command responder applications, and is
ableto reinitialize itself such that its
configuration is unaltered.”
:={ snmpMIBCompliances 3 }

-- units of conformance

-- ={ snmpMIBGroups 1} this OID is obsolete
-- :={ snmpMIBGroups 2 } this OID is obsolete
-- ={ snmpMIBGroups 3} this OID is obsolete
-- ={ snmpMIBGroups 4 } this OID is obsolete

snmpGroup OBJECT-GROUP
OBJECTS{ snmplnPkts,
snmplnBadVersions,
snmplnASNParseErrs,

Open Source Used In C1200 and 1300 Series Switches 4.0.x 324



snmpSilentDrops,
snmpProxyDrops,
snmpEnableAuthenTraps }
STATUS current
DESCRIPTION
"A collection of objects providing basic instrumentation
and control of an SNMP entity."
::={ snmpMIBGroups 8 }

snmpCommunityGroup OBJECT-GROUP
OBJECTS{ snmplnBadCommunityNames,
snmplnBadCommunityUses }

STATUS current

DESCRIPTION
"A collection of objects providing basic instrumentation
of a SNMP entity which supports community-based
authentication.”

::={ snmpMIBGroups 9 }

snmpSetGroup OBJECT-GROUP

OBJECTS{ snmpSetSerialNo }

STATUS current

DESCRIPTION
"A collection of objectswhich allow several cooperating
command generator applications to coordinate their
use of the set operation.”

::={ snmpMIBGroups 5}

systemGroup OBJECT-GROUP
OBJECTS{ sysDescr, sysObjectID, sysUpTime,
sysContact, sysName, sysL ocation,
sysServices,
sysORL astChange, sysORID,
sysORUpTime, sysORDescr }
STATUS current
DESCRIPTION
"The system group defines objects which are common to all
managed systems."
:={ snmpMIBGroups 6 }

snmpBasicNotificationsGroup NOTIFICATION-GROUP
NOTIFICATIONS{ coldStart, authenticationFailure }
STATUS current
DESCRIPTION
"The basic notifications implemented by an SNMP entity
supporting command responder applications.”
:={ snmpMIBGroups 7 }
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snmpWarmStartNotificationGroup NOTIFICATION-GROUP
NOTIFICATIONS { warmStart }
STATUS current
DESCRIPTION
"An additional notification for an SNMP entity supporting
command responder applications, if it isableto reinitialize
itself such that its configuration is unaltered.”
»={ snmpMIBGroups 11}

snmpNotificationGroup OBJECT-GROUP
OBJECTS{ snmpTrapOID, snmpTrapEnterprise }
STATUS current
DESCRIPTION
"These objects are required for entities
which support notification originator applications."
::={ snmpMIBGroups 12 }

-- definitions in RFC 1213 made obsolete by the inclusion of a
-- subset of the snmp group in thisMIB

snmpOutPkts OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Messages which were
passed from the SNMP protocol entity to the
transport service."

s={snmp2}

--{ snmp 7} isnot used

snmplnTooBigs OBJECT-TYPE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of SNMP PDUs which were
delivered to the SNMP protocol entity and for
which the value of the error-status field was
“tooBig'."

m={snmp8}

snmplnNoSuchNames OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS obsolete
DESCRIPTION

Open Source Used In C1200 and 1300 Series Switches 4.0.x 326



"The total number of SNMP PDUs which were
delivered to the SNMP protocol entity and for
which the value of the error-status field was

“noSuchName'.
m={snmp9}

snmplnBadValues OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP PDUs which were
delivered to the SNMP protocol entity and for
which the value of the error-status field was
“badValue'."

m={snmp 10}

snmplnReadOnlys OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number valid SNMP PDUs which were delivered
to the SNMP protocol entity and for which the value
of the error-status field was “readOnly'. It should
be noted that it is a protocol error to generate an
SNMP PDU which contains the value “readOnly' in the
error-status field, as such this object is provided
asameans of detecting incorrect implementations of
the SNMP."

n={snmp11}

snmplnGenErrs OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP PDUs which were delivered
to the SNMP protocol entity and for which the value
of the error-status field was “genErr"."

n={snmp12}

snmplnTotalReqVars OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS obsolete
DESCRIPTION
"The total number of MIB objects which have been
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retrieved successfully by the SNMP protocol entity
asthe result of receiving valid SNMP Get-Request
and Get-Next PDUs."

m={snmp 13}

snmplnTotal SetVars OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of MIB objects which have been
altered successfully by the SNMP protocol entity as
the result of receiving valid SNMP Set-Request PDUSs."

m={snmp 14}

snmplnGetRequests OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Get-Request PDUs which
have been accepted and processed by the SNMP
protocol entity."

m={snmp15}

snmplnGetNexts OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Get-Next PDUs which have been
accepted and processed by the SNMP protocol entity."

n={snmp 16}

snmplnSetRequests OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Set-Request PDUs which
have been accepted and processed by the SNMP protocol
entity."

n={snmp 17}

snmplnGetResponses OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
STATUS  obsolete
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DESCRIPTION
"The total number of SNMP Get-Response PDUs which
have been accepted and processed by the SNMP protocol
entity."

n={snmp 18}

snmpinTraps OBJECT-TYPE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of SNMP Trap PDUs which have been
accepted and processed by the SNMP protocol entity."

m={snmp 19}

snmpOutTooBigs OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of SNMP PDUs which were generated
by the SNMP protocol entity and for which the value
of the error-status field was “tooBig."

m={snmp20}

snmpOutNoSuchNames OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of SNMP PDUs which were generated
by the SNMP protocol entity and for which the value
of the error-status was "noSuchName'."

m={snmp21}

snmpOutBadValues OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS  obsolete

DESCRIPTION
"The total number of SNMP PDUs which were generated
by the SNMP protocol entity and for which the value
of the error-status field was “badvVaue'."

m={snmp22}

--{ snmp 23} isnot used

snmpOutGenErrs OBJECT-TY PE
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SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP PDUs which were generated
by the SNMP protocol entity and for which the value
of the error-status field was “genkrr'."

m={snmp24}

snmpOutGetRequests OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Get-Request PDUs which
have been generated by the SNMP protocol entity."

n={snmp25}

snmpOutGetNexts OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Get-Next PDUs which have
been generated by the SNMP protocol entity."

m={snmp26}

snmpOutSetRequests OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNM P Set-Request PDUs which
have been generated by the SNMP protocol entity."

n={snmp27}

snmpOutGetResponses OBJECT-TY PE

SYNTAX  Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The total number of SNMP Get-Response PDUs which
have been generated by the SNMP protocol entity."

m={snmp28}

snmpOutTraps OBJECT-TY PE
SYNTAX  Counter32
MAX-ACCESS read-only
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STATUS obsolete
DESCRIPTION
"The total number of SNMP Trap PDUs which have
been generated by the SNMP protocol entity."
n={snmp29}

snmpOhbsol eteGroup OBJECT-GROUP
OBJECTS{ snmpOutPkts, snmplnTooBigs, snmplnNoSuchNames,
snmplnBadV alues, snmplnReadOnlys, snmplnGenErrs,
snmplnTotalReqVars, snmplnTotal SetVars,
snmplnGetRequests, snmplnGetNexts, snmplnSetRequests,
snmplnGetResponses, snmplnTraps, snmpOutTooBigs,
snmpOutNoSuchNames, snmpOutBadV al ues,
snmpOutGenErrs, snmpOutGetRequests, snmpOutGetNexts,
snmpOutSetRequests, snmpOutGetResponses, snmpOutTraps
}
STATUS obsolete
DESCRIPTION
"A collection of objects from RFC 1213 made obsolete
by this MIB module.”
::={ snmpMIBGroups 10 }

END
Found in path(s):

* Jopt/cola/permits/1601387782_1679299635.2639437/0/net-snmp-2-9-1-tgz/package/lib/mibs/SNMPv2-M1B.mib
No license file was found, but licenses were detected in source scan.
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This document specifies an Internet standards track protocol for the
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Copyright Notice
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Abstract

This document defines version 2 of the protocol operations for the

Simple Network Management Protocol (SNMP). It defines the syntax and
elements of procedure for sending, receiving, and processing SNMP
PDUs. This document obsoletes RFC 1905.
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1. Introduction

The SNMP Management Framework at the time of this writing consists of
five major components:
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- An overall architecture, described in STD 62, RFC 3411
[RFC3411].

- Mechanisms for describing and naming objects and events for the
purpose of management. Thefirst version of this Structure of
Management Information (SMI) is called SMIv1 and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [RFC1215]. The second version, called SMIv2, is described
in STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and
STD 58, RFC 2580 [RFC2580].

- Message protocols for transferring management information. The
first version of the SNMP message protocol is called SNMPv1 and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNM P message protocol, which is not an Internet standards
track protocoal, is called SNMPv2c and described in RFC 1901
[RFC1901] and STD 62, RFC 3417 [RFC3417]. The third version of
the message protocol is called SNMPv3 and described in STD 62,
RFC 3417 [RFC3417], RFC 3412 [RFC3412] and RFC 3414 [RFC3414].

Protocol operations for accessing management information. The
first set of protocol operations and associated PDU formatsis
described in STD 15, RFC 1157 [RFC1157]. A second set of
protocol operations and associated PDU formatsis described in
this document.

A set of fundamental applications described in STD 62, RFC 3413
[RFC3413] and the view-based access control mechanism described
in STD 62, RFC 3415 [RFC3415].

A more detailed introduction to the SNMP Management Framework at the
time of thiswriting can be found in RFC 3410 [RFC3410].

Managed objects are accessed viaavirtual information store, termed
the Management Information Base or MIB. Objectsinthe MIB are
defined using the mechanisms defined in the SMI.

This document, Version 2 of the Protocol Operations for the Simple
Network Management Protocol, defines the operations of the protocol
with respect to the sending and receiving of PDUs to be carried by
the message protocol.

Presuhn, et al. Standards Track [Page 3]
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2. Overview

SNMP entities supporting command generator or notification receiver
applications (traditionally called "managers') communicate with SNMP
entities supporting command responder or notification originator
applications (traditionally called "agents"). The purpose of this
protocol is the transport of management information and operations.

2.1. Management Information

Theterm "variable" refers to an instance of a non-aggregate object

type defined according to the conventions set forth in the SMI

[RFC2578] or the textual conventions based on the SMI [RFC2579]. The
term "variable binding" normally refers to the pairing of the name of
avariable and its associated value. However, if certain kinds of
exceptional conditions occur during processing of aretrieval

request, avariable binding will pair aname and an indication of

that exception.

A variable-binding list isasimple list of variable bindings.

The name of avariableisan OBJECT IDENTIFIER which isthe
concatenation of the OBJECT IDENTIFIER of the corresponding object-
type together with an OBJECT IDENTIFIER fragment identifying the
instance. The OBJECT IDENTIFIER of the corresponding object-typeis
called the OBJECT IDENTIFIER prefix of the variable.

2.2. Retransmission of Requests

For all types of request in this protocol, the receiver is required
under normal circumstances, to generate and transmit a response to
the originator of the request. Whether or not arequest should be
retransmitted if no corresponding responseis received in an
appropriate timeinterval, is at the discretion of the application
originating the request. Thiswill normally depend on the urgency of
the request. However, such an application needsto act responsibly
in respect to the frequency and duration of re-transmissions. See
BCP 41 [RFC2914] for discussion of relevant congestion control
principles.

2.3. Message Sizes

The maximum size of an SNMP message is limited to the minimum of:
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(1) the maximum message size which the destination SNMP entity can

accept; and,
Presuhn, et al. Standards Track [Page 4]
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(2) the maximum message size which the source SNMP entity can
generate.

The former may be known on a per-recipient basis; and in the absence
of such knowledge, isindicated by transport domain used when sending
the message. The latter isimposed by implementation-specific local
congtraints.

Each transport mapping for the SNM P indicates the minimum message
size which a SNMP implementation must be able to produce or consume.
Although implementations are encouraged to support larger values
whenever possible, a conformant implementation must never generate
messages larger than allowed by the receiving SNMP entity.

One of the aims of the GetBulkRequest-PDU, specified in this

protocol, isto minimize the number of protocol exchanges required to
retrieve alarge amount of management information. As such, this PDU
type allows an SNMP entity supporting command generator applications
to request that the response be as large as possible given the

constraints on message sizes. These constraints include the limits

on the size of messages which the SNMP entity supporting command
responder applications can generate, and the SNMP entity supporting
command generator applications can receive.

However, it is possible that such maximum sized messages may be
larger than the Path MTU of the path across the network traversed by
the messages. |n this situation, such messages are subject to
fragmentation. Fragmentation is generally considered to be harmful
[FRAG], since among ot