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Offer Description - Product 
Cisco Secure Cloud Insights 
This Offer Description is part of the General Terms or similar terms existing between You and Cisco (e.g., the End 
User License Agreement) (the “Agreement”). Capitalized terms, unless defined in this document, have the meaning 
in the Agreement. Any references to the Supplemental End User License Agreement or SEULA mean Offer 
Description.  

1. Summary 

Cisco Secure Cloud Insights (the “Product”) is a cloud-native platform brought to market in collaboration with 
JupiterOne®. It provides deep insights into an enterprise’s universe of ephemeral and evolving cyber assets. The 
Product monitors multi-cloud deployments, both public and private cloud, as well as hybrid environments with a 
mix of on-premises infrastructure. The Product is API-driven and relies on agentless integrations to ingest data 
needed to map configuration and interactions between entities in an organization’s digital environment. This rich 
and connected dataset can be investigated using 550 odd pre-built queries and can be presented in an easy-
to-consume visual graph. Users can also easily create their own queries in J1QL, JupiterOne’s proprietary query 
language. These queries can then be turned into security alerts, augment existing compliance benchmarks such 
as SOC 2, or be grouped to author custom standards.  

The Product capabilities address Your organization’s Cloud Security Posture Management (CSPM) needs. With 
the Product, organizations can limit exposure resulting from an ever-increasing attack landscape by identifying 
security and compliance gaps, automating workflows, and maintaining continuous monitoring of Your 
organization’s security posture. Knowledge of relationships and interactions also fast-tracks investigations and 
aids threat containment and response. Finally, outbound integrations allow alerts to be routed to ticketing 
systems, email aliases, and messaging applications or publication/queuing services. Alerts can also be shared 
with other services via custom APIs, including other Cisco offers such as Secure Cloud Analytics and SecureX. 
The Product is a CSPM tool and much more. 

2. Support and Other Services 

2.1 Support. Your purchase of the Product includes Basic Cisco Software Support Services. 

2.2 Cisco SecureX. Your Secure Cloud Insights subscription includes access to Cisco SecureX, Cisco’s 
integrated security platform that aggregates threat intelligence (through SecureX incident manager response 
or Cisco Threat Response), unifies visibility across various Cisco and third-party security products, enables 
automated workflows, and more. For more information on SecureX, please see the SecureX Offer 
Description. 

3. Data Protection 

Privacy Data Sheet. The Cisco Secure Cloud Insights and Cisco SecureX Privacy Data Sheets (available at Cisco's 
Trust Portal) describe the Personal Data that Cisco collects and processes as part of the delivery of the Cloud 
Services. 

https://www.cisco.com/c/dam/en_us/about/doing_business/legal/eula/cisco_general_terms.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/docs/cisco-software-support-service.pdf
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html
https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html
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4. Special Terms  
 

Disclaimer. Cisco does not represent or warrant that the cloud services will guarantee absolute security due 
to the continual development of new techniques for intruding upon and attacking files, networks, and 
endpoints. Cisco does not represent or warrant that the cloud services will protect all your files, network, or 
endpoints from all malware, viruses or third-party malicious attacks. Cisco does not make any 
representations or warranties regarding any third-party system or service to which a cloud service 
integrates or to any ongoing integration support. Integrations made accessible to you that are not a generally 
available product included on your order are provided on an “as is” basis. 


