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Preface

Preface

Change History

Table 1 Infrastructure Configuration Cheatsheet Change History

Date Change Reason

September | Updated software version from | Software withdrawn

2018 X8.11to X8.11.1, as version

X8.11 is no longer available.

July 2018 | Updated Added Interoperability Direction Statement, page 3; this document
is no longer being actively maintained.

August Updated Added note that SIP broker requires TLS and therefore IM and

2017 Presence Service restricted version is required.

December | Updated Added note on need to change Default Cisco SIP Proxy TLS

2016 Listener port values on IM and Presence Service.

July 2016 | Updated Corrected configuration of application pools for IM and Presence
Service. Retitled to remove reference to Skype for Business.
Reinforced that this document is not for B2B deployments.

June 2016 | New document Expressway X8.8 enables chat and presence integration between
MS Lync Server and Cisco IM and Presence Service.

Interoperability Direction Statement

Expressway enables Microsoft clients to interoperate with Cisco and other standards-based SIP infrastructure. Cisco
is committed to continue supporting that interoperability using a new deployment model introduced in X8.9.

Expressway currently has two overlapping models for interoperating with Microsoft SIP infrastructure:

= Expressway’s Microsoft Interoperability service: this option enables the “Gateway Expressway” and “SIP
Broker” deployments. The Expressway transcodes the different implementations of SIP.

= Session classification: this option is available in Expressway X8.9 and later. The Cisco Meeting Server
transcodes the different implementations of SIP.

We intend to stop supporting the older model and we encourage customers to use the new model for interoperating
between Cisco and Microsoft SIP infrastructure. We will not extend Expressway’s Microsoft Interoperability service to
support newer Microsoft clients and infrastructure options.
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Preface

Table 2 Important differences between the interoperability models

Compare Expressway’s Microsoft Interoperability service Expressway session classification with Cisco
Meeting Server
Description | We actively developed this feature until X8.8. It is now | We introduced this deployment in X8.9 and
and the “Microsoft Interoperability service”, but was refined it in X8.10 and X8.11.x.
benefits previously the “Lync B2BUA”.
= Instant messaging and Presence
Instant messaging and Presence between between Cisco Jabber and Microsoft
Cisco Jabber and Microsoft clients (SIP Broker clients (does not require Meeting
deployment) Server)
Bidirectional video and audio, with desktop = Bidirectional video, audio, and
share from Microsoft side (Gateway desktop share
Expressway deployment) = Conferencing interoperability for
Microsoft clients
= Adual homed solution to maintain
user experience for Cisco and
Microsoft users
= Business to business federation
Licensing Microsoft Interoperability key on Expressway = Requires Meeting Server licensing
Rich Media Session (RMS) licenses on = Does not require Microsoft
Expressway Interoperability key on Expressway
= Does not require RMS licenses for on-
premises interoperation
Supported Lync Server 2013 = Lync Server 2013
Microsoft . .
versions Skype for Business Server 2015 = Skype for Business Server 2015
= Office 365
Known No business to business federations (on- = Expressway-E TURN Server feature
limitations premises, mixed infrastructure only) gapsin X8.10
Dedicated Expressway required = On-premises integration with
Limited support for mobile clients Mlc_r_osoft |n*f£astructure Is pending
verification
Unidirectional presentation transcoding: RDP -
> BFCP but not BFCP -> RDP
No AV MCU integration

** Expressway X8.10 does not completely support on-premises integration between Microsoft and Cisco
infrastructure. This limitation is removed in X8.11.1. If you need AVMCU integration (“dual homing”) with Expressway
X8.10, you can configure a direct integration between Meeting Server and the Microsoft Front End
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Introduction

Introduction

Our goal in this configuration is to get Cisco Jabber communicating with Microsoft clients. All clients are assumed to
be in the network (on-premises) and registering using the same domain. This deployment is not intended for
business to business integration.

This configuration assumes you already have Jabber clients communicating with each other, and Microsoft clients
communicating with each other.

Figure 1 Before this process:

XMPP

Registration CUCM IMEP

siP siP
Jabber — — caam Lync FE Server [ Registration

Registration Lync

We’re going to use a dedicated Expressway-C to connect the infrastructure elements. This will enable video calls,
instant messaging, and presence between Jabber and Lync clients.

Figure 2 After this process:

SIMPLE
AMPP

P —
Registration CUCM IM&P SIP SIMPLE:

sie sie Gateway ) .
Jabber Registration e Trunk Expressway or ¥CS T Lync FE Server Registration

Lync

Required Versions

s Cisco Unified Communications Manager 10.x or later

= Cisco Unified Communications Manager IM and Presence Service 10.x or later

= Expressway X8.8 or later

= Microsoft Lync Server 2010, Lync Server 2013, or Skype for Business Server 2015

Note: SIP broker requires TLS which is not available in the unrestricted version of IM and Presence Service. To use
this feature, Cisco Unified Communications Manager IM and Presence Service restricted version is required.

Related Documents

s See Cisco Expressway with Microsoft Infrastructure Deployment Guide on the Expressway configuration
guides page.

= See the Security Configuration chapter of Configuration and Administration of IM and Presence Service on
Cisco Unified Communications Manager, for your version, at the CUCM IM&P Configuration Guides page.

s See Partitioned Intradomain Federation for IM and Presence Service on Cisco Unified Communications
Manager, for your version, at the CUCM IM&P Configuration Guides page.

= See the Lync Server 2013 cmdlets index at TechNet.


http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/unified-presence/products-installation-and-configuration-guides-list.html
https://technet.microsoft.com/en-us/library/gg398867(v=ocs.15).aspx
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Configuration

Table 3 Configuration Overview

Task | Expressway-C Cisco Unified Communications Manager Microsoft FE Server Cisco Unified Communications
Manager IM and Presence Service

1 Task 1: Prepare Expressway-
C for Microsoft Interoperability,
page 8
2 Task 2: Create a SIP TLS Trunk Between
Cisco Unified Communications Manager
and Expressway-C, page 9
3 Task 3: Configure Microsoft Front End

Server to Trust Expressway-C, page 10

4 Task 4: Configure Microsoft
Interoperability on
Expressway-C, page 11

Milestone 1: Test Calls From Cisco Jabber to Microsoft Client, page 12

5 Task 5: Configure Expressway-
C to Route Calls From
Microsoft Hosts, page 13

6 Task 6: Create Static SIP Route From
Microsoft FE Server, page 14

Milestone 2: Test Calls From Microsoft Client to Cisco Jabber, page 15

7 Task 7: Configure Expressway-
C to Filter Chat and Presence,
page 16
8 Task 8: Create Static Route, Update

Incoming ACL, and Create TLS Peer
Subjects, page 17
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Table 3 Configuration Overview (continued)

Task

Expressway-C

Cisco Unified Communications Manager

Microsoft FE Server

Cisco Unified Communications
Manager IM and Presence Service

Task 9: Configure the TLS Peer
Context, page 18

10

Task 10: Configure Microsoft Front End
Server to Trust IM and Presence Service
Publishers, page 19

Milestone 3: Test Chat and Presence Between Microsoft and Jabber Clients, page 20
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Task 1: Prepare Expressway-C for Microsoft Interoperability

1. Install the Expressway-C and configure it for networking.

When adding IP addresses, make sure to also give it local DNS and NTP servers that are used by the other
infrastructure elements in this deployment.

Cisco Expressway Virtual Machine Installation Guide on the Expressway installation guides page.
Cisco Expressway CE1100 Appliance Installation Guide on the Expressway installation guides page.

2. Signin to the web interface and follow the service setup wizard to get Expressway-C licensed for the
Microsoft Interoperability service.

3. Give the Expressway-C a system name and a cluster name, even if it is not going to be part of a cluster.

Install a server certificate that has the peer FQDN as common name and has the cluster FQDN and peer FQDN
as SANs. The certificate’s signing authority must be trusted by the other infrastructure elements.

5. [Optional] Repeat the previous sequence on up to 5 more Expressway-Cs and then cluster them.
6. Enable SIP TLS mode.

Figure 3 Prepare the Expressway-C for Microsoft Interoperability
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Registration Expressway-C
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eMSmtemp
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el Cluster name = sP
Registration ExpCluster. FODN Registration
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ExpCluster. FGDN,
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@
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http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
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Task 2: Create a SIP TLS Trunk Between Cisco Unified Communications Manager
and Expressway-C

1.

Put the CUCM in Mixed Mode and check its basic configuration.

We recommend using TLS to secure all connections in this deployment. However, you can choose to leave
Unified CM in Non Secure mode, and create a TCP trunk towards Expressway-C.

In this case, you must configure the Expressway-C to encrypt/decrypt on behalf of Unified CM, because the
rest of the deployment mandates TLS.

Install a server certificate that is signed by a CA trusted by the other infrastructure elements.

3. Configure a SIP trunk security profile with these parameters:

Incoming and outgoing transports = TLS, inbound port = 5061, device security mode = encrypted, accept
unsolicited notification checked, accept replaces header checked, X.509 subject = Expressway-C cluster
FQDN.

4. Create a new SIP trunk that uses the security profile you just created and trunks to destination port 5061.

Make sure that Jabber is using a secure phone profile (the profile must have Device Security Mode =
Encrypted).

Figure 4 Create a Trunk to Expressway-C
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Task 3: Configure Microsoft Front End Server to Trust Expressway-C

1. Create a trusted application pool with identity of the Expressway-C (cluster FDQN)

2. Ifit’s a cluster of Expressway-Cs, add a new trusted application computer to the pool for each of the peer
FQDNSs.

3. Assign a new trusted application to the pool. Give the application the trusted application’s FQDN
(Expressway-C cluster FQDN) and its destination port (65072).

4. Check that the signing CA of the FE Servers' certificates is trusted by the Expressway-C and by the IM and
Presence Service nodes.

5. Check that the signing CA of the Expressway-C peers' certificates is trusted by the Microsoft FE servers.
6. Enable the topology.

Figure 5 Create Application Pool For Expressway-C Trusted Application

XMPP
Registration Microsoft FE Server

Trusted Application
Pool: identity=
ExpCluster.FQDN

Pool compurters= Exp
peer FQDNs

Appl. Pori=65072
Exp-C | s
Trunk Registration

siP
Registration

]
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Task 4: Configure Microsoft Interoperability on Expressway-C

1. Enable Microsoft Interoperability on the Expressway-C (primary)
2. Enter the Microsoft Front End Server’s address, the listening port, and set the transport to TLS.

When you save this configuration, the Expressway-C creates a new zone towards the Microsoft Front End
Server.

3. If necessary, create a transform to strip the port off the destination alias that comes from CUCM.

4. Create a search rule that matches incoming calls destined for Microsoft clients and route them to the new
Microsoft Interoperability zone.

Eg. CUCM zone > MSuser1@example.com:5063 > transform > MSuser1@example.com > search rule > MS
interop zone.

Figure 6 Create Trunk From Expressway-C to Microsoft FE Server
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Milestone 1: Test Calls From Cisco Jabber to Microsoft Client

Figure 7 Test SIP Call From Cisco Jabber to Microsoft Client
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1. Cisco Jabber user makes call to known alias in the Microsoft client's domain.

2. CUCM routes the call on the trunk to Expressway-C.

3. Expressway-C receives call on CUCM neighbor zone, transforms destination string if necessary, and routes on
neighbor zone to FE Server.

Microsoft Client

gl
-: | Answer

\J

4. FE serverreceives call from trusted application and routes it to the destination alias.
5. Microsoft client answers.
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Task 5: Configure Expressway-C to Route Calls From Microsoft Hosts

1. On the Expressway-C (primary), add a trusted host for each Microsoft Server that will route towards
Expressway-C.

2. Create a neighbor zone to each CUCM with these parameters:
Port = 5061, Transport = TLS enabled, TLS verify mode = On, Authentication trust mode = Off.
3. Create search rules to route calls from Microsoft Interoperability zone to CUCM zones.

Figure 8 Configure Routing From Microsoft Trusted Hosts To CUCM Neighbors
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Task 6: Create Static SIP Route From Microsoft FE Server

1. Create a new static TLS route with the following parameters:

MatchURI = CUCM domain (same as MS domain), port = 65072, destination = Expressway-C cluster FQDN,
use default certificate = true.

2. Assign the route to the global routing configuration.
3. Enable the topology.

Note: When the domain is the same, the Microsoft FE Servers will only use the global static route if they can’t find a
Microsoft-registered client with a matching alias.

Figure 9 Create Global Static Route From FE Server to Expressway-C Cluster

Xmpe
Registration Microsoft FE Server

Stafic route:
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siP siP  le Static sip
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.

Set global scope
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Milestone 2: Test Calls From Microsoft Client to Cisco Jabber

Figure 10 Test SIP Call From Microsoft Client to Cisco Jabber
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2. FE server does not find the alias locally and routes the call on the static route to Expressway-C.

3. Expressway-C receives call on Microsoft interoperability zone, transforms destination string if necessary, and
routes on neighbor zone to CUCM.

4. CUCM receives call on trunk from Expressway-C and routes it to the destination alias.

5. Jabber client answers.
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Task 7: Configure Expressway-C to Filter Chat and Presence

1. Enable the SIP broker.
2. Enter the FQDNSs of the IM&P nodes and the listening port.

Note: You must change the Default Cisco SIP Proxy TLS Listener port values for both server authentication and peer
authentication on IM and Presence Service. It performs peer (mutual) TLS authentication on port 5062 by default. You
must modify this default setting so that peer TLS authentication takes place on port 5061 and configure the server
TLS authentication port value to 5062. See the Node Configuration for Partitioned Intradomain Federation chapter of
Partitioned Intradomain Federation for IM and Presence Service on Cisco Unified Communications Manager, for your
version, at the CUCM IM&P Configuration Guides page.

Figure 11 Enable SIP Broker to Send SIP SIMPLE to IM and Presence Service

o SI,SI'ELE Expressway-C
Enable SIP Broker
+
- sie Destinations = IM&P SIP N
Trunk publisher addresses Trunk
+
IM&P listening port
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Task 8: Create Static Route, Update Incoming ACL, and Create TLS Peer Subjects

On each publisher node:

A

Configure a cluster-wide static route to carry IM&P traffic to Microsoft FE Server.
Add all Expressway-C peers’ FQDNs as new TLS Peer Subjects.

Add all Expressway-C peers’ IP addresses and FQDNs to the Incoming ACL.

Add all Front End servers’ FQDNs as new TLS Peer Subjects.

Add all Front End servers’ IP addresses and FQDNs to the Incoming ACL.

17
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Task 9: Configure the TLS Peer Context

In Cisco Unified CM IM and Presence Administration, go to System > Security > TLS Context Configuration.
Click Find.
Choose Default_Cisco_UPS_SIP_Proxy_Peer_Auth_TLS_Context.

From the list of available TLS peer subjects, choose the TLS peer subjects that you configured for the
Expressways and Microsoft FE Servers.

b

Move the chosen entries over to the Selected TLS Peer Subjects.

. [ForIM and Presence Service 11.x] In the TLS Cipher Mapping pane, remove the ECDHE_ECDSA ciphers from
the Selected TLS Ciphers list.

7. Click Save.

Restart the SIP Proxy service.

Figure 12 Static Route and Trust Configuration on IM and Presence Service
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Task 10: Configure Microsoft Front End Server to Trust IM and Presence Service
Publishers

You need to create a trusted application on FE server for each IM and Presence Service node.

1.
2.

Create a trusted application pool with identity parameter equal to the IM and Presence Service node's FQDN.

Assign a new trusted application to the pool. Give the application the trusted pool's identity (=the node's
FQDN) and its destination port (typically 5061).

Check that the signing CA of the IM and Presence Service node's certificate is trusted by the Microsoft
FE servers.

Repeat this task for every IM and Presence Service node (publishers and subscribers).
Enable the topology.

Figure 13 Create Application Pool For IM and Presence Service Trusted Application
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Milestone 3: Test Chat and Presence Between Microsoft and Jabber Clients

Figure 14 Test Chat and Presence Between Jabber and Microsoft Client
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TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
CISCO REPRESENTATIVE FOR A COPY.
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