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Introduction 

Welcome to the Cisco E-Mail Manager Administration Guide.  This introduction 
contains the following sections: 

 Audience 

 Cisco E-Mail Manager Documentation 

 Getting Started with E-Mail Manager 

 Getting Help 

Audience 

This guide contains instructions for administrators and managers who set up the E-
Mail Manager system and manage agents through the Web-based Administration 
Desktop. It is assumed that administrators and managers using this guide and the 
Administration Desktop are familiar with performing tasks through a standard Web 
browser. 

Cisco E-Mail Manager Documentation 

The following documentation is available for E-Mail Manager Release 5.0: 

 

Document Audience Description Where to Find 

Cisco E-Mail Manager 
Overview Guide 

All E-Mail Manager 
users. 

An overview of E-Mail 
Manager functionality, 
capability, and 
architecture. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Administration Guide 

Administrators and 
managers working with 
the Administration 
Desktop. 

Conceptual information 
about typical 
administrative and 
managerial tasks done 
through the 
Administration Desktop. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Agent Guide 

Managers who set up 
agents and determine 
how they will respond to 
e-mail messages, as 
well as those agents.   

Conceptual information 
about typical agent 
tasks done through the 
Agent Desktop. 

Cisco E-Mail Manager 
CD 

 

 

Help icon in the Agent 
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Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Installation and 
Configuration Guide 

Those who install and 
configure E-Mail 
Manager on the server. 

Instructions and 
requirements for 
installing and 
configuring E-Mail 
Manager on the server. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Database Guide 

Those who maintain the 
database used by E-Mail 
Manager, and those 
who generate reports. 

Descriptions of all 
database tables and 
columns 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Implementation and 
Customization Guide 

Those who are 
implementing and 
customizing E-Mail 
Manager to fit particular 
business needs of the 
customer. 

Guidelines on 
implementing E-Mail 
Manager to meet your 
business needs, 
 instructions on 
customizing the look of 
the Web interface, and 
information about 
extending the 
capabilities of rules and 
templates. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
Application 
Programming Interface 
Guide 

Programmers and 
developers creating 
external application to 
E-Mail Manager that 
work with agents and 
messages. 

Reference information, 
instructions, and 
examples on building 
applications that 
communicate withe the 
E-Mail Manager API 
Server. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Cisco E-Mail Manager 
External Data Access 
Guide 

Programmers and 
developers customizing 
E-Mail Manager to work 
with data from an 
external database. 

Information on the 
External Data Access 
toolkit, which 
demonstrates how data 
from external databases 
can be used within E-
Mail Manager. 

Cisco E-Mail Manager 
CD 

Help menu in the 
Administration Desktop 

Cisco Web site: 
www.cisco.com 

Release Notes Those who are 
administering and 
managing E-Mail 
Manager.. 

Information about the 
current release, known 
problems, and 
documentation updates. 

Cisco E-Mail Manager 
CD 

Cisco Web site: 
www.cisco.com 

In addition, for all screens in the Agent Desktop and the Administration Desktop, 
there is online help. 

If you are integrating E-Mail Manager with ICM Software, you should also consult the 
Cisco ICM Software documentation set. 
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Getting Started with E-Mail Manager 

This section contains the following information: 

 Browser Versions 

 Browser Settings 

 Desktop Colors 

 Logging In to the Agent Desktop 

 Logging In to the Administration Desktop 

For more information about getting started with E-Mail Manager, or if you cannot 
successfully log in, see your system administrator. 

Browser Versions 

To use the E-Mail Manager Web interface, you must be using Internet Explorer 5.5 or 
Internet Explorer 6.0. 

Browser Settings 

Before using E-Mail Manager, ensure that your browser is set up to: 

 Always accept cookies. 

 Compare the document in cache to the document on the network once per 
session. 

 Enable JavaScript 

 Enable Style Sheets 

Caution: Internet Explorer must use the Microsoft Virtual Machine for Java Applets. 
Ensure that the Sun Virtual Machine is not selected in the Advanced Tab of the 
Internet Options dialog box. (This option may or may not be available, depending on 
whether the Sun's Virtual Machine was installed and the options selected.) 

For specific instructions, see the documentation for your browser. 

Desktop Colors 

Your desktop computer must be set to display at least 256 colors in order for you to 
use E-Mail Manager successfully.   
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Logging In to the Agent Desktop 

To log into the Agent Desktop, you can point your browser to server in one of the 
following ways: 

a. http://<hostName>/<instanceName> 

b. http://<hostName>/<instanceName>/default/cem/index.html 

c. http://<hostname>/<instanceName>/uicommander?req=cem.userMaintena
nce.cemLoginStart 

Note: The instance name part of the URL is case-sensitive and must be entered 
exactly as the instance was named on the E-Mail Manager server. 

You may want to include your user ID in the bookmarked URL, to automatically 
populate the Login Name field when the Log In page opens. To do this, you must use 
the URL in option b above, and include the user iD as follows: 

http://<hostName>/<instanceName>/default/cem/index.html?user=userID 

Caution: Do not attempt to run multiple browser sessions on the same desktop with 
different user IDs or connected to different servers. Unexpected errors may result. 

Logging In to the Administration Desktop 

To log into the Administration Desktop, point your browser to the name of the 
server, followed by the port number, as follows: 

http://server-name:port-number 

The default port number for the Administration Desktop is 8088. If your installation 
has multiple instances, other instances will have different port numbers. 

In the Log In screen, enter your Login Name and Password.  

If there is another active session with your Login Name, you are prompted to close 
that session and log in again. 

Caution: Do not attempt to run multiple browser sessions on the same desktop with 
different user IDs or connected to different servers. Unexpected errors may result. 

Getting Help 

For issues with Cisco E-Mail Manager, your system manager can open a case through 
the Technical Assistance Center on the Cisco Web site: www.cisco.com. You will need 
your Contract ID to open a case. 
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If you have questions, please call us at 800-553-2447, option #3, or send email to 
tac@cisco.com. From outside of the United States, call 1-408-526-7209. 
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About Incoming Messages 

This topic contains the following sections: 

 What is a POP3 Mailbox? 

 What is the InBasket? 

 How to Set Up E-Mail Manager to Receive Messages 

What is a POP3 Mailbox? 

A POP3 Mailbox is an account on an e-mail server that E-Mail Manager polls for 
incoming messages destined for the InBasket. Typically, a POP3 mailbox is the e-
mail address for a department or business unit that is serviced by multiple agents; 
for example, sales@your-company.com or information@agency.gov. You must set up 
at least one POP3 mailbox. You may set up as many as you need.  

Important: CEM 5.0(0) only supports up to 25 POP accounts. 

What is the InBasket? 

The InBasket is where E-Mail Manager places all incoming messages retrieved from 
one or more POP3 Mailboxes. After messages enter the InBasket, they are processed 
by system rules. There is one InBasket per instance of E-Mail Manager. 

How To Set Up E-Mail Manager to Receive Messages 

To begin setting up E-Mail Manager to receive messages, you: 

 Define Global settings 

 Define Default POP3 Settings 

 Create one or more POP3 Mailboxes 

Other tasks you perform on an ongoing basic include: 

 Modifying a POP3 Mailbox 

 Enabling or Disabling a POP3 Mailbox 

 Deleting a POP3 Mailbox 
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 Stalling and Resuming Mail Processing 

 Viewing InBasket Status and Details 

Defining Global Settings 

Global settings for zip file retention, disk space, maximum stored message size, and 
MD5 duplicate rejection apply to the InBasket and to all POP3 Mailboxes. 

To review and update these settings, click Global Settings on the Incoming Mail 
Settings screen. The Global InBasket Settings screen opens. Refer to the online Help 
for information on completing this screen. 

After modifying global settings, you must restart the InBasket to have the changes 
take effect.  

Defining Default POP3 Settings 

The default POP3 Mailbox settings serve as a template for all POP3 Mailboxes you 
create. You typically define the default POP3 settings before creating POP3 
Mailboxes. 

Defining default settings does not create a mailbox, but rather establishes values 
that are applied to each POP3 Mailbox you create, saving you time and redundant 
data entry. When you create a new mailbox, you can modify individual settings as 
needed. For example, you will need to change the account and password for each 
POP3 Mailbox. 

To enter, review, or update the default POP3 settings, click Default POP3 Settings 
on the Incoming Mail Settings screen. The POP3 Settings screen opens. Refer to the 
online Help for information on completing this screen. 

After changing the POP3 Mailbox settings, you must restart the InBasket to have the 
changes take effect.  

Creating a POP3 Mailbox 

To create new POP3 Mailbox, in the Incoming Mail Settings screen, type the name of 
the box, without spaces. Then click Create New Box. The POP3 Settings screen 
opens, showing the default POP3 settings you have defined. Change the settings as 
appropriate for the new mailbox, referring to the online Help for information on 
completing the fields. 

At a minimum, you will have to modify mail account, and password. Modify other 
settings as needed. 

After creating the POP3 Mailbox, you are prompted to restart the InBasket. 
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Modifying a POP3 Mailbox 

To modify POP3 Mailbox settings for a mailbox, in the Incoming Mail Settings screen, 
click the POP3 Mailbox name. The POP3 Mailbox Settings screen opens for that 
Mailbox. Change the settings as appropriate, referring to the online Help for 
information on completing the fields. 

After modifying the POP3 Mailbox, you are prompted to restart the InBasket. 

Enabling or Disabling a POP3 Mailbox 

You disable or enable a POP3 Mailbox from the Incoming Mail Settings screen, as 
described in the online Help. When a POP3 Mailbox is disabled, it does not retrieve 
messages from the associated account when the InBasket is running. 

After enabling or disabling a POP3 Mailbox, you are prompted to restart the 
InBasket. 

Deleting a POP3 Mailbox 

You delete a POP3 Mailbox from the Incoming Mail Settings screen, as described in 
the online Help. 

Note: If there is any chance that you will use the same POP3 Mailbox again in the 
future, it is recommended that you disable it instead of deleting it. 

After deleting a POP3 Mailbox, you are prompted to restart the InBasket. 

Halting and Restarting the InBasket 

When you change POP3 Mailbox settings on the Incoming Mail Setting screen, you 
are prompted to restart the InBasket to have the changes take effect. 

Note: When you are initially defining the POP3 and InBasket settings, you do not 
need to restart the InBasket after each setting that you add or change. You can wait 
to restart when you finish configuring all the Incoming Mail settings. 

Stalling and Resuming Mail Processing 

When working with InBasket settings, you may want to stop incoming mail from 
being processed. You stall and resume mail processing from the Incoming Mail 
Settings screen. 
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Viewing InBasket Status and Details 

The Incoming Mail Settings screen shows the current status (RUNNING or HALTED) 
of the InBasket and provides a link to the InBasket Details screen, as described in 
the online Help. 

When RUNNING, the InBasket is retrieving messages from the enabled POP3 
Mailboxes and passing messages to the system rules. When the InBasket is HALTED, 
no new messages can enter E-Mail Manager. 

To view details of the InBasket status, click InBasket Status Details in the 
Incoming Mail Settings screen. The InBasket Status screen opens. This screen 
displays useful diagnostic information, such as current connection status, metrics, 
and the last error for each POP3 Mailbox. You can also halt, restart, and refresh the 
InBasket from this screen.  Refer to the online Help for information on the fields on 
this screen. 





 

 

Outgoing Messages  

 

 



 

 22 

About Outgoing Messages 

This topic contains the following sections: 

 What is the SMTP Server? 

 How to Configure E-Mail Manager to Send Outgoing Messages 

 How to View Outgoing Mail 

What is the SMTP Server? 

The SMTP Server is the server used to send outgoing messages from E-Mail Manager 
to Internet e-mail addresses. 

Outgoing messages from E-Mail Manager consists primarily of responses to 
messages received from the POP3 mailboxes. Agents with the proper access right 
can also originate outgoing messages to Internet e-mail addresses. 

How to Configure E-Mail Manager to Send Outgoing Messages 

Before you can send outgoing messages to Internet e-mail addresses, you must set 
up E-Mail Manager to use an SMTP server. Although E-Mail Manager can poll multiple 
POP3 Mailboxes on different servers for incoming e-mail, it uses only one SMTP 
server for outgoing e-mail.  

To configure E-Mail Manager to use an SMTP Server, in the Navigation menu, select 
Configuration > Outgoing Mail. The Outgoing Mail screen opens. See the online 
Help for information on the fields in this screen. 

Note: The Maximum Retries time the Mail Send Interval should be  greater than the 
amount of time the SMTP Server might be down before someone would be alerted to 
fix it. 

Important: 

If invalid e-mail IDs are part of the mailing list of an outgoing mail, the mail is not 
delivered to the valid e-mail IDs (members of the mailing list) as well. This depends 
on the SMTP server which is configured to CEM. 

How to View Outgoing Mail 

You view outgoing mail through the Agent Desktop. For more information, see the 
Cisco E-Mail Manager Agent Guide 
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About Managing Messages 

This topic contains the following sections: 

 Message Categories 

 Message Utilities 

 Spam messages 

Message Categories 

This section contains the following information: 

 What are Categories? 

 How to Work with Categories 

What are Categories? 

A category is a word or phrase that can be associated with a message by 
an agent (at the Response screen) or by a rule.  

Categories are used as variables in reports. 

You can also search for messages by category in the Agent Desktop. 

If you have identified categories based on your implementation plan, you 
should create them before you design rule trees.  

A message can have multiple associated categories. For example, the 
following message has two associated categories: 
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Note: A message can be associated with up to 10 categories. You should 
define your rule tree so that a message will never be associated with 
more than 10 categories. 

How to Work with Categories 

To manage categories, in the Navigation menu, select Configuration > 
Categories. The Message Categories screen opens. See the online Help 
for information on using this screen. 

Note: When you delete a category from the Message Categories screen, 
you are only removing it from view. The category is not deleted from the 
database. If you subsequently create another category with the same 
name, E-Mail Manager recognizes the deleted category and the new 
category as the same for reporting purposes. 

Furthermore, when you delete a category, you do not delete: 

 Associations between the category and messages. 

 The reference to the category from rules. 

Therefore, you need to edit rules to remove references to deleted 
categories so that the rules do not associate incoming messages with the 
deleted category. 

Message Utilities 

You can use message utilities to: 

 Reassign messages in bulk from one queue to another. You must do this if you 
plan to delete an agent or skill group with active messages. You may also want to 
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do this if an agent with many active messages is unable to work on a certain day, 
and you do not want to delay responses. 

 Set the message preview size for all agents. The message preview size determines 
number of characters that appear when an agent previews a message in a queue. 

To open the Message Utilities screen, from the Navigation menu, select 
Configuration > Message Utilities. See the online Help for information on using 
this screen. 

Spam Messages 

Unwanted messages ("spam") can have a negative effect on the 
performance of E-Mail Manager as well as on an agent's work day. 

You can define rules to detect spam. However, it is recommended that 
you set up the POP3 Mail Server to deal with spam messages. 

See the documentation for your POP3 Mail Server for instructions on how 
to set it up to detect and filter spam messages. 

The following table lists and describes typical traits of spam messages: 

 

Trait Description 

No From Address Spammers often use a blank From Address to prevent 
recipients from responding to the spam message. 

Malformed From 
Address 

Some spammers try to create From addresses that look 
legitimate but violate known email syntax. 

No valid domain in 
From Address 

The From Address may have the correct syntax, but the 
domain may not exist. 

Suspicious To 
Address 

Spammers often address a message to "friend" or "public". 
The To Address does not match the delivery address. 

Suspicious SMTP 
Greeting 

The programs that spammers use to transport mail often 
do not follow the guidelines set forth in RFC 822 for 
server-to-server mail transfers. 

Large number of 
recipients 

Messages with too many recipients in one delivery may be 
spam.  
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The sending system 
is a known UCE 
engine 

Messages that use a spam engine instead of a normal 
mailer may be spam. You should look for suspicious SMTP 
greetings. 

No Valid Date in 
Message 

Spammers often leave off normally accepted headers like 
the Date field, which is automatically added by most email 
clients. 

Suspicious Message 
ID 

Message ID numbers are part of the SMTP specification. 
They are normally automatically generated and follow a 
widely accepted format. Spammers often leave off the 
Message ID or make up fake ones.  

 

Important: 

The default install of McAfee Virus Scan 8.x enables a rule which blocks any process 
(except those named in a list) from opening an outgoing connection on port 25, 
which CEM uses by default to send outgoing mail. This is enabled to block worms 
from sending out e-mails using SMTP. If the agents are not allowed to send e-mails 
due to the rule set by McAfee Virus Scan, try the following options: 
 
Option-A: Turn off the rule completely.  
 
Perform the following steps to turn off the rule: 

1. On System tray, right click on MacAfee and then go to Virus Console. 
2. Select Access protection, right click Properties 
3. Uncheck "Prevent mass mailing worms from sending mails" 

  
Option-B: Add E-Mail Manager Process to excluded processes. 
 
Perform the following steps to add E- Mail Manager to excluded processes: 

1. On System tray, right click on MacAfee and then go to Virus Console. 
2. Select Access protection, right click Properties 
3. Select "Prevent mass mailing worms from sending mails" and click on Edit 
4. In Excluded processes section, put a comma at the end and add 

cemjvmlauncher.exe (CEM process)  
5. Click on OK. 

  
Option-C: Configure the SMTP server to listen on another port. 
 
Perform the following steps to configure the SMTP server to listen on another port: 
 

1. In SMTP server machine, change the port on which SMTP service listens 
2. Stop and start SMTP service 
3. In Admin UI, Configuration | Outgoing mail change the SMTP port 

accordingly. Click on Update setting and Reset scheduler. 
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About Service Level Management 

This topic contains the following sections: 

 What is Service Level Management? 

 What is Round Robin Message Assignment? 

 What are Overdue and Overload Escalation? 

 What are Overdue and Overload Rule Trees? 

 How to Set Service Levels 

What is Service Level Management? 

Service Level Management is a collection of several areas of functionality 
that enable you to manage messages so that you can ensure that: 

 Agents in a skill group are working with an equal number of messages. 

 Messages that are not responded to in a set amount of time are 
escalated and re-processed according to rules you define. 

 Messages in queues with more messages than the number you set are 
escalated and reprocessed according to rules you define. 

You configure E-Mail Manager to achieve these ends through a 
combination of several settings. The rest of this topic describes the 
general principles of service level management and provides links to the 
topics that describe how to configure the parts of the application 
involved. 

What is Round Robin Message Assignment? 

Round robin message assignment is the even distribution of messages to 
members of a skill group. 

Round robin message assignment is a routing option defined in a rule.
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What are Overdue and Overload Escalation? 

Overdue escalation is the reprocessing of messages after they have 
waited in a queue for longer than the time period you set. 

Overload escalation is the reprocessing of the oldest messages in a 
queue after that queue contains more messages than the number 
allowed that you set. 

You determine: 

 How long a message can remain unanswered in a queue before its 
status changes to Overdue 

 How long a message can have an Overdue status before it is processed 
by the Overdue rule tree 

 How many unclaimed messages a queue can contain before its queue 
status changes to Overloaded 

 How long a queue can be overloaded before messages in that queue 
are processed by the Overload rule tree  

 How frequently E-Mail Manager monitors queues for the overdue time 
values and the overload quantity values 

You set the times over which the oldest messages are: 

 Flagged with an Overdue warning 

 Escalated and processed by the Overdue Rule Tree 

You set the default, system-wide times for the overdue warning and 
escalation. You can modify these settings for skill groups as needed. 

You set the number of messages in a queue over which the oldest 
messages are: 

 Flagged with an Overload warning 

 Escalated and processed by the Overload Rule Tree 

You set the default, system-wide times for the overload warning and 
escalation. You can modify these settings on a per-skill group or per-
agent basis as needed. 
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Caution: Frequent escalation of messages can slow system 
performance. You should carefully consider your needs before setting a 
short Overdue Escalation Time or a small Overload Escalation Threshold. 

Notes:  

 You must enable overdue and overload escalation for each agent and skill group in 
order for escalation to take effect. 

 Overdue and overload escalation do not apply to skill groups 
designated as ICM Routing. 

 In an integrated environment, overdue and overload rules do not execute on 
messages routed through ICM software. Messages routed through ICM software 
may become overdue and marked as such, but they are not processed by overdue 
rules. 

What are Overdue and Overload Rule Trees? 

Two rule trees process escalated messages: 

 The Overdue Rule Tree processes messages that are escalated 
because they have been in the queue longer than the default or 
queue-specific Overdue Escalation Time. 

 The Overload Rule Tree process messages that are escalated because 
the number of messages in the queue was greater than the default or 
queue-specific Overload Escalation Threshold. 

How to Set Service Levels 

To set instance-wide service levels, in the Navigation menu, select 
Configurations > Service Levels.  

The Service Level Settings screen opens. For information on using this 
screen, see the online Help. 

Completing this screen sets the service-level values. However, service 
level settings are not put to use until you enable them for skill groups or 
agents. 

You can also customize service levels for skill groups and agents.
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Keywords and Libraries 

This topic contains the following sections: 

 What are Keywords? 

 What are Libraries? 

 How to Work with Keywords and Libraries 

Note:  Keywords and libraries are related to templates. You work with keywords and 
libraries through the Administration Desktop, as described in this guide. However, 
you work with templates through the Agent Desktop. For more information, see the 
Cisco E-Mail Manager Agent Guide. 

What are Keywords? 

A keyword is a word or phrase that can be associated with one or more templates.  

When you define rules, you specify keywords to trigger the use of a suggested 
template. For example, a rule may detect a message that has something to do with 
software upgrades, and suggest all templates associated with the keyword 
"upgrade".  

The keywords you create, and the templates with which you associate them are 
based on your implementation plan, your business rules, and a content analysis of 
your incoming messages. 

The Cisco E-Mail Manager allows 1000 keywords and templates to be created and 
used. This restriction of 1000 keywords is primarily made keeping in view the 
performance aspect of CEM. While creating new keywords / templates, CEM will 
display and store 1000 keywords only. Adding more keywords might result in a state 
of CEM not able to recognize those extra keywords / templates beyond the stated 
limit. 

Agents can also search for specific templates based on their keywords.  

A template can be associated with any number of keywords. A keyword can be 
associated with multiple templates. 

What are Libraries? 

A library is a storage area for templates. Each template is saved in one (and only 
one) library, based on its content and intended use. The type of library in which you 
save a template determines the way that template is referenced by rules and used 
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by agents. For example if you save a template in your Personal library, it can be 
referenced by your personal distribution rule, but not by system rules. 

There is no direct relationship between libraries and keywords. The library in which a 
template is stored is independent of the template's association with keywords; a 
template in any library can be associated with any keywords. 

There are three types of libraries: 

 Each user has a Personal Library in which to store templates available only to that 
user. Templates in a Personal library can be sent as AutoResponses by the user's 
distribution rule. They cannot be suggested as responses by system rules. 

 Public libraries store templates that are available to all E-Mail Manager users with 
the proper access rights. Templates stored in public libraries may be suggested as 
responses by system rules. They cannot be suggested by personal distribution 
rules, nor can they be sent as AutoResponses.  

 The AutoResponse Library stores templates that are used in automatic responses 
that are sent directly by system rules. Templates in the AutoResponse library 
cannot be used by an agent responding to a message and cannot be suggested by 
personal distribution rules.  

Note:  

 You cannot store dynamic templates in the AutoResponse library. 

 Public Libraries must be created in the administrator User Interface before 
creating the Public Templates in the Agent User Interface. 

You work with templates through the Agent Desktop. For more information, see the 
Cisco E-Mail Manager Agent Guide. 

How to Work with Keywords and Libraries 

To access the screen where you can create and delete keywords and libraries, in the 
Navigation menu, select Configuration > Keywords & Libraries. The Keywords 
and Libraries screen opens. See the online Help for information about using this 
screen. 

When working with keywords and libraries, be aware of the following: 

 If you delete a keyword that is associated with a template, that template retains 
the association with the keyword.  
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 Deleting a library that contains templates does not delete its templates. Unless 
you edit rules, rules will still use them, they remain listed in the All Public Libraries 
screen, and you can search for them. However, as they are no longer in a specific 
library, agents cannot browse for them. To make these templates available, open 
them, and save them in different libraries.  

Caution: Before deleting a keyword, edit system rules to delete references to the 
keyword.  
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About Attachments 

This topic contains the following sections: 

 What are Attachments? 

 How to Work with Attachments 

What are Attachments? 

An attachment is an external data file that agents can include as part of a response. 
Attachments can contain a variety of data in different formats. Attachments are 
stored in E-Mail Manager database and available for inclusion in responses. As an 
administrator, you add attachments to the database and manage those attachments. 

How to Work with Attachments 

To work with attachments, from the Navigation menu, select Configuration > 
Attachments. The Manage Attachments screen opens. 

From this screen, you can: 

 Add attachments 

 Delete attachments 

 View attachments 

Note: You can add the same attachment multiple times. Each attachment has a 
unique identifier in the database. 

Important:  

Attachment size for E-Mails is restricted to 1.9 MB in CEM which is inclusive of the 
text message size. Even if multiple attachments are there, the total size of all 
attachments and the text message size must not exceed 1.9 MB.   

For more information on these tasks, see the online help for this screen. 
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About Mailing Lists 

 This topic contains the following sections: 

 What is a Mailing List? 

 Types of mailing lists 

 How to Work with Mailing Lists 

What is a Mailing List? 

A mailing list is a group of multiple e-mail addresses (list members) under one list 
name. Through the Agent Desktop, you can send a Broadcast Message to the mailing 
list; all members of the mailing list receive that message. Mailing lists are specific to 
the instance of E-Mail Manager. 

Types of Mailing Lists 

There are three types of mailing lists in E-Mail Manager: 

 Personal mailing lists, which are only available to you and to any agent who has 
been given specific access to them. You can also work with your personal mailing 
list through the Agent Desktop. For more information, see the Agent Guide. 

 Public Mailing Lists, which are available to all E-Mail Manager users with access to 
them. To review public lists, select Mailing Lists > Public or Mailing Lists > All 
Lists. 

 The Opt-Out list, which is a special list of e-mail addresses that is checked before 
a broadcast message is sent out. E-mail addresses on the Opt-out list do not 
receive broadcast messages, even if they are members of personal and public 
mailing lists.  Agents can still send a response or outbound message to an 
individual e-mail address that is in the Opt-Out list. 

Caution: If you use a customized program to import lists of e-mail addresses, 
that program is responsible for checking the Opt-Out list for the imported e-
mail addresses. It is possible to import e-mail addresses that are also on the 
Opt-Out list. Those addresses would receive broadcast messages. However, if 
you subsequently add an imported e-mail address to the Opt-Out list, that 
address will no longer receive broadcast messages. 
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How to Work with Mailing Lists 

You work with mailing lists on the following screens: 

 Mailing Lists screen 

 Mailing List Members screen 

 Opt-Out List screen 

These screens are briefly described below. For detailed information about the tasks 
you perform from each screen, see the online Help. 

Mailing Lists screen 

The Mailing Lists screen shows public mailing lists. To open this screen, in the 
Navigation menu, select Mailing Lists > Public. 

From this screen, you can: 

 View mailing lists 

 Create mailing lists 

 Delete mailing lists 

 View mailing list members 

For more information, see the online Help. 

Mailing List Members screen 

The Mailing List Members screen shows the e-mail addresses that are in the selected 
mailing list. To open this screen, in the Navigation menu, in the Mailing Lists screen, 
click View for the mailing list of which you want to see members. 

From this screen, you can: 

 Add mailing list members 

 Delete mailing list members 
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Opt-out List screen 

The Opt-out List screen shows e-mail addresses that are on the opt-out list; that is, 
e-mail addresses that should not receive messages sent to any mailing list. To open 
this screen, in the Navigation menu, select Mailing Lists > Opt-Out List. 

From this screen, you can: 

 Add opt-out list members 

 Delete opt-out list members 
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About Roles 

This topic contains the following sections: 

 What is a Role? 

 How Roles Relate to Other Objects 

 The Role Screens 

 Working with Roles 

 Role Properties 

 Access Privileges 

 Message Access Privileges 

 Default Roles 

What is a Role? 

A role is a collection of settings and access privileges associated with 
agents. Each agent is based on a role. E-Mail Manager includes six 
default roles, the names of which begin with two underscores (__); 
you can create custom roles as needed. Roles are specific to the E-
Mail Manager instance and cannot be shared across instances. 

How Roles Relate to Other Objects 

To understand roles, you must understand how roles relate to: 

 Agents 

 Skill Groups 

 Teams 
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Roles and Agents 

Each agent is associated with a single role; an agent can not be 
associated with multiple roles. 

Roles and Skill Groups 

An agent's associated role is independent of the agent's 
membership in skill groups; an agent with any associated role 
can be a member of any skill group. 

Roles and Teams 

An agent's associated role is independent of the agent's 
membership on a team; an agent with any associated role can 
be a member of any single team. 

The Role Screens 

You work with roles on two different screens: 

 Manage Roles screen 

 Role Configuration screen 

These screens are briefly described below. For detailed information about the tasks 
you perform from each screen, see the online Help. 

Manage Roles Screen 

From the Manage Roles screen, you can: 

 Create roles 

 Delete roles 

 Open roles for modification 

 Reconfigure roles 

 Sort roles 



Cisco E-Mail Manager Administration Guide 

46 

To open this screen, in the Navigation menu, select Agent Management > Manage 
Roles. 

Role Configuration Screen 

From the Role Configuration screen, you can modify: 

 Role properties 

 Role access rights for the role 

 Role message access rights 

To open this screen, in the Manage Roles screen, click the name of a role. 

How to Work with Roles 

Following are general guidelines on: 

 Creating a role 

 Modifying a role 

 Deleting roles 

For specific, step-by-step instructions for completing tasks, see the online help. 

Creating a Role 

When you create a role, you base it on an existing role. Therefore, to 
minimize your work, when creating a role, you should select to base 
it on the role that has the most similar settings as you intend for the 
new role. After creating the new role, it has the exact same settings 
as the base role. You then modify the new role as needed. You never 
need to define a new role from scratch. 

Modifying a Role 

After creating a role, or at any time, you can modify its properties.  

You can modify a role when it is associated with one or more agents; 
you do not have to modify the agents based on the role after 
modifying the role. The modified role access rights take effect 
immediately. However, if you modify other properties besides access 
rights, those properties do not change for existing agents. 
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Deleting a Role 

You can delete roles except as follows: 

 You cannot delete the default roles delivered with E-Mail Manager 

 You cannot delete roles that are associated with agents. You must first change the 
role those agents are based on. 

Role Properties 

Following are the general properties of a role: 

 Personal Settings 

 Signatures 

 Default Notification E-mail Address 

 E-Mail Locale 

 Style and Paging 

 Aliases 

 Role and Distribution Rule Settings 

You also define access privileges and message access privileges for a role, which are 
described in separate sections of this topic. 

Personal Settings  

You can set personal settings for the role. These settings include: 

 Permission for agents based on the role to change their first and last names. 

 Permission for agents based on the role to change their passwords. 

 Description of the role. 

 Time Zone. 
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Note: The Time Zone is used only for AutoResponses sent by rules when the 
message is owned by this agent.  The time zone used for display is determined 
by the agent's desktop setting. 

For a list of supported time zone, see the 
timezones_lanaguage_location.properties file in the bin folder where E-
Mail Manager is installed. 

Each agent sees when messages arrive in the time according to his time zone, 
as determined by the agent's PC's time zone setting, not the time zone of the 
E-Mail Manager server. For example, if the server is in the US/Eastern time 
zone and receives a message at 3:00 PM, an agent in the US/Pacific time zone 
sees 12:00 PM as the time of arrival for that message. 

An administrator can set the time zone for each role, and can modify the time 
zone as needed for each agent based on that role. With the proper access 
right, agents can change their time zones through their personal profiles. 

E-Mail Manager automatically adjusts time settings for daylight savings time.  

 Permission for agents based on the role to change their time zones. 

Signatures 

You can set three default signatures for agents based on the role, as 
well as permission to change each of these signatures. Typically, you 
customize signatures for each agent based on the role. 

Default Notification E-mail Address 

The default notification e-mail address is an Internet e-mail address 
used to alert an agent to a message in E-Mail Manager, if specified by 
rules, and for MailTrack, which is used in distribution rules. 

You set the default notification e-mail address for agents based on 
the role, as well as permission for agents to change the default 
notification address.  

Typically, you customize the default notification address for each 
agent based on the role.   

Caution: It is recommended that you do not check Allow role to 
change Default Notification E-Mail Address. Allowing agents to 
do this can create security problems.
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E-Mail Locale 

The location of the agents based on this role, used for 
AutoResponses. 

Style and Paging 

You set the default style and paging for agents based on the role, as 
well as permission to change these settings. These settings include: 

 Rows per page 

The number you enter is the number of messages that can be displayed in a single 
screen in the queue. 

 Page Grace 

The number you enter is the number of messages less than which are not 
displayed on a separate queue screen, but instead are added to the previous 
queue screen even if that makes the total greater than the Rows per Page 
setting. 

For example, if Rows per Page is 25 and Page Grace is 5, and there are 28 
messages in the queue, all 28 messages are displayed in one screen in the 
queue because otherwise, the second queue screen would have only 3 
messages, less than the Page Grace. 

 Starting Screen 

By default, the Starting Screen is Status. You can change it to the agent's 
personal queue, a skill group queue, or a blank screen. 

 Screen Locale 

The location of, and language used by, agents based on the role. 

Aliases 

An alias is an e-mail address used for responses that make responses appear 
as if they came from a different e-mail address. 

You define an alias for agents based on the role, as well as 
permission to change the alias. 
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Caution: 

  Each alias used in E-Mail Manager should be the same as an additional 
address for a POP3 mailbox monitored by the InBasket. Otherwise, 
replies to responses sent with the alias are not received by E-Mail 
Manager. 

 It is recommended that you do not check Allow role to change 
Aliases. Allowing agents to do this may result in an agent setting 
the alias to an address that is not monitored by E-Mail Manager. 

Role and Distribution Rule Settings 

You set permission for agents based on this role to change their roles, to change 
their distribution rules, and to enable and disable their distribution rules. 

Caution: It is recommended that you do not check Allow role to change role. 
Giving agents this ability compromises all security, because users could assign 
themselves the most privileged role. 

Access Privileges 

Access privileges define which functions agents based on the role are able to 
perform. 

The Role Configuration screen lists access privileges that you can check or clear as 
needed. 

Note: If an agent does not have access privileges to a certain function, the menu 
command for the function is not displayed to that agent. 

Three access privileges directly affect agents' workflow: 

 For (role): require push routing 

 For (role): display Message screen before allowing response 

 Allow (role) to use wrap screen 

Access Privilege Description 

Allow (role) to change their 
Distribution Rule 

Allows agents to modify their personal distribution rules. 

Allow (role) to enable or 
disable Distribution Rule 

Allows agents to enable or disable their personal distribution rules. 
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Allow (role) to see their 
Personal queue 

Allows access to the Personal command on the Messages menu. Agents not 
granted this access privilege can only read messages one at a time, by 
clicking Next in the Status screen. 

Allow (role) to see their Skill 
Group queue 

Allows access to the group queues in which the agent is a member. 

Allow (role) to use Personal 
Status Screen 

Allows agents to access their personal status screens. 

Allow (role) to use the 
Queue Chooser 

Allows agents to use the Queue Chooser to select queues. 

Allow (role) to assign outside 
of peer groups 

Allows agents to assign messages to any user in the system. Agents not 
granted this access privilege can only assign messages to other members of 
the skill groups to which they belong. 

Allow (role) to reassign to 
agents 

Allows agents to reassign messages directly to other agents. 

Allow (role) to search 
messages 

Allows agents to use the Search command in the Messages menu. Only 
messages in the agent's own queue are retrieved, unless the agent has 
access privileges to search messages as an administrator, as described 
below. 

Allow (role) to search 
messages as an 
administrator 

Allows agents to search the entire message database, including messages in 
the system archive and queues to which the users do not belong. This 
access privilege does not provide access to messages returned by searches, 
which is determined by the Message Access Table. 

Allow (role) to originate 
individual mails 

Allows agents to send messages to outside e-mail addresses. 

Allow (role) to create 
inbound messages 

Allows agents to send a message to E-Mail Manager from within the system. 

Allow (role) to unlock 
messages 

Allows agents to claim a message that is currently opened by another agent. 

Allow (role) to reconfigure 
Response screen layout 

Allows agent to customize the appearance of the Response screen. 

For (role): automatically 
quote original message in 
response screen. 

For agents based on the role, has the original message automatically quoted 
in the Response screen when it is opened. 
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For (role): do not show 
original message field in 
response screen. 

For agents based on the role, hides the original message field in the 
Response screen. 

For (role): require push 
mode. 

For agents based on the role, requires push mode. 

For more information, see Push Mode. 

For (role): display Message 
screen before allowing 
responses. 

For agents based on the role, a Message screen opens before the response 
screen. 

This setting is useful when managers want to track reading and responding 
time for an agent separately. 

For more information, see Using the Read Screen. 

For (role) show agent 
statistics on list, status, 
read, response,  and wrap 
screens 

Determines whether message statistics for the agent display in these 
screens in header of these screens in the Agent Desktop. 

For (role): automatically run 
spellchecker 

Determines whether spell check runs automatically on response text when a 
response is sent. 

For (role): enable user 
interface customization 

Determines whether the agent sees the JavaScript UI customizations made 
in the Agent Desktop. 

Allow (role) to edit 
responses 

Allows agents to edit and send original responses to incoming messages. 
Without this access privilege, agents can only reply to messages using the 
response templates, without editing them. 

Allow (role) to use the 
CC/BCC fields 

Allows agents to send responses to external email address as carbon copies 
or blind carbon copies. 

Allow (role) to CC/BCC to 
other users 

Allows agents to send copies of responses to other E-Mail Manager agents, 
potentially creating multiple copies of the same response in E-Mail Manager. 

Allow (role) to use force 
mailboxes on non-bulk 
mailings 

Allows agents to force a reply to a non-bulk message to be processed by 
system rules. 

Allow (role) to bulk archive Allows agents to archive multiple messages in a queue. 

Allow (role) to unarchive 
messages they do not own 

Allows agents to remove messages from the archive. 

Allow (role) to bulk delete Allows agents to delete multiple messages in a queue. 
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Allow (role) to bulk assign 
and escalate 

Allows agents to assign and escalate multiple messages in a queue. 

Allow (role) to bulk set 
priority 

Allows agents to set the priority for multiple messages in a queue. 

Allow (role) to bulk export Allows agents to export multiple messages in the queue. 

Allow (role) to bulk preview Allows agents to preview multiple messages in a queue. 

Allow (role) to create and 
edit personal templates 

Allows agents to maintain a personal template library. 

Allow (role) to create public 
templates and edit public 
templates that they own 

Allows agents to create new public templates and save responses as public 
templates, as well as to edit and delete public templates that they own. 
Users cannot change the owner of a template. 

Allow (role) to edit and 
change the owner/library of 
all public templates 

Allows agents full access to the public template libraries, including changing 
the owner of a template. 

Allow (role) to search 
template libraries 

Allows agents to search for templates. Does not include searching for 
templates in the personal libraries of other users. 

Allow (role) to search others 
personal templates 

Allows agents to search for templates, including those in the personal 
libraries of other users. 

Allow (role) to save 
attachments in the database 

Allows agents to save an attachment from a message to the attachment 
library, or to create attachments from the Administration Desktop. 

Allow (role) to manage 
attachments 

Allows agents to delete attachments. 

Allow (role) to manage 
template keywords and 
libraries 

Allows agents to create and delete public libraries and keywords. 

Allow (role) to broadcast 
messages to public mailing 
list 

Allows agents to send broadcast messages to public mailing lists. 

Allow (role) to 
create/edit/use personal 
mailing lists 

Allows agents to maintain and send messages to their personal mailing lists. 
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Allow (role) to add to public 
mailing lists 

Allows agents to add the sender of a message to a public mailing list. 

Allow (role) to manage 
public mailing lists 

Allows agents to create or delete public mailing lists, as well as to add and 
remove email addresses from the lists. 

Allow (role) to manage all 
mailing lists 

Allows agents to create or delete personal mailing lists for other agents, to 
add and remove e-mail addresses from the lists, and to delete members 
from the opt-out list. 

Allow (role) to manage 
message categories 

Allows agents to create and delete message categories. 

Allow (role) to edit peer 
agents 

Allows agents to edit the personal profile of any agent in the same skill 
group. A agent with this access privilege can act as a group administrator. 

Allow to edit skill groups and 
agents, but not agents' roles 

Allows agents to edit skill groups and other agents settings, but not the 
associated roles of agents. 

Allow (role) to create agents 
and skill groups and change 
their roles 

Allows agents to create agents and skill groups and change their roles. 

Caution: Granting an agent this access privilege in affect grants the agent 
unlimited access rights. With this access right, a agents could create a new 
agent with the highest-level role; the creator of this agent could then log 
into E-Mail Manager as the new agent. 

Allow (role) to delete agents 
and skill groups 

Allows agents to delete agents and skill groups. 

Allow (role) to edit roles Allows agents to edit roles. 

Caution: Granting a user this access privilege in affect grants the agent 
unlimited access rights. With this access right, a agents could create a new 
agent with the highest-level role; the creator of this agent could then log 
into E-Mail Manager as the new agent. 

Allow (role) to manage 
teams 

Allows agents to create and manage teams. 

Allow (role) to edit all 
distribution rules 

Allows agents to edit other agents' and skill groups' distribution rules. 

Allow (role) to edit service 
level settings 

Allows agents to edit the service level settings for agents and skill groups. 

Allow (role) to view main 
rules and AutoResponse 
templates 

Allows agents to read, but not modify, system rules and AutoResponse 
templates. 
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Allow (role) to edit main 
rules and AutoResponse 
templates 

Allows agents to modify system rules and AutoResponse templates. 

Allow (role) to configure 
servers 

Allows agents to reset the InBasket, Transaction Server/Rules Engine, 
database, scheduler, or the entire system. Allows agents to configure POP3 
Mailboxes, outgoing mail settings, and system-wide service levels. Also 
allows agents to view logged in agents in the Agent Desktop and to log them 
out. 

Allow (role) to use message 
utility functions 

Allows agents to move all the messages from one agent to another, purge 
the system archive, and to delete old utility mail, report data, and system 
log data. 

Allow (role) to view all 
reports 

Allows agents to view Status Snapshots, Event Snapshots, and the Report 
Builder. 

Allow (role) to view reports 
by team 

Allows agents to filter real-time displays by team. 

Allow (role) to see the 
special Unassigned queue 

Allows agents to select the Unassigned queue in the Queue Chooser. 

Allow (role) to see logged 
items and users logged in 

Allows agents to see the logged items and users who are logged on. In an 
integrated environment, also allows administrators to verify and synch the 
databases. 

 

Allow (role) to see system 
information 

Allows agents to see the System Information. 

Allow (role) to see the 
outgoing mail queue 

Allows agents to see the outgoing mail queue. 

Allow (role) to see 
Administration Guide 

Allows agents to access the Administration Guide through the Help menu. 

Allow (role) to edit dynamic 
templates. 

Allows agents to use tokens and edit dynamic templates. 

Allow (role) to use dynamic 
templates. 

Allows agents to use dynamic templates in responses. 
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Allow (role) to preview 
dynamic templates before 
using them. 

Allows agents to preview dynamic templates before inserting them into 
responses. 

Allow (role) to use wrap 
screen 

Forces agents to use the wrap screen when they are finished working with a 
message. 

For more information, see Using the Wrap Screen. 

Message Access Privileges 

Message access privileges determine which messages agents based on the role can 
work with, and what actions they can perform on messages. 

The Role Configuration screen lists access privileges to messages, which you can 
modify as needed: 

 

In this screen, you define access levels for different types of messages with different 
message ownership. 
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Access Levels 

When modifying message access privileges, you select from a combination of the 
access levels described in the following table: 

Access Level Description 

No Access Agents cannot read messages. 

Read (R) Agents can read messages, but not take any action on them. 

Claim (C) Agents can claim messages from a queue, then respond to, reassign, change the 
priority of, or archive the message. 

Delete (D) Agents can delete the message. 

An agent with complete access privileges to a type of message has a combination of 
Read, Claim, and Delete. 

Types of Messages 

The following table lists and describes the types of message to which you grant 
access privileges: 

Type of Message Description 

Inbound Messages that entered E-Mail Manager from an external email address. 

Internal Messages that were sent from within E-Mail Manager, not including system 
messages. 

System System messages. 

Draft Draft responses that were saved but not sent. 

Auto Resp Responses that were sent by system rules. 

Man Resp Responses that were sent by users. 



Cisco E-Mail Manager Administration Guide  

58 

 

Message Ownership 

The following table lists and describes the types of message ownership for which you 
grant access privileges: 

Message Ownership Description 

Agent Messages owned by the specific agent 

Skill Group Messages owned by a skill group to which the agent belongs. 

Peer Messages owned by other agents who belong to a skill group to which the agent 
belongs. 

Other Messages assigned to any agent or skill group not defined above. 

Default Roles 

E-Mail Manager is delivered with six default roles: 

 Secured User 

 Average User 

 Push Agent 

 Privileged User 

 Manager 

 Subadmin 

Note: The "admin" agent that exists in E-Mail Manager automatically is not assigned 
a role, but its access privileges are the same as those for the Subadmin user role. 

To view access privileges for default roles, open the Role Configuration screen for the 
role. 
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About Agent Workflow Options 

This topic contains the following sections: 

 Pick mode 

 Pull mode 

 Push mode 

 The Read screen 

 The Wrap screen 

 The Read and Wrap screens together 

Note: This topic explains these workflow options, and the access privileges an 
administrator can use to control how agents work with messages. The Cisco E-Mail 
Manager Agent Guide describes these options from an agent's perspective. 

Pick Mode 

Pick mode refers to the workflow in which agents select 
messages from their personal queue and from skill 
group queues in which they are members.  
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Note: Agents can also use Pick mode when they must view the Read screen or 
Wrap screen. 

Agents based on any of the default roles except the _pushagent role, or other 
roles that do not have the access privilege For (role): require push mode can 
use pick mode or pull mode. 

Caution: It is recommended that agents not be allowed to use Pick mode to 
pick messages from skill group queues; when multiple agents are picking 
messages from the same skill group queue, errors may result when they try 
to pick the same message. 

Pull Mode 

Pull mode refers to the workflow in which agents retrieve messages from the 
Status screen by clicking Get Next for a single queue or for all queues in which 
the agent is a member.  When the agent clicks Get Next, the message with the 
highest priority and longest wait time, from a single queue or all queues listed, is 
presented. 

 

Note: Agents can also use Pull mode when they must view the Read screen or Wrap 
screen. 
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Agents based on any of the default roles except the _pushagent role, or other roles 
that do not have the access privilege For (role): For (role): require push routing can 
use pull mode or pick mode. 

Push Mode 

The Push mode refers to the workflow in which agents do not select messages 
from their queue. Messages from the agent's personal queue, as well as queues 
in which the agent is a member, are automatically presented for reading and 
responding to, as shown in the figure below.  

 

Note: Agents can also use Push mode when they must view the Read screen or 
Wrap screen. 

Messages with the highest priority and longest wait time are presented first. Push 
routing ensures that the most important messages are responded to first. The agent 
does not have a choice of messages or queues to work with. 

The _pushagent role or the access privilege For (role): require push routing, 
determines whether agents based on the role access messages through push mode.  

Agents who belong to ICM Routing skill groups and are assigned messages through 
ICM software are presented these messages in push mode, regardless of their role 
settings. For more information, see Integration with ICM Software. 

Note: Agents who use push mode are able to leave the push mode to pick 
messages from their personal queues. For more information, see the Cisco E-Mail 
Manager Agent Guide. 
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The Read Screen 

Depending on the setting of the access privilege For (role): display read screen 
before allowing response, agents may be required to view the Read screen before 
viewing the Response screen for each message. By dividing reading and responding 
into two steps, managers can track the time spend on both activities separately. 

Agents must be based on a custom role with the access privilege For (role): display 
read screen before allowing response set to use the Read screen. This access 
privilege is not set for the default roles. 

Whether or not agents must use the Read screen is independent of whether they use 
pick, pull, or push mode, or whether they view the Wrap screen. 

Pick Mode with the Read Screen 

The following figure shows the workflow for agents who use pick mode and are 
required to view the Read screen: 
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Pull Mode with the Read Screen 

The following figure shows the workflow for agents who use pull mode and are 
required to view the Read screen: 

 

Push mode With the Read Screen 

The following figure shows the workflow for agents who use push mode and are 
required to view the Read screen: 
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The Wrap Screen 

Depending on the setting of the access privilege Allow (role) to use wrap screen, 
agents may be required to view the Wrap screen after responding to a message. By 
forcing agents to view this screen while they wrap up the case in an external system, 
managers can track the time spent wrapping cases separately. 

Whether or not agents must use the Wrap screen is independent of whether they 
use pick, pull, or push mode, or whether they view the Read screen. 

Pick Mode with the Wrap Screen 

The following figure shows the workflow for agents who use pick mode and are 
required to view the Wrap screen: 
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Pull Mode with the Wrap Screen 

The following figure shows the workflow for agents who use pull mode and are 
required to view the Wrap screen: 
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Push Mode with the Wrap Screen 

The following figure shows the workflow for agents who use push mode and are 
forced to view the Wrap screen: 
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The Read and Wrap Screens Together 

You can force agents to use both the Read and Wrap screens if you want to track the 
time spent on both these tasks.  You must base such agents on a role that has both 
the For (role): display read screen before allowing response and Allow (role) to use 
wrap screen access privileges set. 

Whether or not agents must use the both the Read screen and the Wrap screen is 
independent of whether they use pick, pull, or push mode. 

Pick mode with the Read and Wrap Screens 

The following figure shows the workflow for agents who use pick mode and are 
required to view the Read and Wrap screens: 
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Pull mode with the Read and Wrap Screens 

The following figure shows the workflow for agents who use pull mode and are 
required to view the Read and Wrap screens: 

 

Push mode with the Read and Wrap Screens 
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The following figure shows the workflow for agents who use push mode and are 
required to view the Read and Wrap screens: 
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About Agents 

This topic contains the following sections: 

 What is an Agent? 

 The Admin Agent 

 How Agents Relate to Other Objects 

 The Agent Screens 

 How to Work with Agents 

 Agent Properties 

 Agents in an integrated environment 

What is an Agent? 

An agent is an individual - a customer-contact agent, manager, or administrator - 
who has a distinct ID with which to log in to E-Mail Manager. Each agent has his or 
her own queue for assigned messages. Agents are specific to the E-Mail Manager 
instance and cannot be shared across instances.  

All agents can log into the Administration Desktop and the Agent Desktop, though 
their activities are limited to those allowed by their associated roles. 

The Admin Agent 

When E-Mail Manager is first installed, there are no agents in the system.  In order 
to be able to log in and create agents, there is a special agent named "admin". The 
"admin" agent can only log in to the Administration Desktop; the "admin" agent 
cannot log in to the Agent Desktop, and has no associated queue for messages. 

When you first create an E-Mail Manager instance, you log in to the instance as: 

ID: admin 
Password: Password 

After you first log in, you should create one or more agents with which to administer 
the instance. 

Caution: After you first log in, you should either change the "admin" agent's 
password to something private, or disable the "admin" agent.  
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Note: The "admin" agent is not assigned a role, but its access privileges are similar 
to those for the Subadmin role. 

How Agents Relate to Other Objects 

To understand agents, you must understand how agents relate to: 

 Skill Groups 

 Peripherals (in an integrated environment) 

 Roles 

 Teams 

Agents and Skill Groups 

A single agent must belong to at least one skill group, and can belong to multiple skill 
groups. Furthermore, in an integrated environment, an agent can belong to either E-
Mail Manager Routing skill groups, or ICM Routing skill groups; an agent cannot 
belong to both types of skill groups. Typically, an agent works with messages in his 
own queue, and the queues for the skill groups in which he belongs. 

Agents and Peripherals 

In an integrated environment, each agent is associated with one peripheral. Multiple 
agents can be associated with one peripheral. 

Furthermore, agents can only belong to skill groups associated with the same 
peripheral. That is, if an agent is associated with the peripheral "NorthEast", that 
agent can only be a member of skill groups that are also associated with the 
peripheral "NorthEast". 

Agents and Roles 

Each agent is associated with a single role; an agent can not be associated with 
multiple roles. 

 

 



Cisco E-Mail Manager Administration Guide 

74 

Agents and Teams 

An agent can be a member of one, and only one, team. Team membership does not 
affect which messages an agent works with or how messages are processed. Teams 
are used by managers for reporting purposes. 

The Agent Screens 

You work with agents on five different screens: 

 Manage Agents screen 

 Agent Configuration screen 

 Create Multiple Agents screen 

 Edit Multiple Agents screen 

 Enable/Disable Agent screen 

These screens are briefly described below. For detailed information 
about the tasks you perform from each screen, see the online help. 

Manage Agents Screen 

From the Manage Agents screen, you can: 

 Create agents 

 Open agents for modification 

 Enable and disable agents' distribution rules 

 Delete agents 

 Temporarily deny log in for agents 

 Reconfigure agents 

 Sort agents 

To open this screen, in the Navigation menu, select Agent Management > Manage 
Agents. 
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Agent Configuration Screen 

From the Agent Configuration screen, you can modify the agent properties. 

To open this screen, in the Manage Agents screen, click the name of an agent. 

Create Multiple Agents Screen 

From the Create Multiple Agents screen, you can create multiple agents, based on 
the same role, at one time. 

To open this screen, in the Navigation menu, select Agent Management > Create 
Multiple Agents. 

Edit Multiple Agents Screen 

From the Edit Multiple Agents screen, you can: 

 Change the role of multiple agents at one time. 

 Force multiple agents to change their password at next log in. 

 Temporarily deny log in to multiple agents. 

To open this screen, in the Navigation menu, select Agent Management > Edit 
Multiple Agents. 

Enable Agents Screen 

The Enable/Disable Agents screen is only available when E-Mail Manager is in an 
integrated environment.  

Agents who have been created by another application and are available to work on 
the E-Mail Manager instance, as well as agents who have been disabled in E-Mail 
Manager, are listed in this screen. You can select and enable these agents within E-
Mail Manager. 

How to Work with Agents 

Following are general guidelines on: 

 Creating an Agent 

 Modifying an Agent 
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 Deleting an Agent 

 Temporarily Denying an Agent from Logging In 

 Enabling and temporarily denying log in for Agents in an Integrated Environment 

For specific, step-by-step instructions for completing tasks, see the online help. 

Creating an Agent 

When you create an agent, you base it on a role. The agent then inherits the 
properties and access privileges from the role. You can change properties for 
individual agents, but you can only change an agent access rights by changing the 
role. 

When you create an agent, you must select at least one skill group in which the agent 
is to be a member; agents cannot exist without being the member of at least one skill 
group. 

If E-Mail Manager is integrated with ICM Software, when you create an agent, you 
must select an enabled  peripheral for the agent. Each agent can be associated with 
only one peripheral. 

You can create agents individually, or in bulk. 

Caution: You should not create agents with names that differ only in capitalization. 
This can cause problems for other administrators, managers, and those working with 
reports. 

Note: When you create agents, you associate them with roles. Therefore, before you 
create agents, you should ensure that the roles you want to use exist. If you want to 
use only the default roles, you do not need to do anything; however, if you want to 
use custom roles, you should define these before creating agents. It is recommended 
that you use custom roles, so that if you later need to change access privileges, you 
do not have to modify all the agents. 

Modifying an Agent 

After creating an agent, or at any time, you can modify its properties.  

You can only modify access privileges and message access privileges for the agent by 
modifying the role. 
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Deleting an Agent 

Before deleting agents, you should: 

 Modify rules so that messages are no longer assigned to the agents you are 
deleting. 

 Modify templates owned by that agent and change their owner to an existing 
agent. You work with templates through the Agent Desktop. 

 Reassign the messages owned by the deleted agent. 

Caution:  

 If you delete an agent, then a customer sends a reply to an earlier message to 
that agent, the reply is placed in the Unassigned queue. To avoid this situation, 
instead of deleting an agent, you may want to set that agent's distribution rule to 
always reassign messages to a different agent or skill group. 

 When deleted, an agent is not removed from the database. Therefore, if you add 
an agent with the same login name, two agents with the same login name will 
exist in the database. 

 A newly created agent that has the same login name as the one previously deleted 
is treated as a completely new agent in the database even if the old deleted agent 
is the same as the new one. 

 To delete an agent from the ICM Software Integrated environment: 

 Disable the Agent 

 Delete the agent from the ICM Agent Explorer. 

 Purge the agent and Person associated with the agent from Deleted Objects 
Utility of ICM. 

Temporarily Denying an Agent from Logging In 

You can temporarily deny agents from logging in to E-Mail Manager from the Manage 
Agents screen or the Agent Configuration screen. Agents disabled from logging in 
remain in the system but are not able to log in to the instance. 

In an integrated environment, when you disable an agent from logging in, that agent 
is not able to log in to any other application in that integrated environment. 
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Disabling an agent from logging in is different than enabling and disabling an agent 
from working with e-mail messages in an integrated environment, as described 
below. 

Enabling and Disabling Agents in an Integrated Environment 

In an integrated environment, agents may be created through ICM software or 
another application. In this situation, if you want these agents to work with e-mail 
messages, you must enable these agents on the E-Mail Manager instance. You can 
enable agents to work on the E-Mail Manager instance in the Enable Agents screen. 

In an integrated environment, if you no longer want an agent to work with e-mail 
messages, but want the agent to remain in the system to work with other 
applications, you can disable the agent in the Manage Agents screen.  These agents 
are then listed as ones you can enable, provided that they were not deleted through 
ICM software and the peripheral on which they reside was not disabled.. 

Caution:  It is possible to create an agent named "admin" on ICM. You cannot 
enable such an agent on E-Mail Manager because it would conflict with the default 
Admin agent. 

Agent Properties 

Following are the agent properties: 

 Passwords 

 Login Settings 

 Personal Settings 

 Signatures 

 Default Notification Email Address 

 E-Mail Locale 

 Style and Paging 

 Aliases 

 Distribution Rule Settings 

 Overdue and Overload Escalation Setting 

 Skill Group Settings 
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Most of these properties are originally set by the properties of the role upon which 
the agent is based. After creating the agent, you can customize these properties. 

Passwords 

You can set the password for the agent. 

Note: 

 You must supply your own password before you can modify the password for the 
agent. Only administrator can change another agent's password. 

 Passwords can contain any combination of letters, numbers, 
spaces, and symbols (+, -, _, %, &, #, @, !) 

Login Settings 

You can set two login settings for the agent: 

 The Force agent to change password at next login ensures that the agent will 
have to change his password when he next logs in. 

 The Enable login for agent checkbox must be checked for the agent to use E-
Mail Manager.  To disable the agent from logging in, clear this checkbox. 

Personal Settings 

Personal settings for an agent include: 

 First Name 

 Last Name 

 Time zone 

Note: The Time Zone is used only for AutoResponses sent by rules when the 
message is owned by this agent.  The time zone used for display is determined by 
the agent's desktop setting. 

Signatures 

You can set three different signatures for the agent. 
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Default Notification Email Address 

You set the default notification e-mail address for the agent.  

The notification e-mail address is used to alert an agent to a message in E-Mail 
Manager, if specified by rules, and for MailTrack, which is used in distribution rules. 

E-Mail Locale 

The location of the agent, used for AutoResponses. 

Style and Paging 

An agent's style and paging settings include: 

 Rows per page 

The number you enter is the number of messages that can be displayed in a single 
screen in the queue. The maximum value is 999. 

 Page Grace 

The number you enter is the number of messages less than which are not 
displayed on a separate queue screen, but instead are added to the previous 
queue screen even if that makes the total greater than the Rows per Page 
setting. 

For example, if Rows per Page is 25 and Page Grace is 5, and there are 28 
messages in the queue, all 28 messages are displayed in one screen in the 
queue because otherwise, the second queue screen would have only 3 
messages, less than the Page Grace. The maximum value is 99. 

 Starting Screen 

By default, the Starting Screen is Status. You can change it to the agent's 
personal queue, a skill group queue, or a blank screen. 

 Screen Locale 

The location of, and language used by, the agent. 

Aliases 

You define an alias for the agent. 

An alias is an e-mail address used for responses that make responses appear as if 
they came from a different e-mail address. 
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Caution: Each alias used in E-Mail Manager should be the same as an additional 
address for a POP3 mailbox monitored by the InBasket. Otherwise, replies to 
responses sent with the alias are not received by E-Mail Manager. 

Distribution Rule Settings 

You specify whether the agent's distribution rule is to be used or not. You can also 
open another window in which you can edit the distribution rule. 

Agents belonging to the IPTA skill groups cannot have Personal Distribution Rules 
and Special Distribution Rules. Since ICM is the master of IPTA agents, the 
Distribution Rules for IPTA agents are disabled, and they cannot have rules that 
reassign mail. 

Note: When an agent is pushed a message, or when the agent picks or pulls a 
message from a skill group queue, the agent's distribution rule does not execute. 
However, if that agent receives a message directly through E-Mail Manager, the 
distribution rule does execute. 

Overdue and Overload Escalation Settings 

You can enable or disable overdue and overload escalation for the agent. Before setting 
overdue and overload escalation, you should read the topic on Service Level 
Management. 

If you enable overload escalation, you can also choose to use the system default 
Overload Warning Threshold and Overload Escalation Threshold settings, or you can 
choose to customize those settings for the specific agent.  

Note: You must enable overdue and overload escalation for an agent in order for the 
default settings to take effect for that agent's queue. 

Caution: Frequent escalation of messages can slow system performance. You should 
carefully consider your needs before setting a small Overload Escalation Threshold. 

Skill Group Settings 

Each agent must be a member in at least one skill group.  When working with agent 
properties, you can change the agent's skill group membership, as long as the agent 
remains a member of at least one skill group. 

Agents in an Integrated Environment 
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Agents function differently when E-Mail Manager is integrated with ICM software, as 
described in different sections in this topic.  If your installation of E-Mail Manager is 
integrated with ICM software, pay particular attention to the following sections in this 
topic: 

 Agents and Peripherals 

 Creating Agents 

 Deleting Agents 

 Enabling and Disabling agents 

 Distribution Rule Settings 

 Overdue and Overload Escalation Settings 
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About Skill Groups   

This topic contains the following sections: 

 What is a Skill Group? 

 How Skill Groups Relate to Other Objects 

 The Skill Group Screens 

 How to Work with Skill Groups 

 Skill Group Properties 

 Permanent Skill Groups 

 Skill Groups in an Integrated Environment 

What is a Skill Group? 

A skill group is a collection of agents who work with messages assigned to the skill 
group's own queue. One agent can belong to multiple skill groups. For example, a 
Skill Group "technical support" can contain many agents, some of whom are also 
members of the skill group "sales support". Skill groups are specific to the E-Mail 
Manager instance and cannot be shared across instances. 

Note: In an integrated environment, E-Mail Manager skill groups cannot be shared 
with ICM software or other integrated applications. 

How Skill Groups Relate to Other Objects 

To understand skill groups, you must understand how they relate to: 

 Agents 

 Peripherals 

 Teams 
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Skill Groups and Agents 

A single agent must belong to at least one skill group, and can belong to multiple 
skill groups. Furthermore, in an integrated environment, an agent can belong to 
either E-Mail Manager Routing skill groups, or ICM Routing skill groups; an agent 
cannot belong to both types of skill groups. Typically, an agent works with messages 
in his own queue, and the queues for the skill groups in which he belongs. 

Skill group membership is independent of agents' roles; a user with any associated 
role can be a member of any skill group.  

Skill group membership is independent of an agent's team membership. 

Skill Groups and Peripherals 

In an integrated environment, each skill group is associated with one peripheral. 
Multiple skill groups can be associated with one peripheral. 

Furthermore, users can only belong to skill groups associated with the same 
peripheral. That is, if an agent is associated with the peripheral "NorthEast", that 
agent can only be a member of skill groups that are also associated with the 
peripheral "NorthEast". 

Skill Groups and Teams 

Though agents can be members of both skill groups and teams, there is no direct 
relationship between skill groups and teams. These two different collections of users 
are used for different purposes: 

 Skill groups are used for message routing. The rules may assign certain messages 
to a particular skill group instead of an agent. Then agents who are members of 
that Skill Group process those messages. Typically, agents are assigned to skill 
groups based on their expertise and experience. For example, agents who are 
members of the skill group "TechnicalSupport" would be the most able to respond 
to technical inquiries from customers. 

 When E-Mail Manager is not integrated with ICM software, teams are used by 
managers for reporting purposes. In real-time reporting in the Agent Desktop, a 
manager can view the current activities of a team; when there is a large number of 
agents, grouping them into teams can ease the monitoring and reporting tasks. 
Typically, agents are assigned to teams based on who their supervisor is. For 
example, some agents may be on the "MorningShift" team so that the morning 
supervisor can monitor their work together. These agents might be in different skill 
groups, but are reported on together because they are all working at the same 
time. 
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The Skill Group Screens 

You work with skill groups on two different screens: 

 Manage Skill Groups screen 

 Skill Group Configuration screen 

These screens are briefly described below. For detailed information about the tasks 
you perform from each screen, see the online help. 

Manage Skill Groups Screen 

From the Manage Skill Groups screen, you can: 

 Create skill groups 

 Open skill groups for modification 

 Enable and disable skill groups' distribution rules 

 Delete skill groups 

 Sort skill groups 

To open this screen, in the Navigation menu, select Agent Management > Manage 
Skill Groups. 

Skill Group Configuration Screen 

From the Skill Group Configuration screen, you can modify the skill group properties 

To open this screen, in the Manage Skill Groups screen, click the 
name of a skill group. 

How to Work with Skill Groups 

This section contains information on: 

 Creating a Skill Group 

 Modifying a Skill Group 

 Deleting a Skill Group 

For specific, step-by-step instructions for completing tasks, see the online help. 
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Creating a Skill Group 

With the proper access privileges, you can create skill groups. 

If E-Mail Manager is integrated with ICM Software, when you create a skill group, 
you must:  

 Select a peripheral for the skill group. Each skill group can be associated with only 
one peripheral. 

 Determine whether E-Mail Manager directly routes messages to the skill group (E-
Mail Manager Routing), or if routing to the skill group is deferred to ICM software 
(ICM Routing). For more information about message routing options, see About 
Routing. 

The peripheral and type of routing you select for the skill group determines which 
agents can be members of the skill group. 

Modifying a Skill Group 

When you create a skill group, the properties are initially left blank and there are no 
members. You can modify the settings and determine which agents are members of 
the skill group. 

Deleting a Skill Group 

Before deleting a skill group: 

 Modify rules so that messages are not longer assigned to the skill groups you are 
deleting. 

 Reassign the messages owned by the deleted skill group. 

Caution: In an integrated environment, if you delete a skill group, you can only 
create a new skill group with the same ID as the deleted skill group is the old skill 
group, along with the corresponding service and route, is purged from ICM software.  

Note: You cannot delete a skill group if there are agents who are members of that 
skill group who do not belong to other skill groups. Because all agents must belong to 
at least one skill group, you cannot delete a skill group if that action would leave 
some agents with no skill group memberships. 
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Skill Group Properties 

Following are the skill group properties: 

 Basic settings 

 Distribution rule settings 

 Overdue and overload escalation settings 

 Skill group membership 

Basic Settings 

The basic settings for a skill group include: 

 Skill group name - The name used for the skill group, entered when the skill group 
was created. 

 Time zone - The Time Zone used only for AutoResponses sent by rules when the 
message is owned by this skill group.  The time zone used for display is determined 
by the agent's desktop setting. 

 Peripheral - The peripheral with which the skill group is associated, entered when 
the skill group was created. 

 Routing - E-Mail Manager Routing or ICM Routing, selected when the skill group 
was created. 

 Default Notification E-Mail Address - The notification email address used to alert 
skill group members to a message in E-Mail Manager, and for MailTrack, which is 
used in distribution rules. 

 E-Mail Locale - The location of the skill group, used for AutoResponses. 

 Alias - The e-mail address used for responses that make 
responses appear as if they came from a different email address. 

Caution: Each alias used in E-Mail Manager should be the same as an 
additional address for a POP3 mailbox monitored by the InBasket. Otherwise, 
replies to responses sent with the alias are not received by E-Mail Manager. 

Distribution Rule Settings 

You specify whether the skill group's distribution rule is to be used or not. You can 
also open another window in which you can edit the personal distribution rule. 
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If E-Mail Manager is in an integrated environment and the skill group is designated as 
ICM Routing, there is no distribution rule for the skill group. 

Overdue and Overload Escalation Settings 

You can enable or disable overdue and overload escalation for the skill group. Before 
setting overdue and overload escalation, you should read the topic on Service Level 
Management. 

If you enable overdue escalation, you can also choose to use the system default 
Overdue Warning Time and Overdue Escalation Time, or you can choose to 
customize those settings for the specific skill group. 

If you enable overload escalation, you can also choose to use the system default 
Overload Warning Threshold and Overload Escalation Threshold settings, or you can 
choose to customize those settings for the specific user.  

Note: You must enable overdue and overload escalation for a skill group in order for 
the default settings to take effect for that skill group's queue. 

Note: Overdue and overload escalation do not apply to skill groups 
designated as ICM Routing. 

Caution: Frequent escalation of messages can slow system performance. You should 
carefully consider your needs before setting a small Overload Escalation Threshold. 

Skill Group Membership 

You determine which users are members for each skill group. A user can be a 
member of multiple skill groups. 

Users who are members of the skill group can claim messages from the skill group. 
They may receive messages assigned to the group that are marked to be round-
robined through the rules. 

Although a user can be a member of multiple skill groups, when E-Mail Manager is 
integrated with ICM software, a user can only belong to either E-Mail Manager 
Routing skill groups or ICM Routing skill groups. A user cannot belong to both a E-
Mail Manager Routing skill group and an ICM Routing skill group. 

Furthermore, users can only belong to skill groups associated with the same 
peripheral. That is, if a user is associated with the peripheral "NorthEast", that user 
can only be a member of skill groups that are also associated with the peripheral 
"NorthEast". 
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Permanent Skill Groups 

There are several skill groups in E-Mail Manager that are present by 
default and cannot be modified: 

Skill Group Name Description 

admins The admins queue stores messages sent through the 
Contact Admin function in the Agent Desktop. 
Administrators with the __subadmin role can open this 
queue and view messages. 

Message can be assigned to the admin queue by rules.  

diagnostic The diagnostic queue is used for internal diagnostics and 
for the CEM Watcher utility. Messages in this queue are 
immediately archived, and the queue is not viewable from 
the Agent Desktop. 

externalRoutingError The externalRoutingError queue stores messages that an 
external routing system, such as ICM software, tried but 
failed to route to an agent. This queue is only used in an 
integrated environment. 

You cannot reassign messages to the externalRoutingError 
queue, nor can messages be assigned to the queue by 
rules. 

reserved The reserved queue owns AutoResponse templates. The 
reserved queue is not used to store messages. 

public The public queue owns public mailing lists. The public 
queue is not used to store messages. 

rejected The rejected queue stores outgoing messages that were 
rejected by the SMTP server.  You can view messages in 
the rejected queue by viewing outgoing messages in the 
Agent Desktop. 

unknown The temporary owner of new messages. Once processed, 
messages are never placed in the unknown queue. 
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unassigned The default queue for messages that are not assigned to 
another valid queue by rules. Rules cannot explicitly 
reassign messages to the unassigned queue. 

overload The overload queue temporarily contains messages when 
they are escalated through service level management 
because the queues they were in were overloaded. 
Messages do not permanently stay in the overload queue, 
and neither agent nor rules can assign messages to the 
queue. 

overdue The overdue queue temporarily contains messages when 
they are escalated through service level management 
because they were overdue. Messages do not permanently 
stay in the overdue queue, and neither agent nor rules 
can assign messages to the queue. 

Skill Groups in an Integrated Environment 

Skill groups function differently when E-Mail Manager is integrated 
with ICM software, as described in different sections in this topic. 
 If your installation of E-Mail Manager is integrated with ICM 
software, pay particular attention to the following sections in this 
topic: 

 Skill Groups and Peripherals 

 Creating a Skill Group 

 Deleting a Skill Group 

 Distribution Rule Settings 

 Overdue and Overload Escalation Settings 

 Skill Group Membership 
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About Teams 

This topic contains the following sections: 

 What is a Team? 

 How Teams Relate to Other Objects 

 The Team Screens 

 How to Work with Teams 

 Team Properties 

 Teams in an Integrated Environment 

What is a Team? 

A team is a collection of agents grouped for reporting purposes. An agent can belong 
to only one team. For example, an organization may have the following three teams: 
"MorningShift", "EveningShift", and "OvernightShift". Teams are specific to the E-
Mail Manager instance and cannot be shared across instances.  

Note: In an integrated environment, you cannot use teams through E-Mail Manager. 
You can only manage and report on teams through ICM software. 

How Teams Relate to Other Objects 

To understand teams, you must understand how teams 
relate to: 

 Agents 

 Skill groups 

Agents and Teams 

An agent can be a member of one, and only one, team. Team membership does not 
affect which messages an agent works with or how messages are processed. Teams 
are used by managers for reporting purposes. 
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Skill Groups and Teams 

Though agents can be members of both skill groups and teams, there is no direct 
relationship between skill groups and teams. These two different collections of 
agents are used for different purposes: 

 Skill groups are used for message routing. The rules may assign certain messages 
to a particular skill group instead of an agent. Then agents who are members of 
that skill group process those messages. Typically, agents are assigned to skill 
groups based on their expertise and experience. For example, agents who are 
members of the skill group "TechnicalSupport" would be the most able to respond 
to technical inquiries from customers. 

 Teams are used by managers for reporting purposes. In real-time reporting in the 
Agent Desktop, a manager can view the current activities of a team; when there is 
a large number of agents , grouping them into teams can ease the monitoring and 
reporting tasks. Typically, agents are assigned to teams based on who their 
supervisor is. For example, some agents may be on the "MorningShift" team so 
that the morning supervisor can monitor their work together. These agents might 
be in different skill groups, but are reported on together because they are all 
working at the same time. 

The Teams Screens 

You work with teams on three different screens: 

 Teams: Show 

 Teams: Create 

 Teams: View/Edit 

These screens are briefly described below. For detailed information about the tasks 
you perform from each screen, see the online help. 

Note: In an integrated environment, teams are defined only through ICM software, 
and the screens listed above are not available. 

Teams: Show Screen 

From the Teams: Show screen, you can: 

 Modify a team 

 Delete a team 
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To open this screen, in the Navigation menu, select Agent Management > 
Manage Teams > Show. 

Teams: Create Screen 

From the Teams: Create screen, you can create a new team and add agents to it. 

To open this screen, in the Navigation menu, Select Agent Management > 
Manage Teams > Create. 

Teams: View/Edit Screen 

From the Teams: View/Edit screen, you can view and modify an existing team. 

To open this screen, in the Teams: Show screen, click the name of a team. 

How to Work with Teams 

Following are general guidelines on: 

 Creating a team 

 Modifying a team 

 Deleting a team 

For specific, step-by-step instructions for completing tasks, see the online help. 

Creating a team 

When you create a team, you: 

 Provide a team name and description 

 Assign agents to the team. You can only select agents that are not currently on a 
team. 

Modifying a team 

You can modify a team's name and description, and change the team membership. 
To do so, click on the team name in the Teams:Show screen. 
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Deleting a team 

You can delete teams from the Teams:Show screen. 

Team Properties 

Following are the team properties: 

 Name 

 Description 

 Team membership 

Name 

The name of the team. This name also appears on the real-time reports. 

Description 

A description of the team. The description does not appear on the real-time reports. 

Team Membership 

The agents who belong to this team. An agent can only belong to one team. 

Teams in an Integrated Environment 

When E-Mail Manager is part of an integrated environment, you can only administer 
teams through ICM software. Furthermore, you cannot view E-Mail Manager real-
time reports by team in an integrated environment. 
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About Peripherals 

This topic contains the following sections: 

 What is a Peripheral? 

 How Peripherals Relate to Other Objects 

 Working with Peripherals 

What is a Peripheral? 

For E-Mail Manager in an integrated environment, a peripheral is the agent and skill 
group controller. Peripherals are managed through the ICM software; therefore you 
must create peripherals through ICM software before you can work with them 
through E-Mail Manager. 

For more information about peripherals, see the ICM Configuration Guide. 

How Peripherals Relate to Other Objects 

To understand peripherals, you must understand how peripherals relate to: 

 Agents 

 Skill Groups 

Peripherals and Agents 

In an integrated environment, each agent is associated with one peripheral. Multiple 
agents can be associated with one peripheral. 

Furthermore, agents can only belong to skill groups associated with the same 
peripheral. That is, if an agent is associated with the peripheral "NorthEast", that 
agent can only be a member of skill groups that are also associated with the 
peripheral "NorthEast". 

Peripherals and Skill Groups 

In an integrated environment, each skill group is associated with one peripheral. 
Multiple skill groups can be associated with one peripheral. 
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How to Work with Peripherals 

Peripherals are created and managed through ICM software. For more information, 
see the Cisco ICM Software Configuration Guide. 

As an E-Mail Manager administrator, you determine which peripherals are used by 
each instance of E-Mail Manager. You make this determination in the Peripherals 
screen; to open the Peripherals screen, select Configuration > Advanced Settings 
> Peripherals from the Navigation menu. 

This screen lists the available peripherals and indicates whether or not they are 
enabled for the instance.  

You can enable available peripherals. You can also disable enabled peripherals as 
long as no agents or skill groups are associated with them. 

Note: When you create peripherals through ICM software, you should keep the 
names as short as possible. An agent's Enterprise Name is comprised of the 
peripheral name, the agent's last name, and the agent's first name, truncated to 32 
characters. 

For instructions on using this screen, see the online Help. 
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About Rules 

This topic contains the following sections: 

 What is a Rule? 

 The Rule screens 

 Types of rules 

 Rule tests 

 Rule results 

 Rule actions 

 Transferring messages through a rule 

 When to create and modify rules 

 Rule trees 

 Subroutines 

 Local fields 

 Rules in an integrated environment 

Notes:  

 This topic does not describe Distribution Rules. 

 This topic does not describe how to perform tasks related to rules. For 
step-by-step instructions, access the online help from the rule screens. 

 This topic does not describe the underlying language of rules, referred to 
as the low level rule language. Working with the low level rule language, 
you can perform more complex processing than you can by using the Web 
user interface. For more information, see the Cisco E-Mail Manager 
Implementation and Customization Guide. 
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What is a Rule? 

A rule is an object that: 

 Tests a message for certain criteria, and 

 Performs an action on the message if it meets the criteria. 

Rules are grouped into rule trees and subroutines. 

The Rule Screens 

You work with three screens to define rules and rule trees: 

 The Rule Tree screen 

 The Edit Rule screen 

 The Test Rule screen 

These screens are briefly described below. For detailed information about the 
tasks you perform from each screen, see the online help. 

The Rule Tree screen 

You use the Rule Tree screen to: 

 Search for rules 

 View rule explanations 

 Create a rule 

 Copy a rule 

 Open a rule to edit 

 Link or unlink a rule 

 Open a rule to test 

 Delete a rule 

The Edit Rule screen 

You use the Edit Rule screen to define a rule's tests and actions. 
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The Test Rule screen 

You use the Test Rule screen to test a single rule or a rule tree. 

You can test a rule tree beginning at the selected rule, or the entire rule tree 
on a message that you write. It is recommended that you do both, to ensure 
that each rule works correctly, and that the rule tree as a whole functions as 
you planned. 

It is also recommended that you test rules with different messages, some 
that are written to return TRUE, and some that are written to return FALSE, 
for each stage of the rule tree. 

When you test rules, you are presented with detailed results of the test. 

Types of Rules 

There are three types of rules in E-Mail Manager: 

 System Rules - System rules process messages when they first enter E-
Mail Manager. 

 Overdue Rules - Overdue Rules process a message when the message 
becomes overdue according to the settings defined for the instance, or for 
the agent or skill group to which it is assigned. 

 Overload Rules - Overload rules process a message when the queue to 
which the message is assigned is overloaded according to the settings 
defined for the system, or for the agent or skill group. 

 Distribution Rules 

Overdue and overload rules are used as part of service level management. 

There is a separate rule tree for each type of rule. 

The functionality of all three types of rules is, for the most part, the same. 
Therefore, in this document, the term "rule" refers to all three types of rules. 
Where necessary because of differences in functionality, this document states 
the type of rule.  

Note: In an integrated environment, overdue and overload rules do not 
execute on messages routed through ICM software. Messages routed through 
ICM software may become overdue and marked as such, but they are not 
processed by overdue rules.  
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Rules Tests 

You can define a rule to test: 

 If the time and date that the rule processes a message is in a specified 
date range.  

 If the text, subject, addresses, or any headers of a message contain 
specific text strings.  

 The priority level of a message, if set by a previous rule. 

 The value of a local field associated with the message, if set by a previous 
rule. 

If a message meets the criteria set in the rule's tests, the rule result is TRUE 
for the message. If the message does not meet the criteria set in the rule's 
tests, the rule result is FALSE. 

You can combine tests in a single rule, or for more thorough testing, combine 
tests with multiple rules. 

Combining Tests in a Single Rule 

All tests performed by a rule are combined by a logical AND operator. That is, each 
test defined for a rule must result in TRUE for the rule itself to result in TRUE. If a 
single test defined for a rule returns FALSE, the entire rule returns FALSE. 

Note: A rule can test for the presence of one of many text strings in a message. 
Such a rule would return TRUE if any of those text strings is present; these text 
strings are all considered part of a single test. 

For example, a rule tests for messages that: 

 Contain the word "purchase", "order", or "buy", 

 Contain the word "late", and 

 Were sent between 6:00 PM and 8:00 AM. 

For a message that contains the words "order" and "late", but was received at 
9:30 AM, the rule returns FALSE. The following figure shows this example: 
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Combining Tests through Multiple Rules 

You cannot combine tests in a single rule with a logical OR operator, except 
for searching for multiple strings in a single test. 

For example, you cannot define a single rule that assigns a message to the 
Manager's queue if the message either: 

 Contains the word "Urgent", or 

 Was sent on a Monday. 

If you define a rule that tests for these two conditions, unless both conditions 
are TRUE, the rule returns FALSE. 

However, you can use multiple rules to test for a message that contains 
either the word "Urgent" or that has the field "Unusual" set to a value greater 
than or equal to 4. To do this: 

1. Define the first rule to test for the word "Urgent" in the body or subject, 
and to assign the message to the Manager's queue. 

2. Define the second rule to test if the value of the field "Unusual" is greater 
or equal to 4, and to assign the message to the Manager's queue. 

3. Attach the second rule to the FALSE branch of the first rule. 

By combining these two rules, you can ensure that a message that either 
contains the word "Urgent", or has the variable "Unusual" set to a value 
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greater than or equal to 4, assigned to the Manager's queue. The following 
figure shows this example: 

 

Rule Results 

Each rule results in either TRUE or FALSE: 

 A rule results in  TRUE if the message meets all of the criteria you specified 
in the rule. When a rule results in TRUE, the rule executes the defined 
actions on the message. The message is then processed by the rule, if any, 
on this rule's TRUE branch in the rule tree: 

 

 A rule results in FALSE if the message fails to meet one or more of the criteria you 
specified for the rule to test. When a rule results in FALSE, no actions are taken on 
the message. The message is then processed by the rule, if any, on this rule's 
FALSE branch: 
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 You can specify that a rule always results in FALSE, even when each test defined for 
the rule results in TRUE. When each test results in TRUE, the rule executes the 
defined actions on the message, but the message is then processed by the rule on 
this rule's FALSE branch in the rule tree. 

For example, you may have a rule that tests for messages that are received 
during non-business hours. For such messages, you want to send an 
AutoResponse stating that a personal response will come during normal 
business hours. After a message passes through this rule, you want the 
message processed in the same way, regardless of the test results. By forcing 
the rule to results in FALSE, you ensure that all messages are next processed 
by the same rule. (Forcing the rule to return FALSE in this situation produces a 
much smaller and more efficient rule tree; if you did not force the rule to return 
FALSE and wanted messages processed in the same way regardless of the 
rule's results, you would have to create identical rules for this rule's TRUE and 
FALSE branches, and those rules' subsequent branches.) 
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Rule Actions 

If all tests in a rule results in TRUE, the rule can: 

 Take no action other than passing the message to the next rule in the TRUE 
branch. 

 Route the message. Options include: 

 Routing to an individual user 

 Routing to a skill group 

 Round-robining to a skill group 

 In an integrated environment, routing to a skill group designated as ICM 
Routing and having a script defined through ICM software assign the task to a 
member of that skill group, or to a E-Mail Manager Routing skill group. 

 Set the message priority. 

 Send notification to one or more external e-mail addresses or pagers. 

 Forward the message to an external e-mail address. 
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 Send an automatic response, using an AutoResponse template. 

 Suggest one or more templates for possible responses. 

 Associate categories with a message. 

Note: A message can be associated with up to 10 categories. You should define 
your rule tree so that a message will never be associated with more than 10 
categories. 

 Add notes to a message. 

 Modify the value of local fields (for use by other rules). 

 Call a subroutine containing additional actions. 

 Create a clone of the message and assign the clone to an agent or skill group. 

 Transfer the message to another instance of E-Mail Manager. 

Transferring Messages Through a Rule 

If you have multiple, connected E-Mail Manager instances in the same matrix, you 
can specify that the rule transfers the message to another E-Mail Manager instance if 
all the matching tests return TRUE. When you choose to transfer a message, you can 
have it deleted from the current instance.  

You can also clone the message and transfer the clone to a user on the current 
instance. The clone of the message has a different tracking number than the original 
message. You cannot clone messages to different instances. 

Note: It is recommended that you use a special skill group, and its distribution rule, 
to transfer messages to a different instance. If you define the transfer in a special 
user's PDR, then any other user with access privileges can in effect transfer a 
message to another instance by reassigning the message to that special user; when 
the message is reassigned, the special user's PDR transfers the message. If you 
define the transfer in a system rule only, users cannot transfer messages. 

When to Create and Modify Rules 

Because rules reference users, skill groups, templates, keywords, and categories, you 
should create these objects first. Create rules only after these objects exist. 

Furthermore, if you modify or delete any of these objects, you may have to modify 
rules that refer to these objects. For example, if a rule assigns all messages 
inquiring about West coast sales to an agent who leaves your organization, you must 
modify the rule to assign such inquiries to a different agent.  
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Rule Trees 

A rule tree is the complete series of rules that process a message. A rule tree is 
comprised of individual rules and their TRUE and FALSE branches. 

Whether a rule results in TRUE or FALSE determines which rule processes the 
message next. In other words, if a rule results in TRUE, the message is next 
processed by the rule on its TRUE branch, and if it results in FALSE, it is next 
processed by the rule on its FALSE branch. 

A rule tree is comprised of this branching sequence, and can be as simple or as 
complex as needed. The design of a rule tree is flexible and depends on your 
organization's needs. 

The following figure shows a relatively simple rule tree: 

 

Note: As this figure implies, not every rule has a TRUE and FALSE branch. When 
there is no TRUE branch from a rule and the rule results in TRUE, or when there is no 
FALSE branch from a rule and the rule results in FALSE, the rule processing on the 
message stops. 

The rest of this section explains: 

 Rule trees and types of rules 

 Planning a rule tree 

 Modifying a rule tree 
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Rule Trees and Types of Rules 

There are three rule trees in E-Mail Manager, one for each type of rule. Rules created 
while viewing one rule tree are not available to other rule trees.  For example, if you 
create a rule while viewing the Overload rule tree, you can make that new rule part of 
the Overload rule tree; you cannot make that rule part of the System rule tree or the 
Overdue rule tree.  

You can link that rule to a free branch in the rule tree where it was created. For 
example, if you create a new rule when viewing the Overdue Rule Tree, the unlinked 
rule is visible only when you are viewing the Overdue Rule Tree, and you can link that 
rule only to rules in that rule tree. The same is true for subroutines; you can call a 
subroutine from one rule tree only. 

Planning a Rule Tree 

Before actually building a rule tree in E-Mail Manager, you should outline the tests 
and actions you need the rule tree to perform. Specifically, you should consider: 

 What to test for in messages: 

 Text strings you want to test for 

 Special times and dates during which you want messages processed 
differently 

 If and how you want to test for messages' priority 

 What actions to take on messages: 

 Which users and skill groups are assigned certain messages 

 Which priority is assigned, and when 

 If users need notification sent to external email addresses 

 If entire messages should be forwarded to external email addresses 

 If automatic responses are sent 

 How templates are used 

 How categories are used 

 Which notes are added to messages 

Then you should consider using advanced techniques such as using FALSE branches 
only, calling subroutines, and using local fields. 
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Modifying a Rule Tree 

You modify a rule tree by linking and unlinking rules to other rules. 

You can only link and unlink rules to the rule tree you are viewing. For example, if you 
ware viewing the System Rule tree, you can only link and unlink rules to that tree, not 
the Overdue Rule Tree or the Overload Rule Tree. 

Caution: It is recommended that when you are modifying a rule tree, you stall the mail 
processor; otherwise, any messages processed while rule are temporarily unlinked will 
be placed in the unassigned queue. 

Linking a Rule to a Free Branch 

You can link a rule to any free branch of another rule. That is, if there is no rule on a 
rule's FALSE branch, you can place a rule there. 

E-Mail Manager does not allow you to place a rule on an occupied branch. In other 
words, only one rule can be linked to a TRUE or FALSE branch; if there is a rule on a 
branch, and you want to replace it, you must first unlink the rule you want to replace. 

Linking a Rule to an Occupied Branch 

You may need to link a new rule to a branch of the rule tree where a rule is already 
connected. 

However, because only one rule can occupy a branch at a time, you must: 

 Unlink the rule that is presently on the branch. 

 Link the new rule to the branch that is now free. 

 If need be, link the rule you unlinked in Step 1 to the rule you 
linked in Step 2. 

Unlinking a Rules 

You can unlink a rule that is on the branch of another rule. When you unlink a 
rule, links to rules that are below the rule you are unlinking are maintained. 

You must unlink a rule from a branch, and unlink rules from that rule's 
branches, before you can delete the rule. Instead of deleting a rule, you may 
choose to bypass the rule. 
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Subroutines 

A subroutine is a single rule, or a linked series of rules, that is not part of the main rule 
tree through which messages pass. Subroutines process messages when they are called 
by other rules. 

You can define the same tests and actions in a rule used as a subroutine as you can in 
any rule in a rule tree. 

From a rule, you can call a subroutine: 

 That always execute 

 Executes when the rule results in TRUE 

The rest of this section explains: 

 Subroutines and types of rules 

 Why you would use subroutines 

 Subroutine trees 

 Subroutines that always execute 

 Subroutines that execute when the rule results in TRUE 

Subroutines and Types of Rules 

A subroutine can be called from multiple rules in a single rule tree. For example, if 
you create a subroutine when viewing the Overload Rule Tree, you can only call the 
subroutine from rules in the Overload Rule Tree; you cannot call the same subroutine 
from rules in the System or Overdue Rule Trees. 

Why Use Subroutines? 

Subroutines are most useful when you want to: 

 Include additional matching tests in a single rule. 

 Run the same tests or execute the same actions from multiple rules in the main 
rule tree. By using a subroutine, you have to define those tests or actions only 
once, and then call the subroutine from each rule in the main rule tree. If you did 
not use subroutines, you would have to define the same tests and actions multiple 
times. 
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Subroutines are particularly valuable when used in combination with local fields. 
Therefore, some of the examples used in this section show the use of local fields with 
subroutines. 

Distribution Rules can also execute subroutines.  

Subroutine Trees 

When a rule calls a subroutine, it calls a single rule that is not part of the main rule 
tree. However, the rule called as a subroutine can have its own TRUE and FALSE 
branches, and in effect, its own tree. 

When you select a subroutine that consists of its own rule tree from a rule in one of 
the rule trees, you select the first rule in the subroutine's rule tree. 

The complete set of rules in the subroutine tree processes the message before the 
main rule tree resumes processing the message. 

For example, as shown below, a rule called as a subroutine can have one or more 
tests, and the resulting actions depend on the results of those tests. 

 

Subroutines can also call other subroutines, which can in turn be part of their own 
rule trees that call other subroutines. Theoretically, you can link a long series of 
subroutines in their own rule trees, creating a very complex rule processing scheme. 

For example, a rule called as a subroutine can call another subroutine, which can also 
be called by other rules in the first subroutine's tree. 



Cisco E-Mail Manager Administration Guide 

118 

 

Subroutines that Always Execute (Matching Tests) 

You can define a rule so that it calls a subroutine every time that rule executes. You 
select the subroutine to call in the Matching Tests section of the Edit Rule screen. 

This subroutine is called regardless of the results of the tests in the calling rule. You 
should call a subroutine in this way to run additional tests on messages. 

The calling rule results in TRUE only if the tests defined in the subroutine, as well as 
its own tests, result in TRUE. 

Caution: Any actions defined in the subroutine selected in the Matching Tests section 
of the Edit Rule screen execute if the tests in that subroutine return TRUE; the tests 
in the calling rule do not have to return TRUE for the actions in the subroutine to 
execute. 

The following example shows a rule with three text matching tests, calling a matching 
subroutine with an additional text matching test. The subroutine is necessary in this 
situation because you can define a maximum of three text matching tests per rule. 
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Subroutines that Execute when the Rule Returns TRUE 

You can define a rule so that it calls a subroutine when the rule's tests result in 
TRUE. In this case, the subroutine is just like any other action defined in the rule, in 
that it depends on the rule resulting in TRUE. You select the subroutine to call in the 
Call a Subroutine section of the Edit Rule screen. 

Caution: Though the calling rule must result in TRUE for the subroutine to execute, 
any tests defined in the subroutine must also result in TRUE for the actions defined 
in the subroutine to execute. 

The following example shows a section of a rule tree in which each rule calls a 
subroutine when the rule returns TRUE. This subroutine: 

 Contains no additional tests 

 Always increments the local field TRUE by one 

 Always results in TRUE and goes to the rule on its own TRUE branch 

The rule on the subroutine's TRUE branch: 

 Tests whether the local field "TRUE" is greater than 3 and the Sender 
contains ".gov" 

 If TRUE, assigns the category "Priority Government Customer" and sends 
Notification to the manager 

By incrementing the local field in the subroutine, you define the action once, 
and you keep the local fields in the calling rules free for other uses. 
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Local Fields 

A local field is a variable that is associated with a message, and that is 
created and assigned a value within rules. Local fields are: 

 Independent of the message's actual content 

 Not stored with the message in the database 

 For use only by other rules in the same rule tree. Local fields cannot be used across 
rule trees. For example, a local field in the System Rule Tree is not valid in the 
Overdue Rule Tree. However, nothing prevents the use of local fields of the same 
names in two rule trees.  
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You can use local fields to perform tests on messages that would be 
impossible to perform based on the message's content alone. 

The rest of this section explains: 

 Testing local field values 

 Modifying local field values 

 Local fields and subroutines 

Testing Local Field Values 

You can define a rule to test for the value of a local field, as shown below: 

 

Unlike matching tests on the content of a message, a matching test on a local 
field can test for more than a direct match; specifically, a matching test on a 
local field can test if the value: 

 Contains patterns you specify 

 Equals the number you specify 

 Is greater than the number you specify 

 Is less than the number you specify 

 Is greater than or equal to the number you specify 

 Is less than or equal to the number you specify 

Note: Before you can test for the value of a local field, that local field must have 
been created by the action of a previous rule; otherwise, the test automatically 
results in FALSE. 

Modifying Local Field Values 

You can define a rule to modify the value of a local field if that rule's tests return 
TRUE, as shown below: 
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Specifically, you can: 

 Assign a particular value to the local field. 

 Increment the value of the local field by 1. 

 Decrement the value of the local field by 1. 

Local Fields and Subroutines 

Local fields are most valuable when used in combination with subroutines. The 
example of a subroutine that executes when the rule returns TRUE demonstrates how 
you can use local fields in subroutines to perform complex processing. 

Rules in an Integrated Environment 

Rules function differently when E-Mail Manager is integrated with ICM software, as 
described in Rule Actions section in this topic.  Furthermore, overdue and overload 
rules do not execute on messages currently being routed through the ICM software. 
Once a message has been routed to an agent or to a local skill group by ICM 
software, the overload and overdue take effect. If your installation of E-Mail Manager 
is integrated with ICM software, pay particular attention to that section, as well as 
the topic About Routing. 
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About Distribution Rules 

This topic contains the following sections: 

 What is a Distribution Rule? 

 Usual and Special Distribution Rules 

 Distribution Rule Time Tests 

 Distribution Rule Actions 

 Transferring messages through a Distribution Rule 

 MailTrack 

 Distribution Rules and Subroutines 

 Distribution Rules in an Integrated Environment 

What is a Distribution Rule? 

A distribution rule is a rule that processes a message at the time the message is 
assigned to a agent’s or skill group’s queue. A distribution rule executes when a 
message is assigned to a queue by rules or by manual reassignment from a different 
queue.  

Each agent and skill group has its own distribution rule. 

Note: When an agent is pushed a message, or when the agent picks or pulls a 
message from a skill group queue, the agent's distribution rule does not execute. 
However, if that agent receives a message directly through E-Mail Manager, the 
distribution rule does execute. 

Usual and Special Distribution Rules 

A distribution rule tests the time period in which each message is 
assigned, and takes one of two sets of actions based on whether the 
message is assigned during the defined time period.  If a message is 
assigned during the defined time period, the actions defined in the 
Special Distribution Rule section of the screen execute. If the 
message is assigned outside of the defined time period, the actions 
defined in the Usual Distribution Rule section of the screen execute. 
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Enabling Distribution Rules 

Simply defining a distribution rule does not put it into effect for the agent or skill 
group. You must explicitly enable the distribution rule from the Agent Configuration 
or Skill Group Configuration screen. 

Distribution Rule Time Tests 

The following table shows the ways in which you can define a 
distribution rule's time-based tests: 

 

Type of Time-Based Test Example 

Between specific times and dates during a single year, 
regardless of the day of week 

Between Midnight December 31, 1999 and 
Midnight January 1, 2000 

Between specific times and dates each year, regardless of 
the day of the week and the year 

Between Midnight December 24 and Midnight 
January 1 

Between specific times and dates each month, regardless 
of the day of week, the month, and the year 

Between 5:00 PM on the 28th and Midnight 
on the 31st 

Between specific days of the week, regardless of the day of 
the month 

Between 5:00 PM Friday and 8:00 AM Monday 

Between specific hours, regardless of the date Between 6:00 PM and 8:00 AM 

Note: You can only define one of these types of tests for a single 
distribution rule. You cannot combine these tests in a distribution 
rule. 

If the message is assigned to the user or skill group during the time 
period specified, the test returns TRUE and the actions defined in 
the time-based section of the distribution rule execute. Otherwise, 
the test returns FALSE and the default actions execute. 
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Distribution Rule Actions 

A distribution rule can take any of the following actions: 

 Reassign the message (only when the distribution rule's time test 
returns TRUE) 

 Send notification to one or more external e-mail addresses or 
pagers. 

 Forward the message to an external e-mail address. 

 MailTrack the message to the user's external e-mail address. 

 Send an automatic response using an agent's personal template. 

 Transfer the message to another instance of E-Mail Manager. 

 Call a subroutine containing additional actions.  

Transferring Messages through a Distribution Rule 

If you have multiple, connected E-Mail Manager instances at your organization, you can 
specify that the distribution rule transfers the message to another E-Mail Manager 
instance. When you choose to transfer a message, it is archived at the current instance. 

Note: It is recommended that you use a special skill group, and its distribution rule, to 
transfer messages to a different instance. If you define the transfer in a special user's 
distribution rule, then any other user with access privileges can in effect transfer a 
message to another instance by reassigning the message to that special user; when the 
message is reassigned, the special user's PDR transfers the message. If you define the 
transfer in a system rule only, users cannot transfer messages. 

MailTrack 

MailTrack is the forwarding of a message, as well as the tracking number, suggested 
response templates, comments, and other system information associated with the 
message. 

Caution: If a MailTrack message contains suggested response templates, any 
attachments that are part of the templates are not included. You should design the rule 
tree so that messages with suggested templates with attachments are not assigned to 
users with MailTrack enabled. 

MailTrack messages are forwarded to the agent's or skill group's default notification e-
mail address. 
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When an agent responds to a MailTrack message from the default notification e-mail 
address, the response is sent through and tracked by E-Mail Manager. The original 
message is then archived. 

Note: Agents using MailTrack to respond to e-mail messages cannot be routed 
messages through ICM software.   

The Cisco E-Mail Manager Agent Guide describes how agents work with MailTrack 
messages. 

To set up MailTrack, you enable MailTrack in the user's or skill group's distribution 
rule. You must also make sure to supply a default notification e-mail address for the 
agent or skill group. 

You also modify the MailTrack configuration file on the E-Mail Manager server. There 
is one MailTrack configuration file for each E-Mail Manager instance; the settings in 
this configuration file affect all users of the instance. 

For more information about the MailTrack configuration file, see the Cisco E-Mail 
Manager Installation and Configuration Guide. 

Distribution Rules and Subroutines 

A distribution rule can execute any subroutine that you have defined in the main 
system rules. You can choose to execute a subroutine from both the normal and 
time-based sections of a PDR. 

Any test or action that defined in the rule being called as a subroutine can execute 
when it is called from a distribution rule. 

Note: You can only call subroutines from a distribution rule that were created in the 
System rule tree. You cannot call subroutines that were created in the Overdue Rule 
Tree or the Overload Rule Tree. 

For example, you can define a distribution rule so that when the user is on vacation, 
messages assigned to that user by the rules are assigned to a different user or skill 
group. However, the usefulness of this configuration is limited because you can only 
select one, static user or group to be reassigned messages. You might prefer to be 
able to reassign messages during a user's vacation according to the contents of the 
message. You cannot do this directly from the distribution rule; however, you can call 
a subroutine that tests messages' contents and makes appropriate assignments. Such 
a configuration is shown below: 
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Distribution Rules in an Integrated Environment 

In an integrated environment: 

 Skill groups designated as ICM Routing do not have distribution rules. 

 When an agent who is a member of an ICM Routing skill group is pushed a 
message through ICM software, the agent's distribution rule does not execute. 
However, if that agent receives a message directly through E-Mail Manager - 
through direct assignment by a rule, through reassignment, or through escalation 
-  the distribution rule does execute. 

 When an E-Mail Manager Routing skill group is assigned a message through ICM 
software, that skill group's distribution rule does execute. 
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About Routing 

This topic contains the following sections: 

 What is Routing? 

 Routing to an agent 

 Routing to a skill group 

 Round robining to a skill group 

 Routing through ICM software 

What is Routing? 

Routing is the way in which messages are assigned to agents and skill groups. Routing is 
defined as part of a rule's action.  

Routing to an Agent 

Routing to an agent is the assignment of messages to the agent and the placement of 
messages directly in the agent's queue.  

Such messages are intended to be processed by that particular agent. 

When a message is placed in an agent's queue, the agent's distribution rule executes. 

The agent is presented with the message according to the agent workflow options you 
define.  

Routing to a Skill Group 

Routing to a skill group is the assignment of messages to the skill group and the 
placement of messages directly in the skill group's queue. You determine if a skill group is 
eligible for direct routing from the rules when you create the skill group. Once messages 
are in the skill group queue, agents who are members of that skill group can claim and 
process these messages. 

When a message is placed in an skill group's queue, the skill group's distribution rule 
executes. 
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Agents in the skill group queue are presented with messages from the skill group queue 
according to the agent workflow options you define. 

Round Robining to a Skill Group 

Round robin message assignment is the even distribution of messages to members of a 
skill group. 

When you select round robin message assignment: 

1. The rule tree assigns a message to a skill group. Then, 

2. E-Mail Manager checks which members of the skill group are currently logged on, 
and assigns the message to one of those users. 

If no members of the group are currently logged on, E-Mail Manager assigns the 
message to the skill group, where the message remains until it is claimed. 

E-Mail Manager keeps track of how many round-robin messages have been assigned to 
each skill group member and distributes round-robin messages to skill group members 
evenly, so that no skill group member receives a disproportionate share of round-robin 
messages. 

Routing through ICM Software 

This section contains the following information: 

 Overview of Routing through ICM Software 

 Data Sent to the ICM CallRouter 

 Script Selector Names for Routing E-Mail Messages 

 Message Assignment and Agent State and Mode 

 Failures with ICM Routing 

 See Also the ICM Software Documentation 

Overview of Routing through ICM Software 

When E-Mail Manager is in an integrated environment, you can choose to defer 
message assignment to ICM software. You can determine if a skill group can initiate 
message routing through ICM software when you create the skill group and select ICM 
Routing; you then define rules to assign messages to those ICM Routing skill groups.    
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In this situation: 

1. A rule assigns the message to an ICM Routing skill group. 

2. E-Mail Manager sends a request for assignment to the ICM Router. 

3. The Router runs a routing script to determine which agent member of the skill 
group to assign the message to. The routing script can also determine that the 
message should be assigned to a non-ICM routing skill group. 
 
Note: The ICM script must use the Queue to Agent node to route e-mail messages, 
not the Agent node. 

4. Based on the routing script's determination, the ICM software instructs E-Mail 
Manager to assign the message to a particular agent or E-Mail Manager routing skill 
group. 

5. The message is placed in the agent's or skill group's queue. 

If the message is assigned to an agent, it is presented to the agent in push 
mode; if the message is assigned to an E-Mail Manager Routing skill group, it is 
placed in that skill group's queue. 

Data Sent to the ICM Router 

Cisco E-Mail Manager sends the following data to ICM software when requesting that an 
e-mail message be routed: 

 Instance and skill group name - A string that determines which script to run on 
ICM software.  The value is the name of the E-Mail Manager instance and the ICM 
Routing skill group the message was assigned to, separated by a period; for 
example, "SupportInstance.techSupport".  Therefore, you must ensure that Script 
Selectors with the value of the E-Mail Manager instance name and each ICM 
Routing skill group are configured in ICM software. 

 Priority- The priority of the message. The value of the Priority variable, which is 
"0" through "3", maps to the cisco.cem.Priority Expanded Call Variable defined by 
default in ICM software.  The value of the variable can be used to categorize the 
contact in a script 

 Categories - The categories of the message. The categories variable is an array 
containing up to 10 category values that maps to the cisco.cem.Category 
Expanded Call Variable defined by default in ICM software. The values in the 
array can be used to categorize a contact in a script.  

 Message Key - The unique identifier of the message that E-Mail Manager is 
requesting ICM software to route. The Message Key value maps to the 
cisco.cem.MessageKey Expanded Call Variable.  While typically the Message Key 
would not be used to categorize a contact in a script, it may be used useful when 
ICM software is integrated with a CRM application; the Message Key could be 
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recorded in the CRM databse for future reference to e-mail correspondence with a 
customer. 

For information on Expanded Call Variables, see the Cisco ICM Software Configuration 
Guide. 

Script Selector Names for Routing E-Mail Messages 

For the ICM Router to successfully route an e-mail message, the name of the Script 
Selector, which corresponds to the Dialed Number for voice contacts, must be E-
Mail_Manager_Instance_Name.Skill_Group_Name. For example, if your E-Mail Manager 
instance is named "EmailSupport", and a message is assigned to the ICM Routing skill 
group named "SupportGroup", then there must be a Script Selector named 
"EmailSupport.SupportGroup". If such a Script Selector does not exist, the routing 
request will fail. 

Message Assignment and Agent State and Mode 

One advantage over routing messages through ICM software is that ICM software can 
detect agents' state and mode.  

In an integrated environment, agents are in one of two modes: 

 Routable 

 NotRoutable 

When agents are in Routable mode, they are eligible to be routed messages from ICM 
software. Furthermore, ICM software detects the agents' states; that is, whether they 
are working on a message or are idle and waiting for a new message, and routes 
messages based on the agents' availability and workload. 

See the Cisco E-Mail Manager Agent Guide for information on how agents change their 
state. 

See the Cisco ICM Software Scripting and Media Routing Guide for more information on 
routing scripts. 

Failures with ICM Routing 

If there is a failure while ICM is attempting to assign a message, the message is placed 
in the externalRoutingError skill group queue. Managers should periodically check this 
queue for messages; it is also recommended that you define a distribution rule for this 
skill group that notifies managers when messages are assigned to the skill group. 

If the network connection between the E-Mail Manager instance and the ICM software 
Media Routing PIM fails, ICM software discards all new requests to route e-mail 
messages and terminates all the associated dialogs. The Media Routing PIM will then 
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try to reconnect with the E-Mail Manager instance; when the connection is made, E-Mail 
Manager resends pending requests to route e-mail messages. 

If, on ICM software,  the Media Routing PIM fails, a secondary Media Routing PIM 
becomes active; in this situation, all pending requests to route e-mail messages are 
lost. E-Mail Manager resends pending requests to route e-mail messages. 

If the E-Mail Manager instance fails, the Media Routing PIM will try to reconnect. 

See Also the ICM Software Documentation 

You define routing scripts through ICM software.  Typically, routing scripts select agents 
based on their workloads and current tasks across different media channels. For more 
information, see the Cisco ICM Software Scripting and Media Routing Guide. 
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Integration with ICM Software 

This topic contains the following sections: 

 Overview 

 Considerations for the Administrator 

 Additional Information 

Overview 

E-Mail Manager may be integrated with ICM software. In such an integration 
environment, ICM software can route e-mail messages, as well as telephone calls (and, 
if used, Web Collaboration sessions), to agents that are common across the different 
applications. Through this integration, your contact center can achieve more efficient 
routing and enhance agent productivity. Furthermore, because agents are common 
across the different applications, you can monitor and report on agent activity across 
multiple channels. 

Considerations for the Administrator 

When E-Mail Manager is in an integrated environment, there are several issues you 
must consider. These considerations are listed below. For more information, follow 
the links and read the complete topics on the subjects listed. 

As an administrator of E-mail Manager in an integrated system, you must: 

 Enable one or more peripherals for the E-Mail Manager instance. 

 Understand the routing options for e-mail messages. 

 Decide which skill groups use local E-Mail Manager routing and which use ICM 
routing. 

 Decide which type of skill group agents belong to, which determines how they are 
routed messages. 

 Enable agents created on another application to work with e-mail messages. 

 Define rules to route certain messages directly, or through ICM software. 

 Periodically verify and synch the database with ICM's database. 
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Notes: 

 In an integrated environment, E-Mail Manager must also be connected to a Media 
Routing PIM and ConAPI. This is done through the Configuration Utility on the E-
Mail Manager server. For more information, see the Cisco E-Mail Manager 
Installation and Configuration Guide. 

 In an integrated environment, you do not administer teams through E-Mail 
Manager. You can only administer teams through ICM software. For more 
information, see the Cisco ICM Software Configuration Guide. 

Additional Information 

For information on configuring E-Mail Manager for an integration environment, see 
the Cisco E-Mail Manager Installation and Configuration Guide. 

You should also read the ICM software documentation to fully understand an 
integration environment. 
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About Diagnostics 

This topic contains the following sections: 

 How to Work with Logged Items 

 How to Work with Diagnostic Queues 

 How to View Error Events 

 How to View System Information 

 How to Send Log Files 

 How to View the TServer Tracing Levels 

 How to View the Database Statistics 

 How to View the RServer Logging Levels 

 How to View the API Server Registration and Connection State 

 How to View the ICM Integration State 

 Verifying and Synching the E-Mail Manager and ICM Databases 

How to Work with Logged Items 

You can search for and view extracts from the system log, to see when certain 
events took place, who performed them, and if they completed successfully. 

How to Search for Logged Items 

To access the screen where you can search for logged items, in the Navigation 
menu, select Diagnostics > Logged Items. The Search Logged Items screen 
opens. 

For information on using this screen, see the online Help. 

Note: All search criteria are joined by a logical AND. Only logged items that match 
each part of the search criteria are found. Therefore, the more search criteria you 
enter, the shorter the list of logged items found is. 
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How to View Logged Items 

After you have set the search criteria in the Search Logged Items screen and clicked 
Search, the Logged Items screen opens with rows of items that match your search 
criteria.  

How to Work with Diagnostic Queues 

As an administrator, you may need to work with several queues for diagnostic and 
troubleshooting purposes. These queues include: 

 Outgoing queues 

 The Unassigned queue 

 The Rejected queue 

You access these queues through the Agent Desktop. See the Cisco E-Mail Manager 
Agent Guide for more information. 

How to View Error Events 

To view error events, select Diagnostics > Error Events. The Error Events screen 
opens, showing the events, dates, modules, and details. 

See the online Help for more information. 

How to View System Information 

To view system information, select Diagnostics > System Info. The System 
Information screen opens. This screen contains three blocks containing information 
on: 

 Version information 

 Directory information 

 Database statistics 

See the online Help for more information. 
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How to Send Log Files 

To assist in troubleshooting, you can send log files to an external e-mail address 
directly from E-Mail Manager. 

To send log files, select Diagnostics > Send Logs from the Navigation menu. This 
opens the Mail Logs screen, shown below.  

Verifying and Synching the E-Mail Manager and ICM Databases 

This section contains the following information: 

 What is Verifying and Synching the Database? 

 How to Verify and Synch the Database 

 Verify and Synch Logging 

 Errors During Verify and Synch 

What is Verifying and Synching the Database? 

In an integrated environment, verifying and synching the database is the process of 
checking the E-Mail Manager Primary Transaction Database against the ICM database 
and correcting some inconsistencies.   

Caution: There are certain configuration errors that cannot be corrected through 
synching the databases.  

In certain situations, it may be possible that data about the following objects 
becomes inconsistent: 

 Media routing domains and associated configuration objects 

 Peripherals and associated configuration objects 

 Agents  

 Skill groups and associated configuration objects, including agent membership 

You manage potential inconsistencies by verifying and synching the database, and 
dealing with errors when necessary. 
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How to Verify and Synch the Database 

To verify and synch the database, from the Navigation menu, select Diagnostics > 
Verify and Synch. The Verify and Synch screen opens.  

See the online Help for instructions on using this screen. 

Caution: Whenever the ICM software database is restored from backup or the ICM 
Logger databases are synched through the ICM Configuration Manager, you must 
verify and synch the E-Mail Manager database with the restored ICM database. 
Furthermore, you should not perform any E-Mail Manager administration tasks until 
the ICM Logger database is restored and you verify and synch it with the E-mail 
Manager database. 

Notes: 

 You verify and synch the database in separate steps.  

 You should verify the database before synching. When you verify the database, 
you generate a report on inconsistencies. The report opens in the screen unless 
there are errors that make it impossible for the report to generate.  

 You should only synch the database when the report indicates that one or more 
data items are out of synch. 

 You must be based on a role with the access privilege Allow (role) to see 
logged items and users logged in to run verify and synch. 

When you synch the databases, objects are synched in the following order: 

1. Media routing domains and associated objects. 

2. Peripherals and associated objects. 

3. ICM Default skill groups 

4. Skill groups and associated objects 

5. Agents 

6. Skill groups' agent membership 

Caution:  

 Before synching the E-Mail Manager with the ICM database, it is recommended 
that you make backups of the E-Mail Manager and ICM databases. 

 Synching the database can take a long time and produce a heavy load on the 
system. You should only synch the database when necessary and when the load 
on the system is light. Agents already logged in to E-Mail Manager can continue to 
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work during synching, but no new agents can log in, and you or other 
administrators cannot perform any administration tasks. 

Verify and Synch Logging 

Verify and synch operations are logged in the VSErrors.log file, which you can find 
in the installation-folder\instances\instance-name\transact folder. 

By default, only messages with a severity of NOTICE and higher are logged; 
messages with a priority of INFO are not logged. You can change the logging 
parameters by editing the VSLogConfiguration.properties file, which you can find in 
the installation-folder\instances\instance-name\transact\properties 
folder. 

Following is a sample VSErrors.log file: 

 
10/11/2002 14:03:36.390 ERROR NOTICE VerifySyncErrors.201 
VS_NOTICE_OPERATIONS_STARTED 
com.cisco.ics.cclsync.VerifySyncOperationsThread run VerifySyncThread "" -  
Verify Operations (Session Id = 6846897599976553676) have begun. 
10/11/2002 14:03:36.531 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncMRDsHelper execute 
VerifySyncThread "" -  
All Media Routing Domain(s) are in sync. 
10/11/2002 14:03:36.641 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncPeripheralsHelper execute 
VerifySyncThread "" -  
All Peripheral(s) are in sync. 
10/11/2002 14:03:37.312 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncPeripheralMrdConfigurationsHelper 
execute VerifySyncThread "" -  
All ApplicationPath and ApplicationPathMember(s) are in sync. 
10/11/2002 14:03:37.542 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncDefaultSkillGroupsHelper execute 
VerifySyncThread "" -  
All Default SkillGroup(s) are in sync. 
10/11/2002 14:03:37.993 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncNotKnownAppPathMembersHelper 
execute VerifySyncThread "" -  
All ApplicationPathMember(s) are in sync. 
10/11/2002 14:03:38.183 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncSkillGroupsNotKnowntoAppHelper 
execute VerifySyncThread "" -  
All ICM SkillGroup(s) are in sync. 
10/11/2002 14:03:38.874 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
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com.cisco.ics.cclsync.helpers.VerifyAndSyncSkillGroupsHelper execute 
VerifySyncThread "" -  
All SkillGroup(s) are in sync. 
10/11/2002 14:03:39.615 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncServiceAndRouteHelper execute 
VerifySyncThread "" -  
All Services and Route(s) are in sync. 
10/11/2002 14:03:42.890 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncAgentsHelper execute 
VerifySyncThread "" -  
All Agent(s) are in sync. 
10/11/2002 14:03:43.340 ERROR NOTICE VerifySyncErrors.2001 
VS_ERR_CODE_ALL_IN_SYNC 
com.cisco.ics.cclsync.helpers.VerifyAndSyncPersonsHelper execute 
VerifySyncThread "" -  
All Person(s) are in sync. 
10/11/2002 14:03:44.462 ERROR NOTICE VerifySyncErrors.202 
VS_NOTICE_OPERATIONS_COMPLETED 
com.cisco.ics.cclsync.VerifySyncOperationsThread run VerifySyncThread "" -  
Verify Operations (Session Id = 6846897599976553676) have completed 
successfully. 

Errors During Verify and Synch 

There are certain configuration inconsistencies that you can not synch. Such errors 
occur: 

 If any objects that are to be synched have a permission level of None. 

 If the Media Routing Domain used by the E-Mail Manager instance was deleted 
through the ICM software, the Verify operation will exit with a catastrophic error. 

 If the E-Mail Manager configuration does not set the Media Routing Domain used 
for the instance. 

 If the Media Class ID of the MRD in ICM does not match the Media Class ID of the 
MRD in E-Mail Manager, the the verify and synch utility will exit with a catastrophic 
error. 

 If no peripherals are enabled for the E-Mail Manager instance. 

 If a peripheral that is enabled for the E-Mail Manager instance is deleted through 
ICM software. 

 If the application instance was modified through ICM software to set its permission 
level on the E-Mail Manager Application Instance to None. 

 If the ConAPI connection between E-Mail Manager and ICM software is not 
working. 
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 If an E-Mail Manager skill group is mapped to a different service in ICM software, 
this will not cause an error, but will be noted in the log. 

Notes: 

 If there is a valid a mapping for the skill group and service, and you assign 
the skill group to a different Service, no errors are reported or synched 
because the original mapping is still valid and exists. 

 If the mapping for the skill group and service is deleted through ICM software 
and the skill group is assigned to a different service, the verify operation 
reports an error for the skill group and the synch operation will re-create the 
original skill group-service mapping. However, no error is reported or fixed 
regarding the skill group being mapped to the other service. 

If these situations occur and you get errors when verifying and synching the 
databases, contact Cisco Technical Assistance Center. 

TServer Tracing Levels 

To view the TServer Tracing Levels: 

Select Diagnostics > TServer Tracing Levels Screen from the Navigation menu. 
This screen can be used to change the Tracing Levels of the Transaction Server. 

A list of Tracing Groups with defined Permanent Setting is available. 

How to change the TServer Tracing Levels 

1. Select a Tracing Group from the drop-down list of the Current Setting field. 

2. Select All to set the tracing levels for all groups simultaneously. 

3. Use any of the following buttons to change the tracing levels of the selected 
group: 

Button Description 

Set Changes the current value to the selected vale for the current run 
of the TServer. 

Reset Changes the value to the permanent setting. 

Set and Save 
Changes the current value and saves it.  All subsequent runs of 
TServer will use the saved value. 
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Database Statistics  

To view the Database Statistics screen, Select Diagnostics > Database Statistics 
from the Navigation menu. 

The Database Statistics screen can be used to track the status of LAMBDA and CIR 
executions. The details available are: 

1. Process Information 

2. Message Type Information 

3. LAMBDA Stage Counts 

Process Information 

The process information provides CIR (Reporting) and LAMBDA (Pruner) Process and 
CIR and LAMBDA Purge Process. The process information contains: 

 Process: The details of CIR and LAMBDA (Pruner) process; and the CIR and 
LAMBDA Purge process are displayed. 

 Last Run:  The date and time of the last execution of the CIR (Reporting) and 
LAMBDA (Pruner) processes and CIR and Lambda Purge processes. 

 Messages To Handle Before Run: The number of messages favorable to be 
handled at the start of the process. 

 Messages Handled During Run: The number of messages handled during the 
process.  

 Messages Left to Handle After Run: The number of messages remaining to be 
handled at the time the process ended. 

For more information about configuring the CIR and LAMBDA processes, refer to the 
Configuration Utility Information in the Cisco E-Mail Manager Installation and 
Configuration Guide. 

Message Type Information 

The message type information contains: 

 Type - The internal message type code. 

 Type Name - The name of the message type. 

 Count - A count of the number of messages. 
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The message types are listed below: 

Message Type Message Type Name 

0 Archived Incoming 

1 Active Incoming 

2 Pending Outgoing 

6 Draft Response 

8 Outgoing Utility Mail 

9 Sent Outgoing 

10 Over Retry Count 

11 Active Internal 

12 Archived 

13 Not Send Field Error 

22 Ignored Outgoing Field Error 

23 Incoming Archived Pend 
Reply 

30 Pruned Archived Incoming 

42 Pruned Archived Internal 

99 Internal Sent Outgoing 

100 Internal Over Retry Count 

103 Internal Field Error 

112 Ignored Outgoing Field Error 

113 Internal Archive Pend Reply 

200 
 
UserDelete_ArchIncoming 
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LAMBDA Stage Counts 

The LAMBDA Stage Counts contain: 

 Stage - The internal LAMBDA stage code. 

 Stage name - The name of the LAMBDA stage. 

 Count - The number of messages at a specific LAMBDA stage. 

The details on LAMBDA stage counts are listed below: 

 

Message Stage LAMBDA 
Stage 

Description 

Marked for Archive  0 The messages are marked for archive, 
hence, LAMBDA Stage is 0. 

CIR Process Initiated 100 This count includes only Parent (Original) 
messages. 

LAMBDA starts 
processing messages 

150 This count includes Parent (Original) 
messages, Child messages (Reply) and 
Draft messages. 

Messages Copied 
from Primary DB to 
LAMBDA DB 

1650 Option: Copy to LAMBDA DB  

In this stage, the messages are copied to 
LAMBDA DB, and the messages are also 
available in the Primary DB. 

Option: Do Not Copy to LAMBDA DB 

This stage indicates that the messages are 
not copied over to the LAMBDA DB, 
however, the messages are available in 
Primary DB. 

Messages Deleted 
from Primary DB 

1700 Option: Copy to LAMBDA DB  

The messages are deleted from Primary DB 
based on the Deletion Delay parameter set 
in LAMBDA. However, the messages are 
available in the LAMBDA DB.  

Option: Do Not Copy to LAMBDA DB 
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In this stage, the messages are not 
available in LAMBDA DB.   

Note: This is the terminal stage of 
LAMBDA process for Marked for Archive 
messages. 

Messages not copied 
to LAMBDA DB - 
Direct deletion of 
messages from 
Primary DB. 

3000 This Stage indicates that the messages 
that are Marked for Delete are directly 
deleted by the Agent from the Agent UI. 

Messages deleted 
from Primary DB 

3500 The messages are directly deleted from the 
Primary DB without copying to the LAMBDA 
DB. 

Note: This is the Terminal Stage of 
LAMBDA process for Marked for Delete 

messages from the Agent UI . 

RServer Logging Levels 

To view the RServer Logging Levels Screen: 

Select Diagnostics > RServer Logging Levels Screen from the Navigation menu. 

This screen can be used to modify the RServer Logging levels in real-time. 

 Use the ON/OFF option to select/ de-select the parameters 

 Select  the parameter Show Everything/noth0. 

 Click the Set Log Options button to save the changes. 

Note: The screen settings are not preserved when the system is restarted.  

API Server Registration and Connection State 

To view the API Server Registration and Connection State: 

Select Diagnostics > API Server Registration and Connection State from the 
Navigation menu.  

The API Server Registration and Connection State screen shows the status of API 
Server, which includes: 
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 API Server GUID: This is a Globally Unique Identifier (GUID) which will be unique 
for each UI server instance. A particular CEM instance can identify UI Server using 
this GUID.  

 Hostname: This is the hostname of the machine where UI Server is running. 

 Event Port: This is a port number on UI Server box. This port is used for sending 
notifications from TServer to the UI Server regarding certain events. 

 Connection State: The connection state indicates whether the UI server is 
connected or not. 

Click the Refresh button to update the latest information on the screen. 

Integration State 

To view the Integration State: 

Select Diagnostics > Integration State Screen from the Navigation menu. 

This can be used to view the status of ICM Integration for the following: 

1. ARM Application Path   

2. Media Router State  

3. Current Tasks 

4. Connection Status 

ARM Application Path 

The details available are: 

 The Application Path ID: The Application Path ID represents a mapping of a 
Peripheral Gateway (PG) logical controller to a CEM application instance. This is 
ARM connection between CEM Server box and CTI server. 

 Current Sate: The current state shows whether the ARM connection between the 
CEM Server box and CTI Server is up or down. 

 Pending Communication: Pending communication displays the list of ARM Requests 
that are awaiting response from CTI server. Each ARM Request represents a 
request made to an external system and is held in this list until the request is 
responded. 
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Media Router State 

The details available are: 

 Media Routing Connection State: This indicates whether the connection between 
the CEM server and MR PIM is up or down. 

 Maximum Outstanding Routing Requests: This shows the limit for the number of 
concurrent Route Requests that CEM will allow to be pending at any one time. By 
default, the limit is 5000. 

 Current Routing Requests: The number of Route Requests that is sent from CEM to 
the ICM MR PIM. 

 Pending MR PIM Requests: This contains the list of MR Requests that are awaiting 
response from MR PIM. Each MR Request represents a request made to an 
external MR system and is held in this list until responded to. 

 Pending Routing Requests: This contains the list of the route requests that have 
been sent to MR PIM and not responded. 

 Message Queued for Routing: This displays the list of messages that are waiting to 
be sent out as Routing Requests. 

Current Tasks 

Current Task contains the list of tasks that are currently in progress. An agent 
working on a message is referred as task. 

Click the Refresh button to update the latest information on the screen.  

Connection Status 

The Cisco E-Mail Manager Administrator can understand the connection status of 
ARM/MR/ConApi using the color assigned. Green indicates that the connection is 
available/up and red indicates that the connection is broken/down. 

The connection status displays the following information: 

Field Description 

Status This indicates whether the connection is up or down. 

Connection  This indicates the type of connection. The valid types are 
ConApi, Media Router (MR) and ARM. 

Remote Host name The server name of the host to which this E-mail Manager is 
connected. 



About Diagnostics 

155 

Service The type of service over which the connection is running. 
Valid services are: 

ConApi – This service is used for making configuration 
changes to ICM databases and for authentication etc. 

MRI - This service ensures communication between the CEM 
and the Media Routing Peripheral Gateway (MR PG), used 
this interface to request ICM to route tasks. 

ARM - This service ensures communication between the CEM 
and the peripherals used to do agent reporting and tracking. 
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About Server Administration 

This topic contains the following sections: 

 What is Restarting the Server? 

 How to Restart the Server 

 What is Resetting the Scheduler? 

 How to Reset the Scheduler 

 What is Resetting the Database? 

 How to Reset the Database 

 Database Considerations 

What is Restarting the Server? 

Restarting the server is the process of shutting down the E-Mail Manager services or 
restarting the application components.  When resetting the server, you have the 
option of performing the following tasks: 

 Shutting down the E-Mail Manager service 

Caution: If you shut down E-Mail Manager in this way, you must restart the 
system from the NT Server console and the computer where the server is 
located. 

 Halting and starting the InBasket 

 Restarting TServer/RServer 

How to Restart the Server 

Caution: Agents currently logged in to E-Mail Manager will lose the data they are 
working on when you restart the server. 

To restart the server, from the Navigation menu select Configuration > Advanced 
Settings > Restart Server. The Restart Servers screen opens.  

See the online Help for instructions on using the screen that opens. 
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What is Resetting the Scheduler? 

Resetting the scheduler if the process of stopping and starting the TServer job 
scheduler.  This is required when you make certain configuration changes to the E-
Mail Manager instance.  The Admin Desktop automatically prompts you to reset the 
scheduler when required. 

How to Reset the Scheduler 

You can reset the TServer scheduler in two ways: 

 By selecting Advanced Settings > Reset Scheduler from the Navigation menu 
and using the Reset Scheduler screen. 

 By performing certain actions (such as changing the Outgoing Mail settings and 
changing the Service Level defaults) that prompt you to reset and then clicking OK 
in response to that prompt. 

See the online Help for instructions on using the Reset Scheduler screen. 

What is Resetting the Database? 

Resetting the database is the process of dropping and reconnecting E-Mail Manager's 
connection to the database. This may be required when a problem occurs with the 
database connection. 

How to Reset the Database 

Caution: Before resetting the database, you should halt the InBasket and ensure 
that all agents are logged out. 

To reset the database, select Configuration > Advanced Settings > Reset 
Database from the Navigation menu.  The Reset Database screen opens. 

See the online Help for instructions on using the screen that opens. 
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Database Considerations 

The Database considerations for Cisco E-Mail Manager are: 

 The maximum primary database storage size is 15GB. Exceeding this limit results 
in performance degradation. 

 To avail the purge feature of CEM, you must upgrade to CEM 5.0(0) SR4 or a 
higher version. 

 Always use the CIR and LAMBDA purge features, and ensure that the size of the 
LAMDA and CIR databases do not exceed 15GB. 

 You must deploy the CIR database on an independent server (irrespective of the 
number of agents available) if your business rules mandate maintenance of 
reporting data for a period greater than six months and if the WebView reporting 
feature is accessed frequently by 15 or more concurrent users. 

 Your Database Administrator must perform regular maintenance of the database 
to ensure optimal performance. 
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About System Messages 

This topic contains the following sections: 

 What are System Messages? 

 How to Work with System Messages 

What are System Messages 

A System Message is a text notification generated by Cisco E-Mail Manager to inform 
you when an action has completed. System Messages appear in both the Agent and 
Admin Desktops, and can appear in both simultaneously if both interfaces are open 
for the user account and instance.  

In the Administration Desktop, the system polls for messages every 2 minutes. 
Therefore, it may take up to 2 minutes for a System Message to appear, or for any 
action you take with a System Message to be recorded.  

This section contains the following concepts: 

 System Message Information 

 System Message Situations 

System Message Information  

A System Message contains:  

 Header information 

 The action taken 

 Whether or not the result was successful 

 The time (in milliseconds) it took to perform the action 

System Message Situations 

Cisco E-Mail Manager generates a System Message during the following situations: 

 When a bulk action is performed. A bulk action is an action that is performed on 
more than 10 messages simultaneously. System Messages are generated for the 
following bulk actions: 
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 Archiving messages 

 Deleting messages 

 Changing the priority of the messages 

 Escalating messages 

 Reassigning messages 

 Certain Administrations Desktop screens lock when you access them. If another 
user attempts to access the locked screen, he receives a dialog box indicating that 
the screen is locked, by whom, and for how long. If the user spends too long in 
the screen (usually 1 hr) he is eventually logged out of the screen, and receives a 
System Message indicating that.  

The following screens lock when accessed: 

 Global Inbasket Settings 

 Incoming Mail Settings 

 Template Keywords and Libraries 

 Members of list <listname> 

 Members of the Opt-Out List 

 Outgoing Mail Settings 

 Service Level Settings 

 POP3 Settings for <boxname> 

 Restart Servers 

 Reset Scheduler 

 Reset Database 

 InBasket Status 

 Peripherals 

 InBasket Status 

 If the initial storage of a message fails, the Admin UI receives a System Message. 
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 Moving messages from the Message Utilities screen in the admin UI will always be 
done in the background and will generate a system message when it is complete 

Note: If you generate multiple System Messages before first viewing them, Cisco E-
Mail Manager lists them in succession in the “System Messages” dialog box. Thus, if 
you perform multiple System Message generating actions, you may have multiple 
actions listed when you open your System Message. 

How to Work with System Messages 

This section contains the following tasks: 

 Opening a System Message 

 Saving a System Message 

 Closing a System Message 

Opening a System Message 

Click the System Message icon to open a System Message. If there is no icon, no 
System Messages currently exist. 

Saving a System Message 

To save a system message, select the box next to "Save Messages" and click OK. 
The System Message icon remains on your interface and you can access the saved 
System Message in the future. 

Closing a System Message 

To close a System Message, click OK.  
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Glossary 

A 
access privileges: Access privileges define which functions users based on the role 

are able to perform. You set access privileges when defining a role. 

Administration Desktop: The Web application for completing typical administration 
tasks such as defining rules and maintaining agents and skill groups. 

agent: An individual - a customer-contact agent, manager, or administrator - who 
has a distinctID with which to log in to E-Mail Manager. Each agent has an 
associated queue forassigned messages. Agents are specific to the E-Mail 
Manager instance and cannot be shared across instances. 

Agent Desktop: The Web application for completing typical agent and manager 
tasks such as retrieving and responding to messages, working with templates, 
and viewing real-time reports. 

alias: An e-mail address used for responses that make responses appear as if they 
came from a different e-mail address. 

application programming interface (API): The programming interface that 
allows third-party applications to access E-Mail Manager functions. 

archive: A holding place for messages after agents have completed working with 
them. Messages in the archive may still reside in the Primary Transaction 
Database until they have been moved to the LAMBDA database. 

assign: The placement of a message in an agent or skill group queue. 

attachment: A file that can be stored in E-Mail Manager for use in responses, or a 
file sent with an incoming message. 

autoresponse: A response, using a template, that is sent automatically by a rule. 

autosuggestion: A template that a rule determines may be an appropriate 
response to a message. Such templates are not sent automatically; agents 
view the suggestions and must manually choose to use them. 

C 
category: A word or phrase that can be associated with a message by an agent (at 

the Response screen) or by a rule. 

CEMWatcher: A tool for monitoring E-Mail Manager from other Windows computers. 

Cisco Independent Reporting (CIR) database: The database that stores 
replicated data for reporting purposes. 

Configuration Utility: The application on the E-Mail Manager server used to 
configure instances. 
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D 
default notification e-mail address: An Internet e-mail address used to alert a 

user to a message in E-Mail Manager, if specified by rules, and for MailTrack, 
which is used in distribution rules. 

distribution rule: A rule that processes a message at the time the message is 
assigned to a user’s or skill group’s queue. A distribution rule executes when 
a message is assigned to aqueue by rules, or by manual reassignment from a 
different queue. A distribution rule does not execute when an agent claims a 
message from a group queue. 

dynamic template: A template that contains variables that allow e-mail responses 
based on the template to pull data from a message, an external database, or 
both. Thus, responses based on the dynamic template are automatically 
customized for specific messages and customers. 

E 
escalate: The reassignment of a message while raising its priority one level. 

external data access: The bringing of data in a non-E-Mail Manager database into 
E-Mail Manager, either for display in the user interface or into rules for 
additional processing. 

external data access (EDA): The bringing of data in a non-E-Mail Manager 
database into E-Mail Manager, either for display in the user interface or into 
rules for additional processing. 

I 
InBasket: The component of E-Mail Manager that retrieves messages from one or 

more POP3 Mailboxes and Web forms and sends them to system rules for 
processing. 

instance: An instance is a partition of E-Mail Manager that uses its own databases, 
has its own configuration, and processes e-mail messages separately. Data in 
one instance is not accessible to other instances. One E-Mail Manager 
installation can support multiple instances. 

integration: For E-Mail Manager, the use of ICM software for routing messages to 
agents and for reporting across multiple channels. 

J 
JavaScript customization: The feature that allows you to use JavaScript to 

customize the Agent Desktop. 

K 
keyword: A word or phrase that can be associated with one or more templates. 
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L 
LAMBDA: The acronym for Load Adaptive Message-Base Data Archiving. The E-Mail 

Manager component that moves older messages to a secondary database for 
storage. 

library: A storage area for templates. Each template is saved in one (and only one) 
library,based on its content and intended use. 

M 
mailing list: A group of multiple e-mail addresses (list members) under one list 

name. 

MailTrack: The forwarding of a message, as well as the tracking number, suggested 
response templates, comments, and other system information associated with 
the message. 

matrix: A set of instances that can exchange messages through rules. 

message access privileges: Role settings that determine which messages agents 
based on the role can work with,and what actions they can perform on 
messages. 

O 
opt-out list: A special list of e-mail addresses that is checked before a broadcast 

message is sent out. Opt-out list e-mail addresses do not receive broadcast 
messages, even if they are members of personal and public mailing lists. 

overdue escalation: The reprocessing of messages after they have waited in a 
queue for longer than the time period you set. 

Overdue rule tree: The rule tree that processes messages that are escalated 
because they have been in the queue longer than the default or queue-
specific Overdue Escalation Time. 

overload escalation: The reprocessing of the oldest messages in a queue after that 
queue contains more messages than the number allowed that you set. 

Overload rule tree: The rule tree that processes messages that are escalated 
because the number of messages in the queue was greater than the default 
or queue-specific Overload Escalation Threshold. 

P 
pick mode: The workflow in which agents select messages from their personal 

queue and from skill group queues in which they are members. 

POP3 Mailbox: An account on an e-mail server that E-Mail Manager polls for 
incoming messages destined for the InBasket. 

Primary Transaction Database: The main database used by E-Mail Manager. This 
database stores such things as messagesand agent and skill group settings. 

priority: The importance of a message, which can be set automatically by rules or 
manually by an agent. 
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pull mode: The workflow in which agents retrieve messages from the Status screen 
by clicking Get Next for a single queue or for all queues in which the agent is 
a member. 

push mode: The workflow in which agents do not select messages from their queue. 
Messages from the agent's personal queue, as well as queues in which the 
agent is a member, are automatically presented for reading and responding 
to. 

Q 
queue: A storage space for messages, associated with an agent or skill group. 

R 
real-time displays: Reports that show the current status of agents and queues. 

reassign: The act of moving a message from one queue to another. 

rebranding: The feature that allows you customize the interface to display your own 
company's information. 

response: The reply to a message. 

role: A collection of settings and access privileges associated with agents. Each 
agent is based on a role. 

round-robin: The even distribution of messages to logged-in members of a skill 
group. 

RServer: The E-Mail Manager component that processes incoming messages and 
serves the Administration Desktop. 

rule: An object that tests a message for certain criteria and performs an action on 
the message if it meets that criteria. Rules are grouped into rule trees and 
subroutines. 

rule tree: The complete series of rules that process a message. 

S 
service level management: A collection of several areas of functionality that 

enable you to manage messages so that you can ensure that: (1)agents in a 
skill group are working with an equal number of messages. (2)Messages that 
are not responded to in a set amount of time are escalated and re-processed 
according to rules you define. (3) Messages in queues with more messages 
than the number you set are escalated and reprocessed according to rules 
you define. 

skill group: A collection of agents who work with messages assigned to the skill 
group's own queue. 

SMTP Server: The server used by E-Mail Manager to send outgoing messages. 

subroutine: A single rule, or a linked series of rules, that is not part of the main rule 
tree through which messages pass. Subroutines process messages when they 
are called by other rules. 
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T 
team: A collection of agents grouped for reporting purposes. 

template: A predefined response stored in a library for agents' use. 

TServer: The E-Mail Manager component that  controls database transactions. 

W 
WebView: The application used for reporting, accessible through the Agent Desktop. 

wrap: The state agents go into when they are required to close a case after 
responding to a message. 
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