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Preface

This document describes how to use the Cisco Customer Response Solutions (CRS) 4.5 Backup and 
Restore System (BARS) to backup and restore Cisco CRS 4.5 data.

Organization
This document is organized as follows:

Conventions
Notes use the following conventions:

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the 
publication.

Tips use the following convention:

Tip Means the following are useful tips.

Chapter Description

Chapter 1, “Backup and Restore 
System Overview”

Provides and overview the main components that make up the 
BARS utility.

Chapter 2, “BARS Installation” Provides installation procedures and installation-related 
information.

Chapter 3, “Backing Up Data” Describes procedures for backing up your data. Procedures include 
configuring the backup server and the data source server.

Chapter 4, “Restoring Data” Described procedures for restoring data that was backed up from the 
configured data source server.
v
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Preface
Related Documentation
Cautions use the following convention:

Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Related Documentation
For more information about Cisco CRS or Cisco CallManager, refer to the documentation shown in the 
following table:

Obtaining Documentation
Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several 
ways to obtain technical assistance and other technical resources. These sections explain how to obtain 
technical information from Cisco Systems.

Cisco.com
You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

You can access the Cisco website at this URL:

http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD
The Product Documentation DVD is a comprehensive library of technical product documentation on a 
portable medium. The DVD enables you to access multiple versions of installation, configuration, and 
command guides for Cisco hardware and software products. With the DVD, you have access to the same 
HTML documentation that is found on the Cisco website without being connected to the Internet. 
Certain products also have .PDF versions of the documentation available.

Documentation Location

Cisco CRS Documentation http://www.cisco.com/univercd/cc/td/doc/
product/voice/sw_ap_to/apps_4_5/index.htm

Cisco Customer Response Solutions (CRS) 
Software and Hardware Compatibility Guide

http://www.cisco.com/univercd/cc/td/doc/
product/voice/sw_ap_to/crsmatrx.pdf
vi
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Documentation Feedback
The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com 
users (Cisco direct customers) can order a Product Documentation DVD (product number 
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation
Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the 
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m. 
(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by 
calling 011 408 519-5055. You can also order documentation by e-mail at 
tech-doc-store-mkpl@external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada, 
or elsewhere at 011 408 519-5001.

Documentation Feedback
You can rate and provide feedback about Cisco technical documents by completing the online feedback 
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the 
front cover of your document or by writing to the following address:

Cisco Systems
Attn: Customer Document Ordering
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview
Cisco provides a free online Security Vulnerability Policy portal at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

From this site, you will find information about how to:

• Report security vulnerabilities in Cisco products.

• Obtain assistance with security incidents that involve Cisco products.

• Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco products is 
available at this URL:

http://www.cisco.com/go/psirt
vii
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Obtaining Technical Assistance
To see security advisories, security notices, and security responses as they are updated in real time, you 
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS) 
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products
Cisco is committed to delivering secure products. We test our products internally before we release them, 
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability 
in a Cisco product, contact PSIRT:

• For Emergencies only— security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which 
a severe and urgent security vulnerability should be reported. All other conditions are considered 
nonemergencies.

• For Nonemergencies— psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:

• 1 877 228-7302

• 1 408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to 
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been 
encrypted with PGP versions 2.x through 9.x. 

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence 
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page 
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers 
before sending any sensitive material to find other means of encrypting the data.

Obtaining Technical Assistance
Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco 
Technical Support & Documentation website on Cisco.com features extensive online support resources. 
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC) 
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your 
reseller.
viii
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Obtaining Technical Assistance
Cisco Technical Support & Documentation Website
The Cisco Technical Support & Documentation website provides online documents and tools for 
troubleshooting and resolving technical issues with Cisco products and technologies. The website is 
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user 
ID and password. If you have a valid service contract but do not have a user ID or password, you can 
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting 
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support & 
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose 
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco 
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by 
product ID or model name; by tree view; or for certain products, by copying and pasting show command 
output. Search results show an illustration of your product with the serial number label location 
highlighted. Locate the serial number label on your product and record the information before placing a 
service call.

Submitting a Service Request
Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3 
and S4 service requests are those in which your network is minimally impaired or for which you require 
product information.) After you describe your situation, the TAC Service Request Tool provides 
recommended solutions. If your issue is not resolved using the recommended resources, your service 
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone. 
(S1 or S2 service requests are those in which your production network is down or severely degraded.) 
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business 
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity
To ensure that all service requests are reported in a standard format, Cisco has established severity 
definitions.
ix
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Obtaining Additional Publications and Information
Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations. 
You and Cisco will commit all necessary resources around the clock to resolve the situation. 

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your 
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco 
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations 
remain functional. You and Cisco will commit resources during normal business hours to restore service 
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or 
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information
Information about Cisco products, technologies, and network solutions is available from various online 
and printed sources.

• The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief 
product overviews, key features, sample part numbers, and abbreviated technical specifications for 
many Cisco products that are sold through channel partners. It is updated twice a year and includes 
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference 
Guide, go to this URL: 

http://www.cisco.com/go/guide

• Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo 
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

• Cisco Press publishes a wide range of general networking, training and certification titles. Both new 
and experienced users will benefit from these publications. For current Cisco Press titles and other 
information, go to Cisco Press at this URL:

http://www.ciscopress.com

• Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and 
networking investments. Each quarter, Packet delivers coverage of the latest industry trends, 
technology breakthroughs, and Cisco products and solutions, as well as network deployment and 
troubleshooting tips, configuration examples, customer case studies, certification and training 
information, and links to scores of in-depth online resources. You can access Packet magazine at 
this URL:

http://www.cisco.com/packet

• iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies 
learn how they can use technology to increase revenue, streamline their business, and expand 
services. The publication identifies the challenges facing these companies and the technologies to 
help solve them, using real-world case studies and business strategies to help readers make sound 
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/iqmagazine

or view the digital edition at this URL:

http://ciscoiq.texterity.com/ciscoiq/sample/
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Obtaining Additional Publications and Information
• Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering 
professionals involved in designing, developing, and operating public and private internets and 
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

• Networking products offered by Cisco Systems, as well as customer support services, can be 
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

• Networking Professionals Connection is an interactive website for networking professionals to share 
questions, suggestions, and information about networking products and technologies with Cisco 
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

• World-class networking training is available from Cisco. You can view current offerings at 
this URL:

http://www.cisco.com/en/US/learning/index.html
xi
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C H A P T E R 1

Backup and Restore System Overview

The Backup and Restore System (BARS) for Cisco Customer Response Solutions (CRS) 4.5 provides a 
reliable and convenient way to perform regularly scheduled automatic or user-invoked backups of data 
for Cisco CRS 4.5. BARS performs the following tasks:

• Saves all settings that are configured with the Cisco IP Telephony Applications Backup and Restore 
System (BARS) configuration. Figure 1-1 shows the main window of the Backup and Restore 
System configuration.

• Verifies authentication information that you provide during the configuration of the backup.

• Creates separate logs for the backup and the restore utilities.

• Creates a trace for each task.

• Restores the data that was backed up.

When you install BARS on the Cisco CRS server, be aware that:

• BARS can back up and restore Cisco CRS 4.5 files only. It cannot back up or restore files from other 
applications.

• BARS only restores files that were backed up with BARS.
1-1
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Chapter 1      Backup and Restore System Overview
  Obtaining BARS
Figure 1-1 Backup and Restore System Main Window
 

This section contains the following topics:

• Obtaining BARS, page 1-2

• How the Backup Portion of the BARS Utility Works, page 1-2

• What Data Does the BARS Utility Back Up?, page 1-4

• Understanding How the Restore Utility Works, page 1-5

• Location of Trace Files, page 1-5

Obtaining BARS
You can obtain BARS from the web or from the Cisco CRS 4.5 installation DVD. To obtain the latest 
version of BARS, always download it from the web. The version that is available on the DVD may not 
provide the latest utility. For the location of the latest web version of BARS, see the “Installation 
Procedure” section on page 2-2.

How the Backup Portion of the BARS Utility Works
This section describes important information about different components of the backup portion of 
BARS. This section includes the following topics:

• About the Backup Server, page 1-3

• About Backup Target and Data Source Servers, page 1-3

• About Backup Data and the Backup File, page 1-3
1-2
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  How the Backup Portion of the BARS Utility Works
• About the Scheduler, page 1-4

• About the Backup Storage Destination, page 1-4

• About Backup Log File, page 1-4

About the Backup Server
The backup server is the server that performs the backup. You designate this server during BARS 
installation.

One backup server is required to backup and restore Cisco CRS 4.5. No other application, including 
Cisco CallManager or Cisco Emergency Responder, can be backed up or restored from this backup 
server. 

Related Definitions

In addition to backup server, this manual uses these related terms:

• Backup target—The Cisco CRS server (not the backup server) that contains data to get backed up 
when a BARS backup is invoked. During BARS installation, you designate a server as either a 
backup server or backup target.

• Data source server—A server that you configure in the BARS user interface that contains data to get 
backed up. This includes the backup target and can also include the backup server itself. This term 
is used in more detail in Chapter 3, “Backing Up Data.”

About Backup Target and Data Source Servers
A backup target contains the Cisco CRS 4.5 data to be backed up. You designate a server as a backup 
target during BARS installation if this server contains data to be backed up and is not the backup server. 
The backup target must be configured as a data source server during BARS configuration. 

When you add a data source server by using the BARS configuration window, you can enter the computer 
name, the IP address or the fully qualified DNS name. 

If a data source server is a remote server, you must provide a user name and password that has 
administrative privileges to the remote server.

Caution Verify that the backup target and the backup server have the same version of BARS installed. 

Caution If the backup server and the backup target are not running and functional, the backup fails. Verify that 
the Cisco CRS Node Manager service is running in the Cisco CRS server before you perform the backup. 
If this service is not running, the backup fails.

About Backup Data and the Backup File
During the backup, BARS sends the data to a staging directory, and, by default, one file that is called 
Backupmm-dd-yy#hh-mm.tar (where mm specifies the month, dd specifies the day, yy specifies the year, hh 
specifies the hour, and mm specifies the minute) archives all data that is backed up from the data source 
servers listed in the BARS configuration windows. 
1-3
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Chapter 1      Backup and Restore System Overview
  What Data Does the BARS Utility Back Up?
For more information about the backup file, see Chapter 3, “Backing Up Data.”

About the Scheduler
Using the Scheduler tab (click Backup > Scheduler on the BARS main window), you configure the day 
and time that you want the backup to run.

Cisco sets a default schedule for when the backup is to run. You can change the schedule at any time, 
restore the default schedule, and enable or disable the configured schedule. 

The utility backs up all data at the same time. You cannot configure a separate schedule for each server.

You must enable the schedule, even if you choose to use the default schedule that Cisco automatically 
configures. See the “Enabling the Scheduler” section on page 3-5.

After you configure the backup settings, you can initiate a backup at any time. See the “Performing a 
Backup Now” section on page 3-8.

About the Backup Storage Destination
BARS stores all data from all servers in the same backup location.

For the backup destination, you can ensure additional protection for your back ups by specifying a tape 
drive or a network directory instead of a local directory. 

For more information about backup storage location, see the “Configuring the Backup Storage Location” 
section on page 3-7.

About Backup Log File
The backup process creates a backup log file with the following format:

Backupmm-dd-yy.txt

where mm specifies the month, dd specifies the day and yy specifies the year

BARS puts this file in the following location on the backup server:

C:\Program Files\Common Files\Cisco\Logs\BARS\Backup

On the Configure Scheduler window, you can specify the number of days for which you want to retain 
log files. Log files exist for each day that you perform a backup.

For more information, see the “Accessing the Backup Log File After the Backup Completes” section on 
page 3-9.

What Data Does the BARS Utility Back Up?
If you configure the backup settings as instructed in this document, Cisco BARS automatically backs up 
and restores the following Cisco CRS 4.5 data.

Caution The Cisco IP Telephony BARS utility does not back up any operating system files except Host/LMhost, 
if these files exist on the server. 
1-4
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• Clusters, configurations, and applications profile in the data repository

• Workflow scripts that are already uploaded in the data repository

• Db_cra, db_cra_repository, FCRasSvr database

• IPCC Express configuration data (such as open LDAP and flat files)

• IPCC Express recording files

• Windows hosts and lmhosts

• Cisco JTAPI configuration (jtapi.ini)

• User prompts, grammars, and documents under these paths:

– c:\Program Files\wfavvid\Prompts\user

– c:\Program Files\wfavvid\Grammars\user

– c:\Program Files\wfavvid\Documents\user

Understanding How the Restore Utility Works
The BARS restore process allows you to recover all data that was compressed into the 
Backupmm-dd-yy#hh-mm.tar file. 

BARS puts log files that were created during the restore process into the following folder:

C:\Program Files\Common Files\Cisco\Logs\BARS\Restore

For information on how the restore process works, what log files are created during the restore process, 
when to run a restore, and the procedures for running a restore, see Chapter 4, “Restoring Data.”

Location of Trace Files
BARS puts trace files that were created during the backup and restore processes into the following 
folders:

• On the BARS backup server—C:\Program Files\Cisco\Trace\BARS

These files contain detailed information for each BARS operation. Refer to these files in case of a 
failed backup or restore process.

• On the Cisco CRS Server—C:\Program Files\wfavvid\log\MCVD

These files contain debug traces and error messages.
1-5
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C H A P T E R 2

BARS Installation

This section contains the following topics, which include the step-by-step procedure for installing 
BARS:

• Restrictions When Installing or Upgrading BARS, page 2-1

• About Third-Party Applications and Services, page 2-2

• Installation Procedure, page 2-2

• Uninstall Procedure, page 2-3

• Determining Which Version of BARS Runs on Your System, page 2-4

Restrictions When Installing or Upgrading BARS
This section contains the following topics that describe restrictions about the usage of various services 
and applications when you install or upgrade BARS:

• About Terminal Services, page 2-1

• About Third-Party Applications and Services, page 2-2

About Terminal Services
Do not use Terminal Services to install or upgrade BARS.

To eliminate remote access to the server during the installation or upgrade, disable Terminal Services 
before the utility installation or upgrade and reboot the server. You must enable Terminal Services after 
the installation or upgrade.

If you want to use Virtual Network Computing (VNC) to remotely install supported applications, refer 
to the latest version of the VNC document, which is available at this URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/iptel_os/index.htm

Caution If you have installed VNC but do not plan to use it to perform the installation, disable it to prevent remote 
access to the server. If you do not disable VNC and a user or administrator accesses the server during 
the installation, the utility installation will fail.

Do not use Integrated Lights Out (ILO) to install or upgrade the utility. Cisco supports ILO for remote 
management and remote configuration tasks only.
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About Third-Party Applications and Services
Make sure to stop and disable all third-party applications and services before performing a BARS 
installation or upgrade. Failure to do so could interrupt the installation.

The following platform agents may interfere with the installation or upgrade: antivirus services, 
intrusion detection services, OEM server agents, server management agents, and 
VOIP monitoring/performance monitoring, or remote access/remote management agents. Disabling 
platform agents and services ensures that you do not encounter issues that are associated with these 
services. 

If you installed Cisco IDS Sensor Host Agents on the server, locate the corresponding product 
documentation for procedures on disabling and stopping the services.

Caution Remember to manually enable all services after the installation or upgrade completes.

Installation Procedure
If the required version of BARS is not installed on the Cisco CRS server when you install Cisco CRS, 
the installation procedure lets you install BARS at that time. (For more information, see the “Installing 
Cisco CRS” section in Cisco CRS 4.5(1) Installation Guide.)

If you choose not to install BARS when installing Cisco CRS, you can install BARS by following these 
steps.

Before you begin, disable virus scanning and the Cisco Security Agent (CSA) service on the server on 
which you are installing.

Procedure

Step 1 There are two methods for obtaining BARS:

a. Download BARS from the following URL:

http://cco/cgi-bin/tablebuild.pl/cmva-3des

b. Insert the Cisco CRS installation DVD.

Step 2 Run the BARS executable (.exe file) to launch the BARS installation process.

If you are installing BARS from the Cisco CRS DVD, exit the Cisco CRS Installer, navigate to the 
crs\dvd\DISK1\BARS of the DVD, and then launch CiscoBackupAndRestoreSystem.exe.

Step 3 Make sure that virus scanning and the CSA are disabled, and click Yes in the window that asks if you 
want to proceed.

The Installshield Wizard Welcome window appears.

Step 4 Click Next. 

The License Agreement window appears.

Step 5 Accept the license agreement and click Next. 
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Step 6 Click the appropriate radio button to specify the purpose of this server:

a. Backup server—This choice is the default. Use this choice if the server where you are performing 
the BARS installation will perform the actual backup operation when you back up data. 

b. Backup target—Choose this option if you have set up another server as a backup server and you 
are are performing the BARS installation on the server that contains the data to back up.

You must choose this option if a backup server already exists.

If you choose this option, a field appears in which you enter the name of the backup server.

Note You must configure all backup targets as data source servers on the BARS administration 
configuration window. For more information, see the “Configuring a Data Source Server” 
section on page 3-2.

Step 7 Click Next.

The BackAdmin Password window appears.

Step 8 Enter the BackAdmin Private Password Phrase for the BackAdmin account.

The installation uses the string that you enter to create a unique, encrypted password. You must enter the 
same phrase on the backup server and all backup targets.

If the passwords do not match or if BARS cannot verify the passwords, you receive a warning message 
that asks whether you want to proceed. If you proceed and the passwords do not match, an error message 
appears in the log file.

Note Administrator and BackAdmin passwords must match on the backup server and the backup 
target. BackAdmin passwords synchronize during BARS installation because servers have the 
same private phrase. Synchronizing the administrator passwords ensures a successful 
configuration, backup, or restoration.

Click Next. 

Step 9 Follow the instructions on the screen and complete the installation process.

Step 10 When the process completes, reboot the server.

Note The installation log file, BARSInstall mm-dd-yyyy hh.mm.ss.log, is located in this folder on every server 
on which you install BARS: C:\Program Files\Common Files\Cisco\Logs.

Uninstall Procedure
If you need to uninstall BARS, perform the following procedure:

Procedure

Step 1 Choose Start > Settings > Control Panel.

Step 2 Double-click Add/Remove Programs.
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Step 3 Click Cisco Backup And Restore System. 

Step 4 Click Remove.

Step 5 Reboot the server and log in to the server using the Administrator password.

Changing the Purpose of a Server
You can change a backup server to a backup target, or vice versa, but you must uninstall and then reinstall 
BARS on the server. You can then specify the purpose of the server by clicking the Backup Server or 
Backup Target radio button during the reinstallation of BARS. If you change a backup target to a 
backup server, you must configure the backup settings on the backup server. If you change the backup 
server to a backup target, be aware that you must choose and configure another backup server for BARS 
to run.

Determining Which Version of BARS Runs on Your System
To identify the version of BARS on your system, perform the following procedure:

Procedure

Step 1 Invoke the main Backup and Restore System configuration window.

To invoke this window, go to
Start > Programs > Cisco BARS > BARS Admin.

Step 2 Click the About button on the main configuration screen.

The version of BARS appears.

You should upgrade BARS when later versions become available. Always verify that you have the latest 
utility installed on the backup server before you upgrade Cisco CRS. Also, before an upgrade, always 
back up Cisco CRS 4.5 data to a network directory or to tape device. If you store the data on the local 
directory, the upgrade may overwrite the data.
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Backing Up Data

This section contains information on topics that relate to using the backup portion of the BARS utility:

• Accessing BARS, page 3-2

• Configuring BARS for the First Time, page 3-2

• Configuring a Data Source Server, page 3-2

• Configuring the Schedule, page 3-4

• Configuring the Backup Storage Location, page 3-7

• Performing a Backup Now, page 3-8

• Canceling the BARS Backup Process, page 3-9

• Stopping the BARS Scheduler, page 3-9

• Accessing the Backup Log File After the Backup Completes, page 3-9

Figure 3-1 shows the BARS main window, with the choices of the Backup menu highlighted. The 
Backup menu items allow you to perform all necessary backup tasks.

Figure 3-1 Backup and Restore System Main Window
3-1



 

Chapter 3      Backing Up Data
  Accessing BARS
Accessing BARS
If you have an administrative account on the BARS backup server, you can access the BARS 
administration web interface using the following URL from any computer in the network:

http://BackupServerName/BARS/BARSmain.asp

where BackupServerName is the name of the BARS backup server.

To access the BARS administration web from the Cisco CRS server, choose Start > Programs > 
Cisco BARS > BARS Admin.

Configuring BARS for the First Time
To configure BARS for the first time, you must perform the tasks that are described in Table 3-1.

Configuring a Data Source Server
Using the Backup and Restore System, you can add or delete a data source server, which houses the data 
that you want to back up. For more information on performing these tasks, see these sections:

• Adding or Modifying a Data Source Server Configuration, page 3-3

• Deleting a Data Source Server, page 3-4

Table 3-1 Configuring the Backup Utility

Task Related Information

Step 1 Configure the Cisco CRS 4.5 server as the data 
source server.

Configuring a Data Source Server, page 3-2.

Step 2 Choose Cisco CRS on data source server as the 
application that you want to back up.

Configuring a Data Source Server, page 3-2.

Step 3 Configure the backup storage location where 
BARS will store the data.

Configuring the Backup Storage Location, page 
3-7.

Step 4 Accept the default schedule in which the backup 
will run or modify the schedule.

You must enable the schedule before the backup 
utility will run.

Configuring the Schedule, page 3-4.
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Adding or Modifying a Data Source Server Configuration
Adding or modifying a data source server configuration includes the following two-step process:

• Choosing the server where the data currently exists.

• Choosing the applications on the data source server that you want to back up.

For lists of all data that the BARS utility backs up, see Chapter 1, “Backup and Restore System 
Overview.”

Tip You can configure more than one data source server.

Procedure

Step 1 From the BARS main window, choose Backup > Data Source Server.

Step 2 In the DNS/IP address field, enter the server name or server IP address where the data that you want to 
back up currently exists. 

Note If you are modifying the data that you want to back up for a data source server that is already 
configured, click on the name of that data source server under the Configured Servers list.

Step 3 If you entered a remote server, enter a username and password with administrator access rights for the 
remote server and then click Next.

Note BARS attempts to connect to the remote server. If the remote server is not found, the 
authentication fails, and an error message appears.

Step 4 If no error message appears, choose CRS as the application that you want to back up in the data source 
server configuration window. 

Caution These applications must exist on the data source server you are configuring.

Step 5 Click Finish.

Step 6 The Data Source Server Summary window appears. Perform the following optional tasks:

a. If you want to add another Data Source Server, click Configure More Data Source Servers.

b. If you want to modify the default schedule, click Modify Schedule.

See the “Configuring the Schedule” section on page 3-4 for more information on how to update the 
schedule.

c. To configure the location where the utility will store the data, click Modify Backup Storage 
Location.

See the “Configuring the Backup Storage Location” section on page 3-7 for more information on 
how to add or modify the Backup Storage Location.
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Related Topics

• Understanding How the Restore Utility Works, page 1-5

• Deleting a Data Source Server, page 3-4

Deleting a Data Source Server
This section describes how to delete a data source server from BARS. If you delete the server, BARS 
does not back up the data that resides on the server.

Procedure

Step 1 From the BARS main window, choose Backup > Data Source Server.

Step 2 The configured Data Source Servers list displays in the pane on the left side of the window. Click the 
server that you want to delete.

Step 3 Click Delete.

Related Topic

• Adding or Modifying a Data Source Server Configuration, page 3-3

Configuring the Schedule
All data that you choose during the configuration is backed up on the day and time that you designate 
by using the Configure Scheduler screen. 

Cisco sets a default schedule for the backup to run. You can change the schedule at any time, restore the 
default schedule, and enable/disable the configured schedule. 

Tip You must enable the schedule, even if you choose to use the default schedule.

This section contains the following topics:

• Enabling the Scheduler, page 3-5

• Disabling the Scheduler, page 3-5

• Updating the Schedule, page 3-6

• Restoring the Default Schedule, page 3-6
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Enabling the Scheduler
You must enable the Scheduler to ensure that the scheduled backup occurs at the designated time.

Procedure

Step 1 From the BARS main window, choose Backup > Scheduler.

Step 2 Click Enable Scheduler.

The message “Scheduler Status: Enabled” displays.

Related Topics

• Disabling the Scheduler, page 3-5

• Updating the Schedule, page 3-6

• Restoring the Default Schedule, page 3-6

Disabling the Scheduler
When you disable the Scheduler, scheduled backups do not occur. If you disable the Scheduler, Perform 
regular backups as described in the “Performing a Backup Now” section on page 3-8.

Procedure

Step 1 From the BARS main window, choose Backup > Scheduler.

Step 2 Click Disable Scheduler.

The message Scheduler Status: Disabled displays.

Related Topics

• Stopping the BARS Scheduler, page 3-9

• Enabling the Scheduler, page 3-5

• Updating the Schedule, page 3-6

• Restoring the Default Schedule, page 3-6
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Updating the Schedule
This section describes how to change the default schedule settings. When you click Update Schedule, 
BARS saves the frequency and log settings that you configured.

If you want to change the default schedule, follow these steps:

Procedure

Step 1 From the BARS main window, choose Backup > Scheduler.

Step 2 For the frequency, choose the time from the drop-down lists.

Step 3 Choose one of the following buttons, depending on your schedule preference:

a. Click the On every radio button and check the check boxes for the days when you want the backup 
to run.

b. Click the After every radio button and choose the number of days from the drop-down list.

Step 4 If you want BARS to erase the log after a certain number of days, choose the number of days from the 
Erase logs after drop-down list.

Step 5 If you want BARS to erase the backup file after a certain number of days, choose the number of days 
from the Erase logs after drop-down list.

Step 6 Click Update Schedule.

Related Topics

• Understanding How the Restore Utility Works, page 1-5

• Enabling the Scheduler, page 3-5

• Disabling the Scheduler, page 3-5

• Updating the Schedule, page 3-6

Restoring the Default Schedule
If you want to restore the BARS default schedule, perform the following procedure: 

Procedure

Step 1 From the BARS main window, choose Backup > Scheduler.

Step 2 Click Restore Defaults.

The default schedule appears in the window.

Step 3 To ensure that backup runs as scheduled, click Enable Scheduler.

Step 4 To save the default settings, click Update Schedule.

When you restore the default schedule, all default settings including the frequency and the log settings 
appear in the Configure Scheduler window. Schedule status—enabled or disabled—does not change. 
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Related Topics

• Enabling the Scheduler, page 3-5

• Disabling the Scheduler, page 3-5

• Updating the Schedule, page 3-6

Configuring the Backup Storage Location
This section describes the procedure for configuring the backup storage location, which is the location 
in which BARS stores the data. 

Perform the following steps to configure the backup storage location.

Procedure

Step 1 From the BARS main window, choose Backup > Storage Location.

Cisco allows you to choose only one Backup Storage Location for all data that is backed up. The utility 
compresses the data to a single file, the Backupmm-dd-yy#hh-mm.tar file, and stores the file in the 
location that you choose.

For the backup destination, specify a tape drive or a network directory, not a local directory, to ensure 
the highest protection of your data.

Step 2 Click the Network Directory, Local Directory, or Tape Device radio button.

• You may click the Tape device radio button only if you have a server with a tape drive. 

If you plan to restore data from one server to another server by using a tape drive, make sure that 
both servers use the same tape format.

• If you choose to use the Local Directory, make a copy of the Backupmm-dd-yy#hh-mm.tar file before 
you perform a restore on the same server.

Note If the data is stored on the local directory and an unrecoverable error occurs on the server, the 
data is lost. In addition, if the destination location is the local directory on the system, all disk 
space can be consumed during a back up or restore, causing the system to crash and become 
unrecoverable.

• If you choose a network directory as the destination for the backup server, the directory must be 
shared in Windows 2000. To share a directory, log in on that server, right-click the directory folder 
icon that you want to share, click Sharing..., click Share this folder, and then click OK.

If you choose to back up the data to a network directory, that server must have NETBIOS name 
resolution in place. (Use the computer name, the IP address or the fully qualified DNS name.)
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Step 3 Perform the following step, depending on the radio button that you chose in Step 2:

a. Network Directory—In the Path Name field, enter the name of the server where you want BARS to 
store the data.

You must enter a user name and password with administrative access rights to the server; then, click 
Verify.

b. Local Directory—In the Path Name field, enter the directory path where you want BARS to store 
the data.

c. Tape Device—From the Device Name drop-down list, choose the device where you want to store the 
data.

Step 4 Click Update.

Caution Choosing the local drive could consume all available disk space and cause the system to crash and 
become unrecoverable.

Related Topics

• Configuring a Data Source Server, page 3-2

• Performing a Backup Now, page 3-8

Performing a Backup Now
If you want to perform a backup now, you can either back up all configured data source servers, or you 
can choose the data source servers that you want to back up immediately.

Procedure

Step 1 From the BARS main window, choose Backup > Backup Now.

The Backup Data Source Server window appears.

Step 2 Perform one of the following tasks, depending on the outcome that you want:

a. If you want to back up all configured data source servers, click the All configured servers radio 
button.

b. If you want to choose the data source servers that the utility will back up, click the Selected servers 
radio button; then, check the server check boxes.

Step 3 Click Start Backup Now. A window gives status of the backup process as it runs.

Related Topics

• Configuring the Backup Storage Location, page 3-7

• Accessing the Backup Log File After the Backup Completes, page 3-9
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Canceling the BARS Backup Process
To cancel the backup process after it has begun, perform the following procedure:

Procedure

Step 1 Choose Start > Programs > Cisco BARS.

Step 2 Choose Cancel Backup.

Stopping the BARS Scheduler
To stop the BARS Scheduler, perform the following procedure:

Procedure

Step 1 Choose Start > Programs > Administrative Tools > Services.

Step 2 Locate the service named Cisco BARS Scheduler.

Step 3 Right-click Stop to immediately stop the Scheduler.

To restart the Scheduler, navigate to the Cisco BARS Scheduler service again and right-click Restart.

Accessing the Backup Log File After the Backup Completes
The backup process creates a backup log file with the following format:

Backupmm-dd-yy.txt

where mm specifies the month, dd specifies the day and yy specifies the year.

BARS puts this file in the following location on the backup server:

C:\Program Files\Common Files\Cisco\Logs\BARS\Backup

BARS writes any errors that occur during configuration or while the utility is running to the 
Backupmm-dd-yy.txt file. If you receive the following error messages or other error messages in the log 
file, the process did not successfully back up the data:

• Could not determine APPS version

• Error enumerating registry keys on <Server Name>

• Open file request returned Not Enough Space
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Caution During the backup, heed warnings about the amount of temporary space that is available on the staging 
directory. The staging directory serves as a temporary directory where BARS places all files until it 
builds the single Backupmm-dd-yy#hh-mm.tar file. If you do not have enough temporary space, the 
backup will fail. Do not run a backup if you receive these warnings.

Always verify that the backup completed successfully.

Related Topics

• Appendix A, “BARS Error Messages”

• Location of Trace Files, page 1-5
3-10
 



 

Backu
 

C H A P T E R 4

Restoring Data

This chapter describes how to restore data. It includes the following topics:

• Understanding How the Restore Process Works, page 4-1

• Restoring Cisco CRS 4.5 Data, page 4-2

• Tasks to Perform After a Restore, page 4-5

Understanding How the Restore Process Works
The BARS restore process allows you to recover all data that was compressed into the 
Backupmm-dd-yy#hh-mm.tar file. The BARS Restore Wizard prompts you for the following information:

• The backup storage location of the archived Backupmm-dd-yy.tar file.

• The data destination server where you want the restore utility to send the restored data.

• The application that you want restored.

The BARS restore process stops system services, copies the data that you want restored to a staging 
directory, notifies the data destination server that the data is ready for restoration, and then sends the data 
to the data destination server. 

Caution During the restoration, services stop, which causes call-processing interruptions. To minimize the effect 
of these interruptions on your call processing operations, use the restore utility during off-peak hours.

Caution All-third party applications, including Cisco-provided and approved applications that are co-resident on 
the Cisco CRS server, must be stopped and disabled before you use the Restore process.

Make sure to stop and disable all intrusion-detection applications, such as Cisco Security Agent and any 
virus-protection software, before using the restore process. 

The restore process creates log files, which are text files that are saved by date, in the following folder:

C:\Program Files\Common Files\Cisco\Logs\BARS\Restore. 
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Related Topics

• Accessing the Backup Log File After the Backup Completes, page 3-9

• Restoring Data, page 4-1

• Appendix A, “BARS Error Messages”

• Location of Trace Files, page 1-5

Restoring Cisco CRS 4.5 Data
You can restore Cisco CRS 4.5 data using either of these methods:

• Run Cisco CRS Restore procedure—Use this method if Cisco CRS is not running on the system on 
which you are restoring. For example, you are restoring Cisco CRS on new hardware after a server 
failure.

For instructions, refer to the “Recovering and Restoring Cisco CRS” chapter in Cisco Customer 
Response Solutions 4.5(1) Installation Guide.

• Run the BARS Restore Wizard—Use this method if Cisco CRS is running on the system on which 
you are restoring.

To use this method, perform the following procedure:

Procedure

Step 1 In the BARS Administration page, choose Restore > Restore Wizard.

The BARS Restore Wizard: Step 1 of 4 page appears.

Step 2 In the Restore Wizard: Step 1 of 4 page:

a. Click the radio button that corresponds to the location of your Cisco CRS backup.

b. In the field of fields under the location that you choose, enter the appropriate information for your 
backup.

c. Click Next.

The Restore Wizard: Step 2 of 4 page appears.

Step 3 In the Restore Wizard: Step 2 of 4 page:

a. From the Data Destination Server drop-down list, choose the name of the Cisco CRS server on 
which you are running the restore process.

This server name appears in the CRS Restore Tool pop-up window on the server on which you are 
running the restore process.

b. From the Application Name drop-down list, choose CRS.

c. Click Next.

The Restore Wizard: Step 3 of 4 page appears.
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Step 4 In the Restore Wizard: Step 3 of 4 page:

a. In the User Name field, enter the username of the BARS administrator.

b. In the Password field, enter the password of the BARS administrator.

c. Click Next.

The Restore Wizard: Step 4 of 4 page appears.

Step 5 In the Restore Wizard: Step 4 of 4 page, click Restore.

The restore process begins. The CRS Restore Wizard page displays the status of the restore as it 
proceeds.

Step 6 When, after a few minutes, the CRS Restore Wizard page prompts you to confirm that the BARS is 
restoring the correct archive, take one of these actions:

• To continue the restore process, verify that the correct archive appears in the CRS Restore Wizard 
page and then click Next.

The CRS Restore Wizard compares the cluster data in the archive with the information in the data 
repository. If the data in this server does not match data in the archive, the CRS Restore Wizard 
automatically selects this server for recovery. If this server is not selected but you want to recover 
binary files anyway, select this server.

• If the CRS Restore Wizard page does not display the correct archive, click Cancel.

The BARS Status page will indicate that the Restore failed. Repeat the steps starting with Step 1. 
Make sure the correct information in Step 1.

If a node needs to be recovered or you select a node to recover, the BARS Main window displays 
Suspended and displays the name of the server that will be recovered. In this case, continue to Step 7. 
Otherwise, go to Step 8.

Step 7 If a node needs to be recovered or you select a node to recover, take these actions:

a. Exit the BARS Administration Application.

b. Insert the Cisco CRS DVD.

If the Cisco Customer Response Solutions Installation Wizard does not start automatically, navigate 
to the root folder on the DVD and click CRSAutorun.exe.

The Cisco CRS Installer performs a series of checks and processes.

If the version of the Windows Installer that the Cisco CRS Installer requires does not exist on this 
server, a window prompts you to install it. Click OK. After the Windows Installer installs and the 
server reboots automatically, log back into Windows as the Administrator. If the Cisco Customer 
Response Solutions Installation Wizard does not restart automatically, navigate to the root folder on 
the Cisco CRS DVD and click CRSAutorun.exe.

After a few moments, the Welcome window appears.

In addition, a pop-up window displays the following message:

*Warning* Disable Cisco Security Agent and virus control software before proceeding. 
These applications can interfere with the Cisco CRS Installer procedure that you are 
performing and can cause the system to become unrecoverable

c. Make sure that all virus control software is disabled and click OK in the pop-up window.

The Cisco CRS Installer performs a series of pre-installation checks.
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d. In the Welcome window, click Next.

It may be a few minutes before Next becomes available.

The Windows Server Information window appears. This window displays information for your 
installation.

e. In the Windows Server Information window:

– In the Enter Windows Password and Confirm Windows Password fields, enter the windows 
administrator password for this server.

– Click Next.

The Cluster Profile Selection window appears. This window displays information for your 
installation.

f. In the Cluster Profile Selection window, click Next.

The Recover Node window appears.

g. In the Recover Node window, click Next.

The Ready to Recover the Program window appears.

h. In the Ready to Recover the Program window, click Recover.

The recover process begins. After a few moments, the Status window appears. This window displays 
the status of the recovery as it proceeds.

When the recover process completes, the Installation Wizard Completed window appears.

i. In the Installation Wizard Completed window, click Finish.

A dialog box prompts you to restart the server.

j. Click Yes to reboot the server.

k. After the server reboots, log back into Windows as the Administrator.

A pop-up window displays the following message:

Please re-initiate the restore from BARS Admin with the same archive file that was 
used previously in the restore operation

l. Click OK.

The BARS Administration application starts automatically.

m. Repeat Step 2 through Step 5.

When the restore process begins, continue to Step 8.

Step 8 If the JTAPI Synchronization page appears, click Next.

This page appears if the CRS JTAPI configuration data is not synchronized with the Cisco CallManager 
configuration data.

Step 9 If the CRS Restore page showing DSNs that need to be configured appears, reconfigure the DSNs that 
are listed.

To reconfigure DSNs, choose Start > Programs >Administrative Tools > Data Sources (ODBC).

After you configure the DSNs, the BARS restore completes. The BARS Administration Application 
shows that the restore is successful, and Cisco CRS Node Manager starts automatically.
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Tasks to Perform After a Restore
Whenever you run a restore process, perform the following post-restore tasks:

• Verify that no errors occurred during the restore.

• Go to the Windows Control Center page and verify that all configured subsystems are in service.
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A P P E N D I X A

BARS Error Messages

Table A-1 lists error messages and corrective actions for errors that may appear in the BARS log file or 
in dialog boxes.

Table A-1 BARS Error Messages for Cisco Customer Response Solutions

Error Message Reason Corrective Action

Backup Error Messages

Unable to determine the setup of 
the server.

The setup (CRS or RDB) of the 
server cannot be determined 
from the registry.

Verify the registry entries for 
CRS or RDB.

Could not back up CRS 
successfully on server_name.

Some of the CRS components 
were not backed up successfully.

Verify that all CRS components 
are backed up successfully.

Restore Error Message

The Cisco Customer Response 
Solutions archive is not extracted 
properly.

The archive was not properly 
extracted.

Verify that BARS was properly 
installed.
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