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CHAPTER 1

InformaCast Basic Paging Overview

InformaCast Basic Paging is Singlewire’s bundled package that contains the InformaCast application,
the PushToTalk application, and a server.

InformaCast Basic Paging

InformaCast Basic Paging is Singlewire Software’s bundled package for virtualized environments. It
contains a virtual server and InformaCast Basic Paging (InformaCast or Basic InformaCast), which is
an IP telephony broadcast application that allows you to send a live audio stream to Cisco IP phones
for Unified CM. When these audio streams are sent through InformaCast, they are called broadcasts.
In order to receive a broadcast, Cisco IP phones for Unified CM must be included in recipient groups.

InformaCast comes in two versions:
e InformaCast Basic Paging
e InformaCast Advanced Notification

Within this help system, the versions are both separate and overlapping. Where versions overlap,
InformaCast will be used. Where versions differ, Advanced InformaCast or Basic InformaCast will be
used.

In addition, InformaCast exposes its powerful representational state transfer (REST) application
programming interface (API) that allows you to combine your existing technology with a notification
component. If you’re interested in using InformaCast’s REST API, please see

https://www.singlewire.com/help/InformaCastAPI/v14.4.2 /index.html for more information.

PushToTalk

Create groups of Cisco IP phones for Unified CM comprised of accessible directory numbers or
InformaCast recipient groups and initiate talk/listen or intercom functionality with the press of a
button.

~

Note PushToTalkis only applicable to installations of Advanced InformaCast integrated with Cisco Unified
Communications Manager.

The Appliance

Manage server-specific actions for the InformaCast Appliance through Webmin or the command-line
interface (CLI), e.g. change the InformaCast Appliance's hostname, access logs, etc.

InformaCast Virtual Appliance Basic Paging
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By packaging an operating system and these features together, Singlewire removes your burden of
maintaining multiple licenses and ensures compatibility between versions by allowing for easy system
administration and cross-application configuration.

The Environment

Before using InformaCast Appliance, you should familiarize yourself with its prerequisites and
environment:

e “Intended Audience” on page 1-2

e “User Guide Standards” on page 1-2

e “Prerequisites” on page 1-3

e “Hardware Requirements” on page 1-4

e “Port Configuration” on page 1-5

o “DSCP Quality of Service Policies” on page 1-6

e “Licensing Information” on page 1-7

e “InformaCast Appliance Interface Orientation” on page 1-8
e “Interface Permissions” on page 1-14

e “Technical Support” on page 1-15

Intended Audience

This user guide is intended for the users and administrators of the InformaCast Appliance and will walk
you through the installation, configuration, and administration of the InformaCast application and the
InformaCast Appliance on which it runs.

There are two versions of this user guide, depending on your installation environment:
e Basic Paging installations
e Advanced Notification installations

Please make sure you have the right version by looking at the environment type on the cover page as
well as at the bottom of every page. The two versions are both separate and overlapping. Where
versions overlap, InformaCast will be used. Where versions differ, Advanced InformaCast or Basic
InformaCast will be used.

User Guide Standards

Specific fonts are used to represent specific kinds of information in this guide. The fonts and their
meaning are listed here:

¢ Bold fonts indicate the name of a button, icon, text field, or other element with which you interact
and any text that you must enter.

o [talic fonts indicate the name of an area or section on one of the applications’ pages.

InformaCast Virtual Appliance Basic Paging
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Angled brackets enclose text that varies with your specific environment, i.e. http://<Your IP
Address> means that you would enter your specific IP address instead of the brackets and what
they enclose.

Blue, underlined text indicates a hyperlink.

There are several kinds of notification boxes used in this guide:

Tip. These offer advice or “best practices.”
Note. These contain additional information, usually relevant in special cases.

Caution. These contain information about a procedure that may reduce the performance of your
system.

Warning. These contain information about a procedure that can impair or disable your system.

InformaCast has the following prerequisites:

Use of one of the following supported browsers: Firefox 93, Chrome 94, and MS Edge 93

Compliance with the hardware requirements as defined in this user guide (see “Hardware
Requirements” on page 1-4)

In installations of InformaCast integrated with Cisco Unified Communications Manager, use of
one of the following Cisco Unified CM versions (including Business Edition 6000); the following
versions are supported: 11.5.1, 12.0.1, 12.5.1, and 14.0.1

Use of supported Cisco IP phones for Unified CM
SNMP enabled on all servers in a Cisco Unified CM cluster
The AXL service running on at least one server in the Cisco Unified CM cluster

The CTIManager service running on at least one node that’s also running the CallManager service.
The CTIManager service can run on up to eight nodes in a cluster, and you should use more than
one node with this service for redundancy.

If you want calls to and from InformaCast to use encrypted media, you must configure SRTP
supportt (see “Enable SIP Call Security” on page 8-88)

You’ll also need to ensure your Cisco Unified CM is running in mixed mode and optionally
configure CTT security (see “Manage CT1 Security” on page 8-49).

A static IP address configured on the InformaCast Appliance

Multicast routing enabled and configured for all network segments between InformaCast and its
Cisco IP phones for Unified CM.

You must also know how to obtain access to the command-line interface (bash prompt) of
InformaCast, perform basic UNIX commands, and use nano for editing files.

Singlewire recommends a screen resolution of at least 1024x768 when viewing the InformaCast
application.

| Version 14.4.2
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Hardware Requirements

You should deploy InformaCast on hardware supported by VMware ESXi because it provides the
lowest overhead of the VMware products (other VMware products such as VMware Player, VMware
Workstation, or VMware Server will work for lab or demonstration purposes). VMware ESXi is
available free of charge from vmware.com. If VMware is new to you, you may find these resources
useful:

e Lecarn more about what benefits VMware can provide your organization

e How to install VMware ESXi
If you are unsure whether your server hardware supports VMware, check the VMware ESXi
compatibility list.

For a list of Singlewire-supported VMware ESXi versions, go to Singlewire's Server Platforms
Compatibility Matrix.

InformaCast Virtual Appliance requires:
e 4GB of memory

o A dedicated virtual CPU (vCPU); the InformaCast operating system and application are 64-bit, and
may only run on 64-bit CPUs.

o A single virtual NIC configured for bridging, not NAT; InformaCast Virtual Appliance will not
work through NAT'd network connections

e 80GB disk, which can be either local disk or SAN-attached disk (the SAN may be of any type
supported by VMware)

As a virtual machine (VM), InformaCast Virtual Appliance may be run co-resident with other Cisco
UC virtual machines on a VMware ESX host (a solution that is supported by Cisco’s TAC), as long as
you don’t modify the InformaCast OVA configuration or oversubscribe the host CPU or memory. It is
possible to run more virtual machines than the VMware host physically supports, i.e. oversubscription,
but this will adversely affect audio quality and Cisco IP phone for Unified CM activation performance.
In order to avoid oversubscribing your VMware host, please make sure the following is true:

e The sum of all vCPUs does not exceed the number of cores on the VMware host

e The sum of memory needed by all VMs does not exceed the amount of physical RAM on the
VMware host

e The InformaCast Virtual Appliance is run in thick disk mode

As of InformaCast 12.19.1, new installations of InformaCast require at least VMware 6.0. If you’re
upgrading from previous versions of InformaCast, it’s recommended that in addition to using VMware
6.0, you also make the following settings changes:

e Change your guest OS type from 32 bit to 64 bit. Within vSphere, navigate to your virtual machine
and select Actions | Edit Settings. Select the VM Options tab and expand General Options.
Select Other Linux (64-bit) from the Guest OS Version dropdown menu.

e Change the compatibility on your virtual machine to ESXi 6.0 or later. Within vSphere, navigate to
your virtual machine and select Actions | Power | Power Off. Then select Actions |
Compatibility | Upgrade VM Compatibility. Confirm your upgrade and then select ESXi 6.0
or later from the Compatible with dropdown menu. Click the OK button and power on your
virtual machine.

| Version 14.4.2
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Port Configuration

When configuring your firewall for compatibility with the InformaCast Appliance, use the following
tables, which depend on the direction of your traffic.

~

Note This list of ports applies only to the InformaCast Appliance side, i.e. server side. It does not include
those for clients’ workstations.

Table 1: Inbound Local Network Traffic

Access Restriction

Port Protocol Application and/or Purpose Specification |Recommendations
22 TCP Secure shell (SSH) for server management |[RFC 4253 Restrict access to
management subnets
80 TCP Redirect to the secure web interface of the |REFC 2616 Restrict access to
InformaCast Appliance's landing page management subnets
123 ubP Network Time Protocol (NTP) REC 9505 Restrict access to time
servers
443 TCP The secure web interface of the REC 2616 Restrict access to
InformaCast Appliance's landing page management subnets

SOAP traffic, regardless of SOAP's
security status

InformaCast's REST API

1161 UDP InformaCast SNMP RFEC 1157 Restrict access to
management subnets

8081 TCP InformaCast’s non-secure web interface |REC 2616 Restrict to IP phone subnets

Cisco IP phone for Unified CM
authentication and registration traffic

SOAP traffic, if insecure SOAP is enabled

8444 TCP Redirect to InformaCast's web interface  |RFC 2616 Restrict access to
on https://<InformaCast Appliance IP management subnets and
Address>/InformaCast API clients

8463 TCP Redirect to Control Center's web interface |REC 2616 Restrict access to
on https://<InformaCast Appliance IP management subnets
Address>/ControlCenter

10000 TCP Redirect to webmin interface on REC 2616 Restrict access to
https://<InformaCast Appliance IP management subnets
Address>/webmin

32068-32468 UDP InformaCast’s inbound RTDP streams RFC 3550 Unrestricted access
(inbound calls to CTI ports and inbound
SIP)

5060-1 TCP and InformaCast’s SIP RFEC 3261 Restrict access using

UDP InformaCast SIP access

InformaCast Virtual Appliance Basic Paging
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Table 2: Outbound Local Network Traffic

Port Protocol Application and/or Purpose Specification

80 TCP InformaCast’s outbound connections to Cisco IP phones for RFEC 2616
Unified CM

161 UDP Cisco Unified Communications Manager SNMP phone data RFC 1157

427 UDP and TCP  |InformaCast SLP REC 2608

443 TCP Secure web interface for Cisco Unified Communications Manager |REFC 2616
AXL web services

514 UDP InformaCast Appliance system health logging REC 5424

2748 TCP Cisco Unified Communications Manager CTI ports/route points [N/A

20480-21080 UDP Default multicast ports to which InformaCast sends audio REC 3550

32068-32468 uDbP InformaCast’s outbound RTP streams (outbound calls to CTI RFC 3550
ports and outbound SIP)

DSCP Quality of Service Policies

InformaCast puts real-time audio traffic on the network. To ensure that your time-sensitive network
traffic reaches its destination, you can prioritize network traffic to provide certain levels of Quality of
Service (QoS). Using the Differentiated Services Code Point (DSCP) field in the IP Header of a packet,
you can mark, or “color,” traffic to denote the type of packet and priority or place in the queue.
InformaCast has no direct requirements, but will color its traffic to fit into the standard and
recommended queues outlined by Cisco’s Solution Reference Network Design (SRND) guide.

The DSCP values in the following table will be applied to their respective types of traffic.

Table 3: DSCP QoS Policies

DSCP Traffic Type Leaving Server
EF Voice Media Real-time Transport Protocol (RTP)
CS3 Call control for Session Initiation Protocol (SIP) and Computer Telephony

Integration (CTT)

0 All other traffic leaving the server

These values cannot be modified within the InformaCast application. If you must make modifications
to the defaults, you will have to change them on the network itself. See Cisco’s Solution Reference
Network Design (SRND) guide for more information.
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Licensing Information

Note

Note

The InformaCast Appliance’s functionality is based on its license, and depending on the license you
have, you will be able to access all of InformaCast’s functionality or only parts of it. InformaCast Basic
Paging functionality includes the ability to send live audio broadcasts to up to 50 Cisco IP phones for
Unified CM by dialing a number on your Cisco IP phone. Among other features, InformaCast Advanced
Notification functionality includes the ability to:

e Send a number of different types of broadcasts, e.g. live audio, pre-recorded audio, pre-recorded
audio and text, etc., using your Cisco IP phone for Unified CM’s interface and/or InformaCast’s
web interface

e Send broadcasts to a wide variety of recipients, e.g. Cisco IP phones for Unified CM, IP speakers,
InformaCast Desktop Notifier instances, email addresses, Twitter and WordPress references, etc.

e Customize scripts that can be attached to broadcasts
e Receive confirmation when broadcasts are sent

e Configure resiliency

Upgrading from Basic to Advanced InformaCast is easily accomplished through the Buy InformaCast
Advanced or Try InformaCast Advanced buttons in InformaCast's left navigational menu or by
contacting Singlewire to obtain a license for a switch in functionality. Downgrading from Advanced
InformaCast back to Basic is accomplished by clicking the End Advanced Notification Trial button
in InformaCast's left navigational menu. This will cause InformaCast to reboot, as will any future
change in InformaCast functionality or license type.

InformaCast can be obtained with a basic, trial, demonstration, subsctiption, or perpetual license. The
basic license applies only to Basic InformaCast functionality, is embedded within the application, and
exists in perpetuity. The rest of the licenses apply only to Advanced InformaCast and can be obtained

through Singlewire Software.

The #rial license is included with your initial copy of InformaCast and allows you to try Advanced
InformaCast for free for 60 days. If you downgrade to Basic InformaCast before your trial period ends,
you forfeit the rest of your trial period. When your trial period ends, you can elect to go back to Basic
InformaCast or you can contact Singlewire to obtain a demonstration, subscription, or perpetual
license.

The demonstration license allows you to try Advanced InformaCast for a set period of time. Because it ends
on a certain date, you cannot downgrade to Basic InformaCast and then resume Advanced
InformaCast on the demonstration license past its expiration date.

If you are operating InformaCast on a Communications Manager Business Edition 6000 with an IP
address within the range of 172.27.199.1/254 and you decide to buy InformaCast, you will need to
either change the IP address used by InformaCast or be prepared to accept a succession of one-year
subscription licenses. Contact Singlewire to request an IP address change.

The subscription license allows you to subscribe to InformaCast Advanced Notification on an annual basis
rather than purchasing perpetual licensing,
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The perpetnal license allows you to purchase Advanced InformaCast and own it outright for a one-time,
upfront fee with no expiration date.

Both subscription and perpetual licenses have access to Singlewire’s Support team and free software
upgrades, although perpetual-license customers must purchase an annual maintenance contract to gain
this access.

Caution

A

Warning

If you upgrade from Basic to Advanced InformaCast through either the trial, demonstration,
subscription or perpetual licenses and you decide to return to Basic functionality, all additional
information entered during your Advanced phase will not be saved, e.g. when you revert to Basic from
Advanced, any information you entered after you upgraded initially—broadcast dialing configurations,
users, recipient groups, etc.—will not be available once you downgrade to Basic InformaCast. If you
choose to upgrade back to Advanced InformaCast, that information will reappear; however, any new
information you entered after you reverted to Basic functionality will be unavailable.

If you are moving from Basic InformaCast to Advanced InformaCast (and you have previously had
Advanced InformaCast), InformaCast will be restarted with the installation of this new license. Please
plan your upgrades accordingly.

InformaCast Appliance Interface Orientation

The InformaCast Appliance has multiple user interfaces that allow you to control different facets of its
administration.
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InformaCast Appliance Landing Page

Accessible through a web browser addressed with the IP address of your InformaCast Appliance, the
InformaCast Appliance landing page contains links to InformaCast and the Control Center.

i© singlewire

InformaCast

Basic Paging

@ InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Smglewire Sofware  News  ConfaciUs

Though you see a link for PushToTalk, you cannot access this application with Basic InformaCast.

InformaCast Virtual Appliance Basic Paging
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Accessible by clicking InformaCast on the InformaCast Appliance landing page, InformaCast's user
interface is comprised of a left navigational menu and an administration pane whose contents change

with what you’re doing. InformaCast allows you to send a live audio stream to Cisco IP phones for

Unified CM.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InformaCast functionality
includes the ability vo...

% 1o up o
irg a number on
IF phone
te unlimited recipient groups of

0 phones or less

Techmical Support

Reach More People and
Devices

Upgrade to InformaCast Advanced and engoy a full-
festured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a variety of other endpoints, send text and live ar
pre-recorded audio as messages, add broadcast
confirmations, and much more

Chck the Buy button to begin the process of
ocbtaming an informaCast Advanced hcense. You
can also click the Try button to start your free B0-day
InformaCast Advanced trial_ If you would like more
information, click the Demo bution to request a
demo.

InformaCast Advanced

Features Include:

Live audio paging between Cisco |P Phones, with
no limit on the number of phones per group
Integration to existing overhead paging systems

= Text and audic (live or pre-recorded) to Cisco IP

Phanes and other endpoinis

Audio broadeasts to IP Speakers
S11/emergency call monitoring/alerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recordedscheduled broadcasts{school
bells/shift changes)

Motification to computer desktops (Windows and
MacOs) via InformaCast Desktop MNotifier
Integrate with digital signage solutitons and 3nd-
party mass naotification providers

Motification and confirmation 1o mobile devices
(Apple. Android, and SMS) with InformaCast
Eusion

Tngger notificafion toffrom other systems
{panic/duress buttons, door locks. lights, ete )
And More

Learn More

InformaGast Detals

Three additional buttons, Try, Buy, and Demo, allow you to try Advanced InformaCast through a
60-day free trial, upgrade to Advanced InformaCast through a perpetual or subscription license, or
learn mote about the features of Advanced InformaCast.
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~

Note While in Basic InformaCast, you will see a number of menu items that are grayed out, and you will not
be able to access them. These menu items are only available when you have Advanced InformaCast.

PushToTalk's Web Interface

Accessible by clicking Initiate Intercom with PushToTalk on the InformaCast Appliance landing
page, PushToTalk's user interface is comprised of a left navigational menu and an administration pane
whose contents change with what you're doing. PushToTalk is designed to facilitate communication
between multiple parties (ot on a one-to-one basis) through talk/listen ot intercom functionality on
supported Cisco IP phones for Unified CM.

FH'SPIDTB Ik @ singlewire
w==ee  PyshToTalk
L o by InformaCast

gl

Y

Note While visible on the InformaCast Appliance landing page, PushToTalk is not supported by
InformaCast Basic Paging. Please contact Singlewire for an upgrade to Advanced Notification.

InformaCast Virtual Appliance Basic Paging
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Accessible by clicking Access Application Management Tools on the InformaCast Appliance
landing page, Control Center is designed to be an inclusive destination for application- and system-level
accessories.

Control Center

View InformaCast Status
Access System Management Tools with Webmin
Manage Licenses

InformaCast APl Explorer

Here, you can access the License Manager to update your Basic license with an Advanced version or
access Webmin, the administrative web interface of the underlying operating system of the InformaCast
Appliance.

Lastly, if you’re interested in InformaCast’s API, the InformaCast API Explorer is your window to the
operations and resources that the InformaCast API has to offer. In the Explorer, you can craft API
requests and review the information the API will provide based on yout requests. See InformaCast's
API documentation for more information.
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Accessible by clicking the Access System Management Tools with Webmin link on Control
Centet's Menu page, Webmin is used for administering the undetlying operating system of the virtual
machine, e.g. configuring the network interface, stopping and starting InformaCast and shutting down

the virtual machine.

© sing

Systern hostname
Operating system
Webmin version

Time on system
Kemnel and CPU
Processor information

System uptime

Runming processes 87

CPU load averages
CPU usage

Real memory
Wiriual memory

Local disk space

lewire

software
Sin;lgwir—'_l InformaCast W Ware

Tue May 16 10:31:26 317
Linux 4 1. 8-yocto-standard on 685
Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores

1 days, 1 hours. 20 minutes

0.00¢1 min) 0.07 {5 mens) 0.05 (15 mins)
4% user, 3% kemel, % 10, 93% idle

3.94 GB toial, 1.39 GB used

B GB 1otal. 0 byles used

9573 GB total, B 14 GB used

“System Management” on page 13-1 contains more information on managing the InformaCast

Appliance from its Webmin and command-line interfaces.

Command Line Interface

Accessible through a virtual machine console window, such as vSphere (for virtual InformaCast
Appliances only), or over the network through the use of an SSH (Secure Shell) client like PuTTY, the
command-line interface (CLI) is a text-based interface used for support issues and some configuration
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procedures, e.g. those that require manual editing of files or the running of scripts. It also allows you to
petform various administrative functions such as changing the InformaCast Appliance's password,
restarting the server, assigning a static IP address, and collecting/viewing logs, among others.

Note Rudimentary knowledge of bash is required to use the command line interface. If files are to be edited
on the InformaCast Appliance itself, knowledge of the nano text editor is also required. If you ate not
familiar with the nano editor, you can optionally transfer files that need to be modified to another
machine, edit them there, and then transfer the modified file back to InformaCast. The transfer process
can be achieved via an SCP (Secure Copy) client, such as PSCP on Windows. PuTTY, available as a free
download, contains all the necessary tools for transferring files.

“System Management” on page 13-1 contains more information on managing the InformaCast
Appliance from its Webmin and command-line interfaces.

Keyboard and Monitor

Accessible through a monitor and keyboard, an InformaCast Appliance running as a physical machine
has an interface that you can use to perform various administrative actions, such as initially setting
InformaCast's configuration, changing the setvet’s password, restarting the InformaCast Appliance or
its services, assigning a static IP address, and collecting/viewing logs, among others.

S

Note The InformaCast Physical Appliance is not available with InformaCast Basic Paging.

Interface Permissions

Basic InformaCast is only allowed one user with the highest level of permissions assigned to it. In order
to take advantage of multiple users who can be assigned differing levels of permissions, you need
Advanced InformaCast, which has a dynamic user interface that changes with your level of permissions.

InformaCast Virtual Appliance Basic Paging
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~

Note While in Basic InformaCast, you will see a number of menu items that are grayed out, and you will not
be able to access them. These menu items are only available when you have Advanced InformaCast.

Technical Support

Your first line of support with InformaCast is the Help Resources page, which is accessible by selecting
Help from the User dropdown in the left navigational menu.

Help Resources (7]
|

Change Password Technical Support End-User License Agreement

Change the password of the currantly logged-in Access bachnical support for InformaCast Basic Viaw your End-Liser License Agrasmant

usar Paging

Log Directory InformaCast User Guide [} AP| Quick Start Guide )

Wiew a list of InformaCast's logs and downboad Read step-by-step instructions for the Jump right in and learn the basic tensts of tha

them, as needed nztallation. configuration. and management of InformaCast APl The InformaCast AP allows
InfarmaCast you to add usars to its system and assipn them

permissions, create reciplent groups, and send
messagaes bo recipient groups

AP Documentation GD

Learn how io combing your sxisting technology
with InformaCasts powerful representational
=lats transfar (REST) applicafion programming
Interface (API)

On the Help Resources page, you can:
e Change your password
e Access links to Cisco's technical support
e View the End-user License Agreement

e View and download logs of InformaCast's activity

InformaCast Virtual Appliance Basic Paging
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e Access this online help system

e Access an API quick start guide

e Access the API's documentation

~

Note Ifyoudo nothave an active network connection to the internet, not all of the content on InformaCast’s
Help Resources page will be available.

For information on obtaining documentation, obtaining supportt, providing documentation feedback,
security guidelines, and also recommended aliases and general Cisco documents, see the monthly
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical
documentation, or contact Cisco TAC.

InformaCast Virtual Appliance Basic Paging
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CHAPTER

Installation

Installing the InformaCast Appliance involves enabling multicast across your network, installing the
appliance as a virtual machine, and setting its initial configuration, e.g. establishing its communication
with your network, creating your OS and Application credentials, etc.

The general steps to install InformaCast are:
e “Prepare Your Multicast Environment” on page 2-1
e “Deploy InformaCast” on page 2-17

e “Set the Initial Configuration” on page 2-31

Prepare Your Multicast Environment

A

You must enable multicast across your network in order for your recipients to receive the audio portion
of InformaCast broadcasts.

Caution

Just because music on hold works on your Cisco IP phones for Unified CM does not mean that it is
using multicast. Music on hold can be used with either unicast or multicast.

Plan for a Multicast Environment

Multicast is communication between a single sender and multiple receivers on a network. InformaCast
has no special requirements for how multicast is enabled, and you should use your network vendor’s
best practices and design considerations. Multicast is typically routed with Protocol Independent
Multicast (PIM) that is deployed in either sparse or dense mode. InformaCast will work with either
mode.

For WAN links where your circuit provider will not route your multicast, you can configure GRE
tunnels, which carry your multicast traffic from the location where the InformaCast server is located
to its recipients. The only traffic that needs to traverse these GRE tunnels is the multicast traffic you
might want to route. The tunnels do not need to create a full mesh between sites; they only need to be
configured from the hub location to the spoke location(s). Please see Cisco’s sample configuration for

multicasting over a generic routing encapsulation (GRF) tunnel for details.

For recipients to receive the audio portion of InformaCast broadcasts, they make requests using

Internet Group Management Protocol {GMP). While most networks default to IGMPv2, newer
recipients may use IGMPv3. If newer recipients are being deployed, be sure to enable the newer

protocol version on network devices.
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Network design and multicast configuration is outside the scope for which Singlewire can provide
support. It is recommended that you work with your network vendor or partner. The following table
provides guides and resources for more information on configuring multicast on your network.

Resource Description
Quick Start Guide Cisco IP Multicast Quick Start Configuration that provides

concise configuration examples

Design Guides

Cisco Design Zone for IP Multicast for access to the AVVID
SRND for Multicast Design

Multicast Troubleshooting

Cisco IP Multicast Troubleshooting Guide

IGMP Snooping

Cisco CGMP and IGMP Snooping documentation

GRE Tunnels

Cisco Multicast over a GRE Tunnel (for when a WAN carrier will
not route multicast)

Multicast Testing Tool

Singlewire tool to send and receive multicast traffic, which can be
used to verify and troubleshoot multicast routing

Protocol Analyzer

Wireshark download link, which can be used to view network
traffic for troubleshooting

If you have a Cisco network, you can work with the Cisco TAC or locate a local Cisco Partner. The
following table provides Cisco resources for configuration help.

Resource

Description

Support Home

Cisco Troubleshooting Homepage

Cisco Wortldwide Contacts

Cisco TAC Telephone Numbers and Additional Resources

Partner Locator

Locate a Cisco Partner to contract for network consulting

Test Your Multicast Environment

Once you’ve configured multicast across your network, it’s important to test that configuration to
ensure that all of your recipients receive the audio portion of InformaCast’s broadcasts. Singlewire

offers a Multicast Testing Tool to help troubleshoot and isolate multicast routing issues. There are three
options available to you with the Multicast Testing Tool:

e Option 1 has the tool working as a multicast server and transmitting packets to the network

e Option 2 has the tool working as a multicast client and receiving packets

S

Note Typically, you will want to run Options 1 and 2 in tandem: Option 1 on a Windows machine
on the same subnet as InformaCast and Option 2 on the location of your recipients, i.e. a
PC on the same VLAN as your recipients.

e Option 3 allows the tool to “hijack” two Cisco IP phones for Unified CM: one to receive packets
and the other to transmit them
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Use Options 1 and 2

Use the following steps to have the Multicast Testing Tool act as a multicast server and transmit packets
to the network from one location, and act as a multicast client and receive packets from a different
location.

Step1 Open the IC_Tester_Mcast.exe file on a Windows machine on the same subnet as the InformaCast
Appliance. The IC Tester - Multicast window appears.

Administrator; Singlewire Sofpwane: IC Testar - Multicast

Step 2 Enter 1 at the Menu Choice prompt and press the Enter key. The IC Tester - Multicast window
refreshes, showing multicast packets being sent across your network.

Administratos; Singlewire Sofiwang: IC Testar - Mulllcast - Sanver

InformaCast Virtual Appliance Basic Paging
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Step3 Open the IC_Tester_Mcast.exe file at the location of your recipients. The IC Tester - Multicast
window appears.

Administrator; Singlewire Sofpwane: IC Testar - Multicast

Step4 Enter 2 at the Menu Choice prompt and press the Enter key. The IC Tester - Multicast window
refreshes, showing it initially failed to find multicast, but then detects it.

Administraton, Singléwire Soefpware. IC Tester - Multicast - Client

If you receive a “no multicast traffic” result, you can try Option 3, follow the recommendations in
“Review Multicast Configuration” on page 2-0, or see “Multicast” on page 9-1.

InformaCast Virtual Appliance Basic Paging
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Use Option 3
Use the following steps to have the Multicast Testing Tool “hijack” two Cisco IP phones for Unified
CM: one to receive packets and the other to transmit them.
)
Note You will need the IP addresses of two Cisco IP phones on your network and the username and
password of the application user associated with both of those phones. Work with your Cisco Unified
CM administrator if you don’t have this information on hand.
Step1 Open the IC_Tester_Mcast.exe file on the same network as your phones. The IC Tester - Multicast
window appears.
|- . Admimistrator. Singlewire Software. IC Testar - Multicast
Step2 [Enter 3 at the Menu Choice prompt and press the Enter key.
Step3 Enter the username of the application user associated with your phones at the User Name prompt and
press the Enter key.
Step4 Enter the password of the application user associated with your phones at the User Password prompt
and press the Enter key.
Step5 Enter the IP address of the phone that will source the multicast packets at the Phone IP of Sender
prompt and press the Enter key.
InformaCast Virtual Appliance Basic Paging
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Step 6 Enter the IP address of the phone that will receive the multicast packets at the Phone IP of Receiver
prompt and press the Enter key. The IC Tester - Multicast window shows the phones’ reply to the
commands sent by the Multicast Testing Tool.

Administratos, Singlewire Sofowane; IC Tester - Multicast

Step7 Pick up the receiver of the source phone and speak into it. Your voice should be heard coming from
the receiving phone.

If you can’t hear any audio, follow the recommendations in “Review Multicast Configuration” on
page 2-6 or see “Multicast” on page 9-1.

Review Multicast Configuration

Multicast must be configured in order for InformaCast broadcasts to propetly play on your recipients.
The following recommendations can also apply:

e Protocol Independent Multicast (PIM) should be deployed in either sparse or dense mode across
your Layer 3 devices (PIM is the most common protocol, but there are others)

e Your MPLS network provider should route multicast on its network; otherwise you will need to use
GRE tunnels

InformaCast Virtual Appliance Basic Paging
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In addition, sometimes Internet Group Management Protocol IGMP) snooping can cause issues with
varying revisions of IOS on some Cisco switches and may need to be turned off. Lastly, for recipients
to receive the audio portion of InformaCast broadcasts, they make requests using IGMP. While most
networks default to IGMPv2, newer recipients may use IGMPv3. If newer recipients are being
deployed, be sure to enable the newer protocol version on network devices.

Verify Multicast with a Network Traffic Capture

Another way to verify multicast is configured (besides by using the Multicast Testing Tool) is through
a network traffic capture. It is important to note that the only piece of traffic that travels through the
network via multicast routing is the audio portion of a broadcast. All signaling traffic is done with
unicast HTTP. The diagram below outlines the traffic that occurs during an InformaCast broadcast that
contains both text and audio.

InfarmaCast Layer2 Layer3 Layar3 Layar2 Cisco IP
Switch Router Router Switch Phomnes

- - &4

Unicast HTTP Signaling Push (listen to audio and get text)
i i

Unicast HTTP huthanticaﬂoln Request
| |

Unicast HTTP Authentication Reply
I I
' _Multicast UDP RTP GT11ulaw Audid :‘ IGMP Join For Multicast Audio
1l

PIM Route Multicast
| |

I I
Unicast HTTP GET For Text Content

[ [
Unigast HTTP XML Text Content

Unicast HTTP Igigrlaling Push {5tl!ip listening to audio)
I |

e il s W i

Now that you are familiar with the traffic flow created by InformaCast, you can use a protocol analyzer,
such as Wireshark, to sniff the traffic on the network to see that multicast is enabled.

Obtain a Network Traffic Capture

Use the following steps to obtain a network traffic capture from a Cisco IP phones for Unified CM to
determine if multicast traffic is routing to that network segment.

Step1 Download and install a protocol analyzer like Wireshark on a PC that’s attached to a Cisco IP phones
for Unified CM on your network on which you want to obtain a traffic capture.

InformaCast Virtual Appliance Basic Paging
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Step2 Open and log into your Cisco Unified CM’s administrative interface. The Cisco Unified CM
Administration page appears.

dliali Cisco Unified CM Administration  Cisco Unitied CH Administration (v J GO
IS0 Fyr Cisco Unified Communications Salutions

System ~ Calfioutng + Mediafesources »  Vooolai »  Oevioe +  Applcation »  User Management » - Buk Admnbémtion «  Help +

Cisco Unified CM Administration

Copyright @ 1953 - 2008 Cisco Systerns, Inc.
All nghts reserved.

Thiz product contains cryptographic features and is subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisoo cryptographic products
doas nat imply therd-party authority to import, export, distnbute or use encryplion. Importers, exporters, distributors and users are responsible for compliance with U5, and lacal country
laws. By using this product you agres ta comaply with apglicable kaws and regulations. If you are unable to comply with U.5. and local laws, return this product immediately.

& summary of U.S. laws governing Cisco cryptographic products may be found at: http:// www.cisco. com/wwl/export/orypte/tocl/stgrg fitml.
1¥ you require further assistance please contact us by sending email to export@csco.com.,

Step3 Go to Device | Phone. The Find and List Phone page appears.

aliln  Cisco Unified CM Administration
€l Far Cisco Unilied Communicalions Salutions

cemadministralor

System = Calfioutng = ledmfissgurces =  Vocelal »  Oevice =  Apgication =  User Managemest »  Buk Admniswaton = Meip =

Find and List Phones CEETES EE Actively Logged In Device Report VIGOI
G add tew

Find Phane where | Device Name | begins with % [=]

Selact item or enter search text

o active query. Please enter your search criteria using the cetions above.
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Step4 Use the filter fields at the top of the page to narrow your list of phone results.

Step5 Click the Find button. The Find and List Phones page refreshes.

abal  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions.

Eystem w  Calfnuting = MNedis Qesources =  Voice Wail »  Device »

Status

» Buk v Hep w

Find and List Phones LT ERCTTSY Actively Logged In Device Report E

Installation I

| @ 7 e

| Phane (1 - 25 of 75) Rows per 25 W
Find Phana whare | Device Name %[ bagins with_ [ =]
Select item or enter search text
N Guevice Hame(Uns) = Description Savicn Focl Davics Frotocol Status P Address Copy  Super Copy
r gi ATl Cesfault scoP Registerad with iptapps-comilpub 172.30.227.211 1Y s 4
r g ATADDIIESCEABEN Auto 60018 Deafault SCCP Unknawn unknown I} Ik g
r @ araaescesssan Auto 60019 Deafault scoP Unknawn Linknown 1Y i
r ﬁ CTIFORN]CE Ceafault sccP Unknawn Unknoan (113 i g
r ﬁ 1CNickl 1CNick1 Default scoe Unknawn Uinknomn 153 s
r i’; ICNIcks 1CMIck2 Default SCCF Unkraown Unknoesn 1Y e g
T f; IcMick3 TCHick3 Dafault SCCP unknawn uriknean (1] I
r ri ICNuck ICMicks Dafaylt sCCP Unknawn Urknown [} o+
r i‘ﬂ I = 1EMickS [efault sCCP Unknawn Uniknowm 153 [l g
r ?ﬁ ICHickE 1EMicks Deafault SCCP Unknown unknown [Ii) i
r f; lessCTIL JessCTIL Dafault SCCP unknawn Uniknoan I i g
P I’; lessCTIZ JassCTIZ Dafault 5CCP Unknawn Unikneswn 1Y ¥
I g lessACCTI Dosfuilt scoP Unknawn Urkrigas [ [ g
r E‘ﬂ Kate]l Dostault sCCP Unknawn Uniknown 163 i g
r i‘; Katelsd Deafault SCCP Unknawn Uniknosm o i g
r v; KatelS3 Default scCP Unregisterad 172.30.227.200 1Y i g
r g‘; Katiice Dafault scoP unragistared 172.30.237.200. [y ¥
I ﬂ PeteCT1 PetelCTIL Dafault SCCP Registerad with iptapps-comSipub 172.30.227.241 Ity [ g
r E'ﬁ PateCT2 PeteCTI2 Ceafault SCCP Registerad with iptapps-comélpub 172.30.227.211 Y I+
r ?; RarCallélert RajCallalert  AsilnformeCast scoe Unknawn Uinknown 153 i 4
r ﬁ RajCTIPort RajCTIFort Aailnformacast SCCP Unknawn unknoan 1Y kg
T ﬁ B Port RajCTIFort2  EajinformaCast SCCP Unknown Uniknormn 1] [ 3
r .ﬂ RaICTIPpr3 RAjCTIPort  BallnfgrmaCast  SCCP Unknawn Unskniewn [y g
r fi RaiCT]Portd RajCTIPortd  AsilnformeCast scoP Unknawn Unknomn ) v g
r @ semoonresies Autn £0037 Ceafault scce Unknawn Unknzan 113 s
add vew | [(Salect Al ] [(Cinar Al | [ Delete Selacted Recat Sesacted M4 1 |ef3 kM
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Step 6 Click the Device Name link of the phone attached to the PC on which you downloaded Wireshark.
The Phone Configuration page for that phone appears.

il Ciseo Unified CM Administration [ERETEEN Cisco Unified CM Adrmanistration i Gal
CI5CQ  por Cisco Unified Communications Solutions

ccmadministrator About Logout

System w  Cal Aguting =  Media Assources ~  Vioce Mal »  Devis - - Usar *  Bell - Hels v

Phone Configuration LEEL RIS Back To Find,/List

e Hsoor [ cor By o s

Status
|_ Status: Ready

Tnfarmation Phane Type
Modify Button Tams Product Type:  Cisco 7937
Device Protocol: SCCP
1 ®mbine [1]- 60028 (no paditien)
3 None — Device an
3 :ﬁ A a0 Registratan Unknown
IP Address Unknewn
4 Ggadd s new SD MAC Address* DDO4F2ESTFd4
s Gpadd s news0 Cescrgtion Auta 60028
& Onadds new Bevice Poal® Defauk | il
71 Common Device Configuration | < None » | view Detals
T Fhone Buttan Tempate® - Nct Selacted - |
SiF.Aed s nea S0 -
Seftkey Template < None > -
9  SmaddsnewsD . 1
Common Phone Profile Standard Comman Phane Profile »
10 i) g new S0 Calling S=arch Space Bhanes w
11 G Add 8 new 5D Media Resource Group List < None = |
12 GggAdd s new 5D User Hold MOH Budic Source | < Nane » v
Id M e .
------- - Unassigned Associsted ltems —-—--—- stk Ho LK fu'dio Scutesl] < Nons: > M
13 *maLine 121 Add o new DY Lzl Hub_None v
1 Gy User Locale < None > ]|
Metwork Locals < None = ]
15 Priva ; 1
oy Buit In Sridge® Defauk o
15  HNone 3
Frivacy Defaul *
Device Mobility Mode™ Delault | view Current Devi i ings
Gwner User 1D « Nene = -

Phone Laad Name

[1gnare Presentstion Indicators (internal calls only)
[l allow Control of Device from CT1

[ Logged Trte Hunt Group

Oremcte Device

— Prodict Spacific Configuration Layosut

Settings Access™ Enabled

w
Gratuitous ARP™ Enabled “
PC Voice VLAN Access® 'E,..,;M v.
Web Access™ Enabled |
Load Server

55H Access™® Disabled v/

— [Seue] [Deiete | [Copy] [Reset] [(add New

@ ¥. indicates reguired item.
@ *%. Bevice reset is not reguired for changes to Packet Capture Mode and Packest Capture Buration,

@ **¥Note: Security Profile Contsins Addition CAPF Settings.

Step 7  Scroll down to the Product Specific Configuration Layout area.
Step8 Make sure that both the Web Access and Span to PC Port dropdown menus have Enabled selected.
Step9 Click the Reset button.
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Step 10 Start Wireshark. The Wireshark window appears.

T Thee Wireshark Metwork Analyzer

Ble Bt Vew Go Cephee dnabee atistes Tolesheny Tods beb
Hesee EEX2& a+ssaTiEBE Qaaan a0® % B3

Fiker: |

*  Egpression... Clear apply

_ The World's Most Popular MNetwork Protocol Analyzer

Interface List m Open 7 Website

L It 5F the captur Inerfoces (couns ncarsing packets) Open » penvuny captred Bl B ok the penjocts weate
Start eaphure of inberaos: Open Recent: ; User's Guide
| Inbed(F:) PROSLOO0 MT Natvwork Conrection s Admintstrator Deskt 7 Listen pap [mat found J Tha Livar's Suide flecal varsian, Fisstaled)
il Capture Options : ' @ Security

Skt & capturs with dataid aptiass @ Sample Captures ek wilh Wersahirk: a2 tecursly & prisibls

A rich amaortrent: of wcample copturs Bl on the vk

. CaptureHelp
@ How to Capture

St by o 10 & moccershel caplune ety

@ Metwork Media
Spacifi infomation for capoaring en: Exharmer, WLAH, ...

O Ready o load or cagturs Na Packsts [ Profile: Defaut

Step 11 Send an InformaCast broadcast to the phone attached to the PC with Wireshark on it.

Step 12 Wait until the broadcast has finished and stop the network traffic capture.

Read a Network Traffic Capture

When analyzing a network traffic capture, look for the following:
e A unicast HTTP command from InformaCast to the recipient to join the multicast group
e Successful authentication
e An IGMP join from the recipient to the multicast group
e A multicast audio stream

When there is no multicast audio present, InformaCast audio will not play through a recipient, and
you’ll notice the following things in your traffic capture (reference with the following graphic):

e Frame 106. InformaCast pushes the unicast HT'TP command to a recipient to listen to audio. In
the middle pane, the multicast IP address to listen for is circled in red.

e Frame 111. The recipient makes a unicast HTTP authentication request. The protocol doesn’t
show as HTTP because the communication took place on port 8444. You can view the contents
of the packet for the actual data or decode as HTTP.

e Frame 112. InformaCast replies in unicast HTTP to the authentication request as OK.

e Frame 117. The recipient makes an IGMP join request for a multicast audio stream.

InformaCast Virtual Appliance Basic Paging
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e Frame 164. There is a timestamp nine seconds after the IGMP join, but no multicast traffic is seen
in the capture. Thus, multicast is not routing and no audio will be received at the recipient.

Each of the things to look for are marked with red in the following graphic.

(Untitled) - Wireshark _ =10l x|

E‘@F“ﬁ'__wwwsmlﬂdsﬁ

Sadee EEXZEE S+e2aTFL|2E @A SRR & B

Fitor: [ipaddmn172.30.29. 200 || i sl ==z .01 2 v Eapressin.. Cleap fpply
to.. | fme | source | Bestinstion [ Frotct [ i =
103 1. 9PE0A0 i72.30,225.14 172.30.236.20% TCP hRb-handheld = http [S7M] Seqed win=85535 Le
104 1.977051 172.30.236.209 172.30.229.14 TCP http = hhb-handheld [SyM, AcK] Seqs0 Ack=l ¥
978008

. 236: 209 hhib-handheld > hrep [AcK] Seqel Ackel wWinsg!

.30
TTR/L. L Lapp [TEation, x-y
[ACK] Seq-1 Ack-477 win-

2016272 .30,236, FETE 51472 > SUNPPOXYA seg-1 aAck-1 wins
& 111 2,031683 172,30.236,200 172.30.229.14 TCP 51472 » sunproxyadmin [PSH, ACK] Seq-1 Ack-]
& 112 2,035383 172.30,229.14 172.30.234. 200 TCP sunproxyadnin = 51472 [PSH, ACK] Seqe=l Ack=:
113 2. 035737 172.30.236.209 172.30.229.14 TCR 51472 » sunproxyadmin [ack] Seq=391 ack=234
& 117 2.371197 172.30.236.200 224.0.0.22 IGMP w3 Membership report ¢ Joim group 239.0.1.2
118 2.404353 172,30,236.20% 172.30.229.14 TCF [TCP sagment of 4 reassembled Ppu]
11% 2,404028 172.30,236.209 172.30.229.14 HTTP ML HTTPS1.1 200 OK
120 2.495381 172,350,236, 200 172.30.229.14 TCP 51472 > sunproxyadmin [PSH, &ck] Seqe391 ack
121 2.495685 172.30.2258.14 172.30.236.209 TCR hhib-handheld = Tp [#CK] Seqed 77 Acka50d w
122 2.508352 172.30,220.14 172.30.3236.208 TCP sunproxyadnin > 51472 [PSH, ACK] Seq=234 ack
123 2. 508640 172.30.236, 200 172.30.229.14 TCF 51472 » sunproxyadmin [Ack] SeqeT27 Ack=-108f
125 3.0614%4 172.30.236.209 172.30.229.14 TCP 51472 > sunproxyadmin [PSH, &CK] Seq=727 Ack
126 3. 0645824 172.30.220.14 172.30.236. 209 TCR sunproxyadnin > 51472 [4fkK] Seqel098 Acks=113-
127 3. 064552 172.30.229.14 172.30.236.209 TCP sunproxyadiin > 51472 [PSH, ACK] Seqe=2546 Ac
128 3, 085127 172.30.236.200 172.30.229.14 TCP 51472 » sunproxyadmin [ACK] Seqe1114 Ack=25¢
12% 3.065144 172.30.236. 208 172.30.229.14 TCR 51472 > sunproxyadmin [ACK] Seq=1114 Ack=33t
132 3.581200 172.30.236.209 224.0.0.22 IGMP w3 Membership Report / Join group 239.0.1.2
140 6. 448000 172.30.229.14 172.30.236. 209 TCR hhb=handheld > http [FIM, ACK] Saq=477 Ack=!
141 &.481367 172.30.236.209 172.30,229.14 TCP http = hhb-handheld [FIN, ACK] Seq=504 Ack=t
142 6.461911 172.30.229.14 172.30.236.209 TCR hhb-handheld = http [aCk] Seqe=478 Ack=505 w'
154 12.811276 172.30.236.209 239.0.1.2 1CMP v2 Membership Report / Join group 239.0.1.2 _-d
i J K|
)
L4%3RR0ELNEFInTformacas TREFgener aTedil F3TO_SE0_pr imary. o X222 FASENGCEXecUT T TamrUR LS DRZIRATPMR I AZ 36, 0.1, 2943 04 B0ME AT FRIERICHIF j
Lo I
=

Packets: 196 Ctsplayec: 41 Marked: 0 Dropped: 0 Prefle: Defadt

When there is multicast audio present, InformaCast audio plays through recipient, and you’ll notice the
following things in your traffic capture (reference with the following graphic):

e Frame 27. InformaCast pushes the unicast HTTP command to a recipient to listen to audio. In
the middle pane, the multicast IP address to listen for is circled in red.

e Frame 123. The recipient makes a unicast HTTP authentication request. The protocol doesn’t
show as HTTP because the communication took place on port 8444. You can view the contents
of the packet for the actual data or decode as HTTP.

e Frame 124. InformaCast replies in unicast HTTP to the authentication request as OK.
e Frame 126. The recipient makes an IGMP join request for a multicast audio stream.

e Frames 130 - 62 (plus more). The multicast UDP is present. Audio should have played through
the recipient.
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Each of the things to look for are marked with red in the following graphic.

el } - Wireshark =l0lx|

Ble Edt Vew Go foptue fnabze Jtabitics Telephory  Jods  Hel

FEadae CEXXZE A«saTFi||zE aaapD &8 m8 & B

Fiter! [p.oddr==72, 3023, 209 || in.odd==29.0.1.2 v Eapresson.. Cear Apply

M. - |Tm |Sm.lu |num |r-mnm| ]m =
24 5.1446793 172.30,220,14 172.30.234.200 TCR 2380 » http [SYN] Seq=0 Win=65535 Len=0 MSS:
25 5.146B67 172,30.236. 200 172.30.229.14 TCR http » 2369 [sm ACK] Seg=D Ack=l win=5340

.30.22 2360 > e

5.147408

5, 204374

172.30.236.209 =1 A.Cknl MHI-GSSSE Len: |

72, A .30, 7 51505 > snpr'n:-c;rnﬂn n LA -1. ackel wins
e 123 5.300035 172.30.236.209 172.30.23%.14 TP ¥1505 » sunproxyadmin [PSH, ACk] Seqel Acke}
w 124 5.3146%8 172.30.226.14 172.30.236. 20% TCP sunproxyadnin = 51505 [PSH, ACk] Seqel acke:
125 5.315078 172.30.236.208 172.30.229.14 TCR 51505 > sunproxyadmin [4CK] Seqe=390 fck=7ED
& 126 5.330B16 172.30.236.208 224.0.0.22 1GMP w3 Membership fReport ¢ Join group 239.0.1.2
127 5.339515 A72.30.236.2 172.30.22%.14 TCR [TCP s@ nl‘ of a reassembled sou)
128 5.33%634 172.30.238,200 172.30.279.14 HTTP /ML HTTP/1. 0 0K
129 5.341784 172.30.2258.14 172.30.236.209 TCR 2368 > h'ttp [ACk] Seq=477 Ack=S504 hﬂnn&iﬂiz
s 130:5.363834 172.30.229:14 239.0.1.2 uoP Source port: 13-hbmon. oestination port: 2
& 134 5.406532 172.30.326.14 239012 uoP Soufce port: 13-hbmon Destination port: 20#
w 138 5.437E14 172.30.229.14 239.0.1.2 uoP Source porti 13-hbmon  Destination port: 2
& 140 5.451551 172.30.229.14 239.0.1.2 uoP Source port: 13-hbmon  pestinatiom port: 204
w 145 5.467095 172.30.220.14 239.0.1.2 uoP Source port: 13-hbmon  bestination porT: 20¢
® 147 5.482905 172.30.228.14 2390012 UoR Source port: 13-hbmon  Destination port: 20:
& 149 5.513788 172.30.220.14 239.0.1.2 UoP Source port: 13-hbmon pestination port: 20
& 150 5.529337 172,30.229.14 239.0.1.2 uoP Source port: 13-hbmon  pestination port: 2¢
& 151 5.545102 172.30,229.14 239.0.1.2 e Source port: 13-hbmon  Destination porT: 20¢
& 152 5561026 172.30.229.14 239032 uoP source port: 13-hbmon  pestinarion port: 20
& 134 5,591730 A72,30,220.14 239.0.1.2 P source port: 13-hbmon pestination port: 204
& 159 5.6807469 172.30.220.14 239.0.1.2 P Sgurce port: 13-hbmon Destipation port: 204
& 1680 5.623563 172.30.229.14 239.0.1.2 uop Source port: 13-hbmon  pestipatiom port: 200
& 162 5.654486 172.30.229.24 239.0.1.2 woR source port: 13-himon  pestinatiom port: 20 .
] | k|
&
L4%3AB0B1ACF I orSacas AT FOaner AT edE2 F373_380_prisary. i %2752 FASEAGCEXSCUTETTEMURLASDAZ JATPMAXEIAZ3S. 0.1, 23842 04822 2X0FRIERICF E'
A
=
=i
-
Prafie: Defadt P

If multicast isn’t working, troubleshoot the problems singly by frame(s). Work with your network
administrator to configure multicast appropriately.

For audio broadcast traffic to route from a source (InformaCast) to a destination (Cisco IP phones for
Unified CM), every Layer 3 interface in between must have PIM configured. If the switches on the
network are also providing Layer 3, then PIM must be enabled on the VLANs configured on those
switches providing Layer 3 functionality. PIM is deployed in either sparse or dense mode, and
InformaCast will work with either.

The following graphic shows PIM enabled on all Layer 3 interfaces between the Cisco IP phones for
Unified CM and InformaCast.

InfarmaCast Layer2

Switch

Layer3
Router

Layerd
Router

Layer?
Switch

Cisco IP
Phones

@“—AM;@—'W /v

\/

PIM Enablad On All Layver3 Interfaces
Between Source And Destination
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The following graphic shows an interface before PIM is propetly configured and that same interface

after applying PIM.

I pera Term web 3.1 - 172.30.224.1 ¥1

Fle M Setup Web Control Window Hep

IFTAPFS-SWICE60-28
IETAPFS-SW3560-28sh run int wlen 236
Building configuration

Current configuration 156 bytes

[

interface Vlan?3é

description Voice VLN - Cizco IF Fhonss
ip address 172 30 236 1 255 2585 255.0
ip h=lper—sddres=s 172 _30.224. 21

ng ip redirects

!

IPTAPFS-EN3EE0-22
IPTAPES-SVWIta0-2#cont t

IETAPPS-SW3Se0-2{cont 1g)}#i1nt wlan 2316
IETAPPS-S¥3Ita0-2{contf ig-1f 1#ip pin sparss-daps=
IFTAPFS=-5¥35a0=2{canfig=if |#ip igmnp wersion 3
IFTAPFS-SW3560-2{canf ig—if ) f=nd
IETAPFS-5W3sa0-2#

IFTAPFS-5W3560-28=h run int wlan 236

Building configuraticon

[Current configuration 201 bytes
]

intarface VlanZ3é

description Woice VLAH - Cisco IP Phones
ip address 172 30.236_1 255.255.255.0
ip helpsr-address 172 30,6224 21

no 1p redirects

ip pin sparse-dense-wode

15 igep version 3
I=n

IPTAPPS-SHI560-28
4] |

Enter configuration commands, one per line, End with CHTL-Z

o
LA B

If PIM isn’t configured properly, work with your network administrator to configure PIM appropriately.

Verify your MPLS Provider Routes Multicast

When InformaCast audio broadcasts are successful at the same location where InformaCast is located,
but remote locations do not receive the audio, that indicates that the multicast audio traffic is not

routing across the WAN link. Many Multiprotocol Label Switching (MPLS) network providers will not
route multicast traffic on their networks; check with your circuit provider to see if they do/will route

your multicast.

For WAN links where your circuit provider will not route your multicast, you can use GRE tunnels,
which carry your multicast traffic from the location where InformaCast is located to its recipients. The
only traffic that needs to traverse these GRE tunnels is the multicast traffic you might want to route.
The tunnels do not need to create a full mesh between sites; they only need to be configured from the
hub location to the spoke location(s). Please see Cisco’s sample configuration for multicasting over a
generic routing encapsulation (GRE) tunnel for details.

| Version 14.4.2
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Test Whether IGMP Snooping is Interrupting Multicast

IGMP snooping has been seen to cause issues with Layer 2 switches. For this reason, if there are issues
receiving the multicast audio stream at the Cisco IP phones for Unified CM, it would be worth testing
if turning off IGMP snooping on the switches where phones are connected solves the problem. The

following graphic illustrates where IGMP snooping should be turned off on the network.

InformaCast Layer2 Layer3 Layeard Layeard Cisco IP
Switch Router Router Switch Phones

= = —_ - iy &

Turn Off
IGMP Snooping

Work with your network administrator to test if IGMP snooping is causing multicast to not function
propetly.

Ensure IGMPv3 is Enabled for Newer Phone Models

Newer models of Cisco IP phones for Unified CM are using IGMPv3 where earlier phone models used
IGMPv2. This is important because by default, IOS uses IGMPv2. If your network segment has a
combination of older phones and newer phones, you may not perceive any issues. However, if a
broadcast is sent only to devices using IGMPv3 on a network segment and the network has not been
programmed for IGMPv3, the end result will be that multicast does not route to that network segment.
The following graphic illustrates how the differences between IGMPv3 and IGMPv2 can affect your
multicast traffic.

InfarmaCast Layer2 Layerd Layar3 Layer? Cigco [P
Switch Router Router Switch Fhones

- S-S &

“Mullicast Does
Mot Roule

Phaone lssues
IGMPY3 Jain

Router
Dafaults to
IGMP2

To verify if your phone(s) are using IGMPv3, you can take a network traffic capture using a protocol
analyzer like Wireshark (see “Verify Multicast with a Network Traffic Capture” on page 2-7). In the
capture, the phone will issue an IGMP join to listen to the multicast audio.
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The version of the IGMP join can be seen on the packet (circled in red in the following graphic).

=10] x|
Bl Edt Vew S0 Copbue  fnaboe Fabidics Telephory  foos  Help
S e bEHEE = naéa?&ﬂ;‘lﬁl&ﬂ&iﬂlim'ﬂﬁ pa
Fiter: [ip.oddr==172 50,236,205 || ip, sddr==2¥.0.1.2 = Egpressin.. Cear Apphe
Mo - |Thu| |Sn|l|:|| IEhd:hd:bn |H'dn|:d jnzfn —
145 1.674680 172.36.226.14 172.30.734. 206 TCP hhb-handheTd > htip [SvH] Seq=d win=a5535 Le
104 1.877051 172.30.236. 209 172.30.229.14 TCP htrp = hhb-handheld [Svw, AcK] Seg=0 Ack=l %
32 A0F 172 hib-handheld = ht #K] Zeqs wl

105 1. 075

008 I 20.14 0. 236,209 1l Acks=l

016372 1472 > sunproxyadein [AcK] Seq-l ack=l win

111 2.031683 TCP 51472 » sunproxyadmin [PSH, ACK] Seg=1 Ack=1
112 2.035583 TCR sunproxyadnin > 51472 [PsH, ACk] Seq=1 Ack=:
113 2.035737 = i wTaral el L Eaaidl b

117 2.371197 FETT w3 Membership Regort / Join gro
115 2.494553 P pii e i
11% 2.454528 HTTP =ML HTTP/1.1 200 OK
120 2.495381 TCP 51472 » sunproxyadain [FSH, ACk] Seq=301 ach
121 2.435635 ToR hhb-handheld » hrtp [ACK] Seqed77 Acke504 W
122 2.508352 TCP sunproxyadnin > 51472 [PSH, ACK] Seq=234 Ach
123 2. 508640 TCP 51472 » sunproxyadmin [ACK] Seq=727 Ack=-100f
125 3.0681494 TCR 51472 > sunprosyadmin [PSH, &CK] Seq=727 ach
126 3.0645924 TCR sunproxyadnin > 51472 [Ack] Sege=l098 Ack=117—
127 3.064052 TCP sunproxyadiin > 51472 [PSH, ACK] Seq=2546 Ac
128 3.085127 TCP 51472 » sunprosyadmin [ACK] Seq=1114 Ack=25
3. 065144 51472 > sunprosyadmin [ACK] Seg=1114 Ack=33%
3. 581200 REQOFT group 239.0.1.32
140 &, 449000 TR hhb-handheld = http [FIM, ACK] Sag=477 Adk-!
141 S.451367 TCP http = hhb-handheld [FIM, ACK] Seq=504 Ack=d
142 6.461911 172.30.229,14 172.30.236. 209 TCP hhb-handheld > http [ACK] Seq=478 Ack=505 W'
164 12, 611276 172.30.236. 208 239.0.1.2 IGMP v2 Membership rReport / Join group 239.0.1.32 ‘._.’
i | | |
=
4%z 880812 F I nformacistARFgener ated 2 F3T0_380_pr dsary. xm] %2 22 PRI ERICEX8CUTET LM URLASDAZZATPMRXEIAZI S, 0.1, 2X342 048002 252 FRIEXICRF EI
L] 1xf
=l
=l
350 ; 44 it =l
@ Tet kmm (), 248 bytes | Packets: 196 Dusplayed: 41 Marked: O Dropped: | Profis; Defaut 4
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To ensure multicast audio will route to network segments where the phones are using IGMPv3, the
Layer 3 device must be programmed for IGMPv3. The following graphic shows an interface before
and after configuring IGMPv3.

& tera Term Web 3.1 - 172.30.224.0 V1 - =l %
Bl Ed: Setup Web Contrd Wirdow Help
IFTAPFS-S¥3C60-28 :_.J

IETAPES-5W3560-28sh run 1nt wlan 236
Building configuratiom

lCurrent configuration 156 bytes
|

intarface Vianlis

description Voice VLAH - Ciszco IP Phones
ip address 172 30 236 1 205 265 25C.0
ip helper—addres=s 172 _30.224 21

ng ip redirects

=n

IFTAPFS-SWIEE0-28

IETAPES-SW3te0-2dconl t

Enter configuration commands, ons per line, End with CHTL-Z
IETAPES-SW3Le0-2{caont ig)#1nt wlan 236
IFTAFFS-5¥3560-2{conf ig-1f 1#ip pin sparss-dep=zs
IFTAPES=5W3560=2(config=1f | #ip igmp wersion 3
IFTAPFS-SW3EE0-2{canf ig—if ) famnd

IETAPFS-SWIca0-2#

IFTAPFS-SWIS60-28=h run int wlan 236

Bailding configuration

jCurrent configuration 201 bytes
|

interface VlanZ3g _I
description Voice VLAH - Cisco IF Fhonss

ip address 172.30.236.1 255.255.255.0

ip helpsr-address 172 30,224 21

no i1p redirecis

ip pis sparse-dense-wode

ip igmp version J

p=rnd
IPTAPPS-CUICLD-22 i
4] | L]

Work with your network administrator to test if enabling IGMPv3 solves your multicast issues.

Deploy InformaCast

Note

Step 1

Singlewire supports InformaCast Appliance on the VMware ESXi platform, which is managed through
the vSphere web client. This section describes how to import InformaCast Appliance using the vSphere
web client. Your client can be downloaded from your VMware server.

InformaCast Appliance is also supported as a physical machine, but that is not offered with Basic
InformaCast.

Download the OVA file from Cisco’s website.

a

Note If you are using InformaCast on the Cisco Unified CM Business Edition 6000, you will be
supplied with a DVD in a package with an OVA on it (physical media).

| Version 14.4.2
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Step2 Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

.
| 4 Hosts and Clusiamn

IE

o)

|5 vCantar Inventory Lists
@ Hosts and Clusiers
) WMe and Tem plaies
3 storage

€3 Netwarking

i Palicies and Profies
€9 Hytrid Cloud Manager
(J vRealize Orchestrator
B Hyborid Cloud Manager
&, Updats Manager

&, Adminisiration

[i] Tasks
L3 Log Browser
& Evenls

o Tags

&, New Search
H sawd Searches

vCener Hosts and
Imventory Lists Clusters

E @

Cantent Hytrd Cloud
Libranes Manager

Moaitiing

B @

Task Console Event Consoéa

L &

Customization
Specificalion
Manager

eclliciiohdtow 1o Wdsos

iz
Wi and
Templates

(o}
wRealize
Orchastator

)]

Hytinid Claud
Manager

Q

Metwarking

| MNew (10)

Simtun

Campletizn Tima
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Step3 Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.

-

Getting Started | Summary  Meniler  Manage  Relaled Objects | An12) | New(11) Acknowl.,

&
Whatis a Datacenier?

Adatacenter s the prm ary condainer of
inwantory obgects such as hosts and wrival L4
machings. From the datacenter you can add
and organize inveniory objecls. Typlcally, you
add hosts, fobders, and clusters 1o a
datacaniar

vCenter Sanver can contain mullipls
datacaniers. Large companies might use
multple dataceniers to represent
oFganiEational unds in heir enlepise

Basic Tasks [Expiore Further

1 Add a host Learm more about datacenters
4 Create a cluster Leam how to create datacenters
15 Create a new virtual machine Leam about hosts

3 Add a datastors Leam about clusters

£z Create a diswibuted switch Learn about folders.

Simtun Initimtzsr

Campletizn Tima
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Step 4

Step 5

Step 6

Installation I

Go to Actions | Deploy OVF Template. The Deploy OVF Template pop-up window appears

T4 Deploy OVF Template )
1 SelectEmpaE Seloctemplate
Select an OV lem plale
2 Selectname and location
HElECLa MEOUTE Enter a URL to gowndoad and install ihve OVF package fom tha Infernat, or brows e o a location accascible fom your computer,
gsuch as & local hard drive. 3 nebwork share_or 8 COMOVD drive
Tovew e s
[+ 1 T =) LURL
il B *.
Local fila
Browse
&y Use multiple selection jo select all ihe files associgied with an OWF lemplaie | ovl emdic eic
Hext Camnoal

Click the Local File radio button and click its Browse button. The Open dialog box appears.

-

= =]
QLJ [ » Libraries » Documents » | 4 || Secrch Docaments ]
Drganze = Mew folder == O &
i Favorites Documents library
i Artange by Folder
B Desktop Inchudes 2 locations
i Downiloads Mame Type Sge M
| Recent Places L
1 . Adche Captivate Cached Projects File fodder
B Deshazp apache-ant-181-bin Fille fiodder
Libradies Bluetoath Exchamge Folder = folder
A
e Capy of Bluetooth Exchange Folder e folder '
o Music CXFProject File fodder
= Pictures Devnloeds e foldey
B videos IC70 Fodder
B . InformaCast File frader
& Computes My Adobe Captivate Prajects & fodder
Y ﬁ WindowsT 05 (C) Wy Documents File folder
'_: VD W Drive () My Received Files File fodder )
. M RrhrHeln Proi A Fill Fride
B Lemove_Recovery (0 - i pegs i — v
[Fid= name: | = | OVF packsges {".ovf;".ova) »
Open [ conca |

Navigate to where you saved the OVA file (or to the OVA file on the supplied DVD), select it, and click

the Open button.
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Step 7

Step 8
Step 9
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Click the Next button. The Deploy OVF Template pop-up window refreshes,

T Deploy OVF Template

» 1 SelectEmpas

2 Salectname and location

3 Salecta resowte

Selaciname and kcation
Enler & namie for the OVF and 5ebect a deploymant locaticn

Mame |InformaCastiviesd

Filler | Browse

Select & satacentesr of Toiger

- [ vaphere lan

Bacik Mext Cancel

Enter a name for your virtual machine in the Name field, e.g. InformaCastWest.

Select a deployment location for your virtual machine from the Browse tab and click the Next button.
The Deploy OVF Template pop-up window refreshes

T Deploy OVF Template

+ 1 Selectiemplate
» 2 Selactname and lacaton
4 Rewew details

Salect siompe

selecla msoure

Selec whene io run the deployed lemplale

Filter | Browse
Selact @ hoct oF clustar of resourca ponl o vapp
- |

Bak Hext Canoel
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pe

Tip It is good practice to place the InformaCast Appliance on the same VLAN as your Cisco

Unified CM.

Step 10 Select a location from which to run your deployed template from the Browse tab and click the Next
button. The Deploy OVF template dialog box refreshes.

¢ Deploy OVF Template

e e e R e

Walidating...

InformaCast Virtual Appliance Basic Paging
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Once validation is complete, the Deploy OVF template dialog box refreshes.

P?pmpmmrm B

+ 1 Selectempia Raviaw detaibs
Warify the lemplate details
«" 1 Selectnamg and location

" 1 Salecta msoue

Product Singleire InformaFusion
[ 4 Rewewaemas NV
5 Selectsomge Vemgar Singlewira Softwars, LLC
6 Select nenvorks Publizhet @ Mo cenificale preseni
T Ready compets Downioad sz 2308

3 2 GB (ihin provsioned )
B0.0GB [Wick pravaioned)
Descriplion WM ariginally installed. Singlewire InformaFusion

Sire on disk

Esfra configuration wirualHW productCompalibility = hasled

Bai Hext Camnoal

Step 11 Click the Next button. The Deploy OVF Template pop-up window refreshes.

'?pmmm 7 M

+ 1 Sslectiemplats Selact stormpe
Select location 1o 5lone the files for e deployed lemplate
« 3 Selectname and lncation
W
w

1 Salecta resource Select virual disk format | Thick provis ion lazy zeroed v |

AL [[] Show datasiores from Siorage DRS clusiers i}

5 Select storage Fitter

6 Select nebwirks
Datsstores | Datastore Clusiers

T Resdyi compheis
L & (o Fus -
T TInA W EOIEgE DObTY Capacity Trea
o8 -DATASTORE @ Mormal - 2896 TH 5.82 TB
[Of= | -DATASTORE | @ Normal - 2896 TH 582 TB
. 2 ]
M 2 Objects 13 Copy—
Back Next Camcal
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Step 12 Select a format and storage location for your deployed template and click the Next button. The Deploy
OVF Template pop-up window refreshes.

7g Deploy OVF Templaie B
v 1 Selectemplais Selactnetworks
Selecda deslinaticn netsark for sach §ouwce nehvork
« 1 Selectname and location
w1 Saelecta mesouTE AR R
w4 Rewew deiais Birisged WLAN 241 -
w 5 Selecisiorge

6 Select neiworks

T Readyio complete

P Aliocation Semngs

IP pratocol 1Py 1P allocation: Static - Manual @

Bai Hext Camnoal

Step 13 Sclect a destination network and click the Next button. The Deploy OVE Template pop-up window

refreshes.
" Deploy OVF Template 2
v 1 Selectiempiats Regdy ko complvie
Raview conbguralion data

»' 3 Selactname and location
v 1 Selecta msowce Marms |nfarma Casias)
¥ 4 Review detits Source VM name Singlewe
¥ 4 Selectsiorge Diowndoad sz 2308
& Selectnetworks fitee oa sk 800 GB
bl 7 Readyio compleie Foider Tesi

Regource Tt

Sinrags mapping
b Mebnaik mapping

v P allecation Sellings P4, Stalic - Manual

Baik Finigh Cancel
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Step 14 Review your information and click the Finish button. InformaCast Appliance will begin importing,.

Depleying Snglewire informaCast Wi
Daploying diske 1 of 1from
I Deysiopment’ V-0 2 chsk 1 vk gz

52 mirules remaning

When it’s finished, click the Close button.

Step 15 Go back to your vSphere Web Client window and in the left pane, click the server hosting your
InformaCast Appliance virtual machine. The vSphere Web Client window's right pane refreshes.

vimware: vSphere Web Client fi=

B [y Snglownre | Acaons -

:|Eeninusur:ed Semmary Moniler  Configwe  Pesmusions  Snapshols  Datasiores  Networks 1 Al (12)
i

Mew (11)  Acknowl.., I
&

Whatis a Host?

Ahestis @ computer fiat uses virualization \irtiesl § "

softwere, such as ESXand ESX, 1o run wrtual L4
machines. Hosts provida the CPU and

@ iy FESources Ial vimual machines use
and give vriual machines access io s lorage
and netvark conneclty

Basic Tasks Exolone Furmer
¥ Create a new virtual machine Leam more about hosts
Leam how to create virtual machines

imitimtor Campletizn Tima

Wy Tasks =  Tasks Fliter =
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Step 16 Click the Configure tab. The vSphere Web Client window's right pane refreshes.

Storage Devices
Datastoras.
Hosi Cache Configuration
Profocol Endpoinis
w» Networking
Wirtual switches:
VMiernel adaplers
Physical adapters
TCPAP configuration
Advanced
« Virtual Machines

Agent VM Settings

Swap file locaton

Dafauit VM Compatibility
- System

Pami WMs Reso Datas Natw, Encio Updat

Virtual Machine S@arup and Shuidown Edil.

if the: host i part of & vSphare HA cusler, the aulomatic starkep and
=Mutdown of Wirual machines is tissbled
Deghar WM Mame
Manual Startup
InfarmaCasest

| An(12) | Mew(11)  Acknowl.,
&

o

Simtun

Campletizn Tima
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Step 17 Click the VM Startup/Shutdown link under Virtual Machines, then its Edit button. The Edit VM

Startup and Shutdown pop-up window appears.

oz s il WA S ey s
Tysbem mfusnce
Starlup dekay

Shubdown delay

Shutdown achon

P VM O irides

Autcmatc Sartap
Ay Ordeer
Manual 5arup

|j Edit WM Starup and Shutdown

| Automatically

Fowar off

OK

Cance

Step 18 Ensure the Automatically start and stop the virtual machines with the system checkbox is

selected.

Step 19 Seclect your virtual machine in the table and click the Up arrow to move it from Manual Startup to

Automatic Startup.

Step 20 Click the OK button in the Edit VM Startup and Shutdown pop-up window to save your changes. The
InformaCast Appliance will now start and stop automatically with the server on which it’s housed.
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Step 21 Right click your virtual machine in the vSphere Web Client window's left pane and select Edit Settings.
The Edit Settings pop-up window appears.

F.:g'.i Edit Setiings

Virtual Hardware | VM Opbons | SDRS Rules | vApp Oplicns
+ [ cPu - 0

» il Memory -

» [0 Hard disk 1 * | GB

B g. SCS| confrollar 0 LS| Logic Paralial

¥ [l Metwaork adapber 1 | VLAN Z22 (UCS VM Trafhc
¥ fiy COIDVD drive 1 | Host Davice
¢ [ Fleppy drive 1 Use axisting loppy image
¥ H USE comrolar usg2.0
L ' Videa card

* b VMO device
¥ (Criheier Dervices
» Upgrada

Schedyle Vi Compatibiily Upgrade

Hew davce —— Salact ——

Compatibilty: ESXi 5.0 and &ter (VM version &)

25
o Connected
Connecied
[# Connected
o Cancel
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pop-up window refreshes.

1 Edit Settings

kE

+ @ CFU
» il Memaory
» 4 Hard disk 1

¥ g. SCS| controllar 0

Slafus
Fort iD
Adapler Type
DirectPath 100
MAC Adidress
Shaes
Reservalion
Limil
¥ M COIDVD dirive 1
¥ d Floppy dive 1
b USE controfer

+ Il Video card

Heaw dewce

Wirtual Hardwars | VW Opbong

- [l Metwaork adapber 1

SORS Rules | vApp Oplices

LEI Logic Paralisl

WLAN 222 (UCS WY Tratic

| Connect &8 Power On

G537

| Enabis

PMormal =
o] -
Uniimited i
Host Davica

Lse wasing floppy image

us8 2.0

Cornpatibilty. ESXi 5.0 and ister (VM version 8)

MERs

Mbr's

- | & Connected

- L gyl m

= | B Commected

Canel

Step 23 Ensure the Connect At Power On checkbox is selected.

Step 24 Click the OK button in the Edit Settings pop-up window to save your changes.

Installation I

Step 22 Click the Network adaptor 1 dropdown arrow on the Virtual Hardware tab. The Edit Settings
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Step 25 Go back to your vSphere Web Client window, right click your virtual machine in the left pane and select
Open Console. The Singlewire InformaCast console window appears.

.i = =] | ]

File Wiew WM

Step 26 Click the green arrow button to turn on the virtual machine. The Singlewire InformaCast console
window begins booting the virtual machine.

~

Note Depending on the hardwate resources available to the InformaCast Appliance, it will likely boot
in less than a minute.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter2

Installation I

When the InformaCast Appliance is done booting, you should see a request to select your product.

{Tah?» bhetweean mleFsent

Step 27 Leave your Singlewire InformaCast console window open and continue with “Set the Initial
Configuration.”

Set the Initial Configuration

Once you have completed the steps in “Deploy InformaCast” on page 2-17, you will need to set
InformaCast’s initial network configuration.

Step1 Return to your Singlewire InformaCast console window. You should see a request to select your
product.

{Tab? between slessnt
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Step 2 Press the Tab key followed by the Spacebar to select Cisco Paging Server.

Step 3 Press the Tab key once to highlight the Continue button, then press the Spacebar to select it. You will
be prompted to accept Cisco’s End User License Agreement (EULA).

SOFTUARE OR mlm'r FROM AH APPROVED SOURCE AMD THAT '!|'|1I oR
THE ENTITY ¥OU REPRESENT (COLLECTIVELY. THE "CUSTOMER") HAUE BEEM
FEGISTERED AS THE END USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF %0U ARE WOT REGISTERED AS THE EMD LSER
YOU HAVE ND LICEMSE TD USE THE SOFTHARE AND THE LIMITED HARRANTY
IN THIS END USER LICEMSE AGREEMENT DOES WOT APPLY. ASSUMING YOU
HAUE PURCHASED FROW AN APPROVED SOURCE. DOUMLOADING, INSTALLING
OR USIHG CISCO OR CISCO-SUPPLIED SOFTUARE COMSTITUTES ACCEFTAMCE

{Tab} between &lemenls i L5 B} B8 5 i {F12> naxt sSCcrean

Step4 Press the Tab key to highlight the Accept checkbox, then press the Spacebar to accept the EULA.

Step5 Press the Tab key twice to highlight the Next button, then press the Spacebar to select it. You will be
prompted to accept Singlewire’s End User License Agreement.

Thiz Singledire InformaCazt Software Licemse fAgreement iz made by
and botweon You (as defined bolow) and Singlewire Software, LLC,
a Hizscomsin limited liability company (“SIHGLEWIRE").

The terms and conditions located at s, zinglewire, comsterms (the
“fdditional Term=™) and any applicable Drder Forms for the

Software are incorporated herein by this reference. This
Software License Agreement, the Additional Terms and the Order

{Tab}» between &lements i {Spacer selects i {F12> naxt SCcrean
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Step 6 DPress the Tab key to highlight the Accept checkbox, then press the Spacebar to accept the EULA.

Step7 Press the Tab key twice to highlight the Next button, then press the Spacebar to select it. You will be
prompted to assign a hostname to your server.

Assign a Hostname to This Seruver

Enter Hostnare  SETIETTIC

£Taby» hetween elements i {ipacer salects 1 £F12% next screen

Step8 Enter a hostname for your InformaCast Appliance in the Enter Hostname field, e.g.
InformaCastWest. This hostname will appear in Webmin’s user interface.

Step9 Press the Tab key to highlight the Next button, then the Spacebar to select it. The InformaCast
Appliance then attempts to use DHCP to find suitable IP addresses on your network. The Singlewire
InformaCast console window refreshes.

Conf lgure IPwd Hetworking
1Pud Address (required) T ma
Submet mask (regoiced) 255. 255, 295.8__ |
Defanlt Gateway trequired) [

{Tab» between &lemenls i {Space? selects i F12>» mext screan

Step 10 Accept these IP addresses or provide valid ones of your own in the IPv4 Address, Subnet Mask, and
Default Gateway fields.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter2

Installation I

Step 11 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

Conf igure Domain Hame Services
IPuvd Address of NS Server 1 (required)

IPwvd Address of DNS Server 2

At least one BOHS server Is required.

OHS Domalin Hame (required)

{Tab} between &lemenls i ace} selects i {F12> naxt SCcrean

Step 12 Enter at least one DNS server IP address in the field provided or accept the one provided to you and
enter a DNS domain name. Press the Tab key to highlight the Next button, then the Spacebar to select
it. The Singlewire InformaCast console window refreshes.

Conf igure Tirme
Select the time zone for thiz server (required).

ArericasBoa_Wista t
fmer icasBogota

Arier icasBoise

Arar icasCanbr ldge_Ray

Arer lcasCampo_Grande

Armer lcasCancun

Armer lcasCaracas

Arer icasCayenng

fimer lna%n
&

{Tab} between &lesanl s i {5 g lacts i LF12% naxt SCredan

Step 13 Use the arrow keys to select a time zone for your InformaCast Appliance.

InformaCast Virtual Appliance Basic Paging
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Step 14 Press the Tab key to highlight the Next button, then the Spacebar to select it. The InformaCast
Appliance then attempts to find an NTP server on your network. The Singlewire InformaCast console
window refreshes.

1 Lonligure Hetwork Time Protocol |

HTP Server 1 IP or Hostname (required) (T N
NTP Server 2 IF or Hostnare TN —
HTP Server 3 IP or Hozstname . nin.org |

At least one WTP server is required.

{Tab?» between &lement s i {Spacer selects i {F12> naxt SCcrean

Step 15 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname field.

Step 16 DPress the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

Confligure Secura Socket Layer Certiflicate Parameters
Organization (required)
Organizational Unit (regquired)
City (reguired)
State or Province (required)
Country code (required)

Email address

» hetwean olements H {Space? selects

Step 17 Enter the information necessary for a signed certificate (while the information is required, signing the
certificate is not). A signed certificate, which can protect against Man-in-the-Middle (MITM) attacks, is
an electronic document that proves ownership of a public key; it includes information about the key,
its owner’s identity, and the digital signature of a certificate authority (CA).

You must enter the information dictated by your certificate authority in its required form:

e Your organization’s name, e.g. Acme Company

InformaCast Virtual Appliance Basic Paging
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Your organizational unit, e.g. Security

Your city, e.g. Madison

Your state or province, e.g. WI

The alphabetic abbreviation for your country, e.g. US for United States

An email address (optional)

Step 18 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

yer Subject Alternative Names

Cartificates can contain one, many. or no subject alternative narmes.
lze of saubject altermative names iz optiomal.
Configure subject alternative names belod as desired.

Cartificate OHS Hare (hostmare and doraimd InforraCastHest.
Subject Alternative Harme 1

Subject Alternat ive Hame

Subject Alternal ive Hars

Subject Alternative Harme
Subject Alternative Marme

<Tab>» between elemenls €3 3 H {F12» next screen

Step 19 Accept the common name of your server, which should be a combination of your hostname and your
DNS domain name, or provide one of your own in the Certificate DNS Name (hostname and
domain) field, then continue entering information for your signed certificate by entering any Subject
Alternative Names (SANSs) in the fields provided. SANs allow you to secure multiple domain names

with one certificate, e.g. www.example.com, www.exchange.example.com, and www.example.net can all
be secured through SANS.
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Step 20 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

Set the 05 Admin Passzword

05 admin user ID

Enter D5 admin password

Re-enter 05 adrmin password

Set the password for the 05 user

{Tab* between &lements H {ipacer selects i (F12> maxl screan

Step 21 Enter a password in the Enter OS Admin Password field, press the Tab key, and enter the password
again in the Re-enter OS Admin Password field. Your OS credentials are used to enter Webmin and
Control Center and when using SSH to access the InformaCast Appliance.

S

Note Your password must be at least six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: [\"#$%"() *+,-./ ;<=>2@[]"_". Also, when
setting your password, you cannot use “changeMe.”

Step 22 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

i 3ot the InformaCast and PTT Admin Passwords |

InformaCast and PushToTalk Admin User 1D adein
Enter InformaCazt and PushToTalk Admin Password ..
Re-enter InformaCast and PushToTalk Admin Pazsword  (EEEEEEEEEEEEEENENN

Set the password for the InformaCast and PushToTalk adein uzers.

{Taby> hatween olerents {ipacer salects H <F12> next screem
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Step 24

Step 25

Installation I

Enter a password in the Enter InformaCast and PTT Password field, press the Tab key, and enter

the password again in the Re-enter Password field. Your application credentials are used to enter
InformaCast and PushToTalk.

S

Note Your password must be at least six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: [\"#$%"() *+,-./ s<=>2@[\\]"_". Also,
when setting your password, you cannot use “changeMe.”

“~

Note PushToTalk is only available to Advanced InformaCast users.

Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

Enter security passphrase

Re-enter security pazsphrase [N

Set the passphrase used to secure backup and cormsunication.
You must remesmber the pazsphrasze you assign. Support cannot
recover it for you.

{Tab?> betueen elements : {Spacer selects ' £{F12> naxt screan

Enter a security passphrase in the Enter Security Passphrase and Re-enter Security Passphrase
fields. This passphrase is used to secure your backups of the InformaCast Appliance. You must
remember this passphrase. Singlewire Support personnel cannot recover it for you if it’s lost; however,
you can reset it (see “Manage Password Recovery for the InformaCast Appliance” on page 13-101).

~

Note Your passphrase must follow the same character requirements as your OS admin password.
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Step 26 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

Save This Configuration

This phaze of configuration is complete.

Select Finizh to save your changes,
or use Previous to change ypour answers.

[ Finisn |

£Tab> between elemants H s lects H <£F12> next =cresn

Step 27 Press the Tab key to highlight the Finish button, then the Spacebar to select it. The Singlewire
InformaCast console window refreshes.

{ Please mait |

More instructions will appear here shortly, please wait

~

Note There may be a short wait while your changes are written to disk.

InformaCast Virtual Appliance Basic Paging
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Once your changes have been saved, the Singlewire InformaCast console window refreshes.

Thiz is Singlewire InformaCast wverszion =

Running on UMware
Licensed as Purchased

Find the application at https:/s & = /InlformaCastsadmin
Find the 05 configuration at https:issl & lruebwin

Press Alt+F1 to display thizs screen
Prezzs Alt+F2 for console login
Prezz Alt+F3, Alt+FS for systenm logs

Find docurmentation at https: ssupport.singlesire.con s user-guides
Copyright (c) ZAA3-2828 Singlesire Sofltware, LLC

Step 28 Make a note of the displayed IP address. This is the IP address of the InformaCast Appliance’s landing

page, which you will use to access the InformaCast Appliance, Control Center, and Webmin web user
interfaces.

Step 29 Close your open console window.

InformaCast Virtual Appliance Basic Paging
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Interface Access

When using the InformaCast Appliance, you have access to several interfaces that control different
facets of the server and application:

e InformaCast Appliance landing page. Contains links to InformaCast and the Control Center.
e InformaCast. Allows you to send a live audio stream to Cisco IP phones for Unified CM.

~

Note If this is your first time logging into InformaCast, follow the steps in “Log into
InformaCast for the First Time” on page 3-3.

e PushToTalk. Facilitates communication between multiple patties (or on a one-to-one basis)
through talk/listen or intercom functionality on supported Cisco IP phones for Unified CM.

~

Note While visible on the InformaCast Appliance landing page, PushToTalk is not supported by
InformaCast Basic Paging. Please contact Singlewire for an upgrade to Advanced
Notification.

e Control Center. Houses abilities not contained in the InformaCast application's user interface:
view InformaCast’s status or access the License Manager to update your Basic license with an
Advanced version. You can also access Webmin.

e Webmin. Administers the underlying operating system of the InformaCast Appliance, e.g.
changing its password, restarting the server or its application, upgrading versions, and
collecting/viewing logs.

e Command line. Used for support issues and some configuration procedures, e.g. those that
require manual editing of files or the running of scripts, the CLI also allows you to perform the
same administrative functions that available through Webmin.

e Keyboard and monitor. Displays version information and interface and documentation links for
an InformaCast Appliance, and allows you to view system logs or open a console to the
command-line interface.

Access the InformaCast Appliance Landing Page

If you completed all of the steps in “Deploy InformaCast” on page 2-17 and “Set the Initial
Configuration” on page 2-31, the InformaCast Appliance should be running and you can access the
InformaCast Appliance landing page, which houses the links to the InformaCast Appliance’s user
interfaces, e.g. InformaCast, the Control Center, etc.

InformaCast Virtual Appliance Basic Paging
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Open a web browser, enter the IP address of the InformaCast Appliance, which you made note of in
Step 28 on page 2-40, and press the Enter key. The InformaCast Appliance landing page appears.

i® singlewire

InformaCast

Basic Paging

@ InformaCast”
Initiate Intercom
with PushToTalk

‘H’ Access Application Management Tools
with Control Center

Snglawire Sofwara Haws Contac Us

The InformaCast Appliance landing page allows you to easily access all of your user interfaces along
with application- and system-level management tools. You may find it helpful to both keep this
tab/window open during the time that you’re working with the InformaCast Appliance and bookmark
it for future use.

When you access the InformaCast Appliance (or any of its interfaces), you may receive a warning from
yout web browser about the safety of the website you are about to visit. This is normal. The
InformaCast Appliance is a locally-installed server rather than a global, public internet site; there is no
practical way for web browsers to recognize its encryption certificate as safe. To permanently bypass
this error, you can install a signed certificate (see “Create and Install a Signed Certificate” on

page 13-125).
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Log into InformaCast for the First Time

~

Note

Step 1

Before proceeding with configuring InformaCast, you must have propetly configured your
environment for multicast and successfully installed InformaCast Appliance (see and “Installation” on
page 2-1). Do not continue with configuring InformaCast until you have completed these steps.

InformaCast’s web interface—where you will set up your InformaCast environment, e.g. recipient
groups, SIP functionality, DialCasts, etc.—is accessed through the InformaCast Appliance landing

page.

Open a web browser, enter the IP address of the InformaCast Appliance, and press the Enter key. The
InformaCast Appliance landing page appears.

i© singlewire

Basic Paging

InformaCast Sl
L

@ InformaCast”
Initiate Intercom
with PushToTalk

‘H’ Access Application Management Tools
with Control Center

Snglawire Sofwars Naws Contact Us
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Step2 Click the InformaCast link. A separate tab/window opens to InformaCast’s Startup page. Depending
on your system, there may be a delay of several minutes while InformaCast initializes.

InformaCast

Our apologies, this service is
currently unavailable,

Try refreshing the pags. If InformaCast remains
unavailable for mare than len minutes, please
contact your system administrator.

e of the receiving party without
bile

Note You may receive an error, “There is a problem with this website’s security certificate.” Since
InformaCast, like Cisco Unified CM, is a locally-installed server rather than a global, public
internet site, there is no practical way for web browsers to recognize its encryption certificate
as safe. To permanently bypass this error, you can install a signed SSL certificate (see “Create
and Install a Signed Certificate” on page 13-125).

InformaCast Virtual Appliance Basic Paging
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Once InformaCast initializes, you will be presented with InformaCast’s Sign In page.

o

<] Singlew g 3 P £ - No are or material
contained in it may be ed, rep , outside @ party without the S0 e of ware is subject
bile Singhows the

Step3 Enter admin in the Username field. The Username field is case sensitive.

Step4 [Enter your application password in the Password field. The Password field is also case sensitive.

S

Note These are your default credentials that you set in “Set the Initial Configuration” on page 2-31.

Step5 Click the Sign In button.

InformaCast Virtual Appliance Basic Paging
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If the machine on which InformaCast is installed has internet access, a form appears.

inglewire

InformaCastc

At Singlawire, we respect tha confidentiality of everyone's
personal and business information. Leam more about aur
Privacy Policy.

Company Name

under each p.i-h &
outside of the receiing party withou! the sxpress witlen consent
d conditions of the applicate Singlewite Software license for the 5

Note With internet access, completing this form is required in order to access InformaCast’s
functionality.

InformaCast Virtual Appliance Basic Paging
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If the machine on which InformaCast is installed does not have internet access, you will see

InformaCast’s Dashboard page.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InformaCast functionality
includes the ability vo...

s 1o up o
a number on

Techmical Support

User e

Reach More People and
Devices

Upgrade to InformaCast Advanced and enjoy a full-
festured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a variety of other endpoints, send text and live ar
pre-recorded audio as messages, add broadcast
confirmations, and much more

Chek the Buy button to begin the process of
obtaming an informaCast Advanced hcense. You
can also click the Try button to start your free B0-day
InformaCast Advanced trial. If you would like more
information, click the Demo button to request a
demo.

InformaCast Advanced

Skip to Step 7 on page 3-8.

Features Include:

Live audio paging between Cisco |P Phones, with
mo limit on the number of phones per group
Integration o exisiing overhead paging systems
Text and audio (live or pre-recorded) to Cisco IP
Phanes and other endpaoints

Audio broadcasts to IP Speakers
911/emergency call monitoring/alerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recorded/scheduled broadcasts(school
bells/shift changes)

Motification to computer desktops (Windows and
MacOs) via InformaCast Desktop Notifier
Integrate with digital signage solutitons and 3nd-
party mass natification providers

Motification and confirmation 1o mobile devices
{Apple. Android, and SMS) with InformaCast
Eusien

Trgger notification toffrom other systems
{panic/duress buttons, door locks. lights, ete )
#And More

Learn More

InformaGast Detals
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Step 6 Fill out the form and click the Submit button. The InformaCast Dashboard page appears.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InfermaCast functionality
includes the ability vo...

= Send live audio broad < o up o
a number on

ient groups

Reach More People and
Devices

Upgrade to InformaCast Advanced and enjoy a full-
festured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a vanety of other endpoints, send text and live ar
prerecorded audio as messages, add broadcast
confirmations, and much maore

Chck the Buy button to begin the process of
obtaming an InformaCast Advanced boense. You
can also click the Try button o start your free B0-day
InformaCast Advanced trial. If you would like more
information, click the Demo bution to request a
demo.

InformaCast Advanced

Now that you've logged into InformaCast for the first time, you'll follow the steps in “Log into
InformaCast” on page 3-9 for every subsequent login.

Features Include:

Live audio paging between Cisco |P Phones with
no limit on the number of phones per group
Integration o existing overhead paging systems
Text and audio (live or pre-recorded) 1o Cisco IP
Phanes and other endpaoints

Audic broadcasts to IP Speakers
S11/femengency call monitorngalerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recorded/scheduled broadcasts(school
bells/shift changes)

Motification to computer deskiops (Windows and
MacOs) via InformaCast Desktop Notifier
Integrate with digrtal signage soluttons and 3rd-
party mass notification providers

Matification and confirmaton 1o mobile devices
(Apple_ Android, and SMS) with InformaCast
Eusien

Trgger notification toffrom other systems
{panic/duress buttons, door bocks, lights, etc.)
And More

Learn More

InformaCast Details

Step7 Continue with “Broadcast Parameters Management” on page 7-1.
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Log into InformaCast

InformaCast’s web interface is where you will set up your InformaCast environment, e.g. recipient

groups, DialCasts, etc.

Step1 Openaweb browser, enter the IP address of the InformaCast Appliance, and press the Enter key. The
InformaCast Appliance landing page appears.

i singlewire

InformaCast

Basic Paging

@ InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Snglawire Sofwara Haws Contac Us

InformaCast Virtual Appliance Basic Paging
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Step2 Click the InformaCast link. A separate tab/window opens to InformaCast’s Sign In page.

Usemame

© Sanglewirn e 5 £ 5 C e software or material
contained in it may be ed, used, re C y exy i Es : softy s subject

Step3 Enter your application credentials in the Username and Password fields.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Sign In button. InformaCast’s Dashboard page appears.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InfermaCast functionality
includes the ability vo...

o broad o up o
ing @ number on

Reach More People and
Devices

Upgrade to InformaCast Advanced and enjoy a full-
festured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a vanety of other endpoints, send text and live ar
prerecorded audio as messages, add broadcast
confirmations, and much maore

Chck the Buy button to begin the process of
obtaming an InformaCast Advanced boense. You
can also click the Try button o start your free B0-day
InformaCast Advanced trial. If you would like more
information, click the Demo bution to request a
demo.

InformaCast Advanced

Features Include:

Live audio paging between Cisco |P Phones with
no limit on the number of phones per group
Integration o existing overhead paging systems
Text and audio (live or pre-recorded) to Cisco IP
Phanes and other endpaoints

Audic broadcasts to IP Speakers
211/emergency call monitorng/alerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recordedischeduled broadcasts{school
bells/shift changes)

Motification to computer desktops (Windows and
MacOs) via InformaCast Desktop Notifier
Integrate with digrtal signage soluttons and 3rd-
party mass naotification providers

Matification and confirmaton 1o mobile devices
(Apple_ Android, and SMS) with InformaCast
Eusien

Trgger notification toffrom other systems
{panic/duress buttons, door bocks, lights, etc.)
And More

Learn More

InformaCast Details

Log into PushToTalk

PushToTalk is designed to facilitate easy and immediate communication between multiple parties or on
a one-to-one basis through talk/listen or intercom functionality. From the Setvices button on any

designated Cisco IP phone for Unified CM or the side button of the 7921G wireless Cisco IP phone,
you can pick from a list of phone groups and initiate a PushToTalk “session.” For sessions with greater
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than two participants, parties can either talk or listen and switch between the two, i.e. talk/listen
functionality. For one-to-one sessions, both parties can talk and listen at the same time, i.e. intercom
functionality.

Note PushToTalk is not supported by InformaCast Basic Paging. Please contact Singlewire for an upgrade
to Advanced Notification.

Log into the Control Center

The Control Center is your destination for InformaCast Appliance accessory actions, e.g. viewing
InformaCast’s status, accessing Webmin, upgrading licensing, etc.

Step1l Open a web browser, enter the IP address of the InformaCast Appliance landing page, and press the
Enter key. The InformaCast Appliance landing page appears.

i singlewire

InformaCast

Basic Paging ‘ 5 !
(=] L= ﬁ Eﬁ

@ InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Snglawire Sofwara Haws Contac Us

InformaCast Virtual Appliance Basic Paging
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Step2 Click the Access Application Management Tools with Control Center link. A separate

tab/window opens to the Control Center menu page.

Control Center

View InformaCast Status

Access System Management Tools with Webmin
Manage Licenses

InformaCast APl Explorer

~

Note You may have to accept a warning from your web browser about the security of this page’s
content.

From the Control Center menu page, you can access InformaCast Appliance’s accessory actions:
e Webmin access (see “Log into Webmin” on page 3-14)

e License key management (see “License Key Management” on page 4-1)

e API Explorer

| Version 14.4.2
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Log into Webmin

Webmin's interface is used primarily for installing new software packages, collecting and viewing logs,

starting/stopping/restarting applications' services, rebooting the InformaCast Appliance server,
capturing network traffic, etc.

Step1l Open a web browser, enter the IP address of the InformaCast Appliance landing page, and press the
Enter key. The InformaCast Appliance landing page appears.

i® singlewire

InformaCast

Basic Paging ‘ é !
.

@ InformaCast”
Initiate Intercom
with PushToTalk

‘m Access Application Management Tools
with Control Center

Smnglewire Sofware  News  ConfaciUs
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Step2 Click the Access Application Management Tools with Control Center link. A separate
tab/window opens to the Control Center menu page.

Control Center

View InformaCast Status

Access System Management Tools with Webmin

Manage Licenses

InformaCast APl Explorer

Step3 Click the Access System Management Tools with Webmin link. A separate tab/window opens to
the Login to Webmin page.

Login to Webmin

Yiou must enter 8 usemame and password to login to the Webmin saner
on

Usarname

Password

] Remamber login permanently?

Login | Clear

~

Note You may have to accept a warning from your web browser about the security of this page’s content.

InformaCast Virtual Appliance Basic Paging
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Step4 Enter your OS credentials and click the Login button. The Webmin homepage appears.

© singlewire

Systemn hostname
Operating system
Webmin version

Time on system
Kernal and CPU
Processor information
System uptime
Runming processes
CPU losd averages
CPU usage

Real memaory

Wirtual memony

software
Ic (127.0.1.1)
Singlgwir—'_l InformaCast VMW ara
1.620
Tue May 16 10:31:26 2017
Linux 4. 1 8-yocto-standard on 685
Inted{F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes
a2
0.00 {1 min) 0.01 (& maéna) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

8 GB 1otal. 0 byles used

Local disk space 99.73 GB total, 814 GB used

The Webmin homepage displays version information and CPU and disk statistics about the
InformaCast Appliance.

The table in “System Management” on page 13-1 provides you with summaries of the actions you can
take within Webmin.

Log into the Command-line Interface

Note

The command-line interface (CLI) is a text-based interface used for support issues and some
configuration procedures, e.g. those that require manual editing of files or the running of scripts. It also
allows you to perform various administrative functions such as changing the InformaCast Appliance’s
password, restarting the setver, assigning a static IP address, and collecting/viewing logs, among others.
The command line interface uses the bash command line shell, and can be accessed via a virtual
machine console window, such as vSphere, or over the network through the use of an SSH (Secure
Shell) client like PuTTY.

Pictures illustrating the command-line interface will usually depict accessing an InformaCast Appliance
through an SSH client rather than a virtual machine console window; however, the commands are the
same.
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Use a Virtual Machine Console Window

Singlewire supports the InformaCast Appliance on the VMware ESXi platform, which is managed
through the vSphere web client.

Step1l Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

vmware: vSphere Web Client s

z -T._._.....___ | © mams ]xf

4 Hosts and Clusters 7 | | Angin Mew (10]  Acknowl... I
I <

|ry vCanter Invemiory Lists x 3
= i
@ Hosts and Cluslers - I u 1y i i &

2 VM and Templates vCeniar Hosts and W and Metworking
E swrage Imventory Lists Clusters Templates

€3 Netwarking

i Policies and Profies li] m d ﬂ
£ Hybrid Cloud Menager = :

Orche Canlent Hybirid Cloud wRealize Hybrid Cloud
U L SiLAs Libranas Manager Orchastator Manager

& Hyorid Cloud Manager
& Update Manager Mowniitoting

£ adeninistration

[£] Tasks ‘g E EJ I!:'

| Log Browser Task Console Event Conzode Host Frotias
i Evenis

o Tags
1

), New Search (i {e’;

[ sawd searches Cuslomizaion Updats
Specificalion Mansger
Manager

cclEleWBEhAo w10 ideos

Statun Iritimiar e Camaletion Tims

My Tasks =  Tasks Filber =
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Step 2

Step 3

Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.

vmware: vSphere Web Client  #=

Nasgatar Ty Singlewire | Acsans =
4 Homa Getting Started | Summary  Menilor  Manage  Related Objects

Whatis a Datacenier?

fory objec

5, and clusiess i3

Datacenier

Basic Tasks Explore Further
T Add a host

Leam more about datacenters
i Create a cluster

Leam how to create datacenters
Leam about hosts

Learm about clusters

Learn about folders

1 Create a new virtual machine
3 Add a datastors

&z Create a distributed switch

| Recent Tasks

My Tasks = Tasks Fllter =

Interface Access

0 marms

All (12 M (19

@

# Wark In Progress

Right click your InformaCast Appliance in the left pane and select Open Console. A console window

to your InformaCast Appliance appears.

This Iz Singlewire InformaCast versiom o

Runmning on UMware
Licensed as Purchased

Find the application at https:ss & i_flnfnrulmtfldnin
Find the 05 configuration at https:~” brin
Press Alt+F1 to dizsplay thiz =screen
Presz Alt+F2 for conszole login
Press Alt+F3, Alt+F5 lfor systen logs

Find documentation at https:-/support.singledire.con s/ user-guides
Copyright (c) ZAA3-2028 Singlesire Sofltware, LLC
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Upon opening a console, the InformaCast Appliance’s Status screen appears, which displays version
information and interface and documentation links.

Step4 Press the Alt + F2 keys to switch to the console screen whete you can enter commands.

vimgledwire InformaCast - UMkare

gingledire login: _

Step5 Enter admin at the prompt and press the Enter key.

Step 6 Enter your OS password at the prompt and press the Enter key. The console window refreshes,
showing you that you’re logged in.

Ginglewire InformaCastUHMuare

zing lewire login: adMin
1] rd

Singlewire InforsaCazt w

adMinds ing lenire: ™ §

Tip Press the Alt + F3 or Alt + F5 keys to see the logs available through the Status screen.

InformaCast Virtual Appliance Basic Paging
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Step 1

Step 2
Step 3
Step 4
Step 5

Step 6 Enter admin at the prompt and press the Enter key.

Interface Access

Singlewire recommends PuTTY for an SSH client, and it’s available through a free download.

Open PuTTY. The PuTTY Configuration window appears.

Colegoey
Sasmman Basic apons lor your PuTTY session
g
ooy Specty the desbnafion you want bo connect io
..... gl
Hoal Nama (or (P acidress Pt
“myhoard
Dl | 22
Temiues Cornesction bype
Wl w Raw Teinet Flegn @ 55H Gan
IO A
ity Load, sarve or celebe & shoned seasion
Behmiour
Tearaiation Smved Semsons
Seleciinn
Colo .
olois Dedaut Satings e
Connecton
—— Save
2 Ty
Tt Diesizie
Flogin
+- 55H
3ena =
Oose window on exd
Al Hever @ Oniy on clean et
About Haln Open Cance

Enter your InformaCast Appliance’s IP address in the Host Name (or IP address) field.
Leave the Port field at its default of 22.
Click the SSH radio button.

Click the Open button. The command-line interface for the InformaCast Appliance appeats.
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Step7 Enter your OS password at the prompt and press the Enter key. The command-line interface refreshes,
showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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License Key Management

The InformaCast Appliance's functionality is based on its license, and depending on the license you
have, you will be able to access all of InformaCast’s functionality or only parts of it:

e InformaCast Basic Paging functionality includes the ability to send live audio broadcasts to up to
50 phones by dialing a number on your Cisco IP phone for Unified CM

e InformaCast Advanced Notification functionality includes the ability to:

Send different types of broadcasts to a wide variety of recipients

— Receive confirmations from recipients when broadcasts are sent

— Attach scripts to broadcasts to create a customized integration with an outside system

— Send patterns of tones to alert students to changing classes or workers to changing shifts, etc.

It's a good idea to view your license's functionality (see “View Your License Key” on page 4-2) and
ensure you've got the level of access you expect. If you need to add InformaCast functionality, you'll
need to contact Singlewire to obtain a new license and then upload it (see “Upload a New License” on
page 4-2).

For a further discussion of how licensing works in InformaCast, see “Licensing Information” on
page 1-7.

InformaCast Virtual Appliance Basic Paging
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View Your License Key

Your InformaCast license key contains your designated functionality for InformaCast, e.g. Basic vs.
Advanced, the number of Cisco IP phones for Unified CM to which you can broadcast, trial vs.
demonstration vs. subscription vs. perpetual, etc.

Step1l Go to System Administration | General Configuration | License Key. The License Key page
appears.

License Key 7]

¢ Gangral Configuration

InformaCast License Key

Licensing Mode Basic Paging
Application Informal ast
Licenses Contact Singlewire

at sales@singlewire com

or +1.608.661.1140, option 1
fto upgrade ta a ]
ady

Sarvar IP Addrass Mot rastri
Feature Codes Audio
Application Parameters

Maximum Bell Schedules

Masimum P Speakers

Maximum Phanes 50

Unified Communications
Manager Version

Minimum Cis

Maximum InformaCast Varsion

Mainiznance Contract

Step 2 Ensure that the following are correct:

UPLOAD NEW KEY WITH LICENSE MANAGER

e Basic Paging appears as your licensing mode
o Audio appears as your feature code

e The maximum InformaCast version is equal to or greater than your current version (visible on the
Overview page)

Upload a New License

If you upgrade from Basic InformaCast to Advanced InformaCast (with the exception of your free trial
of Advanced InformaCast) or upgrade your version of the Virtual Appliance, you will install a new
license key.

InformaCast Virtual Appliance Basic Paging
[ Version 14.4.2 .m
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Step 1

License Key Management Il

Before you can perform these steps, you must have an InformaCast Appliance license, which will be in
the form of an XML file that was sent to you by email from a Singlewire sales representative. If your
salesperson has not already provided one to you, contact Singlewire and request that a license be

emailed to you. Make sure to save this XML file to a safe location that can be accessed by the machine

running your web browser.

Log into the Control Center (see “Log into the Control Center” on page 3-12 for specific steps).

~

Note For versions of InformaCast Appliance prior to 8.4, you will need to go to
https://<InformaCast Appliance IP Address>/LicenseManager, where <InformaCast
Appliance IP Address> is the InformaCast Appliance’s statically configured IP address. Skip to

Step 3 on page 4-4.

A separate tab/window opens to the Control Center page.

Control Cente
_—

View InformaCast Status

Access System Management Tools with Webmin

Manage Licenses

InformaCast APl Explorer

| Version 14.4.2
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License Key Management Il

Step 2 Click the Manage Licenses link. The License Manager page appears.

iIcense Manager

Return to Control Login
Center Menu Password

“LoGIN )

& 2003,

mary be

Step3 Enter your OS credentials in the Login and Password fields.

Step4 Click the Login button. The Upload a New License page appeats.

r
1 .
f] Retumtocontro Upload a New License
Center Menu

Note: If you have g i about your li , the Licensing FAQ may help you. If you need a
new license or assistance with your current one, please contact licensing@singlewire.com.

Upload Your License File Browse...

I ™
UFLOAD

InformaCast Virtual Appliance Basic Paging
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Step5 Click the Browse button. The Open dialog box appears.

Step 6

& Open
@u". Duasktop # Th |
Organize »  Mew foldes
Ml Desktop Mame
& Dewmlosds S
2 Recent Places :
nages - Shortout s -
I o putier
BT Applications & NEMPF'
o
BT Docurmentatian ;
&/ Wlgud Puh I [Fr. Adobe Acrobat X Pro
ZFo c“h - [ Adobe Crestive Cloud
Gmp IO.D [sf Adobe FoemsCentral
B J WgrE - [ Goagle Chioma
ennifer
f_-'.\ Google Docs
[l Google Sheets
Dieshe
5 2 [l Google Slides
= Libraries
[ iTunes
#| Dacuments .
File narme v
Open

Navigate to where you saved your new license file, select it, and click the Open button.
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Step 7 Click the Upload button on the Upload a New License page. The License Status page appears with a
confirmation that the license has been uploaded.

1l
f3] Retum to control
¥ Center Menu

License Status

License file installed Restart any running applications that do not automatically reload their license

Note: If you have g

new license or

"

about your li , the Licensing FAQ may help you. If you need a
assistance with your current one, please contact licensing@singlewire.com.

Warning: Uploading a license that indicates Advanced Notification may cause an automatic and
immediate restart of InformaCast. Please refer to your documentation for more information

The currently installed License Keys contain the following features:

Issuer:
Created:
Licensee:

IP Restriction:
Expiration:

InformaCast

Tue Apr 25 1000917 CDT 2017

*** LAB USE OWLY ==
singlewire Test License Generated by
*#%% LAB USE ONLY =%+

Not restncted
No expiration

Features: Audio, MessageConfirmation, Resiliency

Parameters:

Issuer:
Created:
Licensee:

MaintenanceContract=12345, MaxBellSchedules=1000, MaxIPSpeakers=1000
MaxPhones=1000, Max\arsion=13.0, Scheme=Purchased

Tue Apr 25 1000917 CDT 2017

e LAB USE QLY "=
Simglewire Test License Gemerated by
"= LAB USE OHLY ***

IP Restriction: Not restricted
Expiration: No expiration
Features:
Parameters: maxPagingGateways=1000
IC Plugin: CallAware
Issuer:
Created: Tue Apr 25 10:09.17 COT 2017

Licensee:

IP Restriction:
Expiration:
Features:
Parameters:

Issuer:

"E% LAB USE OHLY ™=®
Simglewire Test License Generated by
*T® LAE USE OMLY "

Mot restricted
No expiration

|C Plugin: Night Fell

Created

Licensee:

IP Restriction
Expiration

: Tue Apr 25 1000917 COT 2017

" LAB USE ONLY ™**
Singlenire Test License Generated by
*** LAE USE ONLY **=

: Not restricted
: No expiration

Features:
Parameters:

Replace Your License(s) | Choase Fils | Ma fils chosan

(uPLOAD
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Note Ifyour new license key contains less functionality than your previous key, you will be presented
with a warning to that effect, a comparison of your two licenses, and the request to click the
Apply button to confirm the change.

o

Tip If the key is not accepted, check that you selected the proper file containing the XML key that
was emailed to you, ensure that your IP address is correct, determine that your key has not
expired, and ensure that the MaxVersion parameter in your license key matches or is greater
than your version of InformaCast. If you’re still having trouble, contact Singlewire for
assistance.

Step 8 Restart the affected service, e.g. the singlewireInformaCast service (see “Restart a Service on the
InformaCast Appliance” on page 13-10).

It may take a moment for the application to restart.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m


mailto:sales@singlewire.com

CHAPTER 5

InformaCast Summary and Diagnostics

InformaCast's Overview page displays various statistics associated with the configuration of
InformaCast, such as the amount of time for which the current session of InformaCast has been
running, your version of InformaCast, the health of your connection to Cisco Unified CM; the CT1

InformaCast Virtual Appliance Basic Paging
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InformaCast Summary and Diagnostics

route points and ports you configured and their status with Cisco Unified CM; and whether your
backups and Cisco IP phone for Unified CM updates have been configured.

Overview

o

1

Recipient Groups

1

Messages

+ SUMMARY LOG

InformaCast Server

Application Mode:
Backup Activated

£

User Agent Status

JTAPI

JTAP| Version:

Send Cammands by JTAP!

thext Phane Rebuild
Last Atternpted Refresh
Last Successul Refrash
Phones Retrieved
Phones Used/Lscensed

Refresh Interval {minutes)

Cisco Unified Communications Manager Clusters

Diefa it configuestion Mo

CTI

Route Point

SIP Calls

105 Basic Paging license

Stand-slone

Mo

User Agent is running

Calls Mane

Multicast Pos

Humber of Paris Configured
Audic Broadcast Ports

Talkc and Listen Message Ports
Number of Unused Ports

Cisco Jtapi version 12 0[0 93000)-3 Release
Yes

Yos

2000

19

]

2020-09-10 16-10:00
2020-09-10 16.19.03
2020-09-10 17-10:00
Mever

Maver

49946

w50

Disabled

12.0.1.10000-1

Mo Data

No Data

Mo Data

301

301

Use the Overview page for troubleshooting purposes, or as an indicator that certain configuration
changes have taken place, i.e. backups have been configured or Cisco Unified CM can communicate

with InformaCast.
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CHAPTER

The Log Directory page allows you to view a list of InformaCast’s logs and download them, as needed.

InformaCast's logs contain a variety of information on its activities and the activities you've petformed
while interacting with InformaCast, as well as the activities of external services with which InformaCast

interacts.

Step1l Go to the User dropdown menu | Help | Log Directory. The Log Directory page appears.

Log Directory

< Help Bespurces

Logs

audit log
Clacoiapi index
Chscoiapilil log
mata.log
parfarmance log
pool lag

pool lagpid

pool2 log

pool2 logpid

ras-20200515-000000 log gz

340kB

10 kB

2020005/21/ 0810 00 e
2020005/15/ 14:10-00 e
20200051157 14:10:00 W
2020005/14/ 23:12:28 L
202000524/ 08 56 1 J
2020/05/15/ 13:48.08 Jr
2020/05/15/ 13 46 47 Jr
2020/514/ 23:12:28 +

2020105114/ 23:12:28

2020/05/15/ 13:46:08 J

On the Log Directory page, you will find the following logs:

e audit.log. A record of the changes that have been made to InformaCast.
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CiscoJtapi.index. Cisco JTAPI stores the index of the current CiscoJtapiXXX.log file in this log.

CiscoJtapi###.log. Cisco JTAPI records its activities in these logs. In production, there may be
up to 100 of these files.

meta.log. The Business Intelligence and Reporting Tools (BIRT) reporting tool uses this file for
logging its activities.

petformance.log. The general information/debugging log. It's most commonly used by
Singlewire Support when looking for errors and warnings in the user interface or APL

pool.log. The Berbee Reusable Lightweight Architecture Project (BRLAP) library uses this file for
logging its database connection pool activities.

pool.logpid. The PID log file for the BRLAP database connection pool.

ras-yyyymmdd-000000.1og. A log file of the rust activation service's activities. This service runs
on the virtual machine to provide high-speed phone authentication services.

restApi.json. A log of incoming and outgoing API requests, which includes the request verb, e.g.
HTTP GET, PUT, POST, etc. Successful requests mostly log the status code, e.g. 20x, and errors
generally log the full return response.

sipOptions.log. The SIP OPTIONS requests sent from InformaCast to other SIP servers, e.g.
LPI SIP server groups and SIP speaker telephony providers, and the SIP OPTIONS requests sent
to InformaCast by other SIP servers.

sipStack.log. The National Institute of Standards and Technology (INIST) SIP stack records its
activities in this log (minus SIP OPTIONS requests, which are in the sipOptions.log). In
production, there may be up to 100 of these files.

summary.log. A short, concise location where broadcasts' timing and status, e.g. successful and
failed recipient activation and sending events, can be found.

Step2 Click a log's Download icon to download the log from InformaCast and view it.

You may also find InformaCast logs through Webmin or the CLI (see “Access the InformaCast
Appliance’s Logs” on page 13-62 for more information).
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Broadcast Parameters Management

Ensure that there is a valid multicast IP address (or range of addresses) for InformaCast's use and allow
the DialCast IVR to send RTP packets that contain silence to the caller after the IVR has finished
interacting with it.

Step1 Go to System Administration | General Configuration | Broadcast Parameters. The Broadcast
Parameters page appears.

Broadcast Parameters (7]

iguration

General Details
Set your preferences for InformaCast's handling of the audio parameters for Cisco IP phones for Unified CM, IF speakers, computers nunning the InformaCast
Deskiop Notifier, et a5 well as IP phones” vibration and backlight display period
CLICK HERE FOR ADDITIONAL MULTICAST INFORMATION
Phone

Muiticast

Warning: if you have Paging Gateway, changing the values of these settings may cause them to gracefully reset,
starting Multicast 1P address *
239.0.1.2

23%9.0.1.12

Broadeast Setlings

[[] Send Silence with MalCast IVR

InformaCast Virtual Appliance Basic Paging
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Step 2

Step 3

Step 4

Step 5
Step 6

Broadcast Parameters Management ||

Verity that there is an entry in the Starting Multicast IP Address and Ending Multicast IP Address
fields.

This is the address that InformaCast will use to send IP multicast packets when broadcasting audio
messages to Cisco IP phones for Unified CM. You will need to ensure that your network is configured
to treat this address as a multicast address, and that your switches mark traffic to this address from the
InformaCast Appliance as having the highest priority.

S

Note The multicast IP address needs to be a valid IP multicast address, not your subnet’s IP broadcast
address. The default address InformaCast provides usually works. Don’t change it unless you
have checked with your network administrator.

Alternatively, you can enter a range of IP addresses in the Starting Multicast IP Address and Ending
Multicast IP Address fields, which will cause InformaCast to cycle through this range of addresses,
using the next address in the range for each broadcast. You will need to ensure that your network is
configured to treat each address in this range as a multicast address and that your switches mark traffic
to this address range from the InformaCast server as having the highest priority.

~

Note Sce the [Pv4 Multicast Address Space Registry for information on how multicast addresses are
assigned.

Enter a numerical value in the Multicast T'TL field to set the multicast time-to-live value used with
RTP streams.

Time-to-live is the number of routers that an RTP packet can be passed through on a network. Each
time it goes through a router, the time-to-live is decremented. When it reaches zero, the packet won't
pass through any more routers. The default value is 16.

Select the Send Silence with DialCast IVR checkbox to allow the DialCast IVR to send RTP packets
that contain silence to the caller after the IVR has finished interacting with it.

A DialCast call consists of two audio streams: one contains the audio sent by the calling party to
InformaCast and heard during the broadcast, and the other contains the audio sent by the DialCast IVR
and heard by the caller. Sending silent RTP packets is necessary in some circumstances when the party
making a DialCast call needs to receive audio during the entire call in order to prevent it from
terminating the call due to perceived inactivity. Without enabling this checkbox, the DialCast IVR will
only send audio to the caller when welcoming the caller, authenticating the caller, etc. For the rest of

the call, no audio will be sent, and callers may interpret silence as indicating the callis over and terminate
the call.

Click the Save button to save your changes.

Continue with “Add a Cisco Unified CM Cluster” on page 9-1.
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CHAPTER 8

Configuration Pathways

Note

Broadcast to

Step 1
Step 2
Step 3
Step 4
Step 5

InformaCast has many features available to you. Some of these features require more configuration
than others, and sometimes a set of configuration steps applies to more than one feature.

If you're not using these features, there's no need for you to be concerned with configuring them;
however if you are using them, configuring them early and getting their complexity out of the way will
ensure a smooth InformaCast installation.

InformaCast features that require extra configuration include:

e Sending broadcasts to Cisco IP phones for Unified CM requires integrating Cisco Unified CM with
InformaCast

e Ensuring that both the communication between InformaCast and Cisco Unified CM is secure, as
well as between InformaCast and its Cisco IP phones for Unified CM requires configuring CT1
security

e Requiring InformaCast to validate certificates for all outbound communication via SSL and TLS
requires configuring host trust

e Dialing the number of a Cisco IP phone for Unified CM and sending a broadcast to a
preconfigured group of recipients, e.g. DialCasts, requires configuring Session Initiation Protocol

If you are using more than one of the preceding features, it is best for you to configure them in the
order they are listed.

The following sections provide you with the configuration order you should follow to ensure a
successful installation of InformaCast.

Cisco IP Phones for Unified CM

Use the steps in the following sections to configure InformaCast broadcast to Cisco IP phones for
Unified CM.

“Deploy InformaCast” on page 2-17.

“Set the Initial Configuration” on page 2-31.

“Log into InformaCast for the First Time” on page 3-3.
“Broadcast Parameters Management” on page 7-1.

“Integrate Cisco Unified CM” on page 8-3.
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Continue with:
e One of the other configuration pathways (optional)
e “Add a Cisco Unified CM Cluster” on page 9-1.

Secure CTI Communication

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Use the steps in the following sections to ensure that both the communication between InformaCast
and Cisco Unified CM is secure, as well as between InformaCast and its Cisco IP phones for Unified
CM.

“Deploy InformaCast” on page 2-17.
“Set the Initial Configuration” on page 2-31.
“Log into InformaCast for the First Time” on page 3-3.
“Broadcast Parameters Management” on page 7-1.
“Integrate Cisco Unified CM” on page 8-3.
“Manage CTT Security” on page 8-49 (if you're using secute outbound communication).
Continue with:
e One of the other configuration pathways (optional)
e “Add a Cisco Unified CM Cluster” on page 9-1.

Validate Certificates for Secure, Outbound Communication

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Use the steps in the following sections to require InformaCast to validate certificates for all outbound
communication via SSL and TLS.

“Deploy InformaCast” on page 2-17.
“Set the Initial Configuration” on page 2-31.
“Log into InformaCast for the First Time” on page 3-3.
“Broadcast Parameters Management” on page 7-1.
“Integrate Cisco Unified CM” on page 8-3.
“Manage CTI Security” on page 8-49
“Configure Host Trust” on page 8-48.
Continue with:
e One of the other configuration pathways (optional)

e “Add a Cisco Unified CM Clustet” on page 9-1.
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Send a Preconfigured Broadcast

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10

Use the steps in the following sections to dial the number of a Cisco IP phone for Unified CM and send
a broadcast to a preconfigured group of recipients.

“Deploy InformaCast” on page 2-17.

“Set the Initial Configuration” on page 2-31.

“Log into InformaCast for the First Time” on page 3-3.
“Broadcast Parameters Management” on page 7-1.
“Integrate Cisco Unified CM” on page 8-3.

“Manage CTT Security” on page 8-49 (if you want to ensure that both the communication between
InformaCast and Cisco Unified CM is secure, as well as between InformaCast and its Cisco IP phones
for Unified CM).

“Configure Host Trust” on page 8-48 (if you'te using secure outbound communication).
“Manage SIP Functionality” on page 8-56.
Continue with:
e One of the other configuration pathways (optional)
e “Add a Cisco Unified CM Cluster” on page 9-1.
“Manage DialCasts” on page 10-1.

Integrate Cisco Unified CM

Before you can begin sending broadcasts to Cisco IP phones for Unified CM, you must configure your
version of Cisco Unified Communications Manager:

e “Configure Cisco Unified CM SNMP” on page 8-4

e “Set the Default Codec to G.711” on page 8-12

e “Create a Device Pool” on page 8-14

e “Create a Route Partition” on page 8-16

e “Create a Calling Search Space” on page 8-17

e “Create CTI Ports” on page 8-19

e “Create an Access Control Group” on page 8-24

e “Create an Application Uset” on page 8-28

e “Create an Application User CAPF Profile” on page 8-31
e “Enable Web Access for Cisco IP Phones” on page 8-32
e “Set Your Authentication URL” on page 8-40

e “Set the Authentication Method for API Browser Access” on page 8-42
e “Reboot Your Phones” on page 8-43
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e “Test Your Phones” on page 8-45

pe

Tip  When naming your Cisco Unified CM components, it is recommended to use a standardized name or
abbreviation so that the components will display together. For example, this documentation will use the
abbreviation of ICVA for InformaCast Virtual Appliance.

In the past, CTI route points were recommended for use with DialCast functionality, which allows you
to trigger an InformaCast broadcast by calling a route point that is configured to send a specific
message to predetermined recipient groups (see “Manage DialCasts” on page 10-1 for more
information). For easier troubleshooting, it is now recommended that DialCast functionality be used in
conjunction with SIP instead (see “Manage SIP Functionality”” on page 8-56 for more information).
CTI route points are no longer recommended for DialCast configurations; this section has been
removed from the documentation. You should update your DialCast configurations accordingly.

Configure Cisco Unified CM SNMP

InformaCast uses SNMP to gather phone information from Cisco Unified CM. Depending on whether
you are using SNMP v2 or v3, you will follow different steps:

e SNMP v2. Follow the steps in “Enable SNMP on Cisco Unified CM Cluster Nodes” on page 8-4
and “Create an InformaCast SNMP v2 Community String” on page 8-7.

e SNMP v3. Follow the steps in “Enable SNMP on Cisco Unified CM Cluster Nodes” on page 8-4
and “Create an SNMP v3 User” on page 8-9.

Enable SNMP on Cisco Unified CM Cluster Nodes

You must enable SNMP on Cisco Unified CM cluster nodes that will function with InformaCast.

Step1 Open a web browser and log into the administration interface of the Cisco Unified CM server (the
address will be similar to https://<Cisco Unified CM IP Address>/ccmadmin). The Cisco Unified CM
Administration page appears.

il Cisco Unified CM Administration

€550 £ur Cisco Unified Communications Solutions

System = Calfoutng = ediaflesources =  Vocelal = Oeviee = L = Buk * h=p ¥

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
AN rghts reserved,

This product contains cryptographic features and is subject to United States and local cowsntry laws governing impaort, expart, transfer and use. Delivery of Cison cryptographic products
doss nat imply third-party authorty 1o import, export, destribule or use encryplion, IMportars, axportens, distributors and users are responsible for compliance with U5, and lacal country
laws. By using this product you agres ta comgly with spplicable laws and regulstions. If you are unable to comply with U.S. and local laws, retum this product immediataly.

& summary of U.5. laws govemning Cisco cryptographic products may be found at: hiipe//
If you requare further assistance please contact us by sending email to export@osco.com.
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Step2 Select Cisco Unified Serviceability from the Navigation dropdown menu and click the Go button.

The Cisco Unified Serviceability page appears.

Cisco Unified Serviceal

ilislie  Cisco Unified Serviceability
€I5€2  ror Cisco Unified Communications Solutions

Alarm v Trace » Togh = Snmp e Help v

Cisco Unified Serviceability

Copyright © 1539 - 2008 Cisco Systems, Inc.
Il rights resarved

is product cantains cryptographic features and i subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisco cryptographsc products
doas not imply third-party authaority to impoet, axpart, distribute or use Snoryotion. IMPpartars, sxperters, distributers and usars ars responsibhs for complianca with U.S. and tocal
ountry laws, By using this product you agres to comply with apphcable laws and regulations. If vou are unable to comply with U.S. and local laws, raturn this product immadiately.

rg_heml.

summary of U.5. laws governing Cisco crypiographic products may be found at: hiip://www cigco
If you reguire further assstance please contact us by sending emad to exportBicisco. com.
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Step3 Go to Tools | Service Activation. The Service Activation page appears.

Al Cisco Unified Serviceability Cizco Undfied Sarviow G}

CI5€9  fFor Cisco Unified Communications Solutions

comadministrator About Logout
&arm » Traoe w Togls » Snmpw  fsp w

Sarvioa Activation & entrol Center - Faature Sarvicas

L] Save gj’ Set to Default @ Refresh

Status
(@status : Ready

Select Server
Server* IPTEUCME12 # (5o
I Check Al Services

€M Services
| Service Name | Activation Status
= Cisco CallManager Activated
=7 Cisco Thp Activated
| Cisco Messaging Interface Deactivated
I Cisco Unified Mobile Voice Access Service Deactivated
r Cisco 1P Voice Media Streaming App Deactivated
3 Cisco CTIManager Activabed
= Cisco Extension Mobility Activated
r Cisco Extended Functions. Deactivated
I Cisco Dialed Mumbser Anakyzer Deactivated
| Cisco DHCP Monitor Service Deactvated
SELEarMins
Service Mame Activation Status
I Cisco CalManager Attendant Console Sarver Deactivated
r Cisco 1P Manager Assistant Deactwated
r Cisco WebDisler Web Servica Deactivated
EDE.Sapilons,
Service Name Activatinn Status
I Cisco SOAP - CORonDamand Sarnce Daactratad
r Cisco CAR Web Service Deactvated
Database and Admin Services
| Service Name | Activation Status
= Cisco AXL Web Service Activated
r Cisco UXL Web Service Deactrated
5 Cisco Bulk Provisioning Service Activated
r Cisco TAPS Service Deactivated

Performance and Monitoring Services

Service Name Activation Status
I Cisca Serviceability Reporter Deactrvated
I Cisco CallManager SNMP Senace Activated
Security Services
| service Name | Activation Status
I Cisco CTL Provider Deactivated
r Cisco Certificate Authority Proxy Function Deactivated
Directory Services
Service Mame Activation Status
f Cisco DirSync Deactivated

[Save ) [ Settbefaur ) [ Refresh |

@ *- indicates required item.

a

Note If you have more than one server, you’ll have to select your server from the Server dropdown
menu and click the Go button. The Service Activation page for that server will then appear.

Step4 Ensure the following services’ checkboxes are selected: Cisco CallManager, Cisco CTIManager,
Cisco AXL Web Service, and Cisco CallManager SNMP Service.

Step5 Click the Save button to save your changes.

InformaCast Virtual Appliance Basic Paging
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Step 6 Click the OK button if you receive a message about activating/deactivating setvices.

Step7 Verify your services are running by going to Tools | Control Center - Feature Services. Cisco
CallManager, Cisco CTIManager, Cisco AXL Web Service, and Cisco CallManager SNMP
Service should say they are Activated. If not, click the green arrow in the top left hand corner to start

Activating/Deactivating services will take 2 while.., Plezse wait for the
l % pageta refresh,
[

the services.

Create an InformaCast SNMP v2 Community String

~

Note

Step 1

Follow these steps to create an SNMP v2 InformaCast SNMP community string.

Skip this section if you’re using SNMP v3 and go to “Create an SNMP v3 User” on page 8-9.

Go to SNMP | V1/V2¢ | Community String. The SNMP Community String Configuration page

appears.

RENIELEEN Cizco Unified Servicaahility

wlalie  Cisco Unified Serviceability
€169 fFor Cisco Unified Communications Solutions

comadministrator about

Barm » Trace » Togls » Snmp »  Help »

SNMP Community String Conliguration

Search Options

Find Community Stings where Name | begins with = Server™  IPTOUCME13 ! |L|nd_i

Search Results
Mo active quary. Please enter your search oriteria using the options above.

m' - indicates reguired Rem.
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Step 2  Select your server from the Server dropdown menu and click the Find button. The SNMP Community

String Configuration page refreshes.

EENEECESE Cisco Unified Senviosabi

whinli  Cisco Unified Serviceability
CIS€9  For Cisco Unified Communications Solutions
comadministrator About Logout

Slarm v Trace » Toghs = Snmp e fHelp v

SNMP Community String Conliguration

o X

Status
(@1 records found

Search Options

Find Community Strings where Name | beging with » | Server® CUCM? v | Find
[ Community Strings where Name begns with any)
 Search Results

r | Accass Priviages

Community String Name
I InformaC ast RaadNatsfy Only

[™ Apply To AN Nodes

Add New

@ciick o the Add New buttan to sdd a new Community Str ng
@cnrk on the carrespanding Commurity String Name to Update the Community String Infarmation
&lect correspanding Checkbox and cdick on Delete Selected button te Delete Cammunity String

@' - indicates required item

Step3 Click the Add New button to create a new community string. The SNMP Community String

Configuration page refreshes again.

Cisca Unified Serviceability

whalie  Cisco Unified Serviceability
CI5€9  por Cisco Unified Communications Solutions

Anrm > Trace v Togls » Jnomp v Help -

SNMP Community String Configuration

[ save [T ClearaAn [ cancel

Status
@‘Eraﬂ us : Ready

Server™

Community String Information
Community String Name™

Host IP Addresses Information

* Accept SNMP Packets from any host ™ Accept SNMP Packets only from these hosts

Host IP Address

Haost TP Addresses
i

Access Privileges
Access Privileges™ | - Selact Actass Priviege -

Diotify access privilege is required in order to configure Notification Destinations.

w

™ Apply To All Nodes

Claar all || Cancel

@- - indicates required tam.

Step4 Enter ICVA into the Community String Name field. You will need to remember this name when you

edit InformaCast’s SNMP configuration in “Add a Cisco Unified CM Cluster” on page 9-1.

InformaCast Virtual Appliance Basic Paging
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~

Note For additional security, click the Accept SNMP packets only from these hosts radio button
and enter the InformaCast Appliance’s IP address in the Host IP Address field.

Step5 Seclect ReadOnly from the Access Privileges dropdown menu.
Step 6 Sclect the Apply to All Nodes checkbox, if possible.
Step 7  Click the Save button. If you are prompted to restart the SNMP service, click the OK button.
i
SHMP rrastar agent natds to be restarted in order for these Changes to
9 take effect. B is recommended to restart the SNMP master agent once
all the corfiguration changes are completed.
Press 0K to restart the SNMP master agent now or Cancel to restart
later.
Mzster agent restart will take a while..
Create an SNMP v3 User

Y

Note

Step 1

Follow these steps to create an SNMP v3 user.

Skip this section if you’re using SNMP v2.

Go to SNMP | V3 | User. The SNMP User Configuration page appears.

z 3 F e = o Unified 5 m
bl Cisco Unified Serviceability Rl C oo Unifed Senvceatilty

€IS€Q  Eor Cisco Unified Communications Solutions

Ajem w  Trace » Tgols »  Somp »  CalHoms »  Heip »

SNMP User Configuration

r Search Options

Find Users whare Name | bagins with Server* | - Salect 3 Server — v | Find

Search Results

Mo active query. Please enter your search criteria using the options above.

Gi- - Indicates reguired item.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 8

Configuration Pathways ||

Step 2  Select your server from the Server dropdown menu and click the Find button. The SNMP User
Configuration page refreshes.

PERSTEIEN Cipco Unified Serviceability

aliil  Cisco Unified Serviceability

€IS€2  for Cisco Unified Communications Solutions cemadiministrator

Alarm » Trace = Tool » Jomp = Caldome » Help =
 Status
@5 records found.

- Search Options

Find Users whera Nama | begins with * || | Server™ pub--CLICH Voice/Video ¥ | Find
[ Users where Name begins with any)

Search Results
| user Hame | Authenticabion Required | Authentication Protocol | PrivacyRequired | Privacy Protacel | Access Privileges |
1ovs true SHA trus AES128 FReadOnly
SNmpLsed true SHA trie AES128 ReadOnly
true SHA trus AES128 ReadOnly
true SHA true AES128 RaadOnly
false Mone false Mone ReadOnly

Apply To All Nodes
Add New alete Selected

G‘:quk on the Add New button to add a new User

ick: on the cerresponding User Mame to Update the User Information
@select comresponding Checkbox and dlick an Delete Selectad button to Delate User
@- - indicates reguired item,

InformaCast Virtual Appliance Basic Paging
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Step3 Click the Add New button to create a new user. The SNMP User Configuration page refreshes.

aliili  Cisco Unified Serviceability iified Serviceability

€IS€0  For Cisco Unified Communications Solutions

comadministrator

Aarm » Trace » Tools » Somp »  CalHoms »  Hslp =
lgg) Save [ Clear All @Cancel

Status
@status : Ready

Servar® CM Volce/Video

User Information
User Name*
Authentication Information

Authentication Required
Password Reenter Password Frotocol MD5 SHA

Privacy Information

Privacy Required
Password Reenter Password Protocol DES AES126 AES192 AES256

Host IP Addresses Information

= Accept SNMP Packets from any hist Accept SHMP Packets only from these hosts
Host TP Address
ert
Host TP Addresses

Access Privileges
Aceess Privilages” | .- Select Acouss Privilege -~ ¥
@hiotify access privilege is required in order bo configure Notification Destin ations,

Apply To All Nodes

Save | Clear All || Cancel

@- - indicates reguired item.

Step4 Enter a name for your user in the User Name field, e.g. ICVA. Your username can contain up to 32
characters and any combination of alphanumeric characters, hyphens (-), and underscore characters ().

>,
Note You will need to remember this name and its associated passwords when you edit

InformaCast’s SNMP configuration in “Configure Your Default Unified Communications
Manager Cluster” on page 5-3.

InformaCast Virtual Appliance Basic Paging
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Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11
Step 12
Step 13

Configuration Pathways ||

Select the Authentication Required checkbox.

Enter an authentication password for your user in the Password and Reenter Password fields. The
password must contain at least eight characters and no more than 64.

Select the SHA radio button.
Select the Privacy Required checkbox.

Enter a privacy password for your user in the Password and Reenter Password fields. The password
must contain at least eight characters and no more than 64.

Select the AES128 radio button.

Select ReadOnly from the Access Privileges dropdown menu.

Select the Apply To All Nodes checkbox.

Click the Save button. If you are prompted to restart the SNMP service, click the OK button.

SHMEP master agant neds to be restarted in order for these changes to
take effect. It is recommended to restart the SNMP master agent once:

all the corfiguration changes are completed.

Press 0K to restart the SNMP master agent now or Cancel to restart
later.

Mzster agent restart will take a while..

(o ][ comea ]

Set the Default Codec to G.711

Step 1

The InformaCast Appliance requires that audio streams be in G.711 uLaw format. Because most Cisco
Unified CM deployments use G.729 across the WAN, you need to create a region for the InformaCast
Appliance that will always use G.711 for all calls to all other regions.

Ensure you are in Cisco Unified CM Administration or select Cisco Unified CM Administration
from the Navigation dropdown menu and click the Go button. The Cisco Unified CM Administration

page appears.

vliilin  Cisco Unified CM Administration

EISE0 o Cisco Unified Communications Solutians

System » Calfoutng +  Mediaflesources »  Vocelal »  Oevios = Appication User Management = Buk Admnisirotion +  Heip =

Cisco Unified CM Administration

Copyright © 1953 - 2008 Cisco Systems, Inc.
A rights reserved,

This product contsns cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products
dows nat imply therd-party authority o import, export, distribute or use encryplion. Importars, exporters, distributors and users are responsible for compliance with U5, and local country
laws. By using this product you agree ta comgly with applicable laws and regulations, If you are unable to comply with U5, and local laws, return this product immediately.

A summary of U5, laws governing Cisco cryptographic products may be found at: ittps//
1¥ you require further assistance please contact us by sending email to export@csco.com.,
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Step 2

Step 3

Step 4
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Go to System | Region Information | Region. The Find and List Regions page appears.

8l Cisco Unified ©M Administration |« §Ga

sl Cisco Unified CM Administration
CISC0  pyr Ciseo Unified Communications Selutions cemadministrator

System = Calfioutng » Mediafiesources = \oceMal = Oevice =  Asghcaton =  User Managemest »  Buk Admnisirabon = Help =

Find and List Regions.

G dd tiew

Find Ragions where Namea [ begins with % EI

Ho activa quary. Plaase anter your saarch criteria wsing tha options abova.

Click the Add New button. The Region Configuration page appears.

2 Cisco Unified ©M Administration = §Ga

alili, Cisco Unified CM Administration
cisco " o -
For Cisco Unified Communications Solutions | o e e Al
System = CalRouting »  Nedia Assources =  Voice Wal »  Devics -

Region Configuration (TP FRACTS Back To Find/List v fGo}
s

[ Region Information

Name® ||

@ *. indicates required Rem.
@ **The Anding:ude: sslection determines bandwidth only. The G.711 and G.722 codecs both result m & mawmum bandwidth of &4 Kbps between regions and can be used
interchangeably.

Enter ICVA in the Name field and click the Save button. The Region Configuration page refreshes.

bl Cisco Unified CM Administration
CISEO £y Cisco Unified Communications Salutions cemadministralor

System + C *  Media - Mal »+ Device =  Apphcation = User Wanagement =  Buk Administration = Halp =

Region Configuratien Related Links: R Sale i v Go]

— Status
@ Add successful

@ Click an the Reset button to have the changes take effect.

Region Infarmation
|—Namt’ :_['C_._.,,,
~— Region
MOTE: Regions(s) not displayed Use System Default Use Swstam Default Usa System Dafault

— Modify Rel hip to other

= Haep Current Satng (& Keep Current Seting [een Current Sattng %
InformaCast () use System Oefault

i None

O | hps

~ [eun) [ipsitey) [iReses) Cacmersd)

@ *- indicates required item,
@ **The Audic Codec selection determines bandwidth only, The G.711 and G.722 codecs bath result in a maxmum bandwidth of 54 Kbps batwean regions and can be used
interchangeably.
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Step 5
Step 6
Step 7
Step 8
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Press Ctrl + click to select all of your regions in the Regions area.

Select 64kbps (G.722, G.711) from the Maximum Audio Bit Rate dropdown menu.
Select the None radio button in the Maximum Session Bit Rate for 1Video Calls area.

Click the Save button.

~

Note Once changes have been saved, verify that all phone regions are associated to the ICVA region
and using the G.711 audio codec. This will ensure that the InformaCast Appliance can
communicate with the phones in these regions.

Create a Device Pool

Step 1

Subsequent sections will walk you through creating devices, CT1 ports, and application users on Cisco
Unified CM. In order to have those components use the newly created G.711 plaw region, you must
first create a device pool.

Go to System | Device Pool. The Find and List Device Pools page appears.

alinhy  Cisco Unified CM Administration EEMELERY Cisco Unified CM Administration [+ fGa

€I15€0  por Cisco Unified Communications Solutions:

cemadministrator

System v CalFguting =  Madia Resqurces »  Vooe lal = Devick »  Agplcalon = User Management Bulkl Adsinitralion ~  Help +
s e

Device Pool
Firnd Davice Pool whare | Device Poal Name v bogns wih E‘
No active quary. Plaass snter your search critaris g the cptions above.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 8

Configuration Pathways ||

Step2 Click the Add New button. The Device Pool Configuration page appears.

aliali,  Ciseo Unified CM Administration
€550 par Cisco Unified Communications Solutions:

Syatem w  Cal Aniting »  Nedtis Aesources ~  Viocs Mal ~  Devicd ~ -

Device Pool Configuration CTAPNES RETESY Back To Fand/List » @
=P

Status
|_ Status: Ready |

Dewvice Fool |

Device Poal:  New

— Dawice Poal
Device Poal Name™
Cisgo Unified Commurecations Manager Group™ : == Mot Salected - |
Calling Search Space for Auto-registration < Nonha = v._
Reverted Call Focus Priarty Diefault ]
Local Aoute Growp le None = ".
Cate/Time Group* - Mgt Sebected == b
Region® - Mot Sebacted - =)
Media Resource Group List aRahs "
Lozatian = None = bt
Netwark Lacals | = None = st
SRST Reference® -~ Mot Sesacted -- v
Connecticn Monitar Duration®**
Single Button Barge * | Defauk g
foin Across Lines* Defautt *
Fhysical Location < None > s
Davice Mability Graup < Ngng > bl
— Dewice Mobility Related 1 bl
Device Mobility Calling Search Space | = Mane =
BAR Calling Search Space .c Mane = -
AAR Group = Mane > s
Calling Party Transformation C55 | < mang » »
Called Party Transformaticn C55 = Mane > =
— Incoming Calling Party
If the adrministrator sets the prefix to Default this indicates call processing will use prefix at the next level setbng (DevicePoal/Service Parameter). Dtherwise, the value configured
is used as the prafix wunless tha fisld is empty in which case there is no prefix assigned,
[ cClear Prefix Settings || Default Prefix Settings |
Incomang Calling Party Mational Number Prafix | efult
Incomang Calling Party International Number Frefi Default
Incomang Calling Party Unknown Number Frafic .Default
Incoming Calling Party Subscriber Number Prefic | Dafailt

@ . indicates required item,
(@) **Mumber of devices that have to be reset when this devics pool s updated. To see a detaded list of these devices and other dependencies, click on Dependency Records.
(@) ***ieove blank to use defeut.

@ **+4These five parameters will overwrite device level settings when devics is raaming snd in the same devics mability group.

Step3 Select a Cisco Unified CM group from the Cisco Unified Communications Manager Group
dropdown menu.

Je

Tip Make sure that the Cisco Unified CM group you choose contains the Cisco Unified CM with
which the InformaCast Appliance will communicate.

Step4  Sclect a date/time group from the Date/Time Group dropdown menu.

InformaCast Virtual Appliance Basic Paging
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Step 5

Step 6
Step 7
Step 8
Step 9

Configuration Pathways

pe

Tip Select CMLocal unless you are performing dialing restrictions/re-routing by time of day.

Select ICVA from the Region dropdown menu. This refers to the region you created in “Set the
Default Codec to G.711” on page 8-12.

Select Disable from the SRST Reference dropdown menu.
Select On from the Join Across Lines dropdown menu.

Select/enter appropriate values for any required fields, which are marked with asterisks (*).

Click the Save button.

Create a Route Partition

Step 1

Partitions can be seen as a collection of directory numbers, allowing you to assign and group route
points for easier administration of the services that certain phones can reach.

Go to Call Routing | Class of Control | Partition. The Find and List Partitions page appears.

il Cisco Unified CM Administration
CISE0 g, Cisco Unified Communications Solutions

comadministrator

System »  Calfoutng =  lecwAesources »  Voceilal v Device = v User » Buk w Mep v

E“}mm

Partition
Find Partition where | Name | begins with [=]
Ko mctive query. Please anter your search oiteris using the aptions sbove.
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Step2 Click the Add New button. The Partition Configuration page appears.

Cisco Unified CH Administration & §Ga|

aliali  Cisco Unified CM Administration
CISE0  Eyr Cisco Unified Communications Solutions _ e

System = Calfouting + Msdisfiesources = Vece Mal = Devies = -

Partition Configuration Related Links: [EERCIor i ad 8
e

Status
[ Hatus: Ready

— Partition Tnfarmation
To enter multiple partitions, use ane |ine for each partition entry. You can enter up to 75 partitions; the
names and descripbions can have up to @ total of 1475 characters. The partition nama cannot exceed 50
characters. Use a camma (') to separate the partition name and description on each line, If a description
is not entered, Cisoo Unified Communications Manager uses the partdion name as the descripton, For axamole:
<o partimionName >> , << description >»
CiscoPartitian, Cisco employee partiian
DallasPartition
Name™

@ - indicates required ikem.

Step3 Enter ICVA-CTIOutbound,ICVA-Do not add to any phone CSS in the Name field.
Step4 Click the Save button.

Create a Calling Search Space

InformaCast places a call to your Cisco IP phone for Unified CM to record the audio that will be
broadcast. This is a phone call just like any other call. You must ensure that your Cisco Unified CM’s
calling search space allows calls to your SIP trunk or all the partitions within which your Cisco IP phone
directory numbers are located.

Step1 Go to Call Routing | Class of Control | Calling Search Space. The Find and List Calling Search
Spaces page appears.

sl Cisco Unified CM Administration
CISC0  pyr Ciseo Unified Communications Selutions

System = Calfioutng » Mediafiesources = \oceMal = Oevice =  Asghcaton =  User Managemest »  Buk Admnisirabon = Help =

Find and List Calling Search Spaces

G dd tiew
| Calling Search Space
Find Caling Search Space where | CSS Name % | beging with v El
RO AN PN SNOE USRS ORI WS WO SRR MR

InformaCast Virtual Appliance Basic Paging
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Step2 Click the Add New button. The Calling Search Space Configuration page appears.

Step 3
Step 4

Step 5

Step 6

liih,  Cisco Unified CM Administration
IS0 pur Ciseo Unified Communications Selutions

System = CalAouting + NetisAzsources = Voce Mal = Deviee = *  Lisar

cemadministralor A bt

Calling Search Space Configuration

Q Save

LM RO Back To Find/List + [ Go

Status

@ Satus: Ready

— Calling Search Space
Name®

Description

— Route Partitions for this Calling Search Space
Available Fartitions** 'Giobal Learned Enterprise Patterns -
1CVA Park Page
1CvA-CTIOuthound |
ICUA-Redirect1-CA =
Informacast

Selected Partibans

>4

z
@ *- mdicates required item.

@ *Egalected Partitions are ardered by highast priarity

Enter ICVA in the Name field.

Select the following partition(s):

e The partition you created in “Create a Route Partition” on page 8-16

e The partition(s) housing your users’ extensions

Move these partitions from the Available Partitions area into the Selected Partitions area using the down

arrow.

Je

Tip Do not add your voicemail platform to the Selected Partitions area.

Click the Save button.

InformaCast Virtual Appliance Basic Paging
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Create CTI Ports
Use the following steps to create CTI ports for InformaCast.

Go to Device | Phone. The Find and List Phones page appears.

Step 1
aliali, Cisco Unified CM Administration 3 Cizco Unified CM Administration (v JGo
EISTO  Fyp Cisco Unified Communications Solutions o S U ety
System = Calfioutng » Medafssources =  Vooellsi »  Oevioe = Apghoaiion v User Managemest = Buk Adminisiabon = Heip =
R PO .. cc0- . e e o
G add tiew
Find Phone whare | Device Name vi' begins with & E
Select item or enter search text %
%o active quary. Plesse enter your search criteris usng the cptions above.
Step2 Click the Add New button. The Add a New Phone page appears.

) Cisco Unified CM Administraticn |+ §Go

alhy  Cisco Unified CM Administration
CISCO  por Cisco Unified Communications Solutions S i badatier
Help =

System w CalRouting »  Nedia Rssources »  Voics Mail »  Devics w U - Buk -
B e Related Links: ol
e

Status
Status: Ready |

Select the type of phone you would like to create
rmono Trpa® [ Mot Selacted - | |

(@) *- indicates required item.

InformaCast Virtual Appliance Basic Paging
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Step3 Sclect CTI Port from the Phone Type dropdown menu and click the Next button. The Phone
Conlfiguration page appears.

Lilalin  Cisco Unified CM Administration RPN Cisco Unified <M Administration (v [ Go

EIS€Q  Fyr Cisco Unified Communications Solutions

cemadministrator About Lagout

System = CalRouling ~  Nedtis Azsources = Voice Mal ~  DOevice = Apgiicalon - User Management = Buk Admnifmlion =~  Help -

Phone Contigaation Retoted ks [EERTIZINERY B
F

Status |

(@) seatus: Ready

— Phone Type
Product Type: CTI Port
Dewice Protocol: SCCP

rDevice Information
|5 Device is trusted

Device Name*

Description

Device Poal® == Nt Selected - ¥ | Wiew Details
Comman Device Configuration « Hone ¥ | Wiew Dietails
Comman Phone Profile® Standard Common Fhane Frofile * | yiew Details
Calling Search Space < Mane » 1

ALR Caling Search Space < Mone » hd

Media Resource Group List < Mane = b

User Hald MOH Audia Source < Wane > r

Tatwark Hold MOH Audic Source = Mane = v

Location * Hub:_None L

AAR Group < Nong » v

User Locale < Mane = .

Network Locale < Mane > L

Privacy™® Defiault ¥

Qwiner o Uger Anarymaus (Public/Shared Space)

Cwrer ser 1I0* -

Jain Acrods Lines Default b

Use Trusted Relay Poink* Default LS

Always Use Prime Line* Default L]

Always Use Prame Line for Vaolce Message™ | Default v

Geolocation = Mane = r

Tgnore Presantabion Tndicators (imbernal calls anly]}
#! Logged Inta Hunk Group

Remate Device

— Protocol Specific Information

Presance Group® Standard Fresence group ~
Device Security Frofile™ - Mot Selected - ~
SUSSCRISE Caling Search Space | . None » el

[ Unettended Port

MLPP Information
rMLW Damain | Nong = -

(D *- indicates required item.
*%. Device reset is not reguired for changes to Facket Capture Mode and Packet Capture Duration.

@ ***Nate: Security Profile Contains Addition CAPF Settings,

Step4 Enter an appropriate name in the Device Name field for the new CTI port, e.g. ICVA-IC-001. As you
add potts, you can simply append a number to this name, for example: ICVA-IC-002, ICVA-IC-003,
etc.

Step5 Enter a description in the Description field, e.g. InformaCast Port.
Step 6 Select ICVA from the Device Pool dropdown menu.

~

Note The device pool must use a region that will allow a G.711 pulLaw call to phones.

InformaCast Virtual Appliance Basic Paging
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Step 7 Select ICVA from the Calling Search Space dropdown menu. This calling search space must allow
calls to the partitions in which phones reside. Calling search spaces are unable to detect when voicemail
answers a phone. If a phone extension is called with the expectation that the person answering will
dictate a message, InformaCast will end up broadcasting the voicemail prompt until the broadcast is
canceled.

Step8 Sclect the Anonymous/Public Shared Space radio button above the Owner User ID field, which
will remove the required setting from the Owner User ID field.

Step9 Scroll to the Protoco! Specific Information area and select Cisco CTI Port - Standard SCCP Non-Secure
Profile from the Device Security Profile dropdown menu.

Step 10 Click the Save button. A warning dialog box appears.

i Click on the Reset Phore button to have the changes take effect

ok |

InformaCast Virtual Appliance Basic Paging
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Step 11 Click the OK button if you are prompted to restart the CTI port. The Phone Configuration page
refreshes, and you are given the opportunity to create a Directory Number (DN) for the new port.

bl Cisco Unified CM Administration Cisco Unified CM Administration [w | GO
CISC0 gy Cisco Unified Communications Salutions

System +  Calfioutng + Mediafesources »  Vooolai »  Oevioe »  Application = User Management » Buk Admnbémtion «  Help +

Phone Configuration CEIDTE NN TS Back To Find/List
) save € vwwe ([ cony Py menst i mvarew
Status
r add successful
Association Information ————— — Phone Type
1 =i iing [3] - Add @& nigw DN Product Type: CTI Port

. Device Protocol: SCEP
2 wrme Intercom [1] - Add a new Intercom

- Device Inf
Regstratan Uniknown
IP Address Unknown

[ Device is Active
[l Device i trusted

Device Hama"* TCVA-IC-1

Description InformaCast Recording Fart

Device Poal® VA [] view Details
Common Device Configuration e [=) siew Details
Common Fhona Prafile® Standard Comman Fhone Frofile [=]

Calling Search Space VA =

a7 Calling Search Space = N (=

Media A=zource Groug List < Nome > =

User Hold MOH Audic Source - ey [«

Network Hold MOH Audio Source < None > [=]

Location* Hub_Nare [=]

AAR, Group < Moz = =

Owner User [D = None = El

Join Acroas Lines Dafaul [

Use Trusted Relay Point® Diefmult [=

Always Use Prime Lina® Defaul [=]

:I;;:;;:Ise Prime Line for Voice Defauk =

Calling Party Transfarmation CS5 e N> [«]

Gealocation < None = El

[#] Us= Bevice Poal Salling Party Transformation C55
|l 1grare Presansation Indicators (intermal calis cnly)
¥l Logged 1nta Hunt Group

" Remate Device

Fresence Group® Standard Fresence group [=]
Device Security Prefile™ Cipco CT1 Poet - Standard SCCP Wen-Sacure Profil [=]
SUBSCRIBE Calling Search Space - nane = [=]

Ul Unattended Fart

~ [Sxue] [Beiete | [Sopy ] [Reset] [AddRen |

@ *. indicates required item.
@ *%. Bevice reset is not reguired for changes to Packet Capture Mode and Packet Capture Duration.

@ ***hiote: Security Profile Contains Addition CAPF Settngs,
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Step 12 Click the Line[1] - Add an New DN link. The Directory Number Configuration page appears.

Aol Ciseo Unified CM Administration et Cisco Unified CM Administration v G0

cisco
For Cisco Unified Communications Solutions comadministrator About Lesgaiut

System w  Calflouting =  Medis Assources »  Voice Wail »  Davies = L. » Buk v Hep w

Directory Number Configuration LT EU R U Configure Devica [TCVA-IC-1) (=

g save

Status
r Status: Ready

— Directory Mumber Inf it
Directory Nurnber® |

Route Partition < None > -
Description
Alerting Marme

ASCIL Alerting Mame

[#] active

— Directory Number

Veiga Maid Profile < Mare = % (Choose <hones to use system default)
Calling Search Space < Nane s -
Presence Group™* Standard Fresence group hd
Uger Held MOH Audio Source < Mone > -
Network Hold MOH Audie Source | & Nape = -

— AAR o

a2R Der < Nora > -

[] Retain this destinatn in the call forwardng histary

~ MLPP Al Party !

Target (Destination)

MLP? Calling Search Space = Nare > -
MLF? No: Answer Ring Duration (seconds)

— Line far all
Hold Reversion Ring Duration {zeconds) Sesting the Haold Reversion Ring Duration to zera will disable the feature
Held Revarsion Natificatan Interval (seconds) Sesting the Hald Reversion Netification Interval to zero will disable the feature

— Line 1 on Device TCVA-TC-1

Display (Internal Diisplay text for & line sppearance is intended for displaying text such as & name instead of & directory
el number for internal calls. [f you specify 8 number, the persan receiving a call may not s=e the proper identity of the caller.

ASCII Display

{Irternal Caller 10)

Extarnal Phane

Murmber Mask

— Multipls Call/Call Waiting Settings on Device Informacast
Note:The range to select the Max Number of calls is: 1-10000

Maximum Number of Calis® 5000
"
Busy Trigger |4s00 {Less than or equal to Max. Calls}
— Forwarded Call Information Display on Device Cast
[ Cabar Name

[ cater Number
[ Rederected Number
[ Diated Murnber

@ *- indicates required item.

@ *%. Changes to Line or Directory Number settngs requere restart.

Step 13 Enter a value in the Directory Number field that will not be used for any other purpose at your
organization, and which is not within a direct-inward-dialing range. Nothing will call this number. It’s
purely for InformaCast's use when placing calls.

Step 14 Sclect ICVA-CTIOutbound from the Route Partition dropdown menu.

Step 15 Scroll to the Line 1 on Device IC1A-IC-007 area and enter InformaCast in the Display (Internal Caller
ID) field.

InformaCast Virtual Appliance Basic Paging
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Step 16 Enter InformaCast in the ASCII Display (Caller ID) field. This will cause “from InformaCast” to

display on phones when they are called by InformaCast.

Step 17 Click the Save button to add the directory number.

Step 18 Repeat Steps 1 through 17 as many times as needed to create the number of CTI ports that you need

(minimum two).

Create an Access Control Group

Step 1

Step 2

In “Create an Application User” on page 8-28, you will create an application user. First, you need to
create a user group/access control group that has only the Standard AXL API Access role, which you
will then assign to your application users.

Go to User Management | User Settings | Access Control Group. The Find and List Access
Control Groups page appears.

alinl  Cisco Unified CM Administration LPMEERIS Cisco Unified CM Administration |+ §Ga )

€I1S€0  For Cisco Unified Communications Solutions:

ccmadministrator

System w Calfiouthg =  Media Resources w  Voce Wal ~  Device =  Aggication =  User Mandgemest w  Bulk Adminsoution »  Hep v

Find and List Access Control Grougs
# Add Wew

| User Group
Find Usar Group where Nama | bagins with % Ciear Fiter =]
Na active query. Pleais srter your search eriteria using the opticns above.

Click the Add New button. The Access Control Group Configuration page appears.

alilnn  Cisco Unified CM Administration M ™ Cisco Unified CH Adminsstration v | Go
CISCO  for Cisco Unified Communications Salutions ccmadministrator rch Docsmentation  About  Logout
System = Cal Roufng =  Medis Resources =  Advarced Fealures « Device ~ - User - Bk '  Help =
Access Control Group Configuration Related Links: RN v | Go |
e =
Status
’V® Status: Resdy ‘

Mame* |

Access Control Group Infarmation
’r Availabie for Users with User Rank as * [ 1 - Default User Rank -

| save |

@ *- indicates required itam.
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Step3 Enter ICVA User Group in the Name field and click the Save button. The Access Control Group
Configuration page refreshes.

Cisco Unified €M Administration « §Ga

dlinln  Cisco Unified CM Administration
EIS€Q  Fyr Cisco Unified Communications Solutions

System = CalRouting =  Nacis Aesgurces —  Voice Mal ~  Devics =  Aspicalion -  User Management ~  Bulk Adsinistration

ccmadministrator

Hep v

LN RETES) Back To Find/List

Access Control Group Configuration

R EE xna_ [ copy o acd e

Status
|_ 0 recards found ]

[~Eee ' |

Mame™ [1oya User Group

User Rows per Page 50 v |

| begins with =] El

Find User where | User ID
Ko active query. Please enter your search oiteria using the optiens above.

[ addend usersto Growp | [ Add App Users to Group ][ Sedect ail | [ cClear 4l | [ Deiete Selected |

@ *. indicates requirad tem.

Make sure Back to Find/List is selected in the Related Links dropdown menu and click the Go

Step 4
button. The Find and List Access Control Groups page appears.

8 Cisco Unified CM Administration = §G0

dlaln  Cisco Unified CM Administration

BISE2  for Cisco Unified Communications Solutions: ctmudininialealon

Buk Adminstraion ~  Hep v

System = ColRoutivg =  Wedia Resources = ‘Voice Wal » Device ~  Agpicafion =  User Nanagement =
Fimd amud List Acoess Control Grougs

%Mﬂh

| User Group
Find Usar Group here e [bagin win ] ) (S (3] (=]
L o actiow iy Fiosbe arber yor sperclioriiern aeig Wi cphons aboue: i
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Step5 Click the Find button. The Find and List Access Control Groups page refreshes and you should see
your new user group.

ahale  Cisco Unified CM Administration N 8 Cisco Unified CM Administration [+ fGo
EI5€0  por Cisco Unified Communications Solutions

System w  Cal Bouting =  Media Aessources »  Voce Wal »  Davice = - Lesr - Buk + Hep v

Find and List Acoess Control Grougs

G adgtew [T Seectar [17] coarar S Dels Setcied

Status
@ 23 records found ]
Usar Growp {1 - 23 of 23) hp-_mﬂl
Find User Group where Name | baging with_ v | Find) CSiemr reer ] (2] (=]
r - Roles Copy
e @ o
r MarkiiserGraup @ B
Admin @ B
Standard SCM Admin Users @ )
Standard CCM End Users @ [ 1]
Standard COM Geteway Adminsiratan @ "
Standard CCH Phons Adminissration @ [}
R nl 0 o
Standard CCM Server Maintenance @ B
Standard CCM Server Mongoring @ ]
Standard COM Sucer Ussrs @ [}
Standard CT1 sllaw Call Manitaring @ B
Standard CT1 Allow Call Fark Monitoring @ L]
To Al il i @ B
Standard CT] allew Calling Numbar Modfication @ Li]
Standard CT1 &llow Sardrsl of Al Devices @ B
Standard CT1 Allow Aeception of SRTF Key Matesial @ B
Standard CT] Enabled @ [ -]
Standard CT] Secure Connection @ ]
EM A i n Prosy @ o
‘Standard Packst Sniffer Uzars @ B
Aealtim @ [ o]
Standard TabSync User @ -]
| add maw || Selectall || Clear all |[  Oelete Selected |

Step 6 Click the i icon in the Roles column next to your new user group. The Access Control Group
Configuration page appears.

aliil  Cisco Unified CM Administration 8 Cisco Unified €M Administration |w | GO

cisco - Rl 2
For Cisco Unified Communications Solutions cxmadministrabor

System - Calfouting ~ Madis fesources ~ Voice Mal > Devies = Appication - User Management ~  Dulk Asminiswation = Heip =

Access Control Group Configuration Related Links: LTI o

e ==

[ |

r User Group Information ]
N

ame® ICVA User Group

Role Assi
Role
[ Assign Role to Group |
[ Delete Role A ent |
=

(@) * indicotes required em.
@ *®The role Standard ©CM Admin Users must be assigned to a user group to enable its members to lagon to CCMAdman web site

@ ¥®%The role Standard CCM End Users must be assigned to a user group to enable s members to logon to CEMUser web site
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Step7 Click the Assign Role to Group button. The Find and List Roles window appears.

-.. L . T W
Find and List Roles

Rale
Find Role whers [Name %] bagins with %l |[Find | (=]

Swlect itern ar enter sesrch text w

Mo active guery. Blaase srter your search criteris using the options shove.

Step 8 Click the Find button. The Find and List Roles window refreshes.

e R ——

Find and List Roles

m-:_mm EZ‘CHM Hﬁmm [ﬂm

Status
"® 1 records found

| Role (1-1of1) Rows per Page 50 v |

Find Rale where | Name | contains %[ axll Chear Filter =]

Select itemn or enter search text W

|:| Hame ™ application Do 5ol ption Copy
[0 Standaed Akl AP] Acomgs Cisco Call Manager AL Database Acoess the AXL ARTS i}
Salect All Clear all Add Selected Closs
I

Done

Select the Standard AXL. API Access checkbox and click the Add Selected button. The Access

Step 9
Control Group Configuration page refreshes.

Ciscn Unefied CH Adrrinistrahon | Go |

dlinln  Cisco Unified CM Administration

CISEQ  fyr Cisco Unified Communications Solutions

cmadministrator  Abaut gout

B - Help v

Sysiem ~ CalRoNg ~ Medis Restwrces ~  WolcoMsl ~ Device - - Lmer -
Access Control Group Configuration LE PG 6 ok To Find/List » il Go |

Q Zave
r Status

@ Status: Ready

User Group Inf
’me!‘ 1CWVA User Group

- Role A ent

Assign Role to Group

_ Delete Role Assignment |

@ = indicates required itam,
@ **The role Standard CCH Admin Users must be assigned to a user group to enable #s members to logon to CEMAdmin web site

@ **¥The role Standard CCM End Users must be sssigned to & user group to snable it members to logon to CCMUssr web sits

Step 10 Click the Save button.
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Create an Application User

Step 1

needs an application user set in Cisco Unified CM so that it can establish a CTI connection and gain
access to the telephony features Cisco Unified CM offers, e.g. making calls to Cisco IP phones for
Unified CM, using JTAPI to determine the busy status of a phone, etc. You also need an application
user for AXL phone data requests. Those requests must include the credentials for a user who has been
granted access to the AXL APIL Several roles/groups need to be associated with your InformaCast
application user:

e ICVA User Group. Allows you access to the Standard AXL. API Access role through the group
you created in “Create an Access Control Group” on page 8-24.

e Standard CTI Allow Control of All Devices. Allows an application to control or monitor any
CTI-controllable device in the system. This is optional; when combined with the Send
Commands to Phones by JTAPI checkbox (see “Set JTAPI or HTTP Configuration” on
page 9-7), it allows you to communicate using ] TAPI instead of HT'TP. If you add this role, you can
skip “Enable Web Access for Cisco IP Phones” on page 8-32.

e Standard CTI Allow Control of Phones Supporting Connected Xfer and Conf. Allows JTAPI
to determine the busy status of a phone, communicating to InformaCast whether to skip itin a
broadcast (for phones that support the connected transfer and conference feature).

e Standard CTI Allow Control of Phones Supporting Rollover Mode. Allows JTAPI to
determine the busy status of a phone, communicating to InformaCast whether to skip it in a
broadcast (for phones that support rollover mode).

e Standard CTI Allow Reception of SRTP Key Material. Allows CT1 applications to access and
distribute SRTP key material, e.g. secure RTP packets containing call audio. This role is only
necessary if you are configuring CTI security between InformaCast and Cisco Unified CM.

e Standard CTI Enabled. Enables users to execute CTT applications that control/monitor devices.

e Standard CTI Secure Connection. Enables a secure CTI connection to Cisco Unified CM. This
role is only necessary if you are configuring CTI security between InformaCast and Cisco Unified
CM.

Go to User Management | Application User. The Find and List Application Users page appears.

alli,  Cisco Unified CM Administration QPRI Cisco Unified O Administration |« Gol

BISEQ  pur Cisco Unified Communications Solutions

cemadministrator About Logout

System = CalRouting » Nedia Resgurces =  Voice Wal »  Device » w  User = Buk » Help =

Find and List Application Users
r.'} Add Hew
Application User
Find Apphcation User where User ID | begins with  » Fnd Clear Fitar || TJ

Ho active quary. Please snter your sesrch critaris uaing the opticns above.

]
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Step2 Click the Add New button. The Application User Configuration page appears.

Step3 Enter an appropriate user ID in the User ID field, e.g. ICVA InformaCast.

il Cisco Unified CM Administration

c1sco

For Cisco Unilied Comminicalions Selutions

System = CalAouting + NetisAzsources = Voce Mal +  Device = -

cemadministralor Abaut

Application User Configuration

B Save

Related Links: o

Status
I’ Status: Ready

— Application User Inf

User to*

Fassword

Confirm Password

Digast Cradentials

Confirm Digest Credentials
Frasance Group*

[ &ccmpt Fresence Subscription
[ ccept Out-of-dialng REFER
[ acempt Ureslicitad Metification

[ accaps Replaces Header

Standand Presence group

— Device Information

Available Devices

IritarmaCastl

InfarmaCast
RoutePont
==y

Contrelad Devicas

[~ CAPF Information

-~

# [ Find more Fhones |

Find more Route Points |
Yy Find mare Pilal Poinls

Agsociated CAPF Profiles |
Jww il
— Per i Information
Groups |
| Add to Access Control Group |
s ooee: fen my Acoes s Era riol Goaup,
| View Details
Aoles |
Vigw il

@ *- indicates required item.

Step4 Enter a password into the Password field, and enter it again in the Confirm Password field.

Step 5

~

Note The password can be up to 64 characters in length.

You will need to remember the user ID and password values because you will enter them into
InformaCast’s own Edit Telephony Configuration page once you install InformaCast (see “Add a Cisco
Unified CM Cluster” on page 9-1).

Select the CTI ports (created in “Create CTI Ports” on page 8-19) in the Device Information area and
move them from the Available Devices field to the Controlled Devices field using the down arrow.

| Version 14.4.2
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Scroll down to the Permissions Information area on the Application User Configuration page and click the
Add to Access Control Group button. The Find and List Access Control Groups pop-up window
appears.

£ htmsfi 0 omadmn fsarGrougBindist. do? « Ses wlla sehionGp %> SlookupstrusBmultigest ¥ (¥ Certrficate Ermor

Find and List Acoess Control Groups

| User Group

Find User Group where Mams | begine with s | Clear Fiker || 5p || =

No active quary. Please enker your 3eanch riteria using the ootions abow.

Click the Find button. The Find and List Access Control Groups pop-up window refreshes with a list
of user groups.

£ s 10 i s Grauge scCnt =g amsple~trun aiCr=38iooptrue > Certiicate Error
[T seectan [ cnarar = asesemcies [T cose
Status
f@ 21 records found |
User Group (1- 21 of 21) Rows per Fage 50~ |
Find User Group where Mame | beins with s @ &, .iJ
r Mama Relas Capy
I Standard CAR Adrmn Users @ (4]
r standard CCM Admin Users @ [
" Standard CCM End Users @ m
r Standard CCM Gateway Administration @ o
r Etandard CCM Phone Admnistration @ [}
r Standard CCM Read Only @ [}
r Standard CCM Sesver Mantenance @ [}
r Standard CCM Servar Monitering @ [
r Standard CCM Super Users @ m
- Standard CTT Allow Call Monitoring @ [1&)
r Standard CTL Allow Call Park Monitoring @ (Y
T Standard CTI Allow Call Recording @ [1:3
[ Standard CTI Allow Callng Number Modihcation @ (5}
r Standard CTI Allew Control of All Devices @ Iy
r Standard CTT allow Recegtion of SRTF Key Material (D m
r Standard CTT Enabled @ m
r Standard CTI Secur= Connection @ o
r Standard EM Authertication Praxy Rights @ (13
r Standard Packet Sniffer Users D [}
Iy Standard ReatimeAndTraceCollactan @ (1)
Standard TabSync User @ (Y

[(Select all | [ Ciear ANl | [_Add Selected | [Claz= |

Select the following checkboxes and click the Add Selected button:
e ICVA User Group
e Standard CTI Allow Control of All Devices (optional)
e Standard CTI Allow Control of Phones supporting Connected Xfer and conf
e Standard CTI Allow Control of Phones supporting Rollover Mode
o Standard CTI Allow Reception of SRTP Key Material (if you're using CTI security)
e Standard CTI Enabled
e Standard CTI Secure Connection

You will be returned to the Application User Configuration page.
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Step9 Verify the application user has been added to the correct groups by scrolling down to the Perwmissions
Information area and viewing the entries in the Groups field.

Step 10 Click the Save button to save your changes.

Create an Application User CAPF Profile

If you're configuring CT1I security (see “Manage CTI Security” on page 8-49), you should create a
Certificate Authority Proxy Function (CAPF) profile and assign it to your application user (see “Create
an Application User” on page 8-28).Cisco Unified CM uses CAPF profiles to authenticate application
user certificate downloads from its CAPF server. InformaCast then uses this certificate to establish a
secure connection with Cisco Unified CM.

Step1 Go to User Management | User Settings | Application User CAPF Profile. The Find and List
Application User CAPF Profiles page appears.

alialy  Cisco Unified CM Administration ERVPSY Cisco Urified CM Administration ¥ | Go |
EISEQ  por Cisco Unified Communications Solutions ocmad ministrator ahout Logout
Sysiem v  Cal Aooting »  Medis Resourcas v Advarced Fealurss v Device v Lisar w  Bulk i * Hep v
R Add Hew

3 = =
Find Apglication User CAPF Profile where | Instance 1d ¥ | begins with ¥ | Find || Clear Filter | &b | =

Mo actiwe query. Flease enter your search criteria using the options abowe.

Add New

Step2 Click the Add New button. The Application User CAPF Profile Configuration page appears.

ally  Cisco Unified CM Administration LI Cscc nified CH Adminstrabon ¥ | Go |
EISEQ  por Cisco Unified Communications Solutions ccmad ministrator ahaut Logout
Eyulers v  Call Pl v bl rsonrss v Adbesstcend Frinkaees | Do = cation Lisar . Buk Nk
Application User CAPF Profile Configuration Related Links: | Go |
[ 5o
- Status

@ Status: Ready

i Application User CAPF Profile

Appication User® | oe Selected -- L
Instance 4"

r Certification Autharity Prooy Function [CAPF) Information

Certificate Operation * Na Pendeng Operation .
authentication Mode® By Authentication Strng -

Authentication String Goncrale Btring
Ky Order™ RSA On
RS& Key Size (bits)* 2048 .
EC Key Size{Bas) M . .
Operation Compietes By 2005 |l 15 k12 | prrvvsMs:DD:HRH)

Certificate Operation Status: None

Save |

@ *- indicates required item.
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Step 10
Step 11

Step 12
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Select the application user you created in “Create an Application User” on page 8-28 from the
Application User dropdown menu, e.g. ICVA.

Enter a description of your profile in the Instance Id field, e.g. InformaCastCAPFProfile.
Select Install/Upgrade from the Certificate Operation dropdown menu.

Leave By Authentication String selected in the Authentication Mode dropdown menu.
Enter between four and 10 numerals in the Authentication String field.

Select EC Preferred, RSA Backup from the Key Order dropdown menu.

Select 4096 from the RSA Key Size dropdown menu.

Select 256 from the EC Key Size dropdown menu.

Use the Operation Completes By fields to specify a future date by which time the install/upgrade
certificate operation must be completed.

Make note of your instance 1D and authentication string. You will need them later when installing your
CTI certificate (see “Install a CTT Certificate” on page 8-51).

Click the Save button to save your changes.

Enable Web Access for Cisco IP Phones

You must enable web access for all phones to which InformaCast will broadcast. To enable web access,
you can:

e Enable phones en masse by changing their enterprise phone configurations
e Enable phones en masse by changing their profiles

e Enable individual phones

| Version 14.4.2
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Enable Web Access for Multiple Phones by Changing Their Enterprise Phone Configurations

Use the following steps to enable web access for multiple phones by changing their enterprise phone

Step 1

Step 2
Step 3

configurations.

Go to System | Enterprise Phone Configuration. The Enterprise Phone Configuration page

appears.

il Cisco Unified CM Administration
CISC0  por Cisco Unified Communications Solutions

System - Call Restng - -

cemadministrator

wabwes ~ Device =

<P +  User

- Buk

Logout

Qm

- Stats

(@) status: feady

r Product Specific Configuration Layout

Disable US8
Back USB Port™

Side USS Port*

Enable/Disable USS Classes

sole®
Bluetooth®

Blustooth Profiles®

Lock Devies Durng Audio Call *
Kerberos Server

Kerbercs Realm

TLS Resumption Temer™

Detect Unified CM Cannection Failure®

Load Sarver

1PvE Load Server

Pesr Frernware Shanng®*
Log Server

HTTPS Server®

Time to Wait for Seamless Reconnect After TCP Drop or Roaming {seconds}

Enabled

Enabl=d

Mass Storage

Human Interface Cevice
Audie Class

Crsaboed

Enabled

randsires
Human Interface Device

Disabled

Enabled

http and hitps Enabled

Parameter Value

L=

L= =

Dwerride Common Settings

Save

@ - indicates required item,

Scroll down to the Web Access dropdown menu and select Enabled.

Click the Save button.
~

Note

You will need to reboot your phones for this change to take effect; however, you will also need

to reboot your phones after performing the steps in “Set Your Authentication URL” on
page 8-40. If you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 8-43.
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Enable Web Access for Multiple Phones by Changing Their Profiles

Use the following steps to enable web access for multiple phones by changing their profiles.

Step1l Go to Device | Device Settings | Common Phone Profile. The Find and List Common Phone
Profiles page appears.

 Cisco Unified CM Administration = §G8

sl Cisco Unified CM Administration
CISE0 o Cisco Unilied Comminications Solutions comadministraior

Eystem »  Cal foutng »  Nediafesources »  VoiceMal »  Device = *  lUser - . Help =

Find and List Common Phone Profiles
G ddd tew

S — _—

Find Common Phone Frafile whare Name * begins with = [Find] [ Clear Filter | [ 40 EI
WO active quary. Plaase enter your seasch critenia using tha cotions above.

adanen

Step 2  Click the Find button to display all the phone profiles of which Cisco Unified CM knows or use the
filter fields at the top of the page to narrow your list of profile results before clicking the Find button.
The Find and List Common Phone Profiles page refreshes.

RPmeeatl Cisco Unified M Administration - G0

whaly  Cisco Unified CM Administration

EISC0  por Cisco Unificd Communications Sohutions. e
System = CalFoutng + NedisAssources > WaoceMal = Device = v User - ¥ Help =
Find and List Common Phone Profiles
G asinew |11 seecar (1] cearar g Deets Sesctes

Status
[ 1 recards found ‘

Rows per Page 50~ |

Common Fhone Frofile  [(1-10f1)

Find Common Phone Profile where Name v | begins with [Fing] [ claar riter | (4 |[=]
- [em— DsCripticn Copy
r Standard Common Fhone Profile Standard Comman Phane Profile i)

[ add wew || Selectall || Ciearall |[  Deiste Selected |
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Click the Name link of the profile in which you want to enable web access. Make sure you select the
profile that applies to the phones where web access needs to be enabled. The Common Phone Profile
Conlfiguration page for that phone appears.

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

atlaale
cisce

Systam = Cal Bouting -

Common Phone Profile Configuration

R ES xm [ conv %m & Apply Cony 13 Ak Hew

Macis Resources ~  Voice Mal ~  Davics v Appicalion ~  User Wanagemant ~  Bulk Asminstration -~ Help =

Cisco Unified CM Administration « §iGo|

ccmadministrator

LEETENNNNUESY Back To Find/List

Status
Status: Resdy

— Comman Phone Profile Information
Niame* Standard Comman Phane Profile
Descriotion Standard Comman Phane Profile

Local Fhone Unlock Password

DND Option *

[7] Enable End User Access to Phone Background Tmage Sesting

Ringer Odff b
DND [ncaming Call Mert*  Beap anly >
Peature Control Policy < Nane = 2

— Secure Shall Information

Secure Shell User

Secure Shell Password

Always Use Prima Line for Voice Message® pefault

— Phane Per i Information
Phone Personalization * Default o
Always Use Prime Line* Default -

Enabla/Disable USE Classas

Services Provisioning® Dafault =
— Product Specific C Layout
'? Param Dvarride Comman Saitings
Back USE Fort" Enabled v
Side USS Port™ Enabled ¥
Cisoo Camera® Disabled = F

Mass Storage
Human Interface Device

soio * Diisabled - &

Bluetoath * Enabled - B

wifi * Enabled - N

Bluetcoth Profiles® ’ﬁ r
Human Interface Device

Jein And Direct Transfer Policy * Same line, scross line enable = &

Settings Access® Enabled - F

video Capabilites® Digablisd -

Web Access” Enablad - <

Load Server

RTCP* Disabled - .

Paer Frmware Sharing * Cisabled -

Ciggo Discovery Protocol (COP): Switch Port® Enabled -

Cisca Discovery Protocol (COP): PC Fort™ Enablad -

Link Layer Discowvery Pratooal - Media Endpaint Discover (LLOP-MED): Switch Port™  prabled - B

Link Layer Discovery Pratocal (LLDP): PC Part® Enabled - B

1PV Load Server B

BOZ. 1x Authentication™® User Cantrollad -

Days Display Not Active lsurdey F
:-?;‘::\r i

Display On Time 07:30

Display On Duration 10:30

Display 1die Timecut 01:00 .

HTTPS Servar” hétp and https Enabled -

@ *- indicates required item.
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Step4 Scroll down to the Product Specific Configuration Layout area and select Enabled from the Web Access
dropdown menu.

Step5 Click the Save button.

~

Note You will need to reboot your phones for this change to take effect; however, you will also need
to reboot your phones after performing the steps in “Set Your Authentication URL” on
page 8-40. If you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 8-43.

Enable Web Access for Individual Phones

Use the following steps to enable web access for individual phones.

Step1 Go to Device | Phone. The Find and List Phones page appears.

dliih,  Cisco Unified CM Administration Na 2 Cisco Unified CM Administration |« JGo
EISTO  Fyr Cisco Unified Communications Solutions

cemadministrator  About Lagout

System = Colfioutng v lMedafiesources »  VoceMal v  Oevios »  Apglcation v User Managemest v Buk Admnbémtion +  Help v

Find and List Phones CEIRTES RS Actively Logged In Device Report v.fw!
G add tiew

p—

Find Phons where | Device Name | bagins with w0 &*

Select itmm or enter cearch text

%o active quary. Plesse enter your search criteris usng the cptions above.

Al N
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Step 2  Click the Find button to display all phones of which Cisco Unified CM knows or use the filter fields at

the top of the page to narrow your list of phone results before clicking the Find button. The Find and
List Phones page refreshes.

alinln  Cisco Unified CM Administration gl Circo Unified ©M Administration MJGO
CIS€0 . Cisco Unified Communications Solutions e e
Systém « CalAoulivg » Nedia Aedources =  Vioce Wal + Deviegd » i v User - Buk * Hep w

Find and List Phones LT TV Actively Logged In Device Report & @

G sdghew [T ssecm g Dot seected @y Ruset sencied

Status
r 78 records found |
| Phone (1 - 25 of 75) Mwmd_zs_v
Find Phane where -_Dlvict Nama Vg.bulgms with ".I o E
Select iterm or enter search text »

| | Device Mame(Line] * Cmscnpbon Cavics Posl Cavice Protocsl Statun P Address Copy  Super Copy

- L‘i ATHI3 Dafault sCCR Ragistarad with iptapps-comi1pub 17230237311 Y ¥

r ! ATADDIIEBCEABEN Auto 600LE Deafault SCCP Unknawn Unknoan 1} [l g

r E‘ ATAZIEBCEARGAD] Auto £001S Deafault SCCP Unknawn Unknoan 15} [l g

r fi CTIFCRNICH Desfoult scep Unknawn Unknown Y i

r ﬁ 1SNkl 1EMick1 Default scce Unknawn Undnown 1Y I

™ if; ICKIcks ICMicka Dafault SCCP unknawn Uriknoamn Iy i g

ropgy o 1CHick3 Dafault sccP Unknown Unkncan [N 2

r fi LNk 1CMiekd Deafault SCCP Unkisawn Uniknemn 1Y ¢+

r ﬁ ICHeckS ICHickS Deafault scohR Unknawn Unknown Y i g

r i‘ﬁ ICHickE 1CMicks Deafault SCCP Unknown Uniknosn 1) ik g

r ﬁ lessCTI1 JessCTIL Default SCCP Unkrawn Unknosn Iy ¢

r gy lscm JassCTIZ Dafault sccP Unknown Unknewn n o

r ﬁ lessRCCT] Defaul SCCP Unknawn Uniknown [} I

r ,ﬂi KabelCl Deafault sccp Unknawn Unkngan (Y I

r ?‘; KatelS3 Cesfault sccP Unknawn Uniknioan 16} s g

r ﬁ Eatelc3 Default SCCR Unregisterad 172.30.237.200 1Y i g

r fi Katm]ge Dafault sccP Unragistared 17230227200 [y ¥

r fi PeteCTli PeteCTI1 Deafaylt sCCP Registerad with iptapos-cemS1pub 172,30.227.211 [ I

r fi PeteCT12 PrteCTI2 Default scep Registerad with iptapps-comBlpub 172,30.227.211 B s g

r ?ﬁ RaiCallalart RajCallaler:  RailnformeCast sccp Unknawn Uinknown Y i d

r ﬁ RaiCTIFort RajCTIFort Eajlnfermatast SCCP Unknawn Unknomm (I} [l d

r f; BafCTIPer; RAjCTIFORZ  RailnformacCast — SCCP unkngwn unknown [y [ d

r &“ BaiCTIPnA3 REICTIPet3  RailafgemaCast — SCCP Unknawn Uriknewn (1] I

r E'ﬁ RaiCTIPortd RajCTIPortd  RailnformaCast scrp Unknawn Unknown 1) I

r §  seRocoerseree Auto 80037 Ceafault scce Unknawn unknewn 13 i

[(ada waw | [ Selez Al | [ Ciear &l | [ Calete Selected | [ Reset Seacted | M4 [GEz |efz pM
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Step3 Click the Device Name link of the phone in which you want to enable web access. The Phone
Conlfiguration page for that phone appears.

aliali  Ciseo Unified CM Administration [ERETEEN Cisco Unified CM Adrmanistration i Gal

C15C0  por Cisco Unified Communications Solutions

ccmadministrator About Logout

System w  Cal Aguting =  Media Assources ~  Vioce Mal »  Devis - - Usar *  Bell - Hels v

Phone Configuration Related Links: R C a0

e Hsoor [ cor By o s

Status
|_ Status: Raady

Tnfarmation Phaivi Ty
T T — Product Type:  Cisco 7937
Device Protocol: SCCP
1 emaine [1]- 60028 (no parition]
2 Hone r— Device
3 Gga =p Registration Unknerwn
IP Address Unknewn
4 Gmidd s new S0 MAC Address* D004F2ESTFi4
s Gpadd s news0 Descrigtion Auta £a028
" Tow Add & new Bievice Poal® DCafault | i il
71 Common Device Configuration | < None » | view Detals
o Phona Button Template* - Mot Selpcted - v
Seftkey Template < None > e
9 GgaddsnewSD 1
Cammon Phons Profile* Standard Comman Fhane Profile bl
10 Sgadd s new SD Calling S=arch Space Ehanes #|
11 G Acd 8 new SO Media Aesource Group List < None > ]
12 GggAdd s new 5D User Hold MOH Budic Source | < Nane » v
Id : Mo "
------- -~ Unassigned dssocisted lbems —-——--—- stk Ho LK fu'dio Scutesl] < Nons: > M
13 *maLine 121 Add o new DY Lzl Hub_None v
1 Gy User Locale < None > "E
Metwork Locals < None = ]
15 Priva 5 |
oy Buit In Sridge® Defauk o
15  HNone 3
Frivacy Defaul *
Device Mobility Mode® Delault | Vigw Current Dewi il i
Gwner User 1D « Nene = -

Phone Laad Name

[1gnare Presentstion Indicators (internal calls only)
[l allow Control of Dewice from CT1

[ Leged Trte Hunt Group

Oremcte Device

— Prodict Spacific Configuration Layosut

Settings Access™ En_ipled

b4
Gratuitous ARP™ Enabled v
PC Voice VLAN Access® 'E,..,;M v.
Web Access™ Erabled 3
Load Server
SSH Access™® Disabled |

— [Seue] [Deiete | [Copy] [Reset] [Addnen |

@ ¥. indicates reguired item.
*%. Bevice reset is not reguired for changes to Packet Capture Mode and Packest Capture Buration,

@ **¥Note: Security Profile Contsins Addition CAPF Settings.

Step4 Scroll down to the Product Specific Configuration Layout area and select Enabled from the Web Access
dropdown menu.

Step5 Click the Save button.
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Note You will need to reboot your phones for this change to take effect; however, you will also need
to reboot your phones after performing the steps in “Set Your Authentication URL” on
page 8-40. If you have a lot of phones, this process can be time-consuming. If you only want to
reset your phones once, wait to do so until prompted in “Reboot Your Phones” on page 8-43.

InformaCast Virtual Appliance Basic Paging
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Set Your Authentication URL

When InformaCast sends broadcasts to your phones, it needs to be able to push commands to them,
which requires that you point Cisco Unified CM’s Authentication URL to InformaCast.

Step1 Go to System | Enterprise Parameters. The Enterprise Parameters Configuration page appears.

wlial,  Cisco Unified CM Administration ~ B Cisoo urnified Cha admirstraton
= For Cisco Unified Communicstions Soluticns comadministrator a

Sysbas - - M - Featurss ~  Device - - - Bk - Heip -

Enterprise Parameters Configuration

[ e e ——

| [ P ——— |

rE prize Para pS
e Bt aliom P—
ST aa-ucmizn StandaloneCluster
" i Trace * 1= 12
for B = = = defauis GScP (0DOODO) ~ default DSCP (D0OCOD)
DSCP for Phone Confauration ® [« DSCP (01 1600) ~ CS3(precedence 3) DSCP (011000)
DSCP for Cisco Calim, 20 Device Interface * [CE3{precedence 3) DSCP (0116001~ ©S3{precedence 3) DSCF (011000)
s ctine soni ration * 1z0
Aukn Begistration Bhone Srosocol * - scce
2 istration Legacy Mode * ~ Faise
F For Cal Lists * ~ Disabled
Adwertise G.722 Codec * ~ Enabled
Ehone Perzonslization * = Gizanizd
Scneccs Prowssacina. Internal = Internst
Esnturs Contral Pracy < Mone > ~
¥i-Fs Hotnpob Brofile = Mone > =
IMS Inter Ooerator 1d * IMS Erter Operator Identification THS Tnter Operator Tdentification
BT Lookup Policy [Cose Sensitive ~ Case
[ CCMAdmn
Biox List Box ftesns * 250 250
Bax Logkus Items * 10006 1000
Enable Deeendence Records * Trus - Faise
Sute select DY o0 aoe Bartdan * Faize -~ Faize
v
Cluster Securey Mode * o
LM Secucte Modge * irzecure ~]  Insecurs
CAPF Phons Port ™ 3304 o
CAPF Ooerntion Expires in (does) * 1o 10
IETE File Sienaters Algacthm * SHAa-1 - SHa-a
Enakls Cashina* Trus ~  True
Suthentication Method for APL Browses Sccess Bazic ~| Basic
TLS Cighers * Al Ciphers REA Preferred <] AN Ciphers ASA Preferred
SETP Ciphers * Medium- AEAD AES-256 GOM, AEAD AES-128 GOM opf | ANl Supporied Ciphers
HTTPS Ciphers * ASa Cphers Only ~|  RSA Ciphers Only
m o i r
FPhane URL
WEL Authentication
R 1o/ 8-uCm 120-Dub. Singlewire.lan B0/ comon xmider
WEL Idic
WEL tdis Tims o a
UEL [nformation hetpe// @ ucm 120- pub.singlewire Ian: 8080, comop) GetTel
WEL Messages
1P Phone Prosy sddeens
WEL Secvices htto:// aa-ucm 120-pub.singlewire.lan: B0B0/ comon/ getser
[ Secure Phone URL
Secure sutheatication LB
Sesuss Dumctare WAL LML) httos://aa-ucml 20-pub.singlewere.lan: 8443/ comon mild
Secure Contact Scorch LSS (UDSY hetpas,/oa ucmi 20-pub singlewire 8n: 8443 cusm - uds/es
Secure pdis wR
Secure Information UBL hilps://aa-ucmi 20-pub.singlewre.lan: 8 £43/ comeip/ GetTe
Secuce Messagss URL
Secure Secvices WAL hetps:/ aa-ucm 20-pub
Cisca Alias
DSCP fov LDAP (8l services useng Directore Musmber Alipy Gl BECH (GOGGH0Y %]  defsult DSCP (D0ODDO}
mort)
FSS0 and GAwth Configurat
Difuuth Access Token Expiry Timer (minutes) ™ = so
Dauth Refresh Token Expiry Timer (daes) = so
# ?
for 08 * Use embedoed browser {Webvisw) ~|  Use embedded browser (Webiiew)
b in Flow * | Dizabied _ - Disabled
for BTHT * e =] True
[Save | [Setto Defauit | [ Reser | [Apsiv confio

@) = indicares reauiced e

@D " ~The Scr-to-Defaut button restores all parameters that have been modiied to thelr ariginal default vakies.

~

Note Once you make this change, InformaCast must be running when any XML push application is
used, because the phones will query the InformaCast authentication server.
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Scroll down the page to the Phone URL Parameters area.

Make a note of the URL in the URL Authentication field. You may need this in “Add a Cisco Unified
CM Cluster” on page 9-1.

Enter http:/ /<InformaCast Appliance IP Address>:8081/InformaCast/phone/auth in the
URL Authentication field, where <InformaCast Appliance IP Address> is replaced with your
InformaCast Appliance’s actual IP address.

~

Note The URL is case sensitive, so make sure that the I and C in the word InformaCast are
capitalized.

Scroll to the Secured Phone URL Parameters area and enter http://<InformaCast Appliance IP
Address>:8081/InformaCast/phone/auth in the Secured Authentication URL field as well.

Click the Save button.
~

Note You must reboot yout phones for the new authentication URL to take affect. See “Reboot Your
Phones” on page 8-43.
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Set the Authentication Method for API Browser Access

~

Note

You only need to perform the steps in this section if you are using Cisco Unified CM 11.5.1 or later

InformaCast uses API services in its communication with Unified Communication Manager. In order
for this communication to work propetly, you need to set your authentication method for API browser
access to Basic.

Step1 Go to System | Enterprise Parameters. The Enterprise Parameters Configuration page appears.

B Cisoo urnified Cha admirstraton

wlial,  Cisco Unified CM Administration
cisco

For Cisco Unified Communicstions Soluticns comadministrator Aot

Sysbems = Cal Fowtng w  Medis Resowces w  Advenced Festures ~  Device = - u - Bk -~ Heip -

Enterprise Parameters Configuration

) 5= £ setioeran Gy Aeset  # Appiy Conag

| [ P ———

rE = Para: <
?
aranaeter A Earameter valoe Siggestmd
T aa-ucmizo StandaloneCluster

ASA Cophers Only

" s * 1= 12
P for B = swices * defauis GScP (0DOODO) ~ default DSCP (D0OCOD)

DSCP for Phone Confaurstion * €S3{precedence 3) OSCP (011000) ~ CS3({precedence 3} DSCP (011000)
DSCP for Ciaco Calim, e D Interface * CE3{precedence 3) OSCP (011600) ~ CS3{precedence 3) DSCP (011000)
Conrection Manitor Duration * T - 120
Suro Registration Phons Srotocel == = scce
Ee istration Legacy sods True ~ Faise
BLF For Cad Lists ® Disabled -~ Disabied
Advertise G.722 Codes * Enabied = Enabled
Ehone Perzonslization * Drsabied ~ Gizanizd
Senaces Prossooing. ™ Internal ~ Internal
Esaturs Control Bokor = renme = -~
Wi-Fa Heotspat Profile [= Mone > e
IMS [nter Operstor 1d ® IMS Inter Operator Identification TMS Inter Operstor Tdentification
WEL Lookuo Palice * Case Sensitive ~ Case
[ CCMAdmn

Biox List Box ftesns * 250 250

Bax Logkus Irems * 1600 1000

Enable Dependence Records * True -~ Falze

&atn sclect DM on anv Postton Faise - Falme

Cluster Securdty Mode * o

LM Secucte Modge * irzecure ~]  Insecurs

e = 3904 3804

CAPF Operation Expires in (deves) * 10 o

IEIE File Signature Algacithm * SHA-1 -~ S

Enable Caching.* True =] Tue

A i n 14 o = > Basic =] Basmc

TLS Cinhers * Al Cophers RSA Prefemed <] AN Ciphers ASA Preferred

SBTP Ciphers * Hedium- AEAD AES-256 GCM, AEAD AES-128 GOM opt W £8 Supperted Cohers

HTTPS Ciphers * 1 RSA Ciphars Gmly

hato:/f a8 -u Cm 120-0ub. Singlew re.lan: S0/ comon xmider

h&tg:/y ga-ucm 120- pub.singlewire.lan: 8080, comop, GetTel

hato:/f aa-ucm 120-pub.singlewire. lan: 8080/ comon/ getser

hatmss//ne-ucmi 20-pub_singlewire nn: 8443 cermoipomid

hitmss// Ga-ucm 30-pub_singlewere_lan: 8243/ cucm-udsus

hatps=// ga-ucmi 20-pub.singlewsre.lan: 8443/ comop GetTe

Secucs Messsges uBL
Exuarn Sepoinsa YL hatos://aa-ucm 20-pub.sindlemre lan: 8443/ cemon/ petae |
Cizca D Alias
DSCP $ow UDAP Call ser mmng beyer default DECP {00ODCT} ~ default DSCP (000000}
mort) ¥
FSS0 and GAsth Configurat
Duth Sccess Token Expiry Timer (minutes) =5 5o
Duth Bedrean Tolen Expire Timer (das) * sa 50
Thar, "
= jor for G * Use embedded Browser (Webview) w|  Use embedded browser (webifiew)
s o Flow * (Cabimd - | Disabied
for BTMT * Toum -] Tue
| seve | | Set ro Defauit | | Ressr Apply Config

@D = incicases raquived ivam.

(=~ rres i i it s et s e v i S S o

Step 2 Scroll down the page to the Security Parameters area.

Step3 Sclect Basic from the Authentication Method for API Browser Access dropdown menu.
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Step4 Click the Save button.

Reboot Your Phones

Enabling web access for your phones and setting your authentication URL both require you to reboot
your phones. There are many methods that can be used to reboot your phones. Use your best judgment

for how and when this can be done in your environment. Some possible options for rebooting your
phones include:

e Bulk Administration Tool (BAT), which allows you to schedule your reboots for off hours and not
deal with manually executing the reboot

e Enterprise parameters, which allows you to reboot all devices in a cluster
e Device pools, which allow you to reboot phones on a site-by-site basis

o Device defaults, which allows you to reboot phones by their model type
e Individual phones, which allows you to do phone-by-phone reboots

This guide will illustrate a popular option for rebooting phones: rebooting by device pool.

Note By resetting the device pool you reset all devices associated with it, e.g. analog ports, voice gateways,
conference bridges, etc. This option is best performed during off-peak hours.

Step1 Go to Device | Phone. The Find and List Phones page appears.

i, Cisco Unified CM Administration EESMRHIN Cisco Linified CM Administration [» GO

CIS€0  pyr Cisco Unified Communications Selutions

cemadministrator About

Eystem = Calfoutng = [lediafesources = Vocelal = Deviee = = Llisar = Buk

 H=p v
Find and List Phones PN e Actively Logged In Device Repart ¥ 5o
G A tew
Fhane
Find Phone where | Device Kame | begins with w & EI

Select item or enter s=arch text

o active query. Flesse enter your search criteris uming the cptions above.

Add Naw |

Step2 Select Device Pool from the Find Phone where dropdown menu.

Step 3 Set the other dropdown menu and field to the parameters most likely to bring up the device pool(s) in
which you’d like to reboot your phones.

InformaCast Virtual Appliance Basic Paging
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Step 4

Step 5
Step 6
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Click the Find button. The Find and List Phones page refreshes with your search results.

alinly  Cisco Unified CM Administration
EISC0  pur Cisco Unified Communications Solutions

[[CREEIRERN Cisco Unified CM Admimstraton T

System ~  Call Routing - - ‘ealures = Device ~ Applicalion =  Liger

Find and List Phones

- Buk - Hep v

Documnertshion

About

Logout

G asmew [T seectan [T clearan Sy eiete setectes Chy mesetsetecies g7 apy Contg 1 Secied

Status

@ 155 records found

Phane (1 -25of 155)

|
Fnd Phone where Device Pogl ¥ | beging with ¥ |licva
Select item or enter search text ¥

Davics Davics
- Nama{Line) * Duscaptian el Pretocal
ﬁ LonficCTIos IrformaCast €71 port =g SCccp
=2 SEPOOIASCETEE2]  Auto 105030 LCuA SCCp
80
?ﬁ LonaeeTII2 Conference Call CTI part ICwa SCCP
f; LomBeaCTIO Call&ware CTT port ICWs SCCP
ﬁ LeefeeCTI0G Conference Call CTI part oA scce
i’ﬁ lenkCecConfis Confersnce Call €T1 port (Jenkins  [CWA SCCR
)
ﬁ LopdreCTIS Conference Call CTT port ICua SCCP
= SEPOOIGOESBEIRA  Auta 105190 ICwa 5CCP
f; LoriBieCTION InfarmaCast CT1 part ICwa sCCP
fs LonBeeCTIi2 Confersnce Call CT1 part Icva SCCP
= SEPOOIE1ISCTOAL  Auto 105032 ICwa 5CCP
s
SEPOJFETFES11RS  Auto 105015 Icws SCCR
=13
1 gi LonBoeCTIAL Confersnce Call CT1 part ji="rY SCCP
= SEPODID4SESSOLS  Auto 105040 Icvs S1F
som
= SEPOCAFCAFETSCA  Auta 105035 1oys SCCP
b
#ﬁ LogubeeCTINE Conferense Call CT1 part LEWA SCCP
ﬁ Londec(TIig Conference Call CTT port ICWA SCCP
{fi LonBipCTI2 InfarmaCast CT1 part Icus SCEP

add Mew | Select &ll || Clear 48 | Delete Selected || Reset Selected || Apply Config to Selected |

Lrind || Glear Fitar || d || =

Shahas

Aegistersd with ga-ucmigs-
pub

Registered with ga-ucm105-
Py

Registered with ga-ucmi05-
pubk

Hone

Unregistered

Hone

Registersd with ga-uem105-
pub

Registered with ga-ucmi0s-
pub

Regictered with ga-ucm105-
pub

Unregistered

Registered with ga-ucm105-
mub

Registered with ga-ucm10E-
pub

Unregistered

Registered with ga-ucm108-
pulb
Registered with ga-ucm105-
puly
Registered with ga-uem105-
pub
Registered with ga-uemi0s-
pub
Ragistered with ga-ucmi0s-
pub

Rows per Page 15 %

BBt Acldrads
172.30.337 338
AIA0.223.0
172.30.227.226
Kone
172.30.223.3
Hone
172.30.227.226
172.30.227.74
172.30.223.3
172.30.223.3
A72.30:327.32
13230327 81
172.30.220.3
173,30.337 37
AT30.222.8
172.30.227.226
172.30.227.226

172.30.223.3

LR Go | |1

ﬂ@ﬂﬂﬁﬁﬁﬁﬁﬂﬂﬁﬂ@ﬂﬂﬂﬁ;

ﬁﬂﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁg{

af7 kM

Select the device pool(s) that house the phones you’d like to reboot.

Click the Reset Selected button. The Device Reset dialog box appears.

Device Reset

Ty, Mo

r Status
@ Status: Ready

rReset Information

Selected Device: 1 devices selected

I & dewice i rok registered with Cacs Unified Communications Manager, you cannol resst of restart o, If &
dewice is registered, to restart a device without chutting it down, click the Restart button. To shut down 2
dewece and bong it back up, click the Reset button, To return o the prevsous window without
repatting/restarting the device, cick Close.

Note:

Resetting a gateway/trunk/media devices drops any calls in progress that are usng that
gateway/trunk/media devices, Restarting a gateway/medss devices tres 1o preserve the calls in progress that
are using that gateway/media devices, if possible, Other devices wait until calls are complete before
restarting o resetting. Pesetting/restarbng & H323 device does not physically reset/restart the hardware;
only reintializes the configuration loaded by Csco Unified Commanications Manager,

Step 7  Click the Reset button. Your phone(s) will reboot.
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Test Your Phones
Rebooting your phones should have caused them to pick up their new settings. You can verify their new

settings through a web browser.

Step1 Go to Device | Phone. The Find and List Phones page appears.

aliln Cisco Unified CM Administration
BISE0 o Cisco Unified Communications Solulions

System w» Calfputing »  iledia fiesources »  Vocelisi »  Oevios »  Appication «  User Management »  Buk Admnistraton +  Meip =

Find and List Phones LT PP FRATER Actively Logged In Device Report vlt’wi

G add tew

%] begins with_ % [Eind] (Ciear Fiker (] [=]

Select item or enter search text W

Find Phone whare | Device hama
%o active quary. Plesse enter your search criteris usng the cptions above.

Step2 Use the dropdown menus and fields to filter for a phone that should have picked up your new settings.

Step3 Click the Find button. The Find and List Phones page refreshes with your search results.

LR EUERN Cesco Unifsed CM Admirsstration ¥

alily  Cisco Unified CM Administration
CISC0  pur Cisca Unified Comminications Solutions

cemadminist rator Search Documentation About Logout

System ~  Call Rooting » - malures w  Device v
TN Gl Actively Logged In Device Report ¥ [l Go

Find and List Phones
G addtisw [T sewctan
- Status

@ 1 records found

rQuery T
@ Searching on a directory number may show the same device name multiple times depending on the number of lines configured per device.

[ cuarar g e seectes Qby Resarsascies 2 apy coatigto Sekces

Phone (1-1of1}

¥ § agheni with ¥ B108EM el || Chonw Filter,
Sedect item or enter search text ¥

Find Phone where | Darectory Humber

Device Name(line] *  Dwcrigtion  Tpoo®  Exterain Partition it Staba Pt Addrass  Copy ?;_""
i SEPO011SCOPEEI1)  Auto 1ova 105030  [Cu#. SCCP Registered with ga-ucm105- B o
ok 105030 CT10uthound pub

il vy | | Selert All| | cleny A8 J{;Deiste Sxincted. || Ressk Sstected, | L Apoly, Coofig toSelected, |
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Step4 Click the IP address link in the IPv4 Address column. The Device Information page should open in
a new window/ tab. If None appears in that column or the webpage does not display, you most likely
do not have web access enabled for this phone (see “Enable Web Access for Cisco IP Phones” on
page 8-32 for more information).

v Device Information

cisco

Cisco Systems, Inc. IP Phone CP-7960G ( SEP00115C979921 )

Device Information MAC Address 00115C979921
Network Configuration Host Name SEPOI1SC979921
Network Statistics Phone DN 105030
Ethemnet App Load ID Po03gs01SRO02
Port 1 (Network) Boot Load ID PCO303010000
Port 2 (Access) Version S.1(5R.1)
Part 3 (Phone DSFP 4.005.0)[A0]
Device Logs Expansion Module 1
debug Display Expansion Module 2
Stack Stanstics Hardware Revision 43
Status Messages Serial Number INMOS241GDV
Sireaming Statistics Model Number CP-7960G
Codec ADLCodec
Amnps SV Amp
C3IP0 Revision 1
Message Waiting NO
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Step5 Click the Network Configuration link. The Network Configuration page appears.

nllltllla
CisCo

Device Information

Network Configuration

Network Statistics

Network Configuration

Cisco Systems, Inc. [P Phone CP-7960G ( SEPMI115C979921 )

DHCP Server
BOOTP Server
MAC Address
Host Name
Domain Name
IF Address
Subnet Mask
TFTP Server 1
Default Router 1
Default Router 2
Diefault Router 3
Default Router 4
Default Router 5
DNS Server 1
DNS Server 2
DINS Server
DNS Server 4
DINS Server 5
Operational VLAN Id
Admin. VLANId
CallManager 1
CallManager 2
CallManager 3
CallManager 4
CallManager 5

Information URL htip: 8080 cemeip/ GetTelecasterHelpText.jsp
Directories URL htip: 8080 comcip xmidirectory. jsp
Messages URL

Bervices URL http: B080 comeip getservicesmen . jsp
DHCF Enabled Yes

DHCF Address Released No

Alternate TFTP Yes

Erase Configuration NO

Idle URL

Tdle URL Time ]

Authentication URL htpeif =308 1 InformaCast’ phone’auth
Proxv Server URL

PC Port Disabled NO

Web Access Enabled

Connection Monitor Duration 120

PCVLAN ]

Reverting Focus Priority Higher

No
00115CoT0021
SEP00L15C97992]

singlewirelan

qa-ucm]05-pub Active

Step 6 Scroll down the page until you come to Authentication URL. It should list the IP address you entered
in the URL Authentication field in Step 4 on page 8-41. If it does not, see “Set Your Authentication

URL” on page 8-40.
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Configure Host Trust

Note

Step 1

Similarly to a web browser, the Java virtual machine (JVM) on which InformaCast runs has a trust store,
which is a collection of root certificates from trusted Certificate Authorities (CAs) like DigiCert or
Symantec. InformaCast uses its trust store to establish trust with hosts it talks to over SSL or TLS. The
InformaCast trust store is seeded with root certificates included by Oracle in the JVM.

In the System Certificates area on the Settings page, you can configure InformaCast to blindly trust the
hosts with which it communicates, i.e. automatically import all SSL certificates presented to it by other
hosts, or you can require InformaCast to validate certificates for all outbound communication via SSL
and TLS. If you choose to validate certificates, for each SSL- or TLS-secured host you connect to,
InformaCast will reject connections to that host until you import the certificate that host presents.

There are several areas within InformaCast where certificates can be imported:

e The Cisco Unified CM cluster. You can see which Cisco Unified CM certificates are currently
trusted, whether automatic certificate importation is enabled/disabled, and select which cettificates

should be imported for use in future SSL/TLS communications between InformaCast and Cisco
Unified CM.

o SIP certificates. SIP functionality is handled separately within InformaCast and unaffected by the
System Certificates area (see “Manage SIP Functionality” on page 8-56 for more information).

InformaCast will only negotiate an SSL session with a host that supports AES cipher suites; negotiation
with hosts that support only 3DES will fail.

Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings 7]

« Genaral Configuration

Backup w
System Certificates w
Pre-Login Banner

Post-Login Banner
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Step2 Expand the System Certificates area, if it's not already visible.

System Certificates ~

Auto Import

Determines whether ar not certificates from features such as Cisco Unified Communications Manager Clusters and Inbownd Email will
automatically import certificates

Certificate Auto Import: Enabled

TOGGLE AUTO IMPORT CERTIFICATES

Server

Mote: Secure SIP calls do not use this certificate. They use the InformaCast certificate in the SIP Cerdificates Keystore instead

DOWNLOAD SERVER CERTIFICATE

Client

Clients (e.g. browsers) use this cerlificate when establishing secure connections with the InfarmaCast server

UPLOAD CLIENT CERTIFICATE

Ho Data

Decide how you want InformaCast to interact with hosts during outbound communication via SSL and
TLS:

e Automatically Import SSL Certificates. Leave Certificate Auto Import listed as Enabled. By
default, SSL certificates are automatically imported, and if you were running InformaCast prior to
InformaCast 12.0.1, this is how InformaCast worked previously.

e Manually Import SSL Certificates. Click the Toggle Auto Import Certificates button so that
Certificate Auto Import is listed as Disabled.

Disabling the automatic import of SSL certificates means you will need to explicitly trust the SSL
certificate supplied by your Cisco Unified CM cluster (see “Add a Cisco Unified CM Cluster” on
page 9-1 for more information).

Manage CTI Security

CTT security involves configuring Computer Telephony Integration over Transport Layer Security (CT1
over TLS) and CTI with Secure Real-Time Transport Protocol (CTT with SRTP). CT1 over TLS ensures
that communication between InformaCast and Cisco Unified CM is secure, and CTI with SRTP

ensures that communication between InformaCast and its Cisco IP phones for Unified CM is secure.

In addition, if you'd like to use InformaCast in Cisco’s Hosted Collaboration Solution for Government
(HCS-G), which is a secure, reliable, and scalable cloud-based collaboration space for government
organizations, you must configure InformaCast with both CTI over TLS and CTT with SRTP.

InformaCast Virtual Appliance Basic Paging
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By configuring a Cisco Unified CM cluster with CTT security, you secure all of InformaCast's CTI
connections (see “Add a Cisco Unified CM Cluster” on page 9-1 for more information).

Howevert, if you don't also install the proper CTT certificates for InformaCast, your broadcasts will fail
(see “Install a CTI Certificate” on page 8-51 for more information).

Before completing the following steps, ensure:

e You have a properly configured Cisco Unified CM 12.5.1 SU 1 or later with JTAPI 12.5 or later
installed

e You're running Cisco Unified CM in mixed mode

e The phones that will receive InformaCast's broadcasts are supported Cisco IP phones for Unified
CM

A CTT over TLS connection to a Cisco Unified CM through certificates signed by third-party
Certificate Authorities cannot be established without Cisco Unified CM configuration modifications.
Please refer to Cisco issue CSCuc76331, which contains several work-arounds to this issue, one of
which you will need to apply before continuing.

Enable the Send Commands to Phones by JTAPI checkbox (see “Set JTAPI or HTTP
Configuration” on page 9-7 for more information).

Ensure that InformaCast’s application user has the Standard CTI Allow Reception of SRTP Key
Material and Standard CTI Secure Connection roles assigned to it (see “Create an Application User”
on page 8-28 for more information).

Check that a CAPF profile is associated with your InformaCast application user (see “Create an
Application User CAPF Profile” on page 8-31 for more information).

Declare an outage window and ensure that it falls outside of regular business hours. The following steps
will cause service interruptions.

Make sure the Use Secure Connection checkbox is selected and the Cisco Unified CM CAPF
Address, Cisco Unified CM CAPF Port, Cisco Unified CM TFTP Address, and Cisco Unified
CM TFTP Port fields are configured for your Cisco Unified CM cluster (see “Add a Cisco Unified CM
Cluster” on page 9-1 for more information).

You may see an error when you click the Save button on your Cisco Unified CM cluster. This error will
resolve itself once you install CTT certificates discussed in Step 6.

Install the proper CT1 certificate for InformaCast (see “Install a CT1 Certificate” on page 8-51 for more
information).

Restart the singlewireInformaCast service (see “Restart a Service on the InformaCast Appliance” on
page 13-10 for more information).

Verify that you have a secure CTT connection (see “Verify a Secure CTI Connection” on page 8-55 for
morte information).
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Manage CTI Certificates

Once you've configured a Cisco Unified CM cluster with CTT security (see “Add a Cisco Unified CM
Cluster” on page 9-1 for more information), JTAPIL is used to install the certificates required by the TLS
connections made between InformaCast and Cisco Unified CM.

Install a CTI Certificate

JTAPI is used to install the certificates required by the TLS connections made between InformaCast
and Cisco Unified CM.

Ensure you complete the steps in this topic before the date specified in the Operation Completes By
tield of your CAPF profile (see “Create an Application User CAPF Profile” on page 8-31).

Step1l Go to System Administration | Telephony | CTI Certificates. The CTI Certificates page appears.

CTI Certificates %)

< Telaphony

Certificate Management

INSTALL NEW CERTIFICATE

Mo Data

InformaCast Virtual Appliance Basic Paging
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Step 2  Click the Install New Certificate button. The Install CTT Certificate page appears.

Install CTI Certificates (7]

¢ Telaphony « CTI Certificates

General Details

Installation of CTI certificates requires Unified Communications Manager 12.5.1 53U 1 or later running in mixed made.

3804

69

Step3 Enter the name of the application user you created in “Create an Application User” on page 8-28 in the
Application User field, e.g. ICVA.

CANCEL SAVE

Step4 Enter the application user CAPF profile instance ID you created in “Create an Application User CAPF
Profile” on page 8-31 in the Application User CAPF Profile Instance ID field, e.g.
InformaCastCAPFProfile.

Step5 Enter the authentication string you created in “Create an Application User CAPF Profile” on page 8-31
in the Application User CAPF Profile Authentication String field.

Step 6 Enter the IP address of the Cisco Unified CM you're using as a Certificate Authority Proxy Function
server in the CAPF Address field.

Step 7 Enter the port number at which your Cisco Unified CM is listening for CAPF communication in the
CAPF Port field. The default is 3804.

Step8 Enter the IP address of the Cisco Unified CM you're using as a TEFTP server in the TFTP Address
tield.

Step9 Enter the port number at which your Cisco Unitied CM is listening for TFTP traffic in the TFTP Port
field. The default is 69.

InformaCast Virtual Appliance Basic Paging
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)
Note The field values in Steps 4 through 9 should match the values you entered when you configured
a Cisco Unified CM cluster.

Step 10 Click the Save button. Your certificate is installed.

View an Installed CTI Certificate

Once you've installed a CTI certificate, you may need to view/verify its information.

Stepl Go to System Administration | Telephony | CTI Certificates. The CT1 Certificates page appears.

CTI Certificates 7]

« Telephony

Certificate Management

INSTALL NEW CERTIFICATE

Cisco Cluster SAp

InformaCast Virtual Appliance Basic Paging
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Step2 Click the More | View icon of the CTI certificate you want to view. The Certificate pop-up window
appears and you can see your CTT certificate's information.

Certificate

[e] versige: 3
serlalisber: 53

Iccusrtn: Cold,Oefinglewire, SUss, CeCAPE - Co4b8)

Start Debe: Wed Dec 11 29:38:11 5T
Final Dete: Mon Dec @9 99:38:18 ST

: RS54 Public Key

public exponent: leeed

Signature Algorithm: SHAZGEWTTHASA
Signature!

RISTETRAEFCFRCCTRRR D iTiBeadE
f543BE7TEEc b 98abdcezsdadf B0dERT

Igls

2824

8, STeisconsing, LeMadicon

¢ ColiS  Oesinglewire, UsQa, STellsconsing, LeMadi son, Che=CTI-54p

2885563 15444000BRSA25abRRAb RIS

25

baafflsiafsscabfazszzdocflfaaondatecTabe

5dff15e52r5adeeashes3To 7126180

Extensions:
criticalitres
criticalifalse

objectIdentifier(1.3.6.1.5.5.7.3.1
1.3.8.1.5.5.7.3.2
5.7.3.5

Step3 Click the OK button when you are finished.

¢ Bual
value = Sequence
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Delete an Installed CTI Certificate

As your needs change, you may need to remove installed CTI certificates from InformaCast.

Stepl Go to System Administration | Telephony | CTI Certificates. The CT1 Certificates page appears.

CTI Certificates 7]

« Telephony

Certificate Management

INSTALL NEW CERTIFICATE

Cisco Cluster SAp

Step 2 Click the More | Delete icon of the CTI certificate you want to remove. The Delete CTT Certificate
pop-up window appears.

Delete CT| Certificate X

You are aboul 1o debete the CTI Certilicals associated with Cisco Gluster. Deleting this
CTl Cedificala will permanantly rémove # from InfarmaCast

CANCEL OK

Step3 Click the OK button. The CTT certificate is deleted.

Verify a Secure CTI Connection

Once you have completed all the requirements and steps in “Manage CTI Security” on page 8-49, the
last step is to verify that you have a secure CT1 connection.

Step1  Go to Home | Overview and scroll down to the Cisco Unified CM Clusters area.

Clsco Unified CM Clusters

Cisco Chuster Yas 11.5.1.21900-40

InformaCast Virtual Appliance Basic Paging
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Step 2  Verify that Yes appears in the CTI Provider Secure column.

Manage SIP Functionality

SIP Features

Note

Connection Path

In order to use DialCasts (see “Manage DialCasts” on page 10-1), you must first configure Session
Initiation Protocol (SIP), which provides InformaCast with the capability to receive SIP calls, allowing
other SIP devices, such as those managed by Cisco Unified Communications Manager, to locate and
call InformaCast.

InformaCast’s SIP functionality provides these important features:
e Access control. Controls the devices from which InformaCast will accept SIP packets.

e Authentication of incoming requests. Allows incoming SIP requests to be authenticated using
digest authentication.

e Secure signalling. Enables the exchange of SIP messages in a secure fashion by using the
Transport Layer Security (TLS) protocol.

e Secure media. Used in conjunction with secure signalling, enables the exchange of RTP packets
and DTMF tones in a secute fashion by using Secutre Real-time Transport Protocol (SRTP).

e Authentication challenges. Enables InformaCast to respond to authentication challenges issued
by telephony providers when sending a request.

If you are running Cisco Unified CM in mixed mode and you want calls to and from InformaCast to
use encrypted media, you must configure SRTP support or CT1 security (see “Enable SIP Call Security”
on page 8-88).

When configuring SIP communication between InformaCast and your telephony provider, the first
thing you'll want to do is configure a SIP trunk connection (see “Configure a SIP Trunk Connection”
on page 8-57).

InformaCast Parameters

Once you're done configuring your SIP connection(s), you'll want to set other SIP parameters within
InformaCast:

e Allow/Deny SIP access. Set InformaCast to allow or deny all incoming SIP calls, and add
exceptions to counteract their setting, e.g. deny all incoming SIP calls with the exception of a
certain host or subnet (see “Allow/Deny SIP Access to InformaCast” on page 8-85).

e Enable SIP call security. Control the level of security imposed on the content of SIP calls made
and received by InformaCast (see “Enable SIP Call Security” on page 8-88).

e Enable digest authentication with SIP user credentials. Enter valid credentials for each SIP
realm where you expect InformaCast to be challenged when registering or terminating SIP calls
(see “Enable Digest Authentication with SIP User Credentials” on page 8-93).
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e Manage the SIP stack. Set certain parameters that govern InformaCast's fundamental low-level
SIP functionality, such as transaction handling, dialogs, utilities for SIP headers, maintenance of SIP
timers, etc. (see “Manage the SIP Stack” on page 8-99).

o Restart SIP. Restart the SIP stack to ensure certain SIP changes take effect (see “Restart SIP” on
page 8-101).

Configure a SIP Trunk Connection

Configuring a SIP trunk connection is comprised of three basic components: a SIP trunk security
profile, the SIP trunk itself, and a route pattern.

When configuring a SIP trunk connection, you can choose between a non-secure SIP trunk connection
(TCP or UDP) or a secure SIP trunk connection (TLS).

For a non-secure SIP trunk connection, follow these steps:
e “Add a SIP Trunk Security Profile” on page 8-58
e “Add a SIP Profile” on page 8-60
e “Add a SIP Trunk” on page 8-62
e “Add a Route Pattern” on page 8-83

For a secure SIP trunk connection, the TLS protocol provides secure signaling between SIP endpoints.
Using TLS between two SIP hosts first requires the sending host to make a TCP connection with other
host. Once the TCP connection has been made, the two hosts must agree upon an encryption protocol
and cipher suite to be used when exchanging encrypted data with each other. Next, the two hosts must
prove to each other that they are who they represent themselves to be. This process involves each host
passing its identity certificate to the other host, thereby proving its trustworthiness since a copy of that
certificate already resides in the other host’s cache of trusted certificates. Once these steps have been
successfully completed, the two hosts are ready to exchange SIP requests and responses between
themselves over a secure channel.

It is essential that the InformaCast certificate be downloaded and installed on each host that expects to
use TLS as its SIP transport protocol with InformaCast. It is also essential that a certificate from each
of those same hosts be uploaded to InformaCast. You will also need to create a SIP trunk security
profile and SIP trunk that uses TLS.

When InformaCast is first installed, the key store only contains an RSA self-signed certificate for
InformaCast. Hach certificate in the certificate cache has an alias and a common name assigned to it.
You can see both the alias and common name for each certificate in the Certificates area of the SIP page.

For a secure SIP trunk connection, follow these steps:
e Declare an outage window and ensure that it falls outside of regular business hours.

Exchanging certificates between InformaCast and Cisco Unified CM causes SIP to restart and all
SIP calls to be dropped, i.c. any callers interacting with the DialCast IVR will have their calls
dropped.

e “Create and Install a Signed Certificate” on page 13-125 and “Import a Signed SSL Certificate to
InformaCast's SIP Certificate Store” on page 13-122 (optional)

e “Install the InformaCast SIP Certificate on Cisco Unified CM” on page 8-64
e “Add a SIP Trunk Security Profile That Uses TLS” on page 8-71
e “Add a SIP Profile” on page 8-60
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e “Add a SIP Trunk That Uses TLS” on page 8-74
e “Install Cisco Unified CM Certificates on InformaCast” on page 8-77

e “Add a Route Pattern” on page 8-83

Add a SIP Trunk Security Profile

~

Note

Step 1

Step 2

A SIP trunk security profile specifies the transport protocol to be used in SIP communication, the port
on which to communicate, whether digest authentication should be performed, etc.

If you want to use TLS with your SIP trunk, follow the steps in “Add a SIP Trunk Security Profile That
Uses TLS” on page 8-71.

Open a web browser and log into the administration interface of the Cisco Unified CM server (the
address will be similar to https://<Cisco Unified CM IP Address>/ccmadmin). The Cisco Unified CM
Administration page appears.

alihy  Cisco Unified CM Administration isca Unified CM Administeation [« BGo
[4F 2]
For Cisco Unifiad ot R SRS cemadministrator
System = Calfoutng = ediaflesources =  Vocelal = Oeviee = = Lssr = Buk = W=pw

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
Al rghts reserved,

This product contains cryptographic features and is subject to United States and local cowsntry laws governing impaort, expart, transfer and use. Delivery of Cison cryptographic products
doas nat imply therd-party authorty to import, export, dstribute or uss encryplion. IMPCMYars, expoarters, distributors and users are responsible for compliance with U5, and lacal country
laws. By using this product you agres ta comply with applicable laws and regulations. If you are unable to comply with U.S, and local laws, returmn this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at: b
IF yau require further assistance please contact us by sending email to expart@osc.com.

Go to System | Security | SIP Trunk Security Profile. The Find and List SIP Trunk Security
Profiles page appears.

aliali Cisco Unified CM Administration B8 Cizco Unified CM Administration » JGo
CISTO  Fyr Cisco Unified Communications Salutions

cemadministrator

Eystem = Colfgutng + Nedafesources »  VoocMol »  Devies »  Apglicobon =  User Management »  Buk Admnisiration = Help +

Find and List 51 Trunk Security Profiles
R Add liew

SIP Trunk Security Profile
Find SIP Trunk Security Profile where Name | bagins with (Find | [ Ciear Filter |5 |[ =
No sctive guery, Flesss enter your search citeris using the options abave,
[Cada maw |
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Click the Find button. The Find and List SIP Trunk Security Profiles page refreshes with a list of SIP
trunk security profiles.

all,  Cisco Unified CM Administration RISHPIRY Cicco Unified CM administration = [ G
EISER  pur Cisco Unified Communications Solutions

comadminisirator

System = CalAouting ~ e Assources =  VoceMal = Device +  Appiicalon ~  User Management =  Buk Admnistration = Help =

Find and List SIP Trunk Security Profiles
G acanew |1 s an hy

Status
@ 1 recards found [
51F Trunk Security Profile (1 -Iof1) Rows per Page 30 =
Find 51# Trunk Security Profile where Name * begins with = (Find | [_Claar Filtar_| [ |[ =
- Mama * Dascription Comy
r Non Secure SIF Trunk Profilg Naon Secure SIF Trunk Frofile authenticated by null String i)

[(add wew || Selectall || Clearall |[  Delete Seiected |

Click the Copy icon in the row of your default profile, Non Secure SIP Trunk Profile. The SIP Trunk
Security Profile Configuration page appears.

aliil,  Cisco Unified CM Administration CIMMEE Cisco Linificd CM Administration - fiG8

EIS€0  por Cisco Unified Communications Solutions: L

System =  Cal Aniting =  Medis Assources ~  Voca Mal ~  Davics - -

SIP Trunk Security Profile Configuration Related Links: e Rris L g 3

N ED

Status
I— Status: Ready

— SIP Trunk Security Profile I

Name * Man Secure SIP Trunk Profile
Deserption Mon Secune SIP Trunk Profile authenticated by null Strin
Device Security Mode Non Secure -

Incoming Transport Type®  TopuDP =
Outgoing Transpert Type TCR -
| Enable Digest Authentication
Nancs Validity Teme (mins)®
%.505 Subject Mame
Incoming Fort" 5060
Enable Application Lavel Authorization
" Accept Presence Subscription
Accept Out-of-Dhalog REFER
Accept Unsalicited Neaification
U Accapt Replaces Haader

[save]

@ *. indicates requirad item.

Enter a unique name for your SIP trunk security profile in the Name field, e.g. InformaCast.
Enter a description of your SIP trunk security profile in the Description field.
Select Non Secure from the Device Security Mode dropdown menu.

Once you select a Device Security mode, the Incoming and Outgoing Transport Type fields will
automatically fill with information.

Select TCP or UDP from the Outgoing Transport Type dropdown menu.
Leave the Incoming Port ficld as 5060.

Select the Accept Unsolicited Notification checkbox.
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Step 11 Click the Save button.

Add a SIP Profile

The Early Offer support for voice and video calls parameter, available through a SIP profile, should
be set to Best Effort (no MTP inserted) to ensure efficient SIP call setup and media routing,.

Step1 Go to Device | Device Settings | SIP Profile. The Find and List SIP Profiles page appears.

alln  Cisco Unified CM Administration CENRINY cisico Unified CH Administration ¥

€I5€0  Fur Ciscn Unified Commun ications Solutions: cemadministrator rch Documentatan About Logout

System » CabRouling »  Media Resources =  Advanced Festures = Device » w  LUser -  Bulk = Help =

Find and List SIP Profiles
%mm

SIF Profile
Find 51F Frofile where | Name * | bagins with ¥ | Find | Clear Filter || b || =
He active query. Flesss srter your ssarch criteria saing the cptisni sbove,
Add Hew

Step2 Click the Find button. The Find and List SIP Profiles page refreshes.

aliln  Cisco Unified CM Administration RPN Cicco Linified CM Administration ¥

BISE0  Fur Cisco Unified Communications Solutions: cemadministrator  Search Documentston  About  Logout

Systert » CallRouting =  Media Aessurces »  Advanced Fesbores =  Device = w User »* Buk * Hep =

Fimed and List SIP Profiles

g ssanew ] seectaa [15] clear s immm

Status
’7®8 records found
SIP Profile (1 -8 of 8) Rows per Page 50 T
Find SIP Prafile where | Hame * [begins with ¥ | Find || Clear Filter || o || ==
Maeme = Description Capy
1EVA S1P Profile 1CWA SIP Profile needed for SRTP enabled ICs s}
Dafault SIP Profile [I¥Y
P Trunk Pr Default ST Prafile oy
Standard SIP Profile Default SIP Prafile Ity
Standerd S1P Profile For Cisco VLS Default SIF Profile For Cisce Video Communication Server {15
ndard 51F Profile For TelePresence Conferencin Default 51P Profile For Cisco TelePresence Conferencing 1sY
tandard SIF Profil r Tela® nce Endpoin! Dafault SIP Profile For Cisco TelePresance Endpoint Ty
ndar P Prof r i il 9 Default SIP Profile for Mobile Device I

LA0d New || Selectall || Claar Al || Caléte Selacted |
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Step3 Click the Copy icon in the Standard SIP Profile's row. The SIP Profile Configuration page appears.

alily  Cisco Unified CM Administration RS T Cisco Unified CM Administration ¥

EIS€Q  For Cisco Unified Commun ications Solutions. cemadministrator rch Documentabon About  Logout

System w  CabReuling »  Medid Resources »  Advanced Fasbores =  Device v - User w»  Buk = Halp w
SIP Profile Configuration Related Links: | Go |
D Copy ‘Elm & #ppy Cong cﬂ:muu

- Status

@ Status: Ready

@AII SIF devices using this profile must be restarted before any changes will take affect.

rSIF Profile Inf:

Hame® Standard SIP Prafile

Diescription Default SIP Profile

Default MTP Telephony Event Payload Type® 101

Early Offer for G.Clear Calls® Drisabled b
User-agent and Server header information® [ Send Undied CM Version Information as User-Agen ™
Version in User Agent and Server Meader® | Major And Minar s
Dial String Interpratation™ Phone number consists of charactars 0-9, *, =, anc ¥
Confidential Access Level Headers™ Drisabled hd

Redirect by Application

Disable Early Hedia on 180

Outgoing T.38 INVITE include audio mline

W Fully Qualified Domain Name in SIP Requests
Agsured Services SIP conformancs

SDF Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® | 1145 and a5 v
SOP Transparency Profile < Hone = bl
Accept Audio Codec Preferences in Received Oer® Default hi

Require SDP Inactrwe Exchange for Mid-Call Media Change
ABlow RR/RS bandwidth modifier (RPFC 3558)

F Trunk Specific C

Reroute Incoming Request to new Trunk based on® Hever b
RSVP Ovar SIP® Lacal RSVP ¥
Resource Priority Namespace List <= Mong = w

# Fall back ta local RSVP
SIP Rellxx Options* Dresabled

v

Wideo Call Traffic Class™ Musrd v

Calling Linz Identfication Presentation® Default X

Session Refresh Method® Irwite ¥

Early Dffer support for vaice and video calls® Dasabled [Cefault valus] hd
Erable AMAT

Deliver Conference Bridge 1dentifier

Alow Passthrough of Configured Line Device Caller Informatian
Raject Anorymous Tncoming Calls

Reject Amonymaous Outgaing Calls

Send ILS Learned Destination Route String

Copy | | Resst | | Agply Canfig | | Add Mew

(@) = indicates required item.

Step4 Enter a name for your SIP profile in the Name field, e.g. ICVA SIP Profile.
Step5 Enter a description of your SIP profile in the Description field, e.g. SIP Profile for SRTP.

Step 6 Scroll down to the Trunk Specific Confignration section and select Best Effort (no MTP inserted) from
the Early Offer support for voice and video calls dropdown menu.

Step 7 Click the Save button.
S

Note If you’re configuring a secure SIP trunk, skip to “Add a SIP Trunk That Uses TLS” on
page 8-74. For non-secure SIP trunks, continue with “Add a SIP Trunk” on page 8-62
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Add a SIP Trunk
Use the following steps to create a SIP trunk that uses the security profile you just created.

~

Note If you want to use TLS with your SIP trunk, follow the steps in “Add a SIP Trunk That Uses TLS” on
page 8-74.

Step1 Go to Device | Trunk. The Find and List Trunks page appears.

QEMPECtel Cisco Unified £ Administration - §G0

Cisco Unified CM Administration

atluli

EISC0  por Cisco Unified Communications Solutions i Al
System =  Colfguting »  MediaResources =  VomeMal = Oevies = - User - Buk + Heo v
G A Hew
L Trunks !
Find Trunks where Device Name - begins with = Find| [_Ciear Fiter_| [ 40 | [=
Select item or enter ssarch text =
Mo active guany. Plaase enter your search oitens using the options: above.
[ Add Maw |

Step2 Click the Add New button. The Trunk Configuration page appears.

LERNEIREY Crsoo Unified CM Administration =

alili  Cisco Unified CM Administration
cisco
Far Cisco Unified Communications Solutions o IR

Advanced Fentures = [Device =  Applicsbon =  User Mansgement =  Buk Admimsirstion = Hep =

System = CslRputing »  Media Resources

Trunk Configuration (TP ™ ack To Find/List = JGO)
B e
— Status

@ Status: Ready

— Trunk
Trunk Type® SIP Trunk -

Dewvice Protocal* stR -

Trunk Service Type® “apne|Default) =

~ (]

@ *- indicates required itern.

Step3 Select SIP Trunk from the Trunk Type dropdown menu.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter 8

Configuration Pathways ||

Step4 Ensure that SIP appears as the Device Protocol dropdown menu selection.
Step5 Leave the Trunk Service Type dropdown menu at its default of None(Default).
Step 6 Click the Next button. The Trunk Configuration page refreshes.

.l Cisco Unified CM Administration
EISE0  for Ciscn Unified Communications Salutions

Sysem » CalRoulieg »  Madia Rescorces »  Advanced Feshwes »  Devics »  Applcalion =  Uses Managemenl -  Bulk Adminisatios »  Help w

Trunk Configuration

g 5
Status .
[@ Status: Ready ‘

PPRPYOOY i o inciis + | co |

r Dewice Inf
Product: 1P Trunk
Device Frotocol: S1P
Trunk Service Type Mona{Dafault)
Dievies Name ™
Description
Device Pool® =+ Not Selected = hd
Camman Device Configurstion Mane = v
Call Classification™ K
Media Resource Group List #
Location* Hub_None r
AR Group = Mane > v
Tunneled Protocol® Home v
Q516 Varant® ange v
ASN.1 ROSE OID Encoding® o Change G
Packet Capture Mode * None Es

Packet Capture Duration ]
Madia Terminatian Poant Required
# Retry Video Call as Audio
Fath Replacement Supgort
Trangmit UTF-& for Callng Party Name
Transmit UTF-8 Names in G516 APDU
Unattended Fort

SRTF Allowed - When this flag s checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.
Consider Traffic on This Trunk Secure™® Wh 5

EM Liging bath ¥

Route Class Signaling Enabled® Default il

Use Trusted Relay Point* Default l
PSTN Access

Run On &l Actve Unified CM Nedes

I Routing

¥ pemote-Party-1d
# Asserted-ldentity

Agserted-Type ™ Default i
SIP Privacy® | Default ¥
rInbound Calls

Significant Digts* all L4

Connected Line 1D Presentation® ' Default ki

Connected Name Presentation®  Default ¥

Calling Search Space = Nome > ¥

ARR Calling Search Space < Nane > v

Prefic DN

Redirecting Diversion Header Delivary - Inbaund
5P
— Desti
Destination Address i an SRV
Destination Address Destination Address TP Deskination Port Siadus.
1% SD60 WA

MTP Preferred Originating Codec® 71 v ¥
BLF Presence Group™ Standard Presence groun "
SIP Trunk Securty Profie® -- Mot Selected -~ v
Reroutng Calling Search Space = None = L
Qut-Of-Dialog Refer Calling Search Space | < None = u
SUBSCRIBE Calling Search Space = None = hd
SIP Profile * - Not Selected -- Y | e i
DTMF Signaling Methad™ Ma Praference w

Sawe |

@ *- indicates required item,

@ **- Device reset is not required for changes to Packet Capture Mode and Packet Capture Durafion.
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Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

Step 15
Step 16

Configuration Pathways ||

Enter a name for your SIP trunk in the Device Name field, e.g. InformaCast.

Select the device pool you created in “Create a Device Pool” on page 8-14 from the Device Pool
dropdown menu.

Select the Run On All Active Unified CM Nodes checkbox.

Scroll down to the Inbound Calls area and select the calling search space you created in “Create a Calling
Search Space” on page 8-17 from the Calling Search Space dropdown menu.

Scroll down to the SIP Information area and enter InformaCast’s IP address in the Destination Address
field.

Ensure that the value in the Destination Port field is the same as listed in Step 9 on page 8-59.

Select the SIP trunk security profile that you created in “Add a SIP Trunk Security Profile” on page 8-58
from the SIP Trunk Security Profile dropdown menu.

Select the SIP profile you created in “Add a SIP Profile” on page 8-60 from the SIP Profile dropdown

menu.
Click the Save button.
Proceed to “Add a Route Pattern” on page 8-83.

Install the InformaCast SIP Certificate on Cisco Unified CM

Note

To use the TLS protocol between your telephony provider and InformaCast, you will need to install
InformaCast’s SIP certificate on all nodes in the Cisco Unified CM group used by your SIP trunk’s
device pool (see “Add a SIP Trunk That Uses TLS” on page 8-74 for more information).

TLS certificates are regenerated whenever InformaCast is installed, its IP address is changed, or Cisco
Unified CM is installed, which means the steps in this section will need to be repeated if either
InformaCast or Cisco Unified CM is restored from backup or re-installed, or if InformaCast's IP
address changes.

| Version 14.4.2
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Step1 Go to System Administration | Telephony | SIP. The SIP page appears.

SIP .
¢ Tabaphony

Access |
Certificates

Security V
Stack -r
Credentials J

etan sIP v

Step2 Expand the Certificates area, if it's not already visible.

Cartificates ~

UPLOAD

singlewire lan infonmacast e

Step3 Click the Download icon and save the PEM file to a location accessible to your Cisco Unified CM
server(s).

InformaCast Virtual Appliance Basic Paging
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Step 4

Step 5
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Open a web browser and log into the administration interface of the Cisco Unified CM server (the
address will be similar to https://<Cisco Unified CM IP Address>/ccmadmin). The Cisco Unified CM
Administration page appears.

alihy Cisco Unified CM Administration Cisen Unified CM Administeaticn (v §Go

EISE0 o Cisco Unified Communications Solutions

cemadministrator Abgut

Eystem w» Calfiputng »  iledia fiesources »  Vocelisl »  Oevios »  Appicaton = User Management »  Buk Admnistration +  Heip v

Cisco Unified CM Administration

Copyright © 1953 - 3008 Cisco Systemns, [nc.
Al ghts reserved,

This product contains cryptographic features and is subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisco cryptographic products
doss nat imply third-party authority to import, export, distribute or use encryption. Importars, exporters, distributors and users are responsible for compliance with U5, and local country
laws. By using this product you agres ta comaly with apglicable kaws and regulatians, IF you are unable ta comply with U.S, and local laws, retum this praduct mmediately.

A summary of U5, laws governing Cisco cryptographic praducts may be found at: hitp:,
¥ yau require further assistance plesss contect us by sending smail to expart@cesco.com,

Select Cisco Unified OS Administration from the Navigation dropdown menu and click the Go
button. The Cisco Unified Operating System Administration page appears.

sl Cisco Unified Operating System Administration

BIS€0  For Cisco Unified Communications Solutions

Cisco Unified Operating System Administration

Sysbem version:

Copyright © 1999 - 2006 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not
smply third-party authority to impaort, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U5, and local country laws. By using
this product you agree to comply with appicable laws and regulations. T you are unable to comply with U.S. and local laws, retem this product immediatety.

A summary of U.S, laws governing Cisco cryptographic products may be found at: htto://www.csco comy/ wwlfexpen/ervote/tocl/stgrg himi.
If you require further assistance please contact s by sending email to exportgcisco.com.

InformaCast Virtual Appliance Basic Paging
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Step 6

Step 7

Step 8

Step 9
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Enter your Operating System Administration username and password in the Username and Password
tields, respectively, and click the Login button. The Cisco Unified Operating System Administration
page refreshes.

vlialie  Cisco Unified Operating System Administration Cizco Unified OF Adrmanistration =

BISE0  Fyr Cisco Unified Communications Solutions

Show v Seftings * Securly + Software Upgrades = Services *  Help v

Cisco Unified Operating System Administration

System version:

Copyright @ 1953 - 2008 Cisco Systerns; [nc.
&ll nghts reserved.

This product contains cryptographic features and is subject to United States and bocal cosntry laws governing import, expart, transfer and use. Delivery of Cisco cryptographic products does not
imply therd-party authority to import, export, destribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.5, and local country laws. By using this
produet you agree te comply with appheable laws and regulations. If vou are unable te comply with U.S. and local laws, return this preduct immediately.

starg.html.

& summary of .5, laws governing Cisco cryptographic products may be found at: biio://
T you require further assistance please contact us by sending email to exportcsco.com.

Go to Security | Certificate Management. The Certificate List page appears.

alinh,  Cisco Unified Operating System Administration A Cisco Unified OS5 Administration - §Ga

EISE0  for Cisco Unified Communications Solutions.

cmadministrator

Show = Settings ~ Secudly > SOfware Upgrades ~  Sdrvices w  Help

L:g-‘haamuu Gaupnnﬂ:uum fﬂa Upload ETL Lglgnumur_ﬂi

Find Cartificate List whera Fila Nama - bagins with Fnd) [Cieac rse) (4] (= |
He acbive query. Flasss snbar yaur ssarch critesia using the aptisns abave.

|' Generate s.-i-;-g-nzc'l"| Upload Certificate/Certificate chain || Generate CSR

Click the Upload Certificate/Certificate chain button. The Upload Certificate/Certificate chain
window appears.

Upload Certificate /Certificate chain

Ea upadFre [} Close

— Status
@ Status: Ready

— Upload Certificate
Certificate PR |
Mame

Root Certificate

Upload File

@ *. indicates required fem.

Select CallManager-trust from the Certificate Name dropdown menu.

| Version 14.4.2
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Step 10 Click the Browse button. The Choose File to Upload dialog box appears.

Configuration Pathways

=
{:.-ﬂk..-) | Ml Desktcp » = 'TI P
Organize Mewy folder - |
I Favorites -_:_I:..:___ e P
B Deskiop & Snagiti 1 M
& Downloads _L; Try RobeDema P
&y Recent Places z B Whwere vlenter Co. ut 13 F
) Witware vSphese Cii,
B Deskiop Adebe i
A Lipranes Adebe Creatre Des.., i
*| Documants Adche C55 Design ... ler
a Music Desitop
& Pictures Genenic_PCLE_vI 00 er AM
B videos Metwarking-Toals der
a PCLE_%20.50_Wini(P..
B Computer FH Patch 2 I
& windowsT 05 (03 RoboHelp Batkups It M
s DVORW Drive [E:) ~Sfcemalast UG fo... ’
B Lenove_Recovery () - LI 00 i ¥
Fibe name: | - ,E.jl Files [*.%) -
Open |:' :- Cancel i |

Step 11 Navigate to where you saved the InformaCast.pem file, select it, and click the Open button.
Step 12 Click the Upload File button on the Upload Certificate/Certtificate chain window.
Step 13 Click the Close button to close this window.

Step 14 Perform these steps for each Cisco Unified CM server used by the SIP trunk.

Note The following steps require you to restart Cisco Unified CM. Plan to perform them during a
maintenance window to avoid disrupting your users. Your certificate will not take effect until Cisco
Unified CM is restarted.

InformaCast Virtual Appliance Basic Paging
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Step 15 Select Cisco Unified Serviceability from the Navigation dropdown menu and click the Go button.

Step 16

The Cisco Unified Serviceability page appears.

wlinli  Cisco Unified Serviceability
EIS€9  fkor Cisco Unified Communications Solutions.

Alarm v Trace » Togh = Snmp e Help v

Cisco Unified Serviceability

Copyright £ 1999 - 2008 Cisco Systems, Inc.
Al rights sessrved

is product cantains cryptographic features and i subject to United States and local country laws governing import, expart, transfer and use. Delivery of Cisco cryptographsc products
doas not imply third-party authaority to impoet, axpart, distribute or use Snoryotion. IMPpartars, sxperters, distributers and usars ars responsibhs for complianca with U.S. and tocal
country |aws, By using this product you agres to comply with apphcable laws and regulations. If yvou are unable to comply with U.S. and local laws, raturn this product immadiately.

summary of U.5. laws governing Cisco crypiographic products may be found at: hiip://www cigco
f you reguire further assstance please cantact us by sending emad to exportficisce.com.

rg_heml

~

Note You may have to log into Cisco Unified CM again.

Go to Tools | Control Center - Feature Services. The Control Center - Feature Services page
appears.

alinli, Cisco Unified Serviceability [ESPI oo Unified Serviceability
EIS€Q  For Cisco Unified Communications Solutions

comadministrator About
Alarm w Trace v Tools »  Jomp v CalHome = Help =

Conirod Center - Feature Senvioes

| Select Server

Server®| - SelactaServer-  v||Go

@ - indicates required item.
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Step 17 Select your Cisco Unified CM server from the Server dropdown menu and click the Go button. The
Control Center - Feature Services page refreshes.

Step 18
Step 19
Step 20
Step 21

wiliilin
(41 2]

farm v Trace * Tooh v Snwep v Calbome -

iter - Feature Services

Start 1 Stop . Restart Q¥ Refresh Page
Status:
(DReady
Select Server
Server” [ dev.uemd0-pub v | Ga

Database and Admin Services

Cisco Unified Serviceability
For Cisco Unified Communications Solutions

ek =

LEWRLERRY Cisco Linif

Senice Activation

Service Name Status: | Activation Status Start Time
Platform Administrative Web Service Mot Rumning Deactivated
Cisco Bulk Provisioning Service Started Activated Tue Feb 19 09:30:17 2013
Craco AXL Web Service Started Activated Tue Feb 19 09:26:25 2013
Cisco UXL Web Service Mot Rumning Deactivated
Crsco TAPS Sarvice Net Rumning Deactivated
Performance and Monitoring Services
Service Name Status: | Activation Status Start Time
' Cisco Serviceability I‘iep-c;l.'i:e.l Mot Runnlng 2 Deactivated T
Cisco CallManager SNMP Service Started Activated Tue Fabr 19 00:30:15 2013
Directory Services
Sarvice Name Status: | Activation status | Start Time
Cisco DirSync Started Activated Tue Feb 19 09:30:16 2013
CM Services
Service Hame Status: | Activation Status Start Time
. Cisco CallManager Started Actrvated Wed Oct 16 08:26:20 2013
Crsco Messaging Interface Not Running Daactivated
Cisco Unified Mobile Vosce Access Service Mot Rumining Deactivated
Crsco IP Voice Madia Streaming App Ctarted Activated Tue Feb 19 09:30:13 2013
Cisco CTIManager Started Activated ‘Wed Jan 15 13:4 7
Crsco Extension Mobdlity Started Activated Tue Mar 4 16:07;11 2014
Craco DHCP Monitor Service Not Runining Deactivated
Crsco Interduster Lookup Service Mot Rumning Deactivated
Craco Locaton Bandwidth Manager Mot Rumining Deactivated
Cisco Dialed Mumber Analyzer Server Not Running Deactivated
Cisco Tip Started Activated Thu Jun 27 09:45:41 2013
CTI Services
Service Name | Status: | Activation Status | Start Time
Cisco IP Manager Assistant Not Running Deactivated
Crseo WebDialer Web Service Nt Rusning Deactivated
Voice Quality Reporter Services
Sarvice Hame Status: | Start Time
 Cisco Extended Functions © NotRuAning -
CDR Services
Service Hame Status: | Activation Status Start Time
Cisco SOAP - CORonDemand Service NotRunning ~ Deactivated
Crsco CAR Web Service Mot Running Deactivated
Security Services
| Service Name | Status: | Activation Status | Start Time
Cisca CTL Provider Mot Running Deactivated
Cisco Certificate Authority Proxy Function Mot Rumning Deactivated

Rafrash

@ - inchcates raguired item

Scroll to the CM Services area.

Select the Cisco CallManager radio button.

Scroll to the bottom of the page and click the Restart button.

Click the OK button to accept any warnings. The service will restart.

Up Time

379 days 02:50:26
379 days 02:44:18

379 days 02:50:28

Up Time
379 days 02:50:27

Up Time
140 days 04

379 days 02:30:30
4B days 22:31:36
0 days 20:13:32

251 days D3:34:02

Ug Time

Up Time

| Up Time
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Step 22 Scroll to the top of the page and repeat Steps 17 through 21 for each Cisco Unified CM server used by

the SIP trunk.

Add a SIP Trunk Security Profile That Uses TLS

Step 1

Step 2

After installing the InformaCast SIP certificate on Cisco Unified CM, use the following steps to create
a SIP trunk security profile that uses TLS.

Select Cisco Unified CM Administration from the Navigation menu and click the Go button. The
Cisco Unified CM Administration page appears.

il Cisco Unified CM Administration

EISE0  fur Cisco Unified Communications Solutions

Cisco Unified CM Administration

Copynght © 1999 - 2006 Cisco Systermns, Inc.
All nights reservad.

This product cantains cryptographic features and is subject to United States and local country laws gavenning import, export, transfer and use. Delivery of Cisco cryptograghic products does nat
imiply third-party authority to impart, export, distribute o use encrypban, Imparters, exporters, distributors and users are responsible far compliance with U.S. and local cauntry laws. By using
this product you agres to comply with apphicable laws and regulations. If you are unable to comply with U.5. and local laws, return thes product immaediately.

& summary of U.S. laws governing Cisco cryptographic products may be found at: hitp//www.o
If you require further assistance pleass contact us by sending email to export@cisco.com.

ol export/cryptoftool/storg. heml.

Enter your administrative username and password in the Username and Password fields, respectively,
and click the Login button. The Cisco Unified CM Administration page refreshes.

sliily  Cisco Unified CM Administration Cisco Unified £M Administration w» §Go
CIS€0  £ur Cisco Unified Communications Solutions

System v Calfioutng » Mediafesources = VoceMal v Oevice v  Asphcaton = User Managemest »  Bukt Admnisiration = felp =

Cisco Unified CM Administration

Copyright @ 1953 - 2008 Cisco Systerns, Inc.
All nghts reserved.

This product contsns cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products
dows nat imply therd-party authority o import, export, distribute or use encryplion. Importars, exporters, distributors and users are responsible for compliance with U5, and local country
laws. By using this product yau agres ta comaly with apglicable kaws and regulatians, If you are unable to comply with U.S. end local laws, retum this praduct immediately.

A summary of U.5. laws governing Cisco cryptographic praducts may be found at: htip:,
1¥ you require further assistance please contact us by sending email to export@csco.com.,
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Step3 Go to System | Security | SIP Trunk Security Profile. The Find and List SIP Trunk Security
Profiles page appears.

alili Cisco Unified CM Administration
CISCQ  pur Cisco Unified Communications Solutions

inistrafor

System = Colfgutng = MediafAesources = VooeMal = Devies = Apgicoton = User Management = Buk Admnisiration = Hep =
Find and List SIP Trunk Security Profiles
G Add hew

Find SIP Trunk Security Profile where Name v begins with -+ (Find!] [ Clear Fier | [ |[=]
Mo srtive query. Flapse anter your search criters using the options abave.
[LAda reawe

Step4 Click the Find button. The Find and List SIP Trunk Security Profiles page refreshes with a list of SIP
trunk security profiles.

aliih,  Cisco Unified CM Administration 8 Cisco Unified CM Administration ~ 150

€15€0  por Cisco Unified Communications Solutions:

comadministrator

System = Calfouting ~ MeSsfssources = Vioce sl = Devics =  Appication ~  User Wanagement ~  Buk Admnistation ~  Help =
Find and List S1P* Trunk Security Profiles

Status
[@ 1 records found l

S1F Trunk Security Profile  (1- 1 of 1)

Find S1P Trunk Sacurity Profile where Nams = begins with = 'Find | [ Clnar Filtar a8 || =
- " - Dascripticn Copy
u Non Secure S1F Trunk Profils Nan Secure SIP Trunk Frafile authenticated by null Stning ]

[(add wew || select Al | [ Clear all || Delete Seiected

InformaCast Virtual Appliance Basic Paging
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Step 6
Step 7
Step 8
Step 9
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Click the Copy icon in the row of your default profile, Non Secure SIP Trunk Profile. The SIP Trunk
Security Profile Configuration page appears.

alil,  Cisco Unified CM Administration RISHPIRY Cisco Unified CM Administration = [ Go

cisco .
For Cisco Unified Communications Solutions S islaabinhice | | Atat ||| Lgudt

System w  CalAnutivg »  Wedia Aesources = Voico Mail »  Davics » -

SIP Trunk Security Profile Configuration Related Links: EERTIL LI ]

mED

Status
[ Status: Ready

— SIP Trunk Security Profile 1
=

Name Mon Secure SIP Trunk Profile

Description Mon Secure SIP Trunk Profile authenticated by null Strin
Dewice Security Mode Non Secure -
Incoming Transport Type*  Top.uDP b
Outpoing Transpert Type  Tep -

| Enable Digest Authentication
Nonce Validity Teme (mins)®

%505 Subject Mame
Incoming Port® s080
Enable Application Level Authorization
| Accept Presence Subscription
Accept Out-of-Dialog REFER
Agcapt Unsolicited Netification

L Accapt Replaces Haader

[Sawe]

@ *. indicates required item.

Enter a unique name for your SIP trunk security profile in the Name field, e.g. InformaCastTLS.
Enter a description of your SIP trunk security profile in the Description field.
Select Encrypted from the Device Security Mode dropdown menu.

Select TLS from the Outgoing Transport Type dropdown menu.
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Step 10 Enter the certificate common name assigned to your InformaCast in the X.509 Subject Name field,

Step 11
Step 12
Step 13
Step 14

where <x.x.x.x> should be replaced with the IP address section of the common name assigned to
InformaCast. This information can be found by viewing the SIP certificate.

Carificale for alias informac ast -
I
I
Versson: V3

Subject: [CN=InformaCast- 172 30 227 212|
Signatura Algonthm: SHATwthRSA, 00D = 1.2 840 113649115

Key: Sun RSA public key, 1024 bits

modulus B
11E360712101 69542621241 66 1390T 66264 334 TTE4 9254 5940246906 127449000001 T3TI6T 36326922621
1540857 TS6645914 1T 1069876 1034380265 204034 TO446582 0045 5226084 14127159214 174 T56814 1928
T9T652535032199601909 120302902851 5297515845874 M TR 139 M T11 36 200295 25 TI30ETHT 7497721
91 52BET45498TE2 1274211993395 34 TTEITI949 1694 1166934273

public exponent: 65537

Validity: [From: Yed Moy 16 20:13:12 CST 2011

To- Sat Apr 02 21:13:12 COT 2039]
Issver: CH=InformaCast-172 30 227 212
Serialurnber |  decdGdbi]

1
Algarthm: [SHATWithRSA]

Signatune
o000 77 22 26 DF 15 E8 35 D0 8E 5C SO0 FCAC FEED BC w'& W
0010: 36 5E 31 CC EF 2F 4A 11 52 F6 1E 4C 57 AB T94E 6.1 R LWy i

Enter 5061 in the Incoming Port field.

Select the Accept Unsolicited Notification checkbox.
Click the Save button.

Continue with “Add a SIP Profile” on page 8-60.

Add a SIP Trunk That Uses TLS

Step 1

Use the following steps to create a SIP trunk that uses the TLS security profile you created in “Add a
SIP Trunk Security Profile That Uses TLS” on page 8-71.

Go to Device | Trunk. The Find and List Trunks page appears.

aliil,  Cisco Unified CM Administration RIS Cis.co Linified M Administration = | GO
cisco

For Cisco Unified Communications Salutions.

cemadministraior

System = CalAouting + edisAssources =  Voce Mal =  Devier = *  Lisar * Buk * Hep v

G Add Hew

Trunks
Find Trunks where Device Name - begins with = [Find] [ Clear Fiter | [ 4 |[ =]
Sebect item or enter search text =
Mo active guery. Please enter your search criteria using the options above. |
[ Add maw |
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Step2 Click the Add New button. The Trunk Configuration page appears.

LEPS RIS Crsoo Unified CM Administratan =

alili,  Cisco Unified CM Administration

cisco " "
Far Cisco Unified Communications Solutions e A

System = CallRoutng »  ledia Aesources = Advanced Festures Dewice = Appicabion = User Managesent »  Buk Admisisiration »  Hep =

Trunk Configuration [P e Back To Find/List » o]
B o

— Status

(@) stetus: Ready

— Trunk
Trunk Type* 1P Trunk .

" #
Device Protocol stp -

Trunk Service Type® pone(Default) =

— | et

@ *- indicates required itern.

Step3 Select SIP Trunk from the Trunk Type dropdown menu.
Step4 Ensure that SIP appears as the Device Protocol dropdown menu selection.

Step5 Leave the Trunk Service Type dropdown menu at its default of None(Default).

InformaCast Virtual Appliance Basic Paging
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Step 6 Click the Next button. The Trunk Configuration page refreshes.

il Cisco Unified CM Administration [TRSPOESY Cisco Uinificd CH Administration ¥
CISEQ  pur Cisco Unified Commmunications Salutions £ L

System v CaliRoutieg =  Medis Rescwrces »  Advanced Festus =  Device » - U ~ Bulk - Hap w

unk Conflguration

g Save
- Stat
@ Status: Ready

r Dewice Information

Product: SIP Trunk

Device Pratocol: SIP

Trunk Service Type Rone{Dafault)

Device Hame *

Description

Device Pool™ -+ Not Selected -- g
Camman Dewice Configuration < Mare > A
Call Classification™ Vse 5 :m Default L
Media Resource Group List = Mane > v
Location* Huli_None ol
AAR Group < Mane = v
Tunneled Protacol™ Hone ¥
Qs1G variant® Y

&5N.1 ROSE 010 Encoding®
Packet Capture Mode *
Packet Capture Duration a

Madia Termanatian Pont Reguired
¥ fetry Wideo Call as Audio
Fath Replacement Support
Trangmit UTF-8 for Callng Party Name
Transmit UTF-8 Mames in Q516G APDU
Unattended Port
SRTP Allowed - When this flag & checked, Encrypted TLS needs ko be configured in the network to provide end to end security. Failure to do o will expose keys and other information.

Conzsider Traffic on This Trunk Secure™ When using bath sRTF and TLS v

Route Class Signaling Enabled™ Default bl

Use Trusted Relay Point* Default hd
FSTN Access

Run On All Actve Unified CH Nodes

Call Routing Inf

¥ Remote-Party-1d
¥ Accerted-Identity

fsserted-Type™  Dafault b

SIP Privecy® | Default X

rInbodnd Calls
Significant Digats* All .
Connected Ling 1D Presentation® Default X
Connected Name Presentation®  Default v
Calling Search Space = Nane = v
AAR Calling Search Space < More = L
Prefic DN

Redirecting Diversion Header Delivary « Inbaund

[ SIF Information

Destination Address is an SRV

Dasstination Address Deestination Address. IPwG Destination Porl Status.
1* 5060 WA
HTP Preferred Originating Codec® F11ulnw ¥
BLF Presence Group® Standard Presence group '
SIP Trunk Securty Profile* — Mot Selected — 4
Reroutng Calling Search Space = None = ¥
Qut-Df-Dislag Refer Calling Search Space | < None = .
SUBSCRIBE Calling Search Space = None = "
SIP Profile* — Mot Selected - ¥ | View Detads
DTHMF Signaling Methad* Mo Preference v

Save |

@ *- indueates required item.

@ "%, Device reset is not required for changes to Packet Capture Mode and Packet Capture Duraticon.
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Step 7
Step 8

Step 9
Step 10

Step 11

Step 12
Step 13

Step 14

Step 15
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Enter a name for your SIP trunk in the Device Name field, e.g. InformaCastTLS.

Select the device pool you created in “Create a Device Pool” on page 8-14 from the Device Pool
dropdown menu.

Select the SRTP Allowed checkbox if you are using SRTP.

Scroll down to the Inbound Calls area and select the calling search space you created in “Create a Calling
Search Space” on page 8-17 from the Calling Search Space dropdown menu.

Scroll down to the SIP Information area and enter InformaCast’s IP address in the Destination Address
field (you entered this in Step 10 on page 8-74).

Enter 5061 in the Destination Port field.

Select the SIP trunk secutity profile you created in “Add a SIP Trunk Security Profile That Uses TLS”
on page 8-71 from the SIP Trunk Security Profile dropdown menu.

Select the SIP profile you created in ““Add a SIP Profile” on page 8-60 from the SIP Profile dropdown

menu.

Click the Save button.

Install Cisco Unified CM Certificates on InformaCast

Step 1

To use the TLS protocol between Cisco Unified CM and InformaCast, you will need to install on
InformaCast two certificates from each node of the Cisco Unified CM group used by the SIP trunk’s
device pool: CallManager and CallManager-ECDSA.

Select Cisco Unified OS Administration from the Navigation dropdown menu and click the Go
button. The Cisco Unified Operating System Administration page appears.

alinl  Cisco Unified Operating System Administration " [ Cisco Undied 05 Admiristration + | Go|

CISCO  For Cisco Unified Communications Solutions

Cisco Unified Operating System Administration

Syslem version:

Copyrght & 1999 - 2006 Cisco Systerns, Inc.
All nights resenved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not
wmiply third-party authority to impart, export, distribute or use sncrypbon. Importers, exporters, distributors and users sre responsible for complianoe with U.5. and local country laws. By using
this product you agree to comply with applcable laws and regulations. 1f you are unable to comply with U.5. and local laws, retum this product immediately.

A gummary of U.S, laws govermng Cisco cryptographic products may be fownd at: hito://www ogcn comy wwl/ expent/ervpte ol stgrg htmi.
If you require further assistance please contact s by sending email to exportgcisco.com.
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Step 2 Enter your Operating System Administration username and password in the Username and Password
tields, respectively, and click the Login button. The Cisco Unified Operating System Administration
page refreshes.

vlialie  Cisco Unified Operating System Administration Cizco Unified OF Adrmanistration =
cisco

For Cisco Unified Communications Solutions

Show v Seftings * Securly + Software Upgrades = Services *  Help v

cemadministrator

Cisco Unified Operating System Administration

System version:

Copyright © 1959 - 2006 Cisco Systems, Inc.

All rights reserved.

This product contains cryptographic features and is subject to United States and bocal cosntry laws governing import, expart, transfer and use. Delivery of Cisco cryptographic products does not
imply therd-party authority to import, export, destribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.5, and local country laws. By using this
produet you agree te comply with appheable laws and regulations. If vou are unable te comply with U.S. and local laws, return this preduct immediately.

P i ke fool/etara btml.

& summary of U5, laws governing Cisco cryptographic products may be found at: bit
T you require further assistance please contact us by sending email to exportcsco.com.

Step3 Go to Security | Certificate Management. The Certificate List page appears.

alinh,  Cisco Unified Operating System Administration Cisco Unified OS5 Administration - §Ga

EISE0  for Cisco Unified Communications Solutions.

cemadministrator

Show = Settings ~ Secudly > SOfware Upgrades ~  Sdrvices w  Help

L:g-‘haamuu Gaupnnﬂ:uum fﬂa Upload ETL Lglgnumur_ﬂi

| Certificate List

Find Cartificate List wherg Filg Nama - bagins with - Find| | Clear Fiter ||
He attive qusry. Flaass anber paur ssarch criteria using the aptians. sbave.

|' Generate s.-i-;-g-nzc'l"| Upload Certificate/Certificate chain || Generate CSR

Step4 Click the Find button. The Certificate List page refreshes.

aliili,  Ciseo Unified Operating System Administration AN - Linified OF Administration
CISC0 o Cisco Unified Communications Solutions dministrator ut

Show ~ Seiings * Securly * SoftwareUppdes v Services v  Help ~
Cerfificate List

L_Q;_I) Generate Seil-signed Ea Upload Cerificate/Ceridicale chan Lﬁ_'_}}nmcﬂt

Status
"(D 103 records found ‘

Certificate List (1 - 50 of 103) Rewxperfeos s0 -
Find Centificate List whare [Certificate v | begins with_« | [Find [ Clear Fiter || 4 || =
Certificate > Commaon Name Typa 1:';. Distributian Issuad By Expiration Dascription
authz Self- RSA 03/03/2037 Self-signed
signed cerhficate
ganarated by
system
CallManager Salf- R3A 03/05/2022  Sali-signed
signed certificate
penerated by
system
CallManager- ] Self- EC 03/05/2022 Self-signed
ECDSA signed eerhificate
generated by
system
CallManagar: Saif- RSA  Cisco Root CA_ M3 L1112/3037
trust signed
Generate Seff-signed | Upload Certificate/Certificate chain | Generate CSR H4 [Ga1 of 3 b
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Step5 Click the Common Name link of the certificate that displays “CallManager” in the Certificate column.
The Certificate Details pop-up window appears.

Certificate Detalls for . CallManager

L!F'fl: Hegenerase [_3_;] Generate C5R Lu Buwsioad AEU Fle |21 Downlsad OER Fie

Status

@ Status: Aeady

rCartificate Settings

File Mame CallManagers parm
Cartificate Purpose CallManager
Cartificate Type Crrts

Cartificate Group product-em

Deseription(friendly nama) Selfl-signed certificate generated by system

rCertificate File Data

2|

“version: W3

Serial Number: = — - )

SignatureAlgorithm: SHAZSEwIthRSA | 1.1.11)

[sswar Name: L=Madizon, ST=W], CN=ga-ucml3d-pub.singlewire. |lan, OU=IT, O=5inglewire,
C=Li5

“alidity From: Maon Mar 08 23:00:03 CST 2017
Ta: Sat Mar 05 23:00:02 C5T 2022

Subject Namae: L=Madison, ST=WI, CH= QU=TT, O=Snglewire,
C=us
Keny: RSA | 21.1.1)
Kev value:

Rep=nerate Generate 55 Cipwnload .PEM File Download .DER File

Closa

Step 6 Click the Download .PEM File button.

Depending on your browser, Cisco Unified CM may download the certificate to a common downloads
folder or ask you for a location in which to place the certificate. Select a location accessible to your
InformaCast server and click the Save button.

~

Note Repeat these download steps for each Cisco Unified CM server that will be communicating
with InformaCast.

Step 7 Return to the Certificate List page.

)
Note You may need to click the Find button again to display all the certificates about which Cisco
Unified CM knows.

InformaCast Virtual Appliance Basic Paging
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Step8 Click the Common Name link of the certificate that displays "CallManager-ECDSA" in the Certificate
column. The Certificate Details pop-up window appears.

Certificate Details for - CallManager-ECISA
&), Regenerste (G Gensrate CSR &) Dowsiosd EMFas (4} Downloss DERF

rStatus
@ Status: Ready

r Certificate Settings

File BMame CallManager-ECOEA pam
Cartificate Purpose CallManager-ECDSA
Certificate Tvpe certs

Cartificate Group product-om

Dascripbon(friendly namea) Salf-signed cerbficate genaratad by system

rCertificate File Data

“version: w3

Serial Number: )

SignaturaAlgosithm . .10045,4.3,3)

[szwer Name: L=Madizon, STaWl, CNega-ucml2i-pub-EC_ singlewire. |an, OUs[T, O=Singlewire,
C=li5

“alidity From: Maon Mar 06 22:58:20 OST 2017
To: Sat Mar 05 22:58:19 CST 2022
Subject Name: L=Madison, ST=WI1, Ch= » QU=TT, O=Singhawing,
C=us
Kery: EC (1.2.640. 1
Parameters present
Ky walugi

Rep=nerate Generate 28 Diownload .PEM File Downldoad .DER File

Close

Step9 Click the Download .PEM File button.

Depending on your browser, Cisco Unified CM may download the certificate to a common downloads
folder or ask you for a location in which to place the certificate. Select a location accessible to your
InformaCast server and click the Save button.

S

Note Repeat these download steps for each Cisco Unified CM server that will be communicating
with InformaCast.

Step 10 Go back to your InformaCast window.

InformaCast Virtual Appliance Basic Paging
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Step 11 Go to System Administration | Telephony | SIP. The SIP page appears.

Certificates
Security
Stack

Credentials

estarl sip v

Step 12 Expand the Certificates area, if it's not already visible.

Caertificates

UPLOAD

singlewine lan informacast oo

InformaCast Virtual Appliance Basic Paging
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Step 13 Click the Upload button. The Open dialog box appears.

Configuration Pathways ||

& Open el
@ui'. Deskiop » |y o
Organize Wew folder x T ]
B Desktop Mam .
iy Dcabrtiach Libraries
. Becent Places :,;
nages = Shortout 18 Computar
T Apgl -
T v W
R [F+ Adobe Acrobat XI Pro
Go mlh i rla Adobe Crestive Cloud
s | Adobe FormsCentral
c j.’-l:-:!grlz Dirirve [ Google Chrome B
ennter
m Google Docs L)
[f Geogle Shests
Deshct
= = 2k [ri Geogle Slides
dirands
- ﬂ iTumes 2KB -
*| Documents
= 4 m P
File narnes » | All Files -
Open |' I Cancel i

Step 14 Navigate to where you saved your CallManager.pem and CallManager-ECDSA.pem files, select one,
and click the Open button. InformaCast uploads your certificate. Select the other .pem file and click
the Open button. InformaCast uploads your certificate.

Step 15 Upload each CallManager.pem and CallManager-ECDSA.pem file you downloaded. The Certificates
area refreshes with each certificate you add.

Step 16 Perform Steps 13 through 15 for each CallManager.pem file you downloaded.

~

He Any changes made to InformaCast’s certificate cache, including uploads and deletions, require
a SIP restart before they take effect.

Step 17 Expand the Reszart SIP area, if it’s not already visible.

Restan SIP -

Fastarts the SIP UsarAgant. Restaring the SIP UsarAgant drops all SIP calls and any broadcases using 517 calls will b anded

RESTART SIF STACK

Step 18 Click the Restart SIP Stack button. It may take a few moments for SIP to restart.

A

Caution Restarting SIP causes all SIP calls to be dropped, i.c. any callers interacting with the DialCast IVR will
have their calls dropped. Live broadcasts using SIP calls will be stopped.

InformaCast Virtual Appliance Basic Paging
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Add a Route Pattern

Use the following steps to create a route pattern that uses the SIP trunk you created in “Add a SIP
Trunk” on page 8-62 or “Add a SIP Trunk That Uses TLS” on page 8-74. In your route pattern, specify
a range of DN that, when called, use the SIP trunk or wild card patterns to match a range of numbers.

Step1  Go to Call Routing | Route/Hunt | Route Pattern. The Find and List Route Patterns page appears.

aliali Cisco Unified CM Administration ji Cisco Unified CH Administration - §G&
CISE0 o Cisco Unified Communications Solutions
System ¥  CalFnuting »  Mects Aesources = Vioce Mal v Device = v User * Buka v lep v
E% A Hr
Rauite Pattérns
Find Route Patterns where Pattern * begns wth = [Find | [ Clear Fiter ][4 |[ = |
Mo sctive guery. Flasse snter your search critens using the options abave.
[_Add Maw |

InformaCast Virtual Appliance Basic Paging
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Step 2

Step 3
Step 4

Step 5
Step 6

Step 7
Step 8
Step 9
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Click the Add New button. The Route Pattern Configuration page appears.

aliil,  Cisco Unified CM Administration OIS Cisco Linificd CM Administration - fG8

€15€0  por Cisco Unified Communications Solutions: ccmadministrator

Syatem ~  Cal Aguting =  Mass Resources ~  Vocs Mal ~  Davies - - e ~ Buk * Hip -

Route Pattern Configuration AT Back To Find/List ~ | Go)

R ED

Status
[ Status: Ready |

— Pattern
Route Pattern®

Route Partition < None = =~
Description
Numbsaring Plan — Mot Selected —
Route Filter hone
MLPP Precedence®  pufaul = i
Gateway/Route Ust® _ wee Selected - > ledi)
Route Opton @ Route thes pattern
Black this pattern  No Error >
Call Classification® OffNet bt

[7] Allow Device Override ] Provide Qutside Dial Tone [7] ABlow Overlap Sending [7] Urgent Priority

Reguire Forced Autharzation Code
Authorization Level* o

7| Reguire Client Matter Code

~ Calling Party T
Use Calling Party’s External Phone Number Mask

Calling Party Transform Mask

Prefix Digits {Outgoing Calls)

Calling Line 1D Prasertation® Cefault -

Calling Name Pressntation™  Dafault -

— Connected Party Transf
Connected Line [0 Presentstion®  Gefault -

Connected Name Presentation®  pefaylt ¥

— Called Party Transformation:
Discard Digits < None >

Called Party Transfarm Mask
Prefix Digits (Outgoing Calls)

~ ISDM Specific F I El
Network Service Protocol . ygt Salected — -

Carrier [derfification Code
Network Service Service Parameter Name Service Farameter Value

=« Mot Selected -- -

= ISDuI

@ *. indicates required item.

Enter a route pattern in the Route Pattern field, e.g. 12345.

Select a route partition from the Route Partition dropdown menu. This partition should be reachable
from the Cisco IP phones for Unified CM to which you will be sending DialCasts.

Enter a description of your route pattern in the Description field.

Select the SIP trunk you created in “Add a SIP Trunk” on page 8-62 or “Add a SIP Trunk That Uses
TLS” on page 8-74 from the Gateway/Route List dropdown menu.

Select the Route This Pattern radio button.
Select OnNet from the Call Classification dropdown menu.

Deselect the Provide Outside Dial Tone checkbox.

InformaCast Virtual Appliance Basic Paging
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Step 10 Click the Save button.

Allow/Deny SIP Access to InformaCast

InformaCast's SIP access permits you to either allow or deny incoming SIP calls. The all-or-nothing
scope of these buttons can be tuned by adding exceptions that counteract their setting. For example,
when all incoming SIP calls are denied, exceptions serve to a/low calls to be answered from the hosts or
subnets specified in them. On the other hand, when all incoming SIP calls are allowed, exceptions serve
to reject calls from the hosts or subnets specified in them.

SIP is processed through InformaCast in the following manner: a SIP client sends an INVITE message
to a SIP peer when it wants to start or modify a call with that peer. A Via header containing the host or
subnet’s address is added to the request when the client sends the INVITE message. As the message is
routed to its destination, additional Via headers are added at each hop. When the message arrives at its
final destination, one or more Via headers are present in the request. Via headers are used by SIP to
ensure that responses are routed back to the caller through the same hosts or subnets that participated
in sending the request. InformaCast uses the host or subnet in the top Via header when determining if
the INVITE should be accepted or denied. The top Via header represents the last host or subnet that
handled the request before it reached InformaCast.

Note Changes made to SIP access take effect immediately and do not require a restart of InformaCast.

Stepl Go to System Administration | Telephony | SIP. The SIP page appears.

Certificates
Security
Stack

Credentials

etart SIP

InformaCast Virtual Appliance Basic Paging
[ Version 14.4.2



Configuration Pathways

| Chapter 8

Step 2 Expand the Aeess area, if it’s not already visible.

Access

ncoming SIP Access

@ Allow
C Lhedy

Exceptions

D

Mo Ciata

~

RESET CONFIGURATION m

CREATE

Note By default, SIP access is denied.

Step 3 Click the Create button in the Exveptions area to add exceptions to the SIP calls that are denied. The

Create SIP Access Exception page appears.

Create SIP Access Exception

General Datails

InformaCast Virtual Appliance Basic Paging
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Step4 Enter the IP address, fully qualified domain name, or subnet (in CIDR notation) of the host you want
to include in the Host or Subnet field.

For example, sampleA and sampleB are the hostnames of two devices connected to a network domain
named example.org with IP addresses of 192.168.100.1 and 192.168.100.2, respectively. Any of the
following would include one or the other host: 192.168.100.1 or 192.168.100.2, sampleA.example.org
or sampleB.example.org, ot you could enter 192.168.100.0/24 and get both.

Je

Tip When defining exceptions, make sure to specify the host that directly sends the INVITE
request to InformaCast. This may be a SIP proxy server if proxies stand between InformaCast
and the calling host. The same holds true when using a subnet: make sure that it specifies hosts
that directly send INVITE requests to InformaCast.

Step5 Click the Save button. The SIP page appears and when you expand the Access area, you can see your
new exception.

Access

mcaming SIP Acces

@ Allow

) Deny
RESET COMFIGURATION

Exceptions

Q CREATE

S
Note If you had elected to allow SIP access by selecting the Allow radio button, you can still deny
some SIP access by adding exceptions.

)o

Tip Delete an exception by clicking its More | Delete icon.

InformaCast Virtual Appliance Basic Paging
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pe

Tip Click the Reset Configuration button to return InformaCast to its default settings.

Enable SIP Call Security
~

Note This section is optional depending on the security of your environment.

SIP call security controls the content of SIP calls made and received by InformaCast. SIP calls consist
of SIP messages and the RTP packets that carry the audio and DTMF tones associated with the call.
You can decide the level of security you use:

o Default. At this level, no enctyption is used; it's just SIP over TCP or UDP.

e Secure Signaling Required. One level higher than the default, SIP messages are encrypted while
being sent with the TLS transport protocol.

e Secure RTP Allowed. In conjunction with the Secure Signaling Required checkbox, this is the
next level of security: SIP messages are sent with TLS, and the RTP packets that carry the audio
and DTMF tones are encrypted with SRTP.

If your installation of InformaCast is integrated with Cisco Unified Communications Manager, you
should ensure your Cisco Unified CM is also operating in mixed mode.

e Authenticate Incoming Requests. Used with the default, secure signaling, and/or secure RTP
options, this level of security authenticates the SIP messages used by incoming SIP calls by enabling
or disabling digest authentication of incoming SIP requests.

First you'll obtain Cisco Unified CM's SIP realm and authentication credentials, Then, you'll add them
to InformaCast.

InformaCast Virtual Appliance Basic Paging
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Obtain Realm and Credentials Information from Cisco Unified CM

Step 1

Step 2

Step 3

Use the following steps to obtain realm and credentials information from Cisco Unified CM.

Open a web browser and log into the administration interface of the Cisco Unified CM server (the
address will be similar to https://<Cisco Unified CM IP Address>/ccmadmin). The Cisco Unified CM
Administration page appears.

Cisco Unified CM Administration |« # G0

sliliy  Cisco Unified CM Administration
CISS0 4 Cisco Unified Communications Solutions cemadministrator  About

System = Colfioutng v Medmfiescurces = VocoMal v Oevios »  Aggication v User Managemest v Buk Adminiséation +  Help

Cisco Unified CM Administration

Copyright @ 1959 - 2008 Cisco Systems, Inc.
Al rghts reserved,

This product contains cryptographic features and is subject to United States and local cowsntry laws governing impaort, expart, transfer and use. Delivery of Cison cryptographic products
doas nat imply therd-party authorty to import, export, dstribute or uss encryplion. IMPCMYars, expoarters, distributors and users are responsible for compliance with U5, and lacal country
laws. By using this product you agres ta comply with applicable laws and regulations. If you are unable to comply with U.S, and local laws, returmn this product immediately.

A summary of 11.5. laws governing Cisco cryptographic praducts may be found at: hitp://'
IF yau require further assistance please contact us by sending email to expart@osc.com.

Go to User Management | SIP Realm. The Find and List SIP Realms page appears.

aliln Cisco Unified CM Administration QEMPERY Cizco Unified CM Administeaticn = §Ga
CISC0 b Cisco Unified Communications Solutions cemadministrator | About

Eystem » Calfouting »  ecis flesgurces »  Vocedal » Device »  Appicaton = User ianagement »  Buk Adsnistration »  Help v

Find and List STP Realms

G add tew
Find 51# ficalm where Realm + begins with = Find | [ Claas Filter | [ 4 |[ =

S o oy At P (8 0 408 g OV
[ Add hew

Click the Find button. The Find and List SIP Realms page appears with a list of your configured SIP
realms OR, if you have no SIP realms set up, it will display no records.

If you have a SIP realm you’d like to use, select it and make note of the values that appear in the
following fields on the SIP Realm Configuration page:

o Realm
e User
e Digest Credentials
Skip to Step 1 on page 8-91.

If you have no realms set up, continue with the following steps.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Add New button. The SIP Realm Configuration page appears.

EEENEIS Cisco Unified CM Administration =

il Cisco Unified CM Administration

c1sco Fcati §
For Cisco Unified Communications Solutions cemadministrator

System - ColRouting =  MedsResources -  Voice Mal »  Device »  Application ~  User Management = Buk Admnisiation ~  Help -

SIP Realm Configuration PR LR R o Back To Find/List ~ | Go]
d s

[

SIF Realm Information
Realm®

User®

Digast Credantials®

Confirm Digast Cradentials®

| Save |

@ *- indicates required item.

Step5 Enter InformaCast in the Realm field.

Step 6 Enter sipuser in the User field.

Step 7 Enter a secure password in the Digest Credentials field.

Step8 [Enter a secure password in the Confirm Digest Credentials field.

Step9 Click the Save button.

InformaCast Virtual Appliance Basic Paging
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Use the following steps to add realm and credentials information to InformaCast.

Log into InformaCast. The InformaCast Dashboard appears.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InformaCast functionality
includes the ability to...

Techmical Support

User e

Reach More People and
Devices

Upgrade to InformaCast Advanced and engoy a full-
featured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a variety of other endpoints, send text and live ar
pre-recorded audio as messages, add broadcast
confirmations, and much more

Click the Buy button to begin the process of
obtaming an informaCast Advanced ioense. You
can also click the Try button to start your free S0-day
InfarmaCast Advanced trial. If you would like more
information, click the Demo bution to request a
demo

InformaCast Advanced

Features Include:

Live audio paging between Cisco |P Phones, with
no limit on the number of phones per group
Integration to axisting overhead paging systems
Text and audio (live or pre-recorded) to Cisco 1P
Phones and ather endpoints

Audio broadcasts to IP Speakers
911/emergency call monitormg/alerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recordedischeduled broadcasts{school
befls/shift changes)

Matification to computer deskiops (Windows and
MacOS) wa InformaCast Deskiop Notifier
Integrate with digital signage solutsons and 3nd-
party mass natification providers

MNotification and confirmation 1o mobile devices
(Apple, Android, and SKMS) with InformaCast
Eusion

Trgger nofification toffrom other systems
(paniciduress buttons, door locks, lights, etc.)
And More:

Learn More

InformaCast Detasls

| Version 14.4.2
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Step2 Go to System Administration | Telephony | SIP. The SIP page appears.

SIP 7]

¢ Telephomy

Access
Certificates
Security
Stack

Credentials

estart sip v

Step3 Expand the Searity area, if it's not already visible.

Sacurity

1 Secune Signaling Required

| Autheniicaie Incoming Requesis

RESET CONFIGURATION

a~

Note By default, all call security is disabled.

Step4 Sclect the Secure Signaling Required checkbox if you want to use the TLS transport protocol to send
your SIP messages. Once selected, the Secure RTP Allowed checkbox becomes accessible.

InformaCast Virtual Appliance Basic Paging
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Step 5

Step 6
Step 7

Step 8

Step 9
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Select the Secure RTP Allowed checkbox if you want to allow SRTP to handle your audio and DTMF
tone packets (RTP will be used if SRTP isn’t possible).

With the Secure RTP Allowed checkbox selected, you should also ensute you've configured a secure
SIP trunk connection (see “Configure a SIP Trunk Connection” on page 8-57).

~

Note You must also have your Cisco Unified CM running in mixed mode.

Select the Authenticate Incoming Requests checkbox to enable SIP authentication.

Enter values in the Realm, Authentication Username, and Authentication Password fields that
match the values you entered in Steps 5 through 8.

Select the length of time InformaCast should allow for a single authentication request from the Nonce
Duration dropdown menu.

~

Note The nonce value is used by the digest authentication scheme to provide additional security.
Clients making requests will use it until it is deemed by InformaCast to be stale.

Click the Save button. Your changes are saved.

Enable Digest Authentication with SIP User Credentials

~

Note

This section is optional depending on the security of your environment.

SIP peers may challenge InformaCast to provide valid credentials for its SIP realm when registering or
terminating a SIP call. Lack of valid credentials for a challenging realm means that requests to it will be
rejected. You should enter valid credentials for each SIP realm where you expect InformaCast to be
challenged.
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Add SIP User Credentials

Use the following steps to add SIP user credentials to InformaCast.

Stepl Go to System Administration | Telephony | SIP. The SIP page appears.

SIP s
¢ Telephony

Access :
Certificates

Security :
Stack -
Credentials J

etan sIp v

Step 2 Expand the Credentials area, if it's not already visible.

Cradantals

o,

Mo Daks
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Step3 Click the Create button. The Create SIP User Credentials page appears.

Create SIP User Credentials L7

General Datails

CANCEL SAVE

Step4 Enter the name of your SIP peer’s SIP realm in the Realm field.
Step5 Enter the username associated with the SIP peer’s SIP realm in the User field.
Step 6 Enter the password of the username associated with the SIP peet’s SIP realm in the Password field.

~

Note The password can be up to 64 characters in length.

Step 7 Click the Save button. Your SIP user credentials are saved.

InformaCast Virtual Appliance Basic Paging
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Edlit SIP User Credentials

Once you have added SIP user credentials to InformaCast, you may want to edit their information.

Stepl Go to System Administration | Telephony | SIP. The SIP page appears.

SIP s
¢ Telephony

Access :
Certificates

Security :
Stack -
Credentials J

etan sIp v

Step 2 Expand the Credentials area, if it's not already visible.

Credantials

aSipRealm aSiplsername

InformaCast Virtual Appliance Basic Paging
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Step 3 Click the table row or More | Editicon of the user credentials you want to modify. The Edit SIP User
Credentials page appears.

Edit SIP User Credentials o

¢« Canial Conbration « SIP

General Details
aZipRealm
aZipllsemame

CANCEL SAVE

On the Edit SIP User Credentials page, you can change the name of your SIP peer’s SIP realm or enter
a different username and password.

Step4 Make your desired changes.

Step5 Click the Save button. Your changes are saved.

InformaCast Virtual Appliance Basic Paging
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Delete SIP User Credentials

As your needs change, you may want to remove SIP user credentials from InformaCast.

Stepl Go to System Administration | Telephony | SIP. The SIP page appears.

SIP s
¢ Telephony

Access :
Certificates

Security :
Stack -
Credentials J

etan sIp v

Step 2 Expand the Credentials area, if it's not already visible.

Credantials

aSipRealm aSiplsername
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Step3 Click the More | Delete icon of the SIP user credentials you want to delete. The Delete SIP User

Credentials pop-up window appears.

Delete SIP User Credentials X

You are aboul 1o delete the aSipRealm SIF User Cradentials. Dedeting this SIP Usar
Cradentials will parmanantly remave it fram InformaCast

CANCEL 0K

Step4 Click the OK button. Your SIP user credentials are removed.

Manage the SIP Stack

o

Tip

A

InformaCast uses the National Institute of Standards and Technology (NIST) SIP stack to provide it
with basic SIP functionality. The SIP stack provides InformaCast with fundamental low-level SIP
functionality such as transaction handling, dialogs, utilities for SIP headers, maintenance of SIP timers,
etc.

The log generated for the SIP stack, sipStack.log, is accessible through the Log Directory page (User
dropdown menu | Help | Log Directory). sipStack.log can reach 10MB in size; at which point,
sipStack.log.1 will be created to house the original contents of sipStack.log and sipStack.log will now
contain the newest information.

Caution

Caution should be exercised when enabling detailed logging in the SIP stack because of the large size
of the log files it produces and the degradation of stack performance due to extensive logging. Detailed
logging is intended to be used only when troubleshooting SIP problems and should not be enabled for
any longer than necessary.
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Step1 Go to System Administration | Telephony | SIP. The SIP page appears.

SIP 7]

¢ Telephony

Access v
Certificates

Security w
Stack

Credentials w

etan sIP v

Step 2 Expand the S7ack area, if it’s not already visible.

Stack A
[J Enable Detailed Logging

Ta

1000

Cache Client Connections

Cache Server Connections

RESET CONFIGURATION m

~

Note Most values on this page should not ever need to be changed. The value most likely to be changed is
the Enable Detailed Logging checkbox.

The following fields/dropdown menus can be found on the SIP Stack page:

e Enable Detailed Logging. Controls the SIP stack logging level. When checked, extensive and
detailed logging of the SIP stack’s activities are enabled, likely resulting in decreased performance.
When unchecked, logging is confined to reporting problems encountered by the SIP stack, and its
ordinary activities. Unless told otherwise by Support personnel, it is recommended that this
checkbox remain unchecked.

InformaCast Virtual Appliance Basic Paging
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~

Note If you enable detailed logging and the singlewireInformaCast service is restarted in Webmin
or the virtual machine is restarted, you will need to re-enable detailed logging.

e Max Forwards. The maximum number of forwards allowed while a SIP message is being routed
to its destination.

e Read Timeout. The read timeout for TCP connections, in milliseconds.

e Cache Client Connections. Controls whether the SIP stack frees the resoutrces associated with a
client transaction when it reaches its terminated state. When checked, the SIP stack will cache a
transaction’s resources when it terminates, thereby improving the SIP stack’s performance.

e Cache Server Connections. Controls whether the SIP stack frees the resources associated with a
server transaction when it reaches its terminated state. When checked, the SIP stack will cache a
transaction’s resources when it terminates, thereby improving the SIP stack’s performance.

Make your desired changes and click the Save button. Your changes are saved.

Caution

pe

Restart SIP

A

You’'ll need to restart SIP. Restarting SIP causes all SIP calls to be dropped, i.e. any callers interacting
with the DialCast IVR will have their calls dropped. Broadcasts using SIP calls will also be impacted by
a restart. Live broadcasts using SIP calls will be stopped.

Click the Reset Configuration button to return to your default settings.

Changes to the SIP stack or certificates require a restart before they take effect. Other SIP changes,
such as changes to access and authentication, take effect as soon as they are made.

Caution

Restarting SIP causes all SIP calls to be dropped, i.e. any callers interacting with the DialCast IVR will
have their calls dropped. Broadcasts using SIP calls will also be impacted by a restart. Live broadcasts
using SIP calls will be stopped.
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Step1 Go to System Administration | Telephony | SIP. The SIP page appears.

SIP @

¢ Telephony

Access v
Certificates ~
Security w
Stack v
Credentials v

etan sIP v

Step 2 Expand the Reszart SIP area, if it’s not already visible.

Restart SIP -

Rastans tha SIP Usar Agam. Restartieg the SIP Usar Agan drops all 51 calls and any broadcases using SIF calls wil b andes

Step 3 Click the Restart button. It may take a few moments for SIP to restart.
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Recipient Management

Basic InformaCast has only one type of eligible recipient, Cisco IP phones for Unified CM, which can
receive live audio broadcasts through InformaCast's DialCast functionality (see “Manage DialCasts” on
page 10-1) combined with proper session initiation protocol (SIP) configuration (see “Manage SIP
Functionality” on page 8-50).

Recipient groups allow you to organize your IP phones into groups that will receive the broadcasts sent
to them (see “Manage Recipient Groups” on page 9-17).

By default, InformaCast initially creates an “(All Recipients)” group, which contains all the IP phones
that can be discovered. However, you may find it helpful to send to smaller groups.

Recipient administration covers a number of topics that pertain the administration of your Cisco IP
phones for Unified CM (see “Manage Recipient Administration” on page 9-47).

Manage IP Phones

Many models of Cisco IP phones for Unified CM are eligible recipients for InformaCast's broadcasts.
Broadcasts sent to Cisco IP phones will activate the phones over CTI or HTTP. Their handsets (or
external speakers) play the audio component of broadcasts in an RTP stream over multicast while their
screens display the text component and any images or confirmations. In order for InformaCast to

interact with IP phones, it must be configured to communicate with the Cisco Unified Communications
Manager you set up in “Integrate Cisco Unified CM” on page 8-3.

The following sections cover setting up your IP phones' communication with InformaCast:
e “Add a Cisco Unified CM Cluster” on page 9-1
e “Hdit Your Default Cluster” on page 9-11
e “Delete a Cisco Unified CM Cluster” on page 9-14
e “Manage Phone Updates” on page 9-15

Add a Cisco Unified CM Cluster

In order for InformaCast to interact with Cisco IP phones for Unified CM, e.g. place calls, use JTAPI
for monitoring busy states of associated phones, etc., it must be configured to communicate with the
Cisco Unified CM you set up in “Integrate Cisco Unified CM” on page 8-3.

Before proceeding with the steps in this topic, there are several points of note:
e These steps should be performed by your Cisco Unified CM administrator.

e You must have an established CTT connection. If you followed the required topics in Integrate
Cisco Unified CM, your CTI connection should already be established.

e You are only allowed one Cisco Unified CM cluster.
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Set Telephony Configuration

Use the following steps to set your Cisco Unified CM cluster’s telephony configuration.

Step1  Go to System Administration | Telephony | Cisco Unified CM Cluster. The Cisco Unified CM
Cluster Settings page appears.

Cisco Unified CM Cluster Settings 7]

:

No Data

Phone Updates v

External Call Control v
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Step2 Click the Create button. The Create Cisco Unified CM Cluster page appears.

Create Cisco Unified CM Cluster (7]

Note: If you change any Telephony Configuration settings, be sure to refresh the
Recipient Group list before attempting to send a broadcast.

Telephony Configuration

10]
L0 ]
XL IF
nifie "

Choose SMMP Version *

@® SNMPv2

) SNMPv3

ity Name *

°©

[J Use Secure Connection

[ Send Commands to Phones by JTAFI

XML Push authentication

Optionally, you can also tedl InformaCast where to send authentication requests for commands that aren't coming from InformaCast. You only need to do
this if, before installing InformaCast, you had sed this Cisco Unified Communications Manager parameter 1o a non standard value. In such cases, copy the
current Cisco Unified CM setting into the field below, before changing it to the value shown above

If empty, en-InfarmaCast authentication requests fram phanes in this cluster will be sent ta the default Ciseo Unifisd CM authentication page.

CANCEL

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter 9

Step 3
Step 4
Step 5

Recipient Management ||

Enter a name for your cluster in the Cisco Unified CM Cluster Description ficld.
Enter your application uset's username in the Cisco Unified CM Application User field.

Enter your application uset's password in the Cisco Unified CM Application Password field.

Set AXL Configuration

Step 1

Step 2

Step 3

Step 4

Use the following steps to set your Cisco Unified CM cluster’s AXL configuration.

Decide if you will use your application user or AXL user’s credentials.

Using your AXL credentials means that potentially more people have administrative access to Cisco
Unified CM, which may pose a security risk. To close this potential security hole, your Cisco Unified
CM administrator should grant AXIT, API access to the application user and tell your InformaCast
administrator what the credentials are. The InformaCast administrator then only knows the application
user credentials and does not have administrative access to Cisco Unified CM.

Different fields will appear on this page depending on whether the Use Application User for AXL
checkbox is selected.

For application user credentials, select the Use Application User for AXL checkbox and skip to
Step 4.

For AXL credentials, continue with the following steps.
Enter the Cisco Unified CM administratot’s username in the Cisco Unified CM AXL User field.

a~

Note This is the same username you use to access the Cisco Unified CM Administration interface,
often CCMAdministrator.

The username and password of the administrative login to the Cisco Unified CM server are required
for gathering phone information to enable InformaCast to broadcast messages to Cisco IP phones.

Enter the Cisco Unified CM administrator’s password in the Cisco Unified CM AXL Password field.

~

Note Thisis the same password you use to access the Cisco Unified CM Administrator interface, and
it can be up to 64 characters in length.

The username and password of the administrative login to the Cisco Unified CM setver are required
for gathering phone information to enable InformaCast to broadcast messages to Cisco IP phones.

Enter your AXL IP address(es) in the AXL IP Address(es) field. Separate addresses with commas. If
you leave this field blank, InformaCast will attempt to find a server running the AXL service among
those servers running the CallManager service.

Je

Tip You can find which cluster members are running the AXL service by logging into your Cisco
Unified CM, selecting Cisco Unified Serviceability from the Navigation dropdown menu,
and going to Tools | Service Activation. Scroll down the Service Activation page to see
whether the Cisco AXL Web Service checkbox is selected.
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Step5 Enter the IP address of the Cisco Unified CM server(s) in the Cisco Unified CM Address(es) field,
which will be used when establishing a CTI (JTAPI) connection with Cisco Unified CM. You can enter
any and all Cisco Unified CMs running the CTI Manager service. Use the numeric IP addresses rather
than DNS names.

When InformaCast needs to interact with the Cisco Unified CM, it will use this address. If you have a
cluster of servers for redundancy and failover, you can list all of their addresses, separated by commas.
InformaCast will use the first one when it is available, and will automatically try the next ones if it
cannot reach the primary server.

Set SNMP Configuration

Use the following steps to set your Cisco Unified CM cluster’s SNMP configuration.

Step1 Sclect the SNMP v2 or SNMP v3 radio button, depending on the version of SNMP you’re using. The
SINMP v2 radio button is selected by default. If you select the SNMP v3 radio button, the Create Cisco
Unified CM Cluster page refreshes with new fields.

Choose SNMP Version *
) SNMP v2

@ SNMP 3

®

Step 2  Enter the correct information depending on your version of SNMP (you configured this in “Configure
Cisco Unified CM SNMP” on page 8-4):

e SNMP v2. Enter the name of your community string in the SNMP v2 Community Name field.

e SNMP v3. Enter your SNMP v3 user’s name in the SNMP v3 Username field, your
authentication password in the SNMP v3 Authentication Password field, and your privacy
password in the SNMP v3 Privacy Password field.

The SNMP v3 authentication and privacy passwords must contain at least eight characters and no
more than 64.

InformaCast Virtual Appliance Basic Paging
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Set Secure CTI Configuration

Step 1

Step 2

Step 3

Step 4

Step 5

Use the following steps to set your Cisco Unified CM cluster’s secure CT1 configuration.

Select the Use Secure Connection checkbox if you want to configure CTI over TLS for the
communication between InformaCast and Cisco Unified CM (see “Manage CT1 Security” on page 8-49
for more information). The Create Cisco Unified CM Cluster page refreshes with additional fields.

Chaose SMMP Version *
() SNMP w2
(® SMMPv3

Use Secure Connection

3804

]

Enter the IP address of the Cisco Unified CM you'te using as a Cettificate Authority Proxy Function
server in the Cisco Unified CM CAPF Address field.

Enter the port number at which your Cisco Unified CM is listening for CAPF communication in the
Cisco Unified CM CAPF Port field. The default is 3804.

Enter the IP address of the Cisco Unified CM you'te using as a TFTP server in the Cisco Unified CM
TFTP Address field.

Enter the port number at which your Cisco Unified CM is listening for TFTP traffic in the Cisco
Unified CM TFTP Port field. The default is 69.

~

Note Saving this information ensures that communication between InformaCast and Cisco Unified
CM is secure, but further configuration is necessary to ensure that communication between
InformaCast and its Cisco IP phones is secure. See “Manage CTI Security” on page 8-49 for
more information.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 9

Recipient Management ||

Set JTAPI or HTTP Configuration

Step 1

Step 2

Use the following steps to set your Cisco Unified CM cluster’s JTAPI or HTTP configuration.

Determine whether InformaCast will activate your IP phones over HTTP or through JTAPI:

e HTTP. If you leave the Send Commands to Phones by JTAPI checkbox unselected,
InformaCast activates your IP phones over HTTP. Each time InformaCast sends a broadcast to a
phone, it validates its communication through a digitally encrypted token that is valid for one
minute before expiring. These tokens enhance the security of the HTTP communication between
InformaCast and your IP phones by requiring that the InformaCast Appliance sending the
activation request decrypts the payload and verifies that the token has not expired. If you leave the
Send Commands to Phones by JTAPI checkbox unselected, you must have also enabled web
access for your phones (see “Enable Web Access for Cisco IP Phones” on page 8-32).

e JTAPI. If you sclect the Send Commands to Phones by JTAPI checkbox, InformaCast uses
JTAPI to communicate with your Cisco Unified CM cluster, which then uses SCCP or SIP to pass
on the actual activation commands to your IP phones. If you select this checkbox, you must have
also selected the Standard CTI Allow Control of All Devices checkbox when configuring your
application user (see “Create an Application User” on page 8-28).

S
Note If you are configuring InformaCast with CTT security, selecting the Send Commands to
Phones by JTAPI checkbox is required.

See this article for more information on the pros and cons of JTAPI vs. HTTP.

If you select the Send Commands to Phones by JTAPI checkbox, the Create Telephony Terminals
for all Phones checkbox becomes accessible.

Select the Create Telephony Terminals for all Phones checkbox if you want to create CT1 terminals
for all phones in the cluster, which can improve phone activation times during broadcasts (optional).

CTT terminals represent telephones in JTAPI; InformaCast can manipulate these phones, e.g. make
calls, check their line states, send commands to them, etc., through JTAPL. With the Create Telephony
Terminals for all Phones checkbox enabled, every time InformaCast builds its phone cache, terminals
will be created for any newly registered phones while any phones no longer in the cache will have their
terminals destroyed.

)

Note If you disable the Create Telephony Terminals for all Phones or Send Commands to
Phones by JTAPI checkbox after having saved this cluster with the checkboxes enabled, all
CTI terminals will be destroyed.
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Cisco Unified CM limits a CT1 application like InformaCast through its Maximum Devices Per
Provider parameter. If your primary cluster contains more phones than allowed by this
parameter and you select the Create Telephony Terminals for all Phones checkbox,
InformaCast will fall back to creating terminals on an as-needed basis. This situation, if it
occurs, will be logged in the Performance log, which is viewable by running the
show-log-performance command in the CLI (see “Access the InformaCast Appliance’s Logs”
on page 13-62).

Configure XML Push Authentication

Enter the original value of Cisco Unified CM’s URL Authentication field in the Next Authentication
URL field. You made note of this in “Set Your Authentication URL” on page 8-40.

Save and Optionally Set Cluster Security

Use the following steps to save your Cisco Unified CM cluster and optionally set its cluster security.

Step1 Click the Save button to save your changes.

~

Note

Saving your Cisco Unified CM cluster may require a restart of the InformaCast Appliance if
InformaCast's installed version of JTAPI does not match the one provided by Cisco Unified
CM, and you will have to log in again.

JTAPI updates (and InformaCast Appliance restarts) should not occur very often. Once JTAPI
has been updated, it will remain in sync with Cisco Unified CM until Cisco Unified CM is
upgraded.
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Clicking the Save button redirects you to the Cisco Unified CM Cluster Settings page.

Cisco Unified CM Cluster Settings 7]

0
: CREATE

Cisco Cluster Yes

Phone Updates -

External Call Control -

a~

Note If you disabled the automatic import of certificates in the Systenz Certificates area on the Settings
page (see “Configure Host Trust” on page 8-48 for more information), you must click the
Trust checkbox for each certificate alias in the Manage Cluster Security area on the Edit Cisco
Unified CM Cluster page to trust the cluster members' certificates detected by InformaCast.
Continue with Step 2. If you left the automatic import of certificates enabled, skip to Step 1 on
page 9-10.

The Manage Cluster Security area on the Edit Cisco Unified CM Cluster page has all of the cluster
members' hostnames that InformaCast has been able to detect and successfully contact, along with
their downloaded SSL certificates. When the automatic import of certificates is enabled, they will be
automatically stored in the trust store that InformaCast uses for SSL/TLS communication with Cisco
Unified CM. Since you have disabled the automatic import of certificates, you will have to choose which
of the certificates should be imported into InformaCast's trust store.

Verify that the SHA1 fingerprints displayed in the table match the SHA1 fingerprints of the actual
certificates provided by the Cisco Unified CM cluster members and select the Trust checkbox for each
match.

pe

Tip Viewing certificate SHA1 fingerprints can be done through a browser and the steps for viewing
them are browser dependent. For example, in Chrome, go to Settings | More tools |
Developer tools | Security tab | View certificate button | Details tab.

Click the Save button to save these certificates in InformaCast's trust store. By default, InformaCast
stores its Cisco Unified CM certificates in /ust/local/singlewire/InformaCast/certs/cucm.bcf.
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~
Note Ifyour Cisco Unified CM cluster members change, you will need to return to the Manage Cluster
Security area and mark the changed member as trusted.

Update Recipients

Use the following steps to update your recipients now that you’ve set your Cisco Unified CM cluster’s

configuration.

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups iicenssd for 1060 fhones @

Discover current IP phone information from Clsco Unified M
UPDATE PHONES
Show defunct phones

SHOW ALL
= Q
= 4,
CREATE

AIEW RECIPIENTS

-

(Al Recipeenits) T

Step 2  Click the Update Phones button to refresh InformaCast’s information pertaining to Cisco IP phones
available for inclusion in recipient groups. This may take a few moments. InformaCast will update you
with a success statement when it is finished.

Clicking the Update Phones button causes InformaCast to query Cisco Unified CM for a list of all
known IP phones, which InformaCast then uses to build its phone cache, i.e. a list of registered IP
phones. There is also a scheduled job that performs this work on a regular basis. By default, the job
runs every hour, but you can configure it to suit your needs (see “Manage Phone Updates” on

page 9-15).
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Update JTAPI

Use the following steps to ensure that you have the most up-to-date version of JTAPL

S
Note Updating JTAPI is only necessary for the first Cisco Unified CM cluster you add (or if InformaCast's

installed version of JTAPI does not match the one provided by Cisco Unified CM, as noted in “Save
and Optionally Set Cluster Security” on page 9-8).

Step1l Log into Webmin (see “Log into Webmin” on page 3-14). Webmin is administrative interface of
InformaCast's server.

Step 2  Restart the singlewirelnformaCast service (see “Restart a Service on the InformaCast Appliance” on
page 13-10). JTAPI automatically updates every time the singlewireInformaCast service is restarted.

Edit Your Default Cluster

Once you’ve added a Cisco Unified CM cluster, you may need to edit its information.

Step1 Go to System Administration | Telephony | Cisco Unified CM Cluster. The Cisco Unified CM
Cluster Settings page appears.

Cisco Unified CM Cluster Settings @

< Telephony

Cisco Cluster Yes
Phone Updates v
External Call Control ~
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Step 2  Click the table row or More | Edit icon for your Cisco Unified CM cluster. The Edit Cisco Unified
CM Cluster page appeats.

Edit Cisco Unified CM Cluster (%]

Mote: If you change any Telephony Configuration settings, be sure to refresh the Recipient
Group list before attempting to send a broadeast

Telephony Configuration

Cisco Cluster

@
Urifiod M A .
Choose SNMP Version *
@® SNMP V2
) SNMPv3
NP n
@

[[] Use Secure Connection

[ Send Commands to Phones by JTAPI

XML Push Authentication

If you are not using JTAPI to activate phones during broadcasts or if this is not your primary cluster, make sure the URL Authentication paramsater for the
Cisco Unified Communications Manager in this cluster (found in the Phone URL Parameters section of the System | Enterprise Parameters page) is set to

the following value:
hitpif <8081 /InformaCast/phone/auth

Optianally, you can also tell InformaCast where to send authentication requests for commands that arer't coming from informatast. You only need to do
this if, before installing InformaCast, you had set this Cisco Unified Communications Manager parameter to a nan standard value. In such cases, copy the

current Cisca Unified CM setling into the field below, before changing it 1o the value shawn above

Mext Au

If empty, non-InformaCast authentication requests from phones in this cluster will be sent to the default Cisco Unified CM authentication page,
httpudf Joemeip/authenticate. jsp

CANCEL -
Manage Cluster Security

e8102556054d3ckeddfh

3384978453hThadbced?
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On the Edit Cisco Unified CM Cluster page, you can change the name of your cluster or the application
user credentials attached to it, update the Cisco Unified CM IP addresses providing the CTI Manager
service for your cluster, switch between using application user or AXL credentials, change the version
of SNMP your cluster is using, ensure you have a secure connection between InformaCast and Cisco
Unified CM (see “Manage CTI Security” on page 8-49), choose a different activation method for your
cluster, e.g. JTAPI or HT'TP, determine whether you will create CT1 terminals for all phones in the
primary cluster, and manage your clustet's security (see “Configure Host Trust” on page 8-48).

Make your desired changes.
Ensure your cluster’s configuration matches that which you have set up in Cisco Unified CM.

Click the Save button.

~

Note Saving this Cisco Unified CM cluster may require a restart of the InformaCast Appliance if
InformaCast 's installed version of JTAPI does not match the one provided by Cisco Unified
CM.

JTAPI updates (and InformaCast Appliance restarts) should not occur very often. Once JTAPI
has been updated, it will remain in sync with Cisco Unified CM until Cisco Unified CM is
upgraded.

Note If you disabled the automatic import of certificates in the System Certificates area on the Settings
page (see “Configure Host Trust” on page 8-48), you must click the Trust checkbox for each
certificate alias in the Manage Cluster Security area to trust the cluster members' certificates
detected by InformaCast. Continue with Step 2. If you left the automatic import of certificates
enabled, you are finished with the steps in this section.

The Manage Cluster Security area on the Edit Cisco Unified CM Cluster Settings page has all of the cluster
members' hostnames that InformaCast has been able to detect and successfully contact, along with
their downloaded SSL certificates. When the automatic import of certificates is enabled, they will be
automatically stored in the trust store that InformaCast uses for SSL/TLS communication with Cisco
Unified CM. Since you have disabled the automatic import of certificates, you will have to choose which
of the certificates should be imported into InformaCast's trust store.

Verity that the SHA1 fingerprints displayed in the table match the SHA1 fingerprints of the actual
certificates provided by the Cisco Unified CM cluster members and select the Trust checkbox for each
match.

Je

Tip Viewing certificate SHA1 fingerprints can be done through a browser and the steps for viewing
them are browser dependent. For example, in Chrome, go to Settings | More tools |
Developer tools | Security tab | View certificate button | Details tab.

Click the Save button to save these certificates in InformaCast's trust store.

| Version 14.4.2
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Delete a Cisco Unified CM Cluster
As your needs change, you may want to remove Cisco Unified CM clusters from InformaCast.

Step1 Go to System Administration | Telephony | Cisco Unified CM Cluster. The Cisco Unified CM
Cluster Settings page appears.

Cisco Unified CM Cluster Settings 7]

a
g CREATE

Cizco Cluster Yes

Phone Updates

External Call Control

Step2 Click the More | Delete icon of the Cisco Unified CM cluster you want to delete. The Delete Primary
Cisco Unified CM Cluster pop-up window appears.

Delete Primary Cisco Unified CM Cluster

You have chosen to delete your primary Gisco Unified Communications Manager cluster. To
continue sending broadcasts 1o Cisco IP phones for Unified CM through JTAPI, or when a 911
call has been dialed, a call comes in on & monitored DN, to announce parked calls, or start &
conference call with a broadcast, you must either mark as Primary another Unified CM cluster
or activate your IF phones over HTTR

If thiz is your only Unified CM cluster, you will ne longer be sble to send broadcasts te Cisco

IP phones for Unified CM, or when a 911 call has been dialed, a call comes in on a monitored
DM, to anncunce parked calls, or start a conference call with a broadcast

CAMNCEL oK

a

Note If you delete your cluster, you will be unable to send broadcasts to Cisco IP phones.

Step3 Click the OK button. The cluster is deleted.
You should update the recipients in your recipient groups.

Step4 Go to Recipients | Groups | Recipient Groups, and click the Update Phones button. This process

may take some time.

InformaCast Virtual Appliance Basic Paging
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Manage Phone Updates

S

Note

tep 1

Configure the timing for two scheduled jobs that determine how and when InformaCast updates its
information on Cisco IP phones for Unified CM.

The time it takes for InformaCast to build a list of Cisco IP phones is directly related to the number of
phones you have. During a build of registered phones, Cisco Unified CM’s SNMP service obtains the
IP address of all registered phones in the cluster. Because SNMP is throttled for each piece of data it
sends, minutes may pass if many thousands of phones are registered.

By comparison, the AXL requests used to refresh a list of registered Cisco IP phones are relatively quick.
Refreshing a list of registered phones picks up the changes to phones that use extension mobility as well
as other configuration changes, e.g. adding/deleting/modifying a line, changing the phone description,
etc.

Refreshing the list only updates the phones already in InformaCast’s phone cache. Newly registered
phones will not be seen in the cache until the next build of registered phones.

Phone updates can be performed as frequently as once per minute or even disabled if desired.

By default, building a list of registered phones will occur at 10 minutes past the hour, every hour.

Go to System Administration | Telephony | Cisco Unified CM Cluster. The Cisco Unified CM
Cluster Settings page appears.

Cisco Unified CM Cluster Settings 7]

.
e CREATE

Cisco Cluster Yen

Phone Updates -

External Call Control ~
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Step2 Expand the Phone Updates area, if it's not already visible.

Phone Updates .

Build List of Registered Phones

This process creates a list of registered phones and involves querying Cisco Unified Communications

Manager to obtain the configuration and IP address for each registered phone

If & field is not required, leaving it blank means “every.” For example, leaving the Hour field blank would

cause the update o be scheduled every howr of the day

10 o
Every Month -
Every Day -
Refresh List of Registered Phones

Configure the timing for how often InformaCast queries Cisco Unified CM for the changes to phones

already in the list of registered phones. A refresh can be performed as frequently as once per minute,

Entering zara into this field indicates to InformaCast that no refresh should be performed

PHOME UPDATE INFORMATION

Step3 Enter numeric values in the Hour, Minute, and Second fields in the Build a List of Registered Phones area
to specify the time of day you’d like InformaCast to build its list of registered phones.

Step4 Sclect Every Month or a specific month from the Month dropdown menu.

Step5 Enter a numeric value in the Day field if you’d like InformaCast to only rebuild its phone information
on a specific day.

Step 6 Sclect Every Day or a specific day from the Week Day dropdown menu.

Step 7 Enter a numeric value in the Refresh Interval (minutes) field in the Refresh List of Registered Phones area.
A positive numeric value enables updates. Zero or no value disables updates.

InformaCast Virtual Appliance Basic Paging
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Step 8 Click the Save Phone Update Information button. On the Overview page, you can see your changes

reflected in the Phone Updates section.

JTAPI

JTAR| Version

Send Commands by JTAFI

Crzate Teleghony Terminals for All Phanes
Maxa mum Dewces par Provider

Terminals Requested

Terminals Created

Phone Updates

Last Attompted Rebuild
Last Succesaful Rebisk

Cisco Jtag wersion 12.0{1.23900})-1 Release

a5

2020-0:9-10 15:10-00
H020-08-10 15:11:02

Hext Phane Rabuld

2020-09-11 10:00:00

Last Attempted Refrash
Last Succassful Refresh
Phaones Retriavad

Phanes Used/Licensed

Never
Hever
19
V1000

Refrash Imamnal (minuies)

B0

Manage Recipient Groups

Recipient groups allow you to organize your recipients into groups that will receive the broadcasts sent

to them.

By default, InformaCast initially creates an “(All Recipients)” group, which contains all the recipients
that it can discover. However, you may find it helpful to send to smaller groups of recipients.

There are three ways to group recipients:

e Select the recipients you want included as members, which is easiest for a small grouping of

recipients

e Select multiple, existing recipient groups and combine them into one group, which is helpful when
you have a large number of smaller recipient groups that will receive similar broadcasts

e Construct matching rules that specify the members of a group, which is useful when you have a
large and/or changeable group of recipients

You can create groups that use one way, a combination of two, or all three ways.

Once you’ve initially configured recipient groups by constructing rules and/or selecting multiple

existing groups, you can also create exceptions, which allow recipients that had been included in a group

through a certain rule or an existing group to now be excluded.

| Version 14.4.2
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Create a Recipient Group

Use the following steps to create a recipient group.

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears. This page
shows the number of Cisco phones for Unified CM.

Recipient Groups iicenssd for 1060 £hones (7]

Discover current IF phone Infarmation from Clsco Unified CM
UPDATE PHONES
Show defunct phones

SHOW ALL

i o
2 2 CREATE

(Al Recipsents)

=

NEW RECIPIENTS §

InformaCast Virtual Appliance Basic Paging
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Step 2  Click the Create button. The Create Recipient Group page appears.

Create Recipient Group @

< Groups < Recipient Groups

@ Dstails and Additions 2] 'n_'m_'r_l' 'a] sl L s ek R O =

Optsenal

General Details

— , o ; "

L] Create as an exclusionary recipient group

Select Individual Recipients -~
a

[0  CiscoP Phone: Auto 105021; DNe: 105021 163668 @

[0  Cisco P Phone: Auto 105054 DNs- 105054 D3IDOE (0]

[0  CiscoIP Phone: Auto 105122 DNs- 105122 UTZFEG @

j Cisco IP Phone Auto 105141, DNs: 105141 1C2AC |Q

[0  CiscoIP Phone: Auto 105522: DNs- 105522 EG3EE @

j Cisco IP Phone Auto 105537 DNs: 105537 05ACS C)

[0  CiscolP Phone: Auto 105543 DNs: 105543 BS1E3 @

O Cisco IP Phone: Auto 105021, DNs: 105021 163668 ®

Cisco IP Phone: Aute 105054; DNs: 105054 D30D0E (O]

(]
(

O Cisco IP Phona: Auto 105122; DNs: 105122 0T2FEE (O]
- > 3
Filter with Recipient Groups -
Q,
O (Al Recipients)

e CANCEL ADD RULES

The Create Recipient Group page will walk you through stages of configuring your recipient group.

Step3 Enter the name of your group in the Name field. This is what users will select when configuring
DialCasts, so make it as self-explanatory as possible.
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Step4 Sclect a recipient group tag from the Tags dropdown menu (optional).

Step 5

Recipient group tags allow you finer control over the display results for recipient groups throughout
InformaCast's recipient-specific features.

Select checkboxes for individual recipients in the Sekct Individual Recipients area (optional).

Devica Details

Device

Cisco IP Phone: Aute 105021 Dhs: 105021 163668
1]

CiscoPhane-55 163668

Description
Aufc 105021

Reported IPvd Address

Unified Communications Manager Device Type

Use the Search field to search for specific recipients. Click a recipient's Info icon to view its
details.

30018

IC 4 style RepEx target

name= 163668 desc=Auto 105021 css=informacast pool=Default
addr= typa=30018

Unified Communications Manager Cluster Description
Diafault configuration

Authentication URL
hitp:f1127.0.0.1:808 1/InformaCast/phonalauth

Unified Communications Manager Cluster Remote Description
ga-uem115

Namae
163668

Partition Names
[InformaCast]

Can Display Text
frue

InformaCast Davice Type
CiscolPPhone

Unified Communications Manager Device Pool
Default

End Usar Identifiar

Directory Mumbers
[105021]

IP Address
Unified Communications Manager Calling Search Space
informacast

Location
Hub_Nong
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Step 6 Sclect checkboxes for existing recipient groups in the Filter with Recipient Groups area (optional).

Step 7 Click the Add Rules button. The Create Recipient Groups page refreshes and you can see the Filzer
with Rules area.

Create Recipient Group 7]

« Groups < Racipient Groups

e Add Rules -~ Ao : Fa
Opfiona - -

Filter with Rules

AL . All of the following rules are frue

ADD CONDITION

e CANCEL PREVIOUS REVIEW FINAL GROUP

Step 8 Add rules to your group (optional).

If you don't want to add rules but you do want to add exceptions (and you added existing recipient
groups through the Filter with Recipient Groups area), skip to Step 17 on page 9-25.

If you don't want to add rules or exceptions, skip to Step 19 on page 9-26.

Step9 Select the manner in which rules will be applied to your recipient group from the Logic Type
dropdown menu, e.g. Any, All, or Logical Expression.

InformaCast Virtual Appliance Basic Paging
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Any will include recipients that match at least one of the rules you add. All will include recipients that
match each rule you add. Logical Expression allows you to craft a regular expression where, to be

included, your recipients must match a combination of rules based on their order in the table and the
words “AND” and “OR.”

If you select Logical Expression, the Logical Expression field becomes accessible and you can
create your regular expression, e.g. (1 or 2) and not (3 and 4 and not 5). AND means that your recipients
have to match every rule you specify. OR means that your recipients must match at least one specified
rule. See “Configure Advanced Matching for Recipient Groups” on page 9-48 for a discussion of
regular expressions.

Step 10 Click the Add Condition button. The Filter with Rules area refreshes with dropdown menus and fields
for your new rule.

Create Recipient Group (7]

¢« Groups <« Recipient Growps

@ Add Rulss P _ _ _
Optiona - -
Dpdiona
Filter with Rules
ALL o All of the following rules are true
AND | InformaCast Device Type - Does o Contain = Ignar ¥ L

ADD CONDITION

e CANCEL PREVIOUS SELECT EXCEPTIONS
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Step 11 Select a parameter from the first dropdown menu. The following table details the parameters available

to you.

Matching Parameter

Description

Authentication URL

Cisco IP phones for Unified CM that match (or don’t match) the
specified authentication URL.

Cisco Unified CM Calling
Search Space

Cisco IP phones for Unified CM that match (or don’t match) the
specified search space.”

Cisco Unified CM Cluster
Description

Cisco IP phones for Unified CM that match (or don’t match) the
specified Cisco Unified CM cluster description.

Cisco Unified CM Device Pool

Cisco IP phones for Unified CM that match (or don’t match) the
specified device pool.

Cisco Unified CM Device Type

Cisco IP phones for Unified CM that match (or don’t match) the
specified model, as reported by Cisco Unified CM.

Cisco Unified CM Remote Cisco IP phones for Unified CM that match (or don’t match) the

Description specified cluster ID from Cisco Unified CM’s Enterprise Parameters
page.

Can Display Text Cisco IP phones for Unified CM that match (or don’t match) in their
ability to display text.”

Description Cisco IP phones for Unified CM that match (or don’t match) the

supplied description value. This is often a useful grouping tool
because you have control over the description of the recipients in
your system, so you can set up your descriptions in ways that
facilitate grouping.

The text you enter will be compared against the Device Description
entries of phones registered with your Cisco Unified CM. Any
recipients whose descriptions match with the rule you've specified
will be considered part of the recipient group.

Directory Numbers

Cisco IP phones for Unified CM that match (or don’t match) the
supplied phone number(s) assigned to them in Cisco Unified CM.

IC 4 style RegEx target

Cisco IP phones for Unified CM that match (or don’t match) the
supplied string of device details, e.g. name=EXAMPLE_NAME
desc=EXAMPLE_DESCRIPTION css=EXAMPLE_CSS
pool=EXAMPLE_POOL.

IP Address

Cisco IP phones for Unified CM that match (or don’t match) the
supplied subnet boundaries. When choosing this parameter, you are
given a new Comparison Type choice, Belong to Subnet, which
allows you to enter a subnet mask like 172.17.30.0/8. See “Configure
Advanced Matching for Recipient Groups” on page 9-48 for more
information about this approach.

InformaCast Device Type

Cisco IP phones for Unified CM that match (or don’t match) in their
functionality as an IP phone.

Location

Cisco IP phones for Unified CM that match (or don’t match) the
supplied location value.
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Matching Parameter Description

MAC Address Cisco IP phones for Unified CM that match (or don’t match) the
supplied network hardware address of the IP phone, which is
guaranteed to be unique across your network.

Name Cisco IP phones for Unified CM that match (or don’t match) the
supplied name. Like the Description parameter, you have control
over names, so they may useful for grouping, but should be concise.

Partition Names Cisco IP phones for Unified CM that match (or don’t match) the
supplied dial plan partition assigned to each directory number, a.k.a.
phone number, assigned to an IP phone in Cisco Unified CM.

Profile Description Cisco IP phones for Unified CM that match (or don’t match) the
Cisco Unified CM’s user device profile description. Phones that are
using extension mobility or a profile when logged out are eligible to
be filtered in this way.

a. Warning: If your site is using extension mobility, bear in mind that the calling search space, and even the
directory number, assigned to a phone can change when a user logs in. Because of this, you should avoid using
Cisco Unified CM Calling Search Space as the criterion for setting up any recipient groups that are
supposed to reflect geographic (rather than personnel) divisions. For such geographic divisions, IP Address
is likely a better choice when extension mobility is a factor.

b. The IP phone must be currently registered for this parameter to match. InformaCast has no information
about the detailed features of unregistered IP phones.

By default, InformaCast Device Type is selected in this dropdown menu.
Select Does or Does Not from the second dropdown menu.

Select the matching constraint from the third dropdown menu, which has parameter-specific choices.
For example, if you select IP Address as the rule parameter to match, a choice of Belong to Host
Bitmask will appear as a matching relationship choice; this choice is not available for other matching
parameters.

~

Note If you select the Match Expression relationship, InformaCast expects a regular expression in
the last field.

Enter the criteria to be matched in the last field.

S

Note If you selected the Equal relationship, the criteria element may facilitate your selection by
changing from a field to a dropdown menu.

Select Ignore Case or Case Sensitive from the last dropdown menu to further refine your recipients.
Decide if your rule is sufficient as it stands or follow Steps 10 through 15 to add another rule.

pe

Tip If you want to remove a rule, click the Delete icon to the right of the rule’s definition.
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Depending on whether you added existing recipient groups and/or rules, you will see different buttons:

o Existing Recipient Groups/Rules. The Select Exceptions button appeats and you can select
recipients that had been included in your recipient group by a certain rule or through an existing
recipient group to now be excluded. Continue with Step 17.

¢ Individual Recipients. The Review Final Group button appears and you can view the recipients
included in your recipient group. Skip to Step 19.

Step 17 Click the Select Exceptions button. The Create Recipient Groups page refreshes and you can see the
Select Recipient Exceptions area.

Create Recipient Group @

« Groups < Recipient Growps

Select Exceptions

'ﬁj} E Sad L 2 Optional Wou must hay lered recipiend groups or rules for exceplions 'l\\'\._-‘"

Dpbanal

Select Recipient Exceptions

o]

: Cisco IP Phone: Aute 105021, DNs: 105021 163668 CD
Cisco IP Phone Aute 105141, DNs: 105141 F1C2AC -:_‘_T:I

[0  CiscolP Phona: Auto 105522 DNs: 105522 43EBIEE @
] Cisco IP Phone: Aute 106537, DNs: 105537 FOSACS @®
O Cisco IP Phona: Auto 105543; DNs: 105543 FBS1E} GJ
L] Cisco IP Phona Aufo 105853, DMs 1055853 FAJEAR :El
: Claco IP Phone: phone 105201 [alde parker, w] Dia: 105201 ZAECAT "\__-')

e CANCEL PREVIOUS REVIEW FINAL GROUP

The recipients displayed in the Select Recipient Exceeptions area are the ones included by either your existing
recipient group selection(s) or your rule configuration(s).

Step 18 Sclect checkboxes for the recipients you don't want to include in your recipient group.

InformaCast Virtual Appliance Basic Paging
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Step 19 Click the Review Final Group button. The Create Recipient Groups page refreshes and you can see
the Review Included Devices area.

Create Recipient Group @

o B 4 &ddit 0 Jl;.:;:hn::al. ﬁ e _..H. - l. .___. il it i o Tilas for sucept o Reviaw Final Group

Oplssnal

Review Included Devices

Q

Cisca IP Phone Auto 105522, DNs: 105522 EG3EE {Ij
Cisco IP Phone: Auto 105537; DNs: 105537 FOSACS {Q
Cisca |IP Phone: Auto 105543, DNs: 105543 B5S1E3 ":1)
Clsco IP Phone: Auto 105553, DNs: 105553 AJEAE G_j
Chaco IP Phone: phone 105201 [aide parker, lfw], D= 105201 AECA3 @

e CANCEL PREVIOUS

Step 20 Verify that the recipients included in your recipient group are the ones you expect to see.

Step 21 Click the Save button. Your recipient group is added to InformaCast.

InformaCast Virtual Appliance Basic Paging
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View Recipients in a Recipient Group

Once you have created a recipient group, you may want to review the recipients you’ve included.
y p group, y y p y

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups wiisnssd o 50 fnanes 7]

Discoves current IP phone infarmation from Cisco Unified CM
UPDATE PHONES
Show defunct phones

SHOW ALL

(Al Reciplents) 4 VIEW RECIPIENTS :

Managars 3 VIEW RECIPIENTS
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Step 2 Click the View Recipients button of the recipient group for which you want to view recipients. The
Edit Recipient Group page appears and you can see your included recipients in the Review Included Devices
area.

Edit Recipient Group &

« Groups < Recipient Groups

@ i it @ r;-:l.r'::n- ﬁ g ., ; Naiaad paci it ik mxcenl o Reviaw Final Graup

Dipsonal

Review Included Devices

Q
Cisco |P Phone Aulo 105522, DNs: 105522 EG3EE {?
Cisco IP Phone: Auto 105537, DMs: 105537 FOSACS :.J
Cisca P Phone: Auto 105543, DNs. 105543 B5S1E3 ":1)
Clsco IP Phone: Auto 105553; DNs: 105553 AJEAE \f,j
Chsco IP Phone: phone 105201 [aide parker, [fw], Dhs: 105201 AECAI Gj

e CANCEL PREVIOUS
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Step3 Click a recipient's Info icon to view its details. The Device Details pop-up window appears.

Step4 Click the OK button in the Device Details pop-up window to close it.

Device Details

Device
Cisco IP Phone: Auto 105021 DMs: 105021 163668

]

CiscoPhane-55 1636568

Diescription

Auto 105021

Reported IPvd Address

Unified Communications Manager Device Type

0018

IC 4 style RegEx target

namea= 163668 desc=Auto 105021 css=informacast pooi=Default
addr= typa=30018

Unified Communications Manager Cluster Description
Diefault configuration

Authenticathon URL

hitp 1127 0.0.1-8081/Informa Cast/phonalauth

Unified Communications Manager Cluster Remote Deseription
ga-uem115

Name
163668

Partition Names
[InformaCast]

Can Display Text
rue

InformaCast Device Type
CiscolPPhana

Unified Communications Manager Device Pool
Default

End Uszar ldentifier

Directory Mumbers
[105021]

IP Address
Unified Communications Manager Calling Search Space
infarmacas

Location
Hub_Nons

Step5 Use the steps in the following topics to change your recipient group:

e “Edit a Recipient Group” on page 9-31
e “Copy a Recipient Group” on page 9-37

e “Remove Defunct Phones from Recipient Groups” on page 9-42
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o “Delete a Recipient Group” on page 9-43

Find a Phone’s Recipient Groups

The Find a Phone's Recipient Groups page allows you to enter the complete DN or IP address of a
Cisco IP phone for Unified CM and display the recipient groups of which it is a member. Easily
determining a Cisco IP phone's recipient groups can be useful when:

e Discovering why a Cisco IP phone is getting a certain broadcast

e Determining whether removing/moving a Cisco IP phone will affect people's ability to receive
broadcasts

e Troubleshooting why a Cisco IP phone didn't get a broadcast

Step1  Go to Recipients | Groups | Recipient Groups with Phone. The Find a Phone's Recipient Groups
page appears.

Find a Phone's Recipient Groups o

< Groups

Enter a phone’s DN or IP address and display the recipient groups of which it is a member.

SHOW CLEAR

Mo Data

Step 2 Select an attribute of a Cisco IP phone for Unified CM on which to search from the Phone Attribute
dropdown menu, e.g. DN or IP Address.

Step3 Enter the complete DN or IP address of a Cisco IP phone for Unified CM in the Value field.

InformaCast Virtual Appliance Basic Paging
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Step4  Click the Show button. The Find a Phone's Recipient Groups page refreshes with the recipient groups
of which your Cisco IP phone is a member.

Find a Phone's Recipient Groups 12

Enter a phone’s DN or IP address and display the recipient groups of which it s a member

DN - {01 SHOW CLEAR
(Al Recipiems) 24 1 1
Security Stafl 4 0 ]
Exacutive Managament 2 0 o

pe)

Tip Click the Clear button to clear the dropdown menu, field, and table of their contents.

Edit a Recipient Group

After you have added recipient groups to InformaCast, you may need to edit their information.

pe

Tip  If you upgraded from Basic to Advanced InformaCast, but then returned to Basic functionality and
you’re now seeing empty recipient groups and/or unsuccessful broadcasts, ensure that you have the
most up-to-date recipients by clicking the Update Phones button on the Recipient Groups page.

InformaCast Virtual Appliance Basic Paging
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Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups iienssd o 50 Prones Q

Discover current IP phone infarmation from Cisco Unified CM
UPDATE PHONES
Show defunct phones

SHOW ALL

?q

(Al Reciplents ) 14 VIEW RECIPIENTS :

Managers 3 VIEW RECIPIENTS
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Step 2 Click the table row or More | Edit icon next to the recipient group you’d like to edit. The Edit

Recipient Group page appears.

Edit Recipient Group

< Groups < Recipient Groups

@ Detaits and Additions

General Details

Managers

[] Create as an exclusionary recipient group

Select Individual Recipients

O Clsco IP Phone:
O Clsco IF Phone:
[0 CiscolF Phone
O Cisco IF Phone
[l CiscolP Phona
[0 CiscolP Phone
[0 CiscolP Phone
O Cisco IP Phone:
[0 CiscolP Phons
(M | Cisco IP Phona:

Auie 105021; DNs

Auto 105054, DNs:

Auto 105122 ONs

Auto 105141, DNs.

Autn 105522 ONs

Auto 105537 DNs.

Auto 105543 DNs.

Auto 105021, DNs:

Autp 106054 DNs

Auto 105122 DNs:

Filter with Recipient Groups

Q,

[0 (a0 Recipients)

| Jiny

105021

105054

105122

105141

1056522

105537

105543

105021

105054

105122

Optianal

163668

D3ME

1C2AC
EG3EE
05ACS
BS1EZ
163668
D3DOE

T2FEG

©©0 0 0 0

@

CAMNCEL ADD RULES
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The Edit Recipient Group page will walk you through stages of configuring your recipient group.
Immediately, you can select new individual recipients, remove old ones or add/remove existing
recipient groups to/from the recipient group you're editing.

Clicking the Add Rules button advances the Edit Recipient Group page, and you can add new rules
and modify or delete existing ones.

Edit Recipient Group (7]

« Groups ¢ Recipient Groups

@ Detsils and Addions @ oo fukes B oo s nove i i ki e 0 ~

Options g
Qplion

Filter with Rules

Logical -

1 "C;.'-Z:i
1 InformaCast Device Type - Does - Equal - Ciseo IP Phone - - [ |
2 Can Record - Does - Equal Yas - - ]

ADD COMDITION

e CANCEL PREVIOUS SELECT EXCEPTIONS
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If your recipient group either uses rules and/or has added existing recipient groups, clicking the Select
Exceptions button allows you to exclude recipients that had been added to your group through rule
or existing group additions. Clicking the Review Final Group button will advance the Edit Recipient
Group page again.

Edit Recipient Group

« Groups < Recipient Groups

@ Optional

Select Recipient Exceptions

Auto 105021, DNs: 105021

Cisco IP Phone Auto 105141 DNs: 105141

Q
O Cisco IP Phona
[0  CiscalP Phona
] Cigco IP Phone
:‘ Cisco IP Phona
O Cisco IP Phona

O Cisco IP Phens

Aute 105522 DNs: 105622

Aute 105537, DNs: 105537

Autp 105543 DNs: 105543

Autp 105553, DNs: 105853

phone 105201 [alde parker

Select Exceptions

¥ou must have fillered recipiend groups or rules for exceglions G £
Ophsanal
163668 @
T1C2AC @
43ERIEE (O]
FOSALCS @®
FBS1E3 {D
FAIEAR @
o] Dhs: 105201 FAECAT @

CANCEL PREVIOUS REVIEW FINAL GROUP

If your recipient group doesn't use rules or existing recipient groups, clicking the Review Final Group
button will advance the Edit Recipient Group page again.
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This last area of the Edit Recipient Group page allows you to view the recipients included in your
recipient group.

Edit Recipient Group Q

n Bt and Sddit o Jl;.::;hn::.al. o e _..-\. : ™ _- i Ladrd i rules axcEslions o Reviaw Final Group

Oplssnal

Review Included Devices

Q,
Cisca IP Phone Auto 105522, DNs: 105522 EG3EE Gj
Cisco IP Phone: Auto 105537; DNs: 105537 FOSACS {Q
Cisca |IP Phone: Auto 105543, DNs: 105543 B5S1E3 {D
Chsco IP Phone: Auto 105553, DNs: 105553 AJEAS G}
Chaco IP Phone: phone 105201 [aide parker, lfw], D= 105201 AECA3 @

e CANCEL PREVIOUS

Step3 Make your desired changes.
Step4 Click the Save button. Your recipient group is saved.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter9

Recipient Management ||

Copy a Recipient Group

When creating new recipient groups, you may want to start from a pre-existing recipient group that is
close to the configuration you’d like for your new group and make small changes from there.

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups iienssd o 50 Prones Q

Discover currend (P phone information from Cisco Unified CM
UPDATE PHONES

Show defunct phones

SHOW ALL

= Q CREATE
(Al Reciplents) 14 VIEW RECIPIENTS :
Managers 3
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Step 2 Click the More | Copy button next to the recipient group you’d like to copy. The Copy Recipient
Group page appears.

Copy Recipient Group 7]

< penl Gioups

@ Dstaiis and Additions [ ] i
clions

Cptional

General Details
Managers (Copy)
[ Create as an exclusionary recipient group
Select Individual Recipients s
Q,
[0  Cisco IP Phone Auto 105021 ONs: 105021 163668 @
O Cisco IP Phone: Aute 105054; DNs: 105054 D3D0E @
O Cisco IP Phona: Aute 105122: DNs: 105122 072FEG ©
D Cisco IP Phone Auto 105141 DNs: 105141 1C2AC D
O Ciaco IP Phone: Auto 105522- DNs: 105522 EG3EE @
[0  Cisco IP Phone: Auto 105537: DNs: 105537 D5ACS ©
[0  Cisco IP Phone Auto 105543 DNs 105543 BS1E3 ®
O Cisco IP Phona Auto 105021, DNs: 105021 163668 @
O Cisco IP Phone: Auto 105054; DNs: 105054 D3D0E 0]
O Cisco IP Phona: Aute 105122: DNs: 105122 072FEG @
- > ]
Filter with Recipient Groups ~
Q,
O (ANl Recipients)

e CANCEL ADD RULES
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~
Note The Name field will automatically populate with the original recipient group’s name and
“copy” appended to it.

The Copy Recipient Group page will walk you through stages of configuring your recipient group.
Immediately, you can select new individual recipients, remove old ones or add/remove existing
recipient groups to/from the recipient group you're editing.

Clicking the Add Rules button advances the Copy Recipient Group page, and you can add new rules
and modify or delete existing ones.

Copy Recipient Group

« Groups < Recipianl Groups

@ Deisils end Additions e.{-‘-dcmas s} oo . ; O =

Clpti N it
Opliona

Filter with Rules

1 InformaCast Device Type - Does - Equal - Cisca |P Phone

2 Can Record - Does - Equal Yas

ADD COMDITION

e CANCEL PREVIOUS SELECT EXCEPTIONS
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If your recipient group either uses rules and/or has added existing recipient groups, clicking the Select
Exceptions button allows you to exclude recipients that had been added to your group through rule
or existing group additions. Clicking the Review Final Group button will advance the Copy Recipient
Group page again.

Copy Recipient Group

« Groups < Recipient Groups

@ Optional

Select Recipient Exceptions

Auto 105021, DNs: 105021

Cisco IP Phone Auto 105141 DNs: 105141

Q
O Cisco IP Phona
[0  CiscalP Phona
] Cigco IP Phone
:‘ Cisco IP Phona
O Cisco IP Phona

O Cisco IP Phens

Aute 105522 DNs: 105622

Aute 105537, DNs: 105537

Autp 105543 DNs: 105543

Autp 105553, DNs: 105853

phone 105201 [alde parker

Select Exceptions

¥ou must have fillered recipiend groups or rules for exceglions G £
Ophsanal
163668 @
T1C2AC @
43ERIEE (O]
FOSALCS @®
FBS1E3 {D
FAIEAR @
o] Dhs: 105201 FAECAT @

CANCEL PREVIOUS REVIEW FINAL GROUP

If your recipient group doesn't use rules ot existing recipient groups, clicking the Review Final Group
button will advance the Copy Recipient Group page again.
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This last area of the Copy Recipient Group page allows you to view the recipients included in your
recipient group.

Copy Recipient Group @

« Groups < apienl Groups

n Bt and Sddit o Jl;.::;hn::.al. o e _..-\. : ™ _- i Ladrd i rules axcEslions o Reviaw Final Group

Oplssnal

Review Included Devices

Q,
Cisca IP Phone Auto 105522, DNs: 105522 EG3EE Gj
Cisco IP Phone: Auto 105537; DNs: 105537 FOSACS {Q
Cisca |IP Phone: Auto 105543, DNs: 105543 B5S1E3 {D
Chsco IP Phone: Auto 105553, DNs: 105553 AJEAS G}
Chaco IP Phone: phone 105201 [aide parker, lfw], D= 105201 AECA3 @

e CANCEL PREVIOUS

Step3 Make your desired changes.
Step4 Click the Save button. Your recipient group is saved.
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Remove Defunct Phones from Recipient Groups

Defunct phones are Cisco IP phones for Unified CM that are no longer available to Cisco Unified CM
when the regular polling interval occurs. Cisco IP phones can become defunct if they lose power
and/or are accidentally unplugged. A large number of defunct Cisco IP phones can degrade
InformaCast’s performance, and they should be removed.

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups  wiensed o 50 rones 7]
| o0 |

Discover currend (P phone information from Cisco Unified CM
UPDATE PHONES
Show defunct phones

SHOW ALL

= 0 CREATE

(Al Reciplents 14 VIEW RECIPIENTS

Managers 3 VIEW RECIPIENTS

Step 2  Click the Show All button under Show defunct phones. The Defunct Phones pop-up window appears
with a listing of your defunct Cisco IP phones for Unified CM.

Defunct Phones X

CiscoPhone-55 F&COT0

Would you like to remaove thesa defunct phonas? Daleting thesa dafunct phanas will
remove them from associated recipient groups

Step3 Click the Yes button. Your defunct Cisco IP phones are removed from any recipient group to which
they had been manually included or excluded.

InformaCast Virtual Appliance Basic Paging
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~

Note

Recipient groups' rules will not recognize defunct Cisco IP phones as viable recipients for
inclusion, nor will the (All Recipients) recipient group.

Delete a Recipient Group

As your needs change, you may want to delete unused recipient groups from InformaCast.

Step1 Go to Recipients | Groups | Recipient Groups. The Recipient Groups page appears.

Recipient Groups wiisnssd o 50 fnanes 7]

Discoves current IP phone infarmation from Cisco Unified CM

UPDATE PHONES

Show defunct phones

SHOW ALL

= Q CREATE
{4l Recipients) 14 VIEW RECIPIENTS H
Managﬁcr: 3

VIEW RECIPIENTS

Step 2 Click the More | Delete icon of the recipient group you’d like to delete. The Delete Recipient Group
pop-up window appears.

Delete Recipient Group X

fou are aboul 1o delete the Managers (Copy) Recipient Group. Deleting this Recipient Group
will permanantly remove it om InfermaCast

CANCEL 0K

Step3 Click the OK button. Your recipient group is removed.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter9

Recipient Management ||

Configure Recipient Group Tags

Recipient group tags allow you finer control over the display results for recipient groups throughout
InformaCast's recipient-specific features. For example, enter a tag's name in the Recipient Groups
dropdown menu of a dialing configuration to only see the recipient groups assigned that tag.

Add a Recipient Group Tag

Use the following steps to add recipient group tags to InformaCast.

Step1 Go to Recipients | Groups | Tags. The Recipient Group Tags page appears.

Recipient Group Tags @

= Q CREATE

Mo Data

Step 2  Click the Create button. The Create Recipient Group Tag page appears.

Create Recipient Group Tag 7]

¢ Gooups < Racipiant Group Tags

General Details

Step3 Enter a name for your tag in the Tag field, e.g. Elementary School.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Save button. The Recipient Group Tags page appears and you can see your added tag.

Recipient Group Tags 7

:q

Elementary Schoal 1 O
High Schoo i}
Middla School 1]

When you assign your tags to recipient groups, the number of recipient groups assigned to that tag will
appeat in the table.

Click a tag's Info icon to see the recipient groups that are assigned to tag. The Included Recipient
Groups pop-up window appears.

Included Recipient Groups
K-5

QK
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Edit a Recipient Group Tag

Once you’ve added recipient group tags, you may need to edit their names.

Step1 Go to Recipients | Groups | Tags. The Recipient Group Tags page appears.

Recipient Group Tags @

Elementary School 1 @
High Schoo 1}
Middla Schoo 1]

Step2 Click the table row or More | Editicon of the tag you’d like to change. The Edit Recipient Group Tag
page appears.

Edit Recipient Group Tag 7]

« Groups < Recipienl Growp Tags

General Details

Elementary School

CANCEL SAVE

Step3 Change your tag's name in the Tag field.

Step4 Click the Save button. Your changes are saved.

InformaCast Virtual Appliance Basic Paging
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Delete a Recipient Group Tag

As your needs change, you may want to delete existing tags from InformaCast.

Step1 Go to Recipients | Groups | Tags. The Recipient Group Tags page appears.

Recipient Group Tags @

Elementary School 1

o

High Schoo 0

Middla Schoo! 0

Step 2  Click the More | Delete icon of the tag you want to delete. The Delete Tag pop-up window appears.

X
Delete Tag
ou are about 1o debete the Elermentary School Tag. Deleting this Tag will permanently
remave il from InfarmaCasi
CANCEL 0K

Step3 Click the OK button. Your tag is deleted.

Manage Recipient Administration
Recipient administration covers a number of topics that pertain the administration of your Cisco IP
phones for Unified CM:

e “Configure Advanced Matching for Recipient Groups” on page 9-48 discusses using subnets or
regular expressions to include or exclude recipients in a recipient group

e “View Calling Terminal Diagnostics” on page 9-50 discusses the health of InformaCast’s CT1
connection to Cisco Unified CM and the status of active calls/broadcasts

InformaCast Virtual Appliance Basic Paging
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Configure Advanced Matching for Recipient Groups

Subnet Matching

Note

InformaCast has a variety of powerful methods for creating very precise matches of recipients for
recipient groups:

e Subnet matching. Match all recipients on a particular network based on the IP address range
assigned to that network.

e Regular expressions. Select devices based on the value of a particular device parameter, but in a
more complex way than literally matching all of or part of the value. For example, you may want to
check that the description contains numeric digits.

When you are setting up a recipient group rule based on recipients' IP addresses, you will see a Belong
to Host Bitmask choice in addition to the normal matching constraints. This allows you to include or
exclude recipients based on whether their network address falls within the range assigned to a particular
network.

To specify a subnet in IP networking, you need to provide two pieces of information: an address that
is part of the network, and information about the amount of variance allowed for that address. There
are a variety of approaches for formatting this information, and the one InformaCast uses reflects the
underlying Java networking system on which it is built.

In InformaCast, you will supply an address and the number of “host bits” that should be ignored in
that address. For example, look at how you’d match a very common style of LAN, which uses what is
known as “Class C” addressing. In a Class C network, there are 24 bits of network address, which are
always the same, and eight bits that identify the host, so they vary from device to device (IP addresses
always contain a total of 32 bits; when written in decimal notation with dots, as they are in InformaCast,
each number contains eight of the bits).

So, assume your hypothetical network has a network address portion of 172.18.2 (since there are 24 bits
of network address information, there are three eight-bit numbers that make up the network portion).
Valid addresses on this network would range from 172.18.2.0 to 172.18.2.255 (although in practice
some of those addresses are reserved for special purposes, that goes beyond the depth of this
introduction).

To match this subnet in InformaCast, select All from the Logic Type dropdown menu, then IP
Address from the first dropdown menu in the Filter with Rules area, Does from the second dropdown
menu, Belong to Host Bitmask from the third dropdown menu, and enter the pattern 172.18.2.0/8
in the fourth field. The portion before the slash is the sample address that is part of the network, and
the part after the slash tells InformaCast how many bits of the address ate used for host information.
In fact, the last value in the network address doesn’t need to be zero in this case—it could be any valid
value, 0 to 255—and it will be ignored, since all eight bits of that value are reserved for host
information.

If you are coming from other tools that perform subnetting or using one of the online subnet
calculators, keep in mind that they often use subnet masks, placing the number of “network” or “mask”
bits after the slash. In the example above, using such a tool, you would see “172.18.2.0/24”. To convert
from a network bitmask to host bitmask, you must subtract the network bitmask from 32.
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Trying to use a subnet pattern of “172.18.2.0/24” in InformaCast will match many more recipients than
you intend because it says that there are 24 host bits, meaning there are only eight network bits, so any
address from 172.0.0.0 to 172.255.255.255 will match.

Regular expressions are an extremely powerful way to specify patterns to be matched when choosing
to include/exclude recipients in a recipient group.

To use this feature, you need to have a solid understanding of the syntax and use of regular expressions,
and in particular, the variety used in the Perl programming language. This topic does not attempt to
provide this background information. If you need a reference for Petl regular expressions, try this
tutorial. If you want to start at a more basic level, try these tutorials.

The basic structure of an expression you will enter is as follows:
[m] /pattern/[i] [m] [s] [x]

The m prefix is optional and the meaning of the optional trailing options are:

Option |Description

i Case-insensitive match

m The input is treated as consisting of multiple lines

S The input is treated as consisting of a single line

X Enable extended expression syntax incorporating white space and comments

As with Perl, any non-alphanumeric character can be used in lieu of the slashes.

You'll generally want to match things regardless of whether they are uppercase or lowercase, so you’ll
want the trailing “i” option (regular expressions control whether matches are case-sensitive directly,
rather than using a checkbox in the rule to determine this). So, most recipient group regular expressions
will look like:

m/pattern/i

For example, assume the descriptions of all your recipients contain the name of the corporate division
in parentheses. To select everyone in Marketing, you want all recipients whose description attribute
contains the word “Marketing” surrounded by parentheses (parentheses have a special meaning in
regular expressions, so you'll have to escape them using backslashes). On the Create/Edit Recipient
Group page, select Logical Expression from the Logic Type dropdown menu in the Filter with Rules
area and enter 1in the Logical Expression field. Then, select Description from the first dropdown
menu and Does Match Expression from the two following dropdown menus. Next, enter the
following expression in the matching criteria field:

m/\ (Marketing\) /i

This pattern searches the parameter for the string “(Marketing).” The “i” modifier just means you don’t

care about capitalization, so “(marketing)” would match just as well.
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In something a bit trickier, suppose you want to have a group containing all Cisco IP phones for Unified
CM whose extensions are 27xx. In other words, four digits long, starting with “27.” Set up a rule with
Directory Numbers from the first dropdown menu, Does and Match Expression from the
following two dropdown menus, and set it to match this expression:

m/27[0-9]1[0-9]1/

This rule will match any Cisco IP phone for Unified CM whose list of directory numbers contains the
digit “2” followed by the digit “7,” then any two additional digits.

These examples convey the basics of setting up regular expressions. The references cited at the
beginning of the section will help in constructing even more sophisticated and powerful expressions.

There’s a trick you can use to quickly see the data that is available for forming your regular expressions.
Within the Create/Edit Recipient Group page, set the rule to InformaCast Device Type Does
Contain, make sure there is nothing in the last field, and click the Select Exceptions button. In the
Select Recipient Exceptions area, you can see all of the recipients about which InformaCast knows. Clicking
the Info icon next to any recipient causes the Device Details pop-up window to appear, showing you
all the parameters available for the recipient and their values. Once you’ve figured out how to proceed,
set the rule back to the parameter you want to use, select Logical Expression from the Logic Type
dropdown menu in the Filter with Rules area, and start setting it up.

View Calling Terminal Diagnostics

The CTT area of the Overview page shows the health of InformaCast’s CT1 connection to Cisco
Unified CM.

Under normal circumstances, the CTT area of the Overview page shows you the status of your CTI
ports, as shown in the following picture.

CTI

12314599 IN_SERVICE

Route Polnt

RP 1231400 M_SERVICE
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The CTI area of the Overview page can also show you the status of active calls/broadcasts, as shown
in the following picture.

CTI
Port
o 123149 N SERVICE Mo com berbes Ipt broadcasteystem. ol cutboundcall d@ 1201172018
: =T 09:53.43 AM
CTiz 1231459 IN_SERVICE Mo
Route Point
RP 1231400 IN_SERVICE

Because InformaCast uses CT1 for call control, having errors with JTAPI, or CTIManager would affect
the ability to source audio for DialCasts from a Cisco IP phone for Unified CM. Use the CTT area of
the Overview page to verify that your CTI devices in Cisco Unified CM are registered with
InformaCast. It is also recommended that you have your Network Monitoring Solution (NMS) view
this page to ensure all items are “In Service,” and send you an alert in case of server failures (see
“Manage SNMP Monitoring” on page 13-23.
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InformaCast allows you to send a live audio broadcast through its DialCast functionality combined with
proper Session Initiation Protocol (SIP) configuration (see “Manage SIP Functionality” on page 8-56
for more information). Once you've sent broadcasts, InformaCast records their data (see “Manage Call
Detail Records” on page 10-7 for more information).

Manage Messages

With Basic InformaCast functionality, you only have access to Live Audio broadcasts. In these
messages, the audio is streamed to recipient groups in real time when the message is broadcast. These
broadcasts will skip any Cisco IP phones for Unified CM that are in use when the broadcast occurs,
wait until all recipients capable of playing audio are ready to play the broadcast, play the broadcast at
the volume at which the Cisco IP phone is set when the broadcast occurs, and if there are simultaneous
broadcasts occurring, the first broadcast will play in full, and depending on how long the second
broadcast is, it may be skipped entirely.

In order to use your live-audio broadcasts, you need to configure DialCasts (see “Manage DialCasts”
on page 10-1).

Once messages are sent, they become broadcasts. Ongoing broadcasts appear on the Active and
Queued Broadcasts page and you can cancel them.

Manage DialCasts

DialCasts allow you to dial a SIP number to trigger an InformaCast broadcast. InformaCast is notified
for each SIP call it receives. The configured dialing pattern that matches the dialed DN determines
which InformaCast message should be sent and which recipient groups should receive it.

Several important points of note exist for DialCasts:

e In order to use DialCasts, you must first configure Session Initiation Protocol (SIP) functionality
(see “Manage SIP Functionality” on page 8-56). SIP provides InformaCast with the capability to
receive SIP calls, allowing other SIP devices to locate and call InformaCast.

e In the past, Cisco Unified CM CTI route points were recommended for use with DialCast
functionality. For easier troubleshooting, it is now recommended that you use a SIP trunk
connection instead (see “Configure a SIP Trunk Connection” on page 8-57). If you're still using
CTT route points, you should update your DialCast configurations.
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e If you want calls to and from InformaCast to use encrypted media, you must configure SRTP
support (see “Enable SIP Call Security” on page 8-88).

If your installation of InformaCast is integrated with Cisco Unified CM, you'll also need to ensure
your Cisco Unified CM is running in mixed mode and optionally also configure CT1 security (see
“Manage CTT Security” on page 8-49).

Manage Dialing Configurations

Once you’ve finished configuring SIP (see “Manage SIP Functionality” on page 8-56), you can add
dialing configurations, which determine the recipient group to receive the broadcast based on the
number that is dialed.

Add a Dialing Configuration

Before you can send DialCasts, you must add broadcast dialing configurations to InformaCast.

Step1 Go to Broadcast Triggers | Event Sources | DialCast. The DialCast page appears.

DialCast (7]

« Evenl Sources

Dialing Configurations

Q .
a CREATE

No Data
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Step 2  Click the Create button in the Dialing Confignrations area. The Create Dialing Configuration page
appears.

Create Dialing Configuration 7]

« Event Sources < DialCast

General Details

Step3 Enter a dialing pattern, e.g. 8811, for a SIP trunk used by InformaCast in the Dialing Pattern field.
You will need to add at least one dialing pattern configuration for each SIP trunk used with
InformaCast.

pe

Tip It is possible to use * or #, when setting up a dialing pattern, but you must add \ before the
character so that InformaCast doesn’t treat it as a wildcard. For example, **1 would have a
dialing pattern of \*\*1.

Step4 Select a recipient group or groups from the Recipient Groups field.

Step5 Click the Save button. Your dialing pattern configuration is saved.
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Ediit a Dialing Configuration

Once you have added dialing configurations, you may need to modify them.

Step1l Go to Broadcast Triggers | Event Sources | DialCast. The DialCast page appears.

DialCast (7]

+ Evenl Sources

Dialing Configurations

Q .
4, CREATE

912314 Basic Paging Live Broadcast (&l Recipients)

Step2 Click the table row or More | Edit icon of the dialing configuration you want to change. The Edit
Dialing Configuration page appears.

Edit Dialing Configuration 7]

< Evenl Sources < DialCast

General Details
912314

[All Ancipioniy) X

CANCEL

On the Edit Dialing Configuration page, you can alter the dialing pattern you're using and change the
recipient groups to receive your DialCast.

Step3 Make your changes.

InformaCast Virtual Appliance Basic Paging
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Step4 Click the Save button. Your changes are saved.

Delete a Dialing Configuration

As your needs change, you may want to delete older dialing configurations from InformaCast.

Step1 Go to Broadcast Triggers | Event Sources | DialCast. The DialCast page appears.

DialCast (7]

« Evenl Sources

Dialing Configurations

Q

912314 Basic Paging Live Broadcast (Al Reciplents)

Step 2 Click the More | Delete icon of the dialing configuration you want to delete. The Delete Dialing
Configuration pop-up window appears.

Delete Dialing Configuration ~
You are aboul 1o delete the 912314 Dialing Configuration. Deleting this Dialing Configuration
will permanently remove il from InfarmaCast

CANCEL 0K

Step3 Click the OK button. Your dialing configuration is deleted.
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Send a DialCast/Broadcast

o

Tip

~

Note

With Basic InformaCast functionality, you only have the ability to send Live Audio messages through
InformaCast’s DialCast functionality. DialCasts are broadcasts triggered by dialing a SIP number
configured with dialing pattern that determines the InformaCast message to be sent and the recipient
groups who should receive it.

Before you can send a broadcast, you must have a SIP trunk connection configured as well as DialCasts
(see “Configure a SIP Trunk Connection” on page 8-57 and “Manage DialCasts” on page 10-1,
respectively, for more information.

To send a Live Audio broadcast, dial a directory number on your Cisco IP phone that corresponds to
a dialing configuration, which is tied to a SIP trunk in Cisco Unified CM. The call will be processed,
and as soon as all the recipients specified in your dialing configuration have been activated (minus the
phones already in use), you will be broadcasting live.

When you're finished speaking, hang up or press the # button to end your broadcast. Pressing the #
button will often result in a better-sounding broadcast that is free of the noise of hanging up the
receiver.

If you had Advanced InformaCast, you'd have access to more message types as well as more recipients.
For more information on Advanced InformaCast functionality, please contact Singlewire Software.

Cancel a DialCast/Broadcast

Step 1

Once you have sent a DialCast/broadcast, you may need to cancel it.

Go to Broadcasts | History | Active and Queued Broadcasts. The Active and Queued Broadcasts
page appears, offering you the ability to end any active broadcasts.

Active and Queued Broadcasts (7]

Active Broadcasts

Sanding broadcas! (Acive Shooter) o Indommatast Desktog Sum New 1T 1550246 CST Appiicabon Adminisirior

Hoddar 2049 mdmin

An active broadcast is one that's currently in progress.
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A queued broadcast, which is only available for Advanced InformaCast, is one that's waiting for enough
recipients to activate before it becomes an active broadcast itself.

Click the Delete icon of the broadcast you’d like to cancel. The Delete Active Broadcast pop-up
window appears.

b4
Delete active broadcast
You are about to debate the Sending broadeast (Active Shaoter) o InformaCast Deskiog
Matifiar e broadeast Dalating this active broadcast will permanently remaove it from
nigrmalas
CANCEL 0K

Click the OK button. InformaCast will stop sending the broadcast.

If the message ends on its own or is canceled by another administrator while you’re following these
steps, InformaCast will tell you that there are no active broadcasts.

Manage Call Detail Records

When configured, InformaCast can create a call detail record for every SIP and CTI call it receives. For
example, DialCasts receive SIP calls. InformaCast can collect call data, such as changes to the call state
and DTMF sent and received, as it interacts with the call and Cisco Unified CM. When the call ends,
the collected data is written to an InformaCast directory accessible through System Administration
| Reports | Call Detail Records.

Collect Call Detail Records

Enable InformaCast to collect call detail records and set a retention petiod that will eliminate saved
records older than the set period through a scheduled job that runs every day at 3:30 a.m.
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Step1 Go to System Administration | Reports | Call Detail Records. The Call Detail Records page

appears.
Call Detail Records 7]
Q

Mo Data

Call Detail Record Configuration

[0 Write Call Detail Records

o

By default, InformaCast does not collect call detail records and this page will be empty.

Step 2  Expand the Cal/ Detail Record Configuration area, if it's not already visible.

Call Detail Record Configuration A

[ Write Call Detasl Records

Step 3 Select the Write Call Detail Records checkbox.

Step4 Entera numeric value in the Call Detail Retention Period field. This is the number of days a call detail
record can age before it is removed from InformaCast.

~
Note Call detail records are written to InformaCast every minute. If you anticipate a large number of
SIP or CTI calls, you may want to keep your retention period low.

InformaCast Virtual Appliance Basic Paging
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Step5 Click the Save button to save your changes.

View Call Detail Records

When InformaCast is configured to collect call detail records, those records are written to a directory
accessible through System Administration | Reports | Call Detail Records. InformaCast collects
two types of call details records: SIP and CTI.

Step1 Go to System Administration | Reports | Call Detail Records. The Call Detail Records page
appears.

Call Detail Records (7]

Q

cti-201911251822 json 40kB 11252015 12:23:00

i

sip-201911251821 json LETS: 117252015 12:22:00 €

Call Detail Record Configuration A

Write Call Detail Records

e

Call detail records are organized by date and time, e.g. sip-201911251821.json is a call detail record
written on November 25, 2019 at 18:21 UTC. Each file may contain data for more than one call. The
number of calls in a file depends on the number of calls ended during that particular minute.

Step2 Click the Download icon of a call detail record to download a JSON file of that record's information.

InformaCast Virtual Appliance Basic Paging
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A SIP call detail record might look similar to the following picture.
q |:" : ..-_| 2 578
1 ACT1
) s
¥ SOE]
sragent C LML
Each file has the following call detail record structure:
{ “records” : [ { <call 1> }, { <call 2>}, ... 1}
Each SIP call within the record has the following structure:
{ <summary data>, “sessionActivity” : [ { <activity 1> }, { < activity 2>},
1}
With sessionActivity defined like this:
“sessionActivity” : [ { “SIP” : { <SIP-data>}, “SDP” : { <SDP-data>} }, .., {

“RTP” : {<RTP-data>}, “DTMF”, {<DTMF-data>} }, ... ]
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A CTI call detail record might look similar to the following picture.

Each file has the following call detail record structure:

{ <summary data>, “callActivity” : [ { <activity 1> } , { < activity 2>} , ...
11}

InformaCast Virtual Appliance Basic Paging
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With callActivity defined like this:

“callActivity” : [ { <Route-Request>}, { <Route-Action>} , {<Call-Event>},
{<Call-Action>}, {<Provider-Event>}, {<Terminal-Event>},
{<Broadcast-Action>}, {<Info>},...]

Summary data, which applies to both SIP and CTT call detail records, identifies the call and provides
information about its date, duration, and the part of InformaCast that handled it, as shown in the
following table:

Field Definition Example
calllD The unique identifier for the call afe09£80-70e15204-2a-a0c41ecac@
component |The part of InformaCast handling the call, e.g. DialCast
DialCast and Legacy Paging Interface
start The date and time the call started, which 2016-04-13 09:04:52,678
corresponds to the time of the first INVITE
request
end The date and time the call ended, which 2016-04-13 09:05:09,656
corresponds to the time of the BYE or CANCEL
request
duration The length of the call in the format of: 000:00:00:16,978

ddd:hh:mm:ss,;mmm

The next tables have been separated into SIP or CTT types.

Session activity is comprised of SIP messages and DTMF sent and received during the call:

“sessionActivity” : [ { “SIP” : { <SIP-data>}, “SDP” : { <SDP-data>} },
“RTP” : {<RTP-data>}, “DTMF”, {<DTMF-data>} }, ... ]

wr |

SIP data, as shown in the following table, includes the SIP message's method, the date and time of the
SIP message, the hosts sending and receiving the SIP message, etc.:

Field Definition Example
method SIP’s message method, e.g. INVITE, NOTIFY, |INVITE
INFO, BYE, CANCEL
time The date and time the SIP message was sent or [2016-04-13 09:04:52,678
received
from The source user in the SIP request; this will bea 105002
DN when interacting with Cisco Unified CM
fromHost The host sending the request XXX.XX.XXX.Xxx:50061
to The destination user in the SIP request; this will (#782
be a DN when interacting with Cisco Unified
CM
toHost The host receiving the request XXX.XX.XXX.Xxx:5061
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Field Definition Example
earlyOffer Whether the INVITE request contains an offer |false
(true) or not (false)
userAgent The SIP User Agent sending the request Cisco-CUCM10.5
transportProtocol The SIP transport protocol, which is obtained |TLS
from the first VIA header in the request
negotiatedDtmfMethod [The DTMF transport method negotiated NOTIFY
between InformaCast and Cisco Unified CM,
e.g. NOTIFY, RFC_2833, i.e. RTP, INFO
response The response code and explanation assigned to {200 (OK)
the SIP message; the default is O (unknown
status)

SDP data follows SIP data and includes the codec, media transport protocol, local and remote media
hosts, etc. as shown in the following table:

host sending the INVITE request (see fromHost field in
SIP data table), e.g. sendrecv, sendonly, recvonly, inactive;

no value implies sendrecv

Field Definition Example
codec The codec negotiated between InformaCast and Cisco  [PCMU
Unified CM; currently, InformaCast supports only G.711
(PCM ULAW)
protocol The media transport protocol, e.g. RTP or SRTP RTP
local The local media host, i.e. InformaCast XXX.XX.XXX.xxx:32094
remote The remote media host; during a call with Cisco Unified |xxx.xx.xxx.xxx:18270
CM, this will usually be a Cisco IP phone, but also might
represent a music-on-hold server
strteamDirection |The media stream direction from the perspective of the [sendrecv

RTP data, not shown in the previous picture, follows SDP data and includes host and DTMF
information, as shown in the following table:

Field Definition Example
time The date and time when a DTMF tone was sent or received via  [2016-03-10
RTP 08:53:50,886
local The local media host, i.e. InformaCast XXX.XX.XXX.Xxx:32094
remote  [The remote media host; during a call with Cisco Unified CM, this |xxx.xx.xxx.xxx:18270
will usually be a Cisco IP phone, but also might represent a
music-on-hold server
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DTMF data, not shown in the previous picture, includes the DTMF tone and its sent status, as shown

in the following table:

Field Definition Example
tone The DTMF tone that was sent or received, either by a SIP message or by |3

RTP
sent Whether InformaCast sent (true) or received (false) the DTMF tone true

Call action data includes the actions taken by InformaCast to control CTI calls, as shown in the

following table:

Field

Definition

Example

callAction

The call action performed, e.g. Accept,
Answer, Connect, Park, Redirect, Reject,
and Unpark

Park

<Time-data>

The time when the action was performed

See Time Data table

callingTerminal The calling terminal for the Connect action |CtiPort05
callingDN The calling DN for the Connect action #91140
calledDN The called DN for the Connect action 105065
parkingTerminal The parking terminal for the Park action CtiPort05
parkingDN The parking DN for the Park action #91140
parkDN The patk DN for the Park or Unpark action 105065
redirectDN The redirect DN for the Redirect action 105098
css The calling search space for the Redirect |[ADDRESS_SEARCH_SPACE
action, e.g.
ADDRESS_SEARCH_SPACE,
DEFAULT_SEARCH_SPACE, and
CALLINGADDRESS_SEARCH_SPACE
unparkingTerminal |The unparking terminal for the Unpark CtiPort05
action
unparkingDN The unparking DN for the Unpark action |#91140

Call event data includes the JTAPI call events received by InformaCast during CTI calls, as shown in

the following table:

Field Definition Example
callEvent The name of the call event CallCtlConnOfferedEv
<Time-data> The time when the event was received See Time Data table
connDN The connection DN for a connection event, e.g. |#91140

connection offered
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Field Definition Example
termConnTerminal The terminal-connection terminal for a CtiPort05
terminal-connection event, e.g. terminal
connection talking
termConnDN The terminal-connection DN for a #91140
terminal-connection event, e.g. terminal
connection talking
transferToDN The DN call a is being transferred to for a #91140
CiscoTransferStartEv or CiscoTransferEndEv
event
<Call-Data> The call data for the event See Call Data table

Call data includes the data common to both JTAPI call and route events received by InformaCast
during CTT calls, as shown in the following table:

Field Definition Example
callingTerminal The calling terminal SEP3037A616CD9E
callingPartition The partition of the calling DN InformaCast
callingDN The calling DN 105065

calledDN The called DN #771

lastRedirected DN The last DN that redirected the call #771
modifiedCalled DN The modified called DN #771
currentCalledDN The current called DN #1771

Provider event data includes the JTAPI provider events received by InformaCast during CTT calls, as
shown in the following table:

Field

Definition

Example

providerEvent

The name of the provider event

CiscoProvCallParkEv

<Time-data>

The time when the event was

See Time Data table

for a call park event

received

parkDN The park DN for a call park event {80100

parkPartition The partition of the park DN fora |InformaCast
call park event

parkedParty The parked DN for a call park 105065
event

parkedPartyPartition  [The partition of the parked DN for |InformaCast
a call park event

parkingParty DN The parking DN for a call park #91137
event

parkingPartyPartition |The partition of the parking DN |InformaCast
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Field

Definition

Example

reason

The reason for a call park event,
e.g. REASON_CALLPARK,
REASON_CALLPARKREMIND
ER, and
REASON_CALLUNPARK

REASON_CALLPARKREMINDER

state

The park state for a call park event,
e.g. PARK_STATE_ACTIVE and
PARK_STATE_IDLE

PARK_STATE_ACTIVE

duration

The parked duration for a call park
event in the format of ssss,;mmm

0029,139

Route action data includes the actions taken by InformaCast to route CTI calls, as shown in the

following table:

Field

Definition

Example

routeAction

The route action performed, e.g. SelectRoute
and EndRoute

SelectRoute

<Time-data>

The time when the action was performed

See Time Data table

EndRoute action, e.g.
CAUSE_NO_ERROR,
ERROR_UNKNOWN,
ERROR_RESOURCE_BUSY, and
ERROR_RESOURCE_OUT_OF_SERVI
CE

terminal The route terminal associated with the event |RoutePoint

routes A comma-separated list of DNs for the #91140,#91138,105098
SelectRoute action

css The calling search space for the SelectRoute |ROUTEADDRESS_SEARCH_SPACE
action, e.g. DEFAULT_SEARCH_SPACE,
CALLINGADDRESS_SEARCH_SPACE,
and ROUTEADDRESS_SEARCH_SPACE

reason The reason for ending a route session for the [CAUSE_NO_ERROR

Route event data includes the JTAPI route events received by InformaCast during CT1 calls, as shown
in the following table:

Field

Definition

Example

routeEvent

The type of route event, e.g RouteEvent, ReRouteEvent,

RouteUsedEvent, and RouteEndEvent

RouteEvent

<Time-data>

The time when the action was performed

See Time Data table

terminal

The route terminal

RoutePoint

<Call-Data>

The call data for the event

See Call Data table

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging




| Chapter 10

Broadcast Management ||

Terminal event data, not shown in the previous picture, includes the JTAPI terminal events received
by InformaCast during CTI calls, as shown in the following table:

Field Definition Example

terminalEvent The name of the terminal event CiscoRTPOutputStartedEv
<Time-data> The time when the event was received See Time Data table
terminal The name of the terminal CtiPort01

localAddress The local IP address where RTP packets are XXX.XX.XXX.X

received, triggered by the
CiscoRTPInputStartedEv JTAPI terminal event

localPort The UDP port where RTP packets are received, (32068
triggered by the CiscoRTPInputStartedEv
JTAPI terminal event

remoteAddress The remote IP address where RTP packets are [xxx.xx.xxx.x
sent, triggered by the
CiscoRTPOutputStarted Ev JTAPI terminal
event

remotePort The UDP port where RTP packets are sent, 29738
triggered by the CiscoRTPOutputStartedEv
JTAPI terminal event

Broadcast action data includes the action taken by InformaCast to trigger a broadcast during a CTT call,
as shown in the following table:

Field Definition Example
broadcastAction The broadcast action, e.g. Trigger Trigger
<Time-data> Time when the event was received See Time Data table
messagelD The ID of the message sent during a broadcast for a 899

Trigger action

recipientGrouplDs |List of the recipient group IDs used during a broadcast |n105098,954
for a Trigger action

Info data includes the additional information added by InformaCast to a call detail record during a CT1
call, as shown in the following table:

Field Definition Example

info The info identifier callResult

<Time-data> |The time when the info was collected See Time Data table
Zero or more fields depending on need result: HUNG_UP

InformaCast Virtual Appliance Basic Paging
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Time data includes the time when various actions and events have occurred during a CTI call, as shown
in the following table:

Field Definition Example

time The formatted date-time string 2016-07-19
13:12:26,723

epochTime |The number of seconds since Jan 1, 1970 00:00:00 UTC 1468951946

InformaCast Virtual Appliance Basic Paging
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Administration

Beyond simply using InformaCast to send broadcasts, you can manage its internal settings to customize
InformaCast to better fit your environment:

e The Application Administrator is your preset InformaCast superuser, i.e. it holds all possible roles

for InformaCast. Because of its elevated status, you may find it helpful to change this uset’s
password periodically (see “Change the Application Administrator’s Password”)

A session timeout is the amount of time InformaCast allows its website users to be inactive before
logging them out (see “Configure Session Timeouts” on page 11-3)

Login banners display text to your users before and/or after they log into InformaCast, which
includes its web interface, Webmin, the command-line interface, and the API explorer (see
“Manage Login Banners” on page 11-4)

InformaCast backups ensure you don't lose InformaCast's data in case of an outage by allowing
you to backup up its configuration to an external server using Secure File Transfer Protocol (SFTP)
and configure the timing of that backup through a scheduled job (see“Manage InformaCast
Backups” on page 11-11)

Change the Application Administrator’s Password

A

Warning

Step 1

The admin user, also known as the Application Administrator, is your preset InformaCast superuser,
i.e. it holds all possible roles for InformaCast, and you initially set its password in “Set the Initial
Configuration” on page 2-31. Because of its elevated status, you may find it helpful to change this user’s
password periodically.

If you change your password in Basic InformaCast, upgrade to Advanced InformaCast, then
downgrade to Basic InformaCast, your password will revert to your original Basic InformaCast
password.

Log into InformaCast as the admin user. You should see the name of your application administrator
user in the User dropdown menu at the top of the left navigational menu.

@ singlewire

InformaCast’

Basic

Application Administrator
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Note If you are using an older version of InformaCast, “Temporary Administrator” will appear in
the User dropdown menu.

Step2 Click the User dropdown menu and select Help. The Help Resources page appears.

Help Resources (7]
EEE———

Change Password Technical Support End-User License Agreemant

Change the password of the currantly logged-in Access tachnical suppart for InfarmaCast Basic Viaw your End-User License Agreamant

[TEET Paging

Log Directory InformaCast User Guide (o] AP| Quick Start Guide D

View a list of InformaCast's logs and download Read step-by-step instructions for tha Jump right in and leamn the basic tensts of the

tham, as needed Installation. configuration. and management of InformaCast APL. The InformaCast API allows
InfarmaCasi you to add users to its system and assign tham

permissions, create reciplent groups. and send
messagas to recipieni groups

API Documentation (=]

Learn hiow o combing youwr exisling '|s|:hnplc-g-,
with InfarmaCast's powerful representational
state transfer (REST) application programming
interface (AP}

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 11

Administration W

Step3 Select the Change Password card. The Change Password page appears.

Change Password 7]

¢ Help Resources

@

@

* When you change your application password, you should also change your Operating Syslem passwor

" ¥ou will be automatically logged out by the system when you change your user password

Step4 Enter your current Application Administrator password in the Current Password field.

Step5 Enter a new password in the Password and Confirm Password fields. Choose a password that you
will be able to remember (ot record it in a secure location).

~

Note When setting your password, you cannot use “changeMe.”

Step 6 Click the Save button. Your password is saved and you're logged out of InformaCast. Log in again with
your new password.
)
Note If the passwords you entered in the Password and Confirm Password fields do not match or
if you entered the wrong password, you will be prompted to try again.

E When you change your Application Administrator password, it is a good idea to also change
your OS Administrator password (see “Change the InformaCast Appliance’s Password” on

page 13-98).

Configure Session Timeouts

A general session timeout is the amount of time InformaCast allows its website users to be inactive

before logging them out.

InformaCast Virtual Appliance Basic Paging
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Step 1

Step 2

A

Warning

Step 3

Administration W

If you would like general sessions to remain valid longer, it is possible to change this value.

These fields are system-wide; they control the session timeouts of all users.

Go to System Administration | User Management | Session Timeout. The Session Timeout page
appears.

Session Timeout 7]

General Details

Uss this pags o configure sassion fimeout va

<, which affect how ofien credentials musi ba providad when
uging this application. Please consull your docurmentation for more infarmation.

Warning

Sg‘ling these valuas to vary small (less than 10 seconds) will graathy raduca the usability of the application

Enter a numerical value in the General Session Timeout (seconds) field. This field controls when
users will be logged out of InformaCast's website after a certain amount of inactivity. By default, this
field is set to 300 seconds, i.e. five minutes.

Setting this value to something very small value, e.g. less than 10, will greatly reduce the usability of
InformacCast.

Click the Save button to save your changes.

Manage Login Banners

Login banners allow you to display text to your users before and/or after they log into InformaCast,
which includes its web interface, Webmin, the command-line interface, and the API explorer. You can
use login banners to welcome users to your alert system or make them aware of acceptable use or
security policies.
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Step 1

Step 3

Step 4
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Login banners allow you to display text to your users before and/or after they log into InformaCast.

Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings 7]

¢« Genaral Configurafion

Backup e

System Certificates

Pre-Legin Banner

Post-Login Banner

Step 2  Expand the Pre-Login Banner and/or Post-Login Banner areas. This topic will use the Pre-Login Banner atea
as an example.

Pre-Login Banner

Define the text that should be displayed on the login screen

Enter the text you want to appear for your users before they log into InformaCast in the Pre-Login
Text field.

~

Note

There is a limit of 1,600 characters, and text must be plain text only, i.e. no HTML or code. Also,
you control the line breaks in your banner text. If your pre-login text is longer than your desired
screen size, add carriage returns to your Pre-Login Text field. They will be replicated on
InformaCast's pages.

Click the Save button. Your pre-login banner text is saved.
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Step5 Enter text in the Post-Login Text field (optional) and click the Save button. Post-login banner text
will appear to your users after they log into InformaCast.

Step6 Log out of InformaCast. The Sign In page appears and (if you uploaded pre-login text) you should see
your new banner text.

® singlewire

InformaCast:

© Singleware Software, LLC. All nghis resernved. This application incorpor: I are under each package”
own license terms. No other part of the software or material contained in it may be transmitted, used, oduced, or disclosed ou 3
of the receming party without the express wntten consent of Singlewire Software, LLC. Use of this software is subject to the terms and

condiions of the applicable Singlewire Software hcense for the software
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Step7 Log into InformaCast. One of two things will happen:

e If you added post-login text, you will see that text.

Dashbcard ¥ = wpliance with the Inform.

Welcome to InformaCast Basic
Paging (Cisco Paging Server)

Basie InformaCast functionality includes the

p o 50 phones

IF phone

Reach More People and
Devices

Features Include:

Live audio paging between Crsco IP Phones, with no limit on the:
number of phones per group

Integration to existing overhead paging systems.

Text and audio (live or pre-recorded) to Cisca [P Phones and
other endpaints

Audio broadcasts to IP Speakers

= B11/emergency call monitoring/alerting/recording

Autamated weather notifications

Dynamically-triggered emergency conference calls

Upgrade to InformaCast Advanced and enpoy a full-featured
emergency notification solutien that allows you to reach an
unlimited number of phones as well as a variety of other
endpoinis, send text and live or pre-recorded audio as messages
add broadcast confirmations, and much more

Click the Buy button to begin the process of obtaining an
InformaCast Advanced license. You can also click the Try button

to start your free 60-day InfermaCast Advanced trial. If you would » Pre-rec duled b hool bellsishift ¢

like more information, click the Diemo button fo request a dema « Natification to computer desktops (Windows and MacOS) via
InformaCast Deskiop Notifier

InformaCast Advanced « Integrate with digital signage solutions and 3rd-party mass

notfication providers

“ - DEMO Natification and confirmation to mobile devices (Apple, Android
and SMS) with |nformaCast Fusion

Trigger notification tofrom other systems (panic/duress buttons
doar lacks, lights, etc )
« And More

Learn More

« InformaCast Details
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I Version 14.4.2 .m



Administration W

e Ifyou didn't add post-login text, you will be brought immediately to the InformaCast Dashboard.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InformaCast functionality
includes the ability to...

by dialing a number on
IF phone

Reach More People and
Devices

Upgrade to InformaCast Advanced and enjoy a full-
featured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a variety of other endpoints, send text and live ar
pre-recorded audio as messages, add broadcast
canfirmations, and much more

Click the Buy button to begin the process of
obitaming an informaCast Advanced hoense. You
can also click the Try button to start your free 680-day
InformaCast Advanced trial. If you would like more
information, click the Demo button to reguest a
demo.

InformaCast Advanced

~

Features Include:

Live audio paging between Cisco |P Phones, with
no fimit on the number of phones per group
Integration o existing overhead paging systems
Text and audic (live or pre-recorded) to Cisco IP
Phones and other endpoinis

Audio broadcasts o IP Speakers

S911emengency call montormgalertingreconding
Automated weather notifications
Dynamically-riggered emergency conference calls
Pre-recorded/scheduled broadcasts(school
bells/shift changes)

MNaotification to computer desktops (Windows and
MacOs) via InformaCast Deskiop Notifier
Integrate with digital signage solutions and 3rd-
party mass naotification providers

Natification and confirmation 10 mobile devices
{Apple. Android, and SWMS) with InformaCast
Eusion

= Trgger notification foffrom other systems
(paniciduress buttons, door locks, lights. efc.}
= And More

Learn More

= InformaCast Detasls

Note Login banner text will only appear for Webmin and the command-line interface after you
reboot the InformaCast Appliance (see “Reboot the InformaCast Appliance” on page 13-12).
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Edit a Login Banner

Once you've added login banners to InformaCast, you may need to update their information.

Step1 Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings 7]

« Genaral Configurafion

Backup w
System Certificates -
Pre-Legin Banner .
Post-Login Banner o

Step 2  Expand the Pre-Login Banner and/or Post-Login Banner areas. This topic will use the Pre-Login Banner atea
as an example.

Pre-Login Banner -~
Define the text that should be displayed on the login screen

Welcome to InformaCast

Continuing with your authentication indicates your acceptance of InformaCast's terms and policies

Step3 Enter the text you want to appear for your users before they log into InformaCast in the Pre-Login
Text field.
A

Note There isalimitof 1,600 characters, and text must be plain text only, i.e. no HTML or code. Also,
you control the line breaks in your banner text. If your pre-login text is longer than your desired
screen size, add carriage returns to your Pre-Login Text field. They will be replicated on
InformaCast's pages.

Step4 Click the Save button. Your pre-login banner text is saved.

InformaCast Virtual Appliance Basic Paging
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Step5 Enter text in the Post-Login Text field (optional) and click the Save button. Post-login banner text
will appear to your users after they log into InformaCast.

Step 6 Log out and back into InformaCast to ensure the appropriate text appeats.

~

Note Login banner text will only appear for Webmin and the command-line interface after you
reboot the InformaCast Appliance (see “Reboot the InformaCast Appliance” on page 13-12).

Delete a Login Banner

As your needs change, you may need to remove login banners from InformaCast.

Step1 Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings 7]

« Genaral Configurafion

Backup w
System Certificates -
Pre-Legin Banner .
Post-Login Banner o

Step 2  Expand the Pre-Login Banner and/ ot Post-Iogin Banner areas. This topic will use the Pre-Login Banner atea
as an example.

Pre-Login Banner ~
Define the text that should be displayed on the login screen

Welcome to InformaCast

Continuing with your authenbication indicates your acceptance of InformaCasts terms and policies

InformaCast Virtual Appliance Basic Paging
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Step3 Click the Clear button of the login banner you want to delete. InformaCast deletes your text.

Pre-Login Banner

Define the text that should be displayed on the login screen

Manage InformaCast Backups

InformaCast allows you to back up its configuration to an external server using Secure File Transfer
Protocol (SFTP) and configure the timing of that backup through a scheduled job. The InformaCast
database, all certificates, and all SSH server keys are preserved during this process.

If you are already backing up your InformaCast Virtual Appliance inside VMware, you can continue to
do so. If you do not back up your virtual machines inside VMware, and wish to start, there are many
applications that perform virtual-machine-level backups. One such application is Veeam Backup and
Replication. Singlewire does not endorse any particular vendor’s implementation. Consult the vendor’s
documentation on how to integrate your VMware environment with a backup strategy.

Configure InformaCast's Connection to an SFTP Server

Note

You must configure a connection to an SFTP server in order for InformaCast to propetly back up its
configuration. InformaCast's backups are fully encrypted using the secutity passphrase you set up when
you installed InformaCast (see “Set the Initial Configuration” on page 2-31).

Currently, OpenSSH is the only SFTP server supported by Singlewire, although other servers may
work.

New backups will overwrite previous backup files.
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Step1l Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

© singlewire’

Systern hostmame
Operating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Rupning processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

software

I (127.0.1.1)

Singlewira InformaCast VMWara

1.620

Tue May 16 10:31-26 2017

Linux 4 1. B-yocto-standard on 685
Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

B2

0,00 {1 min) 0,01 (5 méns) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 53% idle
3.94 GB total, 1.39 GB used

8 GB total, 0 bytes used

95.73 GB total. B 14 GB used

Step2 Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page

appears.

Madula Config

Configure SFTP, Backup or Restore Appliance

This process administers backup and restore toffrom an extemal server unning the secure FTP (3FTP) protocol

SFTP information ls not configured or the SFTP server is not available

Jobs  Configure  Backup  Restare
YWhen a backup or restore job happans its qu'; will appear hara
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Step3 Click the Configure tab. The Configure SFTP, Backup or Restore Appliance page refreshes.

Step 4

Step 5
Step 6
Step 7

Step 8

i
Wadule Corfig

Configure SFTP, Backup or Restore Appliance

This process administers backup and restore to'fram an external server running the secure FTP (SFTP) protocal

SFTP information Is not configured or the SFTF senver Is not available

Jobs Configure Backup FRestom

Configure the SFTP sarver

All parameders are reduingd
SFTP server IP address or hostname
SFTP username
SETP password
SFTP server path

Humber of backups to keep on SFTP server

Test Connectivity to SFTP Server and Save

Enter the IP address or hostname of your SFTP setver in the SFTP server IP address or hostname
field.

Enter the username for your SFTP server in the SFTP username field.
Enter the password for your SFTP server in the SFTP password field.

Enter the network path to your SFTP server in the SFTP server path field. Leave the . in the SFTP
server path field to use the default directory.

~

Note The directory path you enter in the SFTP setver path field is relative to the default directory
on the SFTP server. It is not possible to back up to a path outside of the default directory. No
other applications should write files to that directory. If you have more than one InformaCast
server, ensure that each has its own directory.

Enter a numeric value in the Number of backups to keep on SFTP server ficld, which tells
InformaCast to keep that number of backups on the SFTP server.

After the value you specify in the Number of backups to keep on SFTP server field is met,
InformaCast will delete the oldest backup file to make room for the newest. This only applies to
backups of the cutrent major/minor version, e.g. if you enter 2 in the Number of backups to keep
on SFTP server field and you have a backup file from 12.17.1 and 12.17.2, a backup from 12.19.1 will
coexist with your old backup files; however, if you then add backup files from 12.19.2 and 12.19.3, your
12.19.1 backup file will be removed automatically from InformaCast.

In addition, you may want to delete backups from previous versions as only backups from your
major/minor version of InformaCast are considered compatible, e.g. you can backup on 12.19.1 and
restore on 12.19.2, but not 14.4.2.
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Click the Test Connectivity to SFTP Server and Save button. InformaCast will attempt to connect
to your SFTP server. Once it connects, you will see a success statement.
Configure SFTP, Backup or Restore Appliance

Lanfigurateon 2 aved successlully

Step 10 Continue with “Backup InformaCast’s Configuration” on page 11-14.

Backup InformaCast’s Configuration

Note

You can configure the timing behind a scheduled job that backs up InformaCast's configuration or you

can back up InformaCast manually in one of two ways: through InformaCast’s user interface or
Webmin’s.

Before you perform any of the steps in the following sections, you must have first performed the steps
in “Configure InformaCast's Connection to an SFTP Server” on page 11-11.

You can only back up InformaCast when it is running. In order to achieve a consistent backup, perform
it when configuration changes are not expected to be taking place.
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Configure a Scheduled Job to Back Up InformaCast
>

Note If you do not set a time for backups, automatic backups will not occur.

Configure the timing behind a scheduled job that backs up InformaCast’s configuration.

Step1 Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings Q

« Genaral Configurafion

Backup -
System Certificates w
Pre-Login Banner v
Post-Login Banner v

Step2 Expand the Backup area, if it's not already visible.

Backup -~

Job Description: InformaCast Data Backup
[[] Activate Backup Schedule

Leaving the Hour field blank will cause a backup to be scheduled every hour of the day

MANUALLY BACKLP NOW

Step 3 Select the Activate Backup Schedule checkbox.

Step4 Enter numeric values for when your scheduled backup should occur in the Hour, Minute, and Second
fields.

S

Note The time for scheduled backups is calculated in military time, e.g. 18:30:00 is 6:30 p.m.

InformaCast Virtual Appliance Basic Paging
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Step5 Click the Save button. Your backup scheduled job is saved. On the Overview page, you can see your

changes reflected in the InformaCast Server area.

InformaCast Server

Varsian Purchased licensa
Application Mode Stand-along

Mainimnance Contract

Backup Activatad Yas I
Next Scheduled Backup 201%-12-05T18. 30 00 .000-0500

Manually Back Up InformaCast Through Its User Interface

Use the following steps to back up InformaCast manually through the InformaCast user interface.

Step1 Go to System Administration | General Configuration | System Settings. The Settings page

appears.

Settings

« Genaral Configurafion

Backup
System Certificates
Pre-Login Banner

Post-Login Banner

| Version 14.4.2
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Step2 Expand the Backup area, if it's not already visible.

Backup ~

Job Description: InformaCast Data Backup
L'l Activate Backup Schedule

Leaving the Hour field blank will cause a backup to be scheduled every hour of the day

[
=
(=1

MANUALLY BACKLIP NOW

Step3 Click the Manually Backup Now button. InformaCast will begin backing itself up to the location you
specified on your SFTP Server. This may take a few moments.

S,
Note New backups will overwrite previous backup files once the value specified in the Number of
backups to keep on SFTP server field is met.

InformaCast Virtual Appliance Basic Paging
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Manually Back Up InformaCast Through Webmin

Use the following steps to back up InformaCast manually through the Webmin interface.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

© singlewire’

Systermn hostname
Oiperating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Virnual memory

Local disk space

Step 2
appears.

Madula Config

software
Ic (127.0.1.1)
Singlewire InformaCast VM\Wara
1.620
Tue May 16 10:31-26 217
Linux 4 1. B-yocto-standard on 686
Inted(F)} Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes
82
0.00 {1 min) 0.01 (5 mans) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used
8 GB total, 0 bytes used

959.73 GB totad, £.14 GB used

Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page

Step 3

Configure SFTP, Backup or Restore Appliance

This process administers backup and restore toffrom an extemal server unning the secure FTP (3FTP) protocol
SFTP information ls not configured or the SFTP server Is not available

Jobs  Configure  Backup  Restore
When a backup or restore job happans_ its Ings will appear hara

Click the Backup tab. The Configure SFTP, Backup or Restore Appliance page refreshes.
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Step4 Go to System Administration | General Configuration | System Settings. The Settings page
appears.

Settings Q

« Genaral Configurafion

Backup w
System Certificates w
Pre-Login Banner v
Post-Login Banner v

Step5 Expand the Backup area, if it's not already visible.

Backup ~

Jobr Description: InformaCast Data Backup
[0 Activate Backup Schedule

Leaving the Hour field blank will cause a backup to be scheduled every hour of the day

MANUALLY BACKLIP NOW

Step 6 Click the Manually Backup Now button. InformaCast will begin backing itself up to the location you
specified on your SFTP Server. This may take a few moments.

~

Note New backups will overwrite previous backup files once the value specified in the Number of
backups to keep on SFTP server field is met.

InformaCast Virtual Appliance Basic Paging
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Restore InformaCast From a Backup

Once you have configured InformaCast’s backups, you can restore InformaCast from a backup, if

necessary.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

© sing

Systern hostmame
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
Systemn uptime
Running processes
CPU load averages
CPU usage

Raal memory
Virual memory

Local disk space

lewire:
software

Ic (127.0.0.1)

Singlewire InformaCast VMWare

1.620

Tue May 16 10:31-26 2017

Linux 4 1. B-yocto-standard on 685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

a2

0.00 {1 min) 0.01 (5 mins) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
8 GB total, 0 bytes used

95 73 GB total, B 14 GB used
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Step2 Go to Others | Backup and Restore. The Configure SFTP, Backup or Restore Appliance page
appears.

Module Config
Configure SFTP, Backup or Restore Appliance

This process administers backup and restore to/ffrom an extemnal server nunning the secura FTP (SFTP) protocol
Jobs  Configuwe Backup  Restore

Job Log

These steps were executed as pan of the last kackup or restore job. If you do not see Job Successful below, the backup or restore did not finish
2017-05-22 14:47:04-05:00 Startng Backup

2017-05-22 1447 :04-05.00 Removing code from the backup
2017-05-22 1447 050500 Removing unreferenced files from backup
2017-05-22 1447 050500 Saving the version

2017-05-22 14 4T 050500 Create system package backup
2017-05-22 1447 050500 InformaCast preflight chack

2017-05-22 14:47:09.0500 Cleaning tha platform backup

2017-05-22 14:47:09-05:00 Creating backup set

2017-05-22 14:47:18-05:00 Removing system package

2017-05-22 14:47:18-05:00 Job Successful

Once a backup has occurred, you can view the steps InformaCast took to back itself up in the Job Log.

Step3 Click the Restore tab. The Configure SFTP, Backup or Restore Appliance page refreshes.

Muadle Canfig
Configure SFTF, Backup or Restore Appliance

This process adminisiers backup and restore 1afrom an extemal server running the secure FTP (SFTP) pratocel

Jobs  Configure  Backup  Restore
Restore a Backup on this Appliance

Step4 Click the Restore a Backup on this Appliance button. The Configure SFTP, Backup or Restore
Appliance page refreshes.

Madule Config
Configure SFTP, Backup or Restore Appliance
Choose which datasat to restore. Once you choose the datasst, the restore will begin. If the restore succeads, the system will switch versions

adomatically

Choose a dataset to restore onlo this server

Beegim restore using backup set above

InformaCast Virtual Appliance Basic Paging
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Step5 Selecta backup from the Choose a dataset to restore onto this server dropdown menu and click the
Begin restore using backup set above button.

~

Note You will only be able to select backup files from the Choose a dataset to restore onto this
server dropdown menu that are compatible with your major/minor version of InformaCast,
e.g. you can backup on 12.19.1 and restore on 12.19.2, but not 14.4.2.

InformaCast begins restoring itself to the backup you selected.

Module Config
Configure SFTF, Backup or Restore Appliance

"l.\'lb
Backup or restore job is in progress. Please wall for it 1o complete. Cloging this page does nal afect the job
Cancel Job

2017-06-13 1437:45-05:00 Step 0: restore-system begins

2017-406-13 14:37:45-05.00 Step 1: Select partiions based on location of app partibon
2017-06-13 1437 46-05.00 Step 2. Slop senvices

2017-06-13 14:38:12.05-00 Step 3- Create the app and data partitions

2017-06-13 14:38:19-05-00 Step 4. Copy rescua partiton

2017-06-13 14:38:22-05:00 Step 5- Varfy rascue parttion

2017-06-13 14:38:25-05:00 Step 6 Copy app partiton

Cancel Job

This may take a few moments, and while InformaCast is performing the restoration, it may look like
the Configure SFTP, Backup or Restore Appliance page has failed. It has not.

InformaCast's disk is divided into two partitions: active and inactive. When InformaCast is running, it
runs off of the active partition, where your data is stored. When you perform a restore, InformaCast
performs the restore to the inactive partition. If the restore succeeds, InformaCast switches the
partitions: the inactive partition becomes active and InformaCast runs from it. This means that after a
restore, you can also switch versions again, which takes you back to the way the system was before the
restore. You can use this as a way to test a restoration with minimal impact on your running system.

InformaCast Virtual Appliance Basic Paging
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Dashboard appears.

Dashboard

Welcome to InformaCast
Basic Paging (Cisco
Paging Server)

Basic InformaCast functionality
includes the ability vo...

s 1o up o
a number on

Techmical Support

User e

Reach More People and
Devices

Upgrade to InformaCast Advanced and enjoy a full-
festured emergency notification solution that allows
you to reach an unlimited number of phones as well
as a variety of other endpoints, send text and live ar
pre-recorded audio as messages, add broadcast
confirmations, and much more

Chek the Buy button to begin the process of
obtaming an informaCast Advanced hcense. You
can also click the Try button to start your free B0-day
InformaCast Advanced trial. If you would like more
information, click the Demo button to request a
demo.

InformaCast Advanced

Administration W

Step 6 Log into InformaCast (see “Log into InformaCast” on page 3-9 for specific steps). InformaCast's

Features Include:

Live audio paging between Cisco |P Phones, with
mo limit on the number of phones per group
Integration o exisiing overhead paging systems
Text and audio (live or pre-recorded) to Cisco IP
Phanes and other endpaoints

Audio broadcasts to IP Speakers
911/emergency call monitoring/alerting/recording
Automated weather notifications
Dynamically-triggered emergency conference calls
Pre-recorded/scheduled broadcasts(school
bells/shift changes)

Motification to computer desktops (Windows and
MacOs) via InformaCast Desktop Notifier
Integrate with digital signage solutitons and 3nd-
party mass natification providers

Motification and confirmation 1o mobile devices
{Apple. Android, and SMS) with InformaCast
Eusien

Trgger notification toffrom other systems
{panic/duress buttons, door locks. lights, ete )
#And More

Learn More

InformaGast Detals
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InformaCast may still be initializing, in which case you will see the following initialization page.

singlewire

InformaCast

Our apologies, this service is
currently unavailable,

Try refreshing the pags. If InformaCast remains
unavailable for mare than len minutes, please
contact your system administrator.

Once InformaCast is done initializing, you may sign in.

Step 7 Test your InformaCast functionality to ensure its behavior is as expected.

InformaCast Virtual Appliance Basic Paging
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Advanced InformaCast Access

~

Note

o

InformaCast is part of the larger InformaCast Appliance suite of products. If you are looking to
upgrade your version of InformaCast Appliance, e.g. 8.3 to 8.5.1, see “Upgrade InformaCast
Appliance” on page 13-139.

InformaCast’s functionality is based on its license, and depending on the license you have, you will be
able to access all of InformaCast’s functionality or only parts of it. InformaCast Basic Paging
functionality includes the ability to send live audio broadcasts to up to 50 phones by dialing a number
on your Cisco IP phones for Unified CM. Among other features, InformaCast Advanced Notification
functionality includes the ability to:

e Send a number of different types of broadcasts, e.g. live audio, pre-recorded audio, pre-recorded
audio and text, etc., using your Cisco IP phone’s interface and/or InformaCast’s web interface

e Send broadcasts to a wide vatiety of recipients, e.g. Cisco IP phones, IP speakers, InformaCast
Desktop Notifier instances, email addresses, Twitter and WordPress references, etc.

e Customize scripts that can be attached to broadcasts
e Receive confirmation when broadcasts are sent
e Configure resiliency

If you're using Basic InformaCast, you can upgrade to Advanced InformaCast using the Try or Buy
buttons on InformaCast's Dashboard or by contacting Singlewire to obtain a license for a switch in
functionality.

If problems with your upgrade atise, you may find answers with Singlewire's Support Community.

If you want to learn more about InformaCast Advanced Notification, click the Demo button on
InformaCast's Dashboatd to request a demonstration of InformaCast's functionality or visit
Singlewire's website for mote information.

Note the Differences

There are certain caveats to keep in mind when upgrading from Basic to Advanced InformaCast or
downgrading from Advanced to Basic:

e If you upgrade from Basic to Advanced InformaCast through either the trial, demonstration,
subscription or perpetual licenses and you decide to return to Basic functionality, all additional
information entered during your Advanced phase will not be saved, e.g. when you revert to Basic
from Advanced, any information you entered after you upgraded initially—broadcast dialing
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configurations, users, recipient groups, etc.—will not be available once you downgrade to Basic
InformaCast. If you choose to upgrade back to Advanced InformaCast, that information will
reappear; however, any new information you entered after you reverted to Basic functionality will
be unavailable.

You will need a valid license key, which should have been provided to you by your Singlewire
salesperson. Contact sales@singlewire.com if you didn’t receive one. If you are using Advanced

InformaCast as a trial, your license key is already included.

If you are moving from Basic InformaCast to Advanced InformaCast (and you have previously had
Advanced InformaCast), InformaCast will be restarted with the installation of this new license.
Please plan your upgrades accordingly.

Because of the differences between Basic and Advanced InformaCast, there are two user guides.
Ensure you are using the right one.

InformaCast’s functionality changes dramatically with your move from Basic to InformaCast.
Depending on your access level, you’ll have access to:

— Richer message functionality. Create, edit, and send more than just live audio, e.g.
pre-recorded audio, ad-hoc audio, and you can send text, include confirmations, add scripts to
run when the message is sent, etc.

— Expanded recipients. Send broadcasts to more than just Cisco IP phones, e.g. IP speakers,
InformaCast Desktop Notifier instances, monitored phone numbers, e.g. 911, that trigger a
broadcast when that number is dialed, a liaison between your existing paging system and
InformaCast, mobile devices, etc.

— Finer scheduling. Send patterns of scheduled messages (usually brief tones) to IP phones and
IP speakers to announce shift changes or changing classes.

— Full administration. View scheduled updates and backups; manage the license key, voice
menus, and users; and set up the system, network, and broadcast parameters.

If you change your password in Basic InformaCast, upgrade to Advanced InformaCast, then
downgrade to Basic InformaCast, your password will revert to your original Basic InformaCast
password.

If you plan to switch between Basic and Advanced InformaCast and you change your IP address,
you will need to redeploy the InformaCast OVA (see “Installation” on page 2-1).

If you fail to configure Cisco Unified CM in Basic InformaCast, upgrading to Advanced
InformaCast and then configuring Cisco Unified CM before downgrading to Basic InformaCast
will require you to perform all the steps in “Integrate Cisco Unified CM” on page 8-3 again.

If you have questions about your upgrade, Singlewire's Support Community may provide answers.
Otherwise, you can contact Singlewire Support through the online support request form. Please
include:

— Your name

— Your email address

— Your phone number

— The subject of your query

— A short description of your issue

— The product with which you have an issue
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— Its version number

— Your telephony environment

— Your Cisco Unified CM version

— The models of Cisco IP phone for Unified CM you’re using

— Your Cisco firmware version

Upgrade InformaCast

If you're using Basic InformaCast, you can upgrade to Advanced InformaCast using the Try or Buy
buttons on InformaCast's Dashboard or by contacting Singlewire to obtain a license for a switch in

functionality.

Note InformaCast is part of the larger InformaCast Appliance suite of products. If you are looking to
upgrade your version of InformaCast Appliance, e.g. 12.5.1 to 12.19.1, see “Upgrade InformaCast
Appliance” on page 13-139.

Try Advanced Notification
By clicking the Try button, you start your 60-day free trial of Advanced InformaCast.

Step1 Click the Try button any time while using Basic InformaCast (internet access is required).

InformaCast Virtual Appliance Basic Paging
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If you have internet access, you will see a form. Fill out the required information and click the Start
Trial button.

Try InformaCast Advanced @
I

Start a 80-day InformaCast Trial

CANCEL

If you don't have internet access, contact Singlewire and request your 60-day free trial of Advanced
InformaCast.

InformaCast Virtual Appliance Basic Paging
[ Version 14.4.2 .m


mailto:sales@singlewire.com

| Chapter 12

Advanced InformaCast Access I

Step2 Go to System Administration | General Configuration | License Key. The License Key page
appears.

License Key 7]

« General Configurafion

InformaCast License Key

Licensing Mode Advanced Motification Trial
Application Infarmalast
Licenses Contact Singlewire

at 1a|55@$inqls.t‘ir= com

or +1 608 661, 1140 aption 1
o upgrade to a permaneni
advy

olification Beense

Sarvar P Ad Mol restriciad
Feature Codas Audio, MassagaConfirmation
License Expiration Date Aug 5. 2020

Application Parameters.

Masximum Bell Schedules 10
Maximum IP Speakers &
Maximum Phonas

Maximum InformaCast Varsion

Maintznance Contract

On the License Key page, you can see that your license mode is Advanced Notification Trial. Further
down the page, you can see the date when your trial will expire.

UPLOAD NEW KEY WITH LICENSE MANAGER

When your trial period ends, you can elect to go back to Basic InformaCast or you can contact
Singlewire to obtain a demonstration, subscription, or perpetual license.

~

Note Downgrade from Advanced InformaCast back to Basic by clicking the End Advanced Trial
button in InformaCast’s left navigational menu. This will cause InformaCast to reboot, as will
any future change in InformaCast functionality or license type. If you downgrade to Basic
InformaCast before your trial period ends, you forfeit the rest of your trial period.

Buy Advanced Notification

By clicking the Buy button, you start the process of obtaining InformaCast Advanced Notification
through either a demonstration, subscription, or perpetual license. For more information on
InformaCast licenses, see “Licensing Information” on page 1-7.

InformaCast Virtual Appliance Basic Paging
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If you are operating InformaCast on a Communications Manager Business Edition 6000 with an IP
address within the range of 172.27.199.1/254 and you decide to buy InformaCast, you will need to
either change the IP address used by InformaCast or be prepared to accept a succession of one-year
subscription licenses (see “Change the InformaCast Appliance’s IP Address” on page 13-37 for more

information).

Click the Buy button any time while using Basic InformaCast (internet access is required).

If you have internet access, you will be redirected to a Singlewire Software website. Follow the prompts

to obtain a new license.

IFICATION  INDUSTRY

singlewire

ABOUT US

Our team is always eager to help with your emergency r n needs. We are avallable from 7 a.m.
to & p.m. CDT, Monday through Friday (excluding US Holidays). Reach out to us below to have your questions
answered.

At Singlewire, we respect the confidentiality of everyone's persanal and PHONE:

business information. Learn more about our F

First Name*

Last Name*

Email*

Company Name*

Phone Number™

Street Address®

City*

State/Region™

Country

Do You Have a Cisco Phone System?*

Do You Have a Notification System™
ase Select -

What are you interested in learning more about?

OFFICE ADDRESS:
Singlewire Software
1002 Deming Way

Madison, Wl 53717

MAILING ADDRESS:
Singlewire Software
PO Box 46218

Madison, Wl 53744-6218

SALES & QUOTES

Option 1

TERRITORY MANAGERS

TECHNICAL SUPPORT

LICENSE KEY HELP

ORDER HELP

BILLING HELP

If you don't have internet access, contact Singlewire and request Advanced InformaCast.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging


mailto:sales@singlewire.com

| Chapter 12

Advanced InformaCast Access I

Step2 Continue with “Upload a New License” on page 4-2.
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System Management

While InformaCast allows you to perform many of its necessary functions through its web interface,
some of them can only be accomplished through the administrative interface of the InformaCast
Appliance (Webmin) or the InformaCast Appliance's command-line interface (CLI). The following
table provides you with a list of administrative functions organized by category; notes whether they’re
available in Webmin, the CLI, or both; provides the corresponding CLI command (if applicable); and

gives a short description of the functionality.

CHAPTER 13

Category Name ‘Webmin ‘CLI ‘Command ‘Description
Service Control
“Start a Service on the X X <service_name>-service Enable services running
InformaCast Appliance” on enable on the InformaCast
page 13-9 Appliance, e.g.
informacast
“Stop a Service on the X X <service_name>-service Disable services running
InformaCast Appliance” on disable on the InformaCast
page 13-7 Appliance, e.g.
informacast
“Restart a Service on the X X <service_name>-service Restart services running
InformaCast Appliance” on restart on the InformaCast
page 13-10 Appliance, e.g.
informacast
System State
“Shut Down the InformaCast |X X halt-appliance Shut down the
Appliance” on page 13-14 InformaCast Appliance
“Reboot the InformaCast X X restart-appliance Restart the InformaCast
Appliance” on page 13-19 Appliance
Network Commands
“Test the InformaCast X test-network-connectivity | Verify connectivity
Appliance's Connectivity” on between the InformaCast
page 13-21 Appliance and its default
gateway, several servers,
and a variety of services

| Version 14.4.2
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Category Name Webmin [CLI Command Description

“Show Multicast Statistics” on X show-multicast-statistics Display information

page 13-22 about the current
multicast groups joined
on each interface and the
IGMP version in use

“Configure SNMP X configure-snmp Pair the InformaCast

Monitoring” on page 13-26 Appliance’s embedded
SNMP agent with your
own Network
Management Software to
monitor certain aspects
of InformaCast
Appliance

“Display Current SNMP X show-snmp-configuration |Display your current

Monitoring Configuration” on SNMP configuration

page 13-32

“Restart SNMP Monitoring X snmp-service disable Stop and start the

Service” on page 13-34 . InformaCast Appliance’s

snmp-service enable S

SNMP monitoring
service

“Remove Current SNMP X remove-snmp-configuratio |Reset your SNMP

Monitoring Configuration” on n monitoring configuration

page 13-35 to its default values

“Show the InformaCast X show-network-configuratio |Display the current

Appliance's Network n network configuration

Configuration” on page 13-36 for the on-premises
server

“Change the InformaCast X configure-network Change the InformaCast

Appliance’s IP Address” on Appliance's IP address

page 13-37

“Change the InformaCast X Change the InformaCast

Appliance’s Hostname” on Appliance's hostname

page 13-41

“Restart the Network” on X restart-network Load and apply the IP

page 13-43 configuration from your
InformaCast Appliance's
disk

“List Current NTP Servers” X show-time-configuration Display the configured

on page 13-44 NTP server(s)

“Change N'TP Servers” on X configure-time Change your NTP

page 13-45 server(s)
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Category Name Webmin [CLI Command Description

“Display ntpd State and X show-time-status Display the current state

InformaCast's Sync Status” on of the NTP daemon and

page 13-47 whether the InformaCast
Appliance is in sync with
it

“Set the IGMP Version” on X set-ipv4-igmp-version 2 Force the kernel to use

page 13-49 set-ipvd-igmp-version 3 cither IGMPy2 or
IGMPv3 on interface
ethO for IPv

Problem Reporting and Troubleshooting

“Display the Current State of X show-firewall Display the current state

Your Firewall” on page 13-51 of your firewall

“Capture InformaCast X Capture network traffic

Appliance Network Traffic” to/from the InformaCast

on page 13-53 Appliance

“Display System Health X show-system-health Display the status of

Information” on page 13-54 several metrics in the
InformaCast Appliance
Fusion, e.g. disk
utilization, network
connection, system
services, etc.

“Access the InformaCast X X follow-log-<log_name> View the different logs

Appliance’s Logs” on available to you

page 13-62

“Collect the InformaCast X X collect-logs Collect the InformaCast

Appliance’s Logs” on Appliance’slogs and send

page 13-67 them to Singlewire
Support

“Redact IP Addresses in X redact-last-log-bundle Replace IP addresses in

Logs” on page 13-72 the last-collected log
bundlewith placeholders,
e.g. IPADDRESS_1

“Display InformaCast's X show-phone-caches Display InformaCast's

Phone Cache” on page 13-74 encrypted phone cache in
a human-readable format

Send logs to a local server X configure-logging Send various

InformaCast logs to your
local syslog server
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Category Name Webmin [CLI Command Description

Display InformaCast's logging X show-logging Display InformaCast's

configuration logging configuration,
such as whether you've
enabled the sending of
InformaCast's logs to a
local server or live
logging

“Show Technical Support X show-tech-support Display the information

Information” on page 13-82 that Singlewire Support
will need to aid you in
troubleshooting

“Enable the Singlewire X enable-support Allow Singlewire Support

Support Account” on disable-support to access your

page 13-84 InformaCast Appliance
through its built-in
account, and after they’ve
finished helping you,
disable Singlewire
Support’s access your
InformaCast Appliance
through its built-in
account

“Display Your Consent X show-latest-consent-token |Display a consent token

Token” on page 13-88 to use in securing your
communication to Cisco
TAC

“Display a List of Processes | X Display a list of processes

Running on the InformaCast running on the

Appliance” on page 13-90 InformaCast Appliance

“Show Monit Status” on X show-monit-status Show the status of monit,

page 13-92 a service controller

“Show the InformaCast X show-version Display the InformaCast

Appliance's Version” on Appliance’s version

page 13-94

“Show the Appliance Type” X show-appliance-type Display the hardware or

on page 13-95 virtualization hypervisor
on which your
InformaCast Applianceis
running

“Show the BIOS Version” on X show-bios-version Display the BIOS version

page 13-96

your InformaCast
Appliance is running

Security and Passwords
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Category Name Webmin [CLI Command Description

“Change the InformaCast X X passwd Change the InformaCast

Appliance’s Password” on Appliance's password

page 13-98

“Recover Your OS and X recovery Recover your OS and

Application Passwords” on Application passwords

page 13-101

“Disable/Enable Password X configure-recovery Disable/enable the ability

Recovery” on page 13-110 to recover your OS and
Application passwords

“Change the Security X change-security-passphrase |Change the passphrase

Passphrase” on page 13-114 you set during your initial
configuration

“Set Allowed SSL Protocols” X configure-ssl-parameters Set your cryptographic

on page 13-117 protocols to provide
authentication and data
encryption between
network servers,
machines, and
applications

“Display Remote SSL X show-certificate-from-netw |Obtain copies of SSL

Certificates” on page 13-121 ork certificates from
remote-network-connect
ed servers

“Import a Signed SSL X import-ssl-cert-to-sip-store |Import a signed SSL.

Certificate to InformaCast's certificate into

SIP Certificate Store” on InformaCast's SIP

page 13-122 certificate store to use
SIP over TLS

“Create and Install a Signed X create-certificate-signing-re |Create a public key and

Certificate” on page 13-125 quest certificate to protect

import-signed-certificate yoursglf aganst

Man-in-the-Middle
(MITM) attacks, and then
import a certificate (or a
chain of certificates)
signed and provided by
your Certificate
Authority

“Display Your Trusted X show-trusted-certificates Display the certificates

Certificates” on page 13-131

that your InformaCast
Appliance trusts, either
signed or self-signed
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Category Name Webmin [CLI Command Description

“Display Your Local Trust” X show-local-trust Display the state of trust

on page 13-133 between the InformaCast
Appliance and the
currently installed
certificate and trusted
certificates

“Remove Added Trust X remove-all-user-added-trust |Remove any Certificate

Certificates” on page 13-134 ed-certificates Authority root and
intermediate certificates
that you've added

Revert to a self-signed X regenerate-ssl-certificates | Revert to a self-signed

certificate certificate, remove your
previous signed
certificate, and keep the
Certificate Authority root
and intermediate
certificates

Upgrade, Backup, Restore, and Reset

“Upgrade InformaCast X Upgrade your

Appliance” on page 13-139 InformaCast Appliance
to the latest version

“Switch Virtual Appliance X switch-version Switch between versions

Versions” on page 13-179 of the InformaCast
Appliance

“Return the InformaCast X factory-reset Return your InformaCast

Appliance to its Original

System State” on page 13-180

Appliance to its original
system state

Manage the InformaCast Appliance’s Actions

Webmin

Stopping, starting, and restarting services and rebooting or shutting down the InformaCast Appliance
are management actions you can perform through Webmin or the command-line interface.

Through Webmin, you can stop/start/restart services running on the InformaCast Appliance and

reboot or shut down the server itself.
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Stop a Service on the InformaCast Appliance

Follow these steps to stop individual services on the InformaCast Appliance.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

©) sing

Systermn hostname
Oiperating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Runmning processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

lewire

software
Ic (127.0.1.1)
Singlewire InformaCast VM\Wara
1.620

Tue May 16 10:31-26 217

Linux 4 1. B-yocto-standard on 686

Inted(F)} Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

82

0.00 {1 min) 0.01 (5 mans) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used

8 GB total, 0 bytes used

95.73 GB total, B.14 GB used

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown

Boot system | SysV init

Action At boot? Description
apached Yas Apache web sarver and request router
nipd Yeg Matwork Time Protocol (NTP) server and chent
shibd s Single Shgm On Senvice
singlewirelnformaCas| Yos InformaCasi sendce from Singlesine
singlewireP TT Yes PushToTalk service from Singlewire
singlewireSyncer Mo Syncar service from Singlewine
singlewireToolbox R Toolbox service from Singlewire
sipapeaker i Singlewire SIP Speaker Senvice, powered by Asterisk
wimloalsd Yies Manages services needed 1o run Open WM Tools
| Start | Stop| |Restart| | Start On Boot| Disable On Boot| | Start Now and On Boot | Disable Now and On Boot|

Chick an this bufion to immediately reboot the system. All cumantly legged in usars will be disconnacied and all
sarvices will be re-started

Click on this button to immedialely shutdown the systam Al sarvices will be slopped, all usars dsconnacied
and the system powered off (if your hardeare suppons i)
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Step3  Scroll down the list of actions until you come to your service’s name, e.g. singlewireInformaCast.
Click its link. The Edit Action page appears.

Madule ndex Edit Action
Hame singlewirzinformaCast
Action Script #! /bin/sh

$§4 BEGIN INIT INFO

# Shore-Description: InformaCast

¥ Deacription: InformaCast application from Singlewire
##4 END INIT INFO

) »

§# Kuthor:
L

¥ Do HOT "set -&®

§# PATH mhould only include fosc/* 1f it runs after the mountnfs.sh script
PATH=/akbin: fuse/abin: /Bin: fuse/Bin

DESC="InformaCasc™

HAME=ginglewire InformaCast i

Start at koot time? ) ez @ Mo

|Save | Stathow || ShowStans || StopMow | | Delete |

4 Relurn to boalup and shuldown actions

Step4 Click the Stop Now button. It will take a minute or so for the service to stop.

Maodule Index Stgp Action

Execuling feto/init.df singlewireInformaCast scop
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Start a Service on the InformaCast Appliance

Follow these steps to start individual services on the InformaCast Appliance.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

©) sing

Systermn hostname
Oiperating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Runmning processes
CPU load averages
CPU usage

Real memory

Virnual memory

Local disk space

lewire

software
Ic (127.0.1.1)
Singlewire InformaCast VM\Wara
1.620

Tue May 16 10:31-26 217

Linux 4 1. B-yocto-standard on 686

Inted(F)} Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

82

0.00 {1 min) 0.01 (5 mans) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used

8 GB total, 0 bytes used

95.73 GB total, B.14 GB used

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown

Boot system | SysV init

Action At boot? Description
apached Yas Apache web sarver and request router
nipd Yeg Matwork Time Protocol (NTP) server and chent
shibd s Single Shgm On Senvice
singlewirelnformaCas| Yos InformaCasi sendce from Singlesine
singlewirgPTT Va5 PushTaTalk service from Singlewire
singlewireSyncer Mo Syncar service from Singlewine
singlewireToolbox R Toolbox service from Singlewire
sipapeaker i Singlewire SIP Speaker Senvice, powered by Asterisk
wimloalsd Yies Manages services needed 1o run Open WM Tools
| Start | Stop| |Restart| | Start On Boot| Disable On Boot| | Start Now and On Boot | Disable Now and On Boot|

Chick an this bufion to immediately reboot the system. All cumantly legged in usars will be disconnacied and all
sarvices will be re-started

Click on this buflon to immediately shutdown the system All sarvices will be slopped, all usars dscomacied
and the system powered off (if your hardeare suppons i)
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Step3  Scroll down the list of actions until you come to your service’s name, e.g. singlewireInformaCast.
Click its link. The Edit Action page appears.

Module ndex Edit Action
Hame singlewirsinformaCast
Action Script #! /bin/sh

TR

$§4 BEGIN INIT INFO

§ Shorc-Description: InformaCaset

¥ Deacription: InformaCast application from Singlewire
##4 END INIT INFO

§¥ Author:
L

¥ Do HOT "set -&®

§# PATH mhould only include fosc/* 1f it runs after the mountnfs.sh script
PATH=/skbin:/use/abin:  bin: fuar/bin

DESC="InformaCasc™

HAME=ginglewire InformaCast

Start at koot time ? Yas @ Mo

| Save | Stathow || ShowStans || StopMow | | Delete

4 Relurn to boatup and shuldown actions
Step4 Click the Start Now button. It will take a minute or so for the service to start.

Module Index Start Actlun
Executing /etc/inic.d/singlewireInformaCast start

4 Retum 1o action

Restart a Service on the InformaCast Appliance

Changing the InformaCast Appliance’s IP address or hostname all require you to restart the
singlewireInformaCast service. The singlewireInformaCast service is a Linux service that manages
recipients, e.g. Cisco IP phones for Unified CM. Linux services are a set of processes running in the
background of a server that are typically in charge of executing system tasks or running server
applications, like databases.

Note JTAPI automatically updates every time the singlewireInformaCast service is restarted.
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Step 1
appears.

© singlewire’

Systern hostmame
Operating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Rupning processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

software
I (127.0.1.1)
Singlewira InformaCast VMWara

1.620

Tue May 16 10:31-26 217

Linux 4 1. B-yocto-standard on 685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

a2

0,00 {1 min) 0,01 (5 méns) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

8 GB total, 0 bytes used

95.73 GB total. B 14 GB used

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown

Bool systermn | SysV init

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

Action At boot? Desctiption
Il apachel Yag Apache web sarver and request router
LI nipd e Metwork Time Protocol (NTP) server and chent
] shibd s Single Shgm On Service
singlewirelnformaCast s informaCeasi sendice from Singlewire
singlewirePTT Yes PushToTalk service from Singlewire
singlewireSyncer Mo Syncer service from Singlewine
singlewireToolbox ‘e Toolbox senvice from Singlewirs
sipapeaker e Singlewire S5IP Speaker Sendce, powered by Asterisk
wimlaalsd Yies Manages services needed 1o run Open VM Tools

|Start |Stop| |Restan| | Start On Boot| Disable On Boot| | Start Now and On Baot| Disable Now and On Boat|

Chick on this bufion to immediately rebool the system. All cumantly logged in users will be disconnacied and all

samvices will be re-started

Click on this bution to immediately shutdown the system All sarvices will be stopped, all users disconnacied
and the system powered off (if your hardware suppons i)
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Step3  Scroll down the list of actions until you come to your service’s name, e.g. singlewireInformaCast.
Select it by placing a checkmark in its Action column and click the Restart button. The Restarting
Actions page appears.

Module index Reatar‘“ng Actions

Executing /eto/init 4/ singlewizelnformatast Ieatart

Restareing InfermaCast: ainglevirelnfocsaCast

It will take a minute for your service to restart.

Reboot the InformaCast Appliance

Follow these steps to reboot the InformaCast Appliance.

Stepl Loginto Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

© singlewire’

Systern hostname
Operating system
Webmin version
Time on system
Kerneal and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

software
Ic (127.0.1.1)
Singlewira InformaCast VMWare
1.620
Tue May 16 10:31:26 317
Linuee 4 1. B-yocto-standard on (686
Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes
B2
0.00 {1 min) 0.01 (5 mins) 0.05 (15 mins)
4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used
& GB total. 0 bytes used

9573 GB total, B 14 GB used
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Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown

Bool system | SysV init

Action At boot? Description

apachel Yag Apache web sarver and request router

nipd Yes Metwork Time Protocol (NTP) server and chent

shibd ACH Single Skgn On Service

singlewirelnformaCasi Yes InformaCasi sendce from Singlesdre

singlewireP TT Yes PushTaTalk service from Singlewire
singlewireSyncer Mo Syncar service from Singlewire

singlewireToolbox Yeg Toolbox service from Singlewira

sipapeaker g Singlewire SIP Speaker Senvice, powered by Asterisk
wimloalsd Yies Manages services needed 1o run Open VM Tools

|Start | Stop| |Restant| | Start On Boot| Disable On Boot| |Start Mow and On Boot| Disable Now and On Boat|
Iﬂﬂﬁﬂ_ﬂ?}‘atﬁp‘l Click on this bufton to immediately rebood the system. All currantly logged in usars will ba disconnacied and all
samvices will be re-started

hShut_de_tslm Click on this bution to immediately shutdown the system All sarvices will be stopped, all usars disconnacied
and the system powered off (if your hardware suppors it)

Step3 Scroll to the bottom of the page and click the Reboot System button. The Reboot page appears.

Madule Index Rebﬂot

Are you sure you want to reboot the system with the command reboot ?

Rebool Sysbem

' Return to bootup and shutdown actans

Step4 Click the Reboot System button. The server will shutdown, then restart.

InformaCast Virtual Appliance Basic Paging
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Shut Down the InformaCast Appliance

Certain troubleshooting remedies may require you to shut down your InformaCast Appliance.

Step1 Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

©) sing

Systermn hostname
Oiperating system
Webmin version
Time on system
Kernel and CPU
Processor information
System uptime
Runmning processes
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

lewire

software
Ic (127.0.1.1)
Singlewire InformaCast VM\Wara
1.620

Tue May 16 10:31-26 217

Linux 4 1. B-yocto-standard on 686

Inted(F)} Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

82

0.00 {1 min) 0.01 (5 mans) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used

B GB 1atal, 0 bytes used

95.73 GB total, B.14 GB used

Step2 Go to System | Bootup and Shutdown. The Bootup and Shutdown page appears.

Bootup and Shutdown

Boot system | SysV init

Action At boot? Description
apached Yas Apache web sarver and request router
nipd Yeg Matwork Time Protocol (NTP) server and chent
shibd s Single Shgm On Senvice
singlewirelnformaCas| Yos InformaCasi sendce from Singlesine
singlewireP TT Yes PushToTalk service from Singlewire
singlewireSyncer Mo Syncar service from Singlewine
singlewireToolbox R Toolbox service from Singlewire
sipapeaker i Singlewire SIP Speaker Senvice, powered by Asterisk
wimloalsd Yies Manages services needed 1o run Open WM Tools
| Start | Stop| |Restart| | Start On Boot| Disable On Boot| | Start Now and On Boot | Disable Now and On Boot|

Chick an this bufion to immediately reboot the system. All cumantly legged in usars will be disconnacied and all

samvices will be re-started

Click on this button to immedialely shutdown the systam Al sarvices will be slopped, all usars dsconnacied

and the system powered off (if your hardeare suppons i)

Step3 Click the Shutdown System button. The Shutdown page appears.
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Module Index Shutdown
Are you sure you want to shutdewn the system with the command powercff ?

Shutdown Systam

4 Raturn to bootup and shutdown actions

Step4 Click the Shutdown System button. The InformaCast Appliance will power off. This may take some
time. While the InformaCast Appliance is powered off, InformaCast’s features may be inoperable.

Command-line Interface

Through the command-line interface, you can stop/start/restatt services running on the InformaCast
Appliance and reboot or restart the InformaCast Appliance itself. The setvices you can
stop/start/restart include:

e apache-service

e controlcenter-service

e informacast-service

o lighttpd-service

e ntp-service

e pushtotalk-service

e sipspeaker-service

e snmp-service

e ssh-service

e vmtools-setvice (for InformaCast Virtual Appliances only)

e webmin-service
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Stop a Service

Follow these steps to stop individual services on the InformaCast Appliance.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter the name of the service you want to stop, e.g. informacast-service disable at the prompt and
press the Enter key. The command-line interface refreshes and the singlewireInformaCast service
stops.
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Start a Service

Follow these steps to start individual services on the InformaCast Appliance.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter name of the setvice you want to start, e.g. informacast-service enable at the prompt and press
the Enter key. The command-line interface refreshes and the singlewireInformaCast service starts.

Restart a Service

~

Note JTAPI automatically updates every time the singlewireInformaCast service is restarted.
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Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter name of the service you want to restart, e.g. informacast-service restart at the prompt and
press the Enter key. The command-line interface refreshes and the singlewireInformaCast service
restarts.
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Reboot the InformaCast Appliance

Follow these steps to reboot the InformaCast Appliance.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter restart-appliance at the prompt and press the Enter key. The command-line interface refreshes
and your InformaCast Appliance reboots.
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Shut Down the InformaCast Appliance

Follow these steps to shut down the InformaCast Appliance.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter halt-appliance at the prompt and press the Enter key. The command-line interface refreshes.

Tip Once shut down, to start an InformaCast Virtual Appliance, you'll need to log into vSphere,
right click your server, and select Power | Power On. For an InformaCast Physical Appliance,
you'll need to unplug it, plug it in again, and press the Power button.
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Test the InformaCast Appliance's Connectivity
Testing the InformaCast Appliance’s connectivity allows you to verify connectivity between the
InformaCast Appliance and:
e The default gateway through Address Resolution Protocol (ARP)
e The default gateway via ICMP ping

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter test-network-connectivity at the prompt and press the Enter key. The command-line interface
refreshes with the results of its test.

When a test fails, the detailed test logs are printed, which aid the troubleshooting process.
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Show Multicast Statistics

Available only in the command-line interface, show-multicast-statistics displays kernel-level
information about the current multicast groups joined on each interface and the IGMP version in use.
Verifying your multicast traffic can aid in troubleshooting network issues.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 Enter show-multicast-statistics at the prompt and press the Enter key. The command-line interface
refreshes with details on your multicast traffic.

Manage SNMP Monitoring

)

Note

Available OIDs

Listening on port 1161, InformaCast's embedded SNMP agent can be paired with your own Network
Management Software (NMS) in order to monitor certain aspects of InformaCast e.g. the last time a
rebuild of Cisco IP phones for Unified CM succeeded, the count of registered IP speakers,
InformaCast's version, etc.

Several OIDs, both native and InformaCast-specific are available for your use as well as both native and
InformaCast-specific MIBs. While SNMP monitoring is able to handle many of your needs, there are
some configuration caveats you should take into consideration before configuring SNMP monitoring.

If you would like SNMP monitoring to include functionality that it currently doesn't have, open a
Singlewire Support case.

The following capabilities are natively possible through SNMP:
e System description (SNMPv2-MIB::sysDescr.0)
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System name (SNMPv2-MIB::sysName.0)

Uptime (DISMAN-EVENT-MIB::sysUpTimelnstance)

Contact (SNMPv2-MIB::sysContact.0)

Location (SNMPv2-MIB::sysLocation.0)

Ethernet network adapter description, type, packet count, error count
Netstat TCP connection table, including listening sockets and established connections
UDP bound ports

SNMP total packet counts

System clock

Partition list, and for each partition: mount point, size, and whether it's used
CPU model and type

SCSI disk list

Process list, including process name, path, parameters, state, e.g. runnable, CPU utilized, memory
used

Network interface, including name, multicast packet count, and broadcast packet count
Memoty /proc/meminfo information

Load average in one-minute, five-minute, 15-minute intervals

The following table displays the capabilities that are specific to InformaCast:

OoID Data Example

1.3.6.1.4.1.3137.1.1.1.1.3.0 InformaCast version 12.2.5

1.3.6.1.4.1.3137.1.1.1.1.4.0 JTAPI version Cisco Jtapi version 8.6(2.24091)-1
Release

1.3.6.1.4.1.3137.1.1.1.3.5.2.0 | Multicast TTL 16

1.3.6.1.4.1.3137.1.1.1.3.5.3.0 | Multicast traffic class 160

1.3.6.1.4.1.3137.1.1.1.2.4.1.0  |Last time rebuild of Cisco IP 20180805071459, yyyy-mm-dd

phones for Unified CM started | hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.42.0  |Last time the rebuild of Cisco IP |19691231180000, yyyy-mm-dd

phones for Unified CM hh:mm:ss
succeeded

1.3.6.1.4.1.3137.1.1.1.2.4.3.0  |Next time an update of Cisco IP {20180805081000, yyyy-mm-dd

phones for Unified CM is hh:mm:ss
scheduled
1.3.6.1.4.1.3137.1.1.1.2.4.4.0  |Cisco IP phones count in cache |241
1.3.6.1.4.1.3137.1.1.1.2.45.0  |Time cache update started 19691231180000, yyyy-mm-dd
hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.4.6.0  |Time cache update succeeded 19691231180000, yyyy-mm-dd

hh:mm:ss

1.3.6.1.4.1.3137.1.1.1.2.5.1.0  |Detined IP speaker count 55
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OID Data Example
1.3.6.1.4.1.3137.1.1.1.2.5.2.0  |Registered IP speaker count 54
1.3.6.1.4.1.3137.1.1.1.2.5.3.0  |Unregistered IP speaker count |1
1.3.6.1.4.1.3137.1.1.1.3.2.1.0  |Backup activated? false
1.3.6.1.4.1.3137.1.1.1.3.22.0 | Time of next backup 20180806030000, yyyy-mm-dd
hh:mm:ss
1.3.6.1.4.1.3137.1.1.1.3.2.3.0 | Backup location /ust/local/singlewire /InformaCa
st/backup
1.3.6.1.4.1.3137.1.1.1.3.3.1.0  |SLP Advertise CFS? false
1.3.6.1.4.1.3137.1.1.1.3.3.2.0 |SLP Advertise SOAP? true
1.3.6.1.4.1.3137.1.1.1.3.3.3.0  |SLP Advertise HTTP deprecated
1.3.6.1.4.1.3137.1.1.1.3.4.1.0  |Is LDAP auth enabled? false
1.3.6.1.4.1.3137.1.1.1.3.42.0 |Is LDAP grouping enabled? false
1.3.6.1.4.1.3137.1.1.1.3.43.0 | Time of next LDAP update 20180805074000, yyyy-mm-dd
hh:mm:ss

MIBs

A management information base (MIB) is a database used for managing the SNMP OIDs common to
all Unix hosts and those provided specifically through InformaCast.

SNMP native MIBs, e.g. those common to all Unix hosts, can be found in /ust/share/snmp/mibs on
the InformaCast Appliance.

InformaCast MIBs can be found in three locations:
o /ust/local/singlewire/InformaCast/web/resources/mib/ on the InformaCast Appliance
e Asadownloadable ZIP on Singlewire's website
e Through a link to the InformaCast Appliance:

— https://<InformaCast Appliance IP
Address>:8444/InformaCast/resources/mib/BERBEE-APPLICATIONS-IPT-INFORMA
CAST .html

— https://<InformaCast Appliance IP
Address>:8444 /InformaCast/resources/mib/ BERBEE-APPLICATIONS-IPT-INFORMA
CAST.pdf

— https://<InformaCast Appliance IP
Address>:8444 /InformaCast/resources/mib/BERBEE-APPLICATIONS-IPT-INFORMA
CAST.txt

Supported Configurations
The following SNMP configurations are supported:

e SNMPv2c

e SNMPv3 for a single user for authentication and/or privacy, e.g. Secure Hash Algorithm (SHA)
and/or Advanced Encryption Standard (AES)
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SNMP polling over UDP

Host filtering

Scanning, e.g. snmpnext and snmpwalk

The generic UNIX MIBs supported by net-snmp out of the box
SNMP polling of UNIX MIBs and the InformaCast MIB

Unsupported Configurations

The following SNMP configurations are not supported:

Subnet filtering

Read/wtite permissions; clients must be read-only

Installing a MIB on the InformaCast Appliance

SNMP over DTLS; if you want encryption, use SNMPv3 with privacy
SNMP over SSH; if you want encryption, use SNMPv3 with privacy
SNMPv3 with MD5 authentication

SNMPv3 with DES privacy

SNMP traps

Multiple SNMP community strings

Multiple SNMP users

Different SNMPv2 and SNMPv3 IP address filters; you can have one filter for inbound SNMP
packets: it will apply to both SNMPv2 and SNMPv3 packets

Now that you're familiar with your SNMP capabilities, you can proceed with:

“Configure SNMP Monitoring” on page 13-26

“Display Current SNMP Monitoring Configuration” on page 13-32
“Restart SNMP Monitoring Service” on page 13-34

“Remove Current SNMP Monitoring Configuration” on page 13-35

Configure SNMP Monitoring

InformaCast's embedded SNMP agent can be paired with your own Network Management Software
(NMS) in order to monitor certain aspects of InformaCast, i.e. the last time a rebuild of Cisco IP
phones for Unified CM succeeded, the count of registered IP speakers, InformaCast's version, etc.

During your configuration, you can choose to configure SNMPv2, SNMPv3, or both. SNMPv2 is
unencrypted and not recommended due to security concerns. SNMPv3, when used with a password
and/or secret key, is the more secure option. Paitring authentication and encryption with SNMPv3
makes it much stronger against vulnerabilities.
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Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter configure-snmp at the prompt and press the Enter key. The Starting Reconfiguration window
appears.

1 - rcing Reconfiguraticon
This process will configure SHMF monitoring

Saving changes at the snd of this process will interrupt ssrvice
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Step3 Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Host

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Conlfiguration window appears.

SHHF Hoso Configuracion

SEHMF Contact (opticomal)
SMMF Location [opticnal)

packeca from IPv#
packets from IPwa

packera from IPve
packeca from IPv#
packets from IPwa

between elemsents Space> selects

You will first enable SNMP (it's disabled by default) and enter your SNMP contact and host
information.

Press the Spacebar while in the SNMP Server Enabled field to enable SNMP.

~

Note Once you've enabled SNMP monitoring, you can disable it again by pressing the Spacebar
while in the SNMP Server Enabled field, removing the * from between [ ]. You can also run
the remove-snmp-configuration command to reset your SNMP monitoring configuration to its
default values, e.g. disabled with no additional settings.

Press the Tab key to enter the SNMP Contact field and enter your SNMP contact's information, e.g.
John Lennon, SNMP Admin (optional).

Press the Tab key to enter the SNMP Location field and enter your SNMP contact's location, e.g.
Madison (optional).

Press the Tab key to enter the Accept SNMP packets from all hosts field and either leave it as
accepting SNMP packets from all hosts (not recommended due to attack vulnerabilities) or press the
Spacebar to disable SNMP packets from all hosts.

~

Note If you choose to enable the Accept SNMP packets from all hosts field, skip to Step 10.

Press the Tab key to enter the Accept SNMP packets from IPv4 host 1 ficld and enter the IP address
of your SNMP host, e.g. your NMS's IP address.

Continue entering SNMP host IP addresses (up to five) in the Accept SNMP packets from IPv4 host
fields, pressing the Tab key to advance between fields (optional).
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Step 10 Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Version 2
Configuration window appears.

SHMF Version 2 Configuracion

SHHF Communicy Steing
Re-Encer SHMP Community String

» ENT SOCreen

You will now configure SNMPv2 (optional). If you don't want to configure SNMPv2, press the Tab
key to highlight the Next button, then the Spacebar to select stand skip to Step 15. Otherwise,
continue with Step 11.

Step 11 Press the Spacebar while in the SNMPv2 Enabled field to enable SNMPv2.

Step 12 Press the Tab key to enter the SNMP Community String field and enter the SNMP community string
used by your SNMP host.

~

Note While you are allowed to add up to five SNMP hosts, if you are using SNMPv2, they must all
use the same community string.

Step 13 Press the Tab key to enter the Re-Enter SNMP Community String field and enter that community
string again.
>

Note If you enter community string information without enabling SNMPv2, your configuration
cannot be saved.
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Step 14 Press the Tab key to highlight the Next button, then the Spacebar to select it. The SNMP Version 3

Step 15
Step 16

Step 17

Step 18
Step 19

Step 20

Step 21
Step 22

Configuration window appears.

SHMF Versiom 3 Configuration

User Hame

Authentcicaciocn Fassword
Re-enter Authentication Password

Frivacy Fassword
Re—enter Privacy Password

You will now configure SNMPv3 (optional). If you don't want to configure SNMPv3, press the Tab
key to highlight the Next button, then the Spacebar to select it and skip to Step 24. Otherwise,
continue with Step 15.

Press the Spacebar while in the SNMPv3 Enabled field to enable SNMPv3.
Press the Tab key to enter the User Name field and enter the username used by your SNMP host.

With just a username, SNMPv3 is only as secure as SNMPv2; however, you can choose to pair your
username with a password and/or a password and sectet key (optional).

Press the Tab key to enter the Authentication Enabled ficld, then the Spacebar to enable it
(optional). InformaCast uses SHA authentication.

Press the Tab key to enter the Authentication Password field and enter your uset's password.

Press the Tab key to enter the Re-enter Authentication Password field and enter your uset's
password again.

Press the Tab key to enter the Privacy Enabled field, then the Spacebar to enable it (optional).
InformaCast uses AES encryption.

Press the Tab key to enter the Privacy Password field and enter your privacy password.

Press the Tab key to enter the Re-enter Privacy Password field and enter your privacy password again.
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Step 23 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Step 24 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your SNMP
configuration is saved. You’re returned to the command-line interface and InformaCast’s SNMP
monitoring service is restarted to accept your SNMP changes.
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Display Current SNMP Monitoring Configuration

Once you've configured SNMP monitoring, the show-snmp-configuration command will display
your current SNMP configuration, omitting any password or community string values.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 Enter show-snmp-configuration at the prompt and press the Enter key. The command-line interface
refreshes, displaying your cutrent SNMP configuration, e.g. whether it's enabled and running, the
SNMP hosts you've added, your SNMP contact information, whether you'te using SNMPv2 or
SNMPv3, etc.
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Restart SNMP Monitoring Service

Once you've configured SNMP monitoring, the snmp-service disable and snmp-service enable
commands will restart InformaCast’s SNMP monitoring service independent of any SNMP monitoring
changes. Restarting the SNMP monitoring service can be helpful when troubleshooting issues.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter snmp-service disable at the prompt and press the Enter key. The command-line interface
refreshes, and the SNMP monitoring setvice is disabled.
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Step3 [Enter snmp-service enable at the prompt and press the Enter key. The command-line interface
refreshes, and the SNMP monitoring service is started.

Remove Current SNMP Monitoring Configuration

Once you've configured SNMP monitoring, the remove-snmp-configuration command will reset your
SNMP monitoring configuration to its default values, e.g. disabled with no additional settings.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 Enter remove-snmp-configuration at the prompt and press the Enter key. The command-line
interface refreshes, and any SNMP configuration settings you had are removed.

Show the InformaCast Appliance's Network Configuration

The show-network-configuration command displays the current configuration of your InformaCast
Appliance's on-premises server's Paging Gateway's network.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 [Enter show-network-configuration at the prompt and press the Enter key. The command-line
interface refreshes with your current network configuration, e.g. your InformaCast Appliance's IP
address, subnet mask, hardware address, etc.

Change the InformaCast Appliance’s IP Address

You set the static IP address for your InformaCast Appliance when you installed InformaCast (see
“Deploy InformaCast” on page 2-17), but you may need to change it.

S

Note Complete the steps in this topic before making any changes to your network, e.g.changing the virtual
network assigned to the VMware virtual NIC or the upstream network configuration for the assigned
virtual network.

>

Warning If you plan to switch between Basic and Advanced InformaCast and you change your IP address, you
will need to redeploy the InformaCast OVA (see “"Deploy InformaCast” on page 2-17).
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Step 2

Step 3

System Management

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

© singlewire’
software

Systern hostmame |C (127.0.1.1)
Operating system  Singlewire InformaCast VMWara
Webmin version 1 620
Time on system Tue May 16 10:31:-26 3017
Kemnel and CPU Linux 4 1. B-yocto-standard on (685
Processor information Inted(R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Runmning processes 62
CPU load averages 0.00 (1 min) 001 (5 méins) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 93% idle
Real memory 394 GB total, 1.39 GB used

Virual memory 8 GB 1atal. 0 bytes used

Local disk space 9971 GB total B 14 GB used

Go to Networking | Network Configuration. The Network Configuration page appears.

Module Config

Hatwork Imterfaces

MNetwork Configuration

s ©

Routing and Gateways Hostname and DMNS Client

=)

Host Addresses

]Cllck thes bution to actrate the current boat-ime nterface and routng seltings, as they normally would be after a
reboot. Warnkng - this may make your system maccessible via the network, and cut off access to VWebmin

[ Apply Confguraton

Click the Network Interfaces icon. The Network Interfaces page refreshes.

Maodule Indax

MNetwork Interfaces

Activated at Boot
Inferfaces listed in this table will be activaled when the syslem boots up, and will genesally be active now too

Select all. | Invert selection

Namo Type 1Py address MNobmask IPvE adldress Activate

ethl Ethermst 255,265 2550 Yes

la Loapback Mo address conflgured Mone Yes
Select all | Invert selection

4 Return to network configuration
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Step 4

Step 5
Step 6

Step 7
Step 8
Step 9
Step 10

System Management

Click the eth0 link. The Edit Bootup Interface page appears.

Module Index

Edit Bootup Interface

Boot Time Interface Parameters

HName atha
Activate at boot? Yes
Static configuration 1Py addregs
Nelmask 256,265 255.0
Broadeast Automatic '®
IPwt addresses ® [Py disabled
MTU = [igfault
Hardwore sddrass ® Dgfaul
Save

& Fetum 1o network inerfaces

Enter your new IP address and netmask in the IP Address and Netmask fields, respectively.

Enter an IP address in the Broadcast field if your current one is not what would be expected for the
given IP Address and Netmask fields.

S
Note Contact your network administrator if you have questions about what to enter in the IP
Address, Netmask, and/or Broadcast fields.

Click the Save button.
Click the Return to network interfaces link on the Edit Bootup Interfaces page.
Click the Return to network configuration link on the Network Interfaces page.

Click the Routing and Gateways icon on the Network Configuration page. The Routing and
Gateways page appears.

Module Indax

Routing and Gateways
Boot time configuration
This section allows you to configure the mutes that are activated when the system boots up, or when network settings are fully re-applad

Routing configuration activated at boot fime

Default router & Gateway 172 30328 1 ethll v
Static rowtes  |merface Metwork Netmazk Galeway
Local rowtes  [nterfoce Metwork Metrnask
Save
4 Fsbum to retwork a.l."l':-g'.lu'll.'l

Step 11 Enter the IP address of the gateway in the Gateway field.
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Step 12
Step 13
Step 14

Step 15

System Management ||

~

Note Optionally, additional routes can be specified on this page, but should not be necessary in most
situations.

Click the Save button. Your changes are saved, but not yet applied.
Reboot the InformaCast Appliance (see “Reboot the InformaCast Appliance” on page 13-12).

Log into Cisco Unified CM, go to System | Enterprise Parameters, and change the URL
Authentication and Secured Authentication URL fields.

Also, go to Device | Device Settings | Phone Services, and change the IP address for any
InformaCast service URLs you have created.

You need to use the Update Subscriptions button whenever you change service information, so that
any subscribed Cisco IP phones for Unified CM are properly updated.

InformaCast SIP certificates are regenerated whenever InformaCast is installed or its IP address is
changed, so if you are using TLS protocol with SIP, you will need to install the InformaCast SIP
certificate on all Cisco Unified CMs in your InformaCast environment (see “Install the InformaCast
SIP Certificate on Cisco Unified CM” on page 8-64).

~

Note  If you are using SIP over TLS, you will need to install InformaCast's SIP certificate on all SIP

system servers in your InformaCast environment.

Reset all of your Cisco IP phones for Unified CM.
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Change the InformaCast Appliance’s Hostname

You set your InformaCast Appliance’s hostname when you installed InformaCast (see “Deploy
InformaCast” on page 2-17), but you may need to change it.

Step 1
appears.

Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

© sing

Systemn hostname
Operating system
Webmin version

Time on system
Kerneal and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Virual memory

Local disk space

lewire
software

Ic (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31:26 3017

Linux 4 1. B-yocto-standard on i685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

B2

0.00 {1 min) 0.01 (& mans) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
& GB total. 0 bytes used

9573 GB total, B 14 GB used

Step2 Go to Networking | Network Configuration. The Network Configuration page appears.

Module Config

HMatwork Interfaces

Network Configuration

s ©

Routing and Gateways Hostname and DMS Client

=

Hest Addresses

| Apply Conhguraton

Chek this bulion to actwale the current Boal-Limée mierface and r|:||.|||ng sellings, as Ihc!,r nurnlallg,r viold be after a

reboot. Warnkng - this may make your system maccessible via the network, and cut off access to VWebmin
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Step3 Click the Hostname and DNS Client icon. The Hostname and DNS Client page appears.

Module Index Hostname and DNS Client

DNS Client Options
Hostname |pUgi-3273

Search domains MNone ™ |isted

DME servers
singlewire.lan

Save

Ratum o network configuration
- g

Enter your new name in the Hostname field, e.g. WestHeadquarters.

Step 4

Step5 Click the Save button. Your changes are applied and you are redirected to the Network Configuration
page.
Modue Config Network Configuration

MWetwork configuration applied. Restart the appliance for the change to take effect.

Metwark Interfaces Routing and Gateways Hosiname and DMS Client Host Addrassas

~

Note You must reboot the InformaCast Appliance for your changes to take effect.

Step 6 Click the Restart the appliance link. The Reboot page appears.

Madule Indax Rebﬂ Dt

Are you sure you want to reboot the system with the command reboot 7

|  ReboolSystem |

4 Fetumn to bootup and shutdosn actions

Click the Reboot System button. The InformaCast Appliance will restart. This may take some time.

Step 7
Until the restart has completed, some of InformaCast’s features may be inoperable.

InformaCast Virtual Appliance Basic Paging
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Restart the Network

The restart-network command will load and apply the IP configuration from your InformaCast
Appliance's disk. Restarting your network stack is used to make a network change take effect or as a
step in troubleshooting.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter restart-network at the prompt and press the Enter key. Your network stack will be restarted and
your IP configuration from your InformaCast Appliance's disk will be loaded and applied.

Set the System Time

You already set the system time when you entered your NTP server(s) addresses during InformaCast’s
initial configuration (see “Set the Initial Configuration” on page 2-31). However, you may need to
change them, or determine the state of NTP and/or InformaCast's sync status with it.

InformaCast uses the Network Time Protocol daemon (ntpd) for time synchronization. ntpd is a server

process that maintains InformaCast's system time in synchronization with time servers using the
Network Time Protocol (NTP).

InformaCast Virtual Appliance Basic Paging
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List Current NTP Servers

The show-time-configuration command lists your currently configured NTP server(s)

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter show-time-configuration at the prompt and press the Enter key. The command-line interface
refreshes with your current NTP information, e.g. whether ntpd is enabled and running, your time
zone, your current NTP servers' fully qualified domain names, and their authentication method.

InformaCast Virtual Appliance Basic Paging
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Change NTP Servers

The configure-time command allows you to change your NTP server(s).

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter configure-time at the prompt and press the Enter key. The command-line interface refreshes.

Conf igure Time Zone
Select the time zome lor thiz szerver (required).

ArericasBoa_Wista t
frer icaBogota

ArericasBoise

Arar icasCanbr ldge_BRay

Arar lcasCampo_Grande

frer lcasCancun

Armer lcasCaracas

Amer icasCayenng

{Tab» between &lemeanls H gy select=s H £F12> naxt SCcrean

Step3 Use the arrow keys to select a time zone for your InformaCast Appliance server.

InformaCast Virtual Appliance Basic Paging
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Step4 Press the Tab key to highlight the Next button, then the Spacebar to select it. The command-line
interface refreshes, and the InformaCast Appliance lists the currently configured NTP servers.

1 Lonligure Hetwork Time Protocol |

HTP Server 1 IP or Hostname (required) [T N
NTP Server 2 IF or Hostname ¥ TET —
NTP Server 3 IP or Hostnans T —

At least one WTP server is regoiced.

{Tab} between &lemenls i {Spacer selects i {F12> naxt SCcrean

Step5 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname field.

Step 6 DPress the Tab key and enter up to two more N'TP servers (optional).

Step7 Press the Tab key to highlight the Next button, then the Spacebar to select it. The InformaCast
Appliance validates your NTP configuration, and the command-line interface refreshes.

1 Save or Exit | §

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption
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Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. The
command-line interface refreshes, and InformaCast stops and starts the ntpd service to pick up your
changes.

Je

Tip You can also manually stop and start the ntpd service through Webmin's Bootup and Shutdown
page or by entering ntp-service disable or ntp-service enable in the command-line interface.

Display ntpd State and InformaCast's Sync Status

Step 1

The show-time-status command displays the current state of the NTP daemon and whether
InformaCast is in sync with it.

Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

| Version 14.4.2
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Step 2 Enter show-time-status at the prompt and press the Enter key. The command-line interface refreshes
with your current NTP information, e.g. whether ntpd is enabled and running, the NTP firewall status,
and performance statistics, etc.

InformaCast Virtual Appliance Basic Paging
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Set the IGMP Version

If you have network routing restrictions that require you to use one version or the other, you can use
the command, set-ipv4-igmp-version, to force the kernel to use either IGMPv2 or IGMPv3 on
interface ethO for IPv4.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step 2 Enter set-ipv4-igmp-version 2 or set-ipv4-igmp-version 3 at the prompt and press the Enter key. 2
forces the kernel to use IGMPv2 and 3 forces the kernel to use IGMPv3 on interface ethO for ipv4.
The command-line interface refreshes with your new network information.

InformaCast Virtual Appliance Basic Paging
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Display the Current State of Your Firewall

Viewing the current state of your firewall can aid in troubleshooting, but is also useful when verifying
the security of your network.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter show-firewall at the prompt and press the Enter key. The command-line interface refreshes
with your firewall’s data.

InformaCast Virtual Appliance Basic Paging
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Capture InformaCast Appliance Network Traffic

Some issues may arise that are beyond the scope of InformaCast’s logs. In troubleshooting those issues,
it may prove beneficial to captutre network traffic to/from the InformaCast Appliance.

Stepl Loginto Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage
appears.

© singlewire
software

Systern hostname [C (127.0.1.1)
Operating system  Singlewire InformaCast VMWara
Webmin version 1620
Time on system Tue May 16 1003126 2017
Kemel and CPU Linux 4 1 B-yocto-standard on i685
Processor information Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Runming processes 87
CPU load averages 000 (1 min) 0.01 (5 ména) 0.05 (15 mins)
CPU uwsage 4% user 3% kemel, 0% 10, 53% idle

Real memory 3.94 GB total, 1.39 GB used
Wirual memory 8 GB 1otal. 0 bytes used

Local disk space 95971 GB total, 814 GB used

Step2 Go to System | Capture Network Traffic. The Capture Network Traffic page appears.

Module Canfig Capture Network Traffic
l:apture Packets for a Problem REPDI‘T

This process will produce a capture nebwork traffic for use by technical suppon. The capiure will sutcmatically stop after capturing 33,000 packetls

Start a new packet capture

Step 3 Click the Start a new packet capture button. The packet capture will begin.

Module Config Capture Network Traffic

Capture Packets for a Problem Report

e
Packed caplure in [Ilqlﬂl‘.lﬁ':w

Stop Packet Capture

InformaCast Virtual Appliance Basic Paging
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Perform the action that prompted you to run the traffic capture. For example, if you sent a broadcast
to a recipient group of IP speakers and it failed, start the packet capture and then try sending the
broadcast again.

Wait for the packet capture to finish (the packet capture will stop by itself after capturing 33,000
packets) or click the Stop Packet Capture button.

If you need to submit your capture to Singlewire for analysis as part of your support case, follow the
steps in “Collect the InformaCast Appliance’s Logs” on page 13-67. The collection of logs will include
the packet capture you just performed as well as the InformaCast Appliance’s other logs.

Display System Health Information

Available only through the command-line interface, show-system-health displays the status of several
metrics in the InformaCast:

e Clock. Whether the InformaCast is synchronized with specified NTP network servers (see “Set
the Initial Configuration” on page 2-31 for more information).

e Disk Utilization. Whether the InformaCast is approaching full disk utilization, i.e. running out of
the disk space required to petform InformaCast actions such as sending.

e Network. Whether the InformaCast is connected to the network.

e System Services. Whether the InformaCast's collection of services is running, e.g. Apache, SSH
daemon, singlewireInformaCast.

e System Resources. Whether OS resources, such as memory or data structures, are too heavily
utilized (or nearly too heavily utilized) and should be resolved.

e Overall. An amalgam of all previous metrics.

Each metric is paired with a measurement of its health, e.g. GREEN, YELLOW, or RED. If a metric is
GREEN, everything is running as expected; the system is healthy. If a metric is YELLOW, the system
is impacted, but will still be delivered. You should investigate this metric when you have the time. If a
metric is RED, delivery is impacted. You should investigate and remediate this metric immediately.

Checking your system health can aid in troubleshooting network issues.

| Version 14.4.2
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Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16 for
more information). The command-line interface appears, showing you that you’re logged in.

Step2 Enter show-system-health at the prompt and press the Enter key. The command-line interface
refreshes with details on your system health.

In this example, all metrics measured by InformaCast Fusion are GREEN, i.e. healthy.

This command displays aggregate system health information

Clock GREEN
Disk Utilization GREEN
Network GREEN
System Services GREEN
System Resources GREEN
Overall GREEN

InformaCast Virtual Appliance Basic Paging
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In cases where a metric is RED, i.e. unhealthy, your results may look like the following example.

This command displays aggregate system health information

Clock RED
Disk Utilization GREEN
Network GREEN
System Services RED
System Resources GREEN
Overall RED

Red alarm(s) present. Administrator should take immediate action. Message
delivery is impacted.

RED alarms cause:
AL-NTPS Clock is unsynchronized with NTP server
AL-NTPSV Network time service is stopped

Each cause is preceded by a cause tag. You can find information in the
documentation on how to address each cause by searching the documentation
for a cause tag.

Note that when any metric is RED (or YELLOW), the Overall metric is also RED (or YELLOW).

When a metric is either RED or YELLOW, a cause tag and failure reason appear below the metrics'
statuses. The following table details these cause tags and failure reasons along with whose responsibility
it is to remediate the failure and the manner in which remediation can occut.

Who can address the

Cause Tag Failure Reason situation? What should be done?
AL-ACTS The Activation serviceis  |You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-APAS The Apache web serviceis | You Enter apache-service start or reboot in
stopped the CLL
Contact Cisco TAC for assistance if
restarting the Apache service is
unsuccessful.
AL-APPRO The app patrtition is not You Reboot the InformaCast Appliance (see
mounted as read-only “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-CONSH The console shell is You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.
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Who can address the

Cause Tag Failure Reason situation? What should be done?
AL-CONSM The console message You Reboot the InformaCast Appliance (see
service is stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-CONSV The Console service is You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-CRONS The system scheduler is You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-DAFULL Your data partition is more |You Reduce your data retention period (see
than 95% in use “Broadcast Parameters Management” on
page 7-1 for more information) or contact
Cisco TAC for assistance.
AL-DARO Your data partition is not | You Reboot the InformaCast Appliance (see
mounted read-write “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-ETHDIS Ethernet is disconnected ~ |You Connect the virtual machine or physical to
from the InformaCast the network.
AL-F2BS The security monitoring You Reboot the InformaCast Appliance (see
service is stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-FWS The firewall monitoring You Reboot the InformaCast Appliance (see
service is stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.
AL-HEAP Heap dumps are present Cisco TAC Contact Cisco TAC for assistance and

collect logs (see “Collect the InformaCast
Appliance’s Logs” on page 13-67 for more
information).
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Who can address the

Cause Tag Failure Reason situation? What should be done?

AL-ICBA The size of InformaCast's |Cisco TAC Contact Cisco TAC for assistance and
backups directory is too collect logs (see “Collect the InformaCast
large Appliance’s Logs” on page 13-67 for more

information).

AL-ICCTIPAUT |The InformaCast CTI You Change the application user credentials used

H provider could not by InformaCast to match those configured
authenticate to Cisco in Cisco Unified CM or reconfigure both to
Unified CM use new credentials. Contact Cisco TAC for

assistance if reconfiguration is unsuccessful.

AL-ICCTIPOOS |The InformaCast CTI You Enter test-network-connectivity in the
connection is out of service CLI and investigate why InformaCast

cannot connect to Cisco Unified CM over
the network:

e Is the communication path between
InformaCast and Cisco Unified CM
available?

e Can you ping Cisco Unified CM from
InformaCast?

o Isthere a WAN or VPN connection or
firewall that could be down that might
account for this lack of connectivity?

Contact Cisco TAC for assistance if your
investigation is unsuccessful.

AL-ICDB The size of InformaCast's  |You Reduce your data retention period (see
database is too large “Broadcast Parameters Management” on

page 7-1 for more information) and check
the metric's status after 4:00 a.m. the
morning after your change or contact Cisco
TAC for assistance.

AL-ICFD InformaCast's file You Enter informacast-service restart in the
descriptor consumption is CLI. Contact Cisco TAC for assistance if
too high restarting the singlewireInformaCast service

is unsuccessful.

AL-ICLOG The size of InformaCast's |Cisco TAC Contact Cisco TAC for assistance and
logs are too large collect logs (see “Collect the InformaCast

Appliance’s Logs” on page 13-67 for more
information).

AL-ICMSPACE  |The Java Virtual Machine | Cisco TAC Contact Cisco TAC for assistance and

Metaspace is nearly
exhausted

collect logs (see “Collect the InformaCast
Appliance’s Logs” on page 13-67 for more
information).
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Who can address the

Cause Tag Failure Reason situation? What should be done?

AL-ICS The InformaCast service is |You Enter informacast-service restart in the
stopped CLI. Contact Cisco TAC for assistance if

restarting the singlewireInformaCast service
is unsuccessful.

AL-ICTHR InformaCast's thread You Contact Cisco TAC for assistance.
consumption is too high

AL-ICUPL The size of InformaCast's | Cisco TAC Contact Cisco TAC for assistance and
uploads directory is too collect logs (see “Collect the InformaCast
large Appliance’s Logs” on page 13-67 for more

information).

AL-LICM The license mode monitor |You Reboot the InformaCast Appliance (see
is stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-MONS The service supervisor You Reboot the InformaCast Appliance (see
service is stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-NTPS InformaCast's clock isn't | You Enter ntp-service restart in the CLIL
syn.chrc()imzed with its Contact Cisco TAC for assistance if
assigned NTP server restarting the N'TP service is unsuccessful.

AL-NTPSV The network time serviceis |You Enter ntp-service restart in the CLL
stopped Contact Cisco TAC for assistance if

restarting the N'TP service is unsuccessful.

AL-PCPC The PCP collector daemon |You Reboot the InformaCast Appliance (see
is stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).
Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-PCPD The size of the PCP data  |Cisco TAC Contact Cisco TAC for assistance and
directory is too large collect logs (see “Collect the InformaCast

Appliance’s Logs” on page 13-67 for more
information).

AL-PCPL The PCP logger is stopped |You Reboot the InformaCast Appliance (see

“Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 13

System Management ||

Who can address the

Cause Tag Failure Reason situation? What should be done?
AL-PMIE The PCP inference engine |You Reboot the InformaCast Appliance (see
is stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-RANS The random number You Reboot the InformaCast Appliance (see
seeding service is stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-ROTLS The rotate logs serviceis | You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-SLOGS The remote syslog serviceis |You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-SLOGS The remote syslog serviceis |You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AIL-SSH The secure shell serviceis |You Enter ssh-service restart in the CLI.
stopped Contact Cisco TAC for assistance if
restarting the SSH service is unsuccessful.
AL-STATS The Status screen service is | You Reboot the InformaCast Appliance (see
stopped “Reboot the InformaCast Appliance” on

page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-SWAPF The swap partition is not | You Reboot the InformaCast Appliance (see
available or is full “Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.
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Cause Tag

Failure Reason

Who can address the
situation?

What should be done?

AL-SYNCLOG

The size of the Syncer log's
directory is too large

Cisco TAC

Contact Cisco TAC for assistance and
collect logs (see “Collect the InformaCast
Appliance’s Logs” on page 13-67 for more
information).

AL-SYSLOG

The size of the System log's
directory is too large

Cisco TAC

Contact Cisco TAC for assistance and
collect logs (see “Collect the InformaCast
Appliance’s Logs” on page 13-67 for more
information).

AL-TBXS

Control Center is stopped

You

Enter controlcenter-service restart in the
CLIL

Contact Cisco TAC for assistance if
restarting the Control Center service is
unsuccessful.

AL-UDEV

The device daemon is

stopped

You

Reboot the InformaCast Appliance (see
“Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-UPDMON

The resource update
monitor daemon is stopped

You

Reboot the InformaCast Appliance (see
“Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-UPGRW

The upgrade partition is not
mounted as read-write

You

Reboot the InformaCast Appliance (see
“Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

AL-VMT

The VMwate tools service
is stopped

You

Reboot the InformaCast Appliance (see
“Reboot the InformaCast Appliance” on
page 13-12 for more information).

Contact Cisco TAC for assistance if
rebooting is unsuccessful.

Note

System health is calculated every 60 seconds, and the show-system-health command displays

the last calculated system health, which means your metric results could be up to 60 seconds
old. If you also configure system alarms for your system health metrics, those occur every two
minutes, which means there could be up to a two-minute lag between when an event occurs and
when an action tied to a system alarm about that event happens.
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System health is logged to InformaCast’s syslog (see “Access the InformaCast Appliance’s
Logs” on page 13-62 for more information). It cannot be disabled and it is not configurable.

Access the InformaCast Appliance’s Logs

InformaCast has several system logs that may be of use to you (or required by Singlewire Support) when
troubleshooting an issue:

e Various OS logs:

File /var/log/auth.log
File /var/log/syslog

File /vat/log/cronlog
File /var/log/daemon.log
File /var/log/kern.log
File /var/log/lpt.log

File /var/log/mail.log
File /var/log/uset.log
File /var/log/mail.info
File /var/log/mail.warn
File /var/log/mail.ett

File /var/log/news.ctit
File /var/log/news.ert
File /var/log/news.notice
File /var/log/debug

File /var/log/messages
Users :omusrmsg

File /vat/log/bootlog
Unix socket file remote-host:514

Output from dmesg

e The InformaCast Performance log (Output from show-log-performance)

e The InformaCast Summary log (Output from show-log-summary)

e The InformaCast REST API log (Output from show-log-restapi)

e The InformaCast Audit log (Output from show-log-audit)

e The InformaCast SIP Stack log (Output from show-log-sipstack)

e The Webmin Error log (File /var/webmin/minisetv.etror)
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Use Webmin to access InformaCast’s logs.

Step1l Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

© singlewire’

Systern hostname
Operating system
Webmin version
Time on system
Kemnel and CPU
Processor information
System uptime
Runmning processas
CPU load averages
CPU usage

Real memory

Virual memory

Local disk space

software

Ic (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31:26 317

Linux 4 1. B-yocto-standard on (686

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

B2

.00 {1 min) 0.0 {5 mine) 0.05 (15 mins)

4% user, 3% kemel, % 10, 93% idle

3.94 GB total, 1.39 GB used
8 GB total, 0 bytes used

959.73 GB total. B 14 GB used

Step2 Go to System | System Logs. The System Logs page appears.

System Logs

Log destination Active? Messages selected

Outpist fram dmesg Yes Kemel messages View
Output from show-log-paging-gateway Yes Paging Gateway Log Wiew
Flle fwariwabmin/minlseny amor s Wabmin emor log Wiew
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Step3 Click the View link for a particular log to view its contents. In the following example, you’re viewing
the contents of the InformaCast Performance log.

View Logfile

10g-perrtormance

Refresh

Last |20 lines af r o lires with lext Helfresh

Command-line Interface

Use the command-line interface to access InformaCast’s logs.

Step1l Log into the command-line interface. The command-line interface appears, showing you that you’re
logged in.

Step 2 Enter one of the following log commands at the prompt and press the Enter key:
e follow-log-apache

e follow-log-audit

InformaCast Virtual Appliance Basic Paging
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follow-log-performance
follow-log-restore
follow-log-summary
follow-log-syslog
follow-log-backup
follow-log-restapi

follow-log-sipstack

System Management ||

In the following example, you’re viewing the contents generated by entering follow-log-performance.
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Several logs are available on the vSphere console through the function keys:

/vat/log/boot (viewable by pressing the Alt + F3 keys), which contains service initialization and
shutdown information

var/log/messages (viewable on by pressing the Alt + F5 keys), which contains global system
messages from kernel and running services

Step1 Log into vSphere and open a console window to your InformaCast Appliance. A console window

appears.

Thiz Is Singlewire InforsaCast version o
Running on UMware
Licensed as Purchased

Find the application at https:rs & /InformaCast<admin
Find the 05 configuratlon at https:ssl & lruebrin

Press Alt+F1 to display thiz screen
Press Alt+F2 for console login
Presz Alt+F3, Alt+FS for systen logs

Find docurentation at https:/“support.singledire.cons/user-guides
Copyright (c) ZAA3-2028 Singlesire Sofltware, LLC

Step 2  Press the Alt + F3 or F5 keys to view either the /var/log/boot or /vat/log/messages log, respectively.

| Version 14.4.2
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In the following example, you’re viewing the contents of the /var/log/boot log (Alt + F3).

@ =] = El-

File Wiew WM

screen changes statusScreean

ight ||_|'| 1 iq'hrr'_n! has been started
romd - LK
lighttpd: ighttpd It appears lighttpd is already running: no act i
PushToTalk ... PushToTalk has been started.
ontrolCenter ... ControlCenter bhas been startoed.

HonitStarting Monit 5.28.8 dasmon with http interface at varsrunsmomnit

itarting InfordaCast: singledireInforsaCast . InforMaCaszt haz hee

deb administration interface is now avallable at:
:1BRAEA

Collect the InformaCast Appliance’s Logs

Note

If you are having an issue with InformaCast that you cannot resolve without help, it is likely that Cisco
TAC will ask for a collection of your logs in order to analyze your problem. The Webmin and the
command-line interface offer a way to create a log archive that can be downloaded and emailed to Cisco

TAC.

By default, all logs collected and sent to Cisco TAC or downloaded from InformaCast are not
encrypted; however, an administrator using the command-line interface can encrypt the logs by
appending --encrypt to the collect-logs command, e.g. collect-logs --encrypt.

Within unencrypted log bundles are IP addresses that you may not want to expose to anyone outside
of your organization. If you're in this situation, you can use the redact-last-log-bundle command to
replace all IP addresses in your most recent log bundle with placeholders, such as “IPADDRESS_1”
and “IPADDRESS_2," etc.

Unencrypted log bundles will not include InformaCast's phone cache data.
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Webmin

Use the following steps to collect the InformaCast Appliance’s logs through Webmin.

Step1l Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage
appears.

Osi ire
singlewire
software
Systern hostame |C (127.0.1.1)
Orperating system  Singlewire InformaCast VMWare
Webmin version 1620
Time on system Tue May 16 1003126 2017
Kemnel and CPU Linux 4 1. B-yocto-standard on (686
Processor information Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Running processes A2
CPU load averages 000 (1 min) 001 (& ména) 0.05 (15 mins)
CPU usage 4% user 3% kemel, 0% 10, 93% idle

Real memory 3.94 GB total, 1.39 GB used
Virtual memory & GB total, 0 bytes used

Local disk space 9971 GB total B 14 GB used

Step2 Go to System | Collect Logs. The Collect Logs page appears.

Madule Caonfig

Collect Logs
Collect a New Set of Logs for a Problem Report

This process will produce a package of logs for use by technical support

Collect New Log 5et

Problem description to include in report
Singlewire suppon contract number, il known
Do not sutomatically send the log collection to Singlewire Support

Caollect a new sel of logs

Step3 Enter a short description of the problem you’re having in the Problem description to include in
report field.

Step4 Enter your maintenance contract number (if you know it) in the Singlewire support contract number
field.

Step5 Sclect the Do not automatically send the log collection to Singlewire Support checkbox if you
don’t want InformaCast to collect its logs and immediately send them to Singlewire Support.

InformaCast Virtual Appliance Basic Paging
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Step 6 Click the Collect a new set of logs button. The Collect Logs page refreshes.

Module Config

Collect Logs
Collect a Mew Set of Logs for a Problem Report
This process will produce a package of logs for use by technical support
Collect New Log Set
Problem description to include in repont
Singlewira support contract numbar, if known
(o not automatically send the log collection 1o Singlewine Suppan

Collact a new set of logs

Log Actions

The log collection from 20160408 14:33:45 |Resend to Singlevire Support
was uploaded successfully to Singlewire Support | Downlsad to Your Computer

If you didn’t select the Do not automatically send the log collection to Singlewire Support

checkbox or you don’t have an HTTPS proxy server prohibiting its Internet access, InformaCast will
send your logs to Singlewire Support.

If you did select the Do not automatically send the log collection to Singlewire Support checkbox
or InformaCast can’t send the logs to Singlewire Support, your page will look slightly different.

Madule Corfig

Collect Logs
Collect a New Set of Logs for a Problem Report
This process will produce a package af logs for use by lechnical suppant

Collect Mew Log Set

Problem description to include in report
Singlewire support contract number, if known
Do not sutomatically send the log collection to Singlewire Support

Callect a new set of logs
Log Actions

The lag eallsctian fram 2006-04.08 21:10:00 |Send to Singlewire Suppar
must be downloaded and sent to Singlewire Support | Download to Your Computer

Click the Download to Your Computer button, email Singlewire Support, and attach the log file.

InformaCast Virtual Appliance Basic Paging
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Command-line Interface

Use the following steps to collect the InformaCast Appliance’s logs through the command-line
interface.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter collect-logs at the prompt and press the Enter key. The command-line interface refreshes.

InformaCast Virtual Appliance Basic Paging
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Step3 Enter a short description of the problem you’re having at the prompt and press the Enter key. The
command-line interface refreshes.

Step4 Enter your Singlewire maintenance contract number (if you know it) at the prompt and press the Enter
key. The command-line interface refreshes and InformaCast begins collecting its logs. When it’s
tinished, the command-line interface refreshes, and if there is no HTTPS proxy server prohibiting its
internet access, InformaCast will send the logs to Singlewire.

pe

Tip If sending the logs to Singlewire fails, you can enter the send-logs-to-singlewire command to
re-run the send portion of the collect-logs command without running the entirety of the

command.

InformaCast Virtual Appliance Basic Paging
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If InformaCast can’t send the logs to Singlewire Support, the command-line interface will refresh with
a location of your compiled logs and suggest that you send them to Singlewire.

To do this, you’ll need to transfer your log file to your computer.

Step a. Start a secure file transfer application, such as WinSCP or WinSFTP.
Step b. Browse to the directory in which your compiled logs are located.
Step c. Copy them to a directory on your computer.

Step d. Email Singlewire Support and attach the log file.

Redact IP Addresses in Logs

Note

If you are having an issue with InformaCast that you cannot resolve without help, it is likely that Cisco
TAC will ask for a collection of your logs in order to analyze your problem. Within these logs are IP
addresses that you may not want to expose to anyone outside of your organization. If you're in this
situation, you can use the redact-last-log-bundle command to replace all IP addresses in your most
recent log bundle with placeholders, such as “IPADDRESS_1” and “IPADDRESS_2," etc.

Before running the redact-last-log-bundle command, you must have first collected an unencrypted
log bundle.

| Version 14.4.2
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Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 Enter redact-last-log-bundle at the prompt and press the Enter key. The command-line interface
refreshes, and you can see the location of the file that has your log bundle with its IP addresses redacted.

Step3 Examine the log file and determine whether its redactions meet your needs.
Step4 Contact Cisco TAC and ask them to assist you in analyzing your redacted logs.

They will provide further direction as to the preferred method of transferring your log bundle.

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m



| Chapter 13

System Management ||

Display InformaCast's Phone Cache

InformaCast's cache of Cisco IP phones for Unified CM contains Personally Identifiable Information
(PII). As such, it is encrypted while at rest to protect its information. When troubleshooting phone
issues, you may find it helpful to read InformaCast's phone cache. Since it's encrypted, you'll need to
run the show-phone-caches command to obtain an unencrypted file of information.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter show-phone-caches at the prompt and press the Enter key. The command-line interface
refreshes with InformaCast's phone cache details.

Send Logs to a Local Server
If you're using your own infrastructure to collect and store log information from syslog clients, you may
want to include various InformaCast logs in that infrastructure:
o /var/log/syslog
o /var/log/messages
o /var/log/dmesg

e Performance.log

InformaCast Virtual Appliance Basic Paging
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Once configured, InformaCast will send syslog messages over UDP to port 514, which is the standard
syslog port, to one or more syslog servers. Syslog over TCP or TLS is not supported, nor is syslog over
UDP ports other than 514.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter configure-logging at the prompt and press the Enter key. The Starting Reconfiguration
window appears.

This process will updats remotes logging configuraticn

Saving changes at the end of this process will interrupt services

«Tab> betwesn

InformaCast Virtual Appliance Basic Paging
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Step 3 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure Logging
window appears.

I = = - 3 ||
| Configure Logging |

Syslog Server 1 HoaTnamse
Symlog Seryer 2 Hostnams
Syslog Server 3 Hostname
Sy=mlog Server 4 Hostnams
Syslog Server 5 or HOoSTIame
Severity for Bemote Meamages

Liwe Logging Customsr ID
Live Logging Hosthame
Enable Live Logging to Singlewire <Disable>

Step4 Press the Spacebar while in the Enable Remote Syslog field to enable sending logs to a local server.
Your Enable Remote Syslog field should look like [*].

Step5 Press the Tab key to enter the Syslog Server 1 IP or Hostname field and enter up to five IP addresses
or hostnames where InformaCast should send its logs. Press the Tab key to move between fields.

~

Note InformaCast does not validate the IP address(es)/hostname(s) you enter in these fields;
however, you can use the show-logging command after saving your logging configuration to
check that the information you entered is correct (see “Display InformaCast’s Logging
Configuration” on page 13-80).

Step 6 DPress the Tab key to enter the Severity for Remote Messages ficld and enter the severity level of log
messages you'd like InformaCast to send to your local server:

e cmerg
o alert

e crit

e crr

e warning
e notice

e info

e debug

These severities are listed in order from most severe (emerg) to least severe (debug). Specifying a
severity includes messages of that severity and higher, e.g. debug includes all messages that the system
generates. Setting a higher severity level lowers the amount of logs sent to your syslog server.

InformaCast Virtual Appliance Basic Paging
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o

Tip  The assignment of logs to severity levels differs based on your logging infrastructure. Trial and error is

the best method to determine your severity needs. If you're getting too many logs, increase your severity
level.

Step7 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiL |}

Select cne of The OpTions below
Saving changes will cause service incerruption

Your changes aren’t saved until you select the Save Changes button.

~

Note Saving your logging configuration causes InformaCast to restart and there will be a service
disruption for your users and broadcasts.

InformaCast Virtual Appliance Basic Paging
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Step 8 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your logging
configuration changes are saved. You’re returned to the command-line interface and InformaCast’s
logging agents along with InformaCast itself are restarted to accept your changes. At this point, logs
will be sent to the local setver(s) you specified.

InformaCast Virtual Appliance Basic Paging
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Display InformaCast’s Logging Configuration

Available only through the command-line interface, the show-logging command displays
InformaCast's logging configuration, which may be useful when validating that the logging information
you entered is correct or when troubleshooting the reason you're receiving too many logs ot not
enough.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter show-logging at the prompt and press the Enter key. The command-line interface refreshes
with the details of your current logging configuration.

In your logging details, you can see whether you've enabled the sending of InformaCast's logs to a local
server and that server's address along with the severity level of the logs being sent and the status of the
syslog service, e.g. running.

InformaCast Virtual Appliance Basic Paging
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Show Technical Support Information

When you are talking with Cisco TAC or opening up a support case with them, they will ask you for
certain information to aid you in the troubleshooting process. The show-tech-support command
provides you with the relevant information Cisco TAC will need.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter show-tech-support at the prompt and press the Enter key. The command-line interface
refreshes and displays version and phone count information.

InformaCast Virtual Appliance Basic Paging
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Enable the Singlewire Support Account

Sometimes, when troubleshooting an issue, it is helpful to “turn on” access to your InformaCast
Appliance for Singlewire Support personnel. enable-support, a command for the command-line
interface, sets the Support account to accept a new password that it then generates as a hash for you to
send to Singlewire. Singlewire Support personnel can use this password to access your InformaCast
Appliance's Support account from the command-line interface (either through vSphere or PuTTY;
these steps illustrate using PuTTY). If you don’t explicitly disable the Support account
(disable-support), it will automatically revert to a disabled state in 30 days.

Step1l Use an SSH client to log into the command-line interface (see “Log into the Command-line Interface”
on page 3-16). The command-line interface appears, showing you that you’re logged in.

Step 2 Enter enable-support at the prompt and press the Enter key. The command-line interface refreshes.

InformaCast Basic Paging 3

This process will provide Cisco TRC with
privileged vendor-level acosss to this system.

This aystcem has generated a file called a consent token.
Support uses the gonsent token to gain acos=ss.

Any access given through the sopport token will expire

in 30 days or when you issus the disable=supportT Command.

Step3 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.
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If your InformaCast Appliance has internet access, a consent token will be sent to Cisco TAC and this
console window appears.

Cosplete Support Access Process
This systen has sent the consent token to Cisco TAC

“ou nmeed to contact Cisco TAG:
Tall them that your consemnt token 1D is 18743

Chal lenga expiration date and time: 2010-11-88 11:16:49

(Tabr between eléemenls

If your InformaCast Appliance doesn't have internet access, this console window appeats.

| Complece Support Accesa Froceas |
You pneed to downlosd the consent token at htcps:iS/S i recowsTy
You need to contact Cisoo TAC:

1. S5mnd them the consent token that you downlosdsd

2. Tell them that your consent token ID is 43263

Challenge expiration date and Times: §/1/2018 1

Depending on your internet access, you will now follow different steps:
e “Internet Access” on page 13-85

e “No Internet Access” on page 13-86

Internet Access

Use the following steps if your InformaCast Appliance has internet access.

Step1 Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say
you are.

InformaCast Virtual Appliance Basic Paging
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Contact Cisco TAC and tell them you want to enable the Support account.

Send them your token.txt file (if you have internet access, the TXT file has already been sent) and tell
them your token ID number. They will enable the Support account.

Je

Tip Disable the Support account by entering disable-support at the prompt and pressing the
Enter key. If you don’t explicitly disable the Support account, it will automatically revert to a
disabled state in 30 days.

No Internet Access

Step 1

Step 2

Use the following steps if your InformaCast Appliance doesn’t have internet access.

Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say

you are.

Leave your vSphere console window open. You will come back to it.
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Step3 Access your consent token in one of two ways:

e Use an SSH client to log into the command-line interface of your InformaCast Appliance. Enter
show-latest-consent-token at the prompt and press the Enter key. The command-line interface
refreshes with the contents of your consent token.

Copy everything from ===BEGIN CONSENT_TOKEN through END
CONSENT_TOKEN=== and paste it into a TXT file. Name it token.txt. Continue with Step 4.

e Start a secure file transfer application, such as WinSCP or WinSFTP, and browse to the directory
where your consent token is located, i.e. /home/admin/recovery. Copy the token.txt file to a
directory on your computer. Continue with Step 4.

Step4 Return to your vSphere console window.
Step5 Contact Cisco TAC and tell them you want to enable the Support account.

Step 6 Send them your token.txt file and tell them your token ID number. They will enable the Support
account.

Je

Tip Disable the Support account by entering disable-support at the prompt and pressing the
Enter key. If you don’t explicitly disable the Support account, it will automatically revert to a
disabled state in 30 days.
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Display Your Consent Token

Step 1

When talking with Cisco TAC about issues you may be having with InformaCast, it's important to
secure your communication so that Cisco TAC knows you are who you say you are and vice versa. This
security comes through a token ID number and a consent token you send to Cisco TAC when enabling
the Singlewire Support account or recovering your OS and application passwords (see “Enable the
Singlewire Support Account” on page 13-84 or “Manage Password Recovery for the InformaCast
Appliance” on page 13-101 for more information).

Your token ID number is displayed in your vSphere or SSH console window when performing either
action and, if your InformaCast Appliance has internet access, your consent token will be automatically
sent to Cisco TAC; however if your InformaCast Appliance doesn't have internet access, you'll need a
way to access your consent token, so you can send it to Cisco TAC.

Use an SSH client to log into the command-line interface (see “Log into the Command-line Interface”
on page 3-16). The command-line interface appears, showing you that you’re logged in.
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Step2 [Enter show-latest-consent-token at the prompt and press the Enter key. The command-line

interface refreshes with the contents of your consent token.

Step3 Copy everything from ===BEGIN CONSENT_TOKEN through END
CONSENT_TOKEN=== and paste it into a TXT file.

Step4 Name it token.txt.

Step5 Contact Cisco TAC and tell them what you'd like to do, e.g. enable the Singlewire Support account or
reset your OS and application passwords.

Step 6 Send them your token.txt file and tell them your token ID number. They will either enable the
Singlewire Support account or provide you with a challenge response.

“Enable the Singlewire Support Account” on page 13-84 and “Manage Password Recovery for the
InformaCast Appliance” on page 13-101 have more information on each of these processes.
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Display a List of Processes Running on the InformaCast Appliance

Viewing a list of running processes allows you to verify services, such as singlewireInformaCast, are
running. It can also help with troubleshooting.

Stepl Loginto Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

© sing

Systemn hostname
Operating system
Webmin version

Time on system
Kerneal and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Wirtual memony

Local disk space

lewire
software

Ic (127.0.1.1)

Singlewira InformaCast VMWare

1.620

Tue May 16 10:31:26 3017

Linux 4 1. B-yocto-standard on i685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

B2

0.00 {1 min) 0.01 (& mans) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used
B GB 1otal. O bytes used

9573 GB total, B 14 GB used

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 13

System Management

Step2 Go to System | Running Processes. The Running Processes page appears and you can see all of the
services that InformaCast is running.

Help..
Modula Config

Running Processes

Display : PID | User | Memaory | CPU | Search

1

101
730

3516
32
4035
4157
24159
24160
24167
24165
4461
25657
25686
26687
4540

4543

4545

4547

4549
4551

raal
raal
raat
rait
admin
admin
raal
raat
raot
oot
raat
raal

raat

raat

apache
apache
apache
apache

raat

Started

10:45

Qict11
Oct11
12:28
12:28
1228
1226

05:53
05:53
0553
Qict 11
Oct11
Ot
Oct11
Owct11

Oict11

Ot 11
10:45

Command

finit [5]

Ishinfudevd -d

fusrishinthaveged -w 1024 -v 1

Ihin‘bash

Jusrsbinintpd -¢ fvanlibinipintp.conf -u nip:ntg -p farfundnipd.pld -g
fusrlacalisinglewirejavajdbinjava -Diave util logging config Se=fusioe
fusrlacalisinglewirejavalidicbinjava -Djava util logging config fle=iusroc

fusrbiniped fusribexeciwebmin/minisery. pl /eic'webminiminisery. conf

[usrflibaxaciwe] <dafunct=

fusrlibexechvebminiprocindex_tree.cql

sh - pa --cols 2048 -eo vser 80 ruser B0, group B0 rgroup B0, pid ppid pgid pepu,

% -cols 2048 w0 user B0, ruser 80 group 80 rgroup B0 pid ppid pgid pcpu vsz ni
fusrshin'sshd

sshd: admin [jpriv]

sshd: admini@ptsd

-sh

Justishinfhibipd & slari

lusrishinfratatelogs -f -c -l varflog/apachal/arror_log %Y %mY%d-%H%M %S5 85400
fusr’sbinfratatelogs -f - -l ivarfogfapache2lemor_log %Y Sm¥d-SH%aMWS 86400
fusr/sbinirotatelogs -f -c 4 varlog/apache2/access_leg %Y YemYed-TeH Y% M%S 86400
lusrishinfratatelogs -f -c -l iwerloglapacheissl_request log. %Y %em%d-%H%M%S 864
Jusrigbinirotatelogs - -c - ivarloglapachediss|_request_og %Y %mied-%HNM%S 864
fusrishinfrotatelogs -f -c -1 ivarfoglapache?iss]_requaest_log %Y ¥m%d-%H¥M%E B64
fusrishinfrotatelogs -f -c -1 ivarfoglapache2issl_request_log %Y 6m%d-2HGMS BG4
lusrisbiniratatelogs -f -c -l ivaroglapache2iss|_request_log. %Y %m%d-%H%M%S 864
lusr/sbin/ipd & start

Jusrisbinhipd -k star

fusrishiniipd &k starl

fusrisbin'htipd & start

fusrishinirsyslogd

/bin‘bash /usilocalisinglewire/platformiinlicense-mode-changes

Just/birinotifpwvail -e modify lusrlocal'singlewireIniomnaCastweb\YEB-INFILic .
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Show Monit Status

Monit is a service controller for services on the InformaCast Appliance that are not under
administrator control. The show-monit-status command displays the status of these automatic
services.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 [Enter show-monit-status at the prompt and press the Enter key. The command-line interface
refreshes and displays the status of the automatic services running on the InformaCast Appliance.

check-prie
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Show the InformaCast Appliance's Version

The show-version command displays the InformaCast Appliance version in use. Verifying your
version can aid in troubleshooting issues.

)

Note The Webmin homepage also displays version information.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter show-version at the prompt and press the Enter key. The command-line interface refreshes
with application version details.
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Show the Appliance Type

The show-appliance-type command displays the hardware or virtualization hypervisor on which your
InformaCast Appliance is running.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter show-appliance-type at the prompt and press the Enter key. The command-line interface
refreshes with your Virtual Appliance's machine type.

Depending on whether your appliance is virtual or physical, you may see VMware or IPT'A-IAS.
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Note InformaCast Basic Paging does not support the InformaCast Physical Appliance, so you will
always see VMware returned by the show-appliance-type command.

Show the BIOS Version

Occasionally, Singlewire will require upgrades to InformaCast's BIOS to facilitate new features or bug
fixes. Running the show-bios-version command will return to you whether your BIOS is up to date
or requires an upgrade.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step2 Enter show-bios-version at the prompt and press the Enter key. The command-line interface
refreshes with whether your InformaCast Appliance's on-premises setvet's BIOS is up to date ot needs
updating.

An up-to-date BIOS will return the following:

An out-of-date BIOS will return the following:

An out-of-date BIOS will also display its out-of-date status on the Status screen.

If your BIOS is out of date, Singlewire will contact you with materials and instructions to assist you in
your upgrades along with a date before which you should complete your upgrades.
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Change the InformaCast Appliance’s Password

Your OS credentials are used to enter Webmin and Control Center and when using SSH to access the
InformaCast Appliance, and you initially set the OS Administrator’s password in Step 21 on page 2-37.
Because of its elevated status, you may find it helpful to change this password periodically. When
creating your OS and application credentials, the characters in the following table are allowed.

Symbol Description

! Exclamation mark

Double quotes (or speech marks)

# Number
$ Dollar
% Percent
& Ampersand
' Single quote
( Open parenthesis (or open bracket)
) Close parenthesis (or close bracket)
* Asterisk
+ Plus
R Comma
- Hyphen

Period, dot or full stop
/ Slash or divide
0 Zetro
1 One
2 Two
3 Three
4 Four
5 Five
6 Six
7 Seven
8 Eight
9 Nine

Colon
; Semicolon
< Less than (or open angled bracket)
= Equals
> Greater than (or close angled bracket)
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Symbol Description
? Question mark
@ At symbol
AJa Uppet- ot lowercase A
B/b Uppet- ot lowetcase B
C/c Uppet- ot lowercase C
D/d Uppet- ot lowetcase D
E/e Uppet- ot lowercase E
F/f Uppet- or lowercase F
G/f Upper- or lowercase G
H/h Upper- or lowercase H
1/i Upper- or lowercase 1
1/i Upper- or lowercase |
K/k Uppet- ot lowercase K
L/1 Upper- or lowercase L
M/m Uppet- ot lowercase M
N/n Uppet- ot lowercase N
O/o Uppet- ot lowercase O
P/p Uppet- or lowercase P
Q/q Uppet- ot lowercase Q
R/t Uppet- or lowercase R
S/s Upper- or lowercase S
T/t Upper- or lowercase T
U/u Upper- or lowercase U
V/v Upper- or lowercase V
W/w Uppet- or lowercase W
X/x Upper- or lowercase X
Y/y Uppet- ot lowercase Y
Z/z Uppet- ot lowercase Z
[ Opening bracket
\ Backslash
] Closing bracket
~ Caret - citcumflex
_ Underscore

Grave accent
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In addition, the following password restrictions apply:
e The maximum password length is 15 characters
e The minimum password length is six characters
e Passwords cannot be “changeMe”
e Passwords must be different from your usernames
e Passwords must contain at least one lowercase letter
e Passwords must contain at least one number
e Passwords must contain at least one of the following characters: \"#$%"() *+,-./ ;<=>2@[]"_"
e Passwords can only contain ASCII characters (see the previous table)

e Passwords may not be palindromes, e.g. 1!Madam!1

Step1l Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage
appears.

© singlewire
software

Systern hostmame |C (127.0.1.1)
Oiperating system  Singlewira InformaCast VMWarae
Webmin version 1 620
Time on system Tue May 16 10031-26 2017
Kemnel and CPU Linux 4 1 B-yocto-standard on (685
Processor information Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Running processes A2
CPU load averages 0.00 (1 min) .01 (5 ména) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 93% idle

Real memory 3.94 GB total, 1.39 GB used
Virtual memory 8 GB total, 0 bytes used

Local disk space 959731 GB total B 14 GB used
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Step 3

Step 4
Step 5

System Management

Go to System | Change Passwords. The Change Password page appears.

Maodule Index Change PQSS"-MGFU

Changing password for admin (administratar
Naw password

New password (again)
Force user te change password at next login?

Whan you change your 05 password. you should also change your application passwond

Change

Enter a new OS Administrator password in the New password and New password (again) fields.

~

Note When setting your password, you cannot use “changeMe.”

Skip the Force user to change password at next login? checkbox.

Click the Change button.
a When you change your OS Administrator password, it is a good idea to also change your

Application Administrator password (see “Change the Application Administrator’s Password”
on page 11-1).

Manage Password Recovery for the InformaCast Appliance

Your InformaCast Appliance allows for password recovery management:

e If you lose your InformaCast Appliance's password or accidentally delete admin (the default
superuser account), you can contact Cisco TAC. Together, you'll use InformaCast’s built-in process
to recover your password.

e By default, the ability for you to reset your InformaCast Appliance’s password is enabled, but you
may need to turn off/on this functionality depending on your environment’s needs.

Recover Your OS and Application Passwords

Note

Your OS credentials are used to enter Webmin and Control Center and when using SSH to access the
InformaCast Appliance. Your application credentials are used to enter InformaCast. This process will
reset both sets of credentials to the same value.

Completing this process will cause your InformaCast Appliance to reboot.
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Step1l Log into vSphere and open a console window to your InformaCast Appliance. A console window to
your InformaCast Appliance appears.

Thiz Iz Singledwire InformaCast wversion

Running on UMmare
Licensed asz Purchased

Find the application at httpz:-” - AlInformaCast-admin
Find the 05 configuration at https:ss * Fusbmin

Presz Alt+F1 to display thiz screen
Press Alt+F2 for console login
Presz Alt+F3, Alt+F5 for syztem logs

Find documentation at https: ssupport.singlewire.con's user-guides
Copyright (c) 2003-2828 Singlewire Software, LLEC

Step 2 Press the Alt + F2 keys to switch to the console screen where you can enter commands.

singledire Informalast-UMkare

singlewire login: _

Step3 Enter recovery at the prompt and press the Enter key.
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If you have password recovery enabled, this console window appears and you can continue with these
steps.

Informalazt Basic Paging Password Recouvery

This process will reset InformaCast Bazic Paging and the
05 admin passwords for thiz systens.

This system haz generated a file called a consent token.
The conzent token contains an encrypted challenge that
support will give you to reset pour passwords.

Enter contact emall address or phone mumber:
Oncwe you contact Cizco E t!y Will eonfirm

syster ownership usimg the abouve.

(Tabr between eléemenls

If you don't have password recovery enabled, this console window appears, and you cannot continue
with these steps until you enable password recovery.

| Dizsabled }

Password recovery process was disabled by an
adMiniztrator, support cammot reset passwords

{Tab>~{Alt-Tab> bateen elements i (Spaced selects LF12% maxt scresn

Step4 Enter your email address or phone number, press the Tab or Right Arrow key to highlight the Next
button, and press the Spacebar to select it.
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If your InformaCast Appliance has internet access, a consent token will be sent to Cisco TAC, this
console window appears, and you should continue with the following steps, skipping Step 2.

(Taby between elémenls

If your InformaCast Appliance doesn't have internet access, this console window appears and you
should continue with the following steps.

fTab> between elemenls

~

Note You now have 48 hours to complete the steps in this section. After 48 hours, your token and
token ID number will expire.

Depending on your internet access, you will now follow different steps:
e “Internet Access” on page 13-105

e “No Internet Access” on page 13-106
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Internet Access

Use the following steps if your InformaCast Appliance has internet access.

Step1l Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say
you are.

Step 2 Contact Cisco TAC and tell them you want to reset your OS and application passwords.

Step3 Tell them your token ID number. They will provide you with a challenge response. This is your new
password.

Step4 Enter the challenge response (three sets of four alpha-numeric characters including the dashes), press
the Tab or Right Arrow key to highlight the Next button, and press the Spacebar to select it. The
command-line interface refreshes.

| Passwords Being Reset |

Passuword reset In progress. Please walt. ..

Once the resetting process is complete, your InformaCast Appliance will need to reboot.

Reset Complete

Password resets are complete, the
syster uill now restart
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Step5 Press the Spacebar to select the Ok button. Your InformaCast Appliance will reboot.

{ Pazswords Being Reset |

Password reset in progress. Please walt...

Once your InformaCast Appliance reboots, log in with your new password. Depending on your policy,
you may need to change it again:

e “Change the InformaCast Appliance’s Password” on page 13-98

e “Change the Application Administrator’s Password” on page 11-1

No Internet Access

Use the following steps if your InformaCast Appliance doesn’t have internet access.

Step1l Make note of your token ID number, e.g. 01867. This ID lets Cisco TAC know you are who you say

you are.

Step 2 Leave your vSphere console window open. You will come back to it.
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Step3 Access your consent token in one of two ways:

e Use an SSH client to log into the command-line interface of your InformaCast Appliance. Enter
show-latest-consent-token at the prompt and press the Enter key. The command-line interface
refreshes with the contents of your consent token.

Copy everything from ===BEGIN CONSENT_TOKEN through END
CONSENT_TOKEN=== and paste it into a TXT file. Name it token.txt. Continue with Step 4.

e Start a secure file transfer application, such as WinSCP or WinSFTP, and browse to the directory
where your consent token is located, i.e. /home/admin/recovery. Copy the token.txt file to a
directory on your computer. Continue with Step 4.

Step4 Contact Cisco TAC and tell them you want to reset your OS and application passwords.

Step5 Send them your token.txt file and tell them your token ID number. They will provide you with a
challenge response. This is your new password.

Step 6 Return to your vSphere console window.
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Step 7 Enter the challenge response (three sets of four alpha-numeric characters including the dashes), press
the Tab or Right Arrow key to highlight the Next button, and press the Spacebar to select it. The
command-line interface refreshes.

| Passwords Being Reset |

Passuord reset In progress. Please walt. ..

Once the resetting process is complete, your InformaCast Appliance will need to reboot.

Reset Complete

Password resets are conpleta, the
syster will now restart
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Step 8 Press the Spacebar to select the Ok button. Your InformaCast Appliance will reboot.

{ Pazswords Being Reset |

Password reset in progress. Please walt...

Once your InformaCast Appliance reboots, log in with your new password. Depending on your policy,
you may need to change it again:

e “Change the InformaCast Appliance’s Password” on page 13-98

e “Change the Application Administrator’s Password” on page 11-1
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Disable/Enable Password Recovery

This process will turn off/on your ability to recover your InformaCast Appliance's password. By
default, password recovery is enabled. Singlewire recommends you only change this setting if your
organization's secutity policy requires you to do so. If you disable password recovery and lock yourself
out of the system, you will have to reinstall InformaCast.

Stepl Log into vSphere and open a console window to your InformaCast Appliance. A console window to
your InformaCast Appliance appears.

{ Helcose to

Thiz Iz Singlewire InformaCast wversion

Running on UMware
Licensed as Purchased

Find the application at httpz: -~ - AlnformaCaztadmin
Find the DS configuration at hitps:ss| L4 (Suebrin

Press Alt+F1 to display thizs screen
Prezzs Alt+F2 for console login
Presz Alt+«F3, Alt+F5 for system logs

Find docurmentation at https: ssupport.singlesire.con s user-guides
Copyright (c) ZAA3-2A78 Singlewire Soltwars, LLC

Step 2  Press the Alt + F2 keys to switch to the console screen where you can enter commands.

iimgledire InformaCast<UMuarea

singledwire login: _
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Step3 Log in. The console window refreshes, showing you that you’re logged in.

N i|||4||-|.-4||'|I nformaCast - UHMkare

sing ledwire loglin: adMin

jlerire InforsaCast wersion
1T i
SCr1pt lon

singlewire: %

Step4 [Enter configure-recovery at the prompt and press the Enter key. The Starting Reconfiguration
window appears.

] Jrarcing Res guracion |
This procesa will update recovery configuracion

Saving changes at che snd of this process will interrupt Service
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Step5 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.

The Configure Password window appears.

Configure Fassword Recovery

Disabling this oprion means thac if you forgetc
your administracor passwords, Ssupport Cannot
reset chem for you. You will have co reinscall.

policy requires you to do =o.

Only disable ehis opeicn if your organizacion sscurcicy

Step 6 DPress the Spacebar to disable password recovery. Notice the asterisk is now missing from the []

Enable password recovery statement.

Configure Fassword Recovery

policy requires you to do so.

Disabling this option means cthat if you forget
your administrator passWwords, SUPPOEE CARASE
reset cthem for you. You will have co reinscall.

Omly disable ehis opeion if your SEganization sSecurity
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Step7 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.
The Save or Exit window appeats.

{ Jave or Exic |

Jelect one of the options below
Saving changes will cause service interrupcion

Frevious

Step8 Usec the Tab or Right Arrow key to highlight the Save Changes button, then press the Spacebar key
to select it. The command-line interface appears.

Password recovery is now disabled. Repeat the process to enable the functionality again.
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Change the Security Passphrase

The change-security-passphrase command allows you to change the passphrase you set during your
initial configuration (see “Set the Initial Configuration” on page 2-31). This passphrase is used to secure
your backups of the InformaCast Appliance. You must remember this passphrase. Singlewire Support

personnel cannot recover it for you if it's lost.

Note Completing this process will cause your InformaCast Appliance to reboot.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter change-security-passphrase at the prompt and press the Enter key. The Starting
Reconfiguration window appears.

{ Starting Beconfiguraciom |
Thizs process will chenge the scourity password

Saving changes at che eand of cthis procesa will interrupt service
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Step3 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.
The Set Security Passphrase window appears.

Set the Security Fassphrase

Enter Security Passphrase N ]
Re—enter Security Passphrass _

This passphrass is ussd to sscure backups and communicsation.
You must remenbEr your passphrase, Jinglewire Juppoft SCannst
recover it for you.

Step4 Enter a new security passphrase in the Enter Security Passphrase field, press the Tab key, and enter
the passphrase again in the Re-enter Security Passphrase field.

~

Note Your password must be atleast six characters in length, and contain at least one lowercase letter,
one number, and one of the following characters: I\"#$%"() *+,-./ ;<=>r@][]"_". Also, when
setting your password, you cannot use “changeMe.”

Step5 Use the Tab or Right Arrow key to highlight the Next button, then press the Spacebar to select it.
The Save or Exit window appears.

1 Zave or Exit |

Select one of The OpTlons below
Saving changes will cause ssrvice incsrruption
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Step 6 Usc the Tab or Right Arrow key to highlight the Save Changes button, then press the Spacebar to
select it. The command-line interface appears

Step 7 Press the Enter key. The command-line interface refreshes and the InformaCast Appliance reboots.

Once your InformaCast Appliance is finished rebooting, your new security passphrase will take effect.

S

Note Remember to remove your old backups from the SFTP path because they will no longer work.
You set this path in “Configure InformaCast's Connection to an SFTP Servetr” on page 11-11.
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Set Allowed SSL Protocols

Secure Socket Layer (SSL) and Transport Layer Security (TLS) are both cryptographic protocols that
provide authentication and data encryption between servers, machines, and applications operating over
a network, e.g. a client connecting to a web server. For example, InformaCast uses them for

communication between itself and the Control Center. In addition, web browsers use SSL. and TLS to

communicate with InformaCast.

InformaCast supports SSLv3, TLS 1.0, TLS 1.1, and TLS 1.2; however, SSLv3 has been deprecated by
the IETF, and TLS 1.2 is preferred over TLS 1.0 and 1.1. Due to newer versions of the protocols
supporting stronger, more secure cipher suites and algorithms, you may want to disable the older
protocols, ot your organization’s security policy may dictate that only certain protocols are used.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step 2 Enter configure-ssl-parameters at the prompt and press the Enter key. The Starting Reconfiguration
window appears.

| Starting Reconfiguration |}

This process wWill configure 550 web seIver parametersd

Saving changes at the end of thia proceas will interrupt assrvice

» ENT SOCreen

Step3 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure SSL
Parameters window appears.

Configure S55L Paramstsars |

55L Cipher 5String

<Restor= Cipher S5tring To FIFS D=fault>

<8how Matching Ciphers:>

1> neNt soreen

By default, TLSv1.2 is enabled and all other versions of are disabled.

Step4 Usc the Tab key to enter the different protocols' fields, pressing the Spacebar to disable the ones you
don't need. Disabled protocols will have the * removed from between [ ]. Enabled protocols will have
the * between [*].

~

Note At least one version of TLS must be enabled.

Step5 Press the Tab key to enter the Enable Landing Page HTTP Port ficld and the Spacebar to disable
HTTP when accessing the InformaCast Appliance landing page. With HTTP disabled, HTTPS will be
used when accessing the InformaCast Appliance landing page.
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Step 6 Press the Tab key to enter the SSL Cipher String field and either accept the cipher string provided or
enter your cipher string of choice.

A cipher suite is a set of algorithms that help secure a network connection that uses SSL or TLS. The
set of algorithms that cipher suites usually contain include: a key exchange algorithm, a bulk encryption
algorithm, and a message authentication code (MAC) algorithm. There ate hundreds of different cipher
suites that contain different combinations of these algorithms.

If you want to change the provided cipher string, you need to understand Apache SSL Cipher
configuration.

If you change your cipher string in error, press the Tab key to highlight Restore Cipher String To
FIPS Default, then press the Spacebar to select it. The Default window appears and your cipher string
is set back to its default value.

35L cipher haa been reset to the default

1> NERET SCIeEn

Step7 Press the Tab key to highlight Show Matching Ciphers, then the Spacebar to select it. A list of
ciphers that match your string appears.

Bllowed ciphar list — preas g to =xic

Step 8 DPress Q to exit this list.
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Step9 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Step 10 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your SSL
parameters are saved. You’re returned to the command-line interface and InformaCast’s Apache web
server is restarted to accept your SSL parameter changes.
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Display Remote SSL Certificates

Obtain copies of SSL certificates from remote-network-connected servers with the
show-certificate-from-network command.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Enter show-certificate-from-network <Server IP Address> <Server Port> at the prompt and
press the Enter key, e.g. show-certificate-from-network 127.0.0.1 636, where 127.0.0.1 is the IP
address of an LDAP server and 636 is its port number.

The command-line interface refreshes with a fragment that begins with BEGIN CERTIFICATE and
ends with END CERTIFICATE. You can save this fragment, including the BEGIN CERTIFICATE
and END CERTIFICATE lines, to a text file for import it into InformaCast's trust store.

Import a Signed SSL Certificate to InformaCast's SIP Certificate Store

To use secure SIP, i.e. Session Initiation Protocol (SIP) over Transport Level Security (TLS), you must
have a certificate for the SIP service in InformaCast's SIP certificate store. This certificate is used to
encrypt the traffic between InformaCast and Cisco Unified CM, e.g. traffic for DialCasts, and by
default, it’s a self-signed certificate.

Due to self-signed certificates' inherent security vulnerabilities, you may want to install a signed
certificate instead. A signed certificate is an electronic document that proves ownership of a public key;
it includes information about the key, its owner’s identity, and the digital signature of a Certificate
Authority (CA). Signed certificates are more secure, and allow you to establish a hierarchy of trust.
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You may already have installed your root and intermediate Certificate Authority (CA) certificates that
you used to sign the InformaCast certificate on Cisco Unified CM, which means you won't have to
upload the InformaCast certificate directly. Cisco Unified CM will see that the InformaCast certificate
was signed by the intermediate CA, which was signed by the root CA, and because Cisco Unified CM
trusts the root CA, it will trust anything signed by the root CA.

Once created, this signed certificate will need to be copied into InformaCast's SIP certificate store.

Create and install a signed certificate (see “Create and Install a Signed Certificate” on page 13-125).

Use an SSH client to log into the command-line interface (see “Log into the Command-line Interface”
on page 3-16). The command-line interface appears, showing you that you’re logged in.

Stop the InformaCast service (see “Stop a Service on the InformaCast Appliance” on page 13-7).

Enter import-ssl-cert-to-sip-store at the prompt and press the Enter key. InformaCast imports into
its SIP certificate store the certificate you created in “Create and Install a Signed Certificate” on
page 13-125.

~

Note The import-ssl-cert-to-sip-store command cleats anything that had previously been in
InformaCast's SIP trust store. If you previously uploaded other certificates, those are now
gone. You must complete the following steps or InformaCast will be unable to communicate
using SIP over TLS.

Start the InformaCast service (see “Start a Service on the InformaCast Appliance” on page 13-9).

Go to System Administration | Telephony | SIP on your InformaCast, and expand the Certificates
area, if it's not already visible

Upload all CA certificates in the CA chain for InformaCast's SSL server certificate. “Install Cisco
Unified CM Certificates on InformaCast” on page 8-77 walks you through the upload process.

Restart SIP (see “Restart SIP” on page 8-101).
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Manage Trust Certificates

~

Note

This topic and its related topics are optional.

The InformaCast Appliance installs with a self-signed certificate that establishes trust between its
components, e.g. InformaCast, Control Center, Webmin, etc. However, whenever you access those
components, your browser warns you of a problem with the website’s certificate. You know
InformaCast is a trusted resource, but your web browser does not.

By installing a signed certificate, you can avoid this warning and protect yourself against
Man-in-the-Middle (MITM) attacks, where a malicious entity can insert itself between you and the
InformaCast Appliance, impersonating one and manipulating your communication. A signed certificate
is an electronic document that proves ownership of a public key; it includes information about the key,
its owner’s identity, and the digital signature of a Certificate Authority (CA).

When presented with a certificate, a client validates its trust in that certificate by trusting the entity who
issued the certificate, i.e. the CA. Often, there is a chain of trust with multiple issuers, e.g. the root
certificate and any intermediate certificates. A root certificate is automatically trusted by browsers
because any certificate signed with its private key has been validated and issued by a CA. However, CAs
don'tissue end-user SSL certificates directly from their root certificates because any mistake involving
issuing a certificate or a malicious attack would require that root certificate to be revoked along with
every certificate signed using it. To protect against this mass invalidation, CAs issue an intermediate
certificate. They sign the intermediate certificate with their private key and use the intermediate root's
private key to sign the end-user SSL certificate. This creates the chain of trust.

In order to maintain its trust, InformaCast checks its certificates (either self-signed or signed) whenever
it boots/teboots. If its certificates are invalid, e.g. through a hostname change without a reboot or
certificate regeneration, a certificate's expiration, etc., InformaCast automatically regenerates new
self-signed certificates; however, you will see the website certificate warning again.

When working with trust certificates, you can:
e “Create and Install a Signed Certificate” on page 13-125
e “Display Your Trusted Certificates” on page 13-131
e “Display Your Local Trust” on page 13-133
e “Remove Added Trust Certificates” on page 13-134

e “Regenerate Trust Certificates” on page 13-136
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Create and Install a Signed Certificate

When you installed InformaCast, you went through the initial steps of entering the necessary
information for a public key and certificate. You'll now produce a cettificate-signing request and import
a certificate (or a chain of certificates) signed and provided by your Certificate Authority (CA).

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step2 [Enter create-certificate-signing-request at the prompt and press the Enter key. InformaCast will
load its private key and generate a certificate-signing request.

InformaCast Virtual Appliance Basic Paging
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Copy the certificate request, including “-----BEGIN CERTIFICATE REQUEST-----" and “-----END
CERTIFICATE REQUEST-----" and paste it into a text file.

Send this file to your certificate authority, which will sign this request and return a signed certificate to

you.

~

Note This part of the process could take a few days.

MIID+zCCAuOgAwIBAgIGeuawB+wrMAOGCSgGSIb3DQEBBQUAMBSxXGTAXBgNVBAOT

EFZNd2FyZSBJIbnNOYWxsZXIwHhcNMTMwOTA2MDc1INTU4WhcNMjUwMzA3MDc1NTU4 . .abridged. .
kAzsSQOBSKGHKeXTU92wuH0aVEg5kvVC4allL4CP03dhHICafbJalLRyDOTwPnZy0+n+

rRa8XHOAtP4£fVYPJIn/qyOf+Qp2cgTloroCbeCcAHY5VGEMpoM/wOWBIRuwzCwgcL
X/IlaOhaPgiDeW440NsO

Note Certificates commonly come in two file types: PEM and DER. InformaCast only handles
PEM-formatted files. If your CA provides you with a DER-formatted file, contact them and
request a PEM-formatted file.

You will now import the signed certificate to InformaCast. Again, this import will require starting and
stopping all interfaces of the InformaCast Appliance, which will cause service interruptions. Before
continuing, make sure that you are performing this import during a time when you are least likely to

inconvenience your users.

Re-establish your PuTTY connection to the InformaCast Appliance.
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Step7 Enter import-signed-certificate at the prompt and press the Enter key. InformaCast warns you of a
service interruption and asks you if you want to upload a private key (optional).

Step8 Determine if you will upload a private key:
e Yes, continue with Step 9.
e No, continue with Step 12.

Step9 Press Y and the Enter key to upload a private key. InformaCast asks you to entet your private key's
passphrase.
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Step 10 Enter your private key's passphrase (if you have one) and press the Enter key. If you don't have a
passphrase, press the Enter key. InformaCast asks you to paste in your private key.

Step 11 Paste in your private key and press the Enter key. InformaCast asks you to paste in your certificate.
Continue with Step 13.

Je

Tip Right clicking your mouse will immediately paste whatever is in your clipboard into the

command-line interface.

Step 12 Press N and the Enter key. InformaCast asks you to paste in your certificate.
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Step 13 Paste in your certificate and press the Enter key. InformaCast validates that the information in your
certificate matches the private key information it generated when you entered the
create-certificate-signing-request command, and it asks you if you'd like to use the certificate you
just pasted in.

Step 14 Press Y and the Enter key. InformaCast validates that your certificate is trusted.
If it 1s, skip to Step 16.

If it's not, you'll need to upload the root and any intermediate certificates, which you should have
received from your Certificate Authority.

Continue with Step 15.

Step 15 Paste in your root and intermediate certificates separately, pressing the Enter key after each one.
InformaCast will ask you if you want to use each certificate that you enter. Press Y and the Enter key
at each prompt.
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P

InformaCast will validate each certificate until it is able to establish trust.

pe

Tip

You can import root and intermediate certificates independently of the process in this topic by

entering the import-trusted-certificate command.

Step 16 Press Y and the Enter key to commit your certificate(s). InformaCast will stop all applications running
on the InformaCast Appliance, apply your signed certificate, and start the InformaCast Appliance’s

applications.

Step 17 Enter exit at the prompt and press the Enter key. You have finished installing your signed certificate.

InformaCast Virtual Appliance Basic Paging
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~

Note Typically, signed certificates last for five years, but this is at the discretion of your CA. It is your
responsibility to ask your CA for your certificate’s expiration date and perform these steps again
in the future as your expiration date nears.

Display Your Trusted Certificates

The show-trusted-certificates command displays certificates that your InformaCast Appliance trusts,
either signed or self-signed.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step 2 Enter show-trusted-certificates and press the Enter key. The command-line interface refreshes,
displaying the configuration of your currently trusted certificates.
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Display Your Local Trust

Certificates become untrusted if any of them expire or are removed. The show-local-trust command
displays the state of trust between InformaCast and the currently installed certificate and trusted
certificates. It's tun automatically as part of system boot to ensure that InformaCast can trust the
certificate that it is configured to present. Independently running the show-local-trust command can
be useful to Singlewire Support when helping you to troubleshoot issues.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The

command-line interface appears, showing you that you’re logged in.

Step 2 Enter show-local-trust and press the Enter key. The command-line interface refreshes, displaying the
state of trust on InformaCast.
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Remove Added Trust Certificates

The remove-all-user-added-trusted-certificates command removes any Certificate Authority root
and intermediate certificates that you've added, which causes InformaCast to no longer trust the signed
certificate. Once you reboot the InformaCast Appliance, InformaCast will regenerate certificates and
you'll return to a self-signed certificate.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.
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Step 2 Enter remove-all-user-added-trusted-certificates and press the Enter key. The command-line
interface refreshes, and InformaCast goes through its trust store and removes any Certificate Authority
root and intermediate certificates that you've added. Your signed cettificate remains installed, but
InformaCast can no longer trust it without the root and intermediate certificates.

Step3 Reboot your InformaCast Appliance (see “Reboot the InformaCast Appliance” on page 13-12).
InformaCast checks to see if it can trust the signed certificate, and since it can't, returns you to a
self-signed certificate.
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Regenerate Trust Certificates

Once you've imported a signed certificate, the regenerate-ssl-certificates command reverts you to a
self-signed certificate, removes your previous signed certificate, and keeps the Certificate Authority
root and intermediate certificates.

Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter regenerate-ssl-certificates and press the Enter key. The Starting Reconfiguration window
appears.

| Scarting Reconfiguration |}
This process will change S5L CeITiTicate paramTers and Degenerate CeITllicates

Saving changes at the end of this process will interrupt serwice

slements
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Step3 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure Secure
Socket Layer Certificate Parameters window appears.

Configure Secure Sccket lLayer Certificate Parameters
Organization {(required)
Crganizational Unic (required)

City (required)

State or Province [reguired)

Countey Code {reguired)

Email Address

Step4 Review the information in the Configure Secure Socket Layer Certificate Parameters window and make
any corrections.

Step5 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Configure Secure
Socket Layer Subject Alternative Names window appears.

Configure Secure Socket Layer Subject Alternacive Hames

Certificates can contaln one, many, or no subject alternative names.
Use of subject ALTEINATLIYE names 18 oprional.
Configure subject alternative names below as desired.

Cercificate DHS Name (hoscname and domaln) JENICROFUBLl=2223 . slnglewice.
Subject Alvermative Hame 1

Subject Alternacive Mams 2

Subject RAleecnative MHams

Subject Alvernative Name

Subject Alternactive NHams

<Tab> between =)

Step 6 Review the information in the Configure Secure Socket Layer Subject Alternative Names window and
make any corrections.
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Step7 Press the Tab key to highlight the Next button, then the Spacebar to select it. The Save or Exit
window appears.

1 Save or ExiT r

Selwct one of The ORTLlOnS below
Javing changes will cause ssrvice incerruption

Your certificate changes aren’t saved until you select the Save Changes button.

Step 8 Press the Tab key to highlight the Save Changes button, then the Spacebar to select it. Your
certificate changes are saved. You’re returned to the command-line interface, and InformaCast’s trust
store is updated to accept your certificate changes.
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Upgrade InformaCast Appliance

Stay current with the latest InformaCast features by upgrading the InformaCast Appliance, which
includes the InformaCast application and the platform on which InformaCast runs. Curious about your
new features? Review “Release Notes” on page 14-1 for a list of everything that has improved with your
new version.

Note the Differences
If you are upgrading from an earlier version of InformaCast Appliance, please review “Release Notes”

on page 14-1 for a list of new features.

Determine Your Current Version

Depending on the version of InformaCast Appliance from which you are starting, you will follow
different steps when upgrading. It is important to know your originating InformaCast version.

Stepl Log into InformaCast (see “Log into InformaCast” on page 3-9 for specific steps).

Step 2 Look at the upper right corner of the InformaCast homepage. If your version of InformaCast is 8.4 or
earlier, you will see your version number. Continue with “Upgrade InformaCast Pre-12.0.1” on

page 13-140. If your version of InformaCast is 8.5.1 or later, continue with the following steps.

Step3 Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps). The Webmin homepage

appears.

©) sing

Ic

lewire

software

Systern hostmame (127011

Oiperating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Runming processes
CPU load averages
CPU usage

Real memory
Wiriual memony

Local disk space

Sin;l-:_h.'.ir—? InformaCast WKWare
1.620

Tue May 16 10031-26 2017
Linux 4 1. B-yocto-standard on 685

Inted(F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours. 20 minutes

a2

0.00 (1 min) 0.07 (& méns) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 93% idle

3.94 GB total, 1.39 GB used

B GB 1otal. 0 byles used

9973 GB totad, 814 GB used

Step4 Look at the top line of the Webmin homepage, e.g. InformaCast Appliance version or Operating
system. That is your current version of InformaCast.
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Step5 Make note of your version number and continue with “Upgrade InformaCast Pre-12.0.1” on
page 13-140 or “Upgrade InformaCast 12.0.1 and Later” on page 13-168.

Upgrade InformaCast Pre-12.0.1

You can download the latest version of InformaCast Appliance from the Cisco website. Contact Cisco
if you need help.

Depending on the version of InformaCast Appliance from which you are starting, you will follow
different steps.

83o0r84

Your download should include three package files and two ISO files that must be uploaded/attached
in the following order:

o CiscoPagingServer_8.5.1.deb

e CiscoPagingServer_9.1.1.deb

e CiscoPagingServer_11.5.2.deb

e CiscoPagingServer_UpgradeFrom115To0-12.17.1.iso
e CiscoPagingServer_UpgradeFrom1217To-14.4.2.iso

8.5.1,9.0.1, or 9.0.2

Your download will include two package files and two ISO files that must be uploaded/attached in the
following order:

e CiscoPagingServer_9.1.1.deb

e CiscoPagingServer_11.5.2.deb

o CiscoPagingServer_UpgradeFrom115To-12.17.1.is0
o CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0

91.1, 11.0.1, 11.0.2, 11.0.5

Your download will include one package file and two ISO files that must be uploaded/attached in the
following order:

e CiscoPagingServer_11.5.2.deb
o CiscoPagingServer_UpgradeFrom115To-12.17.1.is0
o CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0

11.5.1 0r 11.5.2
Your download will include two ISO files that must be uploaded/attached in the following order:
o CiscoPagingServer_UpgradeFrom115To-12.17.1.is0
o CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0
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Once you’ve obtained your package file(s) and ISO file, you can install them and update your version
of InformaCast Virtual Appliance. Depending on your starting version of InformaCast, you will follow
different steps:

e If your starting version of InformaCast is 8.3, 8.4, 8.5.1,9.0.1, 9.0.2, 9.1.1, 11.0.1, 11.0.2, or 11.0.5,
go to “Upgrade from 8.3 through 11.0.5” on page 13-141 first and finish with “Upgrade from
11.5.1 or 11.5.2” on page 13-146

e If your starting version of InformaCast is 11.5.1 or 11.5.2, go directly to “Upgrade from 11.5.1 or
11.5.2” on page 13-146

Upgrade from 8.3 through 11.0.5

If your starting version of InformaCast is 8.3, 8.4, 8.5.1, 9.0.1, 9.0.2, 9.1.1, 11.0.1, 11.0.2, or 11.0.5,
please follow these steps carefully to ensure a successful InformaCast Virtual Appliance upgrade. Once
you finish these steps, continue with “Upgrade from 11.5.1 or 11.5.2” on page 13-146.

Step1l Declare an outage window and ensure that it falls outside of regular business hours.

Step 2  Create a clone of your current InformaCast Virtual Appliance installation, which allows for a return to
the previous version of InformaCast if there are problems with the upgrade. Snapshots are not
sufficient.

Step3 Use PuTTY’s PSCP functionality to transfer your .deb file(s) to your Virtual Appliance. PuTTY is
available as a free download and it should be installed on the machine from which you’ll transfer files
to the Virtual Appliance.

Step a. Open a command window on the machine on which you’ve saved your .deb file(s). A
command window appears.

rporation. ALl rights reserved.
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Step b. Enter cd <directory> and press the Enter key, where <directory> is the location of your .deb
file(s). The command window refreshes to the location of your directory.

Step c. Enter pscp <file name> admin@<InformaCast Appliance IP Address>:/home/admin
at the prompt and press the Enter key, where <file name> is the name of your .deb file and
<InformaCast Appliance IP Address> is your actual Virtual Appliance’s IP address, e.g. pscp
InformaCast_9.1.1.deb CiscoPagingServer_9.1.1.deb admin@111.22.333.4: /home/admin.

Step d. Enter your Virtual Appliance password at the prompt and press the Enter key. The file will be
transferred.

ALl
ation. All rights res

= ing lewivelAlpgrade—2.1 . .deh adnin@1?2.

: ETn: BA:@A:88 | 1086

Step e. Repeat Steps a through d until you’ve copied all of your .deb files to the Virtual Appliance.
Step4 Log into Webmin (see “Log into Webmin” on page 3-14 for specific steps).

>

Note For versions of InformaCast Virtual Appliance prior to 8.4, you will need to go to

https://<InformaCast Appliance IP Address>/webmin, where <InformaCast Appliance IP
Address> is the InformaCast Appliance’s statically configured IP address.
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The Webmin homepage appears.

© singlewire’

Systemn hostname
Operating system
Webmin version
Time on system
Kernal and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Raal memory

Virual memory

Local disk space

software
Ic (127.0.1.1)
Singlewira InformaCast VMWare

1.620

Tue May 16 10031-26 2017

Linux 4 1. B-yocto-standard on (685

Inted{F) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
1 days, 1 hours, 20 minutes

82

0.00 {1 min) 0.01 (5 mins) 0.05 (15 mins)

4% user, 3% kemel, 0% 10, 53% idle

3.94 GB total, 1.39 GB used

& GB 1otal, 0 bytes used

95.73 GB total, B.14 GB used

System Management
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Step5 Go to System | Software Packages. The Software Packages page appears.

Help
Module Config Software Packages

Installed Packages

SearchForPackage: |

Package Tree |

Install a New Package
Salect the location to install a new Debian DPYG package from

@ From local file r
' From uploaded file | Browae

= From fip or hitp LIRL

Package from APT Search APT .

Install

Identify a File
Enter a cornmand or the pathname of a file 1o search the Debian DPHG database for

—— &

Upgrade All Packages

APT package upgrade options

Resynchronize package list jopdate) & Yes ) No
Upgrade mode * Distribution upgrade (upgzade-disc) © Hommal upgrade @ Don't upgrade
Only show which packages would be upgraded - ves @ Ho

Upgrade Mow |
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Step 7

Step 8

Step 9

System Management

Select the From local file radio button in the Install a New Package area and click its Browse button.
The Choose File window appears.

(% et 10000/ chooser.cqitadd =0type=08chroot=/Gfile
Directory of [

#H CHANGELOG 15.06 kB 17/Feh/z018 18:81

i i) @5Lamnchad 0 bytes 25/ Jun/ 2814 89:29

‘ README M54 kB 17/Feb/ 2818 La:el

. README live-cd 191 kB 11/Dec/ 2088 357

‘ README pua 4.35 kB 11/Dec /2088 83:57

s | hiin 4 kB B9/ 0ct 2814 B9:48

) ool 4 kB 25/ Jun/ 1814 @518

D dev 2 61kB B/ OCct /IRl 18:32

D ele 12kB 25/ 0ct /2014 25:48

. sula 0 bytes @0/0ct /2014 1889

3 home 4 kB 27/ Apr 2811 88112

. Imitrd.irneg 953 MB 15/May /208113 25115

[ ] initrd img. old 4.39 MB 15 /My /2013 @9:12

| lits 4 kB 24/ Jun/ 2014 15:16

([ lier 4 kR 7 fAne (2R11 (LT k] et

Ok |/

Navigate to where you saved the InformaCast Virtual Appliance software package(s) you downloaded
earlier (/home/admin in the example). Depending on the version of InformaCast Virtual Appliance
from which you are upgrading, you will select one of the following:

e 8.3 or 8.4 version of InformaCast Virtual Appliance: CiscoPagingServer_8.5.1.deb
e 8.5.1,9.0.1, or 9.0.2 version of InformaCast Virtual Appliance: CiscoPagingServer_9.1.1.deb

e 9.1.1,11.0.1, 11.0.2, or 11.0.5 version of InformaCast Virtual Appliance:
CiscoPagingServer_11.5.2.deb

Click the Install button in the Install a New Package area. The Install Package page appears.

Madule Indax

Help Install Package

Install package

Packageis) to be installed InformaCast notification system

lgnore dependancy problems? eg @ Mo lgnore package conflicis? Yas @ Mo

Ovanarite files from other packages? Yes @ Mg Replace newer package with old? Yas & Mo

[ Install |

4 Relurn to module index

Leave the default selections as they are and click the Install button. Your software package is installed.

a

Note The Install Package page should display a list of files that were correctly installed. If you see a
red error message with no listing of files, your upgrade has failed.
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Step 10 Determine your next steps depending on the version of the Virtual Appliance from which you are
upgrading:

e If you are upgrading from the 8.3 or 8.4 version of InformaCast Virtual Appliance
— Reboot the Virtual Appliance (see “Reboot the InformaCast Appliance” on page 13-12)

— Go to System | Software Packages and follow Steps 6 through 9, selecting the
CiscoPagingServer_9.1.1.deb file

— Reboot the Virtual Appliance (see “Reboot the InformaCast Appliance” on page 13-12)

— Go to System | Software Packages and follow Steps 6 through 9, selecting the
CiscoPagingServer_11.5.2.deb file

— Continue with “Upgrade from 11.5.1 or 11.5.2” on page 13-146

e Ifyouare upgrading from the 8.5.1, 9.0.1, or 9.0.2 version of InformaCast Virtual Appliance: 9.1.1,
11.0.1, 11.0.2, or 11.0.5

— Reboot the Virtual Appliance (see “Reboot the InformaCast Appliance” on page 13-12)

— Go to System | Software Packages and follow Steps 6 through 9 one more time, selecting
the CiscoPagingServer_11.5.2.deb file

— Continue with “Upgrade from 11.5.1 or 11.5.2” on page 13-146

e If you are upgrading from the 9.1.1, 11.0.1, 11.0.2, or 11.0.5 version of InformaCast Virtual
Appliance, continue with “Upgrade from 11.5.1 or 11.5.2” on page 13-146.

Upgrade from 11.5.1 or 11.5.2

If your starting version of InformaCast is 11.5.1 or 11.5.2, please follow these steps carefully to ensure
a successful InformaCast Virtual Appliance upgrade.

~

Note If you’re coming here from “Upgrade from 8.3 through 11.0.5” on page 13-141, you can skip Steps 1
and 2.

Step1 Declare an outage window and ensure that it falls outside of regular business hours.

Step2 Create a clone of your current InformaCast Virtual Appliance installation, which allows for a return to
the previous version of InformaCast if there are problems with the upgrade. Snapshots are not
sufficient.

InformaCast Virtual Appliance Basic Paging
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Step3 Go to System Administration | General Configuration | License Key. The License Key page
appears.

License Key 7]

¢« Gonaral Configurafion

InformaCast License Key

Licensing Maode Baskc Paging
Application InfarmaCast
Licensee Con vire

at sales@singlewire. com
or +1.608.661.1140, opthon 1
s & parmansnt

nofification Beense
Sarvar IP Addrass Mol restictad

Feature Codes Audio

Application Parameters

Maximum Bell Schedules
Maximum IP Speakers

Maximum Phanes

T,
&

Mimmum Cisco Unified Communications
Manager Version

Maximum InfarmaCast Werzion

Maintenance Contract

Step4 Ensure that the Maximum InformaCast Version parameter is higher than the InformaCast version to
which you're upgrading. If it is not, you'll need to contact Singlewire, request a new license, and upload
it before continuing.

UPLOAD NEW KEY WITH LICENSE MANAGER

Step5 Shut down the Virtual Appliance (see “Shut Down the InformaCast Appliance” on page 13-14).

Step 6 Connect the CiscoPagingServer_UpgradeFrom115To-12.17.1.iso file to the Virtual Appliance. There
are two ways to do this: uploading the ISO through vSphere or serving the ISO from a workstation.
This section will document uploading the ISO through vSphere. If you’d like to serve the ISO from a
workstation, VMware Remote Console may assist you. You can download it here and documentation
is available here.

InformaCast Virtual Appliance Basic Paging
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Step7 Open a web browser and log into your vSphere web client. The vSphere Web Client page appears.

.
| 4 Hosts and Clusiamn

IE

System Management

-

o)

|5 vCantar Inventory Lists
@ Hosts and Clusiers
) WMe and Tem plaies
3 storage

€3 Netwarking

i Palicies and Profies
€9 Hytrid Cloud Manager
(J vRealize Orchestrator
B Hyborid Cloud Manager
&, Updats Manager

&, Adminisiration

[i] Tasks
L3 Log Browser
& Evenls

o Tags

&, New Search
H sawd Searches

vCener Hosts and
Imventory Lists Clusters

E @

Cantent Hytrd Cloud
Libranes Manager

Moaitiing

B @

Task Console Event Consoéa

L &

Customization
Specificalion
Manager

eclliciiohdtow 1o Wdsos

iz
Wi and
Templates

(o}
wRealize
Orchastator

)]

Hytinid Claud
Manager

Q

Metwarking

AT | Peww (10)

Simtun

Campletizn Tima
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Gething Started | Summary  Monitor  Manage

Whatis a Datacenier?

Adatacenter ks e prim ary container of

inwantory obgects such as hosts and wrival
machings. From tha datacentar you can add
and organize inveniory objecls. Typlcally, you

add hosts, folders, and clusters o a
datacaniar

v enter Sarver can conlain mullipls

datacaniers. Large companies might use

multple dataceniers to represent
oFganiEational unds in heir enlepise

Basic Tasks

1) Adda hest

4 Create a cluster

15 Create a new virtual machine
3 Add a datastors

s Create a distributed switch

Step 8 Click the Hosts and Clusters icon. The vSphere Web Client page refreshes.

Related Objects

Expilore Further

Leam more about datacentsrs
Leam how to create datacenters
Leam about hosts

Leam about clusters

Leam about folders:

System Management

-

| A2 | PMew(11) Acknowl.,
&

o

Simtun

Campletizn Tima
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Step 9 Select the host server on which the InformaCast Virtual Appliance is located and select its Configure
tab. The vSphere Web Client window's right pane refreshes.

x|
Monfor | Confi.. | Pami WMs Reso Datas Hatw, Encio Upeat | ANz Mew (1] Acknowd.., |
Fy 4

Wirual Machine Siarup and Shuidown Edil.

i the host is part of a vSphare HA cusier, the automatic starlup and
shutdown of virtual machines is disabled L4

Storage Devices P p—
Datastoras. Manual Startwx
Host Cache Configuration 5 InfarmaCasiiVes!
Protocol Endpainis.

w NEDWOrking
WVirtual switches
VMEemnel adapiers

Physical adapters

TCPAP configuration
Advanced
» Virtual Machines

VM Startup! Shuldown

Agent VM Settings
Swap hile locatron
Default VM Compatibility

- System

Statun Iritimizar e Camaletion Tims

My Tasks =  Tasks Filber =
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Step 10 Click the Datastores link under Storage. The vSphere Web Client window right pane refreshes.

an_l i

Geitng $1.. Summary  Monitor | Configure | Parmssio

Storage Adapiers
Storape Devices
Natasinres
Hosi Cache Configuraiion
Protocel Endpeints
U Filters

+ Networking
Virtual switches
WMkemel adapters
Physical adapiers
TCEIP configuration
Advanced

w Virtual Machines
WM Startup Shitd own
Agent VM Sattings
Swap fil location

Default VM Compatibility

1

Daiasiores

@ Cma @

Hama
3 Lunzo
B Lumz1
B Lunz
B Lumz3
B Lumzs
B Lumas
B LuNZ6
B wunar
H Lunzs
B Lunm
H Lum3a
B LUnM31
H Lunaz
H Lunaa
B Lunas
£ Lunzs

Wis

Datastores  Networis

Y

© Nomal
@ Momal
& Normal
@ Mormal
& Mormal
@ Nomal
@ Nomal
& Nomal
& Normal
& Mormal
& Nomal
& HNormal
@ Nomal
& Nomal
@ Nomal
& Nomal

Enciosurg

Them
WMFS &
VMF3 &
WMFS &
WVMFSE ¢
WMFS B
VMFS &
WMFS &
VMFS &
WMFS &
VMFS &
WMFS &
WMFS &
WMFS &
WMFS &
WMFS &
WFS? b

32 0njects 4 Export [ Copy=

Q2 marms

| A2 | PMew(11) Acknowl.,
&

o

Simtun
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Step 11 Right click the datastore to which you want to upload the

CiscoPagingServer_UpgradeFrom115To-12.17.1.iso file and select Browse Files. The vSphere Web
Client window right pane refreshes and you're taken to the Files tab.

» (3150
¥ [jcont
» MG -

» EQusF
» Eiste:
»EOCTX
» (3 50d
[ ]
» [ naa
» C)Proa
» EONT-F
v Ega-u
» [adev-
» Eis-e

» Eadev

» CO5UF

Summary Monitee  Configurs  Permissions | Files

Harrs
=]

[ combentib-
£ MG - IC-1
[ SUPERIC

| [ usFITss.

[ Is-estici2
[ CTX-W1Dx
[ sddss
£ 55 PG
[ raa 6000
3 ProducBon
B NT-PG 132
(3 ga-ucmti
[ dev-ucmi
[ Is-test-138
[ devej-ic-cl
[ Smplewars
F sicii%2

Hosts WM

¢

P

ILUN2O] IS0
JLUNZD] conte
JLLINZO] RS -
JLUN20] SUP
LUNZE] LSF
ILUN20] j=-tas
ILUMN20] CTX-
JLUN20] sod =
[LUMN20] 455 -
[LUN0] man
[LUN20] Frod..
JLUM2O] NT-P.
[LUNZ0] ga-uc
JLURN20] dev-u
LUN20] j5-te5.
JLLINZ1] dieweir
{LUN20] Singl
JLUM20] jsc 11

| O wame 1x

| a2y | New(11) Acknowd. |
& -

<@

My Tasks =  Tasks Filber =

Stmtus Initimbzar
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Step 12 Click the Upload a file to this datastore icon and select Upload File. The Upload Items dialog box
appears.

£ Upload Rems [=x=]
@u'! T + Favorites -4 | v o
Organize » 2~ 1 @

® Cloud Photos A Creative Clowd Files desktop.ini

%% Dropbax figation setfings

& Geogle Drve

&/ Wioud Drive Deskiop 0acs
walbapp - Shorout - _- | 3
Creative Cloud Files o -I o
cwmlcads rophox
E[™  Shorteut g ortrist
4 Bl Deskicp te 1.58 KB 4
5 Libraries Goagle Drive iClaud Dve
*| Documents il harcut ‘ ot
& Music - =
& Pictures iCloud Photos L irmages - Shartcut
Subversi % Eion
sl',udw“on x 160 byt & 137K
ideos
IPT Applications PT Documentation
B Jennifer DeNicola k] harcut F 3 Voroul
1M Computer 03 bytes
« % Network - e Recent Places webapp - Shortcut X
File name: -

Open. | [ conca |

Step 13 Navigate to the location of the CiscoPagingServer_UpgradeFrom115To-12.17.1.iso file, select it, and
click the Open button. vSphere will upload the ISO file to your host server.
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Step 14 Right click your virtual machine and select Edit Settings. The Edit Settings pop-up window appears.

4 Edst Settings T

Virtual Hardware | VM Oplong | SDRS Rules | vApp Dalicns

+ | cFU D
» il Memary - -
» [0 Hard digk 1 GB -

1 E. SCS| confroller B LS! Logic Paralial

¥ [l Metwaork adapber 1 | VLAN -’_‘éd (WES VM Traffic = | ¥ Connected
» fily COVDVD drive 1 Huost Davica = | [ Connected
+ [ Floppy drive 1 Use existing fioppy Image = | & Connected

& Bl USE comtrolie: use2o

+ Il Video card =
¥ gk VMCI device

¥ (Oriher Devices

» Upgrade Schedule Vi Compatibély Upgrade

Naw dewoa —— S|t —— -

Compatibilty: ES0Xi 5.0 and er (WM verzion 8) (o 4 Cancsl
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Step 15 Sclect the CD/DVD drive 1 link. The Edit Settings pop-up window refreshes.

Fé:t' Edit Settings

v | CPU

» Ml Memory

» [ Hard disk 1

# @ SCSI controfier 0

+ il Netwark adapbar 1

= [ CLVDYD drive 1
Status
COIDVD Medsa
Devce Made
Virtual Davice Node

3 ﬂ Floppy drive 1

¢ [ USE controber

+ Il Video card

b L VMG device

» Otheer Devices

¢ Upgrade

Waw dewos

mﬂm | WM Opbans | SDRS Rules | vApp Ogtions |

LS Logic Parsle
WLAN 222 (LICS VM Traiic)
Hnost Desice

Comnect At Power On

COVDAVD dve O

\/e8 eershng Aoppy imaga

USE 20

_| Schedule Wi Compatibility Lipgrade

Cornpatibilty. ESXi 5.0 and isler (WM version 8)

2
+ Connected
Conmected
¥ Connected
O Camcel

Step 16 Sclect Datastore ISO File from the second dropdown menu. The Select File pop-up window appears.

Zelect Flle

Datastoaes
» B LUNZY
k IZ_; LUNZG
r (@ Lun2Z
» BLUNZ3
r BBLUNID
» B LUNIT
r BlLUN3Z
» BILUNIZ
v EJLUN41
» EHLun4z
v E3LUNSD
¢ EJLUNAD
+ [H NFES0-DATASTORE
w ER UMY

FaldgsFilp

File Type

Contents

150 Image (”.iso)

Information

Cancel
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Step 17 Navigate to the location of the CiscoPagingServer_UpgradeFrom115To-12.17.1.iso file, select it, and
click the OK button.

Step 18 Sclect the Connect at Power On checkbox.

Step 19 Sclect the VM Options tab and expand Boot Options. The Edit Settings pop-up window refreshes.

H  Edmt Sattings gl

Virlual Herdware | WM Oplionis | S0RS Rules | vAps Opliona

v General Oplions VM Kame
Vilware Remate Console
Options

Viilware Tools Expand for Vidare Too's selings

= Eynand for aoswes manansmant s
Poveer maanagamgni Expand for powe aAnapseme

= Boof Oplions

Firmwarg Choose which fermeane should be used 1o boal the wirlual maching
Baook Dalay Whaanewar tha viflual maching 15 powsred on or resed, dalay Bha boot or
> T Tt | L 1
i = iz enomds
Force BIOS sabup Thea next time the wirtual machine boots._ force entry info the BIOS =
Failed Boot Recovery vinen e niud machme |i| 15 1S rll".' i bocd denveDE, Sulomaticaly fe

Encryphon

Advanced

Fibre Channai NP1V

Cornpatibilty. ESXi 5.0 and ister (VM version 8) (4 Caneesl

Step 20 Select the Force BIOS setup checkbox and click the OK button. The Edit Settings pop-up window
closes.

Step 21 Right click your virtual machine in the vSphere Web Client window and select Power | Power On.
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Step 22 Right click your virtual machine and select and select Open Console. The Singlewire InformaCast

console window appears.

File View VM

oy 8E G BEe e

Step 23 Click inside the Singlewire InformaCast console window and press your right arrow key three times to
move to the Boot tab. The Singlewire InformaCast console window refreshes.

File Wiew WM

mulp BB GDEe D

CD-ROM Drive
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Step 24 Ensure that CD-ROM Drive is the first item in the boot list. If it’s not, use your down arrow key to
highlight CD-ROM Drive. Once highlighted, press the Shift and + keys to move CD-ROM Drive to
the top of the boot list.

Step 25 Press the F10 key. The Singlewire InformaCast console window refreshes.

a2 | = ]

File Wiew WM

U U R < e T

Secur it

Iten Specific Help

CD-ROH Drive
+Removable Devices Keys used to view or
Hetuork boot frow AMD Ae?9C9780 configure devices:
<Enter> expands or
5 devices with

Setup Confirmation

Bave configuration changes and exit nou?

i o Mol

Disk or Remouvable Disk
«d» Remove a device
that is not installed.

Step 26 Press the Enter key to save your changes. The Virtual Appliance begins booting. This may take a few
moments. When the Virtual Appliance is finished booting, the Singlewire InformaCast console window
refreshes.

to InformaCazt Upgrade |}

This process Wwill upgrade InformaCast 11.5.x to 12.8.1.
Firat, ypour existing inztallation will be checked. Any
issues found will display as warnings. You will have
the opportunity to confirm the upgrade before it begins.

Begin Pre-flight Checks

{Tab» between elements {Space? zelects <F12» mext screen
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Step 27 Press the Enter key to begin pre-flight checks. The Singlewire InformaCast console window refreshes.

Please Hait |

Pre-flight checks are runming. Please wait...

Pre-flight checks do not make any changes to the Virtual Appliance. They merely check that everything
is in order for your upgrade and give you a way to back out if anything is not in order. If the pre-flight
checks do find anything amiss, you may be prompted to address the issues before continuing with your

upgrade.

When pre-flight checks are finished, the Singlewire InformaCast console window refreshes.

{ Pre-Tlight Checks Complete |
The upgrade is ready to make changes to your UH.

It iz important to allow this process to run aninterrupted.
This is your opportunity to stop the upgrade before It chamges the =ystenm.

: Stop the Upgrade and Reboot | i tinue the Upgrade

{Tab> between elements H ‘Space} =selects ({F12> mnext s=creen

N

Note Continuing with the following steps will make changes to the Virtual Appliance. Once started,
you must finish the process to ensure a successful upgrade.
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Step 28 Sclect the Continue the Upgrade button. The Singlewire InformaCast console window refreshes and
your upgrade begins. This may take a few moments.

| Plea=za Hait }

Upgrade in progress. Please wait...

Do not power off or reboot.

Creating filesystems. ..

When your upgrade is finished, the Singlewire InformaCast console window refreshes.

dinglewire InformaCazt Upgrade

This process will complete the InformaCast upgrade.
You have the opportunity now to examine and change
systen sattings.

{Tab» between elements i {Space} selects
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Step 29 Sclect the Continue button. The Singlewire InformaCast console window refreshes.

Assign a Hostname to This Serwver

Enter Hostname NETIETTENNG—

<{Tabh? between &lemenls i acer zelects i LF12> naxl screan
Step 30 Enter a hostname for your InformaCast Virtual Appliance server in the Enter Hostname field, e.g.
InformaCastWest. This hostname will appear in Webmin’s user interface.

Step 31 Select the Next button. The InformaCast Appliance then attempts to use DHCP to find suitable IP
addresses on your network. The Singlewire InformaCast console window refreshes.

Confligure [Fvd Hetworking
1Pt Address (reqoired) EE = .

Submet Mask (required) P55, 255, 755, 0|
Default Gateway (required) [

{Tab»#<Alt-Tab» between elements i <Spacer selects P <F12» next screen
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Step 32 Accept these IP addresses or provide valid ones of your own in the IPv4 Address, Subnet Mask, and
Default Gateway fields and select the Next button. The Singlewire InformaCast console window
refreshes.

IPv Address of ONS Server 1 (required)

IPuvd Address of DHS Server 2
At least one DH3 server iz required

OHE Domalin Mame (required)

{Tab»#<Alt-Tab> between elements (Space? : <F12» next screen

Step 33 Enter at least one DNS server IP address in the field provided or accept the one provided to you and
enter a DNS domain name. Select the Next button. The Singlewire InformaCast console window
refreshes.

Configure Time Zone

Select the time zone for this server (required).

AmericasDetroit t+
ArericasHentucky-Louisville

Amer icasKentucky Mont icello
ArericasIndianas Indianapolis

fAmer icas IndlanasUincennes
AmericasIndianasHinamac

Amer icas IndlanasMarengo

AmericasIndianasPetersburyg

Americas Indiana~Uewa
+

{Tab>~{A1t-Tah> betuween olements i LSpace’r zelects LF12> next screaen
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Step 34 Seclect a time zone for your InformaCast Appliance and select the Next button. The InformaCast
Appliance then attempts to find an NTP server on your network. The Singlewire InformaCast console
window refreshes.

Conligure

HTF Server 1 IP or Hostname (required)
HTF Server 2 1P or Hostname

HTP Server 3 IP or Hoztnare

At least one NTP server is required.

{Tab>#<Alt-Tab> betuween elements i <Space) selects i <F12» wmext screen

Step 35 Accept the suggested NTP server IP address or provide a valid one of your own in the NTP Server 1
IP or Hostname field and select the Next button. The Singlewire InformaCast console window
refreshes.

Organization (required)
Organizational Unit C(requiraed)
City (required)

State or Province (required)
Country code (required)

Email address

Srovious J

{Tab»#<Alt-Tab» between elements i <Spacer selects i <F12» next screen

Step 36 Enter the information necessary for a signed certificate (while the information is required, signing the
certificate is not). A signed certificate, which can protect against Man-in-the-Middle (MITM) attacks, is
an electronic document that proves ownership of a public key; it includes information about the key,
its owner’s identity, and the digital signature of a certificate authority (CA).

You must enter the information dictated by your certificate authority in its required form:
e Your organization’s name, e.g. Acme Company

e Your organizational unit, e.g. Security

InformaCast Virtual Appliance Basic Paging
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e Your city, e.g. Madison

e Your state or province, e.g. WI

e The alphabetic abbreviation for your country, e.g. US for United States
e An email address (optional)

Step 37 Select the Next button. The Singlewire InformaCast console window refreshes.

Conf igure Secure Socket Layer Subject Alternative Mames

Cortificates can contain one, many, or no subject alternative names.
lege of subject altermative names iz optiomal.
Configure subject alternative names belod as desired.

Cartificate OHS Hare (hostmare and doraimd InforraCastHest .
Subject Alternative Hame 1

Subject Alternat ive Hame

Subject Alternal ive Hars

3
Subject Alternative Hame 4
Subject Alternat ive Hame 5

{Tab» between elemenls {ipace> selects H (F12» mext screem

Step 38 Enter the common name of your server, e.g. InformaCastWest.singlewire.lan in the Certificate DNS
Name (hostname and domain) field, then continue entering information for your signed certificate
by entering any Subject Alternative Names (SANs) in the fields provided. SANs allow you to secure
multiple domain names with one certificate, e.g. www.example.com, www.exchange.example.com, and
www.example.net can all be secured through SANS.

Step 39 Sclect the Next button. Depending on the security of your OS credentials from your previous version
of the Virtual Appliance, you may either keep your previous OS credentials or be forced to enter new
ones. The Singlewire InformaCast console window refreshes.

Set the 05 Adwin Password
05 Admin User 10
Entar 0F Admin Pazssword
Re-enter 0F Admin Password

S8t the password for the 05 user.

<AI1-Tah? betuween elerments i dipace? selects i AF12% next
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~
Note If you’ve never changed your password from the default of “changeMe,” you will be forced to

change your password.

Step 40 Enter a password in the Enter OS Admin Password field, press the Tab key, and enter the password
again in the Re-enter OS Admin Password field. Your OS credentials are used to enter Webmin and
Control Center and when using SSH to access the InformaCast Appliance.

S

Note Your password must be at least six characters in length, and contain at least one lowercase letter,
one number, and one of the following characters: \"#$%"() *+,-./ ;<=>2@[]"_". Also, when
setting your password, you cannot use “changeMe.”

Step 41 Sclect the Next button. Depending on the security of your application credentials from your previous
version of the Virtual Appliance, you may either keep your previous application credentials or be forced
to enter new ones. The Singlewire InformaCast console window refreshes.

S5at the InformaCast and PTT Admin Passwords |

1
InformaCast and PushToTalk Admin User 1D adein

Enter InformaCast and PushToTalk Admin Password ..
Re-enter InfordaCast and PushToTalk Aduin Pazsword (NS

Set the password for the InformaCast and PushToTalk adein users.

{Tabhy hatwean oleFents H {ipacar salects ¢F12» next screaem

~
Note If you’ve never changed your password from the default of “changeMe,” you will be forced to

change your password.

Step 42 Enter a password in the Enter InformaCast and PTT Password field, press the Tab key, and enter
the password again in the Re-enter Password field. Your application credentials are used to enter

InformaCast and PushToTalk.

~

Note Your password must be at least six characters in length, and contain atleast one lowercase letter,
one number, and one of the following characters: \"#$%"() *+,-./ s<=>2@[\\]"_". Also,
when setting your password, you cannot use “changeMe.”
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~

Note PushToTalk is only available to Advanced InformaCast users.

Step 43 Sclect the Next button. The Singlewire InformaCast console window refreshes.

Set the Security Passphrase |

Enter Security Pazzphrase |
Re-enter Security Pazsphrase [N

Thisz paszsphraze iz uzed to secure backups and corssminication.
You must remedber your pazsphrase. Singlewire Support canmot
recover it lor you.

{Tab>#{AIt-Tabh> betuween elerments { <3pacer selects I 4{F12% next screen

Step 44 Enter a security passphrase in the Enter Security Passphrase and Re-enter Security Passphrase
fields. This passphrase is used to secure your backups of the InformaCast Appliance. You must
remember this passphrase. Singlewire Support personnel cannot recover it for you if it’s lost.

N

Note Your passphrase must follow the same character requirements as your OS admin password.

Step 45 Select the Next button. The Singlewire InformaCast console window refreshes.

Save This Conliguration
This phase of configuration is completa,

Select Finish fo sawe your changes,
or uge Previous to change your ansWers,

i

{Tab»#<Alt-Tab> betueen elements i «<Space) zelects i <F12» next screen
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Step 46 Sclect the Finish button to save your changes. The Singlewire InformaCast console window refreshes.

| Pleaze malt |

Hore instructions will appear here shortly, please wait

~

Note There may be a short wait while your changes are written to disk.

Once your changes have been saved, the Singlewire InformaCast console window refreshes.

Thiz iz Singlewire InformaCast verzion o
Running on UMmare
Licensed as Purchased

Find the application at https:-” - A InformaCast-admin
Find thae 05 configuration at https:irss| - ruehmin

Presz Alt+F1 to display thiz screen
Press Alt+F2 for console login
Presz Alt+F3, Alt+F5 for syztem logs

Find documentation at https: ssupport.singlewire.con's user-guides
Copyright (c) 2003-2828 Singlewire Software, LLEC

Step 47 Make a note of the displayed IP address. This is the IP address of the InformaCast Appliance’s landing
page, which you will use to access the InformaCast Appliance, Control Center, and Webmin web user
interfaces.

Step 48 Close your open console window.
Step 49 Take a snapshot of the powered off virtual machine (optional).
Step 50 Clear your web browser’s cache.

Step 51 Log into Webmin (see “Log into Webmin” on page 3-14) to verify your new version.

InformaCast Virtual Appliance Basic Paging
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Step 52 Continue with “Upgrade InformaCast 12.0.1 and Later” on page 13-168.

Upgrade InformaCast 12.0.1 and Later

Note

In order to stay current with the latest InformaCast features, you need to upgrade your InformaCast
Appliance to the latest version. When upgrading, it's important to understand your InformaCast
Appliance's architecture as well as following the steps to upgrade through Webmin or the
command-line interface (CLI).

The upgrade steps in this topic only apply to version of InformaCast 12.0.1 and later. If you are using
a pre-12.0.1 version of InformaCast, you must follow the steps in “Upgrade InformaCast Pre-12.0.1”
on page 13-140 first.

If you are upgrading from InformaCast 12.0.1, 12.0.2, or 12.1.1, you will need to perform the steps in
either “Upgrade Through Webmin” on page 13-169 or “Upgrade Through the Command-line
Interface” on page 13-175 twice: once to upgrade to 12.17.1 and a second time to upgrade to the
current version.

Understand the InformaCast Appliance’s Architecture

The InformaCast Appliance is a dually-partitioned platform that is comprised of one active partition
and one inactive partition. Having two partitions means you can move between versions of
InformaCast easily while preserving the previous version in case of conflict.

When upgrading 12.0.1 and later, you load the new version to your inactive partition, and then switch
your inactive partition to be active. During an upgrade, all of your configuration information is carried
over to your new active partition.

)

Upgrade
InfoernaCast 12.0.1 nformaCast 12.0.2
Two Pariftions Two Partitions
Active Partition | Inactve Partition Active Partitlon | Inactve Parition
vidng {blank] w2002 W12.0.1

If this is your first upgrade, your inactive partition would initially be blank. If youve upgraded before,
your inactive partition would contain a past version of InformaCast.

In case of conflict, you can switch back to your previous version and continue using InformaCast as
before, although any changes you made while in your new version will not be carried over to your old
version.

When running as a virtual machine, InformaCast should be deployed on hardware supported by

VMware ESXi; however, you do not need to worry about upgrading your VMware tools in conjunction
with upgrading InformaCast because InformaCast doesn't use them. Instead, it uses Open VM Tools,
“a set of services and modules that enable several features in VMware products for better management
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»1

of, and seamless user interactions with, guests.”” Open VM Tools offers the same services as VMware

Tools, but simplifies your management because its upgrades are completely transparent to you,
occurring during InformaCast upgrades. There's nothing for you to manage or upgrade.

Upgrade Through Webmin
Use the following steps to Upgrade InformaCast 12.0.1 and later through Webmin.

)
Note If you're coming here from “Upgrade InformaCast Pre-12.0.1” on page 13-140, you can skip Steps 1
and 2.

A

Caution If you are upgrading from InformaCast 12.1.1, you cannot do so through Webmin. You will have to use
InformaCast’s command-line interface (see “Upgrade Through the Command-line Interface” on
page 13-175).

Step1l Declare an outage window and ensure that it falls outside of regular business hours.

Step 2 Back up InformaCast (see “Backup InformaCast’s Configuration” on page 11-14). Optionally, take a
VMware snapshot.

Step3 Ensure your InformaCast server(s) are in a GREEN state by logging in to the command-line interface
and running the show-system-health command.

If there are errors, you can learn more information about them by running the less
/vat/log/health-errors.log command.

Fix any errors and ensure your InformaCast server(s) are in a GREEN state before continuing with
your upgrade.

pe

Tip Contact Cisco TAC if you need further assistance in resolving your errors.

a~

Note The show-system-health command is only available for InformaCast servers 12.15.1 and
newer. If your InformaCast servers are older than 12.15.1, you can skip this step.

1. https://github.com/vmware/open-vm-tools

InformaCast Virtual Appliance Basic Paging
I Version 14.4.2 .m


https://github.com/vmware/open-vm-tools

| Chapter 13

System Management

Step4 Go to System Administration | General Configuration | License Key. The License Key page

Step 5

Step 6

appears.

License Key

+ Ganaral Configuration

InformaCast License Key

Licensing Maode
Application

Licensee

Sarver IP Addrass

Feature Codes

Application Parameters

Maximum Bell Schedules
Maximum IP Speakers

Maximum Phanes

Minamium
Manager Version

Maximum InfarmaCast Werzion

Maintenance Contract

Unified Communications

Basie Paging
InfarmaCast

Contact Singlewire

at sales@singlewire com

or +1.608.661.1140, option 1
to upgrade ta & parmansnt

ads d nofification Beense

Nol resticiad

Audio

UPLOAD NEW KEY WITH LICENSE MANAGER

Ensure that the Maximum InformaCast Version parameter is higher than the InformaCast version to
which you're upgrading. If it is not, you'll need to contact Cisco TAC, request a new license, and upload
it before continuing (see “Upload a New License” on page 4-2).

Download the upgrade file from cisco.com.
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Step7 Use PuTTY’s PSCP functionality to transfer your .upg file to your Virtual Appliance. PuTTY is
available as a free download and it should be installed on the machine from which you’ll transfer files
to the Virtual Appliance.

Step a.

Step b.

Step c.

Step d.

Open a command window on the machine on which you’ve saved your .upg file. A command
window appears.

rporation. ALl rights reserved.

Enter cd <directory> and press the Enter key, where <directory> is the location of your .upg
file. The command window refreshes to the location of your directory.

Enter pscp <file name> admin@<InformaCast Appliance IP Address>:/upgrade at
the prompt and press the Enter key, where <file name> is the name of your .upg file and
<InformaCast Appliance IP Address> is your actual Virtual Appliance’s IP address, e.g. pscp
CiscoPagingServer-UpgradeTo14.4.2_XXXX.upg admin@111.22.333.4: /upgrade.

)

Note If you are upgrading from InformaCast 12.0.1, 12.0.2, or 12.1.1, you'll want to enter
the CiscoPagingServer-UpgradeTo12.17.1_XXXX.upg file name.

Enter your Virtual Appliance password at the prompt and press the Enter key. The file will be
transferred.

All rights reserwved.

deb adnin@l2.

: ETn: AA:@A: 88 | 1A

“Dhown loads »
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Step8 Loginto Webmin (see “Log into Webmin” on page 3-14). The Webmin homepage appears.

© singlewire’
software

Systemn hostame |C (127.0.1.1)
Operating system  Singlewire InformaCast VMWara
Webmin version 1 620
Time on system Tue May 16 1003126 2017
Kemel and CPU Linux 4 1 B-yocto-standard on (685
Processor information Intel{R) Xeon(R) CPU E5-2665 0 @ 2 40GHz, 1 cores
System uptime 1 days, 1 hours. 20 minutes
Runming processes 87
CPU load averages 000 (1 min) 0.01 (5 ména) 0.05 (15 mins)
CPU usage 4% user 3% kemel 0% 10 93% idle
Real memory 3.94 GB total, 1.39 GB used

Vimual memory 8 GE total, 0 bytes used

Local disk space 99.73 GB total, 814 GB used

Step9 Go to System | Upgrade or Switch Versions. The Upgrade to a New Version or Switch Versions

page appears.

Module Config
Upgrade to a New Version or Switch Versions

This system has teeo copies of itsell. an active version and an inactive version. The aclive version is the one you ane using naw. The inactive
varsion is a holding arsa for either a new upgrade or an older version. A switch version will swap the inactive varsion for the active one

Active Version

The currently runining werskon s 12.0.1
An upgrade 1o version 12.0.2 s available. Avold using the system until the upgrade has finished

Upgrade 1o version 12.0.2

Inactive Version

The inactive varsion is empty. This is normal if the system has never been upgraded or the previous upgrade did not complele

On the Upgrade to a New Version or Switch Versions page, you can see the version of InformaCast
you are currently running in the Active VV'ersion area. InformaCast can also “see” that a new version is
available.

Because this is the first time InformaCast has been upgraded, the Inactive Version area is empty.
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Step 10 Click the Upgrade to version button in the Active 1 ersion area. The Upgrade to a New Version or
Switch Versions page refreshes.
Module Config
Upgrade to a New Version or Switch Versions

A you Swung you wan lo upgrade 10 12027

Canfirm upgrads 1o versian 12.0.2

Step 11 Click the Confirm upgrade to version button. The Upgrade to a New Version or Switch Versions
page refreshes and your upgrade begins.

Module Config

Upgrade to a New Version or Switch Versions

Upgrade is in progress. Please wait for it to complate. Closing this page does not affect the upgrade. When the upgrade succeeds, the system will
I
Le

E
switch versions automatically 1l'l":"

Cancel Upgrade

2017-04-04 10:24:46 Prepanng for upgradse
2017-04-04 102446 Extracting manifest

Cancel Upgrade

InformaCast Virtual Appliance Basic Paging
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During the upgrade, InformaCast will go through a number of processes and your Webmin window
will eventually look like it has errored. This happens when the Virtual Appliance server reboots.

Refresh the page and log into Webmin again. Note that the version of InformaCast (visible in the
Operating system line) has been upgraded.

~

Note Most upgrades are successful. If yours is not, you will notice it has failed when you log back
into Webmin and view InformaCast's version on the Webmin homepage.

Go to System | Upgrade or Switch Versions. The Upgrade to a New Version or Switch Versions
page appears.

Module Config
Upgrade to a New Version or Switch Versions

This system has two copies of itself, an active version and an inactive version. The active version is the one you are using nowe The inactive version
s @ holding area for either a new upgrade or an older version. A switch version will swap the inactive version for the active one

Upgrades are downloaded from the cloud sutornatically. By defaull. new upgrades are downloaded between 1:30a and 3 3a dailly. Once an upgrade is
downloaded, install it using this application

Active Version

The cumendly running version is 3.0.1

You are running the lalest available version
Inactive Version

The inactive version is 3.0.5. To activate i, switch versions

Switch version to 30.5

In the Active Version area, you can see your upgraded InformaCast is running, and it has all of the old
version’s configuration information in it. The Inactive 1 ersion area now holds your previous version of
InformaCast. If you click the Switch version button in the Inactive 1ersion area, you can revert back to
your old InformaCast version; however, any changes you made to your new version will not be reflected
if you revert.
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Note As of InformaCast 12.19.1, the InformaCast operating system and application ate 64-bit, and
may only run on 64-bit CPUs. As such, if you upgrade from a previous version of InformaCast
to 12.19.1, but then use the Switch version button to return to your previous version, you
cannot use the Switch version button again to return to 12.19.1. You will need to re-apply the
upgrade, i.e. use the Upgrade to version command. This does not apply to upgrades from
pre-12.18.1 to 12.18.1 or from 12.19.1 to post-12.19.1.

Step 14 Perform the steps in this section a second time (only required if you are upgrading from InformaCast

12.0.1, 12.0.2, or 12.1.1). When you get to this step, enter the
CiscoPagingServer-UpgradeTo14.4.2_XXXX.upg file name.

Step 15 Clear your web browser’s cache.

Step 16 Perform any necessary post-upgrade steps, depending on your environment:

e If your starting version of InformaCast was 11.0.5 and earlier and you were previously using SIP
and you had configured it to work with TLS, you will need to select the Secure Signaling
Required checkbox on the SIP Call Security page before any InformaCast features using SIP will
work (see “Enable SIP Call Security” on page 8-88).

e Ifyour starting version of InformaCast was 11.5.2 and earlier, the backup process changed between
the 11.x and 12.x versions of InformaCast. You will need to re-configure your backup of
InformaCast (see “Manage InformaCast Backups” on page 11-11).

e Ifyou previously had a signed certificate, new security requirements necessitate regenerating it (see
“Create and Install a Signed Certificate” on page 13-125).

Upgrade Through the Command-line Interface

~

Note

A

Use the following steps to Upgrade InformaCast 12.0.1 and later through the command-line interface.

If you're coming here from “Upgrade InformaCast Pre-12.0.1” on page 13-140, you can skip Steps 1
and 2.

Caution

Step 1
Step 2

Step 3

If you are upgrading from InformaCast 12.1.1 to the current version, you must use InformaCast’s
command-line interface (CLI).

Declare an outage window and ensure that it falls outside of regular business hours.

Back up InformaCast (see “Backup InformaCast’s Configuration” on page 11-14). Optionally, take a
VMware snapshot.

Ensure your InformaCast server(s) are in a GREEN state by logging in to the command-line interface
and running the show-system-health command.

If there are errors, you can learn more information about them by running the less
/vat/log/health-etrors.log command.
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Step 4

Step 5

Step 6

System Management

Fix any errors and ensure your InformaCast server(s) are in a GREEN state before continuing with
your upgrade.

Contact Cisco TAC if you need further assistance in resolving your errors.

S

Note

The show-system-health command is only available for InformaCast servers 12.15.1 and
newer. If your InformaCast servers are older than 12.15.1, you can skip this step.

Go to System Administration | General Configuration | License Key. The License Key page
appears.

License Key 7]

¢« Gonaral Configurafion

InformaCast License Key

Licensing Maode Baskc Paging

InfarrmaCast

Application

Licensee

to upgrads ta & parmansnt

nofification Beense

Sarvar IP Addrass rictad

Feature Codes

Application Parameters

Maximum Bell Schedules

Maximum IP Speakers
Maximum Phanes 50
Minamiu &0 Unified Communications

Manager Version

Maximum Infarmal ast Verzion

Maintenance Contract

Ensure that the Maximum InformaCast Version parameter is higher than the InformaCast version to
which you're upgrading. If it is not, you'll need to contact Singlewire, request a new license, and upload
it before continuing.

UPLOAD NEW KEY WITH LICENSE MANAGER

Download the upgrade file from cisco.com.
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Step7 Use PuTTY’s PSCP functionality to transfer your .upg file to your Virtual Appliance. PuTTY is
available as a free download and it should be installed on the machine from which you’ll transfer files
to the Virtual Appliance.

Step a.

Step b.

Step c.

Step d.

Open a command window on the machine on which you’ve saved your .upg file. A command
window appears.

rporation. ALl rights reserved.

Enter cd <directory> and press the Enter key, where <directory> is the location of your .upg
file. The command window refreshes to the location of your directory.

Enter pscp <file name> admin@<InformaCast Appliance IP Address>:/upgrade at
the prompt and press the Enter key, where <file name> is the name of your .upg file and
<InformaCast Appliance IP Address> is your actual Virtual Appliance’s IP address, e.g. pscp
CiscoPagingServer-UpgradeTo14.4.2_XXXX.upg admin@111.22.333.4: /upgrade.

)

Note If you are upgrading from InformaCast 12.0.1, 12.0.2, or 12.1.1, you'll want to enter
the CiscoPagingServer-UpgradeTo12.17.1_XXXX.upg file name.

Enter your Virtual Appliance password at the prompt and press the Enter key. The file will be
transferred.

All rights reserwved.

deb adnin@l2.

: ETn: AA:@A: 88 | 1A

“Dhown loads »
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Step8 Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step9 Enterls upgrade at the prompt and press the Enter key. The command-line interface refreshes.

Step 10 Ensure that only one upgrade file exists in the upgrade directory.

Je

Tip If there's more than one file, delete it by entering rm upgrade/<name of file> at the prompt
and pressing the Enter key. Enter y at the prompt to confirm the deletion and press the Enter
key. The file is removed.

Step 11 Enter apply-upgrade at the prompt and press the Enter key. The system will begin the upgrade.

When complete, InformaCast will automatically restart and boot to the new version.

InformaCast Virtual Appliance Basic Paging
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Note Most upgrades are successful. If yours is not, you will notice it has failed when you log back

into the command-line interface and view InformaCast's version in the console window.

Step 12 Perform the steps in this section a second time (only required if you are upgrading from InformaCast
12.0.1,12.0.2, or 12.1.1). When you get to this step, enter the
CiscoPagingServer-UpgradeTo14.4.2_XXXX.upg file name.

Step 13 Perform any necessary post-upgrade steps, depending on your environment:

e If your starting version of InformaCast was 11.0.5 and earlier and you were previously using SIP
and you had configured it to work with TLS, you will need to select the Secure Signaling
Required checkbox on the SIP Call Security page before any InformaCast features using SIP will
work (see “Enable SIP Call Security” on page 8-88).

e Ifyour starting version of InformaCast was 11.5.2 and earlier, the backup process changed between
the 11.x and 12.x versions of InformaCast. You will need to re-configure your backup of
InformaCast (see “Manage InformaCast Backups” on page 11-11).

e If you previously had a signed certificate, new security requirements necessitate regenerating it (see
“Create and Install a Signed Certificate” on page 13-125).

Switch Virtual Appliance Versions

Virtual Appliance's dually-partitioned platform (comprised of one active partition and one inactive
partition) means that you can upgrade to a new version of InformaCast while preserving the one in case
of conflict. The switch-version command allows you to switch your inactive partition with your active
one, restoring your older version of InformaCast.

Stepl Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The

command-line interface appears, showing you that you’re logged in.

InformaCast Virtual Appliance Basic Paging
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Step2 Enter switch-version at the prompt and press the Enter key. The command-line interface refreshes
and begins the process of switching your active and inactive partitions.

Note This process will reboot the Virtual Appliance.

Note As of InformaCast 12.19.1, the InformaCast operating system and application are 64-bit, and
may only run on 64-bit CPUs. As such, if you upgrade from a previous version of InformaCast
to 12.19.1, but then use the switch-version command to return to your previous version, you
cannot use the switch-version command again to return to 12.19.1. You will need to re-apply
the upgrade, i.e. use the apply-upgrade command. This does not apply to upgrades from
pre-12.18.1 to 12.18.1 or from 12.19.1 to post-12.19.1.

Return the InformaCast Appliance to its Original System State

The factory-reset command will return your InformaCast Appliance to its original system state, i.e.
erase all of the information stored on your InformaCast Appliance in an attempt to restore it to its
original manufacturer settings.

InformaCast Virtual Appliance Basic Paging
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Step1l Log into the command-line interface (see “Log into the Command-line Interface” on page 3-16). The
command-line interface appears, showing you that you’re logged in.

Step 2 Enter factory-reset at the prompt and press the Enter key. Your InformaCast Appliance will go
through several steps of resetting its partitions back to their original state before rebooting itself.

InformaCast Virtual Appliance Basic Paging
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Release Notes

InformaCast

Compatibility

New Features

The following sections contain the release notes for InformaCast from version 8.3 (Basic Paging’s
inception) through the current version.

14.4.2

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, 12.5.1, and 14.0.1.

New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

e For 8.3 or 8.4 versions to the current version, you will install three package files and two ISO files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-14.4.2.i50)

e For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO files
(CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0)

e For9.1.1,11.0.1,11.0.2, or 11.0.5 to the current version, you will install one package file two ISO
files (CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.2.is0)

e For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-14.4.2.is0)

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade process.
For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1, reboot the
InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual Appliance, upgrade
to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.2. For 8.5.1, 9.0.1, and 9.0.2 versions of the
InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the InformaCast Virtual Appliance,
upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.2. For 9.1.1, 11.0.1, 11.0.2, 11.0.5
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versions of the InformaCast Virtual Appliance, you must upgrade to 11.5.2, upgrade to 12.17.1, and
finally upgrade to 14.4.2. For 11.5.1, 11.5.2, 12.0.1, 12.0.2 and 12.1.1 versions of the InformaCast
Virtual Appliance you must first upgrade to 12.17.1 and then you can upgrade to 14.4.2.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Log4j2 Vulnerabilities Mitigated. On December 9, 2021, Log4j team disclosed a high-severity
vulnerability in multiple versions of Log4j2 (see CVE-2021-44228 for more details). A second
vulnerability was discovered on December 14 (see CVE-2021-45046 for more details) Upgrading to
InformaCast 14.4.2 includes Log4j2 version 2.16, which resolves both vulnerabilities. Search for
CSCwa47395 in Cisco’s bug search tool for current details.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

14.4.1

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, 12.5.1, and 14.0.1.

e Merged Separate Environment Types. Past versions of InformaCast had separate
environments, e.g. one for users of Cisco Unified Communications Manager and one for Hybrid
Runtime Environments (or non-Cisco Unified CM users), and those environments dictated the
user interface elements you were able to see. There were even separate user guides.

InformaCast 14.4.1 merges these separate environments into one, and makes the following
improvements:

— Organizations can now have Cisco IP phones for Unified CM and IP phones for cloud calling
instead of only one or the other.

— Moving from an installation of InformaCast integrated with Cisco Unified Communications
Manager to one without it no longer requires rebuilding InformaCast from scratch.

— New and upgraded installations of InformaCast integrated with Cisco Unified CM no longer
have a default cluster, which lessens code complexity and improves stability. These installations
can also delete all Cisco Unified CM clusters, including those set as Primary.

— Deleting all Cisco Unified CM clusters stops any previous Cisco IP phone for Unified CM
activations, and the next scheduled phone cache update job removes all Cisco IP phones from
InformaCast’s cache.

— New and upgraded installations of InformaCast integrated with Cisco Unified CM can now
take advantage of SIP server groups and SIP registrations when establishing SIP
communication between InformaCast and Cisco Unified CM.
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— FPeatures’ user interface pages that require the configuration of a Cisco Unified CM cluster now
display a banner (if that cluster isn’t configured), alerting users of that prerequisite and directing
them to the user interface page where they can configure a cluster.

New System Health Alarms. Three new system health alarms were added. In installations of
InformaCast integrated with Cisco Unified CM, two new alarms, AL-ICCTIPAUTH and
AL-ICCTIPOQOS, alert you if InformaCast’s CTI communication to Cisco Unified CM is
misconfigured or missing. For all installations of InformaCast, the new AL-ICMSPACE alarm
alerts you if InformaCast is running low on Java Virtual Machine (JVM) Metaspace memory, i.e.
less than 1% left. If any of these alarms are RED, the Overall alarm will also show RED. RED
alarms indicate that notification delivery is impacted. You should investigate and remediate them
immediately. See “Display System Health Information” on page 13-54 for more information.

Improved the Format of the InformaCast REST API Log. The REST API log’s format
changed from .log to .json, making it machine-readable and protecting against log injection from
user-supplied data in API requests. The show-log-restapi and follow-log-restapi CLI commands
remained the same.

Redact IP Addresses from Unencrypted Log Bundles. Within unencrypted log bundles are IP
addresses that you may not want to expose to anyone outside of your organization. If you're in this
situation, you can use the new redact-last-log-bundle command to replace all IP addresses in your
most recent log bundle with placeholders, such as “IPADDRESS_1” and “IPADDRESS_2,” etc.

New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-14.4.1.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and two ISO
files (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115To-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-14.4.1.is0)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO
files (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file two
ISO files (CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.4.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-14.4.1.is0)

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade
process. For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1,
reboot the InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual
Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.1. For 8.5.1,9.0.1, and
9.0.2 versions of the InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the
InformaCast Virtual Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to
14.4.1. For 9.1.1, 11.0.1, 11.0.2, 11.0.5 versions of the InformaCast Virtual Appliance, you must
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upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.4.1. For 11.5.1, 11.5.2, 12.0.1,
12.0.2 and 12.1.1 versions of the InformaCast Virtual Appliance you must first upgrade to 12.17.1
and then you can upgrade to 14.4.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

14.2.1

The following information pertains to InformaCast 14.2.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, 12.5.1, and 14.0.1.

e Display Your Consent Token. The show-latest-consent-token command allows you to display
your most recent consent token, which was generated during your performance of either the
enable-support or recovery commands. In combination with your token ID number, your
consent token secures communication between yourself and Cisco TAC.

o New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-14.2.1.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— Tor 8.3 or 8.4 versions to the current version, you will install three package files and two ISO
files (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115T0-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-14.2.1.is0)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO
files (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.2.1.is0)

— For 9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file two
ISO files (CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.2.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-14.2.1.is0)

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging


https://www.singlewire.com/help/basic/#t=InformaCast_Fusion%2FWebmin%2FUpgrade_On-premises_Server.htm
https://tools.cisco.com/bugsearch/

| Chapter 14

Resolved Caveats

InformaCast

Compatibility

New Features

Release Notes W

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade
process. For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1,
reboot the InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual
Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.2.1. For 8.5.1,9.0.1, and
9.0.2 versions of the InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the
InformaCast Virtual Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to
14.2.1. For 9.1.1, 11.0.1, 11.0.2, 11.0.5 versions of the InformaCast Virtual Appliance, you must
upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.2.1. For 11.5.1, 11.5.2, 12.0.1,
12.0.2 and 12.1.1 versions of the InformaCast Virtual Appliance you must first upgrade to 12.17.1
and then you can upgrade to 14.2.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

14.0.1

The following information pertains to InformaCast 14.0.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, 12.5.1, and 14.0.1.

e Multiple Package Updates Improved Security. The software packages InformaCast uses within
its build have been updated, improving the security of the system as a whole. Singlewire strongly
recommends upgrading to the latest version of InformaCast.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-14.0.1.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— Tor 8.3 or 8.4 versions to the current version, you will install three package files and two ISO
files (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115T0-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-14.0.1.is0)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO
files (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-14.0.1.is0)
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— For 9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file two
ISO files (CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.iso, and
CiscoPagingServer_UpgradeFrom1217To-14.0.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-14.0.1.is0)

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade
process. For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1,
reboot the InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual
Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.0.1. For 8.5.1,9.0.1, and
9.0.2 versions of the InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the
InformaCast Virtual Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to
14.0.1. For 9.1.1, 11.0.1, 11.0.2, 11.0.5 versions of the InformaCast Virtual Appliance, you must
upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 14.0.1. For 11.5.1, 11.5.2, 12.0.1,
12.0.2 and 12.1.1 versions of the InformaCast Virtual Appliance you must first upgrade to 12.17.1
and then you can upgrade to 14.0.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Announcements

e Newly Supported Communications Manager. Cisco’s Unified Communications Manager
14.0.1 is now supported by InformaCast.

e Two Certificates Now Required for DialCasts Using Secure SIP over TLS. Using a secure
SIP trunk now requires you to download two certificates from Unified Communications Manager:
CallManager.pem and CallManager-ECDSA.pem. Both of these certificates must then be installed
on InformaCast in order for DialCasts to succeed.

e vSphere May Prevent Changes to Virtual Machine Settings. The latest version of vSphere
supported by InformaCast seems to handle the CD/DVD drive differently than previous vSphete
versions. By default, vSphere has a CD/DVD drive configured to connect to the host CD/DVD;
however, InformaCast doesn't use it. In the past, this was not a problem. In vSphere 7.0, if there is
no host CD/DVD in the VMware ESXi server, vSphere will refuse to save the virtual machine, and
you won't be able to save changes to InformaCast's vSphere settings. While Singlewire works to
resolve this issue with vSphere, if you encounter this issue, edit your virtual machine and either
remove the CD/DVD entirely or select the option to connect the CD/DVD to a client drive.
Neither option has any effect on InformaCast. New installations of InformaCast are unaffected by
this issue.

Resolved Caveats

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.
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InformaCast 12.22.2

Compatibility

New Features

The following information pertains to InformaCast 12.22.2.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, and 12.5.1.

e TLS 1.2 is Default Supported Protocol. For new installations, HTTPS requests to the

InformaCast Appliance now require TLS 1.2. This applies to requests from web browsers and API
clients. Upgrading customers will retain their current TLS settings, which likely include insecure
versions. Customers who wish to adjust their TLS and SSL supported versions can do so using the
configure-ssl-parameters command; however, Singlewire recommends that all customers configure
their systems to use only TLS 1.2.

New SIP Log. A new SIP log, sipOptions.log, was created to simplify SIP logging and enhance
the readability of the sipStack.log, which is one of the more high-traffic InformaCast logs. The
sipOptions.Jlog—accessible from the Log Directory page and the command-line
interface—records the SIP OPTIONS requests sent from InformaCast to other SIP servers, e.g.
LPI SIP server groups and SIP speaker telephony providers, and the SIP OPTIONS requests sent
to InformaCast by other SIP servers.

New Upgrade File for pre-12.0.1 Versions of InformaCast. Two new files
(CiscoPagingServer_UpgradeFrom115To-12.17.1.iso and
CiscoPagingServer_UpgradeFrom1217To-12.22.2.is0) have been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and two ISO
files (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, CiscoPagingServer_UpgradeFrom115To-12.17.1.is0,
and CiscoPagingServer_UpgradeFrom1217To-12.22.2.i50)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and two ISO
files (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To0-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-12.22.2.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file two
ISO files (CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0, and
CiscoPagingServer_UpgradeFrom1217To-12.22.2.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115T0-12.22.2.150)

InformaCast Virtual Appliance 8.5.1, 9.1.1, 11.5.x and 12.17.1 are waypoints in the upgrade
process. For 8.3 and 8.4 versions of the InformaCast Virtual Appliance, you must upgrade to 8.5.1,
reboot the InformaCast Virtual Appliance, upgrade to 9.1.1, reboot the InformaCast Virtual
Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 12.22.2. For 8.5.1, 9.0.1,
and 9.0.2 versions of the InformaCast Virtual Appliance, you must upgrade to 9.1.1, reboot the
InformaCast Virtual Appliance, upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to
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12.22.2. For 9.1.1, 11.0.1, 11.0.2, 11.0.5 versions of the InformaCast Virtual Appliance, you must
upgrade to 11.5.2, upgrade to 12.17.1, and finally upgrade to 12.22.2. For 11.5.1, 11.5.2, 12.0.1,
12.0.2 and 12.1.1 versions of the InformaCast Virtual Appliance you must first upgrade to 12.17.1
and then you can upgrade to 12.22.2.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Unrelated Issue Triggers .2 Release. An issue unrelated to Basic InformaCast required a .2 release
of InformaCast 12.22. There are no new features for InformaCast 12.22.2, just the new upgrade files
for pre-12.0.1 versions of InformaCast.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.

InformaCast 12.20.1

Compatibility

New Features

The following information pertains to InformaCast 12.20.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, and 12.5.1.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file

(CiscoPagingServer_UpgradeFrom115T0-12.20.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.20.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.20.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.20.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.20.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual

Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.20.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
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to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.20.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.20.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.20.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast 12.19.2

Compatibility

New Features

The following information pertains to InformaCast 12.19.2.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, and 12.5.1.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file

(CiscoPagingServer_UpgradeFrom115To-12.19.2.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.19.2.is0)

— For8.5.1,9.0.1, or 9.0.2 to the cutrent version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.19.2.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115T0-12.19.2.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115T0-12.19.2.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.19.2. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.19.2.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.19.2. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.19.2.
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If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves

fewer steps and files.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast 12.19.1

Compatibility

New Features

The following information pertains to InformaCast 12.19.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.5.1, 12.0.1, and 12.5.1.

Improved Phone Activation and Deactivation Times. InformaCast now adheres to Unified
Communications Manager's Maximum Devices Per Provider parameter, which sets the maximum
number of devices that can be opened by a CTT application instance, i.e. InformaCast. With this
adherence, InformaCast will no longer open more devices on Unified Communications Manager
than is allowed by the Maximum Devices Per Provider parameter, improving the speed at which
broadcasts can reach your audience.

New Location for the Send Commands to Phones by JTAPI and Create Telephony
Terminals for All Phones Checkboxes. The Send Commands to Phones by JTAPI and
Create Telephony Terminals for All Phones checkboxes have moved from the Broadcast
Parameters page to the Edit Cisco Unified Communications Manager Cluster page for each cluster
you have on your InformaCast server. InformaCast's adherence to Unified Communications
Manager's Maximum Devices Per Provider parameter necessitated this move.

Moved Broadcast Parameters Menu Option. The Broadcast Parameters menu option has
moved from System Administration | Telephony to a more intuitive location of System
Administration | General Configuration.

New Major/Minor Release Versions for Backups. InformaCast's backup files now include the
major/minor release versions, e.g. informacast12.19.gpg versus informacast12.17.gpg. Due to this
change, when restoring InformaCast from a backup, you are only able to select backup files that
are compatible with your major/minor version of InformaCast, e.g. you can backup on 12.19.1 and
restore on 12.19.2, but not 12.20.1. In addition, you may want to delete backups from previous
versions as they are now incompatible. InformaCast will only automatically delete the oldest
version of a backup once the Number of backups to keep on SFTP server parameter is met.
Any other deletions will need to be done manually.

New Supported ESXi Version. VMware ESXi 7.0 is now supported by virtual InformaCast
Appliances/on-premises servers. If you are still running a VMware version prior to 6.0, you are
strongly encouraged to upgrade to 7.0, or at least 6.0.
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Import Your Signed Certificate to InformaCast's SIP Trust Store. To use secure SIP, i.c.
Session Initiation Protocol (SIP) over Transport Level Security (TLS), you must have a certificate
for the SIP service in InformaCast's SIP cettificate store. By default, it’s a self-signed cettificate,
but you may want to install a signed certificate instead. If you have already installed your root and
intermediate Certificate Authority (CA) certificates that you used to sign the InformaCast
certificate on Unified Communications Manager, you can use InformaCast's
import-ssl-cert-to-sip-store command to copy that certificate into InformaCast's SIP trust store.
Unified Communications Manager will see that the InformaCast certificate was signed by the
intermediate CA, which was signed by the root CA, and because Unified Communications
Manager trusts the root CA, it will trust anything signed by the root CA.

Phone Cache Security Improvements. InformaCast's phone cache contains Personally
Identifiable Information (PII). As such, it is now encrypted while at rest to protect its information.

New Phone Cache Command. When troubleshooting phone issues, you may find it helpful to
read InformaCast's phone cache. Since it's encrypted, you'll need to run the show-phone-caches
command to obtain an unencrypted file of information.

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115T0-12.19.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.19.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To0-12.19.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To0-12.19.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.19.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.19.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.19.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.19.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.19.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Discontinued Support for Cisco Unified Communications Manager 11.0.x. InformaCast no
longer supports 11.0.x versions of Cisco Unified Communications Manager due to these versions
reaching Cisco’s end of software maintenance date.
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e Discontinued Support for Certain Phone Models. InformaCast no longer supports the 7920,

7905, and 7912 models of Cisco IP phones due to these models losing support through Cisco’s end
of software maintenance date for 11.0.x versions of Cisco Unified Communications Manager.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast 12.17.1

Compatibility

New Features

The following information pertains to InformaCast 12.17.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

Improved Display and Behavior for Tables. The display and behavior of tables within
InformaCast’s user interface has been improved to remember user preferences for display values
across tables, e.g. selecting 25 from the Rows per page dropdown menu on the Messages page will
carry across to other tables like the table on the Recipient Groups page. Additionally, tables no
longer scroll within their contained spaces, e.g. selecting 10 from the Rows per page dropdown
menu for any table will no longer display seven results and force you to scroll for the last three.

New Ability to Easily Find a Phone's Recipient Groups. You can now enter the complete DN
or IP address of a phone and display the recipient groups of which it is a member. Quickly and
easily determining a phone's recipient groups can be useful when discovering why a phone is
getting a certain broadcast, determining whether removing/moving a phone will affect people's
ability to receive broadcasts, or troubleshooting why a phone didn't get a broadcast.

New System Health Monitoring. show-system-health is a new command available through the
command-line interface that displays the status of several metrics in the InformaCast Appliance:
Clock, Disk Utilization, Network, System Services, System Resources, and Overall. Each metric is
paired with a measurement of its health, e.g. GREEN, YELLOW, or RED, and each measurement
connotes your level of concern. If a metric is GREEN, everything is running as expected. If a
metric is YELLOW, the system is impacted, broadcasts will still be delivered, but you should
investigate this metric when you have the time. If a metric is RED, broadcast delivery is impacted,
and you should investigate and remediate this metric immediately. Checking your system health can
aid in troubleshooting network issues, and configuring system alarms based on changes in system
health can alert you quickly to situations that need to be resolved.

Include InformaCast Logs in your Syslog Infrastructure. If you're using your own
infrastructure to collect and store log information from syslog clients, you can now include various
InformaCast logs in that infrastructure with the configure-logging command.

New Logging Command. The show-logging command displays InformaCast's logging
configuration, which may be useful when validating that the logging information you entered is
correct or when troubleshooting the reason you're receiving too many logs or not enough.
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e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file

(CiscoPagingServer_UpgradeFrom115To0-12.17.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.17.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.17.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.17.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.17.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.17.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.17.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.17.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Discontinued Support for Cisco Unified Communications Manager 10.x.x. InformaCast no
longer supports 10.x.x versions of Cisco Unified Communications Manager due to these versions
reaching Cisco’s end of software maintenance date.

Discontinuing Support for Cisco Unified Communications Manager 11.0.x. In a subsequent
release of InformaCast, 11.0.x versions of Cisco Unified Communications Manager will no longer
be supported due to these versions reaching Cisco’s impending end of software maintenance date.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.
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InformaCast 12.15.1

The following information pertains to InformaCast 12.15.1.

Compatibility

New Feature

Announcement

Resolved Caveats

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115T0-12.15.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

For 8.3 or 8.4 versions to the current version, you will install three package files and attach one ISO
file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
and CiscoPagingServer_UpgradeFrom115T0-12.15.1.i50)

For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one ISO
file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To0-12.15.1.is0)

For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and attach
one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.15.1.is0)

For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer UpgradeFrom115To-12.15.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.15.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.15.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.15.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.15.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Streamlining Support for Cisco Unified Communications Manager 10.x.x. In a mid-2020 release
of InformaCast, 10.x.x versions of Cisco Unified Communications Manager will no longer be
supported due to these versions reaching Cisco’s end of software maintenance date.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.
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InformaCast 12.13.1

Compatibility

New Features

Known Issue

The following information pertains to InformaCast 12.13.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

e Newly Redesigned User Interface. Notice something different? InformaCast now has an

entirely redesigned user interface. This new Ul enhances in-application navigation, provides
upfront feature explanations, improves accessibility, and raises application and browser security.

Learn more by taking a tour through the new UL

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To0-12.13.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.13.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.13.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115T0-12.13.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.13.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.13.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.13.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.13.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.13.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Upgrades to InformaCast 12.13.1 Require a Browser Restart. If you are upgrading to InformaCast
12.13.1, you must close your browser window/tabs before you will be allowed to log into InformaCast.

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging


https://www.singlewire.com/informacast-advanced
https://www.singlewire.com/help/basic/#t=InformaCast_Fusion%2FWebmin%2FUpgrade_On-premises_Server.htm

| Chapter 14

Release Notes W

Resolved Caveats
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(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast 12.11.1

The following information pertains to InformaCast 12.11.1.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

New Features

e New CTI Security for InformaCast and CTI-connected Plugins. Computer Telephony
Integration over Transport Layer Security (CTI over TLS) and CTI with Secure Real-Time
Transport Protocol (CTI with SRTP) are now available with InformaCast. CTI over TLS ensures
that communication between InformaCast and Unified Communications Manager is secure, and
CTI with SRTP ensures that communication between InformaCast and its Cisco IP phones is
secure. Aside from increased security, some environments, such as Cisco’s Hosted Collaboration
Solution for Government (HCS-G), require it.

e New InformaCast Physical Appliance. Previously available only as a virtual appliance, the
InformaCast server is now also available as a physical appliance. The InformaCast Physical
Appliance (model number IPTA-IAS) has an Intel Celeron N3160 1.6GHz quad core processor
with 4GB of RAM and a 128GB solid state drive (SSD). Having a physical appliance instead of a
virtual one allows you to run InformaCast without also having to run VMware.

~

Note The InformaCast Physical Appliance is not available with InformaCast Basic Paging.

e New InformaCast Terminology. Due to the addition of a physical appliance, InformaCast
Virtual Appliance will now be known as InformaCast Appliance. The “InformaCast Appliance”
term applies to both InformaCast as a bundled package, i.e. InformaCast the application,
PushToTalk, InformaCast the server, Control Center, etc., or as the platform on which everything
rests, i.e. InformaCast the server. Where there are differences between administering the virtual
server and the physical one, InformaCast Virtual Appliance and InformaCast Physical Appliance
will be used, respectively.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To-12.11.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115To-12.11.1.is0)

InformaCast Virtual Appliance Basic Paging
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— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To0-12.11.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.11.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.11.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.11.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade
to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.11.1.
For 9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2
and then continue to upgrade to 12.11.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance,
you can upgrade directly to 12.11.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

Newly Redesigned User Intetface. Coming soon! A subsequent version of InformaCast boasts
an entirely redesigned user interface. This new UI enhances in-application navigation, provides
upfront feature explanations, improves accessibility, and raises application and browser security.

Learn more by taking a tour through the new UI.

New API Opt-in Discussion Group. Sign up to the API Developer Announcements
broadcast-only discussion group within Singlewire’s Support Community

(http://support.singlewire.com/s/api) and receive updates on additions and changes to

InformaCast’s API environment.

Streamlined Support for Cisco Unified Communications Manager 10.0.x. 10.0.x versions of
Cisco Unified Communications Manager are no longer supported due to these versions reaching
Cisco’s end of software maintenance date.

Streamlined Support for Internet Explorer 11. In a 2019 fourth quarter release of InformaCast,
Internet Explorer 11 will no longer be a supported web browser due to its inherent security issues
and poor support for essential InformaCast components.

Streamlining Support for Cisco Unified Communications Manager 10.x.x. In a mid-2020
release of InformaCast, 10.x.x versions of Cisco Unified Communications Manager will no longer
be supported due to these versions reaching Cisco’s end of software maintenance date.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.
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InformaCast 12.5.1

The following information pertains to InformaCast 12.5.1.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.0.1, 10.5.2, 11.0.1, 11.5.1, 12.0.1, and 12.5.1.

New Features

e New Login Banners. Login banners allow you to display text to your users before and/or after
they log into InformaCast. You could use login banners to welcome users to your alert system,
make them aware of acceptable use policies, or let them know the data they enter is owned and
governed by your company.

e New OS and Application Credentials Password Recovery Management. If you lose your
Virtual Appliance’s password or accidentally delete admin, your default superuser account, you can
contact Cisco TAC. Together, you’ll use InformaCast’s built-in process to recover your password.
You also gain the ability to turn off/on this functionality.

e New SNMP Monitoring. Listening on port 1161, InformaCast’s embedded SNMP agent can be
paired with your own Network Management Software (NMS) in order to monitor certain aspects
of InformaCast, e.g. the last time a phone rebuild succeeded, InformaCast’s version, etc. Several
OIDs, both native and InformaCast-specific are available for your use as well as both native and
InformaCast-specific MIBs. In addition to this new polling functionality, several new commands
allow you to display your current configuration, restart the SNMP monitoring service, or remove
your SNMP configuration entirely.

o New Controls for SSL Parameters. InformaCast now allows you to enable/disable the various
SSL and TLS versions it supports as well as limit the protocols available for accessing the
InformaCast Virtual Appliance landing page.

e New Signed Certificates Process. The process for importing signed certificates into
InformaCast has improved to allow for a chain of trust certificates, e.g. a root certificate and any
intermediate certificates. InformaCast has also become more rigorous in its validating of trust:
whenever it reboots, InformaCast will check that its trust certificates are still valid. This extra
validation improves your security against MITM attacks. As a result of these improvements, if you
are upgrading from a pre-12.0.1 version of InformaCast, you’ll need to enter SSL information in
order for InformaCast to generate its self-signed certificate. If you’re upgrading from a post-12.0.1
version of InformaCast and you had previously imported a signed certificate, you’ll need to import
it again.

e New NTP Controls within the Virtual Appliance. InformaCast now uses the Network Time
Protocol daemon (ntpd) for time synchronization. Several new commands are available to you,
allowing for more granular control of your NTP configuration:

— show-time-configuration lists your currently configured NTP server(s)
— configure-time allows you to change your NTP server(s)

— show-time-status displays the current state of the NTP daemon and whether InformaCast is
in sync with it

InformaCast Virtual Appliance Basic Paging
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Newly Supported vINIC Type. InformaCast again supports vmxnet3 Ethernet VMware virtual
Network Interface Cards (previous versions of InformaCast supported either the penet32/vlance
or ¢1000 vNIC type). Depending on your originating version of InformaCast, you will have
different vINIC types:

— When you install InformaCast for the first time, your vINIC will be automatically set to the
vmxnet3 type.

— When you upgrade from an 11.5.x version, you will continue to use the pcnet32/vlance type.

— When you upgrade from a 12.x version of InformaCast, you will continue to use the e1000
vNIC.

For both pcnet32/vlance and 1000, there is no immediate need to change vNIC types: both are
supported by InformaCast 12.5.1 on vSphere 6.5.

New Enable the Support Account Workflow. The process for enabling the Support account has
changed to improve its usability and fall more in line with other server platform changes.
enable-support, a command for the command-line interface, lets Cisco TAC access your Virtual
Appliance to aid in troubleshooting issues.

Security Enhancements Necessitate Button Removal. If you’re using the Inbound CAP
Message Service ICMS) to push CAP alerts to InformaCast, you can no longer stop and restart
the service from the Inbound CAP plugin’s Configuration page. Singlewire is working hard to
improve the security of InformaCast. Sometimes, this necessitates the removal of trivial
functionality to improve overall security.

Change to Webmin’s URL. Singlewire is moving away from custom ports due to the additional
firewall configuration and security controls involved with them. As part of this move, Webmin’s
URL has changed to https://<InformaCast Virtual Appliance IP Address>/webmin. For now, the
previous Webmin URL will redirect to the new one.

New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115T0-12.5.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115T0-12.5.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the cutrent version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115T0-12.5.1.i50)

— For 9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.5.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer UpgradeFrom115To-12.5.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual

Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.5.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.5.1. For

| Version 14.4.2

InformaCast Virtual Appliance Basic Paging



| Chapter 14

Resolved Caveats

InformaCast

Compatibility

New Features

Release Notes W

9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.5.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.5.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

12.1.1

The following information pertains to InformaCast 12.1.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.

e New SIP Profile Requirement. Previously only required for SIP with SRTP, adding a SIP profile
to your SIP trunk is now required for SIP functionality. This is a configuration precaution: SIP
profiles are required for full-duplex intercom calling; however, InformaCast doesn’t know whether
you plan to use intercom calling now or in the future (or upgrade from InformaCast Basic Paging
to Advanced Notification). To avoid this important configuration step being missed, SIP profiles
are now required regardless of a SIP trunk’s security.

e SIP Access Exceptions Can Include Subnets. You can now include or exclude entire subnets
of hosts when configuring your SIP access for InformaCast. If you have a lot of devices to add,
specifying a subnet instead of adding an exception for each device can save you time.

e Send Silent RTP Packets with the DialCast IVR. A new checkbox on the Broadcast Parameters
page, Send Silence with DialCast IVR, allows the DialCast Interactive Voice Response IVR) to
send RTP packets that contain silence to the caller after the IVR has finished interacting with it. A
DialCast call consists of one audio stream that contains the audio sent by the calling party to
InformaCast, and another that contains the audio sent by the DialCast IVR. Sending silent RTP
packets is necessary when the party making a DialCast call needs to receive audio during the entire
call in order to prevent it from terminating the call due to petrceived inactivity.

e Enhance Security with One-time Passwords. One-time passwords enhance the security of the
HTTP communication between InformaCast and Unified Communications Manager by pairing
your device’s name with an ever-changing password instead of static application user credentials.

e Improved Phones’ Displays. Many models of Cisco IP phones received updates to their display
capabilities, improving the legibility of broadcasts. These updates included automatic text resizing,
an enlarged display, and improved bit depth.

e Newly Supported Phones. InformaCast now supports the following Cisco IP phone models:
7832, and 8832.
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e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To-12.1.1.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115T0-12.1.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.1.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.1.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.1.1. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.1.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.1.1.

If you’re already using InformaCast 12.0.1 or later, ignore this note; your upgrade process involves
fewer steps and files.

e Updated Certificates Command. The regenerate-certificates command was not updating all
of InformaCast’s system certificates in previous versions. This has been corrected.

e Fixed Webmin Communication. If you changed InformaCast’s host name through Webmin, the
DNS domain name would not be propetly updated. This has been corrected.

e Performed Various Security Updates. InformaCast’s security was improved in the following
ways:
— OpenSSL was upgraded to correct several security advisories: CVE-2018-0739,
CVE-2018-0733, and CVE-2017-3738.

— Nessus was improved to correct two vulnerabilities: non-FIPS cipher CAMELLIA and/or
issue 83875 (weak DH cipher).

Streamlined Support for Unified Communications Manager. InformaCast no longer supports
Unified Commumcatlons Manager 9.x due to its ¢ end of software maintenance” status Wlth Clsco (see

ger- callmanager(eos eol-notice-listing.html).
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ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

InformaCast 12.0.2

The following information pertains to InformaCast 12.0.2.

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.

New Features

e New Upgrade Process for InformaCast 12.0.2. When upgrading from InformaCast 12.0.1 to
12.0.2, you will follow an easier process that involves fewer steps and files. Due to InformaCast’s
two-partition platform (comprised of one active partition and one inactive partition), you can move
between versions of InformaCast easily and preserve the previous version of InformaCast in case
of conflict.

e New Upgrade File for pre-12.0.1 Versions of InformaCast. A new file
(CiscoPagingServer_UpgradeFrom115To0-12.0.2.is0) has been added to the upgrade process.
Depending on the version of InformaCast Virtual Appliance from which you are starting, you will
install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115T0-12.0.2.i50)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.0.2.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115To-12.0.2.is0)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115T0-12.0.2.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.0.2. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.0.2. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.0.2. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.0.2.

InformaCast Virtual Appliance Basic Paging
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e Signed Certificate Error During Upgrades. When upgrading from pre-12.0.1 versions of
InformaCast to InformaCast 12.0.1, customers with signed certificates that contained certain
characters, e.g. spaces or asterisks, encountered an error and couldn’t finish their upgrades. This
error has been resolved. Upgrades using 12.0.2 will not encounter this issue.

e IP Address Length Stopped InformaCast from Starting. If an InformaCast server’s IP address
was less than nine characters long, e.g. 10.1.2.3, InformaCast would not start. This issue has been
resolved.

e Large Databases Caused Upgrades to Fail. When upgrading from pre-12.0.1 versions of
InformaCast to InformaCast 12.0.1, customers with more than 2,147,482,647 records in their
database experienced upgrade failures. This issue has been resolved.

e Corrupted Certificate File Broke Communication Between InformaCast and Unified
Communications Manager. InformaCast stores Unified Communications Manager certificates
in the CUCM.bct file. Occasionally, that file was being written to by two or more different
InformaCast components simultaneously, which was causing the file to become corrupted and
breaking the communication between InformaCast and Unified Communications Manager’s AXL
service. A change was made to ensure that the certificate file is accessed by only one InformaCast
component at a time, resolving the issue.

e Missing Font Set Resulted in Poor IP Phone Text Quality. A font that InformaCast uses to
render text messages on IP phones was inadvertently removed from InformaCast 12.0.1.
InformaCast fell back on a different font set, which resulted in poor text quality. The original font
set is included once again and the quality of the IP phone text messages is the same as that of
InformaCast 11.5.1.

Streamlined Support for Unified Communications Manager. Releases of InformaCast subsequent
to 12.0.2 will not support Unified Communications Manager 9.x due to its end of software maintenance
status with Cisco.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.

12.0.1

The following information pertains to InformaCast 12.0.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, 11.5.1, and 12.0.1.
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New Wizard Aids in InformaCast Setup on Unified Communications Manager. On the
11.5.1 su3 and 12.0.1 versions of Unified Communications Manager, you now have access to the
Emergency Notifications Paging wizard, which enables IP paging and emergency alerting through
the Cisco Unified Communications Manager deployment. Once complete, you will have a 90-day
trial of InformaCast Advanced Notification including a panic button added to phones to protect
your employees and emergency call alerting to immediately notify your safety team whenever an
emergency number is dialed.

Trustworthy Release Process. Previous to this release, Singlewire prohibited, but did not
prevent, installation of third-party software on the InformaCast Virtual Appliance. As of this
release, all future releases of the InformaCast Virtual Appliance are cryptographically signed; the
Virtual Appliance will verify that new software originated authentically from Singlewire before
loading or starting it. In combination with the use of strong administrator passwords, this feature
increases the security and reliability of the Virtual Appliance. The firewall settings for the Virtual
Appliance were not affected by this change.

Expanded and Improved Backup Process. The Virtual Appliance’s backup process now
includes the following items (if present): the InformaCast database, audio recorded through
phones, uploaded audio files and icons, plugin files, configuration data, phone display assets,
PushToTalk’s configuration, all certificates, and SSH server keys. Backups are pushed from
InformaCast onto an SFTP setver of your choice (currently, only OpenSSH servers ate supported
by Singlewire, although other servers may work), and all communication between InformaCast and
your SFTP server is encrypted and secured with your security passphrase. In addition, backup
images are smaller than previous versions of InformaCast due to increased efficiency.

New Rules for Encrypted Handling of Data in Motion. InformaCast’s encryption rule changes
include the addition of Federal Information Processing Standard (FIPS) 140-validated
cryptographic modules. These modules provide a new set of rules for how InformaCast makes and
receives connections over TLS and SSL. InformaCast always uses these approved cryptographic
modules, there is no ability to turn them (or FIPS mode) off, or replace these modules with others.
These rule changes also allow you to define cryptographic trust with other systems with which
InformaCast communicates by configuring a setting for SSL certificates to be automatically or
manually imported into InformaCast’s trust store for each TLS or SSL connection.

Newly Supported VMware Version. InformaCast 12.0.1 now supports VMware 6.5.

New VMware Management Tools. InformaCast now uses Open VM Tools, “a set of services
and modules that enable several features in VMware products for better management of, and
seamless user interactions with, guests.”? Open VM Tools offers the same services as the previously
used VMware Tools, and simplifies your management because you no longer have to manage these
tools' upgrades separately in vSphere: Open VM Tools upgrades are neatly transpatrent to you,
occurring only during InformaCast upgrades.

New CTI Call Detail Records. InformaCast now generates CTT call detail records. Previous
versions of InformaCast only collected call detail records for SIP calls. InformaCast now collects
CTI call data, such as route actions and broadcast trigger information, as it interacts with a CTI
call. When the call ends, the collected data is written to an InformaCast directory accessible
through the Call Detail Records Directory link on the Support page.

2. https://oithub.com/vmware /open-vm-tools
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e New Support Community. Singlewire has a new Support Community where everything is at your

fingertips—software downloads, contract information, user guides, knowledge articles, forums,
and more. Most relevant to this help system is that all troubleshooting has been relocated to the
Support Community. Take a moment and look around, and if you’re having trouble finding what
you need, let us know. Our team is always happy to help!

New Upgrade File. A new file (CiscoPagingServer_UpgradeFrom115To0-12.0.1.is0) has been
added to the upgrade process. Depending on the version of InformaCast Virtual Appliance from
which you are starting, you will install different files:

— For 8.3 or 8.4 versions to the current version, you will install three package files and attach one
ISO file (CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb,
CiscoPagingServer_11.5.2.deb, and CiscoPagingServer_UpgradeFrom115T0-12.0.1.is0)

— For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files and attach one
ISO file (CiscoPagingServer_9.1.1.deb, CiscoPagingServer_11.5.2.deb,
CiscoPagingServer_UpgradeFrom115To-12.0.1.is0)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file and
attach one ISO file (CiscoPagingServer_11.5.2.deb and
CiscoPagingServer_UpgradeFrom115T0-12.0.1.i50)

— For 11.5.1 or 11.5.2 to the current version, you will attach one ISO file
(CiscoPagingServer_UpgradeFrom115To-12.0.1.is0)

InformaCast Virtual Appliance 8.5.1,9.1.1, and 11.5.1/2 are waypoints in the upgrade process. For
8.3 or 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to
upgrade to 12.0.1. For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to
9.1.1, reboot the Virtual Appliance, upgrade to 11.5.2, and then continue to upgrade to 12.0.1. For
9.1.1,11.0.1, 11.0.2, and 11.0.5 versions of the Virtual Appliance, you must upgrade to 11.5.2 and
then continue to upgrade to 12.0.1. For 11.5.1 and 11.5.2 versions of the Virtual Appliance, you
can upgrade directly to 12.0.1.

Can’t Initiate or Receive TLS or SSL Sessions with a Peer that Supports Only 3DES Key
Exchange. The InformaCast FIPS 140-2 verified modules will only negotiate an SSL session with
a peer that supports AES cipher suites. Negotiation with peers that support only 3DES will fail.
All shipping versions of Cisco Unified Communications Manager support AES cipher suites.
Windows servers released subsequent to Windows 2003 R2 support AES cipher suites. If you
encounter this issue, remove TLS from the connection or delay upgrading to 12.0.1. This issue will
be addressed in a future release of InformaCast.

Further Specification When Entering Credentials. When using the Emergency Notifications
Paging wizard, you are prompted for InformaCast’s IP address in Step 3. You must enter an IP
address. If you enter a fully qualified domain name or hostname instead, the wizard will fail (refer
to issue CSCvf58052). For more information on recovering from a wizard failure, refer to this
article. For further assistance, contact Cisco TAC.

Streamlined Support for Unified Communications Manager. Releases of InformaCast subsequent
to 12.0.1 will not support Unified Communications Manager 9.x due to its “end of life” status with
Cisco.
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ou can fin e latest resolved caveat information for InformaCas using Cisco’s Bug Search too
Y find the latest lved t inf tion for Infa Cast by using Cisco’s Bug Search tool

(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have

a valid Cisco.com user ID and password.

11.5.2

The following information pertains to InformaCast 11.5.2.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, and 11.5.1.

New Upgrade File. A new file (CiscoPagingServer_11.5.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

e For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and CiscoPagingServer_11.5.2.deb)

e For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.5.2.deb)

e For9.1.1,11.0.1,11.0.2, 11.0.5, or 11.5.1 to the current version, you will install one package file
(CiscoPagingServer_11.5.2.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade to
9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.5.2. For 8.5.1, 9.0.1, or 9.0.2
versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance, and then
continue to upgrade to 11.5.2. For 9.1.1, 11.0.1, 11.0.2, 11.0.5, and 11.5.1 versions of the Virtual
Appliance, you can upgrade directly to 11.5.2.

You can find the latest resolved caveat information for InformaCast by using Cisco’s Bug Search tool
(https://tools.cisco.com/bugsearch/) to query defects. To access the Bug Search tool, you must have
a valid Cisco.com user ID and password.

11.5.1

The following information pertains to InformaCast 11.5.1.

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 9.0.1, 9.1.2, 10.0.1, 10.5.2, 11.0.1, and 11.5.1.
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Improved Phone Activation Times During Broadcasts. A new checkbox, Create Telephony
Terminals for all Phones, has been added to the Broadcast Parameters page (Admin |
Broadcast Parameters) that, when enabled, creates CTI terminals for all phones in the primary
cluster, which can improve phone activation times during broadcasts. Every time InformaCast
builds its phone cache, terminals will be created for any newly registered phones while terminals
will be destroyed for phones no longer in the cache. Unified Communications Manager limits an
application user to 10,000 devices. If your primary cluster contains more than 10,000 phones and
you select the Create Telephony Terminals for all Phones checkbox, InformaCast will fall back
to creating terminals on an as-needed basis.

New Parameter for API Browser Access. InformaCast uses API services in it communication
with Unified Communication Manager. In order for this communication to work propetly, if you
are using Unified Communications Manager 11.5.1 and later, you need to set your authentication
method for API browser access to Basic.

New Call Detail Records Collection. You can collect call detail records and set a retention
period that will eliminate saved records older than the set period through a scheduled job that runs
every day at 3:30 a.m. When configured, InformaCast creates a call detail record for every SIP call
it receives or makes, e.g. calls made through DialCasts. InformaCast collects call data, such as
changes to the call state and DTMF sent and received, as it interacts with a call and Unified
Communications Manager. When the call ends, the collected data is written to an InformaCast
directory accessible through the Call Detail Records Directory link on the Support page.

New SRTP Support. For Unified Communications Managers 10.x and later in mixed mode,
InformaCast now supports SRTP packets in unicast streams. SRTP provides encryption, message
authentication, integrity, and replay protection for RTP packets. With the addition of SRTP
support, InformaCast is interoperable with Unified Communications Manager in FIPS and
FedRAMP modes. If you were previously using SIP and you had configured it to work with TLS,
you will need to select the Secure Signaling Required checkbox on the SIP Call Security page
before any InformaCast features using SIP will work.

Improved Logging for the SIP Stack. The SIP Stack log (available by going to Help | Support)
has been improved to log the message body of SIP requests along with the headers that were
already being monitored. This more robust logging can further aid in troubleshooting various SIP
issues.

New CTI Connection Information. InformaCast’s Overview page has a new table column, CTI
Provider, that lists the Unified Communications Manager with which it has established a
connection. If no connection has been established, “DISCONNECTED” will appear.

Newly Supported Phone. InformaCast now supports the 8851NR Cisco IP phone model.

New Operating System. The Virtual Appliance is now running an updated operating system that
includes the latest bug fixes and security patches.

New Upgrade File. A new file (CiscoPagingServer_11.5.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.5.1.deb)
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InformaCast Virtual Appliance Basic Paging



| Chapter 14

Resolved Issues

Resolved Caveats

InformaCast

Compatibility

New Features

Release Notes W

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.5.1.deb)

— For9.1.1,11.0.1, 11.0.2, or 11.0.5 to the current version, you will install one package file
(CiscoPagingServer_11.5.1.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.5.1. For 8.5.1, 9.0.1, or
9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance,

and then continue to upgrade to 11.5.1. For 9.1.1, 11.0.1, 11.0.2, and 11.0.5 versions of the Virtual

Appliance, you can upgrade directly to 11.5.1.

Establish CTI Connections After InformaCast’s Initialization. In previous versions of
InformaCast, CTI connections were being established while InformaCast was still initializing. This
could cause problems if calls arrived during initialization because InformaCast was not prepared to start
broadcasts. CTT connections are now established after InformaCast initializes, which solves the issue.

CDETs ID Title

CSCux54435 Remove SSLRC4 Cipher Suites

CSCux97095 InformaCast and CVE-2016-0777 and CVE-2016-0778
CSCuy36612 Evaluation of informacast for glibc_feb_2016
CSCuy54654 Evaluation of informacast for OpenSSL March 2016
CSCuz52548 Evaluation of informacast for OpenSSL May 2016

11.0.5

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.1, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

o New Password Security. For new installations of InformaCast 11.0.5, you are now required to set

both your OS and Application Administrator passwords before the Virtual Appliance is completely
installed. Similarly, if you are upgrading to InformaCast 11.0.5 and your password was previously
changeMe, you will be forced to change your password. By default, both your OS and Application
Administrator usernames are “admin.” Your OS credentials allow you to enter Webmin and
Control Center as an administrator or access the Virtual Appliance’s command line through SSH.
Your application credentials allow you to enter InformaCast as an administrator. When setting your
OS or Application Administrator passwords, you cannot use “changeMe.”
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New Support for the E.164 Dial Plan. InformaCast supports the E.164 dial plan. You can now
use E.164 DN in the InformaCast web and phone user interfaces. In addition, you no longer have
to enter a leading backslash when creating rules for your recipient groups on the Add/Edit
Recipient Group page. Adjust your filtets from \+<DN> to +<DN> and your matched DNs
should appear.

New Supported ESXi Version. VMware ESXi 6.0 is now supported by the Virtual Appliance.

New Supported SNMP Version. InformaCast now supports SNMP v3, which allows encryption
of phone information traffic between InformaCast and Cisco Unified Communications Manager.
When configuring SNMP in Unified Communications Manager, you can set up the V3 option and
then enter the corresponding SNMP v3 user’s name and password information in InformaCast’s
updated Edit Telephony Configuration page (Admin | Telephony | Cisco Unified
Communications Manager Cluster | Edit button).

Updated SIP Stack Logging. The two previous logs generated for the SIP stack have been
combined into one, sipStack.log, which is accessible through the Support page (Help | Support).

Enhanced Retention of Log Files. As InformaCast is in use in increasingly busier environments,
more is being written to the Performance and Summary log files. Previously, InformaCast retained
10 of each, but with increased logging these can roll over quickly, and if not checked immediately,
relevant information can be lost. Therefore, 100 Performance and Summary log files are now kept
to alleviate this situation.

New Upgrade File. A new file (CiscoPagingServer_11.0.5.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.0.5.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.5.deb)

— For 9.1.1, 11.0.1, or 11.0.2 to the current version, you will install one package file
(CiscoPagingServer_11.0.5.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3 or 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.5. For 8.5.1, 9.0.1, or
9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance,
and then continue to upgrade to 11.0.5. For 9.1.1, 11.0.1, and 11.0.2 versions of the Virtual
Appliance, you can upgrade directly to 11.0.5.

API Troubleshooting. The API documentation
(www.singlewire.com/help/InformaCastAPI/v11.0.5/index.html) now has a “Troubleshooting”

section. Check thetre for common problems and their solutions.

Streamlined Support for VMware ESXi 4.x. Releases of InformaCast subsequent to 11.0.5 will
no longer support VMware ESXi 4.x due its end of availability and end of support status with
VMware.
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e Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.5 will not support
CUCM 8.5 or 8.6 due to its “end of software maintenance” status with Cisco (see
https://www.cisco.com/c/en/us/products/unified-communications/unified-communications-m

anager-callmanager/eos-eol-notice-listing.html)

CDETs ID Title
CSCuv19098 Answetfile-based installation fails
CSCuub7988 Require default credentials to change

CDETs ID Title
CSCuv84361 Moving InformaCast backup fails when OS password has special characters

11.0.2

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

New Upgrade File. A new file (CiscoPagingServer_11.0.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

e For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and CiscoPagingServer_11.0.2.deb)

e For8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.2.deb)

e For9.1.1 or 11.0.1 to the current version, you will install one package file
(CiscoPagingServer_11.0.2.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.0.2 through
8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, upgrade
to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.1. For 8.5.1,9.0.1, or 9.0.2
versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual Appliance, and then
continue to upgrade to 11.0.1. For the 11.0.1 version of the Virtual Appliance, you can upgrade directly
to 11.0.2.

e Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.2 will not support
CUCM 8.5 or 8 6 due to its “end of software maintenance” status Wlth Clsco (see

anager- CallmanagerZeos eol-notice-listing.html)
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e New Standardized Name. Coming soon: Cisco Unified Communications Manager will no longer

be abbreviated as CUCM and will instead appear as Unified Communications Manager after its first
mention as Cisco Unified Communications Manager. This will affect all documentation as well as
InformaCast’s user interface. Stay tuned.

CDETs ID Title

CSCuu82554 June 2015 SSL Vulnerabilities

InformaCast 11.0.1.a

Compatibility

Updated Information

InformaCast

Compatibility

New Features

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

9.0.1 and 9.0.2 Upgrade Information. References to upgrading from 9.0.1 or 9.0.2 to the current
version had been inadvertently omitted. Follow the same steps as noted for upgrading from 8.5.1,
installing two package files (CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.1.deb).

For 9.0.1 or 9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the Virtual
Appliance, and then continue to upgrade to 11.0.1.

11.0.1

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5.1, 8.6.2, 9.0.1, 9.1.2, 10.0.1, 10.5.2, or 11.0.1.

Newly Supported Phones. InformaCast now supports the 7811, 8845, and 8865 Cisco IP phone
models.

Added UTF-8 Support. The following pages in InformaCast 11.0.1 now support UTT-8
character encoding: Edit Recipient Groups and Delete Recipient Group. The View Recipients
dialog box (accessible through the View button on the Edit Recipient Group page) also offers
UTF-8 support.

New Upgrade File. A new file (CiscoPagingServer_11.0.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For 8.3 or 8.4 versions to the current version, you will install three package files
(CiscoPagingServer_8.5.1.deb, CiscoPagingServer_9.1.1.deb, and
CiscoPagingServer_11.0.1.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install two package files
(CiscoPagingServer_9.1.1.deb and CiscoPagingServer_11.0.1.deb)
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— For 9.1.1 to the current version, you will install one package file
(CiscoPagingServer_11.0.1.deb)

InformaCast Virtual Appliance 8.5.1 and 9.1.1 are waypoints in the upgrade process. For 8.3
through 8.4 versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual
Appliance, upgrade to 9.1.1, reboot the Virtual Appliance, and then continue to upgrade to 11.0.1.
For 8.5.1, 9.0.1, or 9.0.2 versions of the Virtual Appliance, you must upgrade to 9.1.1, reboot the
Virtual Appliance, and then continue to upgrade to 11.0.1.

DSA Private Keys and the Upgrade Process. Some versions of Chrome, Firefox, and Internet
Explorer reject connections to websites with DSA private keys, and some older versions of
InformaCast defaulted to using DSA keys for self-signed certificates. If you are using an older version
of InformaCast with DSA private keys and you upgrade the 11.0.1, the upgrade process will
automatically regenerate your DSA private key as an RSA key; it will not automatically regenerate DSA
keys with signed certificates. You must regenerate them manually.

e Streamlined Support for CUCM. Releases of InformaCast subsequent to 11.0.1 will not support
CUCM 8.5 or 8.6 due to its “end of maintenance” status with Cisco (see
https://www.cisco.com/c/en/us/products/unified-communications /unified-communications-m

e New Standardized Name. Coming soon: Cisco Unified Communications Manager will no longer
be abbreviated as CUCM and will instead appear as Unified Communications Manager after its first
mention as Cisco Unified Communications Manager. This will affect all documentation as well as
InformaCast’s user interface. Stay tuned.
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CDETs ID Title

CSCus31451 October 2014; OpenSSL Vulnerabilities

CSCus42905 January 2015; OpenSSL Vulnerabilities

CSCus69788 Evaluation of glibc GHOST vulnerability - CVE-2015-0235

CSCut46607 March 2015; OpenSSL Vulnerabilities

CSCut77657 April 2015; NTPd Vulnerabilities

CSCut91894 Connections from FF37 and Chrome to InformaCast fail after FF/Chrome updt
CDETs ID Title

CSCuh28628 Provide a more uset-friendly interface/functions on the Start Page

InformaCast 9.1.1

Compatibility

New Features

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, 10.5, and 10.5.2.

The following features have been added to enhance functionality and improve user experience:
e Newly Supported Phone. InformaCast now supports the 8811 Cisco IP phone model.

e New IVRs. Anytime you pick up a phone to use InformaCast’s DialCast functionality, you come

in contact with InformaCast’s Interactive Voice Response (IVR). These IVRs have been upgraded
in sound and quality, providing a more consistent phone user experience.

New Upgrade File. A new file (CiscoPagingServer_9.1.1.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— Tor 8.3 or 8.4 versions to the current version, you will install two package files
(CiscoPagingServer_8.5.1.deb and CiscoPagingServer_9.1.1.deb)

— For 8.5.1,9.0.1, or 9.0.2 to the current version, you will install one package file
(CiscoPagingServer_9.1.1.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For 8.3 through 8.4
versions of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and
then continue to upgrade to 9.1.1.
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CDETs ID Title

CSCur73771 Cisco Paging Server vulnerability to POODLE CVE-2014-3566

CSCur21692 Voice traffic not properly marked

CSCur(04834 InformaCast and Shellshock vulnerability
CVE-2014-6271/CVE-2014-7169

CSCuq31086 change-ip-address fails, referencing /ust/local/singlewire/PushToTalk

CDETs ID Title

CSCuh28628 Provide a more user-friendly interface/functions on the Start Page

CSCul53228 No phones brought into InformaCast via SNMP

InformaCast 9.0.2

Compatibility

New Feature

Known Issues

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, and 10.5.

New Upgrade File. A new file (singlewireVAUpgrade-2.0.2.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting, you
will install different package files:

e For the 8.3 or 8.4 version to the current version, you will install two package files
(singlewireVAUpgrade-1.4.deb and singlewireVAUpgrade-2.0.2.deb)

e For 8.5.1 or 9.0.1 to the current version, you will install one package file
(singlewireVAUpgrade-2.0.2.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For the 8.3 or 8.4 version of
the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and then continue to
upgrade to 9.0.2.

Broadcasts Fail Using JTAPI with 7905 and 7912 Model IP Phones. The 7905 and 7912 model
phones (running firmware 8.0.3, and 8.0.4 respectively) will fail to broadcast and remain in an Activated
state if the Send Commands to Phones By JTAPI checkbox is selected on the Broadcast Parameters
page. Continue to use HTTP requests for broadcasts to these phones, i.e. do not select the Send
Commands to Phones By JTAPI checkbox. This is a known and outstanding issue.
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Resolved Issues
The following issues have been resolved for this version:

e Bug Affected Upgrade Process for 8.4 Priority Patch Installations. If you used the Priority
Patch supplied to InformaCast 8.4 users, upgrading to InformaCast 9.0.1 from InformaCast 8.5.1
would fail. You can resolve this issue by reverting to your 8.5.1 snapshot of the Virtual Appliance
and then upgrading to 9.0.2. This issue has been resolved.

e Documentation Change. The file name for a backup of InformaCast had been listed erroneously
in InformaCast 9.0.1. It has been corrected for 9.0.2: InformaCastBackup.zip. This issue has been

resolved.
Resolved Caveats
CDETs ID Title
CSCuh30601 Phone caches were persisting after transitioning back to Basic mode.
Ensure that you have the most up-to-date recipients by clicking the
Update button on the Edit Recipient Groups page.
New Caveats
CDETs ID Title
CSCtq36901 The 3905 model IP phone does not support CT1; it will not receive

commands from InformaCast when using JTAPI transport and busy
monitoring via CTI does not work. If you are using the 3905, run
InformaCast in HTTP mode only.

InformaCast 9.0.1

Compatibility

InformaCast is compatible with the following versions of Cisco Unified Communications Manager
server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, 10.0, and 10.5.

New Features

e Added Documentation. The documentation for the server-side aspect of the Virtual Appliance
has been added to provide a more robust experience for users.

e New Upgrade File. A new file (singlewireVAUpgrade-2.0.deb) has been added to the upgrade
process. Depending on the version of InformaCast Virtual Appliance from which you are starting,
you will install different package files:

— For the 8.3 or 8.4 version to the current version, you will install two package files
(singlewireVAUpgrade-1.4.deb and singlewireVAUpgrade-2.0.deb)

— For 8.5.1 to the current version, you will install one package file
(singlewireVAUpgrade-2.0.deb)

InformaCast Virtual Appliance 8.5.1 is a waypoint in the upgrade process. For the 8.3 or 8.4 version
of the Virtual Appliance, you must upgrade to 8.5.1, reboot the Virtual Appliance, and then
continue to upgrade to 9.0.1.

InformaCast Virtual Appliance Basic Paging
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New Application Architecture. Before this version of the Virtual Appliance, InformaCast was a
web application provided by a Tomcat servlet container. As of 9.0.1, Tomcat is embedded within
the InformaCast application and is started from within the Java Virtual Machine (JVM). You should
not notice a difference in functionality.

New Supported ESXi Version. VMware ESXi 5.5 is now supported by the Virtual Appliance.

Newly Supported Phone Communication. You can now use JTAPI between InformaCast and
your phones by selecting the Standard CTT Allow Control of All Devices checkbox when
configuring your application user in CUCM and the Send Commands to Phones By JTAPI
checkbox on the Broadcast Parameters page in InformaCast.

Newly Supported Phones. InformaCast now supports the 8841, 8851, and 8861 Cisco IP phone
models.

Upgraded Java Version. Java was upgraded from version 1.6. to 1.7.

Reorganized Communications Manager Integration Section. The section of this user guide
dealing with integrating CUCM with the Virtual Appliance has been reorganized. In correlation,

DialCast users are urged to update their configurations to use SIP instead of route points as that
configuration is now discouraged and has been removed from the documentation.

Added Documentation for Setting System Time. The InformaCast Virtual Appliance’s system
time is automatically set for you using the pool.ntp.org server, but if your Virtual Appliance does
not have Internet access or if you want to use your own NTP server, you can do so.

Removed SIP Stack Fields. Two fields, UDP/TCP Port and TLS Port, were removed from
InformaCast’s SIP Stack page to prevent you from disabling DialCast functionality.

Known/Resolved Issues

Broadcasts Fail Using JTAPI with 7905 and 7912 Model IP Phones. The 7905 and 7912 model
phones (running firmware 8.0.3, and 8.0.4 respectively) will fail to broadcast and remain in an
Activated state if the Send Commands to Phones By JTAPI checkbox is selected on the
Broadcast Parameters page. Continue to use HT'TP requests for broadcasts to these phones, i.e. do
not select the Send Commands to Phones By JTAPI checkbox. This is a known and outstanding
issue.

Fixed Backlight Display. Broadcast text and images on Cisco’s 7945 and 7965 model IP phones
weren’t displaying because InformaCast was not turning on the phone’s backlight display.
InformaCast was modified to turn on the phone’s backlight display when sending text to these
models of IP phones. This issue is resolved.

Fixed Leading Spaces with DialCast. DialCast calls were not completing when you entered a
leading space as the first character in a DialCast dialing configuration. Leading spaces with DialCast
phone exceptions also caused the calling phone to not match its exception. InformaCast was
modified to remove leading and trailing spaces from dialing patterns and phone exceptions. This
issue is resolved.

Fixed CTI Connection with CUCM. In the past, if CUCM was unavailable and InformaCast was
unable to establish a CTT connection with it when starting, InformaCast would never make another
CTTI connection attempt and would need to be restarted. InformaCast was modified to continue
trying to establish a CT1 connection if the first attempt fails. This issue is resolved.
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Resolved Caveats

CDETs ID Title

CSCui86392 The InformaCast web interface no longer incorrectly accepts spaces as
characters in DialCast dialing patterns.

New Caveat

CDETs ID Title

None

InformaCast 8.5.1

Compatibility

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, 9.12, and 10.0.

New Features

e Newly Supported Phones. The following Cisco IP phone models are now supported by
InformaCast: 3905, 7821, 7841, 7861, and 8831.

e Newly Supported CUCM. Cisco’s Unified Communications Manager 10.0 is now supported by
InformaCast.

Known/Resolved Issues

None
Resolved Caveats
None
New Caveat
CDETs ID Title
CSCui86392 Leading spaces on DialCast configuration. The InformaCast web

interface incorrectly accepts spaces as characters in DialCast dialing
patterns. Workaround: remove spaces from these configurations.

InformaCast 8.4.a

Compatibility

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, 9.1, and 9.12.

InformaCast Virtual Appliance Basic Paging
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Added Content to the Support Page. The InformaCast Support page (Help | Support) now
includes links to both SIP stack logs and a link to the Singlewire Plugins page on the Singlewire
website. These links were added to increase your ease of access to InformaCast content.

Improved SIP Logging. New parameters (called DN and callID) have been added to the
Performance log. By logging the SIP call ID along with the calling DN and called DN, you can
more easily track calls in the Performance log, e.g. when the call started, ended, vatious modes, etc.

Improved Recipient Group Display. When sending a message from the InformaCast web
interface, recipient groups are now displayed alphabetically by name on the Send Message page
instead of randomly, which is now consistent with how recipient groups display on the Edit
Recipient Groups page.

Enhanced DialCast Usability. Due to customer requests, the initial DialCast welcome prompt
(“Welcome to the Singlewire InformaCast...”) has been removed.

Upgraded Tomcat Version. Tomcat was upgraded from version 7.0.16 to 7.0.35. This should
have no effect on your user experience.

Updated QoS Settings. In InformaCast versions prior to 8.4.a, the QoS settings were set in the
code and did not match Cisco’s default QoS DSCP values. On the Virtual Appliance, the QoS
settings have been moved to the OS level and now match Cisco’s default settings. These settings
are:

— Media RTP traffic set to DSCP EF

— Call signaling traffic set to DSCP CS3 (call signaling traffic includes SIP and CTT traffic)
— HTTP traffic to IP phones set to DSCP 0

— Any other traffic set to DSCP 0

If you need to change from these default values, you will need to do so at the network level.

Rewriting DSCP values is covered in the Cisco Quality of Service (QoS) Solution Reference

Network Design (SRND) guide, and should be handled by your network administrator.

Fixed DN Retrieval from AXL (Mantis ID #4154). Under certain circumstances, e.g. with
CUCM 6.1.3, if there were more than 26,300 DN, or if there were multiple DNs per phone,
InformaCast was not always retrieving all the necessary DNs from AXL when building the phone
cache. This issue has been resolved.

Fixed Broadcast Jitter (Mantis ID #4300). Previously, sending as-available messages to a large
number of devices could result in degraded audio quality (jitter). This issue has been resolved.

Fixed Webmin Access through Internet Explorer (Mantis ID #4066). Previously, accessing
Webmin through Internet Explorer was prevented due to an out-of-date SSL certificate. This issue
has been resolved.

Fixed Release Notes; Changed Version Number. The release notes have been separated into
Basic and Advanced categories, which necessitated a version number change from 8.4 to 8.4.a.

Fixed Spelling Inconsistencies, Hover Text, and Display Issues. Many pages received new
hover text, standardized hover text, and standardized word spellings to improve overall user
experience.
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CDETs ID Title

CSCuh28590 Voice prompt changed for Basic Paging

CSCuh28557 Standardize all tooltips

CSCuh28540 Missing the “please complete...” hover text on the Basic sign-in form
CSCuh28521 Phone license limit warning text incorrectly refers to Adv mode license
CSCuh22651 Webmin - Unable to get beyond the security cert error page with IE
CDETs ID Title

CSCuh28628 Provide a mote user-friendly interface/functions on the Start Page
CSCuh28601 IP endpoints labeled as required but isn’t on Basic sign-in form
CSCuh28499 Learn More about InformaCast links don't hold focus

CSCuh30592 change-ip-address script for backed up databases

CSCuh30601 Phone caches persists after transitioning back to Basic mode

InformaCast 8.3.a

Compatibility

Known Issues

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, and 9.1

e Updated Graphics. Black and white graphics in the documentation were changed to color on

request.

Incorrect Error Message. In Basic Paging, when you exceed the limit of the number of phones
to which you can broadcast in a recipient group, the error message you receive is wrong, i.e. “There
are more phones associated with your CUCM server than your InformaCast license key supports.
Broadcast messages will be limited to 50 total phones. The number of phones in the list that will
participate in a broadcast depends on how many other phones have been broadcast participants.
For example, if 50 other phones have been broadcast participants, then no phones in the list can
participate. Otherwise, either all or some of the phones can participate. Please contact Singlewire
at www.singlewire.com for support or to upgrade your key.” In actuality, each recipient group is
limited to 50 phones, and you can send to another separate recipient group of 50 phones. This
differs from Advanced Notification where if you exceed your license limit of recipients in one
recipient group, you will be unable to send to another separate group of additional phones.
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InformaCast 8.3

Compatibility

InformaCast Basic Paging is compatible with the following versions of Cisco Unified Communications
Manager server (including Business Edition 6000): 8.5, 8.6, 9.0, and 9.1

New Features

e New Functionality. InformaCast 8.3 now comes in two new versions: Basic and Advanced. Basic
functionality includes live paging only. Advanced functionality contains the full-featured version of
InformaCast: the ability to send a number of different types of broadcasts, e.g. live audio,
pre-recorded audio, pre-recorded audio and text, etc., using your Cisco IP phone’s interface and/or
InformaCast’s web interface, interact with InformaCast’s plugins, e.g. conduct conference calls,
trigger contact closures, post to Facebook and Twitter, send broadcasts to email addresses, etc.,
customize scripts that can be attached to broadcasts, and receive confirmation when broadcasts are
sent, among other features. Basic functionality comes automatically installed on the Cisco Unified
Communications Manager Business Edition 6000, and you have the option to upgrade to
Advanced functionality.

e New InformaCast Licensing. Advanced InformaCast can be obtained through a limited, free
trial, purchased as a subscription service, or purchased outright (perpetual) with a maintenance
contract (which is how InformaCast has traditionally been purchased). The InformaCast trial and
subscription licenses allow you to try InformaCast’s full functionality without committing to a
long-term contract (subscription) or without a contract at all (free, limited-time trial).

e New Backup Location. The default backup location setting in previous versions of InformaCast
could produce unusable backups. As such, a new backup location was created:
/ust/local/singlewire /InformaCast/backup. You should examine the InformaCast backup
location that you are currently using and consider changing it to the new recommended location.

e New License Parameter. The MaxVersion parameter, a new license parameter, must be present
in all 8.3 and later releases of InformaCast and its number must match or be greater than your
version of InformaCast in order for you to access any of InformaCast’s functionality.

e Disk Performance Increase. VMware and storage vendors recommend that virtual machines
align on 64Kb boundaries to minimize disk reads, and InformaCast’s partitions are now in line with
this recommendation. Fewer reads with the same result means better performance, and if you are
running VA/EX on SAN disks, you may notice lower IOPS (I/O operations per second) as a result
of this change.

Known Issues

e Unable to Access Webmin with Internet Explorer 9 After Installing Microsoft Security
Update KB2661254. If you’ve installed Microsoft Security Update KB2661254 and use Internet
Explorer 9 to access Webmin (https://<InformaCast Server IP Address:10000), the site will fail.
To avoid this issue, use Google, Chrome, or Firefox to access Webmin or use the solutions
described by Microsoft at http://support.microsoft.com/?kbid=2661254.

e InformaCast Not Functioning Correctly After Changing its IP Address in Advanced
Notification and Switching Back to Basic Paging. Changing InformaCast’s IP address while
using Advanced Notification and switching back to Basic Paging can make broadcasts unavailable
to phones. There is currently a warning that occurs when executing the script that changes
InformaCast’s IP address; users can elect to abort or continue.

InformaCast Virtual Appliance Basic Paging
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e Phone Cache Becomes Unavailable with a License Change. Whenever you change
InformaCast’s license or add/update/delete a cluster, “Default configuration Not Connected”
appears for the Communications Manager Versions field on the Overview page. If either the
license or clusters change, the phone cache must be rebuilt to reflect those changes. The phone
cache is automatically rebuilt every hour, but if you want it completed sooner than that, you can
click the Update button on the Edit Recipient Groups page to discover current IP phone info
from CUCM. Once this is done, the CUCM information appears correctly on the Overview page.

InformaCast Virtual Appliance Basic Paging
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API

CHAPTER

In order to fully understand your InformaCast environment, you should familiarize yourself with the
terms in this section.

Application Programming Interface. A language and message format used by an application program
to communicate with the operating system or some other control program such as a database
management system (DBMS) or communications protocol.

Application Credentials

Application User

The username and password you use to enter InformaCast and PushToTalk as an administrator. By
default, the username is “admin” and you are forced to set your password when installing the Virtual
Appliance.

A user within Cisco Unified Communications Manager that has been granted privileges to work with
CTTI resources. InformaCast needs to know the username and password of an application user that has
been associated with the CTI ports it will be using to place calls for recording messages and integrating
with legacy paging systems. This is set up in the Unified Communications Manager Administration
interface.

Audio Stream RTP Packets

Authentication

AVVID

Packets capable of conducting real-time voice data over connectionless networks such as IP. See also
“RTP” on page 15-8.

The process of determining the identity of a user attempting to access a system.

Cisco Architecture for Voice, Video, and Integrated Data. Cisco AVVID provides the framework for
today’s Internet business solutions. As the industry’s only enterprise-wide, standards-based network
architecture, Cisco AVVID provides the roadmap for combining your business and technology
strategies into one cohesive model.

Cisco AVVID provides the baseline infrastructure that enables enterprises to design networks that scale
to meet Internet business demands. Cisco AVVID delivers the eBusiness infrastructure and intelligent
network services that are essential for rapid deployment of emerging technologies and new Internet
business solutions.
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AXL

BAT

Break Key

Broadcast

Browser
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AVVID XML Layer (AXL). A Cisco API and web service designed to give applications access to
Unified Communications Manager configuration and provisioning services. AXL is implemented as a
Simple Object Access Protocol (SOAP) over HTTP web service in which requests in the form of
extensible markup language (XML) documents are sent from the application to the Cisco Unified
Communications Manager’s web server, which responds with an XMIL-formatted response.
InformaCast uses AXL to gather phone information from Unified Communications Manager.

Bulk Administration Tool. A web-based application for Unified Communications Manager that enables
bulk system modifications, including adding and deleting phones, modifying phones, and adding users
and mailboxes.

The key on a phone you press to signal InformaCast that you do not want to hear the remainder of any
message.

An audio message sent to a group of phones, made up of one or more recipient groups. A message that
is sent to a group of devices, made up of one or more recipient groups and/or dial codes.

A GUI-based hypertext client application, such as Internet Explorer, Firefox, and Netscape Navigator,
used to access the InformaCast administrative interface, as well as hypertext documents and other
services located on innumerable remote servers throughout the World Wide Web and Internet. See also
“GUI” on page 15-5.

Calling Search Space

Cisco IP Phone

Determines which partitions a calling device searches when attempting to complete a call. One of the
ways in which InformaCast recipient groups can be defined.

A full-feature telephone that provides voice communication over an IP network while functioning
much like a traditional analog phone. Allows you to place and receive telephone calls, and supports
features such as call forwarding, redial, speed dialing, call transfer, and conference calling. Also allows
you to access voicemail, providing connectivity to Cisco IP Telephony Solutions.

Cisco Unified Communications Manager

Software-based call processing component of the Cisco IP telephony solution, which extends
enterprise telephony features and functions to packet telephony network devices such as IP phones,
media processing devices, voice-over-1P (VolP) gateways, and multimedia applications. See also “Cisco
Unified Communications Manager Administration.”
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Cisco Unified Communications Manager Administration

Client

Codec

Control Center

CTI

CT1I Port

Device Association

Device Description

Device Loads

The web interface used to administer a Unified Communications Manager’s configuration settings and
operation.

Node or software program (front-end device) that requests services from a server. The Cisco IP Phone
is an example of a client.

Coder-decodetr:

e A device that typically uses pulse code modulation to transform analog signals into a digital bit
stream, and digital signals back to analog. See also “G.711” on page 15-5.

e In Voice over IP, Voice over Frame Relay, and Voice over ATM, a software algorithm used to
compress/decompress speech or audio signals.

The Control Center is designed to be an inclusive destination for application-level accessoties.

Computer Telephony Integration or Computer Telephony Interface. An interface exported by Unified
Communications Manager that allows application developers to create programs that work with the
telephone system.

Computer Telephony Interface ports. Virtual devices that are used by Cisco Unified Communications
Manager applications and InformaCast to create virtual lines. CT1 ports are configured through the
same Cisco Unified Communications Manager Administration area as phones, but require different
configuration settings.

A link that allows a specific Unified Communications Manager user to control a device (such as a CTI
port) within the Unified Communications Manager environment. InformaCast will take control of all
CT1I ports that are associated with its application user, and make them available for recording.

A free-form text entry within the Unified Communications Manager Administration interface that is
intended for the user to describe and identify a specific telephony device (such as a physical phone or
CTI port). Because this field is entirely under the administrator’s control, it provides the best
opportunity for organizing phones into recipient groups to meet an organization’s paging needs. Also,
a popular method of defining InformaCast recipient groups.

Files that contain updated application software for phones or gateways. Provided automatically during
installation or upgrades.
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Device Pool

DialCast

Dial Pad
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The logical name by which a specific telephony device (such as a physical phone or CTI port) is known
within the Unified Communications Manager Administration interface.

In Unified Communications Manager, a collection of commonly configured devices (such as phones,
computers and gateways) that belong to a common database, cluster, and group. Use device pools to
define common characteristics for devices, including region, date/time group, Unified
Communications Manager group, and calling search space for automatic definition. One of the ways in
which InformaCast recipient groups can be defined.

A broadcast triggered by dialing a SIP number configured with dialing pattern that determines which
InformaCast message should be sent and which recipient groups should receive it.

Buttons on a phone that are used to dial a phone number. The dial pad on a Cisco IP phone operates
like the dial pad on a traditional telephone.

Directory Number (DN)

Directory Number. The telephone number or internal extension assigned to a Cisco IP phone. The
directory number is assigned to the phone itself, not a location or a uset, so if the phone is moved, it
still retains the same directory number. Also called subscriber number. One of the ways in which
InformaCast recipient groups can be defined.

DN Not Recognized Audio

DSCp

When you pick up a phone and dial your set pattern for a DialCast broadcast, if that pattern doesn’t
match a configuration you’ve set, you hear this message.

Differentiated Services Code Point, or DiffServe CodePoint. A marker in the header of each IP packet
that prompts network routers to apply differentiated grades of service to various packet streams,
forwarding them according to different Per-Hop Behaviors (PHBs). Patt of DiffServe, a set of
technologies proposed by the IETF that allows Internet and other IP-based network service providers
to offer differentiated levels of service to customers and their information streams. InformaCast tags
its voice traffic to facilitate assured delivery in network environments where this is important.

Dynamic Host Configuration Protocol (DHCP)

A TCP/IP protocol that enables PCs and workstations to get temporary or permanent IP addresses
out of a pool from centrally-administered servers. Like its predecessor, BOOTP, DHCP provides a
mechanism for allocating IP addresses manually, automatically, and dynamically, so that addresses can
be reused when hosts no longer need them. The DHCP server provides Cisco IP phones and
InformaCast IP speakers with an IP address, subnet mask, default gateway, and DNS server.
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ESXi

Ethernet

Filter

G. 711

Go Tone

GUI

Handset

HTTP

Humoctopus
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VMware ESXi is an enterprise-level computer virtualization product offered by VMware, Inc. ESXi is
a component of VMware’s larger offering, VMware Infrastructure, and adds management and reliability
services to the core server product. VMware ESXi is a bare-metal embedded hypervisor that is
VMware’s enterprise software hypervisors for servers that run directly on server hardware without
requiring an additional underlying operating system.

Baseband LAN specification invented by Xerox Corporation and developed jointly by Xerox, Intel, and
Digital Equipment Corporation. Used to connect computers, workstations, terminals, printers, and
other devices located in the same building or campus.

The term “filter” is used to select a defined subset, e.g. matching constructs that select devices to be
placed in a recipient group.

An audio compression standard used for digital telephones on a digital PBX/ISDN. In G.711, encoded
voice is already in the correct format for digital voice delivery in the PSTN or through PBXs. G.711
uses a bandwidth of 64 Kbps. G.711-compliant devices can communicate with other G.711 devices, but
not with G.723 devices. Described in the I'TU-T standard in its G-series recommendations.
InformaCast audio broadcasts through phones must use G.711 encoding.

The tone you hear through a phone when InformaCast has finished activating devices in your recipient
group in preparation for a live broadcast.

Graphical User Interface. User environment that uses pictorial as well as textual representations of the
input and output of applications and the hierarchical or other data structure in which information is
stored. Conventions such as buttons, icons, and windows are typical, and many actions are performed
using a pointing device (such as a mouse).

The portion of a telephone set containing the transmitter and receiver, usually designed to be hand-held
when the telephone is in use.

HyperText Transfer Protocol. Used by the web server and the client browser to communicate over the
Internet. InformaCast also uses HTTP to communicate with Unified Communications Manager and
Cisco IP phones.

A genetic experiment gone horribly awry.
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InformaCast Appliance

Singlewire’s bundled package for virtualized environments. It contains an operating system and
InformaCast.

InformaCast Appliance Landing Page

The InformaCast Appliance landing page is accessible through a web browser addressed with the IP
address of the InformaCast Appliance, and it contains links to your applications’ user interfaces, the
Control Center, and Webmin.

Invalid License Audio

When you pick up a phone and dial your set pattern for a DialCast broadcast, if that pattern matches a
configuration you’ve set and the SIP trunk used, and InformaCast has an invalid license, you hear this
message.

I10S

The Cisco Internetworking Operating System (IOS) is a sophisticated operating system optimized for
internetworking. Cisco 108 provides the unifying principles around which an internetwork can be
maintained cost-effectively over time. It is a software architecture, disassociated from hardware, that
can be dynamically upgraded to adapt to changing technologies (hardware and software) as they evolve
within a networking infrastructure. Cisco IOS can be thought of as an internetworking brain, a highly
intelligent administrator that manages and controls complex, distributed network resources and
functions.

IP Address

Internet Protocol Address. A 32-bit address assigned to hosts using TCP/IP. An IP address belongs to
one of five classes (A, B, C, D, or E) and is written as four octets separated by periods (dotted decimal
format). Each address consists of a network number, an optional subnetwork number, and a host
number. The network and subnetwork numbers together are used for routing, while the host number
is used to address an individual host within the network or subnetwork. A subnet mask is used to extract
network and subnetwork information from the IP address. Also known as an Internet address. See also
“Subnet Mask” on page 15-9.

IP Phone
See “Cisco IP Phone” on page 15-2.

Java
Programming language and runtime environment from Sun Microsystems in which InformaCast is
implemented.

Jitter

A type of distortion caused by the variation of a signal from its reference that can cause data
transmission errors, particularly at high speeds.

InformaCast Virtual Appliance Basic Paging
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Java Telephony Application Programming Interface. The mechanism by which InformaCast is able to
place and control calls in a Unified Communications Manager environment.

A word or string of characters recognized by automatic means, generally paired with a password, that
identifies a user and permits specific access to a place ot to protected storage, files, or input/output
devices.

Standardized data link layer address that is required for every port or device that connects to a LAN.
Other devices in the network use these addresses to locate specific ports in the network and to create
and update routing tables and data structures. MAC addresses are six bytes long and are controlled by
the IEEE. Also known as a hardware address, MAC-layer address, and physical address. Compare with
Network Address.

The basis of any InformaCast broadcast, a message predefines the characteristics of the broadcast.

(mu-law) North American companding standard used in conversion between analog and digital signals
in PCM systems. This is the kind of audio encoding used in G.711.

Single packets copied by the network and sent to a specific subset of network addresses. A process of
transmitting messages from one source to many destinations. Used by InformaCast to allow scalable
paging to thousands of devices. Contrast with “Unicast” on page 15-10.

Single address that refers to multiple network devices. These use a special numbering scheme distinct
from ordinary unicast IP addresses.

Network layer address referring to a logical, rather than a physical, network device. Also called a
protocol address. Compare with MAC Address.

e Network Interface Card. Board that provides network communication capabilities to and from a
computer system. Also called an adapter.

e Network Interface Controller. An intelligent device that connects a workstation to a network.

No Active Devices Audio

The tone you hear through a phone if there are no active devices in the recipient group for your live
broadcast.
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The username and password you use to enter Webmin and Control Center and when using SSH to
access the Virtual Appliance. By default, the username is “admin” and you are forced to set your
password when installing the Virtual Appliance.

A word or string of characters recognized by automatic means, generally paired with a login, that
permits a user access to a place or protected storage, files, input/output devices, or other system
resources.

A PBX (private branch exchange) is a telephone system within an enterprise that switches calls between
enterprise users on local lines while allowing all users to share a certain number of external phone lines.
The main purpose of a PBX is to save the cost of requiring a line for each user to the telephone
company’s central office.

See “Device Loads” on page 15-3.

A set of rules or conventions that govern the format and relative timing of data in a communications
network. There are three basic types of protocols: character-oriented, byte-oriented, and bit-oriented.
The protocols for data communications cover such things as framing, error handling, transparency, and
line control. Ethernet is an example of a LAN protocol.

A device that relays network connections for other devices that usually lack their own network access.

An endpoint capable of receiving an InformaCast broadcast. Currently, these can include Cisco IP
phones.

A logical, pre-defined group of recipients that can receive InformaCast broadcasts. One recipient can
be part of one or more recipient groups.

Recipient Group Tags

RTP

Recipient group tags allow you finer control over the display results for recipient groups throughout
InformaCast's recipient-specific features.

Real-Time Transport Protocol. A network protocol used to carry packetized audio and video traffic
over an IP network. The audio portions of InformaCast broadcasts are sent as a multicast RTP stream.
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Indicates that a software application or a hardware device has the ability to migrate from small
operations to large operations.

Node or software program that provides services to clients. In an InformaCast environment, the
computer on which InformaCast is running is a server. If you are in a telephony environment, there
will be at least one separate Unified Communications Manager server as well.

Session Initiation Protocol is an IETF-defined signaling protocol used for controlling communication
sessions such as voice and video calls over Internet Protocol (IP). The protocol can be used for
creating, modifying, and terminating two-party (unicast) or multi-party (multicast) sessions. Sessions
may consist of one or several media streams.

Simple Network Management Protocol. Forms patt of the Internet protocol suite as defined by the
Internet Engineering Task Force. The protocol is used by network management systems for monitoring
network-attached devices for conditions that warrant administrative attention. Starting with Unified
Communications Manager 5, Cisco requires InformaCast to use SNMP rather than the previous
DeviceListX mechanism for obtaining dynamic information about registered phones (such as their IP
address) needed for sending broadcasts.

The tones you hear through a phone while waiting for InformaCast to activate the recipients in your
recipient group during a live broadcast.

A 32-bit address mask used in IP to indicate the bits of an IP address that are being used for the subnet
address. See also “IP Address” on page 15-6. One of the ways in which InformaCast recipient groups
can be defined.

Trivial File Transfer Protocol. A simplified version of the FTP protocol, TFTP servers generally
provide configuration information and firmware files to Cisco IP phones.

Transport Layer Security (TLS) is a cryptographic protocol that provides communication security over
the Internet. TLS encrypts the segments of network connections above the Transport layer, using
asymmetric cryptography for key exchange, symmetric encryption for privacy, and message
authentication codes for message integrity. Several versions of the protocol is in widespread use in
applications such as web browsing, electronic mail, Internet faxing, instant messaging, and
voice-over-IP (VoIP).
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The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set
of network protocols used for the Internet. With UDP, computer applications can send messages, in
this case referred to as datagrams, to other hosts on an Internet Protocol (IP) network without requiring
prior communications to set up special transmission channels or data paths.

A process of transmitting messages from one source to one destination. Compare with “Multicast” on
page 15-7.

Address specifying a single network device. See also “Unicast.” The IP addresses that you encounter in
ordinary use of the Internet are generally unicast addresses.

A person who will use InformaCast. He/she will be assigned an individual login and password, which
can be used to configure the roles and filters that determine the features and resources available to
him/her.

With SIP, the Via header indicates the path taken by a SIP request so far.Via headers can be used to
prevent request looping and ensure replies take the same path as the requests.

A virtual appliance is a virtual machine image designed to run on a virtualization platform, e.g.
VirtualBox, Xen, VMware Workstation, Parallels Workstation.

A virtual machine (VM) is a software implementation of a machine, i.e. a computer, that executes
programs like a physical machine.

A company providing virtualization software. VMware’s desktop software runs on Microsoft Windows,
Linux, and Mac OS X, while VMware’s enterprise software hypervisors for servers, VMware ESX and
VMware ESXi, are bare-metal embedded hypervisors that run directly on server hardware without
requiring an additional underlying operating system.

Voice over Internet Protocol. Enables users to transfer voice communications over a data network
using IP.
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Web Interface

A software application that runs on the World Wide Web and is usually accessed through a web browser
running on a computer workstation. InformaCast and Unified Communications Manager
Administration use web interfaces.

Webmin
The virtual machine administrative web interface is used for administering the underlying operating
system of the virtual machine, e.g. configuring the network interface, stopping and starting InformaCast
and shutting down the virtual machine. You can access it at https://<InformaCast Appliance IP
Address>/webmin.

XML

eXtensible Markup Language. A general-purpose specification for creating custom markup languages.
It is classified as an extensible language because it allows its users to define their own elements. Its
primary purpose is to help information systems share structured data, particularly via the Internet, and
it is used both to encode documents and to serialize data.
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