I
CISCO.

Cisco Interactive Experience Platform
Developer Guide
Release 2.3.1

September 4, 2015

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: OL-26963-06


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful interference, in which case users will be required
to correct the interference at their own expense.

Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCDE, CCENT, CCsl, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase, Cisco StackPower,

Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, Flip Mino, Flipshare (Design), Flip Ultra,
Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn, Cisco Capital,
Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, and One Million Acts of Green are service marks; and Access Registrar, Aironet, AllTouch,
AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo,

Cisco 10S, Cisco Lumin, Cisco Nexus, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation,
Continuum, EtherFast, EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, 10S, iPhone, IronPort, the IronPort logo, Laser Link, LightStream,
Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY, PowerPanels, PowerTV, PowerTV (Design),
PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEX, and the WebEx logo are registered trademarks of Cisco Systems, Inc.
and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display
output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in
illustrative content is unintentional and coincidental.

Cisco Interactive Experience Platform Developer Guide
© 2015 Cisco Systems, Inc. All rights reserved.



CHAPTER

CHAPTER

CHAPTER

CHAPTER

System Overview

APIs for the IEM Server

Widgets

JavaScript Global Objects

CONTENTS

Cisco Interactive Experience Platform Developer Guide g



M Contents

[l Cisco Interactive Experience Platform Developer Guide



= CHAPTER 1
System Overview

Revised: September 4, 2015

Chapter Overview

This guide is intended for web developers and application programmers who will develop applications
for the kiosk.

This chapter provides an overview of the Cisco Interactive Experience Platform.
The topics in this chapter include:
e System Overview, page 1-1
— Properties, page 1-2
- Management System, page 1-3
— Management Protocol, page 1-4
— Applications, page 1-5
— Thin Client Features, page 1-5
- Security, page 1-6
- Application Development, page 1-6
— Third Party Systems Integration, page 1-6
— JavaScript Injection, page 1-7
— User-Agent Rules, page 1-9
— Content Caching, page 1-12
— Off-Line Caching, page 1-12
e (Cobra Browser, page 1-13
e (Cobra JavaScript API, page 1-13

System Overview

This section contains some details to help you to understand how the entire platform works.

Cisco Interactive Experience Platform Developer Guide
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Properties

Cisco's Interactive Experience Platform includes two components: Cisco Interactive Experience Client
(IEC), which is the thin client, and Cisco Interactive Experience Manager (IEM), which is the
management server. The IECs can be configured and controlled remotely using the IEM.

The IEC is a Linux-based device, which is designed to run feature rich HTML and JavaScript
applications. The central part of its software is a specially designed embedded web browser called
Cobra.

IEC software is configured and controlled using properties. A property is similar to a Microsoft
Windows Registry item, but provides much more functionality. For example, in contrast to a registry
item, the IEC properties have a very rich type system and have an ability to subscribe to property
changes.

A software engineer will declare a property with some type. In contrast to other systems, the IEC
supports virtually any type - an integral type (e.g. enumerate, integer, boolean, real, etc.), a collection
type (e.g. structure, list, map, hash, set, etc.), or even a composition of those types (e.g. list of structures
or a field of the structure can be a map of an integer or a vector of a string).

A property can be declared persistent, which means that it can contain a configuration parameter for the
application. At the same time that property can be used from another application to control or get
information from the application, which owns the property. That property can be replicated to and from
the IEM, and thus, provide a way to configure the application remotely.

The following diagram shows how two different applications (module 1 and module 2) in the IEC’s
firmware can communicate to each other using properties.

Cisco Interactive Experience Platform Developer Guide
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Figure 1-1 Applications Communicating Using Properties
modulel module2

A
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Storage
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The IEM is an appliance. Its user interface is implemented as a web application. It does not require the
installation of any software on the administrator's computer. The user interface's terminology is similar
to those of Microsoft Management Server. For example, the IEM uses the terms that a Windows
administrator would be familiar with such as domain, group, profile, and policy.

The IEM requires HTTPS to access it from the IECs that you want to control and from the administrators'
computers.

In contrast to other management systems, the IEM does not require the IEC and the management system
to be within the same network. Hence, the IECs can be located behind firewalls. To support firewalls,
the IEM's management protocol is designed as a one way protocol, which means the IEC always initiates
the communication.

The management protocol is based on HTTPS, consists of requests and responses, and is synchronous.
In addition to HTTPS, the IEM protocol uses a token-based device authentication algorithm to increase
security. When an IEC is registered in the IEM, it receives a token from the IEM. In every request the
IEC must provide that token to be authenticated in the IEM. In every response, the IEM sends a new
token, which must be used in the next IEC request.

Cisco Interactive Experience Platform Developer Guide
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The IEM supports different versions of IEC firmware at the same time.

Existing systems can be integrated with the IEM using a protocol based on XML and HTTPS.

Management Protocol

The following diagram shows a successful startup scenario for an IEC that is registered in the IEM.

Figure 1-2 Successful Startup Scenario for an IEC Registered in the IEM
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The following is a list of requests that the current revision of management protocol supports:

e Is available: Asks the IEM if it is available. The IEM can reply that it is not available such as when
it under maintenance.

e Is registered: Asks if the IEC is registered in the IEM.
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e Register: Registers the IEC in the IEM. To perform this request successfully, the device must
provide a name and a password of a user who is registered in the management system and has the
right to register devices.

e Unregister: Unregisters the IEC in the IEM. To perform this request successfully, the device must
provide a name and a password of a user who is registered in the IEM and has the right to unregister
devices.

¢ Load device information: Loads IEC information from the IEM including device name, description,
and location.

e Save device information: Saves IEC information to the IEM.

e Load device profile: Loads the IECs properties from the IEM.

e Save device profile: Saves the IEC's properties to the IEM.

e Sync device profile: Synchronizes the IEC’s properties with the IEM.
e Ping: Reports IEC’s device status to the IEM.

e Save events: Saves IEC’s device events to the IEM.

e Save screenshot: Saves a screenshot from the IEC to the IEM.

The core application in this solution is a web browser named Cobra. Thus its applications are essentially
web applications.

Cobra is not only a browser, but also an application environment. That means it contains many features
to meet specific needs of customer applications. For example, it allows you to control the device entirely.
From a web application you can access any property of any application in the system, so, you have a full
control over the device your application is running on.

In addition to that, you can easily control peripherals connected to the system such as printers, web
cameras, and other devices connected via the serial port. For example, you can print a resource given by
aURL (i.e. HTML page, PDF document, or image) from your web application without a print dialog box
appearing or set all the printing parameters for your printing job (i.e. paper size, resolution, etc.). All
those features are implemented asynchronously so you do not stop your web application animations or
interactivity.

There are also many specialized widgets available that can be used in your web applications. The widgets
provide a functionality which is very difficult to implement in JavaScript. For example, the VideoPlayer
widget supports most video and audio formats and codecs. In contrast to regular video players
implemented as NP plugins, the VideoPlayer widget has an easy to use JavaScript API and features that
other players lack such as smart caching. Another example is the Ticker widget. Although the Ticker
widget can be implemented in JavaScript, it works much faster being implemented in C++. See the Cisco
Interactive Experience Platform Content Creation Guidelines for the widgets.

Thin Client Features

The thin client, otherwise known as the IEC, contains many features that you should be aware of in order
to build applications for it:

e Security

e Application development
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Security

Third party systems integration
JavaScript injection
User-agent rules

Content caching

Off-line caching

Virus free environment: Since the IEC is a Linux-based device, it cannot be infected by viruses.

Read only file system: All file systems that contain device software are read-only file systems. They
cannot be remounted in read-write mode. Thus you can be sure the device software is not altered by
an intruder. The IEC has two read-write file systems: a small read-write file system to store settings
and another to store content cache. Binary applications, however, cannot be run from those file
systems.

No third party binary software: The IEC does not allow any third party binary software to run on it.
The only type of applications allowed are web applications (i.e. applications written using HTML
and JavaScript). This type is totally controlled as they are executing in the browser's security
sandbox.

Application Development

APIs: The IEC can only run web applications. However, in contrast to regular desktop web browsers,
the IEC provides proprietary APIs to create feature rich applications. Those APIs allow applications
to communicate with various types of peripherals, such as cameras, printers, optical scanners,
barcode scanners, magnetic card readers, remote controls, etc. It is even possible to control a
peripheral via a serial port from your web application.

Feature rich widgets: In addition to APIs, the IEC provides visual components to enhance the
capabilities of your application. The PDF viewer and video player are examples of widgets. Instead
of viewing PDF documents or playing video in desktop web applications as you regularly do, you
will be able to have complete control over those parts of your application. For example, you can open
a PDF document on any page, turn over the pages, print any page, etc. You cannot do that with a
regular PDF reader plug-in within your desktop browser.

Touch screens support: The IEC supports a wide variety of touch screens.
Dual head support: The UEC can work with two monitors at the same time.

Voice over IP support: The IEC supports IP telephony using Session Initiation Protocol (SIP). It is
compatible with Cisco VoIP products, such as Cisco Unified Communications Manager (CUCM).

Video conference support: Applications can easily utilize its video conferencing capabilities.

Third Party Systems Integration

The IEC is a system that you can easily integrate with your existing systems. There is an XML-based
API to control the device. For security reasons this feature is turned off by default.

Cisco Interactive Experience Platform Developer Guide
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JavaScript Injection

Note

This feature allows you to incorporate JavaScript code into an alien web page. This feature gives a way
to modify existing web content to better fit in the current application environment. If you want to show
a web site as a part of your application in iframe and that alien web site contains controls to do a search,
you can remove those controls with JavaScript injection.

To turn this feature on you must set two properties:
1. The browser.content.javascript.injection.enabled property must be set to ‘true’.

2. The browser.content.javascript.injection.rules must contain injection rules. This property is a map
with URL wildcard as a key and JavaScript code as a value.

Both properties are runtime properties so you are able to change their values inside your application and
those changes become effective immediately.

With this feature turned on, Cobra loads an URL and checks that URL against injection rules. If one rule
matches, Cobra executes the corresponding JavaScript code from that rule for the current window object.
If multiple rules match, the code from all those rules will be executed.

Cobra's global JavaScript objects are registered before any injection so you are able to use them in the
injected code.

The following example shows how to use JavaScript injection in an application
(file.../.../test/js/injection.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>5
<title>..:: JavaScript injection example ::.. </title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{

margin: 20px;
background-color: #000000;
color : #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

color : #eeeeee;

}
</style>
<script type="text/javascript">

function init ()

{

global . registry .setValue("browser.content. javascript . injection .enabled",
"true") ;

global . registry .setValue("browser.content. javascript . injection . rules",
'<map><item><key>*osnews*</key><value>function _ hide__ () {

document .getElementById("sidebar") .style.display = "none"; }

addEventListener ("load", __hide_ , false);</value></item></map>') ;
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document .getElementById("content").src = "http://www.osnews.com";
}

</script>

</head>

<body onload="init () ">

This application hides sidebar on 0OS News web site.
<br />

<br />

<iframe id="content" width="1024" height="768" />

</body>

</html>

The figure below shows the result of the injection implemented in the example code.

Cisco Interactive Experience Platform Developer Guide
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Figure 1-3 Result of Injection Code

This application hides sidebar on OS News web site.
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User-Agent Rules

System Overview
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This feature allows you to fake an User-Agent field in HTTP headers of browser requests.

To turn this feature on, you must set two properties:

1. The browser.content.useragent.rules.enabled property must be set to ‘true’.

2. The browser.content.useragent.rules must contain rules. This property is a map with URL wildcard

as a key and User-Agent string as a value.

Both properties are runtime properties so you are able to change their values inside your application and

those changes become effective immediately.
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With this feature turned on. Cobra loads an URL and checks that URL against User-Agent rules. If a rule

matches, Cobra uses the corresponding string as the User-Agent for the HTTP request. If multiple rules
match, the first matched rule will be used.

The following sample codes need to be used together.

Sample code 1 (file.../.../test/js/useragent.html):

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: User-Agent rules example ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{

margin: 20px;
background-color: #000000;
color : f#eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>
<script type="text/javascript">

function init ()

{

global . registry .setValue("browser.content.useragent. rules .enabled", "true");
global . registry .setValue("browser.content.useragent. rules",
'<map><item><key>*useragent-print*</key><value>The Coolest Browser

Ever!!!</value></item></map>"') ;
document .getElementById("userAgent") .innerHTML = '"' + navigator.userAgent + '"';
document .getElementById("content") .src = "useragent-print.html";
}
</script>
</head>

<body onload="init () ">
Browser User-Agent is: <span id="userAgent"></span>
<br />
<br />
<iframe id="content" width="1024" height="768" ></iframe>

</body>

</html>

Cisco Interactive Experience Platform Developer Guide
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Sample code 2 (file ../../test/js/useragent-print.html):

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>
<head>
<title>..:: Print User-Agent ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 20px;
background-color: #££0000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;
}
</style>

<script language="JavaScript">
function init ()
{
document.getElementById("userAgent") .innerHTML = '"' + navigator.userAgent + '"';
}
</script>
</head>
<body onload="init () ">
Browser User-Agent is: <span id="userAgent" />

</body>

</html>

The figure below shows the result of the rules applied in the example code.

Cisco Interactive Experience Platform Developer Guide g



Chapter1  System Overview |

W System Overview

Figure 1-4 Result of User-Agent Rules Applied

Browser User-Agent is: "Mozilla/5.0 (X11; Linux i686) AppleWebKitu534.34 (KHTML, like Gecko) Kiosk/1.0 Safarif534.34"

Browser User-Agent is: “The Coolest Browser Ever!!!®

Content Caching

When you develop an application that must be usable when you have limited bandwidth, content caching
becomes a very important feature of your application.

Regular desktop browsers do not give your application the ability to fully control content caching but
Cobra has special APIs to control content caching. Regular web content like HTML documents,
JavaScript code, CSS code, images, etc. are distinguished from media content like video and audio files.
There are two different APIs to control caching for both types of content: global.networkCache and
global.mediaCache.

Off-Line Caching

The user can set properties within a device profile or applied policy in the IEM that enables aggressive
caching on an IEC. As a result, web and media content is cached by the IEC so that if the IEC becomes
off-line (connection to the startup URL is lost), it can still display the content that users had previously
interacted with before going off-line.

Note  Only static page content is cached. Images and embedded videos are also cached. Dynamic page content
is NOT cached.

In order to activate aggressive caching, you must first configure property settings in the IEC’s device
profile or an applied policy within the IEM. Refer to the Cisco Interactive Experience Client 4600 Series
User Guide for instructions on how to configure off-line caching.

Cisco Interactive Experience Platform Developer Guide
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Cobra Browser

The name Cobra is derived from COBALT Browser, where COBALT is a C++ library that is used for
embedded applications device software.

As explained above, Cobra is both a web browser and application environment. It contains features for
kiosk specific web applications. In contrast to regular desktop browsers, such as Mozilla Firefox or
Google Chrome, Cobra is not only a browser for HTML documents, but a platform for feature rich
applications. This platform is tightly integrated with device's hardware, its capabilities are far beyond
the capabilities of regular desktop browsers. For example, in your HTML and JavaScript application you
can easily implement a video conferencing or a communication with monitor, connected to the device
via serial port.

From a web application developer's prospective, those new features are represented by new JavaScript
objects and functions introduced by Cobra.

Cobra assumes that a touch screen is connected and end users are operating it with either fingers or a
stylus. A mouse and keyboard are supported also.

There are specialized widgets to use in kiosk web applications. Those widgets provide a functionality
which is very hard if even possible to implement in JavaScript. As an example, there is a videoplayer,
which supports most of video and audio formats and codecs. In contrast to regular video players
implemented as NP plugins, this widget has a very rich and easy to use JavaScript API, has some
interesting features (like smart caching) other players lack. Another example is the ticker widget, which
can be implemented in JavaScript, but being implemented in C++ works much faster. In addition to
regular plugins support (like Adobe Flash Player), Cobra provides several proprietary widgets to
simplify developer's life. Those widgets can be configured and controlled from JavaScript.

Cobra JavaScript API

Note

In contrast to statically typed programming languages like C and C++, there is no common way to
declare JavaScript classes, object prototypes, and functions. However, it is very helpful for a developer
to have such a description as a reference. So, instead IDL-like notation is used to solve this problem. The
following is an example of IDL-like notation:

interface Factorial

{

readonly attribute int lastValue;
int value(in int n) const;

};

In the example above, it declares a Factorial interface which allows you to calculate n! with function
value() and to get the last calculated value using lastValue read-only attribute.

Consider the statement "object A implements interface B". However, if you try to call typeof () function
for object A you will not see B as the result. The result will be Object. Interfaces are introduced here to
simplify objects description.

Cobra introduces a new communication mechanism for JavaScript objects. It is called signals and slots,
a mechanism which comes from NOKIA’s Qt library that Cobra had been built upon. Signals and slots
are used for communication between objects. The signals and slots mechanism is a central feature of

Cobra JavaScript API. In GUI programming, when one widget is changed, we often want another widget
to be notified. More generally, we want objects of any kind to be able to communicate with one another.
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For example, if a user clicks a Close button, the desire is to have the window's close () function to be
called. A signal is emitted when a particular event occurs. Cobra's JavaScript classes have many
predefined signals. As an example of signal-slot mechanism usage network operations can be mentioned.

Since web applications are primarily related to network, the majority of new JavaScript classes,
introduced by Cobra, are network-related as well. So, to allow web application to have a responsive user
interface, all those new classes perform asynchronously. To support that asynchrony, Cobra uses signals
and slots.

Note At first, you can think about signals like about JavaScript events with a different API, and about slots
like about JavaScript event handlers.

Example

The following is a Clock JavaScript class interface:

interface Clock
{

readonly attribute Date timestamp;
signals:

void tick();
};

This interface declared signal tick() which is fired by the object every second. To use this signal in
JavaScript you can write the following code.

var clock;

function updateClock

{
document.getElementById("textClock") .innerHTML = clock.timestamp.toString() ;

}

function init()

{

clock.tick.connect (updateClock) ;
}

Assuming function init () is called when HTML document is loaded, that function connects signal
tick() to slot updateclock (). As the result the innerHTML attribute of DOM element with textClock
id will be changed to current timestamp every second.

Cisco Interactive Experience Platform Developer Guide
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Chapter Overview

This chapter provides information about APIs for the IEM server.
Topics in this document include:
e How to Use a Service API, page 2-2
— API Authorization, page 2-2
— Input Data Format, page 2-2
= Output Data Format, page 2-3
— General Notes, page 2-4
— Performance Service Examples, page 2-4

— Basic API for Device List, Create, Edit, List of Groups, and Profile Properties (examples), page
2-5

— Schedule Rules Format and Examples, page 2-6
e Service API Documentation, page 2-7

— Account Service, page 2-7

— Address Service, page 2-9

— Authentication Service, page 2-10

— Company Service, page 2-10

— Contact Service, page 2-11

— Country Service, page 2-12

— Device Service, page 2-12

— Device_model Service, page 2-14

— Event Service, page 2-15

- Firmware Service, page 2-16

— Group Service, page 2-17

- Image Service, page 2-19
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— Notification Service, page 2-19
- Person Service, page 2-22

- Policy Service, page 2-23

— Product Service, page 2-25

— Profile Service, page 2-26

— Role Service, page 2-28

— Schedule Service, page 2-29

- Specification Service, page 2-31
- System Service, page 2-32

— User Service, page 2-34

How to Use a Service API

API Authorization

When calling the service, append the parameter “auth” at the end:

&auth={“account”:”account_name”, “user”:”user_login”, "password” : "user_password” }

For example:

http://[service
host]//xml/?service=specification.set_action_property&args=[69, “screenmonitor.update”,
1]&auth={“account”:”"Root”, "user” :"Administrator”, "password” : "TopSecret”}

Input Data Format

The XML gate URL is http://your-service-host/xml?[service].[method] where:
[service] - service name (auth, account, device,...)
[method] - service method name

You can use either the XML (recommended for long data input) or JSON (recommended for small data
input) arguments format.

If you want to use the XML input, you must send a GET or POST request with one argument "data". The
argument "data" must contain XML with input parameters in this format:

Use the GET or POST parameter "data" to send arguments in XML format:

<xml>
<paraml_name>[paraml_value]</paraml_name>
<param2_name> [param2_value] </param2_name>
<param3_name> [param3_value]</param3_name>

</xml>

where:

param[X]_name - name of argument X
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param[X]_value - value of argument X
For example:

http://your-service-host/xml/?service=user.get_by_ id&data=<xml><id>1</id></xml>

data is:

<xml>
<id>1</id>
</xml>

First argument is called "id" and has the value 1.

If you want to use the JSON input, you must send GET with the argument “args”. The argument "args"
must contain a JSON-object or JSON-array with arguments.

For example:

http://your-service-host/xml/?service=user.get_by id&args={"id":"1"}

OR

http://your-service-host/xml/?service=user.get_by id&args=["1"]

Sometimes you need to pass arrays. In the JSON-format, they are transmitted in the form of
json-arrays. In XML, elements of the array pass in item-tags. For example:

http://your-service-host/xml/?service=xxx.xxx&data=<xml><id><item
index="1">first</item><item index="2">second</item></id></xml>

OR
http://your-service-host/xml/?service=xxx.xxx&args={"id":["first", "second"]}
OR

http://your-service-host/xml/?service=xxx.xxx&args=[["first", "second"]]

To use the methods, you need to be logged on. However, you can perform individual searches without
having to log in. To do this, you need to transfer data to authorize an additional JSON-object:

auth={"user":"MyUser", "account": "MyAccount", "password": "MyPass"}

Example:

http://your-service-host/xml/?service=user.get_by id&args=["1"]&auth={"user":"MyUser",
"account": "MyAccount", "password": "MyPass"}

If its parameter is set, the request is processed with "auth" authentication data. The session (normal)
authentication will be ignored.

Output Data Format

The answer comes in this XML format:

<xml>

<status>
<code>[ OK | FAILURE | ERROR]</code>
<message>[Human-readable result message string]</message>
</status>
<data>
[Additional datal
</data>
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</xml>

where CODE is result-type code:
¢ OK - request is successful
e FAILURE - request failed but it is not an error (i.e., the login was incorrect)

e ERROR - error occurred during request

N

Note  The data tag may be empty.

General Notes

Many methods, especially create, update, and delete, take the input parameter object. This parameter is
analogous to the output from the get_by_id method. It has to be provided in JSON format. The format
of the object and the required fields can be viewed as a result of the output the method object (), which
almost every service has. This method is needed just for this purpose.

Parameter names are validated. They must start with an English letter and contain at least three
characters which could be letters, numbers, dashes, or underscores. Otherwise, there will be a validation
error.

Performance Service Examples

http://[service]//xml/?service=event.index&args=["device","_devicelD_","_limit_","_(severity

separated by comma, empty means all)_","_(facility separated by comma, empty means all)_"]
For example:

http://[service]//xml/?service=event.index&args=["device","168","100","ERROR,INFO", " "replicat
or,co"]

Performance-Event:
http://[service]//xml/?service=event.device_perfomance_info&args=["_device_ID_","_limit_"]
For example:
http://[service]/xml/?service=event.device_perfomance_info&args=["168", "100"]
The list of possible facility for a device:
http://[service]/xml/?service=event.get_facility_list&args=["device","_devicelD_"]
For example:
http://[service]//xml/?service=event.get_facility_list&args=["device","168"]
The severities are standard: ERROR, INFO, WARNING, etc.
When sending notifications to a URL, the data comes in the following format:

< ? Xml version="1.0" encoding="UTF-8"?>
<xml>
<event>
<severity>INFO</severity>
<module>system</module>
<message> (test: INFO / system) USB device</message><data>
<item type="string" name="usb-device"><![CDATA[/dev/sdbl]]l></ item>
<item type="string" name="usb-model"><! [CDATA[DISK 2.0]]></item>
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<item type="string" name="usb-product"><![CDATA[EMERGENCY]]></ item>
<item type="string" name="usb-vendor"><![CDATA[USB]]></ item>
</data>

</event>

<event>
<severity>ERROR</severity>
<module>replicator </module>
<message> (test: ERROR / replicator) Cannot open file \ '/ persistent /
MODEL \' (No such file or directory) .</message>
<data></data>

</event>

</xml>

Basic API for Device List, Create, Edit, List of Groups, and Profile Properties
(examples)

http://[service]//xml/?service=device.get_by_serial&args=["300074500007"]
Or by ID:

http://[service]//xml/?service=device.get_by_id&args=[2465]
Create:

https://[service]//xml/?service=device.create&args=[{ "account_id":"ACCOUNT_ID","serial_num
ber":"SERIAL_NUMBER", .... The rest of fields are optional... }]
&auth={"account":"ACCOUNT","user":"USER","password":"PASSWORD" }

Edit:

S

Note Only send the fields that you need to change.

https://[service]//xml/?service=device.update&args=[{"id":"DEVICE_ID", .... The rest of fields are
optional ... }] &auth={"account":"ACCOUNT","user":"USER","password":"PASSWORD"}

List of groups:

https://[service]/xml/?service=group.get_tree_by_objects&args={"TYPE","ACCOUNT_ID","AS_
TREE"} &auth={"account":"ACCOUNT","user":"USER","password":"PASSWORD"}

TYPE - device or user
ACCOUNT_ID - account id
AS_TREE - 1 (output as tree), O (output as list)
List of profile properties of user or device:
e Device tree:

https://[service]/xml/?service=profile.device_tree&args={"device_id":"DEVICE_ID"} &auth=
{"account":"ACCOUNT","user":"USER","password":"PASSWORD" }

e Device list:

https://[service]/xml/?service=profile.device_list&args={"device_id":"DEVICE_ID" } &auth=
{"account":"ACCOUNT","user":"USER","password":"PASSWORD" }

e User tree:

Cisco Interactive Experience Platform Developer Guide g



Chapter2  APIs for the IEM Server |

Bl How to Use a Service API

https://[service]/xml/?service=profile.user_tree&args={"user_id":"USER_ID" } &auth={"acco
unt":"ACCOUNT","user":"USER","password":"PASSWORD"}

e User list:

https://[service]/xml/?service=profile.user_list&args={"device_id":"DEVICE_ID" } &auth={"a
ccount":"ACCOUNT","user":"USER","password":"PASSWORD"}

DEVICE_ID - device id
USER_ID - user id

Schedule Rules Format and Examples

rules- rules for schedules, an array type of rule

Description of the rule object:

public $schedule_rules = array
(
'recurrent_type' => 'no_recurrent', // no_recurrent, daily, weekly, monthly, yearly
// flag until unappiled
'until_unappiled' => 1,
// corresponds to the position recurrent_type = no_recurrent.
// If until_unappiled = 0 you need to set the interval during which
// the policy will be active. It is set in seconds.
'until_duration' => 0,
// 111 this field must be filled in as it acts as the start marker
'start_date' => 0, // timestamp of beginning date with time 00:00
'start_time' => 0, // time in seconds from the beginning of the start_date
// start_date + start_time = time the schedule starts working
// Corresponds to the position recurrent_type = daily
// day - sets recurrence in days
'every_days' => array (
'day' => 1
),
// corresponds to the recurrent_type = weekly
// recur_every_week - sets recurrence in weeks from the start marker
// days_of_week - array of included days of the week:
array('Sun', 'Mon', 'Tue', 'Wed', 'Thu', 'Fri', 'Sat").
// Only the ones that have been set are listed, empty stands for all days.
'every_week' => array (
'recur_every_week' => 1,
'days_of_week' => array()
),
// Corresponds to the position recurrent_type = monthly
// recur_flag - flag that sets recurrance type as in "every day of the week" vs
"every day of the month"
// every_ day - day if recur_flag = 0
// every_month - month if recur_flag = 0
// recur_counter - day of the month if recur_flag = 1
// recur_day_of_week - day of the week if recur_flag = 1
// recur_month_counter - month if recur_flag = 1
'every_month' => array (
'recur_flag' => 0,
'every_day' => 1,
'every_month' => 1,
'recur_counter' => 1,
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'recur_day_of_week' => 'Sun',
'recur_month_counter' => 1

)

// Relatively to position recurrent_type = yearly

// recur_flag - flag to switch among types "every day of the year", "every day of
the week of certain month"
// every_month - month if recur_flag = 0

// every_day - day if recur_flag = 0
// recur_counter - date if recur_flag = 1
// recur_day_of_week - day of the week if recur_flag = 1
// recur_month_counter - month if recur_flag = 1
'every_vyearly' => array (
'recur_flag' => 0,
'every_day' => 1,
'every_month' => 1,
'recur_counter' => 1,
'recur_day_of_week' => 'Sun',
'recur_month_counter' => 1

)

Example of object rules:

[
{"until_duration":86400, "every_days":[{"start_time":65580, "day":1}1],
"until_unapplied":"0", "start_date":1331582400, "start_time":65580, "recurrent_type":"daily"}

’

{"every_week": [{"recur_every_week":"1l","start_time":66000, "days_of_week":["Tue", "Wed", "Fri
", "Sat"1}1,
"until_duration":172800, "until_unapplied":"0", "start_date":1331582400, "start_time":66000,"
recurrent_type":"weekly"},

{"until_duration":259200, "until_unapplied":"0", "start_date":1331582400, "start_time":66600,
"every_month":[{"every_day":3, "every_month":"1l", "start_time":66600, "recur_flag":"0"}], "rec
urrent_type":"monthly"},

{"until_duration":86400, "until_unapplied":"0", "start_date":1331582400, "start_time":67200,"
every_vyearly":[{"every_day":3,"every_month":"May", "start_time":67200, "recur_flag":"0"}],"r
ecurrent_type":"yearly"}

1
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Account Service

Entity-metaname: account
Facility-metaname: fcl_account

Basic input/output object format:

<xml>
<id>{id}</id>
<name>{name}</name>
<description>{description}</description>
<left_key>{left_keyl</left_key>
<right_key>{right_key}</right_key>
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<level>{level}</level>
<company_id>{company_id => [company object]}</company_id>

<person_id>{person_id =>

<xml>

Fields of the object requirements:

[person object]}</person_id>

T3]

¢ name: The name may contain latin and numeric characters, spaces, and the following characters: “.”,
“.”, and “_”. The name must start with an alphabetic character and then end with either a latin or

)

numeric character. The name should have a minimum of 3 characters and a maximum of 64

characters.

e id: numeric

e description: 512 characters maximum

Table 1 Methods
Method Description Call as Parameters
Get_childs Gets all child objects |account.get_childs id: account ID (required)
for current account
Get_by_name Gets account object  |account.get_by_name name: account name (required)

by name

Get_top_account

account.get_top_account

none

Get_tree_by_objects

Gets account objects
tree

account.get_tree_by_objects

account_id: account object ID
(optional, default 0)

Create Creates a new account.create parent_id: account parent
account object object ID (required)
object: account object (required)
Update account.update object: account object (required)
Delete Deletes account account.delete object: account object (required)

object

Registration

Creates a new
account and it
immediately registers
the user and the
device.

Three input
parameters of the
object (account, user,
and device) are the
objects of the
appropriate services.

account.registration

account (required)
user (required)

device (required)

Get_by_id Gets account object  |account.get_by_id id: account ID (required)
by ID
Get_full Gets full information  |account.get_full id: account ID (required)

of account object
including sub-objects
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Method Description Call as Parameters

Get_list_in Gets account objects  |account.get_list_in in: account ID array (required)
whose IDs are in the
input array

Index Gets account index account.index none

Address Service

Entity-metaname: address
Facility-metaname: fcl_account

Basic input/output object format:

<xml>
<id>{id}</id>
<street_address>{street_address}</street_address>
<city>{cityl}</city>
<state_id>{state_id => [state object]}</state_id>
<province>{province}</province>
<zip_code>{zip_code}</zip_code>
<country_id>{country_id => [country object]}</country_id>
<xml>

Fields of the object requirements:
e street_address: 256 characters maximum
e province: 128 characters maximum

e zip_code: 16 characters maximum

Table 2 Methods

Method Description Call as Parameters

Create Creates a new address.create object: address object (required)
address object

Update address.update object: address object (required)

Delete Deletes address address.delete object: address object (required)
object

Get_by_id Gets address object  |address.get_by_id id: address ID (required)
by ID

Get_full Gets full information  |address.get_full id: address ID (required)

of address object
including sub-objects

Get_list_in Gets address objects |address.get_list_in in: address ID array (required)
whose [Ds are in the
input array

Index Gets address index address.index none
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Authentication Service

System authentication service

Facility-metaname: fcl_security

Table 3 Methods

Method

Description

Call as

Parameters

Login

auth.login

account (required)
user (required)
password (required)

client_name (optional, default
false)

client_version (optional, default
false)

use_experimental (optional,
default false)

Is_logined

auth.is_logined

none

Logout

auth.logout

none

Company Service

Entity-metaname: company

Facility-metaname: fcl_account

Basic input/output object format:

<xml>

<id>{id}</id>

<name>{name}</name>
<description>{description}</description>
<contact_id>{contact_id => [contact object]}</contact_id>

<xml>

Fields of the object requirements:

e name: must contain a unique value, 3 characters minimum, 256 characters maximum

e description: 512 characters maximum

Table 4 Methods

Method Description Call as Parameters

Get_by_name Gets company object  [company.get_by_name name: company name (required)
by name

Create Creates a new company.create object: company object
company object (required)

Update company.update object: company object

(required)
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Method Description Call as Parameters

Delete Deletes company company.delete object: company object
object (required)

Get_by_id Gets company object |company.get_by_id id: company ID (required)
by ID

Get_full Gets full information  |company.get_full id: company ID (required)

of company object
including sub-objects

Get_list_in Gets company objects |company.get_list_in in: company ID array (required)
whose IDs are in the
input array
Index Gets company index  |company.index none
Contact Service

Entity-metaname: contact
Facility-metaname: fcl_account

Basic input/output object format:

<xml>
<id>{id}</id>
<phone>{phone}</phone>
<cell_phone>{cell_phone}</cell_phone>
<email>{email}</email>
<notification_url>{notification_url}</notification_url>
<web>{web}</web>
<skype>{skype}</skype>
<address_id>{address_id => [address object]}</address_id>
<xml>

Fields of the object requirements:
e phone: 64 characters maximum
e cell_phone: 64 characters maximum
e email: 128 characters maximum
e potification_url: 512 characters maximum
e web: 256 characters maximum

e skype: 64 characters maximum

Table 5 Methods
Method Description Call as Parameters
Create Creates a new contact |contact.create object: contact object (required)
object
Update contact.update object: contact object (required)
Delete Deletes contact object |contact.delete object: contact object (required)
Get_by_id Gets contact object by |contact.get_by_id id: contact ID (required)
ID
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Method Description Call as Parameters

Get_full Gets full information  |contact.get_full id: contact ID (required)
of contact object
including sub-objects

Get_list_in Gets contact objects  |contact.get_list_in in: contact ID array (required)
whose IDs are in the
input array

Index Gets contact index contact.index none

Country Service

Entity-metaname: country

Facility-metaname: fcl_default

Basic input/output object format:

<xml>
<id>{id}</id>
<name>{name }</name>
<xml>

Table 6 Methods

Method Description Call as Parameters

Index Gets country index country.index none

Get_by_name Gets country object by |country.get_by_name name: country name (required)
name

Get_by_id Gets country object by |country.get_by_id id: country ID (required)
ID

Get_full Gets full information  |country.get_full id: country ID (required)
of country object
including sub-objects

Get_list_in Gets country objects  |country.get_list_in in: country ID array (required)

whose IDs are in the
input array

Device Service

Entity-metaname: device

Facility-metaname: fcl_device

Basic input/output object format:

<xml>

<id>{id}</id>
<name>{name }</name>
<mac>{mac}</mac>

<serial_number>{serial_number}</serial_number>
<is_disabled>{is_disabled}</is_disabled>
<last_ip>{last_ipl}</last_ip>
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<last_external_ip>{last_external_ip}</last_external_ip>
<location>{location}</location>
<description>{description}</description>
<device_status>{device_status}</device_status>

<address_id>{address_id =>
<account_id>{account_id =>

<timezone>{timezone}</timezone>

<timezone_offset>{timezone_offset}</timezone_offset>
<is_muted>{is_muted}</is_muted>
<is_notlicensed>{is_notlicensed}</is_notlicensed>

Service APl Documentation

[address object]}</address_id>
[account object]}</account_id>

<is_updaterequired>{is_updaterequired}</is_updaterequired>
<user_online_id>{user_online_id}</user_online_id>

<xml>

Fields of the object requirements:

e name: 3 characters minimum, 128 characters maximum

e description: 512 characters maximum

e mac: 12 characters maximum

e serial_number: 4 characters minimum, 32 characters maximum

Table 7 Methods
Method Description Call as Parameters
Search device.search mask (required)
Mark Marks device as device.mark now_connected_device
online, checks device (required)
iotvssr Eglfr;eand marks uptime (optional, default 0)
muted (optional, default false)
Get_by_serial Gets device object by |device.get_by_serial serial: serial number (required)
serial number
Get_by_name Gets device object by |device.get_by_name account_id: account object ID

name

(required)

name: device name (required)

Get_by_serial_and_n
ulltoken

Gets device object by
serial number and null
token

device.get_by_serial_and_nullt
oken

serial: serial number (required)

Get_full Gets full information  |device.get_full id: device ID (required)
of device object
(including
sub-objects)
Index Gets device index device.index account_id: account object ID
(optional, default false)
Get_online device.get_online account_id: account object ID

(optional, default false)

Get_online_count device.get_online_count none
Get_all_count device.get_all_count none
Create Creates a new device |device.create object: device object (required)

object
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Method

Description

Call as

Parameters

Update

device.update

object: device object (required)

Delete

Deletes device object

device.delete

object: device object (required)

Effective_profile

device.effective_profile

id: device ID (required)

Effective_profile_list

device.effective_profile_list

id: device ID (required)
time (optional, default false)

n (optional, default 1)

Effective_policy

device.effective_policy

id: device ID (required)

Get_by_id

Gets device object by
D

device.get_hy_id

id: device ID (required)

Get_list_in

Gets device objects
whose IDs are in the
input array

device.get_list_in

in: device ID array (required)

Device_model Service

Entity-metaname: model

Facility-metaname: fcl_device

Basic input/output object format:

<xml>

<id>{id}</id>
<product_id>{product_id => [product object]}</product_id>
<name>{name}</name>
<description>{description}</description>

<xml>

Fields of the object requirements:

e name: 2 characters minimum, 64 characters maximum

e description: 512 characters maximum

Table 8 Methods

Method Description Call as Parameters

Index Gets device_model device_model.index none
index

Create Creates a new device_model.create object: device_model object
device_model object (required)

Update device_model.update object: device_model object

(required)

Delete Deletes device_model |device_model.delete object: device_model object
object (required)

Get_by_name Gets device_model device_model.get_by_name product_id: product object ID

object by name

(required)

name: device_model name
(required)
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Method Description Call as Parameters
Get_by_id Gets device_model device_model.get_by_id id: device_model ID (required)
object by ID
Get_full Gets full information  |device_model.get_full id: device_model ID (required)
of device_model
object including
sub-objects
Get_list_in Gets device_model device_model.get_list_in in: device_model ID array
objects whose IDs are (required)
in the input array
Event Service

Entity-metaname: events

Basic input/output object format:

<xml>
<id>{id}</id>
<object_type>{object_type}</object_type>
<object_id>{object_id}</object_id>
<event_time>{event_time}</event_time>
<severity>{severity}</severity>
<facility>{facility}</facility>
<message>{message}</message>
<data>{data}</data>

<xml>

Fields of the object requirements:

object_type: 16 characters maximum
severity: 16 characters maximum
facility: 64 characters maximum
message: 1024 characters maximum

data: 4096 characters maximum

Table 9 Methods
Method Description Call as Parameters
Register Registers a new event |event.register object_type (required)

object

object_id (required)

severity (required)

facility (required)

message (optional, default ")
data (optional, default ")

time (optional, default false)

Get_facility_list

event.get_facility_list

object_type (required)
object_id (required)
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Method Description

Call as

Parameters

Index Gets event index

event.index

object_type (optional, default
‘device')

object_id (optional, default 0)
limit (optional, default )
severity (optional, default ")
facility (optional, default ")
search (optional, default ")
start (optional, default 0)

end (optional, default 0)

Device_perfomance_i
nfo

event.device_perfomance_info

device_id: device object ID
(required)

limit (optional, default ")
start (optional, default 0)
end (optional, default 0)

Device_perfomance_i
nfo_advanced

event.device_perfomance_info
_advanced

device_id: device object ID
(required)

limit (optional, default )
start (optional, default 0)
end (optional, default 0)

Create_notification

event.create_notification

senders (required)
types (required)
contains (required)

receivers (required)

Get_by_id Gets event object by

D

event.get_by_id

id: event ID (required)

Firmware Service

Entity-metaname: firmware
Facility-metaname: fcl_device

Basic input/output object format:

<xml>
<id>{id}</id>

<version_major>{version_major}</version_major>
<version_sys>{version_sys}</version_sys>
<version_app>{version_app}</version_app>
<model_id>{model_id}</model_id>
<is_release>{is_releasel}</is_release>

<is_enabled>{is_enabled}</is_enabled>

<description>{description}</description>
<specification_path>{specification_path}</specification_path>
<sys_image_path>{sys_image_path}</sys_image_path>
<app_image_path>{app_image_path}</app_image_path>
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<build>{build}</build>

<pversion>{pversion}</pversion>
<xml>

Fields of the object requirements:

Service APl Documentation

[Tt

¢ name: The name may contain latin and numeric characters, spaces, and the following characters: “.”,

T3k

numeric character.

e sys_image_path: 2048 characters maximum

e app_image_path: 2048 characters maximum

e specification_path: 2048 characters maximum

e description: 512 characters maximum

,and “_”. The name must start with an alphabetic character and then end with either a latin or

Table 10 Methods
Method Description Call as Parameters
To_release_all firmware.to_release_all none
Support_index firmware.support_index none
Support_versions firmware.support_versions model_id (required)
Index Gets firmware index  |firmware.index where (optional, default ")
Create Creates a new firmware.create object: firmware object
firmware object (required)
Update firmware.update object: firmware object
(required)
Delete Deletes firmware firmware.delete object: firmware object
object (required)
Disable firmware.disable id: firmware ID (required)
Enable firmware.enable id: firmware ID (required)
Get_by_id Gets firmware object | firmware.get_by_id id: firmware ID (required)
by ID
Get_full Gets full information  |firmware.get_full id: firmware ID (required)
of firmware object
including sub-objects

Group Service

Account group management service

Entity-metaname: group

Facility-

metaname: fcl_account
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Table 11 Methods
Method Description Call as Parameters
Get_full Gets full information  |group.get_full type (required)
B g gup 1
Get_by_name Get group object by |group.get_by_name account_id: account object ID
name (required)
type (required)
name: group name (required)
Get_by_id Gets group object by  |group.get_by_id type (required)
ID

group_id: group object ID
(required)

Get_tree_hy_objects

Gets group objects
tree

group.get_tree_by_objects

type (required)

account_id: account object ID
(required)

return_as_tree (optional,
default true)

Create Creates a new group |group.create type (required)
object account_id: account object ID

(required)
name: group name (required)
description (optional, default ")
parent_id: group parent object
ID (optional, default false)

Update group.update type (required)
group_id: group object ID
(required)
name: group name (optional,
default false)
description (optional, default
false)

Delete Deletes group object  |group.delete type (required)
group_id: group object ID
(required)

Get_childs Gets all child objects |group.get_childs type (required)

for current group group_id: group object ID

(required)

Get_all_childs group.get_all_childs type (required)

group_id: group object ID
(required)
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Method

Description

Call as

Parameters

Add_object

group.add_object

type (required)

group_id: group object ID
(required)

object_id (required)

Set_objects

If the is_reset

parameter is set, then

the group will be
cleared of prior
entities

group.set_objects

type (required)
list_group_id (required)
object_id (required)

is_reset (optional, default 0)

Remove_object

group.remove_object

type (required)

group_id: group object ID
(required)

object_id (required)

Object_not_member_
of

group.object_not_member_of

type (required)

group_id: group object ID
(required)

Object_member_of

group.object_member_of

type (required)
object_id (required)

return_as_tree (optional,
default true)

Image Service

Table 12

Methods

Method

Description

Call as

Parameters

Get_favicon_by_url

image.get_favicon_by_url

url (required)

Image_file_resize

image.image_file_resize

filedata (required)
toWidth (required)
toHeight (required)

Image_file

image.image_file

filedata (required)

Image_baseb4_resize

image.image_base64_resize

base64encodedimage (required)
toWidth (required)
toHeight (required)

Notification Service

Entity-metaname: notification

Basic input/output object format:
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<xml>
<id>{id}</id>
<name>{name}</name>
<ts>{ts}</ts>
<account_id>{account_id =>
<period>{period}</period>

[account object]}</account_id>

<severity facility>{severity_ facilityl}</severity facility>

<message_contains>{message_contains}</message_contains>
<rules>{rules}</rules>
<messages>{messages}</messages>
<logic>{logic}</logic>
<xml>

Fields of the object requirements:

e name: 3 characters minimum, 64 characters maximum

Table 13 Methods

Method Description Call as Parameters

Specification notification.specification none

Add_user notification.add_user notification_id: notification
object ID (required)
user_id: user object ID
(required)

Set_user_list notification.set_user_list notification_id: notification

object ID (required)

user_id_array (required)

notification.set_notification_lis
t

Set_notification_list

user_id: user object ID
(required)

notification_id_array (required)

Remove_user notification.remove_user

notification_id: notification
object ID (required)

user_id: user object ID
(required)

notification.notification_user_li
st

Notification_user_list

notification_id: notification
object ID (required)

notification.user_notification_li
st

User_notification_list

user_id: user object ID
(required)
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Method

Description

Call as

Parameters

Create

Creates a new
notification object

notification.create

account_id: account object ID
(required)

name: notification name
(required)

types (required) - see the
“Arrays” section below

message_contains (required)

rules (required) - see the
“Arrays” section below

period (required)

or_logic (optional, default 0)

Update

(See the
notification.create
method)

notification.update

id: notification ID (required)

name: notification name
(required)

types (required) - see the
“Arrays” section below

message_contains (required)

rules (required) - see the
“Arrays” section below

period (required)

or_logic (optional, default 0)

Delete

Deletes notification

notification.delete

object: notification object
(required)

Get_by_id

Gets notification
object by ID

notification.get_by_id

id: notification ID (required)

Get_by_name

Gets notification
object by name

notification.get_by_name

account_id: account object ID
(required)

name: notification name
(required)

Index

Gets notification
index

notification.index

account_id: account object ID
(required)

Close_opened_notific
ations

notification.close_opened_notif
ications

none

In the Create method (see the table above), the following parameters are arrays:

1. types - An array of settings under which Severity and Facility the notification will fire.

The format is an array of objects with two parameters - severity and facility:

[{"severity":"ERROR","facility":"*"},{"severity":"*","facility":"Co" } ]
severity: ERROR, WARNING, INFO, etc.
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Person Service

facility: from output of the event::get_facility_list

Both can be replaced with asterisks to include all errors:
{"severity":"ERROR","facility":"*"}

Or replaced with “Co” for any messages from Cobalt (the communication module):
{"severity":"*","facility":"Co" }

rules - An array of thresholds. Data for this array is contained in the Specification method
(notification.specification) of this service.

non "non non

[{"name":"cpu-avg","operator":">",
"value":"60"},{"name":"cpu-memory","operator":">","value":"50" },...]

Entity-metaname: person

Facility-metaname: fcl_account

Basic input/output object format:

<xml>
<id>{id}</id>
<title>{title}</title>
<first_name>{first_namel}</first_name>
<middle_name>{middle_name}</middle_name>
<last_name>{last_name}</last_name>
<contact_id>{contact_id => [contact object]}</contact_id>
<company_id>{company_id => [company object]}</company_id>
<xml>

Fields of the object requirements:

title: 60 characters maximum
first_name: 50 characters maximum
middle_name: 50 characters maximum

last_name: 50 characters maximum

Table 14 Methods

Method Description Call as Parameters

Create Creates a new person.create object: person object
person object (required)

Update person.update object: person object

(required)

Delete Deletes person person.delete object: person object
object (required)

Get_by_id Gets person object |person.get_by_id id: person ID (required)
by ID
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Method Description Call as Parameters

Get_full Gets full person.get_full id: person ID (required)
information of
person object
including
sub-objects

Get_list_in Gets person objects  |person.get_list_in in: person ID array
whose |Ds are in the (required)
input array
Index Gets person index |person.index none
Policy Service

Policy management service
Entity-metaname: policy

Facility-metaname: fcl_profile

Table 15 Methods
Method Description Call as Parameters
Copy policy.copy account_id_des (required)
policy_id_list (required)
new_name (optional, default
false)
Duplicate policy.duplicate policy_id: policy object ID
(required)
new_name (required)
Create Creates a new policy |policy.create account_id: account object ID
object (required)

policy_name (required)

property_list (required) - see
“Array” section below

policy_description (optional,
default ")

is_action (optional, default 0)

is_menu_set (optional, default
0)
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Method Description Call as Parameters
Update (See policy.create policy.update policy_id: policy object ID
method) (required)
name: policy name (optional,
default false)
description (optional, default
false)
is_action (optional, default
false)
is_menu_set (optional, default
false)
Get Gets policy object policy.get policy_id: policy object ID
(required)
Get_full Gets full information | policy.get_full policy_id: policy object ID
of policy object (required)
including sub-objects
Get_by_name Gets policy object by  |policy.get_by_name account_id: account object ID
name (required)
name: policy name (required)
Get_tree policy.get_tree policy_id: policy object ID
(required)
Get_list policy.get_list policy_id: policy object ID
(required)
Get_list_in Gets policy objects policy.get_list_in in: policy ID array (required)
whose [Ds are in the
input array
Get_index policy.get_index account_id: account object ID
(required)
Add (See policy.create policy.add policy_id: policy object ID
method) (required)
property_list (required)
Set (See policy.create policy.set policy_id: policy object ID
method) (required)
property_list (required)
Delete Deletes policy object |policy.delete policy_id: policy object ID

(required)

Check_depends

policy.check_get_list

policy_id: policy object ID
(required)

Device_get_list

policy.device_get_list

device_id: device object ID
(required)
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Method

Description

Call as

Parameters

Device_set_list

policy.device_set_list

device_id: device object ID
(required)

policy_list (required)

schedule_list (optional, default
null)

Group_get_list

policy.group_get_list

type (required)

group_id: group object ID
(required)

Group_set_list

policy.group_set_list

type (required)

group_id: group object ID
(required)

policy_list (required)

schedule_list (optional, default
null)

Index

Gets policy index

policy.index

none

Array

In the Create method (see the table above), the property-list parameter is an array:

e property_list - An array of objects.

{"name of spec property":"value"}

For example:

non

[{"browser.url":"cnn.com" },{"display.rotation":"0"}]

Product Service

Entity-metaname: product

Facility-metaname: fcl_device

Basic input/output object format:

<xml>

<id>{id}</id>
<name>{name}</name>

<description>{description}</description>

<xml>

Fields of the object requirements:

¢ name: The name may contain latin and numeric characters, spaces, and the following characters:
,and “_”. The name must start with an alphabetic character and then end with either a latin or

T3k

numeric character.

e description: 512 characters maximum

T3]

)
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Table 16 Methods

Method Description Call as Parameters

Index Gets product index product.index none

Create Creates anew product |product.create object: product object (required)
object

Update product.update object: product object (required)

Delete Deletes product product.delete object: product object (required)
object

Get_by_name Gets product object by |product.get_by_name name: product name (required)
name

Get_by_id Gets product objectby |product.get_by_id id: product ID (required)
ID

Get_full Gets full information  |product.get_full id: product ID (required)
of product object
including sub-objects

Get_list_in Gets product objects  |product.get_list_in in: product ID array (required)

whose IDs are in the
input array

Profile Service

Profile management service

Entity-metaname: profile

Facility-metaname: fcl_profile

Table 17 Methods
Method Description Call as Parameters
Index Gets profile index profile.index data (required)

Default_copy

profile.default_copy

account_id_des (required)

profile_id_list (required)

Default_create

profile.default_create

account_id: account object ID
(required)

profile_name (required)
property_list (required)

profile_description (optional,
default ")

Default_update

profile.default_update

profile_id: profile object ID
(required)

name: profile name (optional,
default false)

description (optional, default
false)
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Method

Description

Call as

Parameters

Default_get

profile.default_get

profile_id: profile object ID
(required)

Default_get_full

profile.default_get_full

profile_id: profile object ID
(required)

Default_get_by_nam
e

profile.default_get_by_name

account_id: account object ID
(required)

profile_name (required)

Default_tree

profile.default_tree

profile_id: profile object ID
(required)

Default_list

profile.default_list

profile_id: profile object ID
(required)

Default_index

profile.default_index

account_id: account object ID
(required)

Default_get_list_in

profile.default_get_list_in

in: profile ID array (required)

Default_add profile.default_add pprofile_id: profile object ID
(required)
pproperty_list (required)
Default_set profile.default_set pprofile_id: profile object ID

(required)

pproperty_list (required)

Default_delete

profile.default_delete

profile_id: profile object ID
(required)

User_tree profile.user_tree user_id: user object ID
(required)
User_list profile.user_list user_id: user object ID

(required)

use_attaching (optional, default

false)

User_create

profile.user_create

user_id: user object ID
(required)

default_id (required)

User_add

profile.user_add

user_id: user object ID
(required)

property_list (required)

User_set

profile.user_set

user_id: user object ID
(required)

property_list (required)

Device_tree

profile.device_tree

device_id: device object ID
(required)
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Method Description

Call as

Parameters

Device_list

profile.device_list

device_id: device object ID
(required)

use_attaching (optional, default
false)

Device_create

profile.device_create

device_id: device object ID
(required)

default_id (required)

Device_add profile.device_add device_id: device object ID
(required)
property_list (required)
Device_set profile.device_set device_id: device object ID
(required)
property_list (required)
Get_by_id Gets profile object by |profile.get_by_id id: profile ID (required)
ID
Get_full Gets full information  |profile.get_full id: profile ID (required)
of profile object
including sub-objects
Get_list_in Gets profile objects profile.get_list_in in: profile ID array (required)
whose IDs are in the
input array

Role Service

Entity-metaname: role
Facility-metaname: fcl_security

Basic input/output object format:

<xml>
<id>{id}</id>
<title>{titlel}</title>
<name>{name }</name>

<description>{description}</description>

<xml>

Fields of the object requirements:

TR

e name: The name may contain latin and numeric characters, spaces, and the following characters: “.”,

[T3R]

, and “_". The name must start with an alphabetic character and then end with either a latin or

numeric character. The name should have a maximum of 64 characters.

e title: 128 characters maximum

e description: 512 characters maximum
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Table 18 Methods
Method Description Call as Parameters
Get_by_name Gets role object by role.get_by_name name: role name (required)
name
Create Creates a new role role.create object: role object (required)
object
Update role.update object: role object (required)
Delete Deletes role object role.delete object: role object (required)
Get_by_id Gets role object by ID |role.get_by_id id: role ID (required)
Get_full Gets full information  |role.get_full id: role ID (required)
of role object
including sub-objects
Get_list_in Gets role objects role.get_list_in in: role ID array (required)
whose IDs are in the
input array
Index Gets role index role.index none

Schedule Service

Entity-metaname: schedule

Basic input/output object format:

<xml>
<id>{id}</id>
<account_id>{account_id => [account object]}</account_id>
<name>{name} </name>
<rules>{rules}</rules>
<description>{description}</description>

<xml>

See the “Schedule Rules Format and Examples” section of this chapter.
Fields of the object requirements:

1. name: The name may contain latin and numeric characters, spaces, and the following characters:
“”, ¢, and “_". The name must start with an alphabetic character and then end with either a
latin or numeric character. The name should have a minimum of 3 characters and a maximum
of 64 characters.

2. description: 512 characters maximum.

Table 19 Methods
Method Description Call as Parameters
Get_simple schedule.get_simple id: schedule ID (required)
Get_by_name Gets schedule object |schedule.get_by_name account_id: account object ID
by name (required)
name: schedule name (required)
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Method Description Call as Parameters
Index Gets schedule index  |schedule.index account_id: account object ID
(optional, default false)
Get_list schedule.get_list none
Create Creates a new schedule.create object: schedule object
schedule object (required)
See the “Schedule
Rules Format and
Examples” section.
Update See the "Schedule schedule.update object: schedule object
Rules Format and (required)
Examples” section. See the “Schedule Rules Format
and Examples” section.
Delete Deletes schedule schedule.delete object: schedule object

object

(required)

Unset_device_policy

schedule.unset_device_policy

device_id: device object ID
(required)

policy_id: policy object ID
(required)

Set_device_policy

schedule.set_device_policy

device_id: device object ID
(required)

policy_id: policy object ID
(required)

schedule_id: schedule object ID
(required)

Unset_group_policy

schedule.unset_group_policy

group_id: group object ID
(required)
policy_id: policy object ID
(required)

Set_group_policy

schedule.set_group_policy

group_id: group object ID
(required)
policy_id: policy object ID
(required)

schedule_id: schedule object ID
(required)

Assign_to

schedule.assign_to

schedule_id: schedule object ID
(required)

Processing_device_lis
1

schedule.processing_device_lis
1

device_id: device object ID
(required)

time (optional, default 0)

count (optional, default 1
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Processing_device schedule.processing_device device_id: device object ID
(required)
time (optional, default 0)
return_policy_id_only(optional,
default false)
Get_by_id Gets schedule object |schedule.get_by_id id: schedule ID (required)
by ID
Specification Service

Specification control service
Entity-metaname: specification

Facility-metaname: fcl_profile

Table 20 Methods
Method Description Call as Parameters
Get Gets specification specification.get type (optional, default null)
object use_experimental (optional,
default false)

Get_list specification.get_list type (optional, default null)
use_experimental (optional,
default false)

Get_actions specification.get_actions account_id: account object ID

(required)

Get_menu_actions

specification.get_menu_actions

account_id: account object ID
(required)

Set_action_policy

specification.set_action_policy

device_id: device object ID
(required)

policy_id: policy object ID
(required)

Set_action_property

specification.set_action_proper
ty

device_id: device object ID
(required)

action_name (required)

action_value (required)

Set_action_property_
list

action_list is always
an array of objects
{"name of the action
property":"value"}

For example:

[{"power.reboot":"1"},
{"display.rotation":"0"
1

specification.set_action_proper
ty_list

device_id: device object ID
(required)

action_list (required)
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Description
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Parameters

Set_action_group_po
licy

specification.set_action_group
_policy

account_id: account object ID
(required)

group_id: group object ID
(required)
policy_id: policy object ID
(required)

Set_action_group_pr
operty

specification.set_action_group
_property

account_id: account object ID
(required)

group_id: group object ID
(required)

action_name (required)

action_value (required)

Set_action_group_pr
operty_list

action_list is always
an array of objects
{"name of the action

property":"value"}

For example:

[{"power.reboot":"1"},
{"display.rotation":"0"
1

specification.set_action_group
_property_list

account_id: account object ID
(required)

group_id: group object ID
(required)

action_list (required)

System Service

Table 21

Methods

Method

Description

Call as

Parameters

Import_device_csv

system.import_device_csv

account_id: account object ID
(required)

csv_file (required)

Import system.import account_id: account object ID
(required)
xml (required)
is_validation (optional, default
false)

All_export system.all_export none

All_import system.all_import filename (required)

[l Cisco Interactive Experience Platform Developer Guide



| Chapter2

APIs for the IEM Server

Service APl Documentation

Method

Description

Call as

Parameters

Bulk_export

Input is an array of
objects {entity:id}.

entity : 'user’, 'device’,
‘profile’, 'policy’,
‘notification’,
‘schedule’

id - identifiers

For example:

[{"device":"32"},{"devi
ce":"39"},{"user":"89"}
]

Returns a link to the
file that can be
downloaded.

system.bulk_export

objects (required)

Account_export

system.account_export

account_id: account object ID
(required)

Export system.export entity (required)

id: system ID (required)
Change_log system.change_log data (required)
Change_log_types system.change_log_types none
Change_log_operatio system.change_log_operation_ [none
n_types types
Changes system.changes none

Maintainance_code

system.maintainance_code

serial (required)

Preferences_load

system.preferences_load

none

Preferences_save

Saves preferences.

Input is an array of
objects
{property_name:value

}

system.preferences_save

preferences (required)

Changes_log

system.changes_log

for_last_time (optional, default
0)

Changes_log_full

system.changes_log_full

for_last_time (optional, default
0)

Check_license

system.check_license

license_string (required)

Get_licenses system.get_licenses none
Add_license system.add_license license_string (required)
Remove_license system.remove_license license_string (required)
Mac_address_list system.mac_address_list none
Admin_warning system.admin_warning none
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Testing system.testing none
Search system.search mask (required)

Entity-metaname: user
Facility-metaname: fcl_user

Basic input/output object format:

<xml>
<id>{id}</id>
<account_id>{account_id =>
<title>{title}</title>
<login>{login}</login>
<passwd>{passwd}</passwd>
<description>{description}</description>
<person_id>{person_id => [person object]}</person_id>

[role object]}</role_id>

[account object]}</account_id>

<role_id>{role_id =>

<temp_code>{temp_code}</temp_code>

<lock_time>{lock_time}</lock_time>

<failed_attempts>{failed_attempts}</failed_ attempts><xml>
<xml>

Fields of the object requirements:
e login: 3 characters minimum, 64 characters maximum

e description: 512 characters maximum

Table 22 Methods
Method Description Call as Parameters
Index Gets user index user.index account_id: account object ID
(optional, default false)
Full_index user.full_index account_id: account object ID
(optional, default false)
Get_by_login Gets user object by user.get_by_login account_id: account object ID
login (required)
login (required)
Get_full Gets full information  |user.get_full id: user ID (required)
of user object
including sub-objects
Create Creates a new user user.create object: user object (required)
object
Change_password user.change_password id: user ID (required)
oldpassword (required)
newpassword (required)
Update user.update object: user object (required)
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Method Description Call as Parameters
Delete Deletes user object user.delete object: user object (required)
Get_by_id Gets user object by ID |user.get_by_id id: user ID (required)
Get_list_in Gets user objects user.get_list_in in: user ID array (required)
whose [Ds are in the
input array
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Chapter Overview

= CHAPTER

In addition to regular plugins support (like Adobe Flash Player), Cobra provides several proprietary
widgets to simplify developer's life. Those widgets can be configured and controlled using JavaScript.

The topics in this chapter include:
e Plugins API, page 3-1
e (Camera Widget, page 3-2
e PdfViewer Widget, page 3-4
¢ SipPhone Widget, page 3-7
e Ticker Widget, page 3-18
e VideoPlayer Widget, page 3-21
e VncViewer Widget, page 3-26
e WebBrowser Widget, page 3-30
e WebClip Widget, page 3-32

Plugins API

Every plugin inherits the following interface:

interface Plugin

{

readonly attribute int status ;

signals :

void statusChanged(in int status) ;

void ready () ;
void error (in string message) ;

}i

e status: Contains current plugin status.
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— 0: Ready to be used
— 1: In progress, which usually means that the initialization process in not finished yet
- 2: Error

e statusChanged(): Fires when plugin's status is changed.

¢ ready(): Fires when plugin becomes ready (i.e. plugin’s status changed to 0).

e error(): Fires when an error occurs (i.e. plugin's status changed to 2).

pe

Tip It is a good practice to always check a plugin's status before you use it. It is especially important when
you use network-related plugins, which load their content from network, because those plugins perform
asynchronously. See the VideoPlayer plugin usage example for an example of such a good practice.

Camera Widget

The Camera plugin allows you to access an USB camera connected to the IEC4600 Series. This plugin
allows you to make shots and get those shots as JPEG images. It is highly recommended to use an USB
video class (UVC) camera.

Note  Camera hot plugging is supported by the application, but hot unplugging is not.

The Camera interface declaration is the following:

interface Camera

{
readonly attribute string errorString;
readonly attrbute string todpeg;
readonly attrbute bool ready;
attribute bool controlsVisible;
attribute int delay;
attribute string cameraDevice;
readonly attribute int camerasFound;

void discover () ;
void shoot () ;
void setEnabled(in bool enabled) ;

signals:
void captured() ;
void error();
void discovered(in int numberOfCameras) ;
void discovered() ;

Note  Starting with 2.2.1, the following variables should not be used: camerabDevice, camerasFound,
discover (). Instead use global.system.webCameras to get the map with the found cameras and their
associated devices.
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The following HTML document contains an example of camera usage
(file.../.../test/plugins/camera.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4d/loose.dtd">
<html>
<head>
<title>..:: camera plugin test ::.. </title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 0;
background-color: #000000;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color : #eeeeee;
}
</style>
<script type="text/javascript">
var camera;
var image;
var camerasFound;
function init ()

{
camera = document.getElementById("camera") ;
image = document.getElementById("image") ;
camerasFound = document.getElementById("camerasFound") ;
// image has been captured
camera.captured.connect (captured) ;
// error occured
camera.error.connect (error) ;
// discovering has finished , use camera.camerasFound to read
// the number of cameras found
camera.discovered.connect (discovered) ;
}
function captured()
{
// camera.toJpeg doesn’t cache images, so 3 calls to ’‘camera.toJdpeg’
// will read image data 3 times
image.src = "data:image/jpeg;base6d," + camera.todpeg;
}
function error ()
{
// display error string
alert (camera.errorString);
}
function discovered()
{
// camera.camerasFound == ?1 if not initialized
camerasFound. innerHTML = "Cameras found: " + camera.camerasFound;
}
function isReady ()
{
alert (camera.ready);
}
function setEnabled (enab)
{

camera.setEnabled (enab) ;

Camera Widget
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}

</script>

</head>

<body onload="init()">
<center>
<a href='#’' onclick="camera.discover () ">Discover</a>
<a href='#' onclick="camera.shoot () ">Shoot</a>
<a href='#' onclick="isReady () ">Ready?</a>
<a href='#' onclick="setEnabled(true) ">Enable</a>
<a href='#' onclick="setEnabled(false) ">Disable</a>
<div id="camerasFound" style="text-align: center;">
</div>
<br/>
<div>
<object id="camera" type="application/x-gt-plugin" classid="camera"
height="40%">
<param name="delay" value="4" /> <!?? delay before shooting ??>
<param name="constrolsVisible" value="true" /> <!?? show controls ??>
</object>
</div>
<br/>
<div id="result">
<img id="image" src="" width="640" height="480" />
</div>
</center>
</body>
</html>

PdfViewer Widget

The PdfViewer plugin provides the ability to display Adobe PDF documents on the browser.

interface PdfVviewer

{
attribute string url;
attribute int dpi;
attribute bool controlsVisible;
attribute bool pageNumberVisible;
attribute int pageNumber;
readonly attribute int numberOfPages;
int next();
int previous();
signals:
void loadStarted() ;
void loadFinished(in bool ok) ;
}i

The following HTML document contains an example of PdfViewer usage

width="50%"
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(file ../.

PdfViewer Widget W

Jtest/plugins/pdfviewer.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: pdfviewer plugin test ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{

margin: 0;
background-color: #000000;
font-weight: bold;
font-family: Arial;
font-size: 20px;

color: #eeeeee;

</style>

<script type="text/javascript">

var
var
var
var

pdfViewer;

textDpi;
checkBoxControlsVisible;
checkBoxPageNumberVisible;

function main ()

{

}

textDpi.value = pdfviewer.dpi;
checkBoxControlsVisible.checked = pdfViewer.controlsVisible;
checkBoxPageNumberVisible.checked = pdfViewer.pageNumberVisible;

function error (message)

{

alert ("PDF viewer error: " + message);

function init()

{

pdfvViewer = document.getElementById("pdfViewer") ;

textDpi = document.getElementById("textDpi") ;

checkBoxControlsVisible = document.getElementById ("checkBoxControlsVisible");
checkBoxPageNumberVisible = document.getElementById("checkBoxPageNumberVisible") ;

pdfvViewer.loadFinished.connect (main) ;
pdfViewer.error.connect (error) ;

function setControlsVisible()

{

pdfviewer.controlsVisible = checkBoxControlsVisible.checked;

function setPageNumberVisible ()

{

pdfviewer.pageNumberVisible = checkBoxPageNumberVisible.checked;
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function setDpi ()

{
pdfviewer.dpi = textDpi.value;

}

</script>

</head>

<body onload="init()">
<div align="center">
DPI <input id="textDpi" type="text" />
<input type="button" value="Set DPI" onclick="setDpi();" />
&nbsp; &nbsp;
<input type="button" value="Previous page" onclick="pdfViewer.previous();" />
<input type="button" value="Next page" onclick="pdfViewer.next();" />
<br />
<object id="pdfViewer" type="application/x-gt-plugin" classid="pdfviewer"
width="480" height="640">
<param name="url" value="http://embedded-computing.com/pdfs/QNX.Jan05.pdf"/>
<param name="dpi" value="150"/>
<param name="controlsVisible" value="true"/>
<param name="pageNumberVisible" value="true"/>
<param name="pageNumber" value="3"/>
</object>
<br />
<input id="checkBoxControlsVisible" type="checkbox"
onchange="setControlsVisible ()" />Controls visible
<input id="checkBoxPageNumberVisible" type="checkbox"
onchange="setPageNumberVisible ()" />Page number visible
</div>

</body>

</html>

Figure 3-1 PdfViewer on Screen

@ & 'C

.2t pdfviewer plugin te

or: N ST (TSI (T
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SipPhone Widget

The SipPhone widget allows you to make SIP video calls to another SIP endpoint.

This plugin acts like a True SIP endpoint and supports both audio and video calls. Both SD (g711) and
HD (g7221) audio codecs are supported. For video, it supports H.263 and H.264 codecs.

interface SipPhone
{
attribute int height;
attribute int width;
attribute string backgroundColor;
attribute string idleImage;
attribute bool videoEnabled; // Is true by default.
attribute string status;

slots:

int start (in string username,
in string password,
in string domain,
in string transport) ;
void call(in string sipUri) ;
void hangup () ;
void sendDtmf (in string dtmfkey) ;
bool setidleImage(in string imgurl, in bool stretchFlag) ;
bool changeidleImage(in string imgurl, in bool stretchFlag);
string cameraDevice() const;
int setCameraDevice(in string deviceId);
int capture() const;
string getImage() const; // Returns the Jpeg imgage if captured

void answer () ;
void reject();
void setAutoAnswer (in bool autoAnswerFlag) ;

signals:

void ready () ;

void registered() ;
void placingCall();
void incomingCall() ;
void established() ;
void ring();

void disconnected() ;
void video() ;

void novideo () ;
void hold() ;

void resume () ;

void captured() ;
void error (in int code, in string explanation) ;
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Table 3-1

SipPhone Variables

Variable

Description

start (in string username, in string
password, in string domain, in string
transport)

This method call is to be used to set the SIP
credentials that are needed to get registered with
the SIP Registrar (or Call Manager). The needed
credentials are Username, Password, Domain (IP
Address or Domain Name of the SIP Registrar)
and the transport to be used (UDP or TCP).

call (in string sipUri)

This method should be used only after the start(...)
method is called. This method initiates the call to
the sipUri (called party).

hangup ()

This method, when called, disconnects the
existing call.

sendDtmf (in string dtmfkey)

This method sends DTMF tones to the SIP proxy.
Valid DTMF keys are 0, 1,2,3,4,5,6,7,8,9,0,
* and #.

setidleImage(in string imgUrl, in bool
stretchFlag)

This method can be used to display an image, like
logo or some graphic when the SIP widget is
registered and not in a call. This method provides
a mechanism for the widget to display an image
when it is not in a call. The parameters are
imgUrl, the URL for the image to be displayed,
stretchFlag, which indicates whether to auto
resize or not the image to the given frame.

changeidleImage (in string imgUrl, in string
sipUri)

This method is similar in functionality to
setidleImage. You could use this method to
change the appearance of the widget like coding it
in javascript to change the idleimage to create the
sense of screen saver for the widget.

cameraDevice () This method returns the currently configured
webcam that is being used by the SipPhone
widget. The value returned would be in the UNIX
format similar to “/dev/videoQ”.

setCameraDevice () Use this method to let the SipPhone widget know

which webcam to use to place the call. You need
to call this API with UNIX format identifier for
camera, such as “/dev/video0” or “/dev/videol”.

)

Widgets |

Note  Call this API before the start() method in

the Javascript.
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Variable

Description

capture ()

Use this method to initiate taking a still image
when the video call is in progress. This is useful
if you would like to take a snapshot of the
participant and save it for future reference.

A

Caution  Call this routine only when there is an
active video call.

getImage ()

Call this method after you have received a
captured() signal. When called, this routine
returns base64 content of the JPEG image
captured.

answer ()

Accepts incoming call.

reject ()

Rejects incoming call.

setAutoAnswer (in bool autoAnswerFlag)

Enables auto answer mode if the autoAnswerFlag
is “true”.

ready ()

This signal is indicative that values given for
initializing the sipphone are accepted.

registered()

This signal means that the sipphone is now
registered with the SIP Registrar (or Call
Manager) and you can make and receive calls
from the widget.

placingCall ()

This signal means the widget is trying to place the
call to the called party of interest.

incomingCall ()

This signal means the widget is receiving an
incoming call request from another SIP peer.

established()

This signal is indicative that the call is in progress.

ring()

This signal means that the called party has been
notified about the incoming call.

disconnected ()

This signal means that the call has been
terminated.

video ()

This signal means that the call was negotiated as
a video call and the remote site video is available
to display.

novideo ()

This signal means that the call that was negotiated
does not have video being sent by the remote end.
The application can use the novideo signal to
improve the user experience such as displaying a
“Please wait” message.

hold()

This signal means that the remote party has put
the call on hold. An image can be displayed on the
screen when a SIP call is placed on hold. The
image that is included in this signal will be shown
on the screen.
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Variable Description

resume () This signal means that the remote party has
resumed the call. Upon receiving this signal, the
application will revert to the original screen and
the on-hold image will be hidden.

captured() This signal is fired when an user action of taking
a still snapshot of an video call is successfully
finished. Once this signal is fired, the application
can call getlmage() to get the captured image (as
a JPEG image).

error (in int code, in string explanation) This signal is indicative of any errors whilst the
widget operation. The signal has a code and an
explanation about the error that was encountered.

Error Codes:

404: No answer

401: Registration failed

485: User busy

494: User not found

486: Call manager not able to route call

503: Service unavailable

The following HTML document contains an example of SipPhone usage.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>..:: sipphone test ::..</title>

<style type="text/css">

html,

body

{
padding: 0;
margin: 0;
width: 100%;
height: 100%

body
{
background: #1e2024;
color: #ffffff;
font: normal 12px Arial, Helvetica, sans-serif;

.cameraDisabled,
.cameraReady,
.cameraOnline,
.cameraError
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{
width: 44px;
height: 24px;
background: transparent url ('images/webcam-DISABLED.png') center center
}
.cameraReady
{
background-image: url ('images/webcam-READY.png') ;
}
.cameraOnline
{
background-image: url ('images/webcam-ONLINE.png') ;
}
.cameraError
{
background-image: url ('images/webcam-OFFLINE.png') ;
}
.topPanel
{
background: #0el1014 url('images/bg-top-panel.png') top left repeat-x;
color: #4c5058;
text-shadow: 0 -1lpx lpx #000;
font: normal 14px Arial, Helvetica, sans-serif;
height: 41px;
}
.status
{
color: #848d9d;
text-shadow: 0 -1px 1lpx #000;
font: normal 14px Arial, Helvetica, sans-serif;
padding: 0 20px;
}
.bottomPanel
{
background: #0el014 url('images/bg-bottom-panel.png') top left repeat-x;
color: #4c5058;
text-shadow: 0 -1lpx 1lpx #000;
font: normal 14px Arial, Helvetica, sans-serif;
height: 80px;
}
.calltime
color: #blb6c3;
font: normal 14px Arial, Helvetica, sans-serif;
height: 41px;
text-shadow: 0 -1lpx 1lpx #000;
}
.buttons
{
text-align: center;
display: inline-block;
padding: 0 30px 0 30px;
}
.callButton,
.endCallButton,

no-repeat;
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.acceptButton,
.rejectButton
{
width: 170px;
height: 56px;
background: transparent url ('images/call-IDLE.png') center center no-repeat;
border: none;

.callButton:hover

{
background-image: url ('images/call-HOVER.png') ;

.callButton:active

{

background-image: url ('images/call-PRESSED.png') ;
}
.callButton:disabled
{

background-image: url('images/call-DISABLED.png') ;
}
.endCallButton
{

background-image: url ('images/call-end-IDLE.png') ;
}

.endCallButton:hover

{
background-image: url ('images/call-end-HOVER.png') ;
}
.endCallButton:active
{
background-image: url('images/call-end-PRESSED.png') ;
}

.endCallButton:disabled

{

background-image: url ('images/call-end-DISABLED.png') ;
}
.acceptButton
{

background-image: url ('images/accept-IDLE.png') ;
}
.acceptButton:hover
{

background-image: url('images/accept-HOVER.png') ;
}

.acceptButton:active

{
background-image: url ('images/accept-PRESSED.png') ;
}
.acceptButton:disabled
{
background-image: url ('images/accept-DISABLED.png') ;
}

.rejectButton
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background-image:

.rejectButton:hover

{

background-image:

.rejectButton:active

{

background-image:

.rejectButton:disabled

SipPhone Widget

url ('images/reject-IDLE.png') ;

url ('images/reject-HOVER.png') ;

url ('images/reject-PRESSED.png"') ;

sans-serif;

{
background-image: url ('images/reject-DISABLED.png') ;
}
.view
{
background: #000;
border: solid 1px #3b3d40;
text-align: center;
width: 100%;
}
.timerOn,
.timerOff
{
color: #blb6c3;
font: normal 36px Arial, Helvetica,
height: 41lpx;
text-shadow: 0 -1px 1lpx #000;
}
.timerOff
{
color: #292e33;
}

.dislpad_disabled

{
width: 43px;
height: 43px;
background:
border: none;

}

</style>

<script type="text/javascript">

var

sipphone;

transparent url ('images/dialpad-DISABLED.png')

center center no-repeat;

// These are the Credentials for the SIP endpoint
// It is recommended that you use the
// Application Data at the IEM profile to set these

// Values and get them via the global.applicationData.value() API.

var username = global.applicationData.value("sip.username", "default");
var password = global.applicationData.value("sip.password", "default");
var domain = global.applicationData.value("sip.domain", "default");

var transport = global.applicationData.value("sip.transport", "default");
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function init()

{
sipphone = document.getElementById("sipphone") ;

// Now Call Start Routine with the SIP Credentials
// that we got from the applicationData

sipphone.start (username, password, domain, transport);

sipphone.placingCall.connect (onPlacingCall) ;
sipphone.incomingCall.connect (onIncomingCall) ;
sipphone.ready.connect (onReady) ;
sipphone.registered.connect (onRegistered) ;
sipphone.established.connect (onEstablished) ;
sipphone.ring.connect (onRing) ;
sipphone.disconnected.connect (onDisconnected) ;
sipphone.error.connect (onError) ;

function onPlacingCall ()

{
document.getElementById("Status") .innerHTML = "Calling";
document.getElementById("CallButton") .className =
document .getElementById("cameraStatusLed") .className =
document.getElementById("Status") .innerHTML = "Calling...";
document .getElementById('theTime') .className = "timerOn";
}
function onIncomingCall ()
{
document .getElementById("Status") .innerHTML = "Incoming call";
document.getElementById("CallButton") .className =
document .getElementById("cameraStatusLed") .className =
document .getElementById('theTime') .className = "timerOn";
}
function onReady ()
{
document.getElementById("Status") .innerHTML = "Ready";
document.getElementById("CallButton") .className =
document .getElementById("cameraStatusLed") .className =
document.getElementById('theTime') .className = "timerOff";
}
function onRegistered()
{
document .getElementById("Status") .innerHTML = "Registered";
document.getElementById("CallButton") .className =
document .getElementById("cameraStatusLed") .className =
document.getElementById('theTime') .className = "timerOff";
}
function onEstablished()
{
document.getElementById("Status") .innerHTML = "In Call";
document.getElementById("CallButton") .className =
document .getElementById("cameraStatusLed") .className
document .getElementById('theTime') .className = "timerOn";

countDown (1) ;

function onRing ()

"callButton";
"cameraReady";

"acceptButton";
"cameraReady";

"callButton";

"callButton";
"cameraDisabled";

"endCallButton";
"cameraOnline";

"cameraDisabled";
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document .getElementById("Status") .innerHTML = "Calling";
document .getElementById("CallButton") .className = "acceptButton";
document .getElementById("cameraStatusLed") .className = "cameraReady";
document .getElementById('theTime') .className = "timerOn";

}

function onDisconnected ()

{
document.getElementById("Status") .innerHTML = "Ready";
document .getElementById("CallButton") .className = "callButton";
document .getElementById("cameraStatusLed") .className = "cameraDisabled";
document.getElementById('theTime') .className = "timerOff";
countDown (0) ;

}

function onError (code, explanation)

{
document.getElementById("Status") .innerHTML = "<span style='color:#f£6920; '>Error
</span>" +
explanation + " (SIP code = " + )";
document.getElementById("CallButton") .className = "callButton";
document .getElementById("cameraStatusLed") .className = "cameraError";
}

var callInProgress = false;

function call (uri)
{
if (callInProgress)
{
callInProgress = false;
sipphone.hangup () ;
}
else
{
callInProgress = true;
sipphone.call (uri) ;
}

// Conversation time.
var sec = 0;

var min = 0;

var hrs = 0;

var conversationTimer;

function stopConversationTimer ()

{
window.clearTimeout (conversationTimer) ;
sec = 0;
min = 0;

function tickConversationTimer ()
{

++nse;

if (sec == 59)

{

sec = 00;

++min;

}

if (min == 59)
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{
min = 00;
++hrs;
}
if (sec <= 9)
sec = "0" + sec;
time = (hrs <= 9 ? "0" + hrs : hrs) + ":" 4+ (min <= 9 ? "0" + min : min) + ":" + sec;
document.getElementById('theTime') .innerHTML = time;
conversationTimer = window.setTimeout ("tickConversationTimer();", 1000);
</script>
</head>
<body onload="init () ">

<table border="0" cellpadding="0" cellspacing="0" width="100%" height="100%">
<tr>

<td align="center">

<table border="0" cellpadding="0" cellspacing="1" align="center">
<tr>

<td class="topPanel">

<table border="0" cellpadding="0" cellspacing="0" width="100%" height="
100%" style="width: 100%; max-width: 640px">

<tr>
<td width="49%" style="min-width: 160px" align="left"><span class="
status" id="Status">&nbsp;</span></td>

<td align="center">

<div style="min-width: 162px">

<table border="0" cellpadding="0" cellspacing="0" height="

100%">

<tr>

<td width="44"><div style="width: 44px">&nbsp;</div></

td>

<td width="74" align="center" style="width: 74px"><img

id="camera" src="images/eye.png" width="30"
height="30" /></td>

<td width="44"><img id="cameraStatusLed" class="
cameraDisabled" src="images/spacer.png" width="44

" height="24" /></td>

</tr>

</table>

</div>

</td>

<td width="49%" style="min-width: 160px" align="right">&nbsp;</td>
</tr>

</table>

</td>

</tr>

<tr>

<td class="view">

<object id="sipphone" type="application/x-gt-plugin" classid="sipphone"
width="640" height="480">

<param name="url" value="http://"/>

<param name="width" value="640"/>

<param name="height" value="480"/>

</object>

</td>

</tr>

<tr>

<td class="bottomPanel">

<table border="0" cellpadding="0" cellspacing="0" width="100%" height="
100%" style="width: 100%; max-width: 640px">
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<tr>

SipPhone Widget

<td align="right" width="49%" style="min-width: 160px"><span class=

"timerOff" id="theTime">0:00</span></td>

<td align="center">

<div class="buttons">

<input type="button" id="CallButton" class="callButton"
value="" onclick="call('sip:130");" />

</div>

</td>

<td width="49%" style="min-width: 160px; text-align: right">
<div style="display: inline-block; padding: 0 20px; width: 80%;
-align: left;">

<input type="button" value="" id="dialpad" class="
dialpad_disabled" title="Show dialpad" />

</div>

</td>

</tr>

</table>

</td>

</tr>

</table>

</td>

</tr>

</table>

<div style="display:none; visibility:hidden">

<!-- Changing images. -->

<img src="images/webcam-DISABLED.png" width="0" height="0" />
<img src="images/webcam-READY.png" width="0" height="0" />
<img src="images/webcam-ONLINE.png" width="0" height="0" />
<img src="images/webcam-OFFLINE.png" width="0" height="0" />

<img src="images/call-IDLE.png" width="0" height="0" />

<img src="images/call-HOVER.png" width="0" height="0" />

<img src="images/call-PRESSED.png" width="0" height="0" />

<img src="images/call-DISABLED.png" width="0" height="0" />
<img src="images/call-end-IDLE.png" width="0" height="0" />

<img src="images/call-end-HOVER.png" width="0" height="0" />
<img src="images/call-end-PRESSED.png" width="0" height="0" />
<img src="images/call-end-DISABLED.png" width="0" height="0" />

<img src="images/accept-IDLE.png" width="0" height="0" />
<img src="images/accept-HOVER.png" width="0" height="0" />
<img src="images/accept-PRESSED.png" width="0" height="0" />
<img src="images/accept-DISABLED.png" width="0" height="0" />

<img src="images/reject-IDLE.png" width="0" height="0" />
<img src="images/reject-HOVER.png" width="0" height="0" />
<img src="images/reject-PRESSED.png" width="0" height="0" />
<img src="images/reject-DISABLED.png" width="0" height="0" />
</div>

</body>

</html>

text

You can enter the call manager information either in this widget or in an IEM policy. If you want to hard

code the call manager information in this widget, enter the information in the

sipphone.start(username, password, domain, transport) line. You will need the
call manager ID, which is a number, for the username, the call manager password, and the IP address for

the domain. Enter “udp” for the transport.
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See Appendix F of the Cisco Interactive Experience Client 4600 Series User Guide for detailed
instructions on how to configure a SIP client.

Ticker Widget

The Ticker plugin allows you to create a ticker displaying a scrolling text. The native ticker widget's text
size is limited to 1024 characters.

interface Ticker

{
attribute string text;
attribute int fontSize;
attribute string fontFamily;
attribute bool fontBold;
attribute bool fontItalic;
attribute string backgroundImage;
attribute string backgroundColor;
attribute string textColor;
attribute string direction;
attribute int speed;

The following HTML document contains an example of ticker usage
(file.../../test/plugins/scrollingtext.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4d/loose.dtd">
<html>
<head>
<title>..:: scrollingtext plugin test ::.. </title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 0;
background-color: #000000;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color : #eeeeee;
}
</style>
<script type="text/javascript">

var st ;
var ind;
var ndirection = 1;

function init ()

{
st = document.getElementById("scrollingtext");
ind = 0;

}

function start ()

{
st . start () ;
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function stop()

{
st .stop() ;
}
function stext ()
{
st . text = "New text #" + ind++;
}
function direction ()
{
ndirection++;
if (ndirection > 3)
ndirection = 0;
switch(ndirection)
{
case 0: st . direction = "LeftToRight"; break;
case 1: st . direction = "RightToLeft"; break;
case 2: st . direction = "TopToBottom"; break;
case 3: st . direction = "BottomToTop"; break;
}
}
function bold()
{
st .fontBold = !st .fontBold;
}
function italic ()
{
st . fontItalic = !st . fontItalic ;
}
</script>
</head>
<body onload="init () ">
<center>
<br/>
<div>

<object id="scrollingtext" type="application/x-gt-plugin" classid="ticker"
width="100%" height="80px">

<!l--

All these parameters are available from JavaScript as
object attributes . E.g. you can read and write them with
// get object

var st = document.getElementById("scrollingtext");

// set new text

st . text = "New text";

// set new font size

st . fontSize = 30;

// read current text

alert (st . text) ;

-——>

<!-- text to show (empty by default) -->

<param name="text" value="Lorem ipsum dolor sit amet, consectetur adipiscing elit.

Vestibulum ut sem leo." />
<param name="fontSize" value="24" /> <!-- font size (system-dependent by
default) -->

<param name="fontFamily" value="Arial" /> <!-- font family (system-dependent by
default) -->

<param name="fontBold" value="false" /> <!-- bold font (system-dependent by
default) -->

<param name="fontItalic" value="false" /> <!-- italic font (system-dependent by
default) -->

<!-- background image as a base64 data (empty by default) -->
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<param name="backgroundImage" value="\

/93 /4AAQSkZIRGABAQEASABIAAD/ /gA8QL1JIFQVRPUJj0gZ2QtanBlZyB2MS4wICh\
1c21uZyBJISkcgS1BFRyB2Nj IpLCBxdWFsaXR5ID0gMTAWCY /bAEMAAQEBAQEBAQ\
EBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBA\
QEBAQEBAQEBAf /bAEMBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQER\
AQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAT /AABEIAPYAMAMBIGACEQE\
DEQH/xAAaAAADAQEBAQAAAAAAAAAAAAAAAQQCAWUK / 8QALXABAATIBAWMDAWIHAQN
EBAAAAAREhMQJBUQASYQONxgRMikTKhQ1lJyscHR8GKS4v/EABSBAAIDAQEBAAAAA\
AAAAAAAAAECAAMEBQKK/8QALXEAAQIEBAUEAQQDAAAAAAAAARENAATIXQVFhcfAD\
EOGROROxwdHhIkJSYJLC8f/aAAWDAQACEQMRADSA+1 fXgNUQuUFZw4 8FMzdQRQSZ\
XCVSBgcRkuLmtv9cter 9LpXMMLI39NzUPYZg+s69U9sNzs5IL1IIYIeW52v5okFol\
alFwAVrm+MegQlJSyr4djt3ZBFtTOdqueYrPFKSKomd8b0901ilhrrh3avNtM6bZ\
bGVIOYC72noHX5YKVvTOXeX498kdRSbml8Kb6w3p5+PzFBgOkxRBz19p4jxFTL1]j\
U1M90SRBvVVSLEXtPi3nOgoWd/wBPhwOlPznpffzgm/5fw3vvne76ImIR2wy3SCJ\
EKg+mm9ucEpbhaedJ1lkhbscbnPVg7RiV2rTj58PAbfynXMFP1ITGIWZdp2jFjAs9\
LXGKk1tXEwCzMTk5MzDVAdLve0i0SkmhGg73rGu/GwbBaR905LsHINSHT+pRGLLFO\
1WCZe04iquR4/V0i/a8RUFcxMu8ruZnp/U0z+m3add/z4zmZIggcTROKHKOWI 7v\
1PVY3L8/p8s5JtnfL031I1i06JZztNARWRBUcnNXL6XP6WYSN7D546PgXDo/EYVM+\
9uJkvoROQ4hb/ABaO0j1AZsgpYZOXKsbv7dadSzN/IH1Ea2nLLWJ6h0601Z3kVIW\
4iVuv2vJKB60MFaRhtVEBppaUObIvpZgV1IFD0sy0Bw+0XVLKrkB6AL7bOEVOLF\
BATJgg21mHE7TzjpfUXKJtZfARhI1pOpH1SXcim8kDmazny 7vRIbMu2JbKEAYS4AN\
X7vEoiYMpGIpkuHkv3MWch/j7ZEQ0TKK3 1HZWhrTz8YzZOMX0PaqThU5gPZz0I3 6k\
fUSftS/8A19xISYyRNkmM3119RViYgbRUjzj2nxVg55cfBich/jcI21cPhBhESQl\
RHAxkC2c/atJ4InjpOp5mPhBx004AS5wl1PF1Y+6ZPepG2Q+fLxKA7TOrnELUS25\
Xc3YsIgmkLMNQwWHtbE2ZUjR6SIWNVQIVZHQZhnYRt1EgagZdmFmRZ2a0Bt20t /U\
IzpmdmPZySNU4jaeoXVKOEf1FITETupXA7da7lrt0XxEVMohYSG1vO3NdEygigbA\
AGYPfROTCHHDKPXGtgoNFtS73136k26K4X1iIw/wDeK6£1UyDT1j/sUK7Rt1Gesb\
k7t2TaySXMREk+OuneWhmWMZZrcZf75CFDLKP5ai 9NOHVoh4UwSinzol fESGUYZ\
tBPJEXH41GeKy+5tGAl1LEnw+JkPHNQQ1lgY1G0ycZ8XEMWZZ507 eWNnbm7gXHLEX\
1SJ5TeN44ZAg7£C7+40fUBYF41GbCrkxDmyQgEwatTUunVOOLEFSKAfkxddcVbh\
knd+CQzewcTPS79RH3cfzQFxB+Z1MUOIgmMIAFQED1DbOGIIGXVNS6BGS6Y6IkUug\
Inxw7++rVwbh6Z6moWXuLkMudrgEjyhngR7pzgqihgUNsGBMP1HEwd3 1ndl1Auxf\
eJSMXXVksxmgKAfXxnC+kURAQRZQOBTEDFVPnSJI3 1NQt sSRLN9 sMbXUXSLnFAM9 TW\
RI08GrTCtZx88TEU0/1GgdImcIxMBOrVEPIMd40suvUlm+0FryP7EQLEdc3mlYj\
ml1OVHSoJFLOVOsaxIQHCgiMrnBtLnpHZ9UlrVBMol0XYy7519ug9TQ/xdnk5nk9\
pVziollayyGTJia03GMyxTUzwdyldr2mFhJDkPIcQ/FO0syAIRMC9aKlbDowJKxa \
JWFQT1SgzYOigLdIrNemf1lJ+/wZ151dgxDNRMSy6YQaMF208TIESQxF3pA6Uc6h\
bSG7c/BFWY6RrZmCFSpIOcwmZ42Surgbg4dUPVOv7GIy£2FU29conlabQOmUhm/d\
pj7£f1H5s6f1tYO1RH+7tLOahuuLibVrNQcilGDKaU+R97pnrKsx30MZWIKmMMWSo\
17dc9Hab6dygt89Uts52SjCul94pfvv0/bad7szdigN44veF9TVOItbWHagTatv3\
YmladlWNFQSY3th5Tedies6bvVv3043ki7/3NkLv1ZIKgVSMEREFPx4gjgiYD1DJU\
KQ4DF2SxGLg01is9UkUIyPcmMy /O0I2nnrga90bLvOonmat8tDEQ9eeeoNRPiInHi \
IW7i811n6rMBczFDNETfn920rASLPpZVORW8DzZZeDMHMoOMtVIYeGQrnXBI4ngOr\
7TXZiInO0mMXNZ28J16jVDgZX+JIYYIWN/hfAATHaQ+P4VgcmCv1Zxt031R2YzD2x\
OTN3xXNmKnrM60bFaU3rgI2+kDcMEpbJd/akvivnveYmS+SJYzEsThBgsuu9puSEk\
TZLV/Jk46k7+3UAJIEK8wAmMZ] zWzMpg90Q8116ri2J/8ALEWUH2bBOWASNUBKJ+W\
xhpeEJURQSLFFCO0xX0XoLRW6pmZ0yREYXNkX3Ts5t2esd203YCPuj5JiiCF2exfU\
+nl1XLKMpTZHHETOeJnrL6gCprXu8widvOMzT+6mY16d+mifcOP+7a0Xfgdt1Rkb\
Fb+WIuyyJurHXrLVgCQ2nFB5 /J7kdqa4VI24t 3 iuKU15HP1iPMQ834V3jKI5Q0Q\
S5FLZJE9XuKIkaRIS/wCnIByihHpR+3Wgl2ZdWSfu5Ga2p5siY6HVBkzZRibXIMIX\
dSm8xJRt3bwapxG03/tm+kbnaRsulUgWxNuXx4enHEEyULtQE1kKG+jOcDESZrgl\
OHxaj+1BYanSfb21ZU+7msfKZs6HWrnTkgCcYxngHga2lfUl+JMyBGyb/au3D4j\
p/UlTB5RI3TbtolxvBno88xsK1jUIjVC/Lo0AYyGgGzouCOQXtjliTvilh2+1zN7\
Nw7EfMI9Lv80Sz2sXN4eSaX0JeuD6mIIEMwIZ3xndiLt6X1CO0PIwCzuXR5Z210zBz\
/AFCECLmvutc0jojghAiEoHIctcop7CKDUIjP4jjdPYIxYiOjul0xluiThZf20ov3\
6mdWmu0m7tj2L+6LmOKjpdyydumY1+6X8TnfY8nRITLz+ITI4S21fR6YBENiKjVp\
unaMMhvXNYvzdhr0gS6uQvMzSyJdJE30100dS96rQ247gnZf1Hx5hzTdWoMHdy fuw\
7tRmiJ5I4pYOKD/IsKeInp5S9sMGfavE2viNTptIflcsIm8bwEmMYi4dyOmhfiwPa?2\
K35j46ml6qg7ndn7fEy/wrU308eesPgQNahC5R/wA0+d91i2KQVcbYb2sbpeCz+ai\
mBlYg64taagntSvIGMF1+POemetDCEVkxfCGZ/y7dQ95Ew7Cu02JLWSxYZgz0nl\
QmmEhJIM73ct3ghypHRhxw0YImpydFLOhSPQ+tpNINVvn83 /ANz1ln6ir9zEu8AeN\
5mo6j+gP8LI10Z2bfal+HpPgFMEtXEpszWftoonk6kQcIGoBXVbXDAXPglCELIQ\
KmUElaxMYAhNr6z3u5K8wbMZ /EvtLvwlagDsR12307HLLMZGLrGT1FG5vdJIjzM1\
cfL56r1ChQzhkCjtdM1GCo5eNg4Yudpg0YWCMCwQ3 7UipWP1UnGmLkynnm95vnd\
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rZtUf6cu0do0slzIvHAIRXVB8aZMTsQ1Y4 /BIepq2 InP22RWIJPJJj8SQCFWYzWuM\
Kor5gBPMECOVVImKuj5UcMUOLssUOVUMTnglMgvbzUSn+0hlkBYSWE3EpCZYmyY\
IXrhpl6mViWSaxiyZPPiIYHpCk06p81lEQhLWS fEuejKoDub/Q3W8MOHUoOh7YWiX\
X6ggGk0xqgaGZp4CkmxceTrOnV2rFjzCu9m0Zm58Q9cPgKnmYmY21XxAjx7z0TBk\
40Fkc7TMTLZIDngkEggGSNYKAD+KV330UVHgIvzcBXGa8fFY6R6N190I]jN75yul\
NmFufOWP+8U0sv8AEIdAIBkmSSNm/L7hwINzTMINVBHCW1+PgLj1YAg+dX/5xxt\
1Fk6£f1v8Ayf8Al+/6cf4vHUUGPZARS0Xds8c8SZ6zglwx3Mh/KMHjEREO8xBwec\
3AhvS/gNWye+AxpHJI1GrfC8e2FjbiQMFAZXQBHa74zN1Tz0ai0031WR1E1x1 /Vt\
IfksRVej6hBLI53Xgm94xzUyTnlsSTVapXGImNI4ZACBVOWrL42C1wGYPgI /wCM\
SZ+K33PL+XgMIWGki816cg8XFuZvFvRIXA6kpfPssIJEHE+WGGQs+r4CXUlyuaKF\
ccKZKJ0dwr2 /EVOotntGlmmIpvVEzzia33BANsSLM3JfwEu9/4ngQlggaoV+5mIn3\
JgrxMDOw+p3Qd21 imdWmNxYgfebH4 6KpUsz4nROB6X1gGQhgHerFNF7g7j0JJIDV\
qlIoZXIywBlpzWLL66ZJvaN5Gvb7hs8T1x1T3M2S7XJW3xAzvZB0zVrKnbgj8Tn\
M81xaCZBKz65g016L2xA3ScOUOWFn0V8PkoopHVj+0tJJBMRmMR1JEfMdAYlatsxM6\
iLiYPN5Ejzlz7ptbyz/ofMfjNPWe5Z7TCyP3 EMNXGGVvPQ5yAwpg9UxP4uihYYyp\
cDVFboWOD1xjgs/md/nff+/iullLsxclzv8ss+/WGY1InONLz+6+J9g6HVFBLsabag\
MuKmPz7TVzTkuClsbI5KBaEeVhRwl /a0gfSxx+vMwMCUV8AUXHCU5Kczd9Weat 8\
k4LrPyeb60jpiAa+5jUIQwTD/T7MDr SWAuKzMLNhEHfeZyHrULLccRFO95bc7h0\
JHVQAKKtUgReUWOBMJIC+gMzpV2vH]O0P+0g9UQY3HbEfmfnzM9HROBIK1bfum/p\
nmepWJ37nL63j//2Q==

" />

<param name="backgroundColor" value="" /> <!-- background color (white by default)
-2

<param name="textColor" wvalue="" /> <!-- text color (black by default) -->
<param name="direction" value="RightToLeft" /> <!-- direction (RightToLeft by
default, possible values: LeftToRight, RightToLeft, TopToBottom,BottomToTop) -->
<param name="speed" value="7" /> <!-- gpeed [1..12] (8 by default) -->

</object>

</div>

<br/>

<a href='#' onclick="javascript:start () ">Start</a>

<a href="#' onclick="javascript:stop() ">Stop</a>
<a href='#’' onclick="javascript:stext () ">Change text</a>
<a href='#' onclick="javascript:direction()">Change direction</a>
<a href="#' onclick="javascript:bold() ">Bold</a>
<a href='#' onclick="javascript: italic ()">Italic</a>
</center>
</body>
</html>

VideoPlayer Widget

The VideoPlayer plugin allows you to play video in your application. It supports the majority of modern
video and audio formats and codecs. It also allows you to use various transport protocols for your video
(such as HTTP, RTSP, MMS, etc.).

This plugin also provides a minimal user interface to control video playback and volume. That user
interface can be turned off, however.

The following declares the VideoPlayer JavaScript API:

interface VideoPlayer

{
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attribute bool safeMode;

attribute string url;

attribute bool autoPlay;

attribute bool loop;

attribute int volume;

attribute bool isMuted;

attribute double speed;

attribute double position;

readonly attribute long long length; // Current media length in milliseconds.
attribute long long time; // Current media time in milliseconds.

readonly attribute bool isPlaying;

readonly attribute bool isTrickPlaying;

readonly attribute bool isPaused;

readonly attribute bool isSeekable;

attribute bool isFullScreen;

readonly attribute int subtitlesCount; // Number of subtitle tracks.

readonly attribute map<string, string> subtitlesMap;

attribute int subtitle ; // Current subtitle track. Tracks numbers start from 1.
readonly attribute string errorString;

slots:

int play(in string url);

int pause();

int resume() ;

int stop();

void setSubtitle (in int subtitle ) ;

void fastForward (in double rate=10.0, in int frameDisplayTime = 500) ;

void rewind (in double rate=10.0, in int frameDisplayTime = 500);
signals:

void opening() ;
void buffering() ;
void started() ;
void paused() ;
void resumed() ;
void stopped() ;
void endReached() ;
void error();

void volumeChanged (in int volume) ;
void muted(in bool muted) ;

void seekableChanged(in bool seekable) ;
void fullScreenMode (in bool enabled) ;

~

Note  isFullScreen must be used before video playback is started; otherwise it will only take effect
after playback stop and restart.

S

Note  You cannot use file:// URL in <param> tag of VideoPlayer object. Instead you must set its url
attribute at run time.

The following HTML document contains an example of VideoPlayer usage
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4d/loose.dtd">

<html>
<head>

<title>..::
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>
body

{

}

videoplayer widget example::.. </title>

margin: 32px;
background-color: #EEEEEE;
font-weight: bold;
font-family: Arial;
font-size: 20px;

color:

</style>
<script type="text/javascript">

var
var
var
var
var
var
var

player

#333333;

subtitlesCount;
selectSubtitle ;
checkBoxFullScreen;
checkBoxLoop;

isVisible

= true;

duration, position ;

function update ()

{

duration.innerHTML = Math.round(player.length / 1000.0) + " seconds";
position .innerHTML = Math.round(player.time / 1000.0) + " seconds";
window.setTimeout (update, 1000);

function updateTrackInfo ()

{

var n

= player.subtitlesCount;

subtitlesCount.innerHTML = n;

for
{

var

opt.
opt.

(var i = 1; 1 <= n; ++1)

opt = document.createElement ("option") ;
value = 1i;
innerHTML = 1i;

selectSubtitle .appendChild(opt);

}

selectSubtitle .value = player. subtitle ;

function main()

{

subtitlesCount = document.getElementById("subtitlesCount") ;
selectSubtitle = document.getElementById("selectSubtitle");
checkBoxFullScreen = document.getElementById("checkBoxFullScreen") ;
checkBoxLoop = document.getElementById("checkBoxLoop") ;
checkBoxVisible = document.getElementById("checkBoxVisible") ;
checkBoxFullScreen.checked = player.isFullScreen;
checkBoxLoop.checked = player.loop;

duration = document.getElementById("duration") ;

position = document.getElementById("position");
update () ;
window.setTimeout (update, 1000);

function error (message)

Cisco Interactive Experience Platform Developer Guide g



Chapter3  Widgets |

Il VideoPlayer Widget

{
alert ("Video player error : " + message);
}
function init ()
{
player = document.getElementById("player");
if (player . status == 0) // 0 means ready.
main() ;
else
{
player .ready.connect (main);
player . error .connect(error) ;
}
player . started .connect (updateTrackInfo) ;
}
function setSubtitle ()
{
player . subtitle = selectSubtitle .value;
}
function setFullScreen ()
{
player . isFullScreen = checkBoxFullScreen.checked;
}
function setLoop ()
{
player .loop = checkBoxLoop.checked;
}
function setvisible ()
{
isVisible = ! isgVisible ;
player . style . display = isVisible ? "block" : "none";
}
</script>
</head>
<body onload="init () ">

<table width="80%" cellspacing="8" cellpadding="0" border="0" align="center" >

<tr>

<td width="50%" align="center">

<object id="player" type="application/x-gt-plugin" classid="videoplayer"
width="720" height="480" >

<!?? <param name="url"
value="http://html5videoformatconverter.com/data/images/happyfit2.ogv"/>
77>

<!?? <param name="url" value="mms://media.sonoma.edu/pinball.wmv"/>??>
<1?? <param name="url" value="file:///var/www/v/p.mpd"/>?7?>

<param name="url" value="http://192.168.0.110/video/im_glad_cc.mov"/>
<param name="volume" value="50"/> <!?? 75 by default ?7?>

<param name="autoPlay" wvalue="true"/>

</object>

<br />

<button onclick="player.play()">Play</button>

<button onclick="player.stop()">Stop</button>

<button onclick="player.pause() ">Pause</button>

</td>

<td width="50%">

<table width="100%" align="center" cellspacing="8" cellpadding="0" border="0" >
<tr>

<td align="right">

Player is visible

</td>

<td>

<input id="checkBoxVisible" type="checkbox" checked="1" onchange="setVisible()" />
</td>

</tr>
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<tr>
<td align="right">
Subtitle tracks available
</td>
<td>
<span id="subtitlesCount">0</span>
</td>
</tr>
<tr>
<td align="right">
Current subtitle track:
</td>
<td>
<select id="selectSubtitle"></select>
<input type="button" value="Apply"
</td>
</tr>
<tr>
<td align="right">
Full screen mode
</td>
<td>
<input id="checkBoxFullScreen"
</td>
</tr>
<tr>
<td align="right">
Loop
</td>
<td>
<input id="checkBoxLoop"
</td>
</tr>
<tr>
<td align="right">
Duration:
</td>
<td>
<span id="duration"></span>
</td>
</tr>
<tr>
<td align="right">
Current position:
</td>
<td>
<span id="position"></span>
</td>
</tr>
</table>
</td>
</tr>

</table>

</body>
</html>

type="checkbox"

onclick="setSubtitle()"

type="checkbox"

VideoPlayer Widget 1l

/>

/>

onchange="setFullScreen ()"

onchange="setLoop ()" />

Copy the above text to an html file and transfer the file to a web server from where it can be accessed.

Make sure to have the location of the file as a URL.
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There are two ways to test the video player widget:
1. Using the policy:
1. Create a policy with startup URL as the URL of the video player html and apply the policy
2. Reboot the IEC
As a result, the IEC boots up with the policy loaded.
3. Using the Kiosk menu:
1. From IEC, press Ctl + Alt + S and then choose Kiosk
2. Enter the video player widget URL
3. Reboot the IEC
As a result, the IEC boots up with the video player URL loaded.

Figure 3-2 Sample of VideoPlayer Usage
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VncViewer Widget

The VncViewer provides a VNC viewer in the form of a browser widget.

interface VncViewer
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readonly attribute int port;

readonly attribute bool isConnected;

attribute bool readOnly;

attribute bool scalingEnabled;

bool connect (in string host,
slots

void disconnect () ;
signals

void connected() ;

void disconnected() ;

void error(in string message) ;
Y

VncViewer Widget

in int port,in string password = "");

Table 3-2 VncViewer Variables
Variable Description
port Specifies port number to which the viewer is
connecting. Default value is 5900.
readOnly Specifies if the viewer accepts any user input.

connect (in string host, in int port, in

string password)

Connects to a VNC server running at host and
listening port. Note that this method accepts a port
not a display number.

isConnected Returns ‘true’ if the viewer is connected to a VNC
server.

disconnect () Closes the connection to a VNC server.

connected () Fires when a connection to a VNC server is
established. This signal fires both for active and
listening mode.

disconnected () Fires when the connection to a VNC server

breaks.

error (in string message)

Fires when an error occurs.

The following HTML document contains an example of VncViewer usage

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>

<title>..:: vncviewer plugin test

..</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 0;
background-color:
font-weight: bold;
font-family: Arial;

#000000;
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font-size: 20px;
color: #eeeeee;
</style>
<script type="text/javascript">

var v;
var connectedId;

function init()

{
v = document.getElementById("vncviewer") ;
connectedId = document.getElementById("connected") ;
v.connected.connect (connected) ;
v.disconnected.connect (disconnected) ;
disconnected() ;

}

function connected()

{
connectedId.innerHTML = "Connected";

}

function disconnected()
{
onnectedId. innerHTML = "Disconnected";

function disconnect ()

{
try
{
v.disconnect () ;
}
catch (ex)
{
alert ("Exception: " + ex);
}
}

function connect ()

{
try
{
v.connect ("vnc://192.168.0.105");
// or
// v.connect("vnc://192.168.0.105", 5900) ;
// or
// v.connect("vnc://192.168.0.105", 5900, "my-password");
// or
/ v.connect("vnc://192.168.0.105", -1, "my-password");
}
catch (ex)
{
alert ("Exception: " + ex);
}
}

Cisco Interactive Experience Platform Developer Guide
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function setReadOnly (ro)

{
try
{
v.setReadOnly (ro) ;
}
catch (ex)
{
alert ("Exception: " + ex);
}
}
function isReadOnly ()
{
alert (v.readOnly) ;
}
</script>
</head>
<body onload="init () ">
<center>
<br/>
<div>
<object id="vncviewer" type="application/x-gt-plugin" classid="vncviewer"
width="640px" height="480px">
<!-- host to connect to -->
<param name="host" value="vnc://192.168.0.105" />
<!-- port to connect to. "5900" by default -->
<param name="port" wvalue="5900" />
<!-- password to access the host (optional). Don't use this field if a server
doesn't have a password -->
<!-- <param name="password" value="123" /> -->
<!-- fit to window? "true" by default -->
<param name="scale" value="true" />
<!-- ignore user input? "true" by default -->
<param name="readonly" value="false" />
<!-- gtart connection right now? If "false", no connection is established and all
other parameters are ignored. If "true", start a VNC connection right now. "true"
by default -->
<param name="autostart" wvalue="true" />
</object>
</div>
<br/>
<a href='#' onclick="javascript:isReadOnly () ">Is read-only?</a>
<a href='#' onclick="javascript:disconnect () ">Disconnect</a>
<a href='#' onclick="javascript:connect () ">Connect</a>
<div id="connected" style="text-align: center;">
</div>
</center>
</body>
</html>
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WebBrowser Widget

The WebBrowser plugin is an alternative of the iframe HTML element. In contrast to iframe, it allows
to completely control the web document loaded within it and does not obey the same origin policy.

The WebBrowser interface declaration is the following:

interface WebBrowser

{

attribute string url;

attribute bool navigationPanelVisible;
attribute bool titlePanelVisible;
attribute double zoomfactor;

public slots:
variant evaluateJavaScript(in string scriptSource) ;

signals:

loadStarted() ;

loadFinished (in bool ok);
loadProgress (in int percent) ;
urlChanged(in string url);
linkClicked(in string url);
titleChanged(in string title);

void
void
void
void
void
void

};

The following HTML document contains an example of WebBrowser usage
(file../../test/plugins/webbrowser.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>
<head>
<title>..:: webbrowser plugin test ..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 0;
background-color: #000000;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color: #eeeeee;
}
</style>

<script type="text/javascript">
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var webBrowser;

function init()

{
webBrowser = document.getElementById ("webBrowser") ;

}

</script>

</head>

<body onload="init () ">
<div style="text-align: center;">
<object id="webBrowser" type="application/x-gt-plugin" classid="webbrowser"

width="800"height="600">

<param name="url" value="http://osnews.com"/>
<param name="navigationPanelVisible" value="true"/>
<param name="titlePanelVisible" value="true"/>
</object>
</div>

</body>

</html>
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Figure 3-3 Example of WebBrowser Usage

@ 4

53

.. webbrowser plugin test ;...
OSNews is Exploring the Future of Computing

CSrove

Home Originals Mews Archive Shopping Topics FAGQs Contact Advertise

Login to OSNews

try Theain Holwer da <t Fr

amiE BIEMMarme
skeuamorphism
Wicragaft ig ches
process o

passionale (= SKEELOr

r, an interface designer at Spatfy, i3 a big believer in
Whareas Apple is & strong advocats of this dasign concepr
I gin the exact opposite dir
w frarn skeuamerphism entirely. t
orpkeam in Lis, | found Ahl

action, wnie Android 5 10 the

#1 - Read More - 19 Comment)s) G0

nake YVOUr Cf

CFU | 4%
Data storage .=

Data storage [—p——

WebClip Widget

Memory M a4
Settings storaq FE—___—

cPul 4% Memory B %

Settings storage [eRE—

The WebClip plugin is inspired by Mac OS X dashboard plugin with the same name. This plugin allows
you to include other web site elements in your web application. You need the web site URL and the CSS
selector that addresses the element that you want to include.

interface WebClip
{

readonly attribute string url;

readonly attribute string selector;
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attribute int reloadInterval; // In seconds.

void load() ;
};

The following HTML document contains an example of WebClip usage
(file.../../test/plugins/webclip.html). This page contains two webclips. They take elements from Yahoo!
Finance and Yahoo! Weather web sites.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<title>..:: webclip widget example ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 32px;
background-color: #EEEEEE;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color : #333333;
}
</style>
<script type="text/javascript">
var stockClip;
var weatherClip;
function init ()

{
stockClip = document.getElementById("stockClip") ;
weatherClip = document.getElementById("weatherClip") ;
}
</script>
</head>
<body onload="init () ">
<table border="0" cellpadding="20" cellspacing="20" align="center" width="90%">
<tr>

<td align="center">
<object id="stockClip" type="application/x-gt-plugin" classid="webclip"
width="320" height="240">
<param name="url" value="http://finance.yahoo.com/qg?s=CSCO&gl=1"/>
<param name="selector" value=".chart"/>
<param name="reloadInterval" value="600"/>
<param name="timeout" value="5"/>
<param name="progressIndicatorVisible" value="false"/>
</object>
<br />
<input type="button" value="Reload" onclick="stockClip.reload();" />
</td>
</tr>
<tr>
<td align="center">
<object id="weatherClip" type="application/x-gt-plugin" classid="webclip"
width="950" height="280">
<param name="url" value="http://www.cisco.com"/>
<param name="selector" value="#spotlight-container"/>
<param name="reloadInterval" value="300"/>
</object>
<br />
<input type="button" value="Reload" onclick="weatherClip.reload();" />
</td>
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</tr>

</table>
</body>
</html>

Figure 3-4 WebClip on Screen
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Chapter Overview

In addition to standard JavaScript global objects (such as window or document) Cobra provides several
non-standard global objects to allow web applications to be better integrated with the IEC4600 Series.
Those objects implement functionality which is not available in a regular browser's JavaScript.

The topics in this chapter include:

global.applicationData Object, page 4-2
global.bus Object, page 4-2
global.device Object, page 4-5
global.display Object, page 4-7
global.ir Object, page 4-10
global.keyboard Object, page 4-13
global.magstripe Object, page 4-15
global.mediaCache Object, page 4-18
global.network Object, page 4-23
global.networkCache Object, page 4-25
global.printer Object, page 4-28
global.registry Object, page 4-34
global.resources Object, page 4-39
global.scanner Object, page 4-39
global.serialPorts Object, page 4-44
global.system Object, page 4-48
global.videoEncoder Object, page 4-52
global.vncServer Object, page 4-64
global.window Object, page 4-68
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global.applicationData Object

The global.applicationData object allows the web application to store its persistent data on the
management server. This object is a convenience API to access application.data property. Once you
change the data, it will automatically be saved to the management server.

This object does not allow you to control the application in real time. For example, if you construct some
policy containing application.data property on the management server and apply that policy as an action
to the device running your application, the application will not know about that until the next reboot.
Moreover, if the application changes the data after that policy has been applied, the changes you are
trying to make with that policy will be lost. This approach tries to prevent inconsistent behavior of the
application.

interface ApplicationData

{
readonly attribute bool isReadOnly;
readonly attribute int size;
readonly attribute bool isEmpty;
readonly attribute List<String> keys;
readonly attribute List<String> values;

bool contains(in String key) const;

String value(in String key) const;

String value(in String key, in String defaultValue) const;

void insert(in String key, in String value) ;

bool remove(in String key) ;

String take(in String key); // Returns value and removes it from the data.

slots:
void clear();
Y

Sometimes the value of application.data property can be defined with a policy. That means it cannot be
changed on the management server from the device side. In that case isReadOnly attribute returns true.
The application still can change its data using insert(), remove(), take() or clear() methods. However, the
data will not be saved on the management server.

global.bus Object

[l Cisco Interactive Services SolutionDeveloper Guide

The global.bus is an unidirectional bus to communicate with other Cobra instances. This object
implements a Bus interface:

interface Bus
{
void send(in object obj) const;
bool haveOtherInstances() const;
signals
void received(in object obj)
}i
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Table 4-1

global.bus Object

global.bus variables

Variable

Description

send ()

Sends the given object to other Cobra instances. The object itself
can represent simple types (e.g. integers, strings, etc.) as well as
complex types like associative arrays.

haveOtherInstances ()

Returns true if there are other Cobra instances that can receive
events.

received ()

Fires when an event has arrived from another Cobra instance.

The following HTML is an example of global.bus usage for sending events

<!DOCTYPE HTML PUBLIC

"-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<title>..:: global

<meta http-equiv="Content-Type"

<style>

body

{
margin: 20px;
background-color:
color: #eeeeee;

font-weight: bold;
font-family: Arial;

font-size: 18px;
color: #eeeeee;
}
</style>

.bus test

</title>

content="text/html; charset=utf-8">

#111111;

<script type="text/javascript">

var instancesId ;
var textId;
function init ()
{
instancesId =
textId =
}
function enumerate()
{
try
{
var have =
if (!'have)
instancesId
else
instancesId
}
catch (ex)
{
alert

}

("Exception: "

}
function send()
{

try

{

global

.innerHTML

.innerHTML

.bus.send({id:

document .getElementById("instances") ;
document .getElementById("text") ;

global.bus.haveOtherInstances() ;

= "<font color='#?0000'>NOT DETECTED</font>";

= "<font color='#00?00"'>DETECTED</font>";

ex) ;

textId.value}) ;
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}
catch (ex)
{
alert ("Exception: " + ex);
}

}

</script>

</head>

<body onload="init () ">
<input type="button" value="Detect other instances" onclick="enumerate()" /><span
id="instances"></span><br>
<input id="text" type="text" /><input type="button" value="Send as { id: <value>
}" onclick="send ()" />

</body>

</html>

The following HTML is an example of global.bus usage for receiving events

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">
<html>
<head>
<title>..:: global .bus test ::.. </title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 20px;
background-color: #111111;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 18px;
color: #eeeeee;
}
</style>
<script type="text/javascript">
function init ()

{
global .bus.received .connect (recieve) ;
}
function deinit ()
{
global .bus.received .disconnect (recieve ) ;
}
function recieve (value)
{
alert ("Received data: " + value + "\nID: " + value.id);
}
</script>
</head>
<body onload="init ()" onunload="deinit() ">
Waiting for events with { id : &lt;value&gt; }
</body>
</html>
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global.device Object

It is possible to obtain some general device-related information using global.device global object. This
object implements device interface.

interface Device

{
readonly attribute string name;
readonly attribute string description;
readonly attribute string product;
readonly attribute string family;
readonly attribute string model;
readonly attribute string version;
readonly attribute string versionSystem;
readonly attribute string versionApplications;
readonly attribute string location;
readonly attribute string serialNumber;
readonly attribute string licenseKey;
readonly attribute bool licenseValid;
readonly attribute string buildTimestamp;
readonly attribute string buildTimestampSystem;
readonly attribute string buildTimestampApplications;

Table 4-2 global.device Variables

Variable Description

name device name

description device description that can contain any text supplied by
administrator

product product name

family family name that specifies device hardware in general so you can
use model name to make assumptions about device capabilities

model model name that specifies device hardware (i.e. how much memory
it has)

version device firmware version

versionSystem device system firmware version

versionApplications device applications firmware version

location device location that contains text supplied by administrator

serialNumber device serial number

licenseKey device license key

licensevalid returns ‘true’ if the license key is valid or ‘false’ if otherwise

buildTimestamp firmware build time stamp in human-readable form

buildTimestampSystem system firmware build time stamp in human-readable form

buildTimestampApplications applications firmware build time stamp in human-readable form

The following is the global.device usage in HTML (file../../test/js/device.html).
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<!DOCTYPE HTML PUBLIC
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<title>..:: global.device test
<meta http-equiv="Content-Type"
<style>

..</title>

body

{
margin: 20px;
background-color:
color: f#eeeeee;
font-weight: bold;
font-family: Arial;
font-size:

#000000;

20px;

</style>
<script type="text/javascript">

function init()

content="text/html;

"-//W3C//DTD HTML 4.01 Transitional//EN"

charset=utf-8">

global.device.name;
global.device.description;
global.device.product;
global.device.model;
global.device.version;

global.device.versionSystem;

global.device.location;
global.device.serialNumber;

global.device.buildTimestamp;

{

document .getElementById("name") .innerHTML =
document .getElementById("description") .innerHTML =
document .getElementById("product") .innerHTML =
document .getElementById("model") .innerHTML =
document .getElementById("version") .innerHTML =
document .getElementById("versionSystem") .innerHTML =
document .getElementById("versionApplications") .innerHTML =
global .device.versionApplications;
document .getElementById("location") .innerHTML =
document .getElementById("serialNumber") .innerHTML =
document .getElementById("buildTimestamp") .innerHTML
document .getElementById("buildTimestampSystem") .innerHTML =
global.device.buildTimestampSystem;
document .getElementById("buildTimestampApplications") .innerHTML =
global.device.buildTimestampApplications;

}

</script>

</head>

<body onload="init () ">

<table cellpadding="2"
<tr>
<td>Device name</td>
<td id="name"></td>
</tr>
<tr>
<td>Device description</td>
<td id="description"></td>
</tr>
<tr>
<td>Product</td>
<td id="product"></td>
</tr>
<tr>
<td>Model</td>
<td id="model"></td>
</tr>
<tr>

cellspacing="0" border="1px"

align="center" width="50%">
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</html>

<td>Version</td>

<td id="version"></td>

</tr>

<tr>

<td>Version of system</td>

<td id="versionSystem"></td>
</tr>

<tr>

<td>Version of applications</td>
<td id="versionApplications"></td>
</tr>

<tr>

<td>Device location</td>

<td id="location"></td>

</tr>

<tr>

<td>Device serial number</td>
<td id="serialNumber"></td>
</tr>

<tr>

<td>Firmware build timestamp</td>
<td id="buildTimestamp"></td>
</tr>

<tr>

<td>System firmware build timestamp</td>

<td id="buildTimestampSystem"></td>
</tr>
<tr>

<td>Applications firmware build timestamp</td>
<td id="buildTimestampApplications"></td>

</tr>

</table>

</body>

global.display Object

This object implements the display interface.

Note

interface System

{

readonly attribute bool isBrightnessEnabled;
attribute int brightness;

readonly attribute bool isContrastEnabled;
attribute int contrast;

attribute int rotationAngle;

global.display Object

This object controls brightness and contrast using DDC (Display Data Channel). Not all displays support

that so for some displays, brightness and contrast adjustment will not work.
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Note

This object in its implementation changes values of display.* properties. So, if some policy containing
display.* properties is applied to the device, this object will not work.

If you have multiple displays connected to the device, the rotationAngle attribute will rotate all the
screens. As to brightness and contrast, in the current version only the first found display will be affected.

Table 4-3 global.display Variables
Variable Description
isBrightnessEnabled Returns value of display.brightness.enabled property (which is

false by default). If it is false, display brightness cannot be adjusted.

isContrastEnabled Returns value of display.contrast.enabled property (which is
false by default). If it is false, display contrast cannot be adjusted.

rotationAngle Gets and sets screen rotation angle. Only the following values are
valid: 0, 90, 180 and 270. If you use an invalid value, this method
does nothing.

The following HTML contains an example of global.display usage:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: global.display test ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 20px;
background-color: #000000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>
<script type="text/javascript">

var brightness;
var contrast;
var rotationAngle;

function init ()

{
brightness = document.getElementById("brightness") ;
contrast = document.getElementById("contrast");
rotationAngle = document.getElementById("rotationAngle") ;
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document .getElementById ("minBrightness") .innerHTML
document .getElementById ("maxBrightness") .innerHTML

global.display Object

= global.display.minBrightness;
= global.display.maxBrightness;

document .getElementById("isBrightnessEnabled") .innerHTML =

global.display.isBrightnessEnabled ?"Yes" "No";
brightness.value = global.display.brightness;
document .getElementById ("minContrast") .innerHTML =
document .getElementById ("maxContrast") .innerHTML =

global.display.minContrast;
global.display.maxContrast;

document .getElementById("isContrastEnabled") .innerHTML =

global.display.isContrastEnabled ? "Yes"
contrast.value = global.display.contrast;
global.display.rotationAngle;

"No";

rotationAngle.value =

}
function getBrightness/()
{
brightness.value = global.display.brightness;
}

function setBrightness()
{

global.display.brightness = brightness.value;

function getContrast()

{

contrast.value = global.display.contrast;
}
function setContrast ()
{

global.display.contrast = contrast.value;
}

function getRotationAngle ()
{

rotationAngle.value = global.display.rotationAngle;

function setRotationAngle()
{

global.display.rotationAngle = rotationAngle.value;

</script>
</head>
<body onload="init () ">

<table cellpadding="2"
<tr>
<td>Minimum brightness</td>
<td id="minBrightness"></td>
</tr>
<tr>
<td>Maximum brightness</td>
<td id="maxBrightness"></td>
</tr>
<tr>
<td>Brightness adjustment enabled</td>
<td id="isBrightnessEnabled"></td>
</tr>
<tr>
<td>Current brightness</td>

cellspacing="0" border="1px"

align="center" width="50%">
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<td>

<input id="brightness" type="text"

<input type="button" value="Get"

<input type="button" value="Set"

</td>

</tr>

<tr>

<td>Minimum contrast</td>

<td id="minContrast"></td>

</tr>

<tr>

<td>Maximum contrast</td>

<td id="maxContrast"></td>

</tr>

<tr>

<td>Contrast adjustment enabled</td>

<td id="isContrastEnabled"></td>

</tr>

<tr>

<td>Current contrast</td>

<td>

<input id="contrast" type="text"
<input type="button" value="Get"
<input type="button" value="Set"
</td>
</tr>
<tr>
<td>Display rotation angle
<td>
<input id="rotationAngle" type="text"
<input type="button" value="Get"
<input type="button" value="Set"
</td>
</tr>

</table>

(can be 0, 90,

</body>

</html>

global.ir Object

size="3" maxlength="3"
onclick="getBrightness ()"
onclick="setBrightness ()"

size="3" maxlength="3" />
onclick="getContrast()" />
onclick="setContrast()" />

180 or 270)</td>

/>

/>
/>

size="3" maxlength="3" />
onclick="getRotationAngle()" />
onclick="setRotationAngle()" />

An Infrared (IR) Cisco Remote Control can be connected to the Cisco Interactive Experience Client 4600
(IEC 4600) Series device so that the end user can control applications and remote playback without
touching the screen or using a mouse. Refer to the Cisco Interactive Experience Client 4600 Series User

Guide for a list of supported remote controls.

The IR port is active by default. No additional configuration is required. The global.ir object implements
the IR interface. It allows an application to receive signals from the infrared remote control.

Embed the global.ir object into your application code so that your applications will perform the expected

action when the end user presses a button on the remote control.

The global.ir object code interface is the following:

interface Ir

{
readonly attribute string lastError;
List <String> availableControls() const;
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bool setCurrentControl (in string device) ;

signals:
event (in uint key, in string skey, in string configName) const;
error (in string err) const;

Table 4-4 global.ir Object Variables
Variable Description
lastError Last error that occurred
availableControls () Returns the list of the supported remote controls
setCurrentControl (in string device) Sets the current remote control to use. The device

name must be obtained from the
availableControls () list. Leave the device
name empty to use browser.ir.configuration.
In this case, you should set
browser.ir.configuration to the valid LIRC

configuration.
event (in uint key, in string skey, in Remote control event where the event control
string configName) code is set to ‘key’, the control name (such as

‘poweroff’, ‘chl’, ‘up’, etc.) is set to ‘skey’, and
the configuration name, which is rarely needed, is
set to ‘configName’.

error (in string err) An error has occurred. Use the method
lastError() or argument ‘err’ to get the error
string.

The following HTML code contains an example of global.ir usage (file../../test/js/ir.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: global.ir test ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 20px;
background-color: #111111;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 18px;
color: #eeeeee;

</style>
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<script type="text/javascript">

var
var
var
var

errorId;
eventId;
controlId;
timer;

var remotelInfo;

function init()

{

errorId = document.getElementById("error");

eventId = document.getElementById("event") ;
controlId = document.getElementById("control");
remoteInfo = document.getElementById("remoteInfo") ;

global.ir.error.connect (onError); writeLog("onError () connected to signal

global.ir.error") ;

global.ir.event.connect (onEvent); writeLog("onEvent () connected to signal

global.ir.event");

try{

var irconf = global.registry.value("browser.ir.configuration") ;

if (irconf=='<binary mimeType="text/plain"><![CDATA[]]></binary>"' ||

irconf==""){
// set default remote as current.
//global.ir.setCurrentControl (defaultRemote) ;

remoteInfo.innerHTML = "Default (Cisco remote control)";
writeLog ("Default remote control configuration applied.");

} else{
global.ir.setCurrentControl () ;

remoteInfo.innerHTML = "* user defined remote control *";
writeLog ("User defined remote control configuration applied.");

}
} catch(ex) {
writeLog ("Exception: "+ex);

function deinit ()

{

global.ir.error.disconnect (onError) ;
global.ir.event.disconnect (onEvent) ;

function onError (err)

{

errorId.innerHTML = err;
writeLog ("onError(): "+err);

function onEvent (key, skey, config)

{

eventId.innerHTML = "" + key + ' ' + skey + ' ' + config;
writeLog("onEvent(): "+key + " " + skey + " " + config);

clearTimeout (timer) ;

timer = setTimeout (function() { eventId.innerHTML = ""; }, 750);
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</script>
</head>

<body onload="init ()" onunload="deinit() ">
Remote: <span id="remoteInfo"></span><br><br>
Event: <span id="event"></span><br><br>
Error log: <span id="error"></span>

<!-- This part of code is used for tracing application states -->
<div id="appDebugInfo" style="background:rgba(0,0,0,.9); position:absolute; top:0px;
right:0; width:15%; min-width:300px; bottom:0; overflow-x:hidden; border:solid 1lpx
#666666; overflow-y:scroll; color:white; padding:20px; font:normal 10px/12px
sans-serif"></div>
<script>
function writeLog (msg) {

var ¢ = document.getElementById('appDebugInfo') ;

if(c){

c.innerHTML=c.innerHTML + msg + "<br><br>";

}
</script>
</body>

</html>

global.keyboard Object

This object allows you to control a screen’s keyboard. This keyboard can interfere with the popup screen
keyboard. If you want to control screen keyboard in your JavaScript application, it is strongly
recommended to turn the popup screen keyboard off by changing the setting
browser.input.popup.keyboard.enabled property to false. You can use only one screen keyboard in your
application.

interface Keyboard
{
readonly attribute bool isVisible;

void show(in int globalX, in int globaly) ;
void hide() ;
void move(in int globalX, in int globalY) ;

Note  The globalX and globalY coordinates are relative to the DOM window.

The following is an example of global.keyboard usage in HTML (file ../../test/js/keyboard.html):

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/htmld/loose. dtd">
<html>

<head>

<title>..:: global.keyboard example ::..</title>
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>

body

{
margin: 32px;
background-color: #EEEEEE;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color: #333333;

}
</style>

<script type="text/javascript">
var radioAutoKeyboardEnabled;
var radioAppKeyboardEnabled;
var keyboardPosition;

function showKeyboard()

{
if (!radioAppKeyboardEnabled.checked)
return;
global .keyboard.show (300, 300);

}

function hideKeyboard()

{
if (!radioAppKeyboardEnabled.checked)
return;
global .keyboard.hide() ;

}

function toggleAutoScreenKeyboard()

{
global . registry .setValue("browser.screen.keyboard.enabled",
radioAutoKeyboardEnabled.checked) ;

}

function setAutoScreenKeyboardPosition/()

{
global . registry .setValue("browser.screen.keyboard.position",
keyboardPosition.value) ;

}

function init ()

{
var text = document.getElementById("text");
radioAutoKeyboardEnabled = document.getElementById("radioAutoKeyboardEnabled") ;
radioAppKeyboardEnabled = document.getElementById("radioAppKeyboardEnabled") ;
keyboardPosition = document.getElementById("keyboardPosition") ;
text .onfocus = showKeyboard;
text . onclick = showKeyboard;
text .onblur = hideKeyboard;
radioAutoKeyboardEnabled.checked =
global .registry.value("browser.screen.keyboard.enabled") == "true";
radioAppKeyboardEnabled.checked = !radioAutoKeyboardEnabled.checked;
radioAutoKeyboardEnabled.onclick = toggleAutoScreenKeyboard;
radioAppKeyboardEnabled.onclick = toggleAutoScreenKeyboard;
keyboardPosition.value = global. registry .value("browser.screen.keyboard.position");
keyboardPosition.onchange = setAutoScreenKeyboardPosition;

}

</script>

</head>

<body onload="init () ">
<div style="text-align: center ;">
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Text input

<input id="text" type="text" />

<br />

<br />

<input id="radioAutoKeyboardEnabled" type="radio" name="keyboardType" />
Browser automatic screen keyboard enabled

<br />

<input id="radioAppKeyboardEnabled" type="radio" name="keyboardType" />
Application screen keyboard enabled

<br />

<br />

Automatic keyboard position

<br />

<select id="keyboardPosition">

<option value="KeyboardPositionAuto">Auto</option>

<option value="KeyboardPositionLeft">Left side</option>

<option value="KeyboardPositionTopLeft">Top?left corner</option>
<option value="KeyboardPositionTop">Top side</option>

<option value="KeyboardPositionTopRight">Top?right corner</option>
<option value="KeyboardPositionRight">Right side</option>

<option value="KeyboardPositionBottomRight">Bottom?right corner</option>
<option value="KeyboardPositionBottom">Bottom side</option>

<option value="KeyboardPositionBottomLeft">Bottom?left corner</option>

</select>
</div>
</body>
</html>
Figure 4-1 Example of Keyboard Usage

. global koyboard test ::..

global.magstripe Object

The global.magstripe object is a widget that provides an interface to magnetic card readers and barcode
scanners. In the case of a card reader, the widget reacts to a scan of a card and returns the value of the
data that is recorded on the magnetic stripe. For credit cards, the data returned is typically cardholder’s
name, card number, and expiration date. The widget returns the data in an unparsed form, so it is the
responsibility of the developer to decrypt if necessary and parse the data. For a barcode reader, the
widget registers a scanned event and returns the string that represents the barcode.
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Step 1
Step 2
Step 3

Step 4

Refer to the latest Cisco Interactive Experience Client 4600 Series User Guide for a list of supported
magnetic card readers and barcode scanners.

The global.magstripe object code is:

interface Magstripe {
void open(in string deviceName) ;
void close();

signals:
void opened() ;
void scanning() ;
void scanned(out string data) ;
void error (out string error) ;

Table 4-4 global.magstripe Object Variables

Variable Description

open(in string deviceName) Opens the device for reading data. If deviceName is not empty, use
this device name, and browser .magstripe.scanner property
otherwise.

close() Closes the device

opened () The device has been open successfully.

scanning () The device has started data scanning.

scanned (out string data) The device has finished scanning and read the scanned data from
deviceName.

error (out string error) An error has occurred.

To enable the magnetic card reader or barcode scanner, you will need the exact name of the card reader
or barcode scanner by which the IEC recognizes the peripheral. Follow these steps to retrieve that name:

Plug the magnetic card reader or barcode scanner into the USB port of the IEC.
Reboot the IEC so that the IEC will recognize the new peripheral.

Run the Isinput command at the shell prompt to get a list of connected input devices.

S

Note  Alternatively, you can get the name from the Cisco Interactive Experience Manager (IEM). Go
to the device and click the Status tab.

Find the name of the magnetic card reader or barcode scanner. In the example below, the magnetic card
reader is “Mag-Tek USB Swipe Reader”.

Virtual core pointer id=2[master pointer (3)]
Virtual core XTEST pointer id=4[slave pointer (2)]
Microsoft Microsoft® Digital Media Keyboardid=12[slave pointer (2)]
Filtered Elo TouchSystems, Inc. Elo TouchSystems 2700 IntelliTouch(r) USB
Touchid=14[slave pointer (2)]
MCE IR Keyboard/Mouse (ite-cir) id=15[slave pointer (2)]
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Elo TouchSystems, Inc. Elo TouchSystems 2700 IntelliTouch(r) USB Touchmonitor
Interfaceid=9[slave pointer (2)]
Virtual core keyboard id=3[master keyboard (2)]
Virtual core XTEST keyboard id=5[slave keyboard (3)]
Power Button id=6[slave keyboard (3)]
Video Bus id=7[slave keyboard (3)]
Power Button id=8[slave keyboard (3)]
PWC snapshot button id=10[slave keyboard (3)]
Microsoft Microsoft® Digital Media Keyboardid=1ll[slave keyboard (3)]
Mag-Tek USB Swipe Reader id=13[slave keyboard (3)]
ACPI Virtual Keyboard Device id=16[slave keyboard (3)]
ITE8704 CIR transceiver id=17[slave keyboard (3)]

Replace the deviceName variable in the global.magstripe object with the name of the peripheral that the
IEC recognizes.

In the device’s profile or a property applied to that device within the IEM, configure the application data
property with “barcode.scanner” or “magstripe.scanner” for the key and the name of the peripheral that
the IEC recognizes for the value.

The following is an example global.magstripe usage (file ../../test/js/magstripe.html).

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>
<head>
<title>..:: global .magstripe test ::.. </title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>
body
{
margin: 20px;
background-color: #111111;
color : #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 18px;
}
</style>

<script type="text/javascript">

var nameld;
var datalId;
var errorId ;
var statusId ;

function init ()

{
nameId = document.getElementById("name") ;
datald = document.getElementById("data");
errorId = document.getElementById("error");
statusId = document.getElementById("status");
global .magstripe.error .connect (onError) ;
global .magstripe.scanning.connect (onScanning) ;
global .magstripe.scanned.connect (onScanned) ;
global .magstripe.opened.connect (onOpened) ;

}

function sopen/()

{
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errorId .innerHTML = "";
statusId .innerHTML = "";

try
{
global .magstripe.open(namelId.value) ;
}
catch (ex)
{
alert ("Exception: " + ex);
}
}
function sclose ()
{
try
{
global .magstripe.close () ;
}
catch (ex)
{
alert ("Exception: " + ex);
}
}
function onError (e)
{
statusId .innerHTML = "Error";
errorId .innerHTML = e;
}
function onScanning ()
{
dataId.innerHTML = "";
statusId .innerHTML = "Scanning";
}
function onScanned(data)
{
dataId.innerHTML = data;
statusId .innerHTML = "Scanned";
}
function onOpened/()
{
statusId .innerHTML = "Opened";
}
</script>
</head>
<body onload="init () ">
Device name: <input id="name" type="text" />
<input type="button" value="Open" onclick="sopen()" />
<input type="button" value="Close" onclick="sclose()" /> <br><br>
Incoming data: <span id="data"></span><br>
Status: <span id="status"></span><br>
Error: <span id="error"></span>
</body>
</html>

global.mediaCache Object

This object allows you to control the local media cache.

interface MediaCache
{
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readonly attribute long long capacity;

readonly attribute long long size;

readonly attribute long long free;

readonly attribute bool isEmpty;

readonly attribute int fileCount READ fileCount;
readonly attribute Array urls;

int clear(in long long size)

bool

int load(in string url)

bool
bool
long
Date
Date

QString mimeType (in string url)

slots:

const;
contains (in string url) const;
const;

remove (in string url) const;
isLocked(in string url) const;

long fileSize(in string url) const;
created(in string url) const;
lastAccessed(in string url) const;
const;

int clear();

signals:

void
void
void
void
void
void
void
void

overloaded() ;
loadStarted(in string url);
loadFinished(in string url) ;

loadError (in string url, in string errorString);
removed (in string url);
cleared() ;

locked(in string url);
unlocked(in string url);

global.mediaCache Object

Table 4-5 global. mediaCache Variables
Variable Description
capacity Cache capacity in bytes
size Cache size (occupied space) in bytes
free Available space in the cache in bytes
isEmpty Returns true if there are no files in the cache
fileCount Number of files in the cache
urls List of cached URLSs in the order of last access date and time. Files

accessed earlier go first.

clear (in long long size)

available in the cache.

Removes the most rarely used files to get at least size bytes

contains (in string url)

URL url cached.

Returns true if the cache has the result of HTTP GET request to

load(in string url)

Loads the specified URL into the cache.

remove (in string url)

Removes the file correspondent to URL url from the cache.

isLocked(in string url)

Returns true if the file correspondent to URL url is in use.

fileSize(in string url)

Returns size in bytes for the file correspondent to URL url.

created(in string url)

Returns creation date and time for the file correspondent to URL url.
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Note

Variable Description

lastAccessed(in string url) |Returns last access date and time for the file correspondent to URL
url.

mimeType (in string url) Returns MIME type for the file correspondent to URL url.

clear () Clears the cache. All the files (including locked ones) will be
removed from the cache.

All the signals purpose is clear.

You should use clear() method very carefully since it can put your application in an inconsistent state.

For example, it can cause playback errors for the video player.

The following HTML contains an example of global.mediaCache usage (file
.[../test/js/mediacache.html):

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: global.mediaCache test ::..</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 20px;
background-color: #000000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>

<script type="text/javascript">
var textUrl;

function flag(f)

{

return £ ? "Yes" : "No";

function updateCacheStatus ()

{

document .getElementById("isEmpty") .innerHTML = flag(global.mediaCache.isEmpty) ;
document .getElementById("capacity") .innerHTML = global.mediaCache.capacity;

document .getElementById
document .getElementById

"size") .innerHTML = global.mediaCache.size;
"free") .innerHTML = global.mediaCache.free;

document .getElementById("fileCount") .innerHTML = global.mediaCache.fileCount;

(
(
(
(
(
(

document .getElementById

"urls") .innerHTML = global.mediaCache.urls.join("<br />");
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function init()

global.mediaCache Object

"&nbsp; ";

contains ?
"&nbsp; ";

{
textUrl = document.getElementById("textUrl") ;
global .mediaCache.removed.connect (onRemoved) ;
updateCacheStatus () ;

}

function check()

{
var url = textUrl.value;
var contains = global.mediaCache.contains (url) ;
document .getElementById("contains") .innerHTML = flag(contains);
document .getElementById("mimeType") .innerHTML = contains °?
global .mediaCache.mimeType (url) "&nbsp; ";
document .getElementById("fileSize") .innerHTML = contains ?
global .mediaCache.fileSize (url) "&nbsp; " ;
document .getElementById("created") .innerHTML = contains ?
global.mediaCache.created(url) .toLocaleString()
document .getElementById("lastAccessed") .innerHTML =
global.mediaCache.lastAccessed(url) .toLocaleString ()
document .getElementById("isLocked") .innerHTML = contains °?
flag(global.mediaCache.isLocked(url)): "&nbsp;";

}

function remove ()

{
var url = textUrl.value;
global .mediaCache.remove (url) ;
updateCacheStatus() ;

function onRemoved (url)
{

document .getElementById("removed") .innerHTML = url;

</script>

</head>

<body onload="init () ">

<table cellpadding="2" cellspacing="0" border="1lpx"
<tr>
<td width="50%">Is empty</td>
<td id="isEmpty"></td>
</tr>
<tr>
<td>Capacity in bytes</td>
<td id="capacity"></td>
</tr>
<tr>
<td>Size in bytes</td>
<td id="size"></td>
</tr>
<tr>
<td>Free space in bytes</td>
<td id="free"></td>
</tr>
<tr>
<td>Number of files</td>
<td id="fileCount"></td>
</tr>
<tr>

align="center" width="100%">
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<td>

URL to check

<input id="textUrl" type="text" />
</td>

<td>

<input type="button" value="Check" onclick="check()"
<input type="button" value="Remove" onclick="remove ()"

</td>
</tr>
<tr>
<td>Exists</td>
<td id="contains"></td>
</tr>
<tr>
<td>MIME type</td>
<td id="mimeType"></td>
</tr>
<tr>
<td>File size in bytes</td>
<td id="fileSize"></td>
</tr>
<tr>
<td>Creation time</td>
<td id="created"></td>
</tr>
<tr>
<td>Last access time</td>
<td id="lastAccessed"></td>
</tr>
<tr>
<td>Is locked</td>
<td id="isLocked"></td>
</tr>
<tr>
<td>URL removed</td>
<td id="removed"></td>
</tr>
<tr>
<td valign="top">URLs in the Cache</td>
<td id="urls"></td>
</tr>

</table>

</body>

</html>

The following IEM properties are connected to media cache:

browser.cache.media.enabled: Specifies whether media cache is enabled. You must set this property

to ‘true’ to turn on the media cache.

browser.cache.media.size: Specifies media cache size in megabytes (default is 2048). Must not be
set to zero in order to turn on media content caching. It is not recommend to use a size less than 50

megabytes.

browser.cache.media.path: Specifies the path where the cached content will be stored. You do not
need to change this property unless you want to place the cache on an external storage connected

via USB.

browser.cache.media.mode: Specifies the caching mode. This is the most important property for

media cache. Here is the list of values you can set for this property:
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— MediaCacheCheckIfExpired: Default value. Every time your application requests some media

resource, this value will tell the IEC to check if the content has expired. If this is the case, the
content will be re-cached. If not, the cached content will be returned.

MediaCacheNeverExpired: If content is cached, this value tells the IEC to never check if it’s
expired (i.e. it is in offline mode). In contrast to the ‘CacheAlwaysCache’ value for
browser.cache.web.mode, media cache in this mode will try to load uncached content from the

network.

global.network Object

Network information can be obtained using global.network global object. It implements the Network

interface.

interface

{

Network

readonly attribute string ifName;
readonly attribute bool isWireless;
readonly attribute string ip;

read
read
read
read

only attribute string mask;

only attribute string mac;

only attribute string defaultGateway;
only attribute string[] dnsServers;

Table 4-6 global.network Variables
Variable Description
ifName Active network interface name (e.g. 'ethO' or 'wan0')
isWireless If true, the wireless network interface is active.
ip Active network interface IP address
mask Active network interface subnet mask
mac Active network interface MAC address
defaultGateway Default gateway IP address
dnsServers List of DNS servers IP addresses

The following HTML is an example of global.network usage:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose. dtd">

<html>
<head>

<title>..:: global.network test ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>
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body
{
margin: 20px;
background-color: #000000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>
<script type="text/javascript">

var stockClip;
var weatherClip;

function init()
{
document .getElementById("ifName") .innerHTML = global.network.ifName;
document.getElementById("isWireless") .innerHTML = global.network.isWireless ?
"Yes" : "No";
document .getElementById("ip") .innerHTML = global.network.ip;
document .getElementById("mask") .innerHTML = global.network.mask;
document .getElementById("mac") .innerHTML = global.network.mac;
document .getElementById("defaultGateway") .innerHTML =
global .network.defaultGateway;
document.getElementById("dnsServers") .innerHTML =
global .network.dnsServers.join(", ");
}

</script>
</head>
<body onload="init () ">

<table cellpadding="2" cellspacing="0" border="1px" align="center" width="50%">
<tr>

<td>Interface name</td>

<td id="ifName"></td>

</tr>

<tr>

<td>Is a wireless interface</td>
<td id="isWireless"></td>
</tr>

<tr>

<td>IP address</td>

<td id="ip"></td>

</tr>

<tr>

<td>Network mask</td>

<td id="mask"></td>

</tr>

<tr>

<td>MAC address</td>

<td id="mac"></td>

</tr>

<tr>

<td>Default gateway</td>

<td id="defaultGateway"></td>
</tr>

<tr>
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<td>DNS servers</td>

global.networkCache Object

<td id="dnsServers"></td>

</tr>
</table>

</body>

</html>

global.networkCache Object

Similar to the global.mediaCache object, the global.networkCache object allows you to control the local

network cache.

interface networkCache

{
readonly attribute bool
readonly attribute long
readonly attribute long
readonly attribute long
readonly attribute bool

bool contains(in string

isEnabled;
long capacity;
long size;
long free;
isEmpty;

url) const;
bool remove(in string url)

const;

Date lastModified(in string url) const;

slots:

int clear();

Table 4-7 global.networkCache Variables
Variable Description
isEnabled Returns true if the network cache is enabled or returns false if
otherwise
capacity Cache capacity in bytes
size Cache size (occupied space) in bytes
free Available space in the cache in bytes
isEmpty Returns true if there are no files in the cache

contains (in string url)

Returns true if the cache has the result of HTTP GET request to
URL cached

remove (in string url)

Removes the file correspondent to URL from the cache

lastModified(in string url)

Returns last modification date and time for the file correspondent to
URL

clear ()

Clears the cache: All the files (including locked ones) will be
removed from the cache.

The following HTML contains an example of global.networkCache usage
(file../../test/js/networkcache.html):
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.0org/TR/html4d/loose.dtd">
<html>

<head>

<title>..:: global.networkCache test ::..</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{

margin: 20px;
background-color: #000000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>
<script type="text/javascript">
var textUrl;

function flag(f)
{
return £ ? "Yes" : "No";

}

function updateCacheStatus ()
{

document .getElementById
document .getElementById
document .getElementById
document .getElementById
}

function init()

{

textUrl = document.getElementById("textUrl");
updateCacheStatus () ;

}

function check()

{

var url = textUrl.value;

var contains = global.networkCache.contains (url);

document.getElementById("contains") .innerHTML = flag(contains);
document.getElementById("lastModified") .innerHTML = contains ?

global.networkCache.lastAccessed(url) .toLocaleString()
}

function remove ()

{

var url = textUrl.value;
global.networkCache.remove (url) ;
updateCacheStatus () ;

}

</script>

"snbsp; "

7

"isEmpty") .innerHTML = flag(global.networkCache.isEmpty) ;
"capacity") .innerHTML = global.networkCache.capacity;
"size") .innerHTML = global.networkCache.size;

"free") .innerHTML = global.networkCache. free;
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</head>

<body onload="init () ">

global.networkCache Object I

<table cellpadding="2" cellspacing="0" border="1lpx" align="center" width="100%">

<tr>

<td width="50%">Is empty</td>
<td id="isEmpty"></td>

</tr>

<tr>

<td>Capacity in bytes</td>
<td id="capacity"></td>

</tr>

<tr>

<td>Size in bytes</td>

<td id="size"></td>

</tr>

<tr>

<td>Free space in bytes</td>
<td id="free"></td>

</tr>

<tr>

<td>

URL to check

<input i1d="textUrl" type="text" />
</td>

<td>

<input type="button" wvalue="Check" onclick="check()" />
<input type="button" value="Remove" onclick="remove ()" />
</td>

</tr>

<tr>

<td>Exists</td>

<td id="contains"></td>

</tr>

<tr>

<td>Last modified</td>

<td id="lastModified"></td>
</tr>

</table>

</body>

</html>

The following properties are related to network cache:

Table 4-8 global.networkCache Properties

Variable Description

browser.cache.web.enabled

Specifies whether web cache is enabled. This property must be set
to true to turn on web content caching.

browser.cache.web.size

use a size less than 50 megabytes.

Specifies web cache size in megabytes (default is 1024). Must not
be zero to turn on web content caching. It is not recommend that you

browser.cache.web.path

Specifies the path, where the cached content will be stored. You do
not need to change this property, unless you want to place the cache
on an external storage connected via USB.
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Variable Description

browser.cache.media.clear Once you set this property to true, the media cache is cleared. If you
read value of this property, you always get false.

browser.cache.web.mode This is the caching mode. This is the most important property for
web cache. Here is the list of values you can set for this property:

e CacheAlwaysNetwork: Always load from network and do not
check if the cache has a valid entry (similar to the Reload
feature in browsers).

e CachePreferNetwork: Default value. Load from the network if
the cached entry is older than the network entry.

e CachePreferCache: Load from cache if available, otherwise
load from network. Note that this can return possibly stale (but
not expired) items from cache.

e CacheAlwaysCache: Only load from cache, indicating error if
the item was not cached (i.e., off-line mode).

If you need to cache some web content to be able to use it later in off-line mode, you have to load that
content with browser .cache .web.mode set to any value but "CacheAlwaysCache". After that from your
application you have to set this property to "CacheAlwaysCache" or “CachePreferCache”. Note that in
that mode if you did not cache some content your application requires, that content will not be loaded
from the network when your application requests it. Instead you will see the "Service temporarily
unavailable" error message.

global.printer Object

Note

The global.printer object implements a printer interface which allows control of the printer connected to
the IEC4600 Series either locally or via the network. This object allows end users to print PDF files,
images, plain text documents and HTML documents. Plain text and HTML documents must be UTF-8
encoded in order to be printed correctly.

Refer to the latest Cisco Interactive Experience Client 4600 Series User Guide for a list of supported
printers and instructions on how to set up and test your printer.

While printing HTML documents, the end user will not be able to print external resources referred by
that document such as images, flash clips or plugins.

The following is the global.printer object code:

interface Printer
{

attribute bool collateCopies;
readonly attribute int colorCount;
attribute ColorMode colorMode;
attribute int copyCount;
attribute bool doubleSidedPrinting;
attribute DuplexMode duplex;
attribute bool fontEmbeddingEnabled;
readonly attribute int fromPage;
readonly attribute int toPage;
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attribute bool fullPage;

readonly attribute
readonly attribute
readonly attribute
readonly attribute

int widthMM;
int heightMM;
bool isVvalid;
string name;

attribute Orientation orientation;
attribute PageOrder pageOrder;
attribute PaperSize paperSize;
attribute PaperSource paperSource;

readonly attribute

PrinterState state;

attribute int resolution;

readonly attribute
readonly attribute
readonly attribute
readonly attribute
readonly attribute
readonly attribute

slot bool abort();

list <int> supportedResolutions;

list <PaperSize> supportedPaperSizes;
bool supportsMultipleCopies;

list <string> availablePrinters;
string defaultPrinter;

map status;

slot bool newPage() ;
slot bool clearJobQueue() ;

list <real> getPageMargins(in Unit unit) const;
void setPageMargins (in real left, in real top, in real right, in real bottom, in

Unit unit);

bool setCurrentPrinter (in string printerName) ;

list <real> paperExactSize(Unit unit) const;

void setPaperExactSize(in real width, in real height, Unit unit) const;

int print(in string url);

int printCurrentPage() ;

int printCurrentPageRect (in int left , in int top, in int width, in int height);
int printElementBySelector (in string cssSelector );

void setFromTo (in int from, in int to);

void clearStatusHistory () ;

signals:

void errorStatus(in Date date, in int code, in string errorString);

Table 4-9 global.printer Variables

Variable Description

collateCopies Contains true if collation is turned on when multiple copies is
selected. Contains false if it is turned off when multiple copies is
selected. When collating is turned off the printing of each individual
page will be repeated the numCopies amount before the next page
is started. With collating turned on all pages are printed before the
next copy of those pages is started.

colorCount Contains the number of different colors available for the printer

colorMode Contains the current color mode

copyCount Contains the number of copies that will be printed: The default
value is 1.

doubleSidedPrinting Contains true if double side printing is enabled

duplex Contains the current duplex mode

fontEmbeddingEnabled Contains true if font embedding is enabled
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Variable Description

fromPage Contains the number of the first page in a range of pages to be
printed. Pages in a document are numbered according to the
convention that the first page is page 1. By default, this attribute
contains a special value of 0, meaning that the "from page" setting
is unset. This is read-only attribute. Use the setFromTo() method to
set page range.

toPage Contains the number of the last page in a range of pages to be
printed. Pages in a document are numbered according to the
convention that the first page is page 1. By default, this attribute
contains a special value of 0, meaning that the "to page" setting is
unset. This is a read-only attribute. Use the setFromTo() method to
set page range.

fullpage Contains true if the origin of the printer's coordinate system is at the
corner of the page and false if it is at the edge of the printable area

widthMM Contains the width of printing area in millimeters

heightMM Contains the height of printing area in millimeters

isvalid Contains true if the printer currently selected is a valid printer in the
system

name Contains the printer name

orientation Contains the orientation setting

pageOrder Contains the current page order

paperSize Contains the printer paper size

paperSource Contains the printer's paper source

printerState Contains the current state of the printer: This may not always be
accurate (for example if the printer doesn't have the capability of
reporting its state to the operating system).

resolution Contains the current assumed resolution of the printer

supportedResolutions

Contains a list of the resolutions (a list of dots-per-inch integers)
that the printer says it supports

supportedPaperSizes

Contains a list of paper sizes that the printer says it supports.

supportsMultipleCopies

Returns true if the printer supports printing multiple copies of the
same document in one job; otherwise false is returned. On most
systems this function will return true.

availablePrinters

Contains a list of names of supported printers connected to the
device

defaultPrinter Contains a name of default printer.

status Printer status as reported by the driver. Works only with HP printers.
For example, it returns ‘1014’ for a paper jam or ‘1009’ when the
printer is out of paper.

abort () Aborts the current print run. Returns true if the print run was

successfully aborted and printerState will return Printer: Aborted;
otherwise returns false. It is not always possible to abort a print job.
For example, all the data has gone to the printer but the printer
cannot or will not cancel the job when asked to do.
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Variable Description

newbage () Tells the printer to eject the current page and to continue printing on
a new page. Returns true if this was successful; otherwise returns
false.

clearJobQueue () Tells the printer to cancel all print jobs. Returns true on success;
otherwise returns false.

getPageMargins () Returns the page margins for this printer for the left, top, right, and
bottom margins. The unit of the returned margins are specified with
the unit parameter.

setPageMargins () Sets the left, top, right and bottom page margins for this printer. The

unit of the margins are specified with the unit parameter.

setCurrentPrinter ()

Sets the printer identified by its name as a current printer. Returns
true on success, false on failure. List of all printer’s names can be

retrieved using availablePrinters attribute. Initially defaultPrinter is
considered current.

paperExactSize ()

Returns the paper size as an array of two real numbers for page
width and height in specified length unit.

setPaperExactSize()

Sets the paper width and height in specified length unit.

print() Prints document given by its URL. The URL can be local file system
path or an HTTP URL. Returns PrintJob object.
printCurrentPage () Prints web page currently opened in a browser. Returns PrintJob

object.

printCurrentPageRect ()

Prints rectangle of the current web page defined by left, top, width
and height arguments. Returns PrintJob object.

printElementBySelector ()

Prints first element matching given CSS selector. Returns PrintJob
object.

setFromTo ()

Sets the range of pages to be printed. Pages in a document are
numbered according to the convention that the first page is page 1.
All pages will be printed if the both arguments are 0.

clearStatusHistory ()

Clears the queue with the printer status history.

errorStatus ()

Fires when an error status event has arrived from the printer.

All global.printer methods related to performing actual printing return objects implementing the

PrintJob interface.

interface PrintdJob {
readonly attribute
readonly attribute
readonly attribute
readonly attribute

void cancel();
void remove () ;

JobState state;
string errorString;
string printerName;
bool isFinished;

signal void finished();

signal void error();

signal void stateChanged() ;
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Table 4-10 PrintJob Variables

Variable Description

state Contains current state of the print job and has one of the following values:
'Downloading’ — document is being downloaded from remote server
'Held' — job is held for printing

'Pending’ — job is waiting to be printed

'Processing' — job is currently printing

'Completed' — job has completed successfully

'Stopped' — job has been stopped

'Aborted' — job has aborted due to an error

errorString Contains string describing the error that has occurred
printerName Contains name of a printer performing the job
isFinished Contains ‘true’ if printer finished processing the job regardless if it was

successful or not or ‘false’ if printer has not finished processing the job

cancel () Tells the printer to cancel processing the print job. Returns ‘true’ on success or
‘false’ on failure. Note that it is not always possible to stop printing immediately
if this process already started.

remove () Tells the browser to remove job object. Information about all processed and
finished jobs are kept in memory. If application uses printing extensively, it may
be necessary to free resources associated with finished jobs manually using this
method. Job object should never be used after the call of this method.

finished () Returns when the job is finished processing regardless if it was successful or not
error () Returns when error related to the job occurs
stateChanged () Returns every time job state changes

The following HTML contains an example of global.printer usage.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">
<html>

<head>

<title>..:: global.printer test ::..</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 20px;
background-color: #000000;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 20px;
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</style>
<script type="text/javascript">
function init ()
{
var printerSelect = document.getElementById("printer") ;
var printerList = global. printer availablePrinters ;
var defaultPrinter = global. printer defaultPrinter ;
for (var i = 0; i1 < printerList .length; ++i) {
var printer = printerList [ 1 ];
printerSelect [ i ] = new Option(printer, printer);
if ( printer == defaultPrinter)
printerSelect .selectedIndex = 1i;
}
printerChanged() ;
global . printer . finished .connect(onFinished) ;
global . printer .pagePrinted.connect (onPagePrinted) ;
}

function printerChanged /()

{
var
var

printerSelect = document.getElementById("printer");

printerName = printerSelect[printerSelect .selectedIndex ]. value;
global . printer .setCurrentPrinter (printerName) ;

document .getElementById("resolution") .innerHTML = global.printer.resolution;
document.getElementById("state") .innerHTML = global.printer.state;

function onFinished (ok)

{

document .getElementById("jobState") .innerHTML = ok

? "Succeeded"

("Failed: " + global. printer

function onPagePrinted (number)

{

errorString ) ;

document .getElementById ("pageNumber") .innerHTML = number;

function print ()

{

global . printer . print("http://embedded-computing.com/pdfs/QNX.Jan05.pdf") ;

}

</script>

</head>

<body onload="init () ">
<form onsubmit="print()">
<table cellpadding="2" cellspacing="0" border="1" align="center" width="50%">

<tr>

<td>Printer</td>
<td><select id="printer"
</tr>

<tr>

<td>Resolution</td>

<td id="resolution"></td>
</tr>

<tr>

<td>State</td>

<td id="state"></td>
</tr>

<tr>

<td>Page printed</td>

<td id="pageNumber"></td>

onchange="printerChanged () "></select></td>
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</tr>

<tr>

<td>Job status</td>

<td id="jobState"></td>
</tr>

<tr>

<td colspan="2" align="center">

<input type="submit" value="Print" />
</td>
</tr>
</table>
</form>

</body>
</html>

See the Cisco Interactive Experience Client 4600 Series User Guide for more examples, tips, and testing
information related to the global.printer object.

global.registry Object

This object implements the Registry interface. It allows you to get and set properties values. It also
allows you to get and set persistent values in the device profile.

~

Note

Note

Wrong use of this API can be very dangerous. For example, wrong values for network-related properties
can make your device inaccessible. In the worst case, you will have to re-burn the firmware of your
device with an emergency USB stick.

When you use this object first time it will take several seconds for it to be initialized, since it has to get
the information on all properties in the system.

interface Registry

{

readonly attribute string[] properties;
readonly attribute string module;
readonly attribute bool isStandalone;
readonly attribute string serviceHost;

readonly attribute unsigned int servicePort;
readonly attribute bool isDmmEnabled;
readonly attribute string dmmUrl;

readonly attribute int lastUpdated;

readonly attribute int expiresIn;

bool

exists(in string propertyName) const;

string value(in string propertyName) const;
int setValue(in string propertyName, in string propertyValue)

string title(in string propertyName) const;
string description(in string propertyName) const;

bool
bool
bool
bool
bool

isPersistent (in string propertyName) const;
isGlobal (in string propertyName) const;
isInternal (in string propertyName) const;
isRunTime (in string propertyName) const;
isIpc(in string propertyName) const;

const;
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bool isReadable(in string propertyName) const;
bool isWritable(in string propertyName) const;

string persistentValue(in string propertyName) const;
int setPersistentValue(in string propertyName, in string propertyValue) const;
bool subscribe(in string propertyName) ;

signals:

void changed(in string propertyName) ;

};

Table 4-11 gobal.registry Variables

Variable Description

properties Returns names for all available properties in the system

module Returns module name for the browser process

isstandalone Returns true if the device is in stand-alone mode (is not registered
in the IEM)

serviceHost IEM host name or IP address

servicePort IEM port

isDmmEnabled Returns true if Cisco DMM support is turned on

dmmUrl Returns Cisco DMM URL

lastUpdated Returns time stamp in seconds since the beginning of Epoch
(1-Jan-1970,12:00 AM), when the registry was updated from the
management Server.

expiresIn Returns time in seconds after that amount of time the registry has to
be considered as expired and has to be refreshed from the
management server side. If contains a negative number or zero, the
registry will not expire. Note that this value is not counted down as
time goes. It updates every time the registry updates from the
management server.

exists () Returns true if the property with name propertyName exists

value () Returns string serialization for the value of property propertyName.
Note that if the property type is not integral (something like struct
or list) this method returns XML.

propertyName. Note that if the property type is not integral (e.g. struct or list) this
method returns XML.

setvalue() Sets value for property propertyName. If the property type is not
integral, you must provide an XML serialization as a property value.
Returns zero on success, or -1 on error.

title() Returns property title

description() Returns property description

isPersistent ()

Returns true if the property is persistent. That means its value will
be obtained from the persistent storage at the module startup and it'll
be saved to the persistent storage every time the property value
changes.
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Variable Description

isGlobal() : Returns true if the property is global. If property is global that
means it has only one persistent value for all modules and it appears
in the spec only once. Its full qualified name does not contain
module section.

isInternal() : Returns true if the property is internal. This property cannot be
accessed from a module this property does not belong to.

isRunTime () : Returns true if the property is run time. Changing this property's
value implies immediate action.

isIpc(): Returns true if the property is used for IPC. It's an internal property
used for IPC purposes only. So, it has to be ignored by management
systems.

isReadable () : Returns true if the property value can be read

iswritable() : Returns true if the property value can be changed

persistentvalue(): Returns string serialization for the value of property propertyName

from the persistent storage

setPersistentValue() :

Sets value for property propertyName in the persistent storage

subscribe ()

Subscribes global.registry object to monitor propertyName property
changes. When you subscribe global.registry to monitor some
property, signal changed() fires every time property value changes.
Note that subscriptions persist even if you unload the page where
you called the subscribe() method.

changed ()

Fires when value of property propertyName changes. It fires only if
you previously called the subscribe() method with that property
name.

The following HTML contains an example of global.registry usage:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<title>..::

global.registry test ::.

.</title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body
{

margin: 20px;

background-color:

color: #eeeeee;

font-weight: bold;
font-family: Arial;

font-size: 20px;

}

</style>

<script type="text/javascript">




JavaScript Global Objects

global.registry Object

var textPropertyName;
var textPropertyValue;

function init()

{
textPropertyName = document.getElementById("textPropertyName") ;
textPropertyValue = document.getElementById("textPropertyValue") ;
document .getElementById("module") .innerHTML = global.registry.module;
document .getElementById("isStandalone") .innerHTML =
flag(global.registry.isStandalone) ;
document .getElementById("serviceHost") .innerHTML = global.registry.serviceHost;
document .getElementById("servicePort") .innerHTML = global.registry.servicePort;
document .getElementById("properties") .innerHTML = global.registry.properties.join(",
")
global . registry .changed.connect (onPropertyChanged) ;

}

function flag(f)
{

return £ ? "Yes" : "No";

function get ()

{
var name = textPropertyName.value;
textPropertyValue.value = global.registry.value (name) ;
document .getElementById("exists") .innerHTML = flag(global.registry.exists (name)) ;
document.getElementById("title") .innerHTML = global.registry.title (name) ;
document .getElementById("description") .innerHTML = global.registry.description (name) ;
document .getElementById("isPersistent") .innerHTML =
flag(global.registry.isPersistent (name)) ;
document .getElementById("isGlobal") .innerHTML = flag(global.registry.isGlobal (name)) ;
document .getElementById("isInternal") .innerHTML =
flag(global.registry.isInternal (name)) ;
document .getElementById("isRunTime") .innerHTML =
flag(global.registry.isRunTime (name)) ;
document .getElementById("isIpc") .innerHTML = flag(global.registry.isIpc (name)) ;
document .getElementById("isReadable") .innerHTML =
flag(global.registry.isReadable (name)) ;
document .getElementById("isWritable’) .innerHTML =
flag(global.registry.isWritable (name)) ;

{

function set ()

{

global .registry.setValue (textPropertyName.value, textPropertyValue.value);
}
function subscribe()
{

global . registry .subscribe (textPropertyName.value) ;

}
</script>
</head>

<body onload="init () ">

<table cellpadding="2" cellspacing="0" border="1px" align="center" width="100%">
<tr>
<td>Module</td>
<td id="module"></td>
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</tr>
<tr>
<td>Is standalone mode</td>
<td id="isStandalone"></td>
</tr>

<tr>

<td>Management Service host</td>
<td id="serviceHost"></td>

</tr>

<tr>

<td>Management Service port</td>
<td id="servicePort"></td>

</tr>

<tr>

<td>Property changed recently</td>
<td id="isDmmEnabled"></td>
</tr>

<tr>

<td>DMM URL</td>

<td id="changed”></td>

</tr>

<tr>

<td>

Property name

<input id="textPropertyName" type="text" />
</td>

<td>

Value

<input id="textPropertyValue" type="text" />
<input type="button" value="Get" onclick="get ()" />
<input type="button" value="Set" onclick="set ()" />
</td>

</tr>

<tr>

<td>Exists</td>

<td id="exists"></td>

</tr>

<tr>

<td>Title</td>

<td id="title"></td>

</tr>

<tr>

<td>Description</td>

<td id="description"></td>

</tr>

<tr>

<td>Is persistent</td>

<td id="isPersistent"></td>
</tr>

<tr>

<td>Is global</td>

<td id="isGlobal"></td>

</tr>

<tr>

<td>Is internal</td>

<td id="isInternal"></td>

</tr>

<tr>

<td>Is run time</td>

<td id="isRunTime"></td>

</tr>

<tr>

<td>Is IPC</td>

<td id="isIpc"></td>
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<td>Is readable</td>
<td id="isReadable"></td>
</tr>

<tr>

<td>Is writable</td>
<td id="isWritable"></td>
</tr>

<tr>

<td valign="top">All available properties</td>
<td id="properties"></td>
</tr>

</table>

</body>

</html>

global.resources Object

interface Resources

{

readonly
readonly

readonly
readonly

readonly

percents.

readonly

in bytes.

readonly

in bytes.

readonly

in bytes.

attribute
attribute

attribute
attribute

attribute

attribute

attribute

attribute

global.scanner Object

The global.scanner object implements an interface for optical scanners allowing an application displayed
on a kiosk to scan and manipulate a document. Refer to the latest Cisco Interactive Experience Client

4600 Series User Guide for a list of supported optical scanners and instructions on how to set up and test
your scanner.

int cpuLoad; // CPU load in percents.
List<double> cpuFrequency; // Instant frequency in MHz per core.

int memoryAllocated; // Available memory in percents.
long long memoryTotal; // RAM size in bytes.

int storageAllocated; // Occupied room in data partition in
unsigned long long storageFree; // Available room in data partition
unsigned long long storageTotal; // Capacity of the data partition

unsigned long long storageCapacity; // Capacity of the entire SSD

The scanner library used is from SANE and the list of compatible devices can be found here:
http://www.sane-project.org/sane-supported-devices.html

The global.scanner object code is:

interface Scanner

{
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attribute uint dpiX;

attribute uint dpiY;

attribute bool color;

attribute string source;

readonly attribute List<String> devices;
readonly attribute List<String> sources;
readonly attribute string lastError;
readonly attribute string baseé64Data;
readonly attribute bool busy;

void setCurrentScanner (in string deviceName) ;
signals:

void finished() ;
void error (out string error);

slots:
start () ;
stop () ;
shutdown () ;
}i
Table 4-12 global.scanner Object Variables
Variable Description
dpiXx DPI X of the selected scanner
dpiY DPI Y of the selected scanner
color Selected scanner in color mode
source Document source
devices List of available scanners
sources List of available document sources
lastError Last error occurred
base64Data Scanned image as base64 JPEG data
busy Checks if the scanner is busy
setCurrentScanner (in string deviceName) Sets the current scanner to use. You need to call
this method before scanning.
finished() Indicates that the scanner has finished scanning
error (out string error) Indicates an error has occurred
start () Starts scanning from the selected scanner and
document source
stop () Stops scanning
shutdown () Shuts down scanning subsystem and resets all
internal caches

)

Note  Scanner hot plugging (or unplugging) is not supported by the application.

Cisco Interactive Services SolutionDeveloper Guide
| 440 | I



| Chapterd

JavaScript Global Objects

global.scanner Object

P
Tip

If you plug in a new scanner, you will need to restart the application to use it.

The following HTML contains an example of global.scanner usage (file../../test/js/scanner.html):

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4d/loose.dtd">

<html>

<head>

<title>..:: global .scanner test ::.. </title>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<style>

body

{
margin: 20px;
background-color: #111111;
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 18px;

</style>

<script type="text/javascript">
var scannersId;

var errorld ;

var colorId ;

var dpixId;

var dpiyId;

var sourceld;

var startId , stopId;
var imageId;

var error;

function init ()

{
scannersId = document.getElementById("scanners") ;
errorId = document.getElementById("error");
dpixId = document.getElementById("dpix") ;
dpiyId = document.getElementById("dpiy") ;
colorId = document.getElementById("color");
sourcelId = document.getElementById("source");
startId = document.getElementById("start");
stopId = document.getElementById("stop") ;
imageId = document.getElementById("image") ;
global .scanner.error .connect (onError)
global .scanner. finished .connect (onFinished)
error = false ;

}

function getDevices ()

{
try
{

var data = global.scanner.devices ;
scannersId.options.length = 0;

if (data != null && data.length)
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{
scannersId.options.add(new Option("-", 0));
for (var i = 0;1i < data.length;i++)
{
scannersId.options.add(new Option(datali], i+1));
}
}
}
catch (ex)
{

alert ("Exception: " + ex);

function apply ()

{
if (global .scanner.setCurrentScanner (scannersId.options[scannersId.selectedIndex ].
text))
{
errorId .innerHTML = "Set";
getDpiX () ;
getDpiY () ;
getColor() ;
getSource() ;
startId .disabled = false ;
stopId.disabled = false ;
}
else
{
startId .disabled = true;
stopId.disabled = true;
}
}
function check()
{
try
{
var available = global.scanner. isAvailable
(scannersId.options[scannersId.selectedIndex ]. text) ;
alert ("Available : " + (available ? "yes" : "no"));
}
catch (ex)
{
alert ("Exception: " + ex);
}
}

function start ()

{
try
{
setSource() ;
setDpiX () ;
setDpiY () ;
setColor () ;
imageId.src = " file :///";
errorId .innerHTML = "Scanning...";
global .scanner. start () ;
}
catch (ex)
{
alert ("Exception: " + ex);
}
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function stop()

{
global .scanner.stop() ;
}
function getDpiX()
{
dpixId.value = global.scanner.dpiX;
}

function setDpiX()

{
global .scanner.dpiX = parselnt (dpix.value);
getDpiX() ;

function getDpiY ()
{
dpiyId.value = global.scanner.dpiY;

function setDpiY ()

{
global .scanner.dpiY = parselnt (dpiy.value);
getDpiY () ;

function getColor ()

{
colorId .checked = global.scanner.color ;
}
function setColor ()
{
global .scanner.color = colorId.checked;
getColor () ;
}
function getSource ()
{
try
{

var data = global.scanner.sources;
sourceId.options.length = 0;

sourcelId.options.add(new Option("-", 0));
for (var i = 0;1i < data.length;i++)
{
sourceld.options.add(new Option(datalil], i+1));
}
var src = global.scanner.source;
if (! src)
src = "-";
for (var i = 0;1i < sourceId.length; i++)
{
if (sourceId.options[ 1 ]. text === src)
{
sourceId.options[ i ]. selected = true;
break;
}
}

}

catch (ex)
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alert ("Exception: " + ex);

function setSource()

{

global .scanner.source = sourceld.options[sourceld.selectedIndex ]. text ;
getSource() ;

function onError (err)

{

errorId .innerHTML = err;

}
function onFinished()
{
errorId .innerHTML = "Done";
imageId.src = "data:image/jpeg;base64," + global.scanner.baseé64Data;
}
</script>
</head>
<body onload="init()">
Available scanners: <select size="1" id="scanners"></select>
<input type="button" value="Detect scanners" onclick="getDevices ()" />
<input type="button" value="Check" onclick="check()" />
<input type="button" value="Apply" onclick="apply ()" /><br><br>
DPI-X: <input id="dpix" type="text" />
<input type="button" value="Get" onclick="getDpiX()" /><br><br>
DPI-Y: <input id="dpiy" type="text" />
<input type="button" value="Get" onclick="getDpiY ()" /><br><br>
Color: <input id="color" type="checkbox" />
<input type="button" value="Get" onclick="getColor ()" /><br><br>
Source:
<select size="1" id="source"></select><br><br>
<input type="button" value="Start scan" id="start" disabled="true" onclick="start()"
/>
<input type="button" value="Stop scan" id="stop" disabled="true" onclick="stop ()"
/><br><br>
Log: <span id="error"></span><br><br>
<div style="height:1024px;width:1024px;overflow:scroll; ">
<img id="image"></img>
</div>
</body>
</html>

See the Cisco Interactive Experience Client 4600 Series User Guide for more examples, tips, and testing
information related to the global.scanner object.

global.serialPorts Object

global.serialPorts object is a factory for SerialPort objects. You can create multiple SerialPort objects in
your application.

The following is the serialPort Object Interface:

readonly attribute stringlist availableDevices;
readonly attribute intlist standardBaudRates;
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bool contains(in string deviceName) const;

Seria

bool deletePort (
bool deletePort (i
void deleteaAll (

1lPort port(in string deviceName) ;
in Object port);
in string deviceName) ;

)

attribute int baudRate;

attribute int dataBits;

attribute int parity;

attribute int stopBits;

attribute int flowControl;

attribute int dataErrorPolicy;
attribute bool dataTerminalReady;
attribute bool requestToSend;

readonly attribute int error;

attribute bool settingsRestoredOnClose;

ByteArray readAll();
long long write(in ByteArray data);

signals:
void
void
void
void
void
void
void
void
void
void
void
void
void
void

aboutToClose() ;

bytesWritten(in long long bytes);
readChannelFinished() ;

readyRead () ;

baudRateChanged (in int baudRate, in int direction);
dataBitsChanged(in int dataBits) ;
parityChanged(in int parity);

stopBitsChanged(in int stopBits);
flowControlChanged (in int flow) ;
dataErrorPolicyChanged(in int policy);
dataTerminalReadyChanged(in bool set);
requestToSendChanged (in bool set);

error (in int serialPortError);
settingsRestoredOnCloseChanged (in bool restore);

The following is the serialPort usage in HTML:

<!DOCTYPE

HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/html4/loose.dtd">

<html>

<head>

<title>..::
tp-equiv="Content-Type" content="text/html; charset=utf-8">

<meta ht

<style>

body
{

global.serialPorts test ::..</title>

margin: 20px;
background-color: #000000;

color

: #eeeeee;

font-weight: bold;
font-family: Arial;
font-size: 20px;

</style>

global.serialPorts Object
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<script type="text/javascript">
var deviceName;
device;
dataRead;
dataToWrite;

var
var
var

function read()

String. fromCharCode (datalil) ;

7

.port (deviceName.value) ;

getElementById("baudRate") .value) ;
value device.baudRate;
getElementById("dataBits") .value) ;
value device.dataBits;

parselnt (document.getElementById("flowControl") .value) ;

device.flowControl;

parselInt (document.getElementById("parity") .value) ;

device.parity;
getElementById("stopBits") .value) ;
value device.stopBits;

{
var data = device.readAll();
var str = "";
for (var i = 0; i1 < data.length; ++1)

str += datali] < 32 ? .’

dataRead.value += str;
device.write(data) ;

}

function send()

{
device.write(dataToWrite.value) ;
dataToWrite.value = "";

}

function apply ()

{
if (!deviceName.value.length)

return;

global serialPorts deleteAll ()
device = global. serialPorts
device.baudRate = parselnt (document.
document .getElementById ("baudRate") .
device.dataBits = parselnt (document.
document .getElementById("dataBits") .
device.flowControl =
document .getElementById("flowControl") .value
device. parity =
document .getElementById("parity") .value
device.stopBits = parselnt (document.
document .getElementById("stopBits").
device.readyRead.connect (read) ;

}

function init

0

7

availableDevices ;

++1)

{
global serialPorts deleteAll ()
deviceName = document.getElementById("deviceName") ;
var devices = global. serialPorts
for (var i = 0; i < devices.length;
{
var opt = document.createElement

opt.value devices[i 1;
opt.innerHTML opt.value;
deviceName.appendChild (opt) ;

}
var baudRates =
for (var i = 0; i1 < baudRates.length;
{
var opt = document.createElement
opt.value = baudRates[i];
if (opt.value == 115200)
opt. selected = true;

opt.innerHTML opt.value;

("option") ;

global.serialPorts.standardBaudRates;

++1)

("option") ;
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baudRate.appendChild (opt) ;

global.serialPorts Object

}
dataRead = document.getElementById("dataRead") ;
dataToWrite = document.getElementById("dataToWrite") ;
}
</script>
</head>

<body onload="init () ">

<table cellpadding="2"

<tr>

<td colspan="2"
</tr>

<tr>
<td>Device</td>
<td>

<select id="deviceName">

<option value="">Not selected</option>
</select>

</td>

</tr>

<tr>

<td>Baud rate</td>

<td>

<select id="baudRate" />

</td>

</tr>

<tr>

<td>Data bits</td>

<td>
<select id="dataBits">
<option value="5">5</option>
<option value="6">6</option>
<option value="7">7</option>
<option value="8"
</select>

</td>

</tr>

<tr>

<td>Flow control</td>

<td>

<select id="flowControl">

<option value="0" selected>No</option>

selected>8</option>

<option value="1">Hardware</option>
<option value="2">Software</option>
</select>

</td>

</tr>

<tr>

<td>Parity</td>

<td>
<select id="parity">

<option value="0" selected>No</option>
<option value="2">Even</option>
<option value="3">0dd</option>

<option value="4">Space</option>
<option value="5">Mark</option>
</select>

</td>

</tr>

<tr>

<td>Stop bits</td>

<td>

<select id="stopBits">

cellspacing="0" border="1"

align="center" width="50%">

align="center">Serial port settings</td>
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<option value="1l" selected>1l</option>
<option value="3">1.5</option>
<option value="2">2</option>
</select>

</td>

</tr>

<tr>

<td colspan="2" align="right">

<input type="button" value="Apply" onclick="apply ()" />

</td>
</table>
<br />

<table cellpadding="2" cellspacing="0" border="1"

<tr>
<td>Data read</td>
<td>

<textarea id="dataRead" readonly ></textarea>

</td>

</tr>

<tr>

<td>Data to write</td>

<td>

<textarea id="dataToWrite" ></textarea>
<br />

<input type="button" value="Send" onclick="send()"

</td>
</tr>
</table>
</body>
</html>

global.serialPorts object

align="center" width="50%">

/>

global.serialPorts object is a factory for SerialPort objects. You can create multiple SerialPort objects in

your application.

The following is the global.serialPorts object interface implementation:

readonly attribute stringlist availableDevices;
readonly attribute intlist standardbaudRates;

bool contains(in string deviceName) const;
SerialPort port(in string deviceName) ;
bool deletePort (in Object port) ;

bool deletePort(in string deviceName) ;
void deleteAll () ;

global.system Object

This object implements system interface.
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interface System

{

global.system Object

readonly attribute int screen;

readonly attribute int masterScreen;

readonly attribute list <string> usbDevices;
readonly attribute list<string, string> webCameras;

attribute int idleTimeout;

string envVariable(in string name) const;

int setEnvVariable(in string name, in string value, in bool overwrite = true);
int unsetEnvVariable(in string name) ;
Screenshot screenshot (in int width, in int height);

void debug(in string message) const;
void info(in string message) const;

void warning (in string message) const;
void error(in string message) const;
void moveMouse (in int x, in int y) const;
void mouseClick(in int button = 0) const;

signals:
void mouseDoubleClicked(in

int x, in int y,in int button) ;

void mouseMoved (in int x, in int y,in int button) ;

void mousePressed(in int x,

in int y,in int button);

void mouseReleased(in int x, in int y,in int button);
void mouseWheelRotated(in int x, in int y, in int button);

void idle();

void usbConnected(in string idAndName) ;
void usbDisconnected(in string idAndName) ;

Table 4-13

global.system Variables

Variable

Description

screen

Returns screen number the browser started on. Using this value web
application can show different content on different monitors.

masterScreen

Returns the number of screen showed on the master display.

usbDevices

Contains the list of the connected USB devices. Each string has the
following format: "<ID1>:<ID2> <NAME>", for example
"0000:1111 Company Ltd. Optical Mouse". See

http://www.linux-usb.org/usb-ids.html for more about ID1 and ID2.

webCameras

Contains the map of the connected web cameras. Each entry has a
camera device as a key, and the camera name as a value.

idleTimeout

Contains timeout in seconds. After that time of user inactivity idle()
signal fires. Default value is 5.

envVariable ()

Returns value of environment variable name or empty string if there
is no a variable with that name.

setEnvVariable ()

Adds the variable name to the environment with the value, if name
does not already exist. If name does exist in the environment, then
its value is changed to value if overwrite is true; if overwrite is false,
then the value of name is not changed. Returns zero on success, or
-1 on error.
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unsetEnvVariable () Deletes the variable name from the environment. If name does not
exist in the environment, then the method succeeds, and the
environment is unchanged. Returns zero on success, or -1 on error.

screenshot () Takes screenshot and scales it to width by height size with respect
of aspect ratio.

debug () Sends debug message to syslog and to event system.

info () Sends info message to syslog and to event system.

warning () Sends warning message to syslog and to event system.

error () Sends error message to syslog and to event system.

moveMouse () Move the mouse cursor to the specified global position.

mouseClick () Simulate the mouse button click. If button is O (the default) the left
button is simulated, and the right otherwise.

mouseDoubleClicked () Fires when some mouse button is double clicked.

mouseMoved () Fires when mouse is moving.

mousePressed () Fires when some mouse button is pressed.

mouseReleased () Fires when some mouse button is released.

mouseWheelRotated () Fires when mouse wheel is rotated.

idle() Fires when system is in idle state (no user interaction).

usbConnected () Fires when USB device is connected. The string parameter has the

following format: "<ID1>:<ID2> <NAME>", for example
"0000:1111 Company Ltd. Optical Mouse". See
http://www.linux-usb.org/usb-ids.html for more about ID1 and ID2.
Please remember that all the existing USB devices will fire this
signal during application startup, so if you have 5 USB devices
connected you will get 5 usbConnected() signals with ids of that
devices during application startup.

usbDisconnected () Fires when USB device is disconnected. The string parameter has
the following format: "<ID1>:<ID2> <NAME>", for example
"0000:1111 Company Ltd. Optical Mouse". See
http://www.linux-usb.org/usb-ids.html for more about ID1 and ID2.

screenshot() returns object, which implements Screenshot interface:

interface Screenshot
{
readonly attribute int width;
readonly attribute int height;
readonly attribute string base64Data;

}

The following HTML contains an example of global.system usage.

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">

<html>

<head>

<title>..:: global .system example ::..</title>
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<style>

body

{
margin: 32px;
background-color: #EEEEEE;
font-weight: bold;
font-family: Arial;
font-size: 20px;
color: #333333;

}

</style>

<script type="text/javascript">

var textVarName;
var textVarValue;

var screenshotImage;

function init ()

{

textVarName = document.getElementById("textVarName") ;

textVarValue = document.getElementById("textVarValue") ;

screenshotImage = document.getElementById("screenshotImage") ;

document .getElementById("screen") .innerHTML = global.system.screen;

document .getElementById("masterScreen") .innerHTML = global.system.masterScreen;
}

function get ()
{
textVarValue.value = global.system.envVariable (textVarName.value) ;

function set ()

{
global .system.setEnvVariable (textVarName.value, textVarValue.value);
}
function unset ()
{
global .system.unsetEnvVariable (textVarName.value) ;
}

function getScreenshot ()
{
global .system.screenshot (640, 480).assignToHTMLImageElement (screenshotImage) ;

</script>
</head>

<body onload="init () ">
<div style="text-align: center ;">
Screen: <span id="screen"></span>
</div>
<div style="text-align: center ;">
Master screen: <span id="masterScreen"></span>
</div>
<div style="text-align: center ;">
Environment variable name
<input id="textVarName" type="text" />

Value

<input id="textVarValue" type="text" />

<input type="button" value="Get" onclick="get ()" />
<input type="button" value="Set" onclick="set ()" />
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<input type="button" value="Unset" onclick="unset ()" />
</div>
<div style="text-align: center ;">

<img id="screenshotImage" align="middle" width="640" height="480" /><br>
<input type="button" value="Get screenshot" onclick="getScreenshot ()" />

</div>
</body>
</html>

global.videoEncoder Object

The global.videoEncoder object allows the web application to take a video feed from either a webcam
or a HDMI Source and encode it to MPEG2-TS (MPEG?2 Transport Stream) and stream it out to an
endpoint either via UDP or via TCP. This object can be coupled with the video player and can serve as

a local view of the encoded frame that is being sent out on the wire.

Note  While using TCP as the connection type, ensure that the TCP endpoint on the host to which you are

interested to stream to is listening on the port of interest.

Note  While using the webcam, make sure the Input resolution that you select is supported by the camera. It is
recommended that you use either a 720p or a 1080i camera. A lower resolution camera may not give the

desired output.

interface videoEncoder

{

readonly attribute bool isAvailable; // Checks if Encoder is

readonly attribute int status;
readonly attribute int errorCode;
readonly attribute string errorMessage;

readonly attribute int videoInputCount;
readonly attribute stringlist videoInputDescription;
readonly attribute string snapshot;

Available

attribute string targetHost; // Target Host where MPEG2-TS has to be sent
attribute int targetPort; // Target Port on Target Host to Receive it

attribute int protocol; // Udp=0, Tcp=1

attribute int videoMode; // SD=0, HD=1, CUSTOM=2

attribute int videoSource; // Must be in [0, videoInputCount]

HDMI, 1l-videoInputCount is for webcams

attribute int h264Profile;

attribute int inputResolution;

attribute bool isProgressive;

attribute int streamType;

attribute int inputFrameRate; // 15, 24, 30, 60
attribute int outputFrameRate; // 15, 24, 30, 60
attribute int averageOutputBitRate;

attribute int minimumOutputBitRate;

attribute int maximumOutputBitRate;

attribute int outputResolution;

range. 0 is for
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attribute int audioBitRate;

signals:
notready () ;
ready () ;
started() ;
stopped () ;

global.videoEncoder Object

error (in int code, in string message) ;

slots:
start () ;
stop () ;
takeSnapShot () ;

Table 4-14

global.videoEncoder Object Variables

Variable

Description

isAvailable

Use this routine to check if the box has
videoEncoder Module in it. A ‘true’ value
indicates presence of the module.

status

Represents status of video encoder. The status are
listed in the section below as enumeration for your
reference.

errorCode

This attribute will be set when an error occurs.
Use this attribute for error handling in your
application.

errorMessage

This routine returns the error string corresponding
to the errorCode that was set. Use this function to
display an error message to the user in your
application.

videoInputCount

Returns the available video sources including the
HDMI input from the USB dongle and all
available webcams.

videoInputDescription

Returns the description of all video input devices
present in the box.

snapshot Returns the captured snapshot from the HDMI
encode stream as base64data. The returned data is
the JPEG image.

targetHost Returns the target host to which the encoded
stream is being sent.

targetPort Returns the port number on which the encoded
stream is being sent.

protocol Returns integer value for the Transport Protocol:
‘0’ for UDP or ‘1’ for TCP.

videoMode Returns video mode on which the video encoder is

operating. Values are: ‘0’ - SD, ‘1’ - HD, and ‘2’
for Custom.
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videoSource

Returns the video source being selected for
encoding either as ‘0’ for HDMI or ‘1’ for
videoInputCount for webcam.

h264Profile

Returns the encoding H.264 profile being used by
the encoder: ‘0’ for Baseline, ‘1’ for Main, and ‘2’
for Extended Profile.

inputResolution

Returns the input resolution that is being used for
the source. Possible values are ‘0’ for 1920x1080
resolution, ‘1’ for 1280x720, and ‘2’ for
1024x600.

isProgressive

Returns ‘true’ if the scan format is set to
Progressive.

streamType

Returns the input stream type that is configured
on the encoder. Possible values are ‘0’ = Program
Stream, ‘1’ = Transport Stream, ‘2’ = Mpeg4
Stream (default), ‘3’ = Elementary Stream, and
‘4> = Raw Stream.

inputFrameRate

Returns the Video-In Frame Rate as integer value
in fps. Possible values are ‘0’ for 15fps, ‘1’ for
24fps, ‘2’ for 30fps, and ‘3’ for 60 fps.

outputFrameRate

Returns the Video-Out Frame Rate as integer
value in fps. Possible values are ‘0’ for 15fps, ‘1’
for 24fps, ‘2° for 30fps, and ‘3’ for 60 fps.

averageOutputBitRate

Returns the Video-Out Average Bit Rate in kbps

minimumOutputBitRate

Returns the Video-Out Minimum Bit Rate in kbps

maximumOutputBitRate

Returns the Video-Out Maximum Bit Rate in kbps

outputResolution Returns the Video-Out Resolution from the
encoding stream. Possible values are ‘0’ for
1920x1080, ‘1’ for 1280x720, ‘2’ for 1200x672,
‘3’ for 1168x656, ‘4’ for 1024x576, and ‘5’ for
768x432.

audioBitRate

Returns the Audio-Out Bit Rate being sent from
the encoder in bps.

setTargetHost (in string targetHost)

Allows you to set the Target Host (IP Address
either as Unicast or Multicast ipv4 Address).

setTargetPort (in string targetPort)

Allows you to set the Target Host's (Layer4) port
Number (TCP or UDP port number).

setProtocol (in int transportProtocol)

Allows the Transport (Layer4) Protocol to be used
when sending the encoded stream. Choices are ‘0’
for UDP or ‘1’ for TCP.

setVideoMode (in int videoMode)

Allows you to set video Encode mode either as SD
(Standard Definition) or HD (High Definition). If
you would like to still fine tune the encoding
properties, you can select the custom option.
Choices are ‘0’ for SD, ‘1’ for HD, and ‘2’ for
Custom.
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setVideoSource (in int videoSource)

Allows you to set the video source for the encoder.
Choices are ‘0’ for HDMI Input from USB
Dongle, and ‘1’ for all available (v4l compliant)
webcams.

setH264Profile(in int h264Profile)

Allows you to set the H.264 profile to be used for
encoding. Choices are ‘0’ for baseline profile, ‘1’
for main profile, and ‘2’ (default) for extended
profile.

setInputResolution(in int inputResolution)

Allows you to set the input resolution for the
video source. Choices are ‘0’ for 1920x1080, ‘1’
for 1280x720, and ‘2’ for 1024x600.

setProgressive (in int flag)

Allows you to set the input scan format to
Progressive. Call this API with parameter of ‘1’ to
set to Progressive. Choices are ‘0’ or ‘1°.

setStreamType (in int streamType)

Allows you to set the stream type for the Video-In
stream. Choices are ‘0’ for PS, ‘1’ for TS

(default), ‘2° for Mp4, ‘3’ for ES, and ‘4’ for Raw.

setInputFrameRate (in int frameRate)

Allows you to set the Incoming (Video-In) Frame
rate in fps. Choices are ‘0’ for 15fps, ‘1’ for 24fps,
‘2’ for 30fps, and ‘3’ for 60fps.

setOutputFrameRate (in int frameRate)

Allows you to set the Output (Video-Out) Frame
rate in fps. Choices are ‘0’ for 15fps, ‘1° for 241ps,
2’ for 30fps, and ‘3’ for 60fps.

setAverageOutputFrameRate (in int avgRate)

Allows you to set the Average Output Rate
(Video-Out) in kbps.

setMinimumOutputBitRate (in int minRate)

Allows you to set the Minimum Output Rate
(Video-Out) in kbps.

setMaximumOutputBitRate (in int maxRate)

Allows you to set the Maximum Output Rate
(Video-Out) in kbps.

setOutputResolution(in int
outputResolution)

Allows you to set the Output Resolution for
Video-Out. Choices are ‘0’ for 1920x1280, ‘1’ for
1280x720, “2° for 1200x672, ‘3’ for 1168x656,
‘4’ for 1024x576, and ‘5’ for 768x432.

setAudioBitRate (in int bitRate)

Allows you to set the Audio-In bit rate in kbps.

global.videoEncoder object Enumeration

enum ErrorCodes

{

videoEncoderNotPresent = -1,
UnabletoStopStreaming = -2,
UnabletoStartStartStreaming = -3,
RemoteSideNotListening = -4,
MemoryExuastionError = -5,
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NoHdmivVideoSignal = -6,
BothUsbAndPcieTogetherNotSupported = -7,
HdmivideoFormatNotUnderstood = -8,

};

enum Protocol

{
ProtocolUdp = O,
ProtocolTcp = 1,

Y

enum VideoMode

{
VideoModeSD = 0,
VideoModeHD = 1,
VideoModeCustom = 2,

Y

enum VideoSource

{
Hdmivideo = 0,
WebcamVideo = 1,

}i

enum H264Profile

{
H264ProfileBaseLine = 0,
H264ProfileMain = 1,
H264ProfileExtended = 2,

}i

enum InputResolution

{
InputResolutionl1920x1080 = 0,
InputResolutionl1280x720 = 1,
InputResolutionl1024x600 = 2,

}i

enum OutputResolution

{
OutputResolutionl1920x1080 = 0,
OutputResolutionl280x720 = 1,
OutputResolutionl200x672 = 2,
OutputResolutionll68x656 = 3,
OutputResolutionl024x576 = 4,
OutputResolution768x432 = 5,

}i

enum StreamType

{
StreamPgoram = 0,
StreamTransport = 1,
StreamMp4 = 2,
StreamElementary = 3,
StreamRaw = 4,

};

enum InputFrameRate

{
InputlS5fps = 0,
Input24fps = 1,
Input30fps = 2,
Input60fps = 3,

}i

enum OutputFrameRate

{
Outputl5fps = 0,
Output24fps = 1,
Output30fps = 2,
Output60fps = 3,
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The following is an example of global.videoEncoder usage (file../../test/js/encoder.html):

<!doctype html>
<html>
<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>..:: Encoder App ::..</title>
<style type="text/css">

html, body {width:100%; height:100%; padding:0; margin:0; position: absolute;}
* {-webkit-box-sizing:border-box; -moz-box-sizing:border-box; box-sizing:border-box;}

div, span, td, ul , ol , 1i , hl, h2, h3, h4, h5, hé6, iframe, form, table , td, tr , th
{padding:0; margin:0; border:none}

ul , ol , 1i { list -style:none;}

img {border:none;}

@font-face {font-family: timerDisplay; src: url(fonts/PFDinTextPro-Regular.ttf)}

body {background: #777; color: #ffffff ; font :normal 12px Arial, Helvetica, sans-serif;}
object {display:block; background:black}

.cameraDisabled, .cameraReady, .cameraOnline, .cameraError {width:44px; height:24px;
background: transparent url(’img/encoder/LED.png’) Opx Opx no-repeat;}

.cameraReady {background-position:-44px 0}

.cameraOnline {background-position:-88px 0}

.cameraError {background-position:-132px 0}

/*.status .devicetype .devicename {color:#848d9d; text-shadow:0 -1lpx 1lpx #000; font:normal
14px Arial, Helvetica, sans-serif; padding:0 20px}

calltime {color:#blb6c3; font:normal 1l4px Arial, Helvetica, sans-serif ; height:41px;
text-shadow:0 -1px 1lpx #000;}
.buttons {text-align:center; display: inline-block;}*/

/* Z============ */
.topPanel {background:#0el014 url(’img/encoder/top_panel_background.png’) left bottom
repeat-x; color:#4c5058; text-shadow:0 -1px lpx #000; height:64px; padding-bottom:7px;
border-top:solid lpx #444444}
.bottomPanel {background:#0el014 url(’img/encoder/status_panel_background.png’) top left
repeat-x; color:#4c5058; text-shadow:0 -1px 0 #000; padding:0 30px; text-align:center;
font:normal 12px Arial, Helvetica, sans-serif; height:23px; line-height:23px;
vertical-align:middle; overflow:hidden}

display {border-style: solid ; border-width: Opx 10px Opx 10px;
-webkit-border-image:url (’'img/encoder/small_rec_display.png’) 0 10 0 10 stretch;
border-image:url ('img/encoder/small_rec_display.png’) 0 10 0 10 £ill stretch; height:35px;
line-height:35px; width:100%; text-align:center}
.timerOn, .timerOff {color:# ffffff ; font :normal 26px/35px timerDisplay, Arial,
Helvetica, sans-serif ; text-shadow:0 -1px lpx #000; vertical-align:middle;
display:inline-block; margin-top:3px; overflow:hidden}
.timerOff {opacity:.1}
.startButton, .stopButton, .startButtonON {width:50px; height:50px; line-height:50px;
padding:0; margin:0; background:transparent url (’img/encoder/buttons.png’) Opx 0px
no-repeat; border:none; text-shadow:0 -1px 0 black}
.startButton:hover, .stopButton:hover {background-position:0px Opx}
.startButton:active , .stopButton:active {background-position:-50px Opx}
.startButton:disabled, .stopButton:disabled {background-position:0px Opx}
.startButtonON {background-position:-100px Opx}
.startButtonON:hover {background-position:-100px Opx}
.startButtonON:active {background-position:-150px Opx}
.startButtonON:disabled {background-position:-100px Opx}
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.startButton:active img, .stopButton:active img, .startButtonON:active img {opacity:.7}
.startButton:disabled img, .stopButton:disabled img {opacity:.4}
.view {background:#000; border:solid 1lpx #3b3d40; text-align:center; width:100%;}

/* hiding spin buttons */
input: :-webkit-outer-spin-button,
input: :-webkit-inner-spin-button {

/* display: none; <- Crashes Chrome on hover */

-webkit-appearance: none;

margin: 0; /* <-- Apparently some margin are still there even though it’s hidden */
}
.sidepanel {background:#24252a url (img/encoder/sh.png) left top repeat-y;
border-left:solid 1px #777; max-width:400px;text-shadow:0 -1px 0 #000;}
#configWindow {display:block; text-align:center; width:400px; background:rgba(0,0,0,.8);
color:#aaa; padding:20px; border:solid 1lpx #333333; font:normal 12px Arial, Helvetica,
sans-serif ; box-shadow:0 10px 30px rgba(0,0,0,.7)}.sidepanel #configWindow {height:100%;
box-shadow:none; background:none; border:none}
#configWindow fieldset {border:none; padding:20px}
#configWindow legend {text-align:center;}
#configWindow label {padding-right:20px; text-align:right; width:100%;
display:inline-block}
#configWindow input[type=text], #configWindow input [type=number]
{background?color: #FEFEFE}
#configWindow input.invalid {background-color:#FFA7B1}
#configWindow table {width:100%;}
#configWindow td {width:48%; text-align:left;}
#configWindow button { background:none; border-style: solid; border-width: Opx 10px 0px
10px; -webkit-border-image:url (’img/encoder/btn_idle.png’) 0 10 0 10 stretch;
border-image:url (’'img/encoder/btn_idle.png’) 0 10 0 10 fill stretch; height:24px;
line-height:24px; font:normal 12px/22px Arial, Helvetica, sans-serif; color:#191d21;
text-shadow:0 lpx 0 rgba(255,255,255,.3);}
#topMenu button {background:transparent url (img/encoder/btn_idle.png) left top no-repeat;
width:172px; height:24px; border:none; }
#configWindow button:hover {-webkit-border-image:url (’img/encoder/btn_hover.png’) 0 10 0
10 stretch; border-image:url (’img/encoder/btn_hover.png’) 0 10 0 10 fill stretch;}
#configWindow button:active {-webkit-border-image:url (’'img/encoder/btn_pressed.png’) 0 10
0 10 stretch; border-image:url (’'img/encoder/btn_pressed.png’) 0 10 0 10 fill stretch;
color:#002960}
#configWindow button:disabled {-webkit-border-image:url (’img/encoder/btn_disabled.png’) 0
10 0 10 stretch; border-image:url(’img/encoder/btn_disabled.png’) 0 10 0 10 fill stretch;
color:#545b65; text-shadow:0 -1lpx 0 rgba(0,0,0,1);}
#configErrorMsg {background:#6b0202; color:#fff; text-align:center; margin:10px 30px;
border:solid 1lpx red; border-radius:4px; padding:6px}

/* debug */

.onSignal {margin-left:-13px; border-left:solid 3px white; padding-left:5px}
</style>

<script type="text/javascript">

var player ;

var incall = false ;

var inputCount;

var Status;

var GUI_startButton, GUI_startButtonIcon, GUI_stopButton, GUI_stopButtonIcon, GUI_timer;
var useApplicationData = false;

var videoEncoder_targetHost;

var videoEncoder_targetPort;

var videoEncoder_videoSource;

var videoEncoder_videoMode;

var videoEncoder_protocol;

var encoderStatus;

var configWindow, targetAddr, targetPort, videoSource, videoMode, videoProtocol;
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function init () {
player = document.getElementById("player");
GUI_startButton = document.getElementById("StartButton") ;
GUI_startButton.className = "startButton";
GUI_startButton.disabled = true;
GUI_startButtonIcon = document.getElementById("StartButtonIcon") ;

GUI_startButtonIcon.src = "img/encoder/start_icon.png";
GUI_stopButton = document.getElementById("StopButton") ;
GUI_stopButton.className = "startButton";

GUI_stopButton.disabled = true;

GUI_stopButtonIcon = document.getElementById("StopButtonIcon") ;
GUI_stopButtonIcon.src = "img/encoder/stop_icon.png";
GUI_timer = document.getElementById("theTime") ;
configWindow = document.getElementById("configWindow") ;
targetAddr = document.getElementById("targetAddr") ;
targetPort = document.getElementById("targetPort");
videoSource = document.getElementById("videoSource") ;
videoMode = document.getElementById("videoMode") ;
videoProtocol = document.getElementById("videoProtocol") ;
// looking for ’‘useAppData’ keyword in the query string
var l=String(window.location) ;

var gs=1.substring( 1 .indexOf("?", 0)+1, 1 .length) ;
useApplicationData = (gs.indexOf ("useAppData", 0)>=0);

if (useApplicationData) {

readAppData(); //fill config form with values from appData.
applyParams (false); // applying values (but not saving to registry ) . In case if
invalid data the config panel with highlighted errors will appear.
} else {
//popup configuration window
configWindow.style.display = "block";

function readAppData () {
targetAddr.value = global.applicationData.value("encoder.target", null ) ;
targetPort.value = global.applicationData.value("encoder.port", null ) ;

if (global .applicationData.contains("encoder.videoSource")) {
var val = global.applicationData.value ("encoder.videoSource") ;
for (var i=0; i<videoSource.length; i++){videoSource.options[ i ]. selected =
(videoSource.options[i ]. value.toUpperCase()==val.toUpperCase())
}
}
if (global .applicationData.contains("encoder.videoMode")) {
var val = global.applicationData.value ("encoder.videoMode") ;
for (var i=0; i<videoMode.length; i++){videoMode.options[i]. selected =
(videoMode.options[i].value. toUpperCase ()==val.toUpperCase())
}
}
if (global .applicationData.contains("encoder.protocol")) {
var val = global.applicationData.value ("encoder.protocol");
for (var i=0; i<videoProtocol.length; i++){videoProtocol.options[ i ]. selected =
(videoProtocol.options[i ]. value.toUpperCase()==val.toUpperCase())
}
}

function applyParams (save) {
var configErrorMsg = document.getElementById("configErrorMsg") ;
var invalid = false ;
// Validating inputs
if (targetAddr.value==null || targetAddr.value==""){
targetAddr.className = "invalid";
invalid = true;

Cisco Interactive Experience Platform Developer Guide
l g 5o




Chapter 4

JavaScript Global Objects |

global.videoEncoder Object

} else {
targetAddr.className = null;
}
if (isNaN(Number (targetPort.value)) || Number (targetPort.value)<257 ||
Number (targetPort.value)>65535) {
targetPort.className = "invalid";
invalid = true;
} else {
targetPort.className = null;
}
if (! invalid ){
videoEncoder_targetHost = targetAddr.value;
videoEncoder_targetPort = Number (targetPort.value);
videoEncoder_videoSource = videoSource.value;
videoEncoder_videoMode = videoMode.value;
videoEncoder_protocol = videoProtocol.value;
if (!'! save){
// save values to registry
if (global .applicationData.isReadOnly) {
alert ("Application Data is read only. Configuration params will be lost after
reboot.") ;
}
global .applicationData.insert ("encoder.target", videoEncoder_targetHost) ;
global .applicationData.insert ("encoder.port", videoEncoder_targetPort) ;
global .applicationData.insert ("encoder.videoSource", videoEncoder_videoSource) ;
global .applicationData.insert ("encoder.videoMode", videoEncoder_videoMode) ;
global .applicationData.insert ("encoder.protocol", videoEncoder_protocol) ;
}
configErrorMsg.style. visibility = "hidden";
configWindow.style.display = "none";
initvVideoEncoder () ;
} else {
configWindow.style.display = "block";
configErrorMsg.style. visibility = "visible";
}

function initvideoEncoder () {
inputCount = global.videoEncoder.inputCount;
global .videoEncoder.targetHost = videoEncoder_targetHost;
global .videoEncoder.targetPort = videoEncoder_targetPort;
global .videoEncoder.videoSource = videoEncoder_videoSource;
global .videoEncoder.videoMode = videoEncoder_videoMode;
global .videoEncoder.protocol = videoEncoder_protocol;

// Connect Signals

global .videoEncoder.ready.connect (onReady) ;
global .videoEncoder.notready.connect (onNotReady) ;
global .videoEncoder.started.connect (onStarted) ;
global .videoEncoder.stopped.connect (onStopped) ;
global .videoEncoder.error.connect (onError) ;

// For UDP Stream Viewer
player .endReached.connect (player.play);
global .videoEncoder.start();

// For Encoder App

function onReady () {
GUI_startButton.className = "startButton";
GUI_startButton.disabled = false;
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GUI_stopButton.disabled = false;

document .getElementById("Status") .innerHTML = "Ready"
document .getElementById("cameraStatusLED") .className = "cameraDisabled";
document .getElementById ("theTime") .className = "timerOff";
function onNotReady () {
GUI_startButton.className = "startButton";

GUI_startButton.disabled = true;
GUI_stopButton.disabled = true;

document .getElementById("Status") .innerHTML = "Not Ready"
document .getElementById("cameraStatusLED") .className = "cameraDisabled";
document .getElementById("theTime") .className = "timerOff";

countDown (0) ;

function onStarted() {

GUI_startButton.className = "startButtonON";
GUI_startButton.disabled = true;
GUI_stopButton.disabled = false;

document .getElementById("Status") .innerHTML = "Encoding";

document .getElementById("cameraStatusLED") .className="cameraOnline";
player .play("udp://@127.0.0.1:"+videoEncoder_targetPort) ;
countDown (1) ;

function onStopped() {

GUI_startButton.className = "startButton";
GUI_startButton.disabled = false;
GUI_stopButton.disabled = true;

document .getElementById("Status") .innerHTML = "Stoped";
document .getElementById ("cameraStatusLED") .className="cameraDisabled";
countDown (0) ;

function onPaused() {

GUI_startButton.className = "startButton";
GUI_startButton.disabled = false;
GUI_stopButton.disabled = true;

document .getElementById("Status") .innerHTML = "Paused";
document .getElementById ("cameraStatusLED") .className="cameraDisabled";
countDown (0) ;

function onError (code, explanation) {

GUI_startButton.className = "startButton";
GUI_startButton.disabled = false;
GUI_stopButton.disabled = false;

var msg = code + ' : ' + explaination;

alert (msg);

document .getElementById("Status") .innerHTML = "<span style=’'color:#£f£6920; '>Error:
explaination + " </span>";

document .getElementById("camera") .src = "img/encoder/webcam_disabled.png";

function startEncoder () {

GUI_startButton.disabled = false;
GUI_stopButton.disabled = false;
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global .videoEncoder.start();

function stopEncoder () {
GUI_startButton.disabled = false;
GUI_stopButton.disabled = false;
global .videoEncoder.stop() ;

}

// For Timing to be shown

var timer_sec = 00; // set the seconds
var timer_min = 00; // set the minutes
var timer_hrs = 00; // set the Hours

var timer_OneSecond;

function countDown (flag) {
clearTimeout (timer_OneSecond); //preventing many timeouts creation when receiving
multiple signals at the same time
var calltime ;
if ( flag ) {
timer_sec++;

if (timer_sec == 59) {
timer_sec = 00;
timer_min = timer_min + 1;
}
if (timer_min == 59) {
timer_min = 00;
timer_hrs = timer_hrs + 1;
}
if (timer_sec <= 9){
timer_sec = "0" + timer_sec;
}
calltime = (timer_hrs<l ? "" : ((timer_hrs<=9 ? "0" + timer_hrs : timer_hrs) +
":")) + (timer_min<=9 &&
timer_hrs>0 ? "0" + timer_min : timer_min) + ":" + timer_sec;
GUI_timer.innerHTML = calltime;
GUI_timer.title = "Last call duration: "+calltime;
timer_OneSecond = setTimeout ("countDown(1l)", 1000);
} else {
GUI_timer.innerHTML = "0:00";

clearTimeout (timer_OneSecond) ;

timer_sec = 00;

timer_min = 00;

writeLog ("<span style=’'color:yellow’>Timer stopped.</span>") ;

}

</script>

</head>

<body onload="init()">

<table border="0" cellpadding="0" cellspacing="0" width="100%" height="100%">
<tr>

<td align="center" style="border-right:solid 1lpx #444444">
<table border="0" cellspacing="0" cellpadding="0" style="box-shadow:0 10px 30px
rgba(0,0,0,.7)">
<tr>
<td class="topPanel">
<table width="100%" border="0" cellspacing="0" cellpadding="0">
<tr align="center">
<td width="25%"><button id="StartButton" class="startButton"
onClick="startEncoder () "><img id="StartButtonIcon"
src="img/encoder/start_icon.png"></button><button id="StopButton"
class="stopButton" onClick="stopEncoder ()"><img id="StopButtonIcon"
src="img/encoder/stop_icon.png"></button></td>
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<td><div class="display"><span class="timerOff"
id="theTime">0:00</span></div></td>

<td width="25%"><img id="cameraStatusLED" class="cameraDisabled"
src="img/encoder/spacer.png"align="1left" width="44" height="24" /></td>
</tr>

</table>

</td>

</tr>

<tr>

<td><!-- For UDP Stream Player -->

<object id="player" type="application/x-gt-plugin" classid="videoplayer"
width="720" height="480">

<param name="url" value="udp://@127.0.0.1:31319"/>

<param name="controlsVisible" value="false"/>

</object>

</td>

</tr>

<tr>

<td class="bottomPanel"><span class="status" id="Status">status</span></td>
</tr>

</table>

</td>

<td width="1" class="sidepanel">

<div id="configWindow" style="display:none">

<fieldset>

<legend>Encoder configuration</legend>

<table border="0" cellspacing="0" cellpadding="0" align="center">
<tr>

<td><label for="targetAddr">Target Address:</label></td>
<td><input id="targetAddr" type="text" placeholder="0.0.0.0"
onChange="this.className=null" value="225.1.1.1" required></td>
</tr>

<tr>

<td><label for="targetPort">Target port:</label></td>
<td><input id="targetPort" type="number" min="257" max="65535"
onChange="this.className=null"placeholder="31319" value="31319" required></td>
</tr>

<tr>

<td><label for="videoSource">Video source:</label></td>

<td>

<select id="videoSource">

<option value="1">Webcam</option>

<option value="0" selected>HDMI</option>

</select>

</td>

</tr>

<tr>

<td><label for="videoMode">Video mode:</label></td>

<td><select id="videoMode">

<option value="0">SD</option>

<option value="1l" selected>HD</option>

<option value="2">Custom</option>

</select></td>

</tr>

<tr>

<td><label for="videoProtocol">Protocol:</label></td>
<td><select id="videoProtocol">

<option value="0" selected>UDP</option>

<option value="1">TCP</option>

</select></td>

</tr>

</table>

<div id="configErrorMsg" style="visibility:hidden">Invalid params.<br>Please, fix
values marked red.</div>
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<button onClick="applyParams (false) ">Apply</button> <button
onClick="applyParams (true) ">Save and Apply</button> <button
onClick="readAppData () ">Use AppData</button>
</fieldset>
<div style="padding:20px 50px">
Note: 1f application.data property is defined with a policy, configuration values
cannot be saved on the management server and will be lost after reboot.
</div>
</div>
</td>
</tr>
</table>

<div style="display:none; visibility :hidden">

<!-- chaching images -->

<img src="img/encoder/start_icon.png" width="0" height="0" />

<img src="img/encoder/stop_icon.png" width="0" height="0" />

<img src="img/encoder/encoder/pause_icon.png" width="0" height="0" />
</div>

<!-- This part of code is used for tracing application states -->
<div id="appDebugInfo" style="visibility:hidden; background:rgba(0,0,0,.75);
position:absolute; top:0; left :0; width:300px;overflow-x:hidden; overflow-y: scroll ;
color :white; padding:20px; font:normal 10px/12px sans-serif">
</div>
<script>
function writeLog (msg) {

var ¢ = document.getElementById(’appDebugInfo’) ;

if () {

c.innerHTML=c.innerHTML + msg + "<br><br>";

}

function isDebugMode () {
var l=String(window.location) ;
var gs=1.substring( 1 .indexOf("?", 0)+1, 1 .length) ;
if (gs.indexOf ("debug", 0)>=0){

document .getElementById(’'appDebugInfo’) .style.visibility = "visible";
} else {
document .getElementById(’appDebugInfo’) .style.visibility = "hidden";
}
}
isDebugMode () ;

document .getElementById(’appDebugInfo’) .style.height = document.body.offsetHeight+"px";
</script>

</body>

</html>

global.vncServer Object

Note

The global.vncServer object allows you to control a local Virtual Network Computing (VNC) server.
This server can be used to give virtual access to the IEC device such as to share a remote desktop. The
remote desktop requires a VNC client. You can establish a remote session from either direction (IEC or
remote desktop) or from both directions.

This object will not traverse firewalls.
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The global.vncServer object code is:

interface VncServer

{

bool start(in string password = "", in string host = "", in int port = -1, in bool
readOnly = false);

bool start(in rect rc, in string password = "", in string host = "", in int port = -1,
in bool readOnly = false);

bool start(in int x, in int y, in int width, in int height, in string password ="", in

string host = "",

in int port = -1, in bool readOnly = false);

readonly attribute bool isRunning;
readonly attribute bool isReadOnly;
readonly attribute Rect geometry;

slots:
bool stop() ;
}i
Table 4-15 global.vncserver Variables
Variable Description
start (in string password, in string host, Starts the VNC server for full screen. If password

in int port, in boolreadOnly)

is not empty, use this password to protect the VNC
connection. If host is not empty, try to connect to
this host, and start locally otherwise. If port is less
than zero, use the default VNC port, or use this
port otherwise. If readOnly is true, the VNC
server does not accept any input from connected
clients. Returns true in the case of success and
false in the case of failure.

start (in int x, in

int height, in string password, in string

host, in int port,

int y, in int width, in |Starts the VNC server for rectangular area (X;
y;width; height). If password is not empty, use
this password to protect the VNC connection. If
host is not empty, try to connect to this host, and
start locally otherwise. If port is less than zero,
use the default VNC port, or use this port
otherwise. If readOnly is true, the VNC server
does not accept any input from connected clients.
If the rectangular area is empty, this method does
nothing and returns false. Returns true in the case
of success and false in the case of failure.

in bool readOnly

Cisco Interactive Experience Platform Developer Guide g



Chapter4  JavaScript Global Objects |

global.vncServer Object

Note

Variable

Description

start (in rect rc, in string password, in
string host, in int port, in bool readOnly)

Starts the VNC server for rectangular area (rc). If
password is not empty, use this password to
protect the VNC connection. If host is not empty,
try to connect to this host, and start locally
otherwise. If port is less than zero, use the default
VNC port, or use this port otherwise. If readOnly
is true, the VNC server does not accept any input
from connected clients. If the rectangular area is
empty, this method does nothing and returns false.
Returns true in the case of success and false in the
case of failure.

isRunning Returns true if the VNC server is running.

isReadOnly Returns true if the VNC server does not accept
any input from connected VNC clients.

geometry Returns geometry of the rectangular area the VNC
server is running for. If the server is not running
or no coordinates have been specified via start(),
returns an empty rectangle.

stop () Stops the VNC server. Returns true in the case of

success (or the server is not running) and false in
the case of failure.

You should avoid running the VNC server for areas containing video, either playing in Flash or in the

VideoPlayer widget.

<!doctype html>

<html>

<head>

<meta charset="UTF-8">

<title>..:: global.vncserver test

<style>

body

{
margin: 20px;
background-color:
color: #eeeeee;
font-weight: bold;
font-family: Arial;
font-size: 18px;

#111111;

}

input {background-color:#fffffe}
.note {color:#91CAFF}

</style>

<script type="text/javascript">

..</title>
<meta http-equiv="Content-Type" content="text/html;

charset=utf-8">
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hostId;

portId;

rold;

passwordId;

xId, yId, widthId, heightId;

function isNumber (n)

{

return !isNaN(n) && isFinite(n);

function init()

{

hostId = document.getElementById("host") ;

portId = document.getElementById("port");

roId = document.getElementById("ro") ;

passwordId = document.getElementById("password") ;

xId = document.getElementById("x");

vId = document.getElementById("y") ;

widthId = document.getElementById("width") ;
heightId = document.getElementById("height");

function start()

{

try

{

// determine port

var port = parselnt (portId.value) ;

if (!isNumber (port))
port = -1;

// coordinates

var x = parselnt (xId.value) ;

var y = parselnt (yId.value);

var width = parselnt (widthId.value) ;

var height = parselInt (heightId.value);

var useCoordinates = (isNumber (x) && isNumber (y) && isNumber (width) &&
isNumber (height)) ;

// read-only
var ro = rold.checked;

alert("Started: " + (useCoordinates ? global.vncserver.start(x, y, width, height,
passwordId.value, hostId.value, port, ro) : global.vncserver.start (passwordId.value,
hostId.value, port, ro)));

}

catch (ex)

{

alert ("Exception: " + ex);

}

function stop()

{

try

{

alert ("Stopped: " + global.vncserver.stop());
}

catch (ex)

{

alert ("Exception: " + ex);
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}

}

</script>

</head>

<body onload="init () ">
<div class="note">Protect your connection with a password (leave empty to
ignore) :</div>
Password: <input id="password" type="text"> <br><br>
<div class="note">To connect remotely use the following host (leave empty to start
locally) :</div>
Remote host: <input id="host" type="text"> <br><br>
<div class="note">Connection port (local or remote, 5900 by default) :</div>
Port: <input id="port" type="number" min="257" max="65535"> <br><br>
<div class="note">To disallow user activity check the following button:</div>
<input id="ro" type="checkbox"> Read-only <br><br>
<div class="note">To share a rectangle use the following coordinates:</div>
x: <input id="x" type="text">
y: <input id="y" type="text"> <br>
width: <input id="width" type="text">
height: <input id="height" type="text"> <br><br>
<div class="note">Start or stop the VNC server with the given parameters:</div>
<button onclick="start()">Start</button>
<button onclick="stop () ">Stop</button><br><br>
<div class="note">VNC server status:</div>
<button onclick="alert (global.vncserver.isRunning) ">Is running?</button>
<button onclick="alert (global.vncserver.isReadOnly) ">Is read-only?</button>
<button onclick="alert (global.vncserver.geometry) ">Geometry?</button>

</body>

</html>

global.window Object

The global.window API can be used to manipulate browser windows.

N

Note  Enter the absolute path in global.window.open().

The following is the global.window object interface implementation:

interface Window {
Object open(in string url,
in bool isModal = true,
in bool showDecorations = false);
bool close(in Object window) ;
bool close(in DomElement e) ;

signals:

void closed(in string windowObjectName) ;
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Table 4-16

global.window Object

global.window Variables

Variable

Description

open ()

Opens a new browser window. The URL must be a fully qualified
URL; relative URLSs are not supported. If showDecorations is false
both navigation bar and window title will be hidden.

close()

Closes a window previously opened with the open() method. You
can pass to this method either an Object returned from the open()
method or any DOM element. In the case of the DOM element, the
window that the DOM element belongs to will be closed.

closed()

This method is fired when windows opened with the open() method
are closed.

New Window Object Interface Implementation

When you open a new window with open() method, you will get a new window object in return. That

object has the following interface:

interface NewWindow {
string objectName;

attribute
attribute
attribute
attribute
attribute
attribute
attribute

int x;

int left;
int vy;

int top;
int width;
int height;

Table 4-17

NewWi,indow Variables

Variable

Description

objectName

Name of the object: This name will be passed to closed() signal of
global.window object when some window is closed. It is an empty
string by default. It can be any string. Duplicates are not checked.

x, left Horizontal position of the window

y, top Vertical position of the window

width Window width: If you have window decorations visible in your new
window or if you have the debug panel enabled there, you are not
able to make your window smaller then the minimum size of those
decorations.

height Window height

The following HTML contains an example of global.window usage
(file.../../test/js/global-window.html):
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<html>
<head>
<title>..:: global .window API test ::..</title>
<style>
body
{
margin: 0;
}
</style>
<script language="JavaScript">
var display;
var lastWindow;
var nextId = 0;
function openWindow ()

{
lastWindow = global.window.open ("test/js/global-window-content.html",
false , true) ;
lastWindow.objectName = "window-" + (++nextId);
display.innerHTML = "Window ’'" + lastWindow.objectName + "’ opened.";
lastWindow.x = 100;
lastWindow.y = 100;
lastWindow.width = 600;
lastWindow.height = 600;
global .system.info("New window geometry is ("
+ lastWindow.width
+ 'x’
+ lastWindow.height
+ 4+
+ lastWindow.x
+ '+
+ lastWindow.y
+ "))
}
function closeWindow ()
{
global .window.close(lastWindow) ;
}
function onWindowClosed (windowName)
{
display.innerHTML = "Window ’'" + windowName + "’ closed.";
}
function init ()
{
display = document.getElementById("display");
global .window.closed.connect (onWindowClosed) ;
}
</script>
<body onload="init()">
<div id="display">Status</div>
<a href="javascript:openWindow () ">Open new window</a>
<br />
<a href="javascript:closeWindow() ">Close last opened window</a>
</body>
</html>

The following is usage of global.window for new window content (file
../../test/js/global-window-content.html):

<html>
<head>
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<title>..:: global .window API test (new window) ::..</title>
<style>
body
{
margin: 0;
}
</style>
<script language="JavaScript">
function closeWindow ()
{
global .window.close (document.documentElement) ;
}
</script>
<body>
<a href="javascript:closeWindow () ">Close this window</a>
</body>
</html>
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