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Introduction

About the Cisco TelePresence Conductor

Cisco TelePresence Conductor manages video conference bridge resources providing resiliency and
capacity of conference bridge resources in video conferencing deployments. A video providing a high level
overview of the TelePresence Conductor can be found at http://www.youtube.com/watch?v=4-C7F2fTEYE.
This video focuses on the capabilities of the product up to version XC1.2. Within this video you can see that
the TelePresence Conductor integrates tightly with the Cisco TelePresence Video Communication Server
(Cisco VCS) and the Cisco TelePresence MCU products. TelePresence Conductor version XC2.0 extends
the supported conference bridges to include the Cisco TelePresence Server.

The TelePresence Conductor enables endpoints with sufficient privileges to create and enter a conference by
dialing a single number or URI (known as rendezvous conferences). It also supports Multiway conferences,
which are initiated when two endpoints already in a call together add another endpoint.

The TelePresence Conductor performs conference bridge resource management and calls are routed to
appropriate conference bridges by the Cisco VCS under instructions from the TelePresence Conductor. If the
conference is hosted on a TelePresence MCU and the size of the conference grows beyond the capacity of a
single conference bridge, the conference is cascaded to additional TelePresence MCU conference bridges.
(Cascading with TelePresence Server is not supported in the XC2.0 release.)

The TelePresence Conductor is capable of preferentially selecting conference bridges for conferences based
on their properties. For example one could select conference bridges based on geographic location or video
quality (for example, HD or SD services).

The TelePresence Conductor can be formed into a cluster of up to three for added resilience. When creating a
TelePresence Conductor cluster, one peer is nominated as the initial peer, from which all other peers receive
their configuration as they are added to the cluster. (See Cisco TelePresence Conductor Clustering with
Video Communication Server Deployment Guide for further details on clustering.) After the cluster has been
created, changes to the configuration of any peer are updated to all other peers in the cluster.

The TelePresence Conductor supports the Cisco VCS in standalone and clustered modes.

You can configure up to 20 TelePresence Conductors or TelePresence Conductor clusters per Cisco VCS or
Cisco VCS cluster using a suitable non-overlapping dial plan.

About this document

This document describes how to configure a Cisco VCS (or Cisco VCS cluster), a TelePresence Conductor
and the conference bridges that are used by the system. Following the steps in this deployment guide will
allow you to configure the above devices to provide the following functionality:

= An endpoint user can call the rendezvous conference alias meet.<meeting name>.HD@vcs.domain. If
they are the first person to call this alias, TelePresence Conductor creates a new conference and they are
routed to it. The conference is created preferentially on a conference bridge with high definition ports, if
there are not any ports available on the HD conference bridge then the conference will be created on the SD
conference bridge. Alternatively, if the conference already exists then the alias is routed to it.

= An endpoint user can call the rendezvous conference alias meet.<meeting name>.SD@vcs.domain. If
they are the first person to call this alias, a new conference is created by TelePresence Conductor and they
are routed to it. The conference is created preferentially on a conference bridge with standard definition
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ports; if there are not any ports available on this conference bridge then the call is rejected. If the
conference already exists then they are routed to it.

= An endpoint user can dial the conference meet.boss@vcs.domain and arrive at a conference and have the
endpoint boss@vcs.domain automatically dialed into the conference.

= An endpoint user can call the alias teach.<lecture_name>@vcs.domain and create or join a lecture-type
conference as a chairperson on a conference bridge with SD ports or, if there are no SD ports available, a
conference on the HD conference bridge.

= An endpoint user can call the alias student.<lecture name>@vcs.domain and create or join a lecture-type
conference as a chairperson on a conference bridge with SD ports or, if there are no SD ports available, a
conference on the HD conference bridge.

» [f the size of a meet.<meeting name>.HD @ <domain> conference or a teach.<lecture
name>@vcs.domain conference grows to a point where the resources required exceed those available on
the conference bridge on which it is being hosted, and ports are available on a second conference bridge,
then the TelePresence Conductor will direct new conference participants to the second conference bridge
and set up a cascade between the conference bridges, provided there are available resources there.

This document also describes how to check that the system is working as expected.

Detailed descriptions of system configuration parameters for the Cisco VCS, TelePresence Conductor and
conference bridges can be found in the Administrator Guides and online help for each product. Both the Cisco

[

VCS and the TelePresence Conductor web interfaces offer field help (accessed by clicking the icon next

to each input field) and a context-sensitive help system (accessed by clicking the ' icon in the top right
corner of each page).

Further reading

This document focuses on the use of a single TelePresence Conductor. For more details on how to deploy a
cluster of TelePresence Conductors see Cisco TelePresence Conductor Clustering with Cisco
TelePresence Video Communication Server Deployment Guide (D14828).

For details on how to deploy TelePresence Conductor with Unified CM see Cisco TelePresence Conductor
with Cisco Unified Communications Manager Deployment Guide (D14998).

Call flow with the TelePresence Conductor

To better understand the configuration steps taken in this document it is useful to understand how the call
flows through the different parts of the video network:
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When these parts of the call flow are complete, the call is set up and media flows between the endpoint and
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In a simplified format the set of steps for a conference to be created when the TelePresence Conductor

receives an individual valid conference request is:
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Example network deployment

Example network deployment

The example network shown below is used as the basis for the deployment configuration described in this
document.
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Note that elements on the internal network have an internal network domain name. This internal network
domain name is not resolvable by a public DNS.

For example, the Cisco VCS is configured with an internally resolvable name of vcs.internal-domain.net
(which resolves to an IP address of 10.1.2.5 by the internal DNS servers).

Cisco TelePresence network elements

Cisco VCS

The Cisco VCS acts as a SIP registrar, SIP proxy, and H.323 gatekeeper for devices that are located on the
internal network.

Conference bridges

Conference bridges are network devices that enable multiple video calls to come together in a multipoint
video conference. TelePresence Conductor version XC2.0 supports the conference bridge types
TelePresence MCU and TelePresence Server.

Cisco TelePresence Conductor with CiscoTelePresence VCS Deployment Guide (XC2.0) Page 8 of 67



Endpoints

These are devices that receive and make video calls. They can be software clients on PCs and Macs such
as Jabber Video (Movi), desktop endpoints such as the EX90 and 9971, or room systems such as the CTS-

3000 and MX300.




Deploying TelePresence Conductor with Cisco
VCS

Prerequisites

Before starting the system configuration, ensure you have met the following criteria:

m The Cisco VCS (or Cisco VCS cluster) must be running version X6 or later and must already be configured
to act as an H.323 gatekeeper, a SIP registrar and proxy. Ensure that the system has been tested by
registering at least three endpoints to it and that they are all capable of calling each other. For more
information, see VCS Administrator Guide (D 14049).

» The TelePresence Conductor must be powered on, running version XC2.0 and accessible over the
network. For assistance in reaching this stage, see Cisco TelePresence Conductor Getting Started Guide
(D14829).

= One or more conference bridges are powered on and accessible over the network. Basic configuration for
the conference bridge should be completed as described in the relevant Getting Started Guide.
These bridges must be dedicated for use by TelePresence Conductor — noother devices must try to route
calls to them except via the TelePresence Conductor.

= The following Cisco TelePresence MCUs are supported by the TelePresence Conductor:
o MCU 4200 series version 4.2 or later
o MCU 4500 series version 4.2 or later
e MCU 5300 series version 4.3(2.17) or later
e MCU MSE 8420 version 4.2 or later
e MCU MSE 8510 version 4.2 or later

= The following Cisco TelePresence Servers are supported by the TelePresence Conductor:
o TelePresence Server 7010 version 3.0(2.24) or later
o TelePresence Server MSE 8710 version 3.0(2.24) or later

Note: this guide assumes the conference bridges are connected to the network on their port A.

= A web browser is available with access to the web interfaces of the Cisco VCS, TelePresence Conductor
and conference bridges that are being configured.

Designing a dial plan
A dial plan defines all the aliases and call routes within your network.

Before you add the Cisco TelePresence Conductor to your network, you will need to consider as part of your
dial plan:

= The types of conferences required (see Cisco TelePresence Conductor Administrator Guide (D14826) for
more information).
= The form of the conference aliases that users will dial in order to create or join conferences.

= The prefixes that you will use to route calls from the Cisco VCS to the conference bridges in the
TelePresence Conductor’'s conference bridge pool (the Cisco VCS is neighbored to each conference
bridge). Each conference bridge has a unique prefix.

If you are integrating the TelePresence Conductor into an existing deployment it is important that the
elements of your dial plan that are used by the TelePresence Conductor are complementary to, and do not




conflict with, those elements that are already in use in your deployment. This ensures that the dial plan is
easy for an endpoint user to understand, and for administrators to manage.

TelePresence Conductor is compatible with the dial plan specified in the reference design, after additional
aliases have been included for users to dial to reach conferences.

It is a good idea in a large video network to distribute the registrations of conference bridges across different
Cisco VCSs or Cisco VCS clusters to increases the resiliency of conference bridge dial out calls (to
endpoints or during cascading) against Cisco VCS failure.

This deployment guide uses the following dial plan elements and configures the TelePresence Conductor and
Cisco VCS accordingly:

Element Format

Conference aliases for Lecture Chairpersons lecture.<name of lecture>@vcs.domain
Conference aliases for Lecture Guests guest.<name of lecture>@vcs.domain
Conference aliases for high definition Meeting Participants meet.<meeting name>.HD@vcs.domain
Conference aliases for standard definition Meeting Participants meet.<meeting name>.SD@vcs.domain
Conference bridge prefixes for the TelePresence MCUs HDMCU, SDMCU

Conference bridge prefixes for the TelePresence Servers HDTS, SDTS

Configuring the TelePresence MCUs

Step 1: Create a user

For the TelePresence Conductor to communicate with the TelePresence MCU it must use credentials for a
user that has administrator rights. We recommend that you create a dedicated adminitrator level user for this
task.

1. Gotothe web interface of the TelePresence MCU you want to configure and log in as an administrator.
2. GotoUsers and click Add new user.

3. Enterthe following in the relevant fields:

User ID Enter a username for the TelePresence Conductor to use.
Name Enter a name for this user.
Password Enter a password for the TelePresence Conductor to use.

Force user to change password on next login  Uncheck.

Privilege level Select administrator.




User information

User 10 conductoradmin

Mame Conductor

Password sssss

Re-gnter password sssss

1

Disable user account
Lock password
Force user to change password on next login [

Privilege level | administrator = ]

E.1&4 phone number

Assoclated video endpoint | <none> b ]

[ Add user )

4. Click Add user.
5. Repeat the steps for any other TelePresence MCUs.

Step 2: Install an encryption key

The TelePresence MCU has the ability to use a secure connection for communications. These security
features are enabled with the Encryption option key. You are recommended to install the option key for this
deployment.

To verify that the key is installed or to install the key:

1. Goto Settings > Upgrade.

2. Gotothe Feature Management section and verify that the Encryption key is installed. If the key is not
installed, enter the Activation code and click Update features.

To enable the use of encryption on the TelePresence MCU:

1. Goto Settings > Encryption.

2. Set Encryption status to Enabled.

3. Set SRTP encryption to Secure transport (TLS) only.

4. Click Apply changes.

5. Goto Network > Services.

6. Ensure that the settings match those of the Cisco VCS, using either SIP(TCP) or Encrypted SIP (TLS).
7. Click Apply changes.




Port A

TCP service IPvd
Wweb vl &0
Secure web M 443
Incorning H. 323 1 1720
SIP (TCP) [C]  sOB0
Encrypted SIP (TLS) ROAT
Strearing (Windows Media Plaver) [Tl 1788
Strearming [other) [C] 554
FTP B 2

UDP service

SHMP 1161
SIP (UDP) [l =060
H.323 gatekeeper D 17149
Apply changes
8. Repeat the steps for any other TelePresence MCUs
Step 3: Configure SIP
1. Goto Settings > SIP.
2. Enterthe following in the relevant fields, leave other fields as their default values:
SIP registrar usage Select Enabled.
SIP registrar domain Enter the Cisco VCS’s SIP domain.
Username Enter sdmcu for example.
Allow numeric ID registration for conferences Uncheck.
SIP proxy address Enter the Cisco VCS’s IP address.
Maximum bit rate from Microsoft OCS/LCS clients Select limit disabled.
Outgoing transport Select TLS.

Use local certificate for outgoing connections and registrations Uncheck.




SIP registrar usage Enabled =
SIP registrar demain vos.domain
SIP registrar type Standard SIP b
Username sdmcu
Password

Allow numeric ID registration for conferences

SIP call settings

SIP proxy address 10.1.2.3
Maximum bit rate from Microsoft OCS/LCS clients <limit disabled= -

Cutgoing transport uopE TCR '@ TLS

Use local certificate for outgoing connections and
registrations

3. Click Apply changes.
4. Repeat the steps for any other TelePresence MCUs.

Step 4: Configure H.323

1. Goto Settings > H.323.
2. Enterthe following in the relevant fields, leave other fields as their default values:

H.323 gatekeeper usage Select Enabled.

H.323 gatekeeper address Enter the Cisco VCS’s IP address.
Gatekeeper registration type Select MCU (standard).

Ethernet port association Check Port A IPv4.

Mandatory H.323 ID to register Enter hdmcu@<VCS SIP domain>.
Use Password Uncheck.

Prefix for MCU registrations Make blank.

MCU service prefix Make blank.

Allow numeric ID registration for conferences Uncheck.

Send resource availability indications Uncheck.




H.222 gatekeeper usage Enabled =«
H.323 gatekeeper address 10.1.2.3
Gatekeaper registration type MCU [Star‘ldard} hi
Ethernet port association Port A IPva Port & IPvE Port B IPw4 Port B IPvE
[(Mandatory) H.322 ID to register hdmCU@VES.dDmEiH|
Use password [ password:
Prefix for MCU registrations
MCU service prefix {optional}
Allovs numeric 1D registration for conferences |:|
Send resource availability indications D Thresholds: conferences video ports

3. Click Apply changes.
4. Repeat the steps for any other TelePresence MCUs.

Step 5: Change miscellaneous settings
On all conference bridges:

1. Goto Settings > Conferences
2. Under Conference Settings ensure Media port reservation is set to Disabled.

Conference settings

Maximum video size Heceive 4CIF, transmit4CIF -
Motion / sharpness tradeoff Favor Sharpr‘lESS -
Transmitted video resolutions  Allow all resolutions -
Default bandwidth from mcu 400 Mbit/s -
Default bandwidth to MCU <same as transmit> -
Default view family 1focused pane, many small panes -
Use full screen view for two participants Enabled -
Active speaker display Mone -

Media port reservation [Disabled -

w

Click Apply changes.
Go to Gatekeeper > Built in Gatekeeper.

5. Under Configuration ensure Status is set to Disabled.
Note: The MCU 5300 series does not have a built-in Gatekeeper.

Configuration

status Disabled -

>

o

Click Apply changes.
Repeat the steps for any other TelePresence MCUs.

~N




Configuring the TelePresence Server

Step 6: Create a user

For the TelePresence Conductor to communicate with the TelePresence Server it must use credentials for a
user that has administrator rights. We recommend that you create a dedicated administrator level user for
this task.

1. Gotothe web interface of the TelePresence Server you want to configure and log in as an administrator.
2. GotoUser > Add New User).

3. Enterthe following in the relevant fields:

User ID Enter a username for the TelePresence Conductor to use.
Name Enter a name for this user.
Password Enter a password for the TelePresence Conductor to use.
Administrator Check the box.
APl access Check the box.
(WETETy
User ID conductoradmin
MName Admin for Conductor

Password bl

Re-enter password [y,

Administrator T
User atiributes
APl access T

4. Click Add user.
5. Repeat the steps for any other TelePresence Servers.

Step 7: Install an encryption key

The TelePresence Server has the ability to use a secure connection for communications. These security
features are enabled with the Encryption option key. You are recommended to install the option key for this
deployment.

To verify the key is installed or to install the key:

1. Goto Configuration > Upgrade.

2. Gotothe Feature Management section and verify the Encryption key is installed. If the key is not
installed, enter the Activation code and click Update features.




Feature management
Feature management

Activated features

License keys

Activation code

TelePresence Server 7010 activation
Third party interop BMove
Force DS mode Temove

TS screen licenses x 18

Update features

3. Verify that TLS is enabled on the TelePresence Server:

a. Goto Network > Services.

b. Verify that the Encrypted SIP (TLS) is checked. If this is not checked, click the box to enable this

service.

c. We also recommend that Secure Web is enabled on port 443.

TCF sarvice
Web

Incoming H.323
SIF (TCP)

IEnu:r'_..rpt&d SIP (TLS) |

FTP

d. Click Apply changes.

4. Repeat the steps for any other TelePresence Servers.

Step 8: Configure SIP

Perform the following steps to enable SIP registration to a SIP registrar.

1. Goto Configuration > SIP Settings.

2. Enterthe following values into the relevant fields:

Outbound call configuration

Select Use trunk from the dropdown list.

Outbound address

Enter the IP address or FQDN of the Cisco VCS.

Outbound domain

Enter the appropriate domain name. In this guide the
example domain is 'vcs.domain'.

Username

Enter 'TelePresence_Server'.

Password

Leave blank.

Outbound transport

Select TLS from the dropdown list.

Negotiate SRTP using SDES

Select For secure transports (TLS) only from the dropdown
list.

Use local certificate for outgoing
connections and registrations

Check the box.




SIP

Outbound call configuration Use trunk El
Cutbound address 10.1.2.3

Outbound domsin V5. domain

Usemame TelePresence_Server

Passw ord

Outbound transport L= El
Negotiste SRTP using SDES For secure transports (TLS) only El

Use local certific ate for outgoing connections and registrations

3. Click Apply changes.
4. Repeat the steps for any other TelePresence Servers.

Step 9: Configure H.323

Perform the following steps to enable H323 registration to a gatekeeper.

1. Goto Configuration > H323 Settings.
2. Enter the following values into the relevant fields:

Use gatekeeper Check the box.

Address Enter the IP address or FQDN of the Cisco VCS that is the gatekeeper.

H.323 ID to register Enter the H323 registration ID for this TelePresence Server.

Password Leave blank unless required by your Cisco VCS policy.

H.323 settings

H.323 gatekeeper

Use gatekesper E

Addrass | 10.1.2.3

H.323 ID to register TelePresence_Server
Password

3. Click Apply changes.
4. Repeat the steps for any other TelePresence Servers.

Step 10: Configure the operational mode

1. Goto Configuration > Operation mode.

2. Select Remotely managed from the drop down list. This enables the TelePresence Conductor to manage
the TelePresence Server.

Operation mode

Operation mode | Remotely managed j|

3. Click Apply changes.

4. Forthe changes to take effect, the TelePresence Server must be restarted. Go to Configuration >
Shutdown.

5. Click Shutdown TelePresence Server.
6. Click Confirm TelePresence Server shutdown.




7. Click Restart TelePresence Server.
8. After about 3 minutes, the TelePresence Server will be available to the TelePresence Conductor.
9. Repeat the steps for any other TelePresence Servers.

Configuring the Cisco VCS

Step 11: Create a new user on the TelePresence Conductor

We recommend that you a set up an administrator account on the TelePresence Conductor that has API
access only. This account will be used for all communications between the Cisco VCS and TelePresence
Conductor.

1. Loginto the TelePresence Conductor as a user with administrator rights.
2. GotoUsers >Administrator Accounts.
3. Click New.
4. Enter the following in the relevant fields:
Name Enter a name for this user.
Access level Select Read-write.
Password Enter a password for this account.
Web access Set to No.
APl access Setto Yes.
State Setto Enabled.

Configuration

Haiis #*  VCS_API_ACCT i
Access level | Read-write :] i
Password * | drraieiee i

Confirm password i
b access (No & (i

AP| access (Yes &9 (i

State ((Enabled 5] | i

Step 12: Add the TelePresence Conductor as a policy service

A policy service is in essence a location to which the Cisco VCS can send HTTP or HTTPS requests that
contain various details about a call. CPL (Call Policy Language) is returned by the call policy service and
governs what should be done with that call. The TelePresence Conductor’s policy service either rejects calls
or routes them to the appropriate conference bridge.

To configure the Cisco VCS with the TelePresence Conductor as a call policy service:

1. Gotothe Cisco VCS web interface and log in as an admin user.
2. GotoVCS configuration > Dial plan > Policy services.




3. Click New to create a new policy service pointing at the TelePresence Conductor.
4. Enter the following in the relevant fields, leave other fields as their default values:

Name Enter a name for the policy service, for example Conductor Policy Service.

Protocol Select HTTPS.

Certificate If you have configured the Cisco VCS with a Root CA that is valid for the certificate on the

verification TelePresence Conductor, you can select On. Otherwise select Off. Certificates can be loaded

mode onto the TelePresence Conductor through the web interface at Maintenance> Security
certificates> Server certificate.
Note: Setting Certificate verification mode to Off makes HTTPS communication highly
insecure and is not recommended for production systems.

HTTPS Select Off.

certificate

revocation

list CRL

checking

Server 1 Enter the TelePresence Conductor's IP address.

address

Path Enter api/conference_controller/conference/conference factory.cpl

Username Enter the username of the TelePresence Conductor administration user. This appears on the
TelePresence Conductor's Administrator accounts page (Users > Administrator
accounts).

Password Enter the password of the TelePresence Conductor administration user.

Default CPL  Enter <reject status='504' reason='Conductor policy service

unavailable'/>

Create policy service

Configuration

Tame: # Concuctar Policy Service i

Description i
Protocol HTTPE » 1

Certificate verification mode on -

HTTPS ceificate revocation list (CRL) checking Off - 1

Server 1 address # 10124 i
Server 2 address i
Server 3 address i
Path + apiiconterence_controllerfconterenceiconference_fa o
Status path status i

Lzername

Pazzword

Defautt CPL

WCS_APL_ACCT i
LIT YT i

=reject status="004' reason="Policy Service Unavailab 1

Create policy setvice | Cancel ‘

5. Click Create policy service.




Until the Cisco VCS updates its TelePresence Conductor status the status of the TelePresence Conductor
policy service under VCS configuration > Dial plan > Policy services will list as active. When the Cisco
VCS queries the TelePresence Conductor for status this will change to inactive. This is expected behavior.
The TelePresence Conductor policy service will only list itself as active when the following criteria are met:

= The TelePresence Conductor has its root and admin passwords changed from their default values. This is

a security feature.

= The TelePresence Conductor has at least one conference bridge configured and with a ‘usable’ status. This
is to ensure no requests are sent to members of a TelePresence Conductor cluster that have lost
connectivity with the conference bridges.

Step 13: Add each conference bridge as a neighbor zone
To configure the Cisco VCS with neighbor zones for all conference bridges:

1. GotoVCS configuration > Zones > Zones.
2. Click Create new zone.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter 'HD MCU' for example.

Type Select Neighbor.

SIP Select TLS.
transport goiihe port to 5061.

Peer 1 Enter the conference bridge’s IP address.

address

Zone If the Cisco VCS is running 7.0.x or later select Infrastructure device.
profile If the Cisco VCS is running 6.x select Non-registering device.

These zone profiles perform no aliveness checking. Therefore, an ‘Active’ status given by this
zone cannot be relied upon to indicate that Cisco VCS to conference bridge communication is
possible.
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Create zone

‘l Configuration

You are here: VCS configuration * Zones » Create zc

I
Name # HDMCU
Type # Neighbor ~ i)
Hop count s 15 iy
ifEs |
Mode On ~ (1)
Port T ; I
s |
Mode on ~ i
Port « 8061 i)
Transport TS ¥ iy
TLS verify mode Off - i
Accept proxied registrations Allow + iy
<‘ Authentication !
Authentication policy Do not check credentials ~ ¢
SIP authentication trust mode of » (1)
<| Location |
Peer 1 address 10.1.2.5 ; J
Peer 2 address ; ]
Peer 3 address ; 1
Peer 4 address ; ]
Peer 5 address ; ]
Peer & address ; 1
<l Advanced !
Zone profile Infrastructure device -~ i
H.323 call signaling port s 1720 iy

Create zone | Cancel |

4. Click Create zone.
5. Repeat the steps for any other conference bridges.
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Note: if you have selected a SIP transport of TLS, the conference bridge to which this zone is pointing needs
to have the TLS encryption option key enabled. If you are using UDP or TCP, the port must manually be
changed to 5060 on both the Cisco VCS and enabled on the conference bridge.

Step 14: Configure a search rule with the TelePresence Conductor policy
service as the target

Search rules define where the Cisco VCS routes calls. In this case we want calls matching the format of our
conference aliases to be sent to the TelePresence Conductor.

To configure the Search rule:

1. GotoVCS configuration > Dial plans > Search rules.
2. Click New.
3. Enter the following in the relevant fields, leave other fields as their default values:

Rule name Enter 'To Conductor Policy Service' for example.
Priority Enter 10’ for example.

Source Select Any.

Request must be Select No.

authenticated

Mode

Select Alias pattern match.

Pattern type

Select Regex.

Pattern string

Enter (meet|teach|student)\..*@<SIP domain>

Note: Replace <SIP domain> with the appropriate SIP domain for your
network.

Pattern behavior

Select Leave.

On successful match

Select Stop.

Target

Select Conductor Policy Service.

State

Select Enabled.




Create search rule

Configuration

Rule name +# To Conductor Policy Service L
Description L
Priority + 10 L

Source Any v i

Request must be authenticated No =+ 1

Mode Alias pattern match -~ 1

Pattern type Prefic ~ 1

Pattern siring + (meetjteach|student)\. *@vcs\.domain L
Pattern behavior Leave ~ 1

On successful match Stop - 1

Target + Conductor Policy Service ~ 1

State Enabled - 1

Create search rule | cancel |

4. Click Create search rule.

Step 15: Configure a Cisco VCS search rule for each conference bridge
To configure the Search rule:

1. GotoVCS configuration > Dial plans > Search rules.
2. Click New.
3. Enter the following in the relevant fields, leave other fields as their default values:

Rule name Enter a name for the rule, for example To HD MCU.
Priority Enter '15' for example.

Mode Select Alias pattern match.

Pattern type Select Prefix.

Pattern string Enter HDMCU.

Pattern behavior Select Strip.

On successful match Select Stop.

Target Select HD MCU.




Create search rule

Configuration

Rule name # To HD MCU !
Description L
Priority % 15 i

Source Any * 1

Request must be authenticated No -+ 1

Maode Alias pattern maich -~ |

Pattern type Prefix - 1

Pattern string & HDMCU !
Pattern behavior Strip - |1

On successful match Stop MRS

Target » HDMCU -| 1

State Enabled -~ 1

Create search rule | Cancel |

4. Click Create search rule.
5. Repeat the steps for any other conference bridges.

Configuring the TelePresence Conductor

This section of the guide assumes that the TelePresence Conductor is reachable over the network. For
assistance in reaching this stage, see Cisco TelePresence Conductor Getting Started Guide (D 14829).

The TelePresence Conductor policy service only lists itself as active when the following criteria are met:
= The TelePresence Conductor has its root and admin passwords changed from their default values. This is
a security feature.

= The TelePresence Conductor is configured with at least one conference bridge with a ‘usable’ status. This
is to ensure that requests are not sent to members of a TelePresence Conductor cluster that have lost
connectivity with the conference bridges.

Step 16: Change the administrator password

1. Loginto the TelePresence Conductor as the user ‘admin’ and with the default password ‘TANDBERG'.
2. GotoUsers > Administrator accounts.
3. Click View/Edit for the ‘admin’ user.




4. Enter a new password.
5. Click Save.

Note: the TelePresence Conductor will not handle conference requests if it has the administrator password
set to its default value.

Step 17: Change the root password

1. Loginto the TelePresence Conductor as root (default password = ‘TANDBERG’). By default you can only
do this using SSH or a serial connection.

2. Type passwd.

3. Enterthe new password, and when prompted, retype the new password.

4. You will receive the message:
passwd: password updated successfully

5. Type ‘exit’ to log out of the root account.

Note: the TelePresence Conductor will not handle conference requests if it has the root password set to its
default value.

Step 18: Change the system settings

1. Loginto the TelePresence Conductor as a user with administrator rights.
2. Goto System > DNS.
3. Enterthe following in the relevant fields:

System host name Enter the hostname of your TelePresence Conductor.
Domain name Enter the domain for your TelePresence Conductor.
Address 1 Enter the IP address of the DNS server.

Address 2 Enter the IP address of your backup DNS server.




Deploying TelePresence Conductor with Cisco VCS

DNS
“ DNS settings |
System host name conductor i
Domain name vcs.domain I
DMNS requests port 1024 i
range start
DMS requests port 65534 i
range end
| Default DMNS servers
Address 1 10127 1
Address 2 10.1.2.8 1
Address 3 1

“ Per-domain DNS servers

Address 1

Address 2

Dom

Doy

Note: the FQDN of the TelePresence Conductor is <System host name>.<Domain name>.

4. Click Save.
5. Goto System > Time if the default servers are unreachable then it may be necessary to enter alternate
NTP servers.
Time You are hel
_l NTP servers !
NTP server details 1 Address 0.ntp.tandberg.com Authentication Disabled | (&
NTP server details 2 Address 1.ntp.tandberg.com Authentication Disabled v L
NTP server details 3 Address 2.ntp.tandberg.com Authentication Disabled > I
NTP server details 4 Address Authentication Disabled MRS
NTP server details 5 Address Authentication Disabled v I
4 Time zone !
Time zone utc

_Save |

6. Ensure that under the Status section the State is Synchronized. This can take a couple of minutes.
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Step 19: Set up conference bridge pools

CanE.'rence Conference Service Co.nference 5 Confgrence
alias template Preference hridge pool hridge
1 A
1 1
1 1
1 X 1
e o e ___ Auto-disled |
participant
Cunfgrence s Conference Service 5 anference 5 Cunfgrence
alias template Preference hridze poal hridge
1 P
1 1
1 1
1 ) |
| e ___ Auto-dialed | 1
participant

To set up a conference bridge pool, you need to create a conference bridge pool and then add one or more
conference bridge(s) to it. The following examples show how to set up conference bridge pools for:

» TelePresence MCU hosted HD conferences

= TelePresence MCU hosted SD conferences

= TelePresence Server hosted HD conferences

m TelePresence Server hosted SD conferences

Create a TelePresence MCU HD conference bridge pool

1. Goto Conference configuration > Conference bridges > Conference bridge pools.
2. Click New.
3. Inthe Pool name field enter a name for the conference bridge pool, for example HD MCU pool.
4. Choose the correct Conference bridge type, in this case TelePresence MCU.
5. Leave the Unified CM location set to None.
Conference bridge pools
Configuration
Poal name # HD MCU pool
Dezctiption
Conference bridge type TelePresence MCLU i
Raise conference bridge resource alarm 7| Threshold (%) 80 i
Unified Chi location Mone * |1

6. Click Create pool.

Add a TelePresence MCU to the HD conference bridge pool

1. Click Create conference bridge.
2. Enterthe following in the relevant fields:




Name Enter a name for the conference bridge, for example HD MCU.

State Select Enabled.

IP address  Enter the IP address of the HD conference bridge.

or FQDN

Protocol Select HTTPS.

Port Enter '443'.

Conference Enter the conference bridge admin username (created in Create a user [p.11] within
bridge Configuring the TelePresence MCUSs): for example conductoradmin

username

Conference Enter the conference bridge password for this user.
bridge
Password

Dial plan Enter HDMCU.
prefix

Dedicated Enter the appropriate value for your TelePresence MCU. To discover if a TelePresence MCU

content has any dedicated content ports follow the steps given in Appendix 1: Identifying dedicated

ports content ports on a Cisco TelePresence MCU [p.57].

SIP port Enter the SIP port on which the conference bridge listens for SIP TLS traffic, typically this is
'5061".

Add conference bridge

Configuration

Mame # HDMCU i
Description i
State Enabled LARN

IP acddress or FRDMN # 10128 1
Pratocal HTTPS - 1

Part * 443 i

Conference bridge username # conductoradmin i
Conference bridge pazsword LIT1L LY i
Dial plan prefix HOMCL| i
Conference bridge type # | TelePresence ML i

Conference bridge pool % | HD MCL poal i

Dedicated content ports + 0 1

SIP port + G061 [}

H.323 cascade call routing Gatekeeper routed - 1

Creste conference bridge | Cancel |

Click Create conference bridge.

Ensure that under the Conference bridges in this pool section, under the Status header the conference
bridge is listed as Active.

Repeat the steps to add any further TelePresence MCUs to the conference bridge pool.




Create a TelePresence MCU SD conference bridge pool.

Repeat the steps under Create a TelePresence MCU HD conference bridge pool to create a TelePresence
MCU SD conference bridge pool. Enter the same values for the fields, apart from the Pool name, which
should be SD MCU pool, for example.

Add a TelePresence MCU to the SD conference bridge pool

Repeat the steps under Add a TelePresence MCU to the HD conference bridge pool [p.28] toadd a
TelePresence MCU to the SD conference bridge pool. Enter the same values for the fields, apart from:

Name Enter a name for the conference bridge, for example SD MCU.
IP address or FQDN Enter the IP address of the SD conference bridge.
Dial plan prefix Enter sDMCU.

Create a TelePresence Server HD conference bridge pool

Go to Conference configuration > Conference bridges > Conference bridge pools.
Click New.

In the Pool name field enter a name for the conference bridge pool, for example HD TS pool.
Choose the correct Conference bridge type, in this case TelePresence Server.

o~ DN~

Leave the Unified CM location set to None.

Conference bridge pools
Configuration

Pool name # HD TS pool i
Description i
Conference bridge type TelePresence Server -

Raize conference hbridoe resource alarm Threshold (%) S0 i

Unified Chi location Mone -~ |1

6. Click Create pool.

Add a TelePresence Server to the HD conference bridge pool

1. Click Create conference bridge.
2. Enter the following in the relevant fields:

Name Enter a name for the conference bridge, for example HD TS.
State Select Enabled.

IP address or Enter the IP address of the HD conference bridge.

FQDN

Protocol Select HTTPS.

Port Enter '443".




Conference Enter the conference bridge admin username (created in Create a user [p.16] within

bridge Configuring the TelePresence Servers): for example conductoradmin.
username

Conference Enter the conference bridge password for this user.

bridge

Password

Dial plan prefix  Enter HDTS.

SIP port Enter the SIP port on which the conference bridge listens for SIP TLS traffic, typically this is
'5061".

Add conference bridge
Configuration
Mame # HDTS i
Description i
State Enabled -~ |1
IF address or FQDR + 101210 i
Protocal HTTPS - 1
Part * 443 i
Conference bridue username # conductaradmin i
Conference bridoe password LITT1] i
Dial plan prefix HOTS i
Conference bridge type # | TelePresence Server i
Conference bridge pool # |HD' TS pool i
SIP port + S061 i
Create conference bridge | Cancel |

3. Click Create conference bridge.

Ensure that under the Conference bridges in this pool section, under the Status header the conference
bridge is listed as Active.

5. Repeat the steps to add any further TelePresence Servers to the conference bridge pool.

Create a TelePresence Server SD conference bridge pool

Repeat the steps under Create a TelePresence Server HD conference bridge pool to create a TelePresence
Server SD conference bridge pool. Enter the same values for the fields, apart from the Pool name, which
should be SD TS pool, for example.

Add a TelePresence Server to the SD conference bridge pool

Repeat the steps under Add a TelePresence Server to the HD conference bridge pool [p.30] toadd a
TelePresence Server to the SD conference bridge pool. Enter the same values for the fields, apart from:

Name Enter a name for the conference bridge, for example SD TS.

IP address or FQDN Enter the IP address of the SD conference bridge.

Dial plan prefix Enter SDTS.




Step 20: Create Service Preferences

Conference Conference Service Conference Conference
alias template : Preference hridge poal hridge
1 P,
1 1
1 1
1 ) |
| e ___ > Auto-dialed | 1
participant

A Service Preference is a prioritized list of conference bridge pools that defines the order in which resources
are used for conferences. During the configuration process, the conference bridge type is chosen as either
TelePresence MCU or TelePresence Server. There is not an ability to mix the different types of conference
bridges. For TelePresence MCUs a conference can be cascaded from one TelePresence MCU to another,
taking into account the prioritized list of conference bridge pools. Cascading between TelePresence Servers
is not supported, because TelePresence Server version 3.0 does not have this feature.

The following examples show how to create Service Presences for:

= TelePresence MCU hosted HD conferences
= TelePresence MCU hosted SD conferences
= TelePresence Server hosted HD conferences
= TelePresence Server hosted SD conferences

Create a Service Preference for TelePresence MCU hosted HD conferences

Go to Conference configuration > Conference bridges > Conference bridge Service Preferences.
Click New.

In the Service Preference name field enter Prefer HD with SD fallback.

In the Conference bridge type field, choose TelePresence MCU.

Click Add Service Preference.

In the Pools section of the page under Pool name select HD MCU pool.

Click Add selected pool.

In the Pools section of the page under Pool name select SD MCU pool.

Click Add selected pool.

© © N g~ DN~
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Conference bridge Service Preferences

_I Conference bridge Service Preference |

I
Service Preference name # Prefer HD with SD fallback i
Description i
Conference bridge type # | TelePresence MCL i
_I Pools !
o HE» CU poal
S0 MCH poal
Pleasze select »
Add selected pool | Delete pool | Selectal | Unselect sl

Save Delete Cancel
10. Click Save.

Create a Service Preference for TelePresence MCU hosted SD conferences

1. Goto Conference configuration > Conference bridges > Conference bridge Service Preferences.
2. Click New.
3. Inthe Service Preference name field enter Prefer SD with HD fallback.
4. Inthe Conference bridge type field, choose TelePresence MCU.
5. Click Add Service Preference.
6. Inthe Pools section of the page under Pool name select SD MCU pool.
7. Click Add selected pool.
8. Inthe Pools section of the page under Pool name select HD MCU pool.
9. Click Add selected pool.
Conference bridge Service Preferences
_| Conference bridge Service Preference !
Service Preference name # Prefer S0 with HD fallback i
Dezctiption i
Conference bridge type # | TelePresence MCU i
_| Pools !
D—:uu_mmﬂoim—
| HD MCU poal
Please select »
Add selected pool | Delete pool | Selectall | Lnsslect &l
10. Click Save.

Create a Service Preference for TelePresence Server hosted HD conferences

1. Goto Conference configuration > Conference bridges > Conference bridge Service Preferences.
2. Click New.

Cisco TelePresence Conductor with CiscoTelePresence VCS Deployment Guide (XC2.0) Page 33 of 67



Deploying TelePresence Conductor with Cisco VCS

N o ok w

8.

In the Service Preference name field enter Prefer HD TS.

In the Conference bridge type field, choose TelePresence Server.
Click Add Service Preference.

In the Pools section of the page under Pool name select HD TS pool.
Click Add selected pool.

Conference bridge Service Preferences

_I Conference bridge Service Preference !

Service Preference name # Prefer HD TS i
Description i
Conference hridge type # | TelePresence Server i
_I Pools !
a o HD TS poal
Please select -

Add selected pool | Delete pool | Selectall | Unselect @l |

Save Delete | Cancel
Click Save.

Create a Service Preference for TelePresence Server hosted SD conferences

N o a2

Go to Conference configuration > Conference bridges > Conference bridge Service Preferences.
Click New.

In the Service Preference name field enter Prefer SD TS.

In the Conference bridge type field, choose TelePresence Server.

Click Add Service Preference.

In the Pools section of the page under Pool name select SD TS pool.

Click Add selected pool.

Conference bridge Service Preferences

_I Conference bridge Service Preference !

Service Preference name # Prefer SDTS i
Description i

Conference bridge type # | TelePrezence Server i

_I Pools !

[ 5D TS pool
Please select -

Add selected pool | Delete pool | Selestall | Unselect al |

Save Delete Cancel

8. Click Save.
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Step 21: Create conference templates for Meeting-type conferences

Confgrence Conference Service Co_nference Cunﬂarence
alias template Preference hridge poal hridge
! P,
1 1
1 1
1 : |
b e ___ Auto-digled i
participant

A Meeting-type conference template provides all its participants with the same privileges and requires one or
more conference aliases. The following examples show how to create conference templates for:

= 'HD Meeting' hosted on TelePresence MCUs

= 'SD Meetings' hosted on TelePresence MCUs

= 'HD Meetings' hosted on TelePresence Servers

= 'SD Meetings' hosted on TelePresence Servers

Create a conference template for an ‘HD Meeting’ hosted on TelePresence MCUs
This template uses a Service Preference that prioritizes HD pools over SD pools for TelePresence MCU
resources.

1. Goto Conference configuration > Conference templates.

2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the conference template, for example HD
Meeting.

Conference type Select Meeting.

Conference bridge Service Select Prefer HD with SD fallback.

Preference

Number of cascade ports to reserve Enter'1".




Conference templates
Modify conference template

[aime: # HOD Meeting i
Description i
Conference type Mesting - 1

Call Palicy mode Off -

Conference bridge Service Preference # Prefer HD with S0 fallback » 10 Conference hridoe type: Tele
Mumber of cascade ports to reserve * 1 i

Limit number of participants |:| Pzzitmum l— 1 There are 0 sut
Limit the conference durstion (minutes) |:| Maimum l— i

Allovy conternt ez w1

Scheduled conference Mo - 1

4. Click Create conference template.

Create a conference template for an ‘SD Meeting’ hosted on TelePresence MCUs

This template uses a Service Preference that prioritizes SD pools over HD pools for TelePresence MCU
resources.

Repeat the steps under Create a conference template for an ‘HD Meeting’ hosted on TelePresence MCUs
p.35] to create a conference template for an 'SD Meeting' hosted on TelePresence MCUs. Enter the same
values for the fields, apart from:

Name Enter a name for the conference template, for example SD meeting.
Conference bridge Service Select Prefer SD with HD fallback.
Preference

Create a conference template for an ‘HD Meeting’ hosted on TelePresence Servers

The following steps demonstrate how to create an HD meeting template for a TelePresence Server.
Remember when configuring TelePresence Server pools and Service Preference that cascading between
multiple TelePresence Servers is not supported.

1. Goto Conference configuration > Conference templates.

2. Click New.

3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the conference template, for example HD TS meeting.

Conference Select Meeting.
type

Conference Select Prefer HD TS.
bridge

Service

Preference

Participant Choose one of the HD choices from the dropdown box.
quality




Provision Decide whether this conference will support multiple screen systems such as the TX9000,
for single screen systems, or the center camera from a multiscreen system. The defaultis No.

multiscreen ¢ yeq s selected and the expectation is for multiscreen systems to have all three screens

active, then create a pre-configured endpoint to match each multiscreen system in the call.
(To do this go to Conference configuration > Pre-configured endpoints).

Content Select the maximum quality allowed for this conference.
quality

Conference templates
Modify conference template

Hame # HD TS Meeting !

Description !

Conference type Meeting » 1

Call Policy mocle Off -« 1

Conference bridge Service Preference # Prefer HD TS » 1 Conference hridge type: TelePreser
Limit number of participants [ Maximum I— 1 There are O auto-diale:
Limit the conference duration (minutes) |:| Maxitnum I— i

Participant quality HD (720p 30fps video, stereo audia) LARN
Provizion for mutiscreen Yes - 1

Default maximum screens * 1 i

Ciptimize resources Yes w1

Cortert cualty HD (720p 30fps) - |1

Scheduled conference bMo - 1

4. Click Create conference template.

Create a conference template for an ‘SD Meeting’ hosted on TelePresence Servers

Repeat the steps under Create a conference template for an ‘HD Meeting’ hosted on TelePresence Servers
p.36] to create a conference template for an 'SD Meeting' hosted on TelePresence Servers. Enter the same
values for the fields, apart from:

Name Enter a name for the conference template, for example SD TS
meeting.

Conference bridge Service Select Prefer SD TS.

Preference

Participant quality Choose one of the SD choices from the drop-down box.

Step 22: Create conference templates for Lecture-type conferences

Cunfgrence Conference Service anference Confference
alias template Preference hridge pool hridge
! A
1 1
1 1
1 . 1
e e e ___ > Auto-digled |

participant




A Lecture-type conference template defines two role types, Chairperson and Guest, with different privileges
and requires at least one conference alias per role type. The following examples show how to create
conference templates for:

= Lecture-type conferences hosted on TelePresence MCUs

= Lecture-type conferences hosted on TelePresence Servers

Create a conference template for a Lecture-type conference hosted on HD TelePresence MCUs
The following steps set up a'Lecture’ template that uses an TelePresence MCU Service Preference:

1. Goto Conference configuration > Conference templates.
2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the conference template, for example
Lecture.

Conference type Select Lecture.

Number of chairperson participants to Enter '2".

reserve

Call Policy mode Select Off.

Conference bridge Service Preference Select Prefer HD with SD fallback.

Number of cascade ports to reserve Enter'1".

Allow content Select Yes.

Conference templates
Modify conference template

Mame # Lecture i
Description i
Conference type Lecture - 1

Mumber of chairperson paricipants to reserve * 2 i

Call Policy mode Off -~ 1

Conference bridge Service Preference # Prefer HD with SO fallback » 1 Conference bridge type:
Mumber of cascade ports to reserve * 1 i

Limit numbker of participants bdaccimum l— L Thereare 0
Limit the conference duration (minutes) aximum l— i

Allovy content ez w1

Scheduled conference Mo » 1

Click Create conference template.
Click View/Edit for the Lecture template.
Click Edit under the Advanced parameters section.

N o o kA

Enter the following in the relevant fields, leave other fields as their default values:




Field Input

PIN  Check the on box next to the field in the primary column then enter a PIN for the chair to use when
entering the conference.

Note: for TelePresence MCU software versions lower than 4.3 a Guest PIN must be specified if a Chair
PIN is specified.

New participants will see custom layout [ [ false =] O [ false B i

L ™ | 55105 O i

8. Click Save to exit the advance parameters.

Advanced parameters

Paramatar Primary Cascade
pin 55105

_Eit |
9. Click Save on the Conference template page.

Create a conference template for a Lecture-type conference hosted on HD TelePresence Servers

1. Goto Conference configuration > Conference templates.
2. Click New.
3. Enter the following in the relevant fields, leave other fields as their default values:

Name Enter a name for the conference template, for example Lecture - TS.
Conference Select Lecture.

type

Number of Enter '2".

chairperson
participants to
reserve

Call Policy Select Off.
mode

Conference Select Prefer HD TS.
bridge Service
Preference

Number of Enter '1".
cascade ports
toreserve

Chairperson Enter the maximum quality setting to apply to chairpersons using this conference template.
quality

Guest quality Enter the maximum quality setting to apply to guests using this conference template.




Provision for Decide whether this conference will support multiple screen systems such as the TX9000,
multiscreen single screen systems, or the center camera from a multiscreen system. The defaultis No.

If Yes is selected and the expectation is for multiscreen systems to have all three screens
active, then create a pre-configured endpoint to match each multiscreen system in the call.
To do this go to Conference configuration > Pre-configured endpoints.

Optimize Select Yes.
resources

Content quality Select the maximum quality allowed for this conference.

Conference templates

Modify conference template

Mame #* Lecture - TS i

Descrigtion !

Conference type Lecture - 1

Mumber of chairperzon participants to reserve * 2 i

Call Policy mocds Off -« 1

Conference bridge Service Preference # Prefer HD TS ~ 1 Conference bridge type: TelePresen
Lirmit number of participants Maximum l— 1 There are 0 auto-dialec
Lirmit the conference duration (minLtes) Maximum l— i

Chaitperson guality HD (720p 30fps video, stereo audio) - I
Guest quality HD (720p 30fps video, stereo audio) - I
Pravizion for multizcreen Mo - 1

Optimize resources Wes w

Cortent guality HD (720p 30fps) - |1

Scheduled conference Mo - 1

Click Create conference template.

Click View/Edit for the Lecture - TS template.

Click Edit under the Advanced parameters section.

Enter the following in the relevant fields, leave other fields as their default values:

N o o ks

PIN Check the on box next to the Pin field and then enter a PIN for the chair to use when entering the
conference.

Advanced template parameters

Modify advanced template parameters

Template name Lecture - TS
Conference bridge type TelePresence Server
on primary
Guest PIN O i
PIN ™ 55105 i

8. Click Save to exit the advance parameters.




Advanced parameters

Parameter Primary
pin 55105

_Eat |
9. Click Save on the Conference template page.

Note that setting Call Policy mode to On for a template allows control over who is able to create conferences
based on that template, but only operates correctly if used in conjunction with call policy on the Cisco VCS.
For more information, see Cisco VCS Administrator Guide.

Step 23: Create the auto-dialed participants

Confgrence Conference Service Co_nference Confgrence
alias template Preference bridge pool hridge
1 P,
1 1
1 1
1 X 1
b ___ Auto-digled |
participant

An auto-dialed participant is a participant that is automatically dialed from the conferencing resource at the
start of the conference. The auto-dialed participant is associated with templates and is commonly used for
dialing an endpoint, an external audio bridge, or a recording device.

The following examples show how to create an auto-dialed participant for:

= an endpoint to join the 'HD Meeting'
= arecording device to join the 'Lecture' hosted on TelePresence MCUs
= arecording device to join the 'Lecture - TS' hosted on TelePresence Servers

Create an auto-dialed participant for an endpoint

1. Goto Conference configuration > Auto-dialed participants.
2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the auto-dialed participant, for example Invite boss to
meeting.

Conference template Select HD Meeting.

Conference name Enter meet\ .boss\ . (HD|SD).

match

Address Enter boss@<SIP domain>.

Protocol Select a protocol supported by the video network (SIP is recommended).
Role type Select Participant.

Keep conference alive Select Yes.




Auto-dialed participants
Modify participant
hame
Description
Conference template
Conference name match (must use regex)
Participant address
Protocal
Role type
DTMF sequence
Heep conference alive

Slate

4. Click Create participant.

# Invite hoss to meeting [!
i
# HD Meeting « i Conference bridoe type: TelePresence MCL
# meetiboss [HOISD) i
#* boss@vos domain i
SIP - |

Participant v i

ez w1

Enabled « 1

5. Click View/Edit for the 'Invite boss to meeting' auto-dialed participant.

6. Atthe bottom of the page, there is a chart with the templates that are associated with this auto-dialed
participant. Verify this association is correct.

7. Click Save.

meat

Create an auto-dialed participant for a recording device joining a TelePresence MCU hosted

conference

1. Goto Conference configuration > Auto-dialed participants.

2. Click New.

3. Enterthe following in the relevant fields, leave other fields as their default values:

Name

Enter a name for the auto-dialed participant, for example TCS - Recording
device.

Conference template

Select Lecture to use with the 'Lecture’ meeting on TelePresence MCUs.

Conference name

Enter (.*) This will match on all conference names.

match

Address Enter TCSrecording@<SIP domain>.

Protocol Select a protocol supported by the video network (SIP is recommended).
Role type Select Guest.

Keep conference alive

Select No.




Auto-dialed participants
_| Modify participant

Mame # TCS - Recording device i

Description i

Conference template # Lecture « i Conference bridoe type: TelePresence MCL
Conference name match (must use regex) * (1 i

Participant address # TCSrecording@yves domain i

Protocal b=l - 1

Role type Glest - | L

DTMF sequence i
Keep conference alive Mo - I

Slate Enabled « 1

Click Create participant.
Click View/Edit for the 'TCS - Recording device' auto-dialed participant.
Click Edit under the Advanced parameters section.

N o g bk

Enter the following in the relevant fields, leave other fields as their default values:

Appear as arecording Check the on box next to the field and then change the value to True from the
device drop-down list.

Advanced auto-dialed participant parameters

_I Modify advanced auto-dialed parameters !

Participant name TC3 Recording device
Conference bridge type TelePresence MCU
on value
Appear as a recording device E] [ true :-] [!
8. Click Save to exit the advance parameters.
Advanced parameters !
s, ' R R OOOORRRANERDRDDRDRR.

acthsRecorder true

L

9. At the bottom of the page, there is a chart with the templates that are associated with this auto-dialed
participant. Verify this association is correct.

HD Meeting meet

10. Click Save on the Auto-dialed participants page.

Create an auto-dialed participant for a recording device joining a TelePresence Server hosted
conference

1. Goto Conference configuration > Auto-dialed participants.
2. Click New.




3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the auto-dialed participant, for example TCS - Recording
device for TS.

Conference template Select Lecture to use with the Lecture meeting on the TelePresence MCU

Conference name Enter (.*) This will match on all conference names.

match

Address Enter TCSrecording@<SIP domain>

Protocol Select a protocol supported by the video network (SIP is recommended).
Role type Select Guest.

Keep conference Select No.

alive

Maximum quality Enter the maximum quality setting to apply to this auto-dialed participant.

Auto-dialed participants

Modify participant

Mame # TCS - Recording device for TS i
Description i
Conference template # Lecture - TS ~ i Conference bridge type: TelePresence Server
Conference name match (must use rege) # (1 i

Participant address # TCSrecording@ves domain i

Protocal =P v |

Role type Guest v |

DTMF sequence i

Keep conference alive Mo -

Paimuim cuality HD (7200 30fps video, stereo audio) * 1
State Enabled «~ 1

4. Click Create participant.

5. At the bottom of the page, there is a chart with the templates that are associated with this auto-dialed
participant. Verify this association is correct.

HD Meating meat

6. Click Save on the Auto-dialed participants page.

Step 24: Create conference aliases for the Meeting-type conferences

Conference Conference Service Conference Conference
alias template Preference hridge poaol hridge
1 A
1 1
1 1
1 X 1
| e e D ___ > Auto-dialed |

participant




Meeting-type conferences require one or more conference aliases for the role-type of 'Participant'. The
following examples show how to create a conference alias for:

n TelePresence MCU hosted 'HD Meeting' conference template

= TelePresence MCU hosted 'SD Meeting' conference template

n TelePresence Server hosted 'HD Meeting' conference template

n TelePresence Server hosted 'SD Meeting' conference template

Create a conference alias for the TelePresence MCU hosted ‘HD Meeting’ template

1. Goto Conference configuration > Conference aliases.
2. Click New.
3. Enter the following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example HD Meeting.
Incoming Enter (543. |[meet\..*\.HD) @<SIP domain>. This pattern will either match a numerical
alias alias of 543 and any single digit or meet.any characters.HD@vcs.domain.

Conference Enter\1.
name

Priority Enter '25' for example.

Conference Select HD Meeting.
template

Role Name Select Participant.

Conference aliases

Meodify conference alias

MName # | HD Meeting i

Description i

ncoming alias (must use regex) # | (543 |meet.. " HD))@ves.domain i

Conference name &\ i

Priarity P I e

Conference template # | HD Meeting Fy ] i | Conference bridge type: TelePresence MCU
Role type (Pariicipant 2 | i

4. Click Create conference alias.

Create a conference alias for the TelePresence MCU hosted ‘SD Meeting’ template

Repeat the steps under Create a conference alias for the TelePresence MCU hosted ‘HD Meeting’ template
p.45] to create a conference alias for the 'SD Meeting' hosted on TelePresence MCUs. Enter the same
values for the fields, apart from:

Name Enter a name for the alias, for example SD Meeting.

Incoming Enter (543. |meet\..*\.SD)@<SIP domain>. This pattern will either match a numerical alias of
alias 543 and any single digitor meet.any_characters.SD@vcs.domain.




Priority Enter '40' for example.

Conference Select SD Meeting.
template

Create a conference alias for the TelePresence Server hosted ‘HD TS Meeting’ template

The following steps create a conference alias that uses the 'HD TS Meeting' template and hosts the
conference on a TelePresence Server:

1. Goto Conference configuration > Conference aliases.
2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example HD TS Meeting.
Incoming Enter (643. |meetts\..*\.HD)@<SIP domain>. This pattern will either match a numerical
alias alias of 643 and any single digitor meetts.any characters.HD @vcs.domain.

Conference Enter \1.
name

Priority Enter '30' for example.

Conference Select HD TS Meeting.
template

Role type Select Participant.

Conference aliases

Modify conference alias

MName # | HD TS Meeting i

Description i

ncoming alias (must use regex) # | (643.|meetts\.. . HD))@vcs.domain i

Conference name # [ 41 i

Priarity «[a0 | (i

Conference template *[ HD TS Méetiﬁg - ] i | Conference bridge type: TelePresence Server
Role type | Participant i

4. Click Create conference alias.

Create a conference alias for the TelePresence Server hosted ‘SD TS Meeting’ template

Repeat the steps under Create a conference alias for the TelePresence Server hosted ‘HD TS Meeting’
template [p.46] to create a conference alias for the 'SD Meeting' hosted on TelePresence Servers. Enter the
same values for the fields, apart from:

Name Enter a name for the alias, for example SD TS Meeting.

Incoming Enter (852. |meetts\..*\.SD)@<SIP domain>. This pattern will either match a numerical alias
alias of 852 and any single digit or meetts.any_characters.SD@vcs.domain.




Priority Enter '45' for example.

Conference Select SD TS Meeting.
template

Step 25: Create conference aliases for the Lecture-type templates

Confgrence Conference Service Co_nference Confgrence
alias template Preference bridge pool hridge
1 A
1 1
1 1
1 X 1
e e e ___ Auto-dialed |
participant

Lecture-type conferences require one or more conference aliases per role-type. The role types are
'Chairperson’' and 'Guest'. The following examples show how to create a conference alias for:

n TelePresence MCU hosted 'Lecture' template with a role of 'Chairperson’

= TelePresence MCU hosted 'Lecture' template with a role of 'Guest'

= TelePresence Server hosted 'Lecture-TS' template with a role of 'Chairperson’

n TelePresence Server hosted 'Lecture - TS' template with a role of 'Guest'

Create a conference alias for the TelePresence MCU hosted ‘Lecture’ template with a role of
‘Chairperson’

1. Goto Conference configuration > Conference aliases.

2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example Training - Teacher.
Incoming Enter (231. | teach\. . *)@<SIP domain>. This pattern will either match a numerical alias of
alias 231 and any single digitor teach.any characters@vcs.domain.

Conference Enter training.
name

Priority Enter '"10' for example.

Conference Select Lecture.
template

Role type Select Chairperson.




Conference aliases

| Medify conference alias

MName # | Training - Teacher i

Description 1

ncoming alias (must use regex) # | (231 teach\..*j@vcs.domain i

Conference name # | training 1

Priority * (10 i

Conference template #* | Lecture > ] i Conference bridge type: TelePresence MCU
Role type [ Chairperson 5] i

4. Click Create conference alias.

Create a conference alias for the TelePresence MCU hosted ‘Lecture’ template with a role of ‘Guest’

1. Goto Conference configuration > Conference aliases.
2. Click New.
3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example Training - students.
Incoming Enter (388. | student\..)@<SIP domain>. This pattern will either match a numerical alias
alias of 388 and any single digitor student.any characters@vcs.domain.

Conference Enter Training for example.
name

Priority Enter '20' for example.

Conference Select Lecture.
template

Role type Select Guest.

Conference aliases

_| Medify conference alias

Name # | Training - Students [

Description |

ncoming alias (must use regex) # | (388 |student_*@vcs domain i

Conference name % | Training |

Priority * | 20 1

Conference template #* | Lecture - ] i | Conference bridge type: TelePresance MCU
Role type (Guest_ = J (i

4. Click Create conference alias.




Create a conference alias for the TelePresence Server hosted ‘Lecture - TS’ template with a role of
‘Chairperson’

1. Goto Conference configuration > Conference aliases.

2. Click New.

3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example Training - Teacher - TS.
Incoming Enter (232. | teachts\..*)@<SIP domain>. This pattern will either match a numerical alias
alias of 232 and any single digitor teachts.any characters@vcs.domain.

Conference Enter TrainingTs for example.
name

Priority Enter '15' for example.

Conference SelectLecture - TS.
template

Role type Select Chairperson.

Conference aliases

Medify conference alias

M # | Training - Teacher - TS i

Description i

ncoming alias {must use regex) # | (232 [teachts\..” @ vcs.domain i

Conferance name # | TrainingTS i

Priority #* |15 i

Conference template # | Lecture - TS v ] i Conference bridge type: TelePresence Server
Role type [ Chairperson &) i

4. Click Create conference alias.

Create a conference alias for the TelePresence Server hosted ‘Lecture - TS’ template with a role of
‘Guest’

1. Goto Conference configuration > Conference aliases.

2. Click New.

3. Enterthe following in the relevant fields, leave other fields as their default values:

Name Enter a name for the alias, for example Training - students - TS.
Incoming Enter (389. |studentts\..)@<SIP domain>. This pattern will either match a numerical
alias alias of 389 and any single digitor studentts.any_ characters@vcs.domain.

Conference Enter TrainingTs for example.
name

Priority Enter '23' for example.




Conference SelectLecture - TS.
template

Role type Select Guest.

Conference aliases

_| Medify conference alias

Mame # | Training - Students - TS i
Description i
ncoming alias (must use regex) # | (389.|studentts\..”@vcs.domain i
Conference name # | TrainingTS i
Priority * | 23 i

Conference template # | Lecture-TS ¥ } i Conference bridge type: TelePresence Server
Role type [ Guast_ = RE

4. Click Create conference alias.




Testing system configuration

When the configuration described in the previous sections is complete, you should test that the systemis
working correctly.

Creating a meeting

To test that two or more endpoints can join an HD TelePresence MCU conference based on a template with
a type of Meeting, dial 5432@<SIP domain> or meet.test. HD@<SIP domain> from each endpoint. Both
endpoints should be taken to the same conference.

To test that two or more endpoints can join an HD TelePresence Server conference based on a template with
a type of Meeting, dial 6432@<SIP domain> or meetts.test. HD@<SIP domain> from each endpoint. Both
endpoints should be taken to the same conference.

Adding an auto-dialed participant

To test that auto-dialed participants are called when an HD Meeting TelePresence MCU conference is
created, dial 5432@<SIP domain> or meet.boss.HD@<SIP domain> from an endpoint. The auto-dialed
participant boss@<SIP domain> and TCSrecording@<SIP domain> should receive a call from the
TelePresence MCU conference bridge.

To test that auto-dialed participants are called when an HD Meeting TelePresence Server conference is
created, dial 6432@<SIP domain> or meetts.boss.HD@<SIP domain> from an endpoint. The auto-dialed
participant boss@<SIP domain> and TCSrecording@<SIP domain> should receive a call from the
TelePresence Server conference bridge.

Creating a lecture

To test that two or more endpoints can use different aliases to join the same TelePresence MCU conference
based on a template with a type of Lecture, have one endpoint dial 2311@<SIP domain> or
teach.test@vcs.domain to represent the teacher and have the other endpoint dial 3881@<SIP domain> or
student.test@vcs.domain. All endpoints should be taken to the same conference. The endpoints that dialed
3881@vcs.domain or student.test@vcs.domain will see a blank screen until the endpoint that dialed
2311@vcs.domain or teach.test@vcs.domain enters the conference.

To test that two or more endpoints can use different aliases to join the same TelePresence Server
conference based on a template with a type of Lecture, have one endpoint dial 2321@<SIP domain> or
teachts.test@vcs.domain to represent the teacher and have the other endpoint dial 3891@<SIP domain> or
studentts.test@vcs.domain. All endpoints should be taken to the same conference. The endpoints that
dialed 3891@vcs.domain or studentts.test@vcs.domain will see a blank screen until the endpoint that dialed
2321@vcs.domain or teachts.test@vcs.domain enters the conference.

Testing cascading

To check that cascading is working properly it is necessary to occupy all the ports on the first conference
bridge so that the TelePresence Conductor cascades the conference to the second conference bridge. If
there are enough endpoints registered to the Cisco VCS you can test this by adding callers to the conference
until it is cascaded. Alternatively, you can increase the number of chairperson participants to be reserved by




a Lecture-type template to a level that fills the primary conference bridge. This will cause the conference to
be cascaded when guests dial in to a conference that is based on that template.

Note that cascading is only supported on TelePresence MCUs; this capability does not existing on
TelePresence Servers.




Creating a system backup

To create a system backup:

Go to Maintenance > Backup and restore.

Click Create system backup file.

Wait for the file download dialog to appear.

Click Save and save the backup file to an appropriate location.

A0~

For more information see Cisco TelePresence Conductor Administrator Guide (D14826) or the TelePresence
Conductor’s online help.




Troubleshooting

Tracking a call from Cisco VCS to TelePresence Conductor

Event log

To see the events associated with a particular call on both Cisco VCS and TelePresence Conductor look at
the search history on the Cisco VCS (Status > Search history, then click View for a particular call).
Searching for the tag associated with that call in the event log on the TelePresence Conductor yields the
events associated with that call:

» For calls which create conferences this tag is then associated with all future events associated with this
conference (for example, conference destruction and auto-dialed participant requests to the conference
bridge).

= For calls which are joining existing conferences, the tag is associated with their conference join request.

A full explanation of all the terms in the event log can be found in Cisco TelePresence Conductor
Administrator Guide (D14826).

Note that the call tag is specific to a call across multiple Cisco VCSs.
Diagnostic log

Use diagnostic logging (Maintenance > Diagnostics > Diagnostic logging) to see the call signaling in the
Cisco VCS.

Tracking a conference on the TelePresence Conductor

Event log

To see all events associated with a particular conference alias (i.e. across multiple individual conferences)
filter by Conference_alias_UUID in the event log either by copying it to the filter box from the event log or by
clicking on the hyperlink.

Diagnostic log

Use diagnostic logging (Maintenance > Diagnostics > Diagnostic logging) to see the call signaling in the
TelePresence Conductor.

Specific issues

Call does not connect
If a call fails to connect:

1. Onthe Cisco VCS, look at the Search details for the call (go to Status > Search history and click View
on the relevant call).
o Check that the TelePresence Conductor search rule is being applied, under Search details the name
of the search rule pointing at TelePresence Conductor should look like this:
SearchRule (1)
Name: To Conference Policy Service




o If the search rule is not used, goto VCS configuration > Dial plan > Search rules and look under
State and check the pattern is active. Open a separate tab at Maintenance > Tools > Check pattern.
This tool checks pattern matches. Under Pattern type select regex and copy the relevant Pattern
string and Replace string from the Search rules page as well as the destination alias from the Search
history page.

On the Cisco VCS look under Status > Search history to see if the ARQ message under Status lists as
TelePresence Conductor policy service unavailable. This is the default reply provided by the Cisco VCS,
and indicates that the TelePresence Conductor was unavailable.

e Onthe Cisco VCS, check the connectivity with the TelePresence Conductor by going to VCS
configuration > Dial plan > Policy services and click View/Edit for the TelePresence Conductor
policy service. In the Status section at the bottom of the page, it should show the State as Active. If it
shows /nactive, further details are shown in the top section next to the Server 1 address field.

¢ Onthe TelePresence Conductor, check the connectivity with the conference bridges by going to
Conference configuration > Conference bridges > Conference bridge pool. If the Status column
shows any of the conference bridges as Unusable then check the connectivity to the conference
bridges and the authentication used.

If the SETUP message has status of Forbidden, check that:

o The conference bridge pool has sufficient ports free to connect the call with the number of ports
requested by the template.

e The number of ports reserved for cascading is sufficient.

e The number of ports reserved for chairpersons is not too high.

Auto-dialed participant not dialed

If the auto-dialed participant does not get called:

1.

Go to Status > Search history on the Cisco VCS and see which alias the conference bridge called. If no
alias was called go to 2. If the alias is incorrect, rectify the Address field on TelePresence Conductor for
the auto-dialed participant under Conference configuration > Auto-dialed participants on the
TelePresence Conductor.

If no call is made check the Conference name match field for the auto-dialed participant under
Conference configuration > Auto-dialed participants on the TelePresence Conductor. Additionally
check that all conference bridges, which you expect to be registered to the Cisco VCS, are actually
registered, and that they are registering the expected aliases (on the Cisco VCS, go to Status >
Registrations > By alias). This is essential if outbound calls from the conference bridge to auto-dialed
participants are to be routed correctly.

Conference bridges not registering with Cisco VCS

If the conference bridges are not registering with the Cisco VCS using either H.323 or SIP:

1.

Check whether there are any registration restriction policies in place on the Cisco VCS (goto VCS

configuration > Registration > Configuration). If there are:

o Either ensure that the policies are set up in such a way to allow the conference bridges to register,

¢ Orchange the URIs registered by the conference bridges to a format that is compatible with the
registration restriction policy.

Ensure that the conference bridge is configured exactly as described in the section Configuring the
TelePresence MCUs [p.11].

If the conference bridges are not registering using SIP:




1. Review the SIP domain configuration on the Cisco VCS (VCS configuration > Protocols > SIP >
Domains). Ensure the SIP domain of the conference bridge(s) that are trying to register is present. If not,
either:

e Change the SIP domain of the conference bridge(s) to be compatible.
¢ Create a new SIP domain on the Cisco VCS.

2. Ensure that the conference bridge is configured exactly as described in the section Configuring the
TelePresence MCUs [p.11].

If the conference bridges are not registering using H.323:

Ensure that the conference bridge is configured exactly as described in the section Configuring the
TelePresence MCUs [p.11].

Pre-configured endpoint cannot join conference

When you pre-configure single-screen and multiscreen endpoints on the TelePresence Conductor, you
specify the address of each codec used by the endpoint.

In certain scenarios, for example when endpoints are registered to Unified CM clusters, the address of the
endpoint may change depending on where it registers to. If not all addresses that the endpoint can be known
as are listed in the pre-configured endpoints configuration in TelePresence Conductor, the TelePresence
Conductor may not recognize its address and the endpoint will use the template default settings rather than
the known endpoint settings.

An endpoint may change registration location if the registrar is clustered and the peer to which it was
registered dies or is taken out of service. In some cases the codec address will remain the same when it
registers to the new peer, in some cases it will change.

Toresolve this, you must ensure that all possible addresses that could be used by the codec, regardless of
where it registers, are listed.

To check and update the list of addresses for a codec:

On the TelePresence Conductor, go to Conference configuration > Preconfigured endpoints.
From the list of pre-configured endpoints select the endpoint in question.
In the Codecs section at the bottom of the page, click on the first codec.

In the Optional address fields, ensure that all possible addresses from which calls for this codec could be
received are listed.

Click Save.
6. Repeat steps 3-5 for each codec configured for that endpoint.

Ao DN~

Error messages

Error communicating with mcu error="Method not supported” — this may be because a physical
TelePresence Server has been added as a TelePresence MCU bridge.

Unsupported conference bridge software version - this may be because a physical TelePresence MCU
has been added as a TelePresence Server bridge.




Appendix 1: Identifying dedicated content ports
on a Cisco TelePresence MCU

This information is available on the spec sheet for the TelePresence MCU, but it is also available through the
web interface, the steps below describe how to locate and use this information.

1. Gotothe TelePresence MCU in a browser.

2. Loginas administrator.

3. Goto Status > Conferences and look at the line marked Streaming and content ports in use 0 (0)/##,
where ## is the number of dedicated content ports of this TelePresence MCU.

Conference status
Active conferences 0
Active auto attendants 0
Completed conferences 9
Completed auto attendants @
Active conference participants 0
Previous conference participants 58
Active streaming viewers 0 (0) / 24
TCP streaming viewers 0 (0) f 24
ConferenceMe users connected 0 (0) f 12
Video ports in use 0 (11) f 12

Audio-only ports in use 0 (
Streaming and content ports in use 0 (2




Appendix 2: Example call flows

H.323 call flow

The following diagram shows a breakdown of the H.323 call flow:

Endpoint

Cisco VCS Cisco Conductor MCU 1

. e

ARQ
— (meet.example@vcs.domain)
http request
(meet.example@vcs.domain)
~—
()] http response with CPL
8 J (meet.example@vcs.domain)
i ACF
(meet.example@vcs.domain)
_ SETUP Note: Conference Sggup only
— (meet.example@vcs domain) takes place when initiating a
conference, not when joining
ol http request an existing conference
© (meet.example@vcs.domain)
o | Conference Setup
E Conference name: “example”
(a8 http response with CPL
(MCU14321)

— Setup
™ (4321@vcs.domain)
()]
(-D —
(] Normal Call setup proceeds Normal Call setup proceeds
i (meet.example@vcs.domain) (4321@vcs.domain)

Figure 1: H.323 call flow
Phase 1

The endpoint sends an ARQ to the Cisco VCS, which matches the search rule for the TelePresence
Conductor policy service. The Cisco VCS sends an HTTP request to the TelePresence Conductor. The
HTTP response from the TelePresence Conductor contains CPL, which tells the Cisco VCS to act as though
the endpoint has been located and to proceed with call setup with the endpoint by sending an ACF to it.

Phase 2

The Cisco VCS receives the SETUP message from the endpoint, which again matches the TelePresence
Conductor policy service search rule. It sends a second HTTP request to the TelePresence Conductor. If the
conference is new, the TelePresence Conductor sets up a fresh conference on the conference bridge.
TelePresence Conductor sends another piece of CPL to the Cisco VCS telling it to forward the call to
MCU14321.

Phase 3

The Cisco VCS matches the alias MCU14321 to its search rule To MCU 1. The prefix MCU1 is stripped and
the message is sent to the conference bridge neighbor zone. MCU1 picks up the call and normal H.323 call
setup now proceeds.




Note: Phase 2 and 3 occur in the same way when a SIP INVITE is received by TelePresence Conductor
rather than a H.323 SETUP. Phase 1 is H.323 specific.

Cascade creation call flow

The following diagram shows a breakdown of the call flow when a cascade is created. This diagram excludes
the ARQ request/response shown in the previous diagram (Figure 1: H.323 call flow [p.58]) and proceeds
from the point where the endpoint sends the SETUP message:

Endpoint
http request
— (meet.example@vcs.domain
O
(7]
g _" http response with CPL
o (MCU24321@vcs.domain)
Cascade Setup
(MCU24321@vcs.domain)
— Call Setup between
MCU’s
ﬁ (MCU14321@vcs.domain)
©
e SETUP
o < (MCU24321@vcs domain)
Normal Call Setup
P 1 (MCU24321@vcs.domain)
S~ I -~

Figure 2: Cascade creation call flow
Phase 1

The Cisco VCS receives the SETUP message from the endpoint, which matches the TelePresence
Conductor policy service search rule. It sends an HTTP request to the TelePresence Conductor. The
TelePresence Conductor knows that there are not enough available ports on MCU 1 and that a cascade
should be created. The Cisco VCS receives another piece of CPL from the TelePresence Conductor telling it
to forward the call to MCU24321 (the primary conference on MCU 1). The TelePresence Conductor contacts
the conference bridges and instructs them to set up the cascade.

Phase 2

Under instructions from the TelePresence Conductor, MCU 2 sets up an H.323 call to the alias MCU14321.
The call setup travels through the Cisco VCS to MCU 1. Concurrently the SETUP message from the
endpoint is connected to MCU 2 and normal H.323 call setup between the two then takes place.




Appendix 3: Call policy mode

Call policy mode is activated on a per-template basis on the TelePresence Conductor when active. It allows
the Cisco VCS to make call policy decisions about which endpoints are allowed to create a conference.

When a call policy mode enabled TelePresence Conductor receives a call that will generate a new
conference, TelePresence Conductor returns call policy that attaches the call policy prefix to the dialed alias.
This allows policy on the Cisco VCS to act on calls with the call policy prefix. By allowing or denying these
calls to be routed back to the TelePresence Conductor the Cisco VCS can control which users are allowed to
create conferences.

The TelePresence Conductor's behavior with call policy enabled on one or more templates is detailed below:

The VCS makes a palicy
request to the Conductor.

Generate a conference on

Does the incoming alias have the call Ves | the appeoriate conferance

policy prefiv attached?

bridge
Yes
Retum CPL (o route the call Does the incoming alias map onto a
to the appropriate =0 >
conference Bridge. template with call policy enabled'r‘. e
Yes
v
If Fulfilled would the conference Return CPL to route the call
request require generating a new LS to the approgpriate
conference? conference Bridge

fes

4

Return CPL appending the
"Call policy prefix™ to the
alias the conductor
receied




There are three main ways a Cisco VCS can filter these calls. The first two, search rules and call policy
rules, are detailed below.

The third method is by writing an external policy server. For help in doing so, see External Policy on Cisco
VCS Deployment Guide (D14854). External policy servers used in conjunction with the Cisco VCS offer
powerful and fine-grained methods for controlling call routing.

Configuring call policy on the TelePresence Conductor

Step 1: Configure call policy for an existing template
Inall cases it is first necessary to (on the TelePresence Conductor):

Go to Conference Configuration >Conference templates.

Click on the conference templates for which you want to enable call policy mode.
On the drop down menu for Call Policy mode select On.

Click Save.

A w0 DN~

Step 2: Configure the call policy prefix

The call policy prefix is configurable under Conference Configuration > Call Policy The default is
“create.”, which is what is used in the examples that follow. To change the call policy prefix:

1. Goto Conference Configuration >Call policy prefix.

2. Inthe Call policy prefix field enter the desired call policy prefix.

3. Click Save.

Using search rules to limit the ability to create conferences
to authenticated users

Limiting the ability to create conferences to authenticated users requires two search rules on the Cisco VCS
pointing at the TelePresence Conductor policy service. The first has already been created in Add the
TelePresence Conductor as a policy service [p.19] within Configuring the Cisco VCS. The second matches
requests with the call policy prefix attached. To configure this (on the Cisco VCS):

1. GotoVCS configuration > Dial plan > Search rules.
2. Click Create new search rule.

3. Add (create\.) ? tothe start of the Pattern string. (The question mark and parentheses make the
create)\ . part of the match optional.)

4. GotoVCS configuration > Dial Plans > Search Rules.
5. Click New.
6. Enterthe following in the relevant fields, leave other fields as their default values:

Rule name Enter Authenticated users to Conductor Policy Service for example.

Description Enter This search rule only matches authenticated users dialing
aliases with the call policy prefix attached for example.




Priority Enter '"120' for example.

Source Select Any.

Request must be Select Yes.
authenticated

Mode Select Alias pattern match.
Pattern type Select Regex.
Pattern string Enter create\. (meet|teach|student)\..*@<SIP domain>.

Pattern behavior Select Leave.

On successful Select Stop.

match

Target Select Conductor Policy Service.
State Select Enabled.

Create search rule

Configuration

Rule name » Authenticated users to Conductor Policy Service L
Description This search rule only matches authenticated users 1
Priority » 120 |

Source Any - |1

Request must be authenticated Yes - 1

Mode Alias pattern match

Pattern type Regex ~ 1

Pattern string v create\ (meetteach|student)\. “@vcs\.domain L
Pattern behavior Leave - 1

On successful match Stop - |1

Target » Conductor Policy Service ~ 1

State Enabled = 1

Create search rule ‘ Cancel ‘

7. Click Create search rule.




Using call policy rules on the Cisco VCS to limit the ability to
create conferences to a range of aliases

When using a call policy mode the Cisco VCS needs to send both the first request for a conference to the
TelePresence Conductor and also the second request with the call policy prefix attached. The call policy
prefix in use is the 'create.' call policy prefix. To achieve this:

1.
2.

Go to VCS configuration > Dial plan > Search rules.

Click on the search rule named To Conductor Policy Service createdin Configure a search rule
with the TelePresence Conductor policy service as the target [p.23] within Configuring the Cisco VCS.

Configuration

Rule name
Description

Priority

Source

Request must be authenticated
Mode

Pattern type

Pattern string
Pattern behavior

On successful match
Target

State

Save | Delete | Cancel |

4. Click Save.

Add (create\.) ? to the start of the Pattern string. (The question mark and parentheses make the
create)\ . part of the match optional).

Edit search rule

#+ To Conductor Policy Service 1

Alias pattern match ~ |

Regex -~ 1

# (create\.)?(meet|teach|guest)\..*@vcs.domain L

leave - |

Stop - i

» Conductor Policy Service ~ |

Enabled -~ |

Note: It is not possible to use call policy rules in conjunction with local CPL. Call policy rules are a way of
generating local CPL without having to write scripts. If using an uploaded local CPL script is imperative but
source alias call filtering is necessary then either extend the existing CPL script or consider using an external
policy server.

The following set of instructions will guide you through the configuration necessary to allow only users
registered with the domain ves . domain to create conferences:

1.

Loginto the Cisco VCS.

2. GotoVCS configuration > Call Policy > Configuration.




11.

® N o ok

If it is not already selected, select Local CPL for Call Policy mode.

Click Save.

If the button is present, click Delete uploaded file.

Go to VCS configuration > Call Policy > Rules.

Click New.

Enter the following in the relevant fields, leave other fields as their default values:

Source pattern Enter .*@<SIP domain>
Destination pattern Enter create\.(meet|teach|guest)\..* @<SIP domain>
Action Select Allow
Add Call Policy rule
Add Call Policy rule
Source pattern @ves.domain [
Destination pattern « teach|guest). *@vcs.domain |
Action Allow = |
Tips
Tips Setting the source pattern to an empty string will match an unauthenticated user

To match all addresses, use the pattern ' * (without the quotes)

Add | Delete ‘ Cancel ‘

Click Add.

Note: Call policy rules implicitly allow calls. The next steps are necessary to create rule to deny calls
which do not match the . *@<SIP domain> pattern.

Click New.
Enter the following in the relevant fields, leave other fields as their default values:

Source pattern Enter . *x@.*

Destination pattern Enter create\. (meet|teach|guest)\..*@<SIP domain>

Action Select Reject




Appendix 3: Call policy mode

Add Call Policy rule
J Add Call Policy rule

|
Source pattern @ t
Destination pattern + leach|guest)\. *@vcs.domain |
Action Reject ~ |
| Ties |
Tips: Setting the source pattern to an emg
To match all addresses, use the pati

Add | Delete | Cancel |

12. Click Add.
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