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ipv6 nd inspection attach-policy (VLAN Mode) . . ... et 679
iPV6 Nd INSPECION ArOP-UNSECUIE . . . oo\ttt ettt e e e ettt 680
PV Nd INSPECLION POLICY . .. oot 681
ipv6 nd inspection sec-level MiNimumM . ... ... . e 683
ipv6 nd inspection validate SOUICE-MAC . .. ...\ vttt ettt 684
IPVB NA raguard . ... ... e e 685
ipv6 nd raguard attach-policy (portmode) ........ ... i e 686
ipv6 nd raguard attach-policy (VLAN MOde) . ... ...t e 688
ipv6 nd raguard hop-limit . ... ... 689
ipv6 nd raguard managed-config-flag . ... ... .. 691
ipv6 nd raguard other-config-flag . ...... ... .. 692
ipve nd raguard POliCY . ... 693
ipv6 nd raguard router-preference . .. ... 695
ipv6 neighbor binding . ... ... 697
ipv6 neighbor binding address-config . . ... ... . 698
ipv6 neighbor binding address-prefix . ....... . e 700
ipv6 neighbor binding address-prefix-validation .............. ... ... ... ... .. . . ... 702
ipv6 neighbor binding attach-policy (portmode) ........... .. .. . 703
ipv6 neighbor binding attach-policy (VLANmMode) . ...t 705
ipv6 neighbor binding lifetime . ... ... 706
ipv6 neighbor binding 10gging . ... ... 707
ipv6 neighbor binding max-entries . . ... 708
ipv6 neighbor binding policy ... ... 709
ipv6 neighbor binding Static . ... 711
IPVB SOUICE QUKD . . oottt et e e e e e e e e e e 712
ipv6 source guard attach-policy (port mode) . ........... 713
ipv6 source guard POLICY . . .. .ot 715
10gging biNding . . ... ot 716
10gging Packet drop . .. .o o 717
managed-config-flag . ... ... e 718
MAtCh ra addresS . . ... 719
MatCh ra PrefiXeS . . oo 721
MALCN T Y . .o 722
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31

32

33

34

MALCh SEIVEr addresS . .. .ot e 723

MAX-BNEIIES . . . oottt et e e e 725
other-config-flag . .. ... .o o 726
8153 (=] (=] = P 727
FOUL - PrE O BN CE . . o e 729
SeC-level MINIMUM Lo 730
Show ipvB dnCp guard . .. ..o 731
show ipv6 dhep guard pOliCY ... ..ot e 732
Show ipv6 firSt hOp SECUNILY . . .. .o e 734
show ipv6 first hop security active policies . ........... 735
show ipv6 first hop security attached policies ......... ... ... i, 737
show ipv6 first hop security COUNLErS . ... ..o e 738
show ipv6 first hop security error COUNLErS . ... .. ..ot e e 740
show ipv6 first hop security policy . . ... ... e 740
Show ipv6 Nd INSPECLION . . ..o e 742
show ipv6 Nd INSPECioN POLICY . . . . ..ot 743
ShOW IPVE NA ragUard . ... ..o e 744
show ipv6 nd raguard POLICY . ... ...t 745
show ipv6 neighbor binding . ....... ... i 747
show ipv6 neighbor binding policy . ... ... e 748
show ipv6 neighbor binding prefix table ........ ... . ... .. . . . 750
show ipv6 neighbor binding table . .. ... ... . . 751
ShOW IPVB SOUCE QUAIT . . . o oot et e e e e e e e e e e e e e 753
show ipv6 source guard POliCY . ... ...t 754
trusted-port (IPV6 SOUrce GUArd) .. ... ...ttt e e 755
Validate SOUICE-MAC . . . .. oottt et e e e 756
IPV6 IPM ROULEr COMMEANGS .....eeiiiiiie ittt 758
IPVB MUILICASE-TOULING . . . . oo e e e e e 758
ipv6 multicast hop-threshold . . .. ... ... 759
SNOW IPVE MIOULE . . oo e e e e e e e e e e e 760
ShOW IPVB MUILICASt . .. o 762
IPVG PrefixX LiSt COMMANGS .....cc.ceiiieiieiie ettt snee s 765
clear ipvl prefix-list ... ... 765
IPVB PrefixX-liSt . . . 766
Show IpVB prefixX-list . ... . e 770
ISCSI QOS COMMANGS .....uviiiiiiiie ettt ettt e e e et e e e e et e e e s bt e e e s sabeeeeeeabeeeenns 773
1SCSI BNAblE . . 773
1SCST FlOW . .o 774
ISCST G0S « « v v ettt e e e 775
SO IS CST v v ettt 777
IPVE TuNNEl COMMANGS ......cuviiiiieiie et e e 779
interface tUNNEl ... o 779
tunnel destination .. ... ... 780
tunnel isatap solicitation-interval . ............ .. .. . . . e 781
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tunnel isatap FODUSINESS . . ..ot 782

tuNNel iSatap FOULEr . ... e 782
tuNNEl MOde IPVBIP . . ..o e 784
TUNNEL SOUNCE . . .ottt e e e e e 787
SNOW TPV tUNNEL . . . 788
1T I 1 T O] ] 1 - Vg o SRR 792
U 0] 0 0o 792
BXEC-TIMEOUL . oot e 793
e 793
SPBE . o e 794
SNOW [INE . o e 795
36  Link Aggregation Control Protocol (LACP) Commands ........ccccccevveeveniiiviieenensinenns 797
laCP POrt-PriOrItY . o 797
1aCP SYStEM-PriONitY . . . oo 798
aCP tIMEOUL . . .o 798
SNOW LGP . o ot 799
show lacp port-channel ... ... .. . 801
37  Link Layer Discovery Protocol (LLDP) Commands..........cccovvueeiieiiinien e sie e 803
clear lldp table ... ... e 803
AP Chassis-I0 . ... 803
lldp hold-multiplier . . ... 804
A AU e 805
lldp management-address . ... ...t 807
D Med . o e 808
Ildp med notifications topology-change . ............. i 809
lldp med fast-start repeat-Count . . . . ... ..ot 810
Hldp Med 10CatION . . . ..o 810
lldp med network-policy (global) .. ... 811
lldp med network-policy (Interface) . ....... ..o 813
I1dp med network-policy VOICE aULO . .. .. .t 814
Hdp NOtIFICAtIONS . ... . 815
lldp notifications interval ... ...... .. .. 816
lldp optional-thv . . ... 817
lldp optional-tlv 802.1 . . ... 818
D UN 819
HOp TECRIVE ..o 819
D rEINIt o 820
D tIMET 821
P EranSmMIL . . 822
Hdp IX-0elay . .. 823
show Ildp configuration . ...... ... 824
show lldp local ... o 826
show Ildp local tivs-overloading .. ...t e 829
show lldp med configuration . . ... . 830
show Ildp Neighbors . ... o e 831
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38

39

40

41

42

43

ShOW Hldp StatiStiCS ... .o 837

Loopback Detection COmMMEANGS .......coviiiiiiiiiiiie e 841
loopback-detection enable (Global) ........ ... .. i 841
loopback-detection enable (Interface) . . ... 842
loopback-detection interval . . ... ... 842
show loophack-0detection . . ... ... 843
MACTO COMMANTS ....vveeiieeiiieciie sttt e e st e et e e rae e taeaneeenteessaeesensnenaneeas 845
MEACTO NAMIE . o .ttt ettt e e e e e et e e e e e e e e e e 845
1T T6] 848
MACI0 ESCIIPtION . ..o 851
MacCro global .. ... . 852
macro global description . . . ... .. ... 854
SNOW PASEI MACIO . . o v ettt ettt e e e e e e e e e e e e e e e e e e e 855
Management ACL COMMANTS........c.coieiieiireiie e e aeesraeesreesneeaneees 858
deny (Management) .. ... ...t e 858
permit (Management) ... ...t 859
management acCess-list . . ... ... 860
MaNAgEMENTt ACCESS-ClaSs . . ..\ v ittt e et e 862
show management acCess-liSt .. ... ... i 863
Show management aCCeSS-ClasS . . . ..ot e 863
IMLD COMMANGS....cutiiitiiiiie ettt e et sse et e b e snbeesreeaneeas 865
clear ipvb mId COUNEYS . . . .o e e e e 865
ipv6 mid last-member-qUery-Count . . . ... ... 866
ipv6 mld last-member-query-interval .. ... . . . 867
ipve mid query-interval . . ... ... o 867
ipv6 mld qUery-max-reSpoNSe-time . ... ..ottt 868
IPVE MId FODUSINESS . oot 870
IPVB MU VEISION . . o e 870
ShOW IPVE MIA COUNTES . . o oot e e e e e e e e 871
ShOW IPVE MIA GrOUPS . . .. oo e e e e e e e 872
Show ipv6 MId groups SUMMATY . . . ..ottt e et e e e e e e e e e e 874
show ipve mid interface .. ........ . i e 875
MLD ProxXy COMMANGS .......ccoiuiiiiiieiiie et e e e eennes 877
IPVE MIO-PrOXY ..o e e 877
ipv6 mld-proxy downstream protected . .......... ... 878
ipv6 mld-proxy downstream protected interface .......... ... . ... . i 879
VB MIA-PrOXY SO L .ot e 880
show ipv6 mld-proxy interface ... ... . 881
MLD Snooping COMMANTS .......c.eeiieiiieiieiie e re et e e sraeebaesneeaneeas 884
ipv6 mld snooping (Global) .. ... . 884
ipv6 MId snoOpINg VIaN . . . ... o 884
IPVE MId SNOOPING QUEIIEE ... oot e e e 885
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ipve mld snooping VIan qUerier . ... ... e 886

ipv6 mld snooping vlan querier election ... ... .. 887
ipv6 mld snooping vlan querier VErSion ... ... ...t e 888
ipv6 mld snooping VIan Mrouter ... ... .. o e 889
ipv6 mld snooping vlan mrouterinterface .......... ... . . 890
ipv6 mld snooping vlan forbidden mrouter . ......... ... 891
ipve mld snooping vIan statiC . ........... i 892
ipv6 mld snooping vlan immediate-leave .. ... ... .. . 893
show ipv6 mMId SNOOPING GrOUPS . . . . oottt ettt e e e e e e e 893
show ipv6 mld snooping interface .. ........ .. 895
show ipv6 mId SNOOPING MIOULEr . . .. oottt e e e 896
44  Network Management Protocol (SNMP) Commands..........cccccveviveviieiieiiiesneesie e 898
SNMP-SEIVEr COMMUNILY . . . ettt e e e e e e ettt 898
SNMP-SErVer COMMUNITY-GFOUD . . .o vttt e e e ettt e e e et et 900
SNMP-SEIVET SBIVET . o\ttt ettt et e et e e e e e 901
SNMP-SErVer SOUrCe-INterface . ... ... .o e 902
snmp-server source-interface-ipvb . .. ... .. e 903
SNMP-SEIVEN VIEW . . o oottt et e e e e e e e e e e e e e e e e 904
SNMIP-SEIVEE GrOUD &« v v v v ettt e e et e e e e e e e e e e e e e e 906
SNOW SNIMP VIBWS . . oottt e e e e e e e e e e e e e e e 907
SNOW SIIMP GFOUPS &« o v ot et et e e e e e e e e e e e e e e e 908
SNMIP-SBIVEE USEI . . ottt ettt e et e e e e e e e e e e e e e e e e e 909
SNOW SNMP USEIS . o v ot ettt et e e e e e e e e e e e e e e e 912
SNMP-SEIVEr FIIlEr . 914
Show SNMP filterS .. o 915
SNMIP-SEIVEE NSt .. o 916
snmp-server enginelD local .......... .. . 918
snmp-server enginelD remote .. ... .. e 919
Show SNMP eNGINEID . . . o e 920
SNMP-Server enable traps . . ... oo 921
snmp-server trap authentication . .......... .. 922
SNMP-SEIVEN CONMEACT . . .t ottt et e e e e e e 922
SNMP-SEIVEr I0CatION . ..o o 923
] ] T T=T Y= =] 924
snmp trap lINK-StatuS . . ... oo 925
SO SN oot 925
45  PHY DiagnostiCsS COMMANTS.........cciuieiiieiieeiee it eieesie e ie et e e sreesrae e e e neennes 928
test cable-diagnostiCs tdr . . ... oo 928
show cable-diagnostics tdr . ... ... .. i 929
show cable-diagnostics cable-length . . ... ... . 930
show fiber-ports optical-transceiver . ......... .. e 931
46  Power over Ethernet (POE) COMMANGS ......c.eeiiiiieiiiie e 933
POWET INIINE . .. 933
power inline inrush testdisable . . ... ... .. 934
power inline legacy supportdisable ... ... ... . 935
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47

48

power inling POWEred-deVICE ... .. .t 935

poOWer INliNE Priority . ... ... 936
power inline usage-threshold .. ...... ... .. 937
power inline traps enable .. ... ... 938
power inline limit ... . e 938
power inline IMit-Mode . ... ... i e 939
power inline four-pair forced . .......... . . e 940
SNOW POWEE INTING . . . o e e e 941
ShOW POWET INTINE SAVINGS . . . . ottt et et e e e e e e e e 946
clear pOWer iNliNe COUNTEIS . . ..ot e e e e e 947
clear power inline monitor conSUMPLioN ... ... i 948
show power inline Monitor CONSUMPLION . ... ...t e 949
Port Channel ComMMANGS..........oiuiiiie i 952
ChannEl-groUp . ..o 952
port-channel load-balance .. ........ ... . . i e 953
show interfaces port-channel .. ... ... e 954
Quality of Service (Q0S) COMMANTS.......cccuiiiieiieeiie e 955
0T 955
gos advanced-mode trUSE . . . . . ..o e 956
SNOW (08 . o o ettt et 957
ClaSS M . . ot 958
SNOW ClaSS-MaD . . o\ttt 959
MAECN . oo 960
POl Y- . 961
ClaSS .« ot e 962
SNOW POLICY-IMAP . . . oot 963
TUSE 964
= 966
2T =T 967
T o 968
POLICE o 970
SBIVICE-POIICY o 972
00S a00regate-POlICEr . .. 973
ShOW OS aggregate-PoliCer . . ... ot 976
POIICE AQQIEgatE . ..ttt e 977
WIT-QUEUE COS-IMEP -« v ottt ettt et e e et e e e e e e e e e e e e e e e et 978
wrr-queue bandwidth . ... ... 979
priority-queue out NUM-Of-QUEUES . . .. .. .t e e 980
traffiC-ShaPE . oo 981
traffic-shape qUEUE ... ... o 982
QOS WIT-QUEUE WIEH . . o\ttt et e e e e e e e e 983
SNOW QOS WIT-QUEUE WA . .. oot e e e 984
ShOW QOS INtEIACE . . . . ..o 985
oS Map POlICEA-USCP . .. oot e 989
0OS MAP ASCP-QUEUE . . o et ettt et e e e e e e e e e e e e e e 990
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49

50

o1

gostrust (Global) . ... . o e 991

QOStrUSt (INterface) . . ... oo e 992
GOS COS -« o v et ettt e e e e e e e e e e e e e 993
gOS ASCP-MULALION . . . o o e 994
gOS MaP ASCP-MULALION . . ..ottt e e e 995
SNOW OS AP . vttt et e e e 996
Clear gOS StatiStiCS . . ..ottt e 998
gOS StAtiStiCS POIICEr . . . o e 999
gos statistics aggregate-poliCer . .. ... ... e 999
0O0S SEALISEICS QUEUBS . . . . ottt e et e e e e 1000
ShOW (OS SEALISTICS . . . o vttt 1001
RADIUS COMMANGS.......ciiitiiiiiee ettt ettt et e s stre e s bae e sraeesbaeesnneee e 1004
FAdiUS-SEIVEr NOSt . . . o 1004
FAdIUS-SEIVEr KBY . . o\t e 1006
radius-Server retranSMit . . . ... o e 1007
radius-server host source-interface . ... ......... o 1008
radius-server host source-interface-ipve . .. ... ... 1009
FadiuS-SEIVEr tIMEBOUL . . . . ot e e e e 1010
radius-server deadtime . ... ... it e 1010
SNOW FAIUS-SBIVETS . o v\ ottt ettt ettt et e e e e e 1011
SNOW FadiUS-SEIVEIS KBY . . . e e 1012
Radius Server COMMEANGS .......veiiiiieiiee et sae e e bee e snee e 1013
alloWed-tIme-TaNnge .. ... o e 1013
clear radius SErver aCCOUNTING . . . . ..ottt e e e e e e e 1014
clear radius Server refected USErS . .. ...ttt e 1014
clear radius Server StatistiCs . ... ... oo e 1015
privilege-level . .. .. 1016
radius Server aCCOUNtING-POI . ...ttt e e 1017
radius server authentication-port . . ... ... i e 1018
radius server enable . . ... 1019
FAAIUS SEIVEN GFOUD o v ottt ettt e e e e e e e e e e e e e e 1019
FadiUs SEIVEN NAS SBCIEL . . . o\ttt ettt e e e e e e 1020
radius Server traps aCCOUNTING . . ..ottt et e et e e e e e e 1022
radius server traps authentication failure ......... ... .. ... .. . . . 1023
radius server traps authentication SUCCESS . . .. .. vttt e et et 1024
FAAIUS SEIVEE USEI . o o ittt et e e e e e e e e e e e e e e e e e 1025
Show radius SErver aCCOUNTING . .. oo vttt et et e e e e e e 1026
show radius server configuration .. ........... .o 1028
ShOW FadiUS SEIVEN GrOUD . oottt e e e et e e e e e e e e e e e e 1029
ShOW radius SErver reJeCtEd USEIS . .. ..\ v vttt et e ettt et et 1030
ShOW radiUs SEIVEr NAS SECIEL . . . ottt ettt e et e et e e e 1032
show radius Server StatiStiCs . ... ... ...t e 1034
SNOW FAAIUS SEIVEE USEE . . o o it ettt e e e e e e e e e e e e e e et e e e e et 1036
VN L 1037
Rate Limit and Storm Control Commands..........c.ccccoveiiiieiiei i, 1039
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clear storm-control COUNTEIS . . ... oottt e e e e e 1039

rate-limit (Ethernet) . . .. ... 1040
rate-limit VIan .o e 1041
StOrM-CONTIOl . . o o e 1043
show rate-limit interface . ........ .. 1045
show rate-limIt VIan ... o 1045
show storm-control interface .. ...... ... .. e 1046
52  Remote Network Monitoring (RMON) Commands .........cccccovvveiiieeiiie v 1049
FMON Al 1049
show rmon alarm-table . ... . e e 1051
SHOW IMON alarm . . e e e 1052
TN BV BN . ottt e 1053
SNOW FMON BVENES . . ottt et e e e e e e e e e e e e e 1055
SNOW IMON J0g . . oo e 1056
FMON tADIE-SIZE . . o 1057
ShOW ImON StatistiCS ... ... e e 1058
rmon ColleCtion StatS ... ... e 1060
show rmon collection Stats ... ... ... ..o i e 1061
ShOW IMON NISTONY . . o oo e e e 1062
53 RIP COMMANGS ....oveiiiiiieitie ettt e ettt e e s ate e s b e e s be e e snae e sba e e snbeeenaeeeseeesnees 1065
Clear FP StAtIStICS . . . ottt 1065
default-information originate . ............ ..t e 1065
default-MmetriC . . ... .. 1066
ip rip authentication key-chain . ......... .. 1067
ip rip authentication MOde . . . . .. ..o 1068
ip rip authentication-Key . ... ... .. oo 1069
ip rip default-information originate . . ... . 1070
ipripdistribute-listin .. ... 1071
ipripdistribute-list QUL . . ... ... 1072
P FIP OFf el . 1073
ip rip passive-INterface ... ... ... 1074
P FIP SNUIdOWN L 1075
WO K L ot 1076
passive-interface (RIP) .. ... .o i 1077
redistribute (RIP) . . ..o e 1078
(00 =3 g o 1081
ShOW ip Fip database . . ... .o 1082
SNOW I FIP PBIS . ettt e e e e e 1086
ShOW P FIP SEALISTICS . . ..ot 1087
SULAOWN L 1088
54 Router Resources COMMANDS .......ooiiueiiiiiieiiie it sae e rae e naeeenees 1089
SYSTEIM TOULET TESOUICES & & v v v vt vttt ettt e e e et et e e e e e e e 1089
SNOW SYSEEM FOULEE FESOUICES . . . v\ vt et et ettt e e e et ettt ettt 1093
55 Route Map COMMANGS........uviiiieeiiie et e et e e ae e e srre e eeenaee s 1095
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match ip address (Policy Routing) . ... i e 1095

match ipv6 address (Policy Routing) . ........ ... 1096
route-map (Policy ROULING) .. ... o e 1097
SEL I NEXE-NOD . oo 1100
SELIPVE NEXE-N0P . . o e 1101
SO FOULE-MIAD .« . v ottt et e e e e 1102
56  RSA and Certificate COMMANGS ........ccoiuviiiiiiiiiiie e 1105
Crypto KEY gENerate dSa . . ..o v vttt e 1106
CrYPLO KBY QeNerate 1Sa . . o\ttt e e e e 1107
CIYPLO KBY IM PO T . e 1108
SNOW CrYPLO KBY . .t e 1110
Crypto certificate gQenerate . .. ... it 1111
Crypto certificate reqUESt . . ... o 1113
crypto certificate IMpPoOrt . ... .. o e 1115
show crypto certificate . ...... ... e 1121
57  SMartport COMMEANUS........oeeiiieiiie et e e e e e e e snre e e re e e s reeeenes 1123
macro auto (Global) . ... . 1123
macro auto built-in parameters . . ... ... 1124
MACKO AULO PEISISTENt . . . e e e 1126
MACI0 aULO ProCESSING CAP . . oottt ettt e et e e e e e e e e e 1127
macro auto processing lldp ... ... 1127
MACKO AULO PrOCESSING By o vttt et e et e e e e e e e et 1128
MACKO AULO FBSUIME . . o ettt e et et e e e e e e e e e e et e e et 1129
macro auto smartport (Interface) . .. .. ... 1130
MACI0 aUt0 SMANPOIT LY PE . . . . oo e e e e e e 1131
macro auto trunk refresh .. ... . 1133
MaCro auto USer SMartport MACIO .. ... ...ttt e e ae s 1134
SNOW MACKO QU0 POIES . .\ ottt et e et e e e e e e e e e e 1135
SNOW MACIO AULO PrOCESSING .« . v vt vttt ettt e e e e e e e et e ettt 1138
ShOW MACI0 aULO SMAM-MACKOS . . . . . ottt et et e e e e e ettt e et 1139
SMArtport StOrmM-CONtrol . . . ... 1141
58  SFIOW COMMANGS......oeiiiiie ittt e et e e e sareeaneeeas 1143
SElOW FBCRIVEr . .o e 1143
sflow flow-sampling . .. ... 1144
sflow counters-sampling .. ...t 1145
clear SFIOW StatiStICS . .. ... o e 1145
show sflow configuration . ......... ... . e 1146
Show STIOW SEAtISTICS . . . . ..o 1147
sflow receiver source-interface . ......... i 1148
sflow receiver source-interface-ipve . . .. ... ..o 1149
59  Spanning-Tree COMMEANGS........cccviiiiii ettt s e e srre e e e sabe e e bre e s beeesnes 1151
SPANNING-TE L oot 1151
SPANNING-TrEE MOUE . . ..ottt e e e e e e 1152
spanning-tree forward-time . . ... ... 1153
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60

61

spanning-tree hello-time .. ... .. e 1154

SPANNING-TrEE MAX-A0E . .« . o e ettt ettt e e e et e e e e 1154
SPAaNNING-tree PrioritY . . ... e 1155
spanning-tree disable . . ... ... 1156
SPANNING-TIEE COSt . . ot ittt ettt e e e e 1157
SPANNING-tree POIt-PriOritY .. ottt e 1158
Spanning-tree POrtfast .. ... .. e 1159
Spanning-tree lNK-tYPe . . ..o e 1160
spanning-tree pathcost method . . ... ... e 1161
spanning-tree bpdu (Global) .. ... 1162
spanning-tree bpdu (Interface) . ........ .. i 1163
SPaNNING-tree guUArd rOOL . . .. .. e e e 1164
spanning-tree bpduguard . . ... ... o 1165
clear spanning-tree detected-protocols . ...... ... 1165
Spanning-tree MSt PriOFILY . . ... o e e 1166
spanning-tree MSt Max-NoPS . . . . .ot 1167
spanning-tree MSt POrt-priority .. ... ... ...t 1168
SPANNING-TrEE MSE COSE . . . . ottt et e e e e e e e 1169
spanning-tree mst configuration . ........... . . e 1170
INSTANCE (MST) ..o e e e 1171
NAME (M) .o e e 1172
FEVISION (MG ) .ottt e 1172
SNOW (M) .ottt 1173
X (M) ettt e 1174
ADOIE (M) . oo e 1175
SNOW SPANNING-TrE . . . ottt e 1175
show spanning-tree bpdu . ... .. e 1187
spanning-tree loopback-guard . .. ... ... 1188
SPAN and RSPAN COMMANGS........coiuiiiieiieiiie e eie e ste et see e snae e e 1190
MONItor SesSion destination . ... ... ... 1190
MONITON SESSION SOUICE . . . oo ettt et ettt e e e e e e e e et e 1193
(=] 0] (T 0 o 1196
SNOW MONITOT SESSION . . .\ ottt e et e e e e e e e 1198
SNOW VIaN reMOtE-SPAN . . . .ottt e e e e 1201
SSH ClENt COMMANTS......ccuiiiiiiiieitie et e et e e srbeenteeaneees 1203
ip ssh-client authentication . .......... ... i 1203
ip ssh-client change Server password ... ....... ..ot 1204
1P SSN-CHENt KBY . oo 1205
ip sSh-Client passWord . ... ... 1208
ip ssh-client server authentication . ........... .. . i 1209
ip ssh-client server fingerprint . ... ... . e 1210
ip ssh-client source-interface . .......... i 1211
ipv6 ssh-client source-interface ... ... ... . i 1212
P SSh-CHENL USEINAME . . o o e 1213
ShOW Ip SSN-CHENE . . o 1214

22

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



ShOW 1P SSh-ClIENt SEIVEr . . .o e 1217

62  SSD COMMANGS ...eeiiiiieiiiie ittt e e et e e s e st e e snba e e nbaeeanneeeanree s 1220
SSA CONFIg . oo e e 1220
PSSP . o . ottt e 1220
SSA FUIE .o 1222
SNOW SO D . 1224
SSA SBSSION TEAU . . . . ittt ettt 1226
SNOW SSA SESSION . .\ o ettt et e e 1227
ssd file passphrase CONrol . ... ... . ot e e e e e 1228
ssd file integrity CONtrol ... ... o 1229

63  StACK COMMANGS.......eiieiiie it e et e ete e e sta e e e sneeeanree s 1231
Set StACK UNIt-tYPe . .ot 1231
StACK UNIE . o 1232
stack configuIation . .. ... o 1233
show stack configuration . ........ ... .. i e 1235
SNOW SEACK . . . oot 1236
ShOW StaCK lINKS . .. e 1237

64  SYSLOG COMMANGS ......vviiitiieiiie ettt e e e st e e srae e steeeaneee s 1239
288 10Q0INg ... o e e e 1239
Clear I0gging . .. .o 1240
clear logging file . .. ... o 1240
file-SyStem [0gging . .. ..ot 1241
logging buffered . ... .. 1242
I0ggINg CONSOIE . .. o e 1243
logging file ... o e 1244
10ggINg NOSt . . oo 1245
0gOING ON . o 1246
10gging SOUrCe-INtErface . ... ... .. i 1247
logging source-interface-ipyvb .. ... ... 1248
10gging aggregation ON ... ... . 1249
logging aggregation aging-time . ... ... . i 1250
10gging Origin-id . . ... 1250
SNOW 10QQING . . o oo 1251
show logging file . .. .o 1253
SNOW SYSIOg-SBIVEIS o ottt e 1254

65  System Management COMMANGS ........ccoeivviiieiieeiee e 1256
disable POrtS IeAS . . . ..ot e 1256
NOSENAME . o 1257
=] (0T o 1257
FESUMIE . ottt et e e e et e e e e e e e e 1259
SEIVICE CPU-ULTHZAtION . . .. oo 1260
SNOW CPU INPUL FALE . . o ottt e e e e e e e 1261
ShOW CpU ULIIIZation ... ... o 1262
SNOW BNVIFONMENT . . ottt e e e e e e e e e 1262

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 23



SNOW NV OTY . .o e e 1265

SNOW FEload . . ..o 1267
SNOW SESSIONS . . . ottt e e e e e e e e 1267
SO Y S M . oo 1269
SNOW SYSEEM JaNQUAGES . . . . oottt e e 1270
show system tcam Utilization . ........ .. .. e 1271
SNOW SEIVICES TCP-UAD . oot ettt e e e e 1272
SNOW teCR-SUPPOIT . . o 1273
SNOW SYStEM faNS . . o e 1274
SNOW SYSEEIM SENSOTS . . o v\ vttt ettt e e e e e e e e e e e e e 1275
ShOW SYStem POWEr-SUPPIY . . ..o 1276
SNOW SYSEEM 10 . . .o 1278
show ports leds configuration . ........... . 1278
SO USBES . ettt et e e e e e e e e 1279
SNOW VEISION . . . e e e e e e e e 1280
SNOW hardware VEISION . . . ...t e e e e e e 1281
SYSEEM TBCOVETY . . o\ ottt et et et et e e e e e e e e et e 1282
66  TACACST COMMANGS.......cciiiiiiieitiee ittt site et e e se e et ae e s ae e e st e e sbe e e sbaeeseaeeesnreeas 1283
tACACS-SEIVEr NOSt . .. oo 1283
tacacs-server host source-interface .. ....... ... 1284
tacacs-server host source-interface-ipvel . ......... . . e 1285
TACACS-SBIVEE KBY . o .ttt 1286
TaCACS-SEIVEr tIMEOUL . . . . o . ettt e e e e 1287
SNOW B8CACS . . o v vttt et e 1288
SNOW taCACS KBY . . o oot e 1289
67  Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands..............cccccvveneen. 1291
P EINEt SBIVET . . e 1291
PSS GBI BT . . o 1292
PSS POt o e 1292
ipsshpassword-auth . . ... .. 1293
ip Ssh pubkey-auth ... o 1294
crypto key pubkey-chain ssh .. ... .. 1295
USEI-KBY .+ v vttt et e e 1296
KEY-StIINg .ot 1298
SNOW 1P SSN oo e 1299
show crypto key pubkey-chainssh ...... ... i 1300
68  UDLD COMMEANGS......ciiiiiiiiiic et sae e et e st e e srae e s neeeanreeas 1302
SNOW UL . . e 1302
UL o 1306
Udld MeSSage tiMe . .. ..o 1307
UL POIt . 1308
69  User Interface ComMMEANGS........ccviiiiieiiiiiiie ettt aee e anaee s 1310
DANNEr BXEC . ..ot 1310
DaNNEr [OgiN . ..o 1311
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CONTIgUIE .o e e 1313

diSable . . 1314
Q0 et 1314
BNADlE L 1315
T 1316
eXit (CoNfigUIAtIoN) . ... ot e 1317
BXIE (EXEC) . oottt e 1318
R 1318
RIS Oy 1319
RIStOrY SIZE .o 1320
JOgiN o 1322
terminal datadump . . ... 1322
terminal NiStOrY . ... e 1323
terminal NiStOry SIZe ... ... o e 1324
TermMINal PrOMPt . . o e 1325
terminal Width . ... e 1326
SO DaNNET .. 1327
SNOW NIStOrY .o 1328
SNOW PrIVIIEgE . . o e 1329
70 Virtual Local Area Network (VLAN) Commands..........cccceevieeiiieeiiee i 1330
VIAN database . . ... .. 1330
VAN 1331
SNOW VN . 1332
INterface VIaN . . oo 1333
interface range VIan . ... .. oo 1333
T T 1334
SWitchport protected-port . ... . e 1335
show interfaces protected-portS . ... ...t e 1336
SWILCPOt . 1337
SWILChPOIt MOE . . . oo 1338
SWItChPOrt @CCeSS VIAN . .. oo 1340
switchport trunk allowed vlan ... ... .. 1341
switchport trunk native vian . ... ... e 1342
switchport general allowed vian .. ... . 1343
switchport general pvid . .. ... o 1344
switchport general ingress-filtering disable . ........ ... ... . . . 1345
switchport general acceptable-frame-type . ....... .. . i 1346
switchport general forbidden vlan . ....... .. .. . . e 1347
SWItChPOrt CUStOMEr VIaNn . ... e e 1348
map protocol ProtoColS-groUp . . . ..ot 1349
switchport general map protocols-group vlan . ... 1350
ShOW VIan protoColS-groUPS . . ..ottt e 1351
MaP MAC MACS-GIOUP . . . ottt et e et et e e e e e e et e e e e e e e 1352
switchport general map macs-group VIan . ...t 1353
SNOW VIaN MaCS-grOUPS . . o v ottt ettt e e e et e e e e e 1355
map subnet SUbNetS-grouUp . . ... o 1355
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72

73

switchport general map subnets-group vlan ........... ... . . 1356

ShOw VIan SUDNELS-GroUPS . . ... oo 1357
show interfaces SWItChpOrt . ... ... ... . i e 1358
PrIVaLE-VIaN . 1360
private-vlan assoCiation . . ... ... o 1361
switchport private-vian mapping . ... o e 1362
switchport private-vlan host-association . ... e 1363
show vian private-vIan ... ... ... 1364
switchport access multicast-tv vlan . . ... ... 1365
switchport customer multicast-tv vlan ............ 1366
Show VIan MUIICASt-tV . ... o e 1367
vlan prohibit-internal-usage .. ....... .. 1368
show vian internal Usage . ... ..ot e 1370
V0ICE VLAN COMMANGS ....civiieiiiie ittt e s e e e nee e 1372
SNOW VOICE VIaN . . o 1372
show voice VIan 1ocal . . ... ... 1376
VOICE VIaN State . . .o 1378
voice VIan refresh ... 1381
VOICE VIAN 10 oo 1382
VOICE VIaN VPt . 1383
VOICE VAN SCP ..ot 1384
voice vlan oui-table . . ... 1385
VOICE VIAN COS MOGE . . oo e e 1387
VOICE VIAN COS . oot 1387
voice vIan aging-timeout . . . .. ... 1388
voice vlan enable . . ... . 1389
VRRP COMMANTS ...ccvviiiiiie ettt ettt e e snb e e e b e e e baeeanees 1391
ClBar VITD COUNEEIS o ottt ettt et e e e e e e e e e 1391
SO VI ot e e 1392
SNOW VTP COUNTEIS . . oottt ettt et e e et e e e e e e e e e e e e e e e e 1396
VITP dESCIIPLION . ..o 1397
A1 T 1397
RV 0 ] £=1=T 101 1399
VI PRI Y o e 1400
VITP SNULAOWN . L 1400
AL 0TS0 11 ot T o 1401
VITP EIMEIS A0VEITISE . ..ot e e 1402
VITD VEISION L ottt e e e e e e e e e e e e e 1403
WeDb Server COMMANGS........cuiiiieiieciee ettt e e e b e e sreeeneeennes 1405
iphttps certificate .. ... ... 1405
P D POt . o 1406
P N SEIVEr o e 1406
P DD SECUIE- SVl . oo e 1407
ip http timeout-poliCy . .. ... 1408
SNOW 1P NI . .o 1409
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Introduction

This section describes how to use the Command Line Interface (CLI). It contains the following
topics:

* Product Notes

* Overview

e User (Privilege) Levels

* CLI Command Modes

e Accessing the CLI

* CLI Command Conventions

» Editing Features

* Interface Naming Conventions
» IPv6z Address Conventions

e Loopback Interface

* Remote IP Address and OutOfBand Port
* PHY Diagnostics

* CLI Output Modifiers

Product Notes

This CLI guide provides CLI commands and guidelines for both the SG550XG product line
and the Sx550X product line. Besides a few CLI commands, which will be mentioned below,
the CLI commands included in this document can be applied to both product lines. Following
are the notes and differences in CLI command support in regards to these product lines:

e Ports types—On the SG550XG product line, all ports support TengigabitEthernet (XG)
speed.

The Sx550X supports the following types of SKUs:

- Fastethernt (FE) network ports with 4 XG uplink ports SKUs
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- Gigabitethernet (GE) network ports with 4 XG uplink ports SKUs

CLI examples in this document use the XG port type in examples, but these commands
can be applied to both FE or GE port types, unless there is a difference in feature
implementation between port types.

* Speed and negotiation settings—Each port type supports the negotiation and speed
setting relevant to the port type. For example a GE or FE interface does not support
speed or negotiation of 10G.

* OOB interface—The SG550XG supports an OOB interface, while the Sx550X does
not. Therefore, OOB as a configurable interface is relevant only to the SG550XG
product line.

*  Power Over Ethernet—PoE is supported on some of the Sx550X devices and not on
the SG550XG, therefore POE commands are relevant only to the Sx550 SKUSs.

» Stacking

- Stack members—Stack members must be of the same SKU type, meaning either all
SG550XG or all Sx550X. A stack cannot consist of a mixture of SG550XG and
SG550X devices.

- Stacking interfaces—On the SG550XG, any interface can be defined as a stacking
interface and up to 8 interfaces are supported; On the Sx550X, only the 4 XG
uplink interfaces can be defined as stacking interfaces, each with up to 4 interfaces.

» Short reach and energy detect—These settings are always enabled on XG ports (all
SKUs); on FE or GE ports these features can be enabled/disabled.

*  MAC address aging time—The maximum value for SG550XG is 630 seconds, while
the maximum value for Sx550 is 400 seconds. The default value for both product lines
is the same — 300 seconds.

Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes.

Users are assigned privilege levels. Each user privilege level can access specific CLI modes.
User levels are described in the section below.
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User (Privilege) Levels

Users can be created with one of the following user levels:

e Level 1—Users with this level can only run User EXEC mode commands. Users at this
level cannot access the web GUI or commands in the Privileged EXEC mode.

e Level 7—Users with this level can run commands in the User EXEC mode and a
subset of commands in the Privileged EXEC mode. Users at this level cannot access
the web GUIL.

e Level 15—Users with this level can run all commands. Only users at this level can
access the web GUI.

A system administrator (user with level 15) can create passwords that allow a lower level user
to temporarily become a higher level user. For example, the user may go from level 1 to level
7, level 1 to 15, or level 7 to level 15.

The passwords for each level are set (by an administrator) using the following command:

enable password [level privilege-level]{password]encrypted encrypted-password}

Using these passwords, you can raise your user level by entering the command: enable and the
password for level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The
higher level holds only for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with
command level 15, can create users at this level.

Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxx#configure
switchxxxxxx<conf># enable password level 7 level7@abc
switchxxxxxx<conf># enable password level 15 levell5@abc

switchxxxxxx<conf>#

Create a user with user level 1;

switchxxxxxx#configure

switchxxxxxx<conf> username john password johnl1234 privilege 1

switchxxxxxx<conf>

30
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Example 2— Switch between Level 1 to Level 15. The user must know the password:

SW I EChXXXXXX#
switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- levell5@abc)

SW I EChXXXXXX#

NOTE If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords
assigned to user level 7 and user level 15 must be configured on the external server and
associated with the $enable7$ and $enable15$ user names, respectively. See the
Authentication, Authorization and Accounting (AAA) Commands chapter for details.

CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which
they are accessed):

* User EXEC mode

*  Privileged EXEC mode

* Global Configuration mode

* Interface Configuration mode

Each command mode has its own unique console prompt and set of CLI commands. Entering
a question mark at the console prompt displays a list of available commands for the current
mode and for the level of the user. Specific commands are used to switch from one mode to
another.

Users are assigned privilege levels that determine the modes and commands available to them.
User levels are described in User (Privilege) Levels.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that
do not change the configuration, such as performing basic tests and listing system information.
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The user-level prompt consists of the switch host name followed by a #. The default host name
is switchxxxxxx where xxxxxx is the last six digits of the device’s MAC address, as shown
below

SW I EChXXXXXXH#

The default host name can be changed via the hostname command in Global Configuration
mode.

Privileged EXEC Mode

A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when
prompted, the password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command.

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system
level, as opposed to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure
command at the Privileged EXEC mode prompt and press Enter. The Global Configuration
mode prompt, consisting of the device host name followed by (config)#, is displayed:

switchxxxxxx(config)#

Use any of the following commands to return from Global Configuration mode to the
Privileged EXEC mode:

o exit
 end
e Ctrl+Z

32
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The following example shows how to access Global Configuration mode and return to
Privileged EXEC mode:

SW I EChXXXXXX#
switchxxxxxx# configure
switchxxxxxx(config)# exit

SWIEChXXXXXX#

Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their
speed:

The exit command returns to Global Configuration mode.

SWIEChXXXXXX#

switchxxxxxx# configure
switchxxxxxx(config)# interface range vlanl
switchxxxxxx(config-if)#speed 10
switchxxxxxx(conFig-ifF)#exit

switchxxxxxx(config)#

The following is a sample of some of the available submodes:

» Interface—Contains commands that configure a specific interface (port, VLAN, port
channel, or tunnel) or range of interfaces. The Global Configuration mode command
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interface is used to enter the Interface Configuration mode. The interface Global
Configuration command is used to enter this mode.

Line Interface—Contains commands used to configure the management connections
for the console, Telnet and SSH. These include commands such as line timeout settings,
etc. The line Global Configuration command is used to enter the Line Configuration
command mode.

VLAN Database—Contains commands used to configure a VLAN as a whole. The
vlan database Global Configuration mode command is used to enter the VLAN
Database Interface Configuration mode.

Management Access List—Contains commands used to define management
access-lists. The management access-list Global Configuration mode command is
used to enter the Management Access List Configuration mode.

MAC Access-List, IPv6 Access List, IP Access List—Configures conditions required
to allow traffic based on MAC addresses, IPv6 address and IPv4 address, respectively.
The mac access-list, ipv6 access-list and ip access-list Global Configuration mode
commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the
exit command.

Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following

tasks:

Running a terminal application, such as HyperTerminal, on a computer’s com port that
is directly connected to the switch’s console port,

Running a Telnet session from a command prompt on a computer with a network
connection to the switch.

Using SSH from an application that supports SSH client running on a computer with a
network connection to the switch.

NOTE Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before
using CLI commands:

The switch has a defined IP address.

34
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STEP 1

e Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other.

Using HyperTerminal over the Console Interface

The switch’s RJ45 port provides a direct connection to a computer’s serial port using a
standard DB-9 null-modem or crossover cable. After the computer and switch are connected,
run a terminal application to access the CLI.

The terminal emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port
speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the
Password prompt.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of
this reference guide.

Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.
To establish a telnet session from the command prompt, perform the following steps:

Click Start, then select All Programs > Accessories > Command Prompt to open a
command prompt.

Figure 1  Start > All Programs > Accessories > Command Prompt

All Programs >

232743

i
4 j" statt e Caormand Prompt

STEP 2 Atthe prompt, enter telnet 1<IP address of switch>, then press Enter.
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Figure 2 Command Prompt

Command Prompt

Microzoft Windows HP [Uersion 5.1.26H81
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings:rrohm>telnet 192.168.1.254

STEP 3 CLI will be displayed.

CLI Command Conventions

When entering commands there are certain command entry standards that apply to all
commands. The following table describes the command conventions.

Convention Description
[1 In a command line, square brackets indicate an optional entry.
{} In a command line, curly brackets indicate a selection of compulsory

parameters separated the | character. One option must be selected. For
example, flowcontrol {auto|on|off} means that for the flowcontrol
command, either auto, on, or off must be selected.

(inverted commas) | When the input string contains space and/or reserved words (i.e. VLAN), put
the string in inverted commas.

parameter Italic text indicates a parameter.

press key Names of keys to be pressed are shown in bold.

Ctrl+F4 Keys separated by the + character are to be pressed simultaneously on the
keyboard

Screen Display | Fixed-width font indicates CLI prompts, CLI commands entered by the user,
and system messages displayed on the console.

all When a parameter is required to define a range of ports or parameters and all
is an option, the default for the command is all when no parameters are
defined. For example, the command interface range port-channel has the
option of either entering a range of channels, or selecting all. When the
command is entered without a parameter, it automatically defaults to all.
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Editing Features

Convention Description

text When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words
separated by blanks, the entire string must appear in double quotes. For
example: snmp-server contact "QA on floor 8"

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and
arguments specify configuration parameters. For example, in the command show interfaces
status Gigabitethernet 1, show, interfaces and status are keywords, Gigabitethernet is an
argument that specifies the interface type, and1 specifies the port.

To enter commands that require parameters, enter the required parameters after the command
keyword. For example, to set a password for the administrator, enter:

switchxxxxxx(config)# username admin password alansmith

When working with the CLI, the command options are not displayed. The standard command
to request help is ?.

There are two instances where help information can be displayed:

* Keyword lookup—The character ? is entered in place of a command. A list of all valid
commands and corresponding help messages are is displayed.

« Partial keyword lookup—If a command is incomplete and or the character ? is entered
in place of a parameter, the matched keyword or parameters for this command are
displayed.

To assist in using the CLI, there is an assortment of editing features. The following features are
described:

e Terminal Command Buffer
* Command Completion
e Interface Naming Conventions

» Keyboard Shortcuts
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Terminal Command Buffer

Every time a command is entered in the CL1, it is recorded on an internally managed
Command History buffer. Commands stored in the buffer are maintained on a First In First
Out (FIFO) basis. These commands can be recalled, reviewed, modified, and reissued. This
buffer is not preserved across device resets.

Keyword Description

Up-Arrow key Recalls commands in the history buffer,
beginning with the most recent command.

Ctrl+P Repeat the key sequence to recall successively

older commands.

Down-Arrow key Returns to more recent commands in the history
buffer after recalling commands with the
up-arrow key. Repeating the key sequence will
recall successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more
information on enabling or disabling the history buffer, refer to the history command.

There is a standard default number of commands that are stored in the buffer. The standard
number of 10 commands can be increased to 216. By configuring 0, the effect is the same as
disabling the history buffer system. For more information on configuring the command history
buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect
of a command or reset the configuration to the default value. This Reference Guide provides a
description of the negation effect for each CLI command.

Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the
appropriate error message is displayed. This assists in entering the correct command. By
pressing Tab after an incomplete command is entered, the system will attempt to identify and
complete the command. If the characters already entered are not enough for the system to
identify a single matching command, press ? to display the available commands matching the
characters already entered.

38
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NOTE

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The
following table describes the CLI shortcuts.

Keyboard Key Description

Up-arrow Recalls commands from the history buffer, beginning
with the most recent command. Repeat the key sequence
to recall successively older commands.

Down-arrow Returns the most recent commands from the history
buffer after recalling commands with the up arrow key.
Repeating the key sequence will recall successively more
recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.
Ctrl+E Moves the cursor to the end of the command line.
Ctrl+Z / End Returns back to the Privileged EXEC mode from any

configuration mode.

Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

It is the user’s responsibility to ensure that the text copied into the device consists of legal
commands only.

When copying and pasting commands from a configuration file, make sure that the following
conditions exist:

e Adevice Configuration mode has been accessed.

The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data
cannot be copied and pasted into the device except for encrypted passwords where the
keyword encrypted is used before the encrypted data (for instance in the enable password
command).
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Interface Naming Conventions

NOTE

Interfaces on the device can be one of the following types:

Ten Gigabit Ethernet (10,000 kbits) ports—This can be written as either
TenGigabitEthernet or te or XG.

LAG (Port Channel)—Written as either Port-Channel or po.
VLAN—Written as VLAN
Tunnel—Written as tunnel or tu

OOB—Written as OutOfBand or oob

Within the CLLI, interfaces are denoted by concatenating the following elements:

Type of Interface—As described above

Unit Number—Unit in stack.

Slot Number—The slot number is always 0.

The syntax for interface names in stacking mode is:

{<port-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel | po |
H ]<port-channel-number> |
{tunnel | tu}[ ]<tunnel-number> | vlan[ ]<vlan-id>

Interface Number—Port, LAG, tunnel or VLAN numbers

Samples of these various options are shown in the example below:

switchxxxxxx((config)#interface tel/0/1
switchxxxxxx(config)#interface pol

switchxxxxxx(config)# interface vlan 1

See Loopback Interface for a description of the loopback interface.

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range
command has the following syntax:

<interface-range> ::=
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{<port-type>[
J[<unit-number>/]<slot-number>/<first-port-number>[ -
<last-port-number]} |

port-channel[ ]<first-port-channel-number>[ -
<last-port-channel-number>] |

tunnel[ J<first-tunnel-number>[ - <last-tunnel-number>] |

vian[ J<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx(config-if)#interface range tel/0/1-5

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the
following format:

<range-list> ::= <interface-range> | <range-list>, <
interface-range>

Up to five ranges can be included.

NOTE Range lists can contain either ports and port-channels or VLANSs. Combinations of
port/port-channels and VLANS are not allowed

The space after the comma is optional.

When a range list is defined, a space after the first entry and before the comma (,) must be
entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx(config)#interface range tel/0/1-5, vlan 1-2

IPv6z Address Conventions

The following describes how to write an IPv6z address, which is a link-local IPv6 address.
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The format is: <ipv6-link-local-address>%<egress-interface>
where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> |
port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress
interface = 0 is equal to not defining an egress interface.

The following combinations are possible:

* ipv6_address%oegress-interface—Refers to the IPv6 address on the interface
specified.

* ipv6_address%0—Refers to the IPv6 address on the single interface on which an
IPv6 address is defined.

* ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6
address is defined.

Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must
select the local IP address to be used as its IP address. It can use any IP address defined on the
router, but if this link goes down, the communication is aborted, even though there might well
be another IP route between these IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP
address that is configured on this virtual interface is used as the local address when
communicating with remote IP applications, the communication will not be aborted even if the
actual route to the remote application was changed.

The name of the loopback interface is loopback1.

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no
layer 2 protocol can be enabled on it.

Layer 3 Specification

IP Interface

IPv4 and IPv6 addresses can be assigned to a loopback interface.
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The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on
the loopback interfaces via the routing protocol redistribution mechanism.

If a layer 2 switch with one IPv4 address supports a loopback interface, the above rules are
replaced by the following ones:

This is the definition of the IP configuration when the device is in layer 2 mode:
»  Only one loopback interface is supported.

» Two IPv4 interfaces can be configured: one on a VLAN and one on the loopback
interface.

e If the IPv4 address was configured on the default VLAN and the default VLAN is
changed, the switch moves the 1Pv4 address to the new default VLAN.

e The ip address command does the following:

- In VLAN context, it replaces the existing configured IPv4 address on the specified
interface by the new one.

- In Loopback Interface context, it replaces the existing, configured IPv4 address on
the loopback interface with the new one.

- Inthe Loopback Interface context, it does not support the keyword
default-gateway.
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Configuration Examples

Static Routing

The following example shows you how to configure IP on a switch with static routing :

Switch# configure terminal

Switch(config)# interface vlan 1

Switch(config-if)# ip address 10.10.10.2 /24
Switch(config-i1t)# 1pv6 address 2001:DB8:2222:7270::2312/64
Switch(config-if)# exit

Switch(config)# interface vlan 2

Switch(config-1t)# i1p address 10.11.11.2 /24
Switch(config-if)# ipv6 address 2001:DB8:3333:7271::2312/64
Switch(config-if)# exit

Switch(config)# interface loopback 1

Switch(config-if)# ip address 172.25.13.2 /32
Switch(config-if)# ipv6 address 2001:DB8:2222:7272::72/128
Switch(config-iH)# exit

Switch(config)# ip route 0.0.0.0/0 10.10.11.1
Switch(config)# ip route 10.11.0.0 /16 10.11.11.1
Switch(config)# ipv6 route 0::/0 2001:DB8:2222:7270::1

Switch(config)# ipv6 route 2001:DB8:3333::/748
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.11.11.2.

The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with
the following static route:

ipv6 route 2001:DB8:2222:7272::72/128 2001:DB8:2222:7270::2312
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The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with
the static route defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312

Routes with RIP Configuration

The following example describes how to configure IP on a switch, which includes the
loopback interface and with RIP running:

Switch# configure terminal

Switch(config)# interface vlan 1
Switch(config-1t)# 1p address 10.10.10.2 /24
Switch(config-if)# exit

Switch(config)# interface vlan 2
Switch(config-1t)# 1p address 10.11.11.2 /24
Switch(config-if)# exit

Switch(config)# interface loopback 1
Switch(config-i1t)# Ip address 172.25.13.2 /32
Switch(config-if)# exit

Switch(config)# router rip
Switch(config-rip)# network 10.10.10.2
Switch(config-rip)# network 10.11.10.2
Switch(config-rip)# network 172.25.13.2
Switch(config-rip)# exit

Switch(config)# interface iIp 172.25.13.2
Switch(config-ip)# iIp rip passive-interface

Switch(config-ip)# exit

The other routers do not need static routes for 172.25.13.2/32, because the route is advertised
by RIP.
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Remote IP Address and OutOfBand Port

The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from
the IP stack running on the ASIC ports, and it requires specific route table configuration

If the switch supports more than one IP interface, when you specify a remote IP address or a
DNS name, you must also specify the IP stack that is being referred to.

PHY Diagnostics

The following exceptions exist:
»  Copper Ports—PHY diagnostics are only supported on copper ports.

e 10G ports—TDR test is supported when the operational port speed is 10G. Cable
length resolution is 20 meters.

CLI Output Modifiers

To all show and more commands (except show technical support) an output modifier may be
added as follows:

<show/more command> | <output-modifier> <regular-expression-pattern>
The output modifiers are:

» begin: Start output from the first line that has a sequence of characters matching the
given regular expression pattern

* include: Includes only lines that have a sequence of characters matching the given
regular expression pattern.

» exclude: Excludes all lines that have a sequence of characters matching the given
regular expression pattern.

e count: Counts all lines that have a sequence of characters matching the given regular
expression pattern and displays the result (no other output is displayed).

NOTE Only 1 output modifier can be used in each command. The remainder of the text typed in is part
of the regular expression pattern.
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Aregular expression is a pattern (a phrase, number, or more complex pattern). The CLI String
Search feature matches regular expressions to the show or more command output. Regular
expressions are case-sensitive and allow for complex matching requirements.

A regular expression can be a single-character pattern or a multiple-character pattern. That is,
a regular expression can be a single character that matches the same single character in the
command output or multiple characters that match the same multiple characters in the
command output. The pattern in the command output is referred to as a string. This section
describes creating both single-character patterns and multiple-character patterns. It also
discusses creating more complex regular expressions, using multipliers, alternation,
anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in
the command output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character
pattern. You can also use other keyboard characters (such as ! or ~) as single-character
patterns, but certain keyboard characters have special meaning when used in regular
expressions. Table lists the keyboard characters that have special meanings.

Character Meaning
Matches any single character, including white space.
* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
n Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by
preceding each character with a backslash (V).

The following examples are single-character patterns matching a dollar sign, an underscore,
and a plus sign, respectively.

\$ \_ \+
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You can specify a range of single-character patterns to match against command output. For
example, you can create a regular expression that matches a string containing one of the
following letters: a, e, i, 0, or u. Only one of these characters must exist in the string for pattern
matching to succeed. To specify a range of single-character patterns, enclose the
single-character patterns in square brackets ([ ]). For example, [aeiou] matches any one of the
five vowels of the lowercase alphabet, while [abcdABCD] matches any one of the first four
letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-).
Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it
with a backslash:

[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as
shown here:

[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase
alphabet, a dash, or a right square bracket.

You can reverse the matching of the range by including a caret (") at the start of the range. The
following example matches any letter except the ones listed:

[~a-dgsv]
The following example matches anything except a right square bracket (]) or the letter d:

[™\1d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple
characters. You create multiple-character regular expressions by joining letters, digits, or
keyboard characters that do not have special meaning. For example, a4% is a
multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the
character a followed by a 4 followed by a % sign. If the string does not have a4%o, in that
order, pattern matching fails. The multiple-character regular expression a. uses the special
meaning of the period character to match the letter a followed by any single character. With
this example, the strings ab, a!, or a2 are all valid matches for the regular expression.
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You can remove the special meaning of the period character by inserting a backslash before it.
For example, when the expression a\. is used in the command syntax, only the string a. will be
matched.

You can create a multiple-character regular expression containing all letters, all digits, all
keyboard characters, or a combination of letters, digits, and other keyboard characters. For
example, telebit 3107 v32bis is a valid regular expression.

Multipliers

You can create more complex regular expressions that instruct the system to match multiple
occurrences of a specified regular expression. To do so, use some special characters with your
single-character and multiple-character patterns. Table 1 lists the special characters that
specify multiples of a regular expression.

Table 1: Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character
patterns.

+ Matches 1 or more single-character or multiple-character
patterns.

? Matches 0 or 1 occurrences of a single-character or
multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:
a*

The following pattern requires that at least one letter a be in the string to be matched:

at

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the
following example, the pattern matches any number of the multiple-character string ab:

(ab)*

The following pattern matches one or more instances of alphanumeric pairs, but not none (that
is, an empty string is not a match):
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([A-Za-z][0-9D)+

The order for matches using multipliers (*, +, or ?) is to put the longest construct first. Nested
constructs are matched from outside to inside. Concatenated constructs are matched beginning
at the left side of the construct. Thus, the regular expression above matches A9b3, but not
9ADb3 because the letters are specified before the numbers.

Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate
the alternative patterns with a vertical bar (]). Only one of the alternatives can match the string.
For example, the regular expression codex|telebit either matches the string codex or the string
telebit, but not both codex and telebit.

Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the
end of the string. You anchor these regular expressions to a portion of the string using the
special characters shown in Table 2..

Table 2:  Special Characters Used for Anchoring

Character Description
A Matches the beginning of the string.
$ Matches the end of the string.

For example, the regular expression “*con matches any string that starts with con, and $sole
matches any string that ends with sole.

In addition to indicating the beginning of a string, the ~* symbol can be used to indicate the
logical function not when used in a bracketed range. For example, the expression [abcd]
indicates a range that matches any single letter, as long as it is not the letters a, b, c, or d.
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2.1 aaa authentication dot1x

To specify which servers are used for authentication when 802.1X authentication
is enabled, use the aaa authentication dot1x command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
aaa authentication dot1x default {radius | none | {radius none}}

no aaa authentication dot1x default

Parameters

= radius - Uses the list of all RADIUS servers for authentication

= none - Uses no authentication

Default Configuration

RADIUS server.

Command Mode

Global Configuration mode

User Guidelines

You can select either authentication by a RADIUS server, no authentication (none),
or both methods.

If you require that authentication succeeds even if no RADIUS server response
was received, specify none as the final method in the command line.
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Example

The following example sets the 802.1X authentication mode to RADIUS server
authentication. Even if no response was received, authentication succeeds.

switchxxxxxx(config)# aaa authentication dotlx default radius none

2.2 authentication open

To enable open access (monitoring mode) on this port, use the authentication
open command in Interface Configuration mode. To disable open access on this
port, use the no form of this command.

Syntax
authentication open

no authentication open

Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Open Access or Monitoring mode allows clients or devices to gain network
access before authentication is performed. In the mode the switch performs
failure replies received from a Radius server as success.

Example

The following example enables open mode on interface te1/0/1:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# authentication open
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2.3 clear dot1x statistics

To clear 802.1X statistics, use the clear dot1x statistics command in Privileged
EXEC mode.

Syntax

clear dot1x statistics [interface-id]

Parameters

= nterface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dot1x
statistics command.

Example

switchxxxxxx# clear dotlx statistics

2.4 data

To specify web-based page customizing, the data command is used in
Web-Based Page Customization Configuration mode.

Syntax

data value

Parameters

= value—String of hexadecimal digit characters up to 320 characters.
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Default Configuration

No user customization.

Command Mode

Web-Based Page Customization Configuration mode

User Guidelines

The command should not be entered or edited manually (unless using
copy-paste). It is a part of the configuration file produced by the switch.

A user can only customize the web-based authentication pages by using the WEB
interface.

Examples

Example 1—The following example shows a partial web-based page
customization configuration:

switchxxxxxx(config)# dotlx page customization
switchxxxxxx(config-web-page)# data 1feabcde
switchxxxxxx(config-web-page)# data 17645874

switchxxxxxx(config-web-page)# exit

Example 2—The following example shows how Web-Based Page customization is displayed when
running the show running-config command:

switchxxxxxx# show running-config

dotlx page customization

data e

exit
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2.5 dotix auth-not-req

To enable unauthorized devices access to a VLAN, use the dot1x auth-not-req
command in Interface (VLAN) Configuration mode. To disable access to a VLAN,
use the no form of this command.

Syntax
dot1x auth-not-req

no dot 1x auth-not-req

Parameters

N/A

Default Configuration

Access is enabled.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

The guest VLAN cannot be configured as unauthorized VLAN.

Example

The following example enables unauthorized devices access to VLAN 5.

switchxxxxxx(config)# interface vlan 5

switchxxxxxx(config-if)# dotlx auth-not-req
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2.6 dot1x authentication

To enable authentication methods on a port, use the dot1x authentication
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x authentication [802.1x] [mac] [web]

no dot1x authentication

Parameters

= 802.1x—Enables authentication based on 802.1X (802.1X-based
authentication).

= mac—Enables authentication based on the station's MAC address
(MAC-Based authentication).

= web—Enables WEB-Based authentication.

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Static MAC addresses cannot be authorized by the MAC-based method.

It is not recommended to change a dynamic MAC address to a static one or delete
it if the MAC address was authorized by the MAC-based authentication:

a. If a dynamic MAC address authenticated by MAC-based authentication is
changed to a static one, it will not be manually re-authenticated.

b. Removing a dynamic MAC address authenticated by the MAC-based
authentication causes its re-authentication.
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Example

The following example enables authentication based on 802.1x and the station’s
MAC address on port te1/0/1:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx authentication 802.1x mac

2.7 dotix guest-vian

To define a guest VLAN, use the dot1x guest-vlan mode command in Interface
(VLAN) Configuration mode. To restore the default configuration, use the no form of
this command.

Syntax
dot1x guest-vian

no dot1x guest-vian

Parameters

N/A

Default Configuration

No VLAN is defined as a guest VLAN.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the dot1x guest-vlan enable command to enable unauthorized users on an
interface to access the guest VLAN.

A device can have only one global guest VLAN.
The guest VLAN must be a static VLAN and it cannot be removed.

An unauthorized VLAN cannot be configured as guest VLAN.
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Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# dotlx guest-vlan

2.8 dotix guest-vian enable

To enable unauthorized users on the access interface to the guest VLAN, use the
dot1x guest-vlan enable command in Interface Configuration mode. To disable
access, use the no form of this command.

Syntax
dot1x guest-vlan enable

no dot1x guest-vian enable

Parameters

N/A

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

TFhe-port-cannot-belong-to-the-guest VEAN:

The guest VLAN and the WEB-Based authentication cannot be configured on a
port at the same time.

This command cannot be configured if the monitoring VLAN is enabled on the
interface.

If the port does not belong to the guest VLAN itFhe-pert is added to the guest
VLAN as an egress untagged port.
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2

If the authentication mode is single-host or multi-host, the value of PVID is set to
the guest VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all
untagged traffic and tagged traffic not belonging to the unauthenticated VLANs
from unauthorized hosts are mapped to the guest VLAN.

If 802.1X is disabled, the port static configuration is reset.

See the User Guidelines of the dot1x host-mode command for more information.

Example

The following example enables unauthorized users on te 1/0/1 to access the guest
VLAN.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx guest-vlan enable

2.9 dot1x guest-vian timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to
the guest VLAN, use the dot1x guest-vian timeout command in Global
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x guest-vian timeout timeout

no dot1x guest-vlan timeout

Parameters
= timeout—Specifies the time delay in seconds between enabling 802.1X (or
port up) and adding the port to the guest VLAN. (Range: 30-180).
Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode
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User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the
timeout adds a delay from enabling 802.1X (or port up) to the time the device adds
the port to the guest VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port
to a guest VLAN to 60 seconds.

switchxxxxxx(config)# dotlx guest-vlan timeout 60

2.10 dot1x host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port,
use the dot1x host-mode command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax

dot1x host-mode {multi-host /single-host /multi-sessions}

Parameters
=  multi-host—Enable multiple-hosts mode.
= single-host—Enable single-hosts mode.

= multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Single-Host Mode
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The single-host mode manages the authentication status of the port: the portis
authorized if there is an authorized host. In this mode, only a single host can be
authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is
remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the
guest VLAN or the unauthenticated VLANS. If guest VLAN is not enabled on the
port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is
bridged based on the static vlan membership configured at the port. Traffic from
other hosts is dropped.

A user can specify that untagged traffic from the authorized host will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the VLAN tag
is the RADIUS-assigned VLAN or the unauthenticated VLANs. See the dot1x
radius-attributes vlan command to enable RADIUS VLAN assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its
authentication status is changed from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is
authorized after at least one host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is
remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the
guest VLAN or the unauthenticated VLANS. If guest VLAN is not enabled on the
port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from all hosts connected to
the port is bridged based on the static vlan membership configured at the port.

A user can specify that untagged traffic from the authorized port will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the VLAN tag
is the RADIUS assigned VLAN or the unauthenticated VLANSs. See the dot1x
radius-attributes vlan command to enable RADIUS VLAN assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its
authentication status is changed from authorized to unauthorized.

Multi-Sessions Mode

Unlike the single-host and multi-host modes (port-based modes) the
multi-sessions mode manages the authentication status for each host connected
to the port (session-based mode). If the multi-sessions mode is configured on a
port the port does have any authentication status. Any number of hosts can be
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authorized on the port. The dot1x max-hosts command can limit the maximum
number of authorized hosts allowed on the port.

Each authorized client requires a TCAM rule. If there is no available space in the
TCAM, the authentication is rejected.

When using the dot1x host-mode command to change the port mode to
single-host or multi-host when authentication is enabled, the port state is set to
unauthorized.

If the dot1x host-mode command changes the port mode to multi-session when
authentication is enabled, the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dot1x
port-control) to force-unauthorized, change the port mode to single-host or
multi-host, and set the port to authorization auto.

multi-sessions mode cannot be configured on the same interface together with
Policy Based VLANSs configured by the following commands:

= switchport general map protocol-group vilans
= switchport general map macs-group vilans

Tagged traffic belonging to the unauthenticated VLANS is always bridged
regardless if a host is authorized or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized
hosts not belonging to the unauthenticated VLANSs is bridged via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static
configuration. A user can specify that untagged and tagged traffic from the
authorized host not belonging to the unauthenticated VLANs will be remapped to
a VLAN that is assigned by a RADIUS server during the authentication process.
See the dot1x radius-attributes vilan command to enable RADIUS VLAN
assignment at a port.

The switch does not remove from FDB the host MAC address learned on the port
when its authentication status is changed from authorized to unauthorized. The
MAC address will be removed after the aging timeout expires.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx host-mode multi-host
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2.11 dot1x max-hosts

To configure the maximum number of authorized hosts allowed on the interface,
use the dot1x max-hosts command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dot 1x max-hosts count

no dot1x max-hosts

Parameters
= count—Specifies the maximum number of authorized hosts allowed on the
interface. May be any 32 bits positive number.
Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited.
To limit the number of authorized hosts allowed on an interface, use the dot1x
max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet
port te1/0/1 to 6:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-hosts 6
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2.12 dot1x max-login-attempts

To set the maximum number of allowed login attempts, use the dot1x
max-login-attempts command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dot1x max-login-attempts count

no dot1x max-login-attempts

Parameters
= count—Specifies the maximum number of allowed login attempts. A value
of 0 means an infinite numbers of attempts. The valid range is 3-10.
Default Configuration

Unlimited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the switch does not limit the number of failed login attempts. To specify
the number of allowed fail login attempts, use this command. After this number of
failed login attempts, the switch does not allow the host to be authenticated for a

period defined by the dot1x timeout quiet-period command.

The command is applied only to the Web-based authentication.

Example

The following example sets maximum number of allowed login attempts to 5:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-login-attempts 5
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2.13 dot1x max-req

To set the maximum number of times that the device sends an Extensible
Authentication Protocol (EAP) request/identity frame (assuming that no response
is received) to the client before restarting the authentication process, use the
dot1x max-req command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dot1x max-req count

no dot1x max-req

Parameters

= count—Specifies the maximum number of times that the device sends an
EAP request/identity frame before restarting the authentication process.
(Range: 1-10).
Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

Example

The following example sets the maximum number of times that the device sends
an EAP request/identity frame to 6.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-req 6
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2.14 dot1x page customization

To enter Web-Based Page Customization Configuration mode, use the dot1x page
customization command in Global Configuration mode.

Syntax

dot1x page customization

Parameters

N/A

Default Configuration

No user customization.

Command Mode

Global Configuration mode

User Guidelines

The command should not be entered or edited manually (unless when using
copy-paste). It is a part of the configuration file produced by the switch.

A user must customize the web-based authentication pages by using the browser
Interface.

Example

The following example shows part of a web-based page customization
configuration:

switchxxxxxx(config)# dotlx page customization
switchxxxxxx(config-web-page)# data 1feabcde
switchxxxxxx(config-web-page)# data 17645874

switchxxxxxx(config-web-page)# exit
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2.15 dot1x port-control

To enable manual control of the port authorization state, use the dot1x port-control
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax

dot1x port-control {auto | force-authorized | force-unauthorized} [time-range
time-range-name]

Parameters

= auto—Enables 802.1X authentication on the port and causes it to transition
to the authorized or unauthorized state, based on the 802.1X authentication
exchange between the device and the client.

= force-authorized—Disables 802.1X authentication on the interface and
causes the port to transition to the authorized state without any
authentication exchange required. The port sends and receives traffic
without 802.1X-based client authentication.

= force-unauthorized—Denies all access through this port by forcing it to
transition to the unauthorized state and ignoring all attempts by the client to
authenticate. The device cannot provide authentication services to the
client through this port.

= time-range time-range-name—Specifies a time range. When the Time
Range is not in effect, the port state is Unauthorized. (Range: 1-32
characters).

Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The switch removes all MAC addresses learned on a port when its authorization
control is changed from force-authorized to another.

Note. It is recommended to disable spanning tree or to enable spanning-tree
PortFast mode on 802.1X edge ports in auto state that are connected to end
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stations, in order to proceed to the forwarding state immediately after successful
authentication.

Example

The following example sets 802.1X authentication on te 1/0/1 to auto mode.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx port-control auto

2.16 dot1x radius-attributes vian

To enable RADIUS-based VLAN assignment, use the dot1x radius-attributes vlan
command in Interface Configuration mode. To disable RADIUS-based VLAN
assignment, use the no form of this command.

Syntax
dot1x radius-attributes vlan [reject | static]

no dot1x radius-attributes vlan

Parameters

= reject—If the RADIUS server authorized the supplicant, but did not provide
a supplicant VLAN the supplicant is rejected. If the parameter is omitted,
this option is applied by default.

= gstatic—If the RADIUS server authorized the supplicant, but did not provide
a supplicant VLAN, the supplicant is accepted.

Default Configuration

reject

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

If RADIUS provides invalid VLAN information, the authentication is rejected.
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2

If a RADIUS server assigns a client with a non-existing VLAN, the switch creates
the VLAN. The VLAN is removed when it is no longer being used.

If RADIUS provides valid VLAN information and the port does not belong to the
VLAN received from RADIUS, it is added to the VLAN as an egress untagged port.
When the last authorized client assigned to the VLAN becomes unauthorized or
802.1x is disabled on the port, the port is excluded from the VLAN.

If the authentication mode is single-host or multi-host, the value of PVID is set to
the VLAN_ID.

If an authorized port in the single-host or multi-host mode changes its status to
unauthorized, the port static configuration is reset.

If the authentication mode is multi-sessions mode, the PVID is not changed and all
untagged traffic and tagged traffic not belonging to the unauthenticated VLANs
are mapped to the VLAN using TCAM.

If the last authorized host assigned to a VLAN received from RADIUS connected to
a port in the multi-sessions mode changes its status to unauthorized, the port is
removed from the VLAN if it is not in the static configuration.

See the User Guidelines of the dot1x host-mode command for more information.
If 802.1X is disabled the port static configuration is reset.

If the reject keyword is configured and the RADIUS server authorizes the host but
the RADIUS accept message does not assign a VLAN to the supplicant,
authentication is rejected.

If the static keyword is configured and the RADIUS server authorizes the host then
even though the RADIUS accept message does not assign a VLAN to the
supplicant, authentication is accepted and the traffic from the host is bridged in
accordance with port static configuration.

If this command is used when there are authorized ports/hosts, it takes effect at
subsequent authentications. To manually re-authenticate, use the dot1x
re-authenticate command.

The command cannot be configured on a port if it together with
= \WEB-Based authentication
= Multicast TV-VLAN
= Q-in-Q
= Voice VLAN
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Examples

Example 1. This example enables user-based VLAN assignment. If the RADIUS
server authorized the supplicant, but did not provide a supplicant VLAN, the
supplicant is rejected.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx radius-attributes vlan

switchxxxxxx(config-if)# exit

Example 2. This example enables user-based VLAN assignment. If the RADIUS
server authorized the supplicant but did not provide a supplicant VLAN, the
supplicant is accepted and the static VLAN configurations is used.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx radius-attributes static

switchxxxxxx(config-if)# exit

2.17 dot1xre-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified
802.1X-enabled port, use the dot1x re-authenticate command in Privileged EXEC
mode.

Syntax

dot1x re-authenticate [/nterface-ia]

Parameters

= jnterface-id—Specifies an Ethernet port or OOB port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode

Privileged EXEC mode
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Example

The following command manually initiates re-authentication of 802.1X-enabled
te1/0/1:

switchxxxxxx# dotlx re-authenticate tel/0/1

2.18 dot1x reauthentication

To enable periodic re-authentication of the client, use the dot1x reauthentication
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot 1x reauthentication

no dot1x reauthentication

Parameters

N/A

Default Configuration

Periodic re-authentication is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx reauthentication

2.19 dot1x system-auth-control

To enable 802.1X globally, use the dot1x system-auth-control command in Global
Configuration mode. To restore the default configuration, use the no form of this
command.
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Syntax
dot1x system-auth-control

no dot1x system-auth-control

Parameters

N/A

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx(config)# dotlx system-auth-control

2.20 dot1x timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed
authentication exchange, use the dot 1x timeout quiet-period command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout quiet-period seconds

no dot1x timeout quiet-period

Parameters

= seconds—Specifies the time interval in seconds that the device remains in
a quiet state following a failed authentication exchange with a client. (Range:
10-65535 seconds).
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Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

During the quiet period, the device does not accept or initiate authentication
requests.

The default value of this command should only be changed to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default
value should be entered.

For 802.1x and MAC-based authentication, the number of failed logins is 1.

For WEB-based authentication, the quite period is applied after a number of failed
attempts. This number is configured by the dot1x max-login-attempts command.

For 802.1x-based and MAC-based authentication methods, the quite period is
applied after each failed attempt.

Example

The following example sets the time interval that the device remains in the quiet
state following a failed authentication exchange to 120 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout quiet-period 120

2.21 dot1x timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dot1x
timeout reauth-period command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax

dot1x timeout reauth-period seconds
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no dot1x timeout reauth-period

Parameters

= reauth-period seconds—Number of seconds between re-authentication
attempts. (Range: 300-4294967295).

Default Configuration

3600

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The command is only applied to the 802.1x authentication method.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout reauth-period 5000

2.22 dot1x timeout server-timeout

To set the time interval during which the device waits for a response from the
authentication server, use the dot1x timeout server-timeout command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot 1x timeout server-timeout seconds

no dot1x timeout server-timeout

Parameters

= server-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response from the authentication server.
(Range: 1-65535 seconds).
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Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by
this command to the result of multiplying the number of retries specified by the
radius-server retransmit command by the timeout period specified by the
radius-server retransmit command, and selecting the lower of the two values.

Example

The following example sets the time interval between retransmission of packets to
the authentication server to 3600 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout server-timeout 3600

2.23 dot1x timeout silence-period

To set the authentication silence time, use the dot1x timeout silence-period
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x timeout silence-period seconds

no dot1x timeout silence-period

Parameters
= seconds—Specifies the silence interval in seconds. The valid range is 60 -
65535.
Default Configuration

The silence period is not limited.
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Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The silence time is the number of seconds that if an authorized client does not
send traffic during this period, the client is changed to unauthorized.

If an authorized client does not send traffic during the silence period specified by
the command, the state of the client is changed to unauthorized.

The command is only applied to WEB-based authentication.

Example

The following example sets the authentication silence time to 100 seconds:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout silence-period 100

2.24 dot1x timeout supp-timeout

To set the time interval during which the device waits for a response to an
Extensible Authentication Protocol (EAP) request frame from the client before
resending the request, use the dot1x timeout supp-timeout command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout supp-timeout seconds

no dot1x timeout supp-timeout

Parameters

= supp-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response to an EAP request frame from the
client before resending the request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.
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Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits for a
response to an EAP request frame from the client before resending the request to
3600 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout supp-timeout 3600

2.25 dot1x timeout tx-period

To set the time interval during which the device waits for a response to an
Extensible Authentication Protocol (EAP) request/identity frame from the client
before resending the request, use the dot1x timeout tx-period command in
Interface Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax
dot1x timeout tx-period seconds

no dot1x timeout tx-period

Parameters

= seconds—Specifies the time interval in seconds during which the device
waits for a response to an EAP-request/identity frame from the client before
resending the request. (Range: 30-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.
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Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following command sets the time interval during which the device waits for a
response to an EAP request/identity frame to 60 seconds.

switchxxxxxx(config)# interface tel/0/1:

switchxxxxxx(config-if)# dotlx timeout tx-period 60

2.26 dot1x traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the
dot1x traps authentication failure command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dot1x traps authentication failure {{802.1x] [mac] [web]}

no dot 1x traps authentication failure

Parameters
= 802.1x—Enables traps for 802.1X-based authentication.
= mac—Enables traps for MAC-based authentication.

= web—Enables traps for WEB-based authentication.

Default Configuration

All traps are disabled.
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Command Mode

Global Configuration mode

User Guidelines

Any combination of the keywords are allowed. At least one keyword must be
configured.

A rate limit is applied to the traps: not more than one trap of this type can be sentin 1
seconds.

Example

The following example enables sending traps when a MAC address fails to be
authorized by the 802.1X mac-authentication access control.

0

switchxxxxxx(config)# dotlx traps authentication failure 802.1x

2.27 dotix traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the

maximum sequential attempts of login, use the dot1x traps authentication quiet
command in Global Configuration mode. To disable the traps, use the no form of
this command.

Syntax
dot1x traps authentication quiet

no dot 1x traps authentication quiet

Parameters

N/A

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode
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User Guidelines

The traps are sent after the client is set to the quiet state after the maximum
sequential attempts of login.

The command is only applied to the web-based authentication.

Arate limit is applied to the traps: not more than one trap of this type can be sentin 10
seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx(config)# dotlx traps authentication quiet

2.28 dot1x traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X
authentication method, use the dot1x traps authentication success command in
Global Configuration mode. To disable the traps, use the no form of this command.

Syntax
dot1x traps authentication success {[802.1x] [mac] [web]}

no dot 1x traps authentication success

Parameters
= 802.1x—Enables traps for 802.1X-based authentication.
= mac—Enables traps for MAC-based authentication.

= web—Enables traps for WEB-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode

80

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



802.1X Commands

User Guidelines

Any combination of the keywords are allowed. At least one keyword must be
configured.

A rate limit is applied to the traps: not more than one trap of this type can be sentin 10
seconds.

Example

The following example enables sending traps when a MAC address is successfully
authorized by the 802.1X MAC-authentication access control.

switchxxxxxx(config)# dotlx traps authentication success mac

2.29 dot1x unlock client

To unlock alocked (in the quiet period) client, use the dot 1x unlock client command
in Privileged EXEC mode.

Syntax

dot1x unlock client /nterface-id mac-address

Parameters
= /nterface-id—Interface ID where the client is connected to.

= mac-address—Client MAC address.

Default Configuration

The client is locked until the silence interval is over.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to unlock a client that was locked after the maximum allowed
authentication failed attempts and to end the quiet period. If the client is not in the
quiet period, the command has no affect.
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Example

switchxxxxxx# dotlx unlock client tel/0/1 00:01:12:af:00:56

2.30 dot1x violation-mode

To configure the action to be taken when an unauthorized host on authorized port
in single-host mode attempts to access the interface, use the dot1x
violation-mode command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

dot1x violation-mode {restrict /protect /shutdown} [traps seconds]

no dot1x violation-mode

Parameters

= restrict—Generates a trap when a station, whose MAC address is not the
supplicant MAC address, attempts to access the interface. The minimum
time between the traps is 1 second. Those frames are forwarded but their
source addresses are not learned.

= protect—Discard frames with source addresses that are not the supplicant
address.

= shutdown—Discard frames with source addresses that are not the
supplicant address and shutdown the port.

= trap seconds- Send SNMP traps, and specifies the minimum time between
consecutive traps. If seconds = 0 traps are disabled. If the parameter is not
specified, it defaults to 1 second for the restrict mode and O for the other
modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode
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User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address
are not discarded in Protect mode.

BPDU message whose MAC addresses are not the supplicant MAC address
cause a shutdown in Shutdown mode.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx violation-mode protect

2.31 show dotix

To display the 802.1X interfaces or specified interface status, use the show dot1x
command in Privileged EXEC mode.

Syntax

show dot1x [interface /interface-id /detailed]

Parameters
= nterface-id—Specifies an Ethernet port or OOB port.
= detailed—Displays information for non-present ports in addition to present
ports.
Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on
which 802.1x is enabled:
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SWitchxxxxxx# show dotilx
Authentication is enabled
Authenticating Servers: Radius, None
Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.1x+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
tel/0/1
Host mode: multi-sessions
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Guest VLAN: enabled
VLAN Radius Attribute: enabled, static
Open access: disabled
Time range name: work_hours (Active now)
Server-timeout: 30 sec
Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10

tel/0/2
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Host mode: single-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: enabled
Open access: enabled
Time range name: work_hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 2
Authentication fails: 0
tel/0/3

Host mode: multi-host
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Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work_hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0O
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: O
Host mode: multi-host
Authentication methods: 802.1x+mac

Port Adminstrated status: force-auto
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Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work_hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0O
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 0
Authentication fails: O
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
Credentials Name: Basic-User

Supplicant Operational status: authorized
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The following describes the significant fields shown in the display:

Port—The port interface-id.

Host mode— The port authentication configured mode. Possible values:
single-host, multi-host, multi-sessions.

ssingle-host
smulti-host
smulti-sessions

Authentication methods—Authentication methods configured on port. Possible
values are combinations of the following methods:

=802.1x
=mac
swba

Port Administrated status—The port administration (configured) mode. Possible values:
force-auth, force-unauth, auto.

Port Operational status—The port operational (actual) mode. Possible values: authorized or
unauthorized.

Username—Username representing the supplicant identity. This field shows the username if the
port control is auto. If the port is Authorized, it displays the username of the current user. If the port
is Unauthorized, it displays the last user authorized successfully.

Quiet period—Number of seconds that the device remains in the quiet state following a failed
authentication exchange (for example, the client provided an invalid password).

Silence period—Number of seconds that If an authorized client does not send traffic during the
silence period specified by the command, the state of the client is changed to unauthorized.

Tx period—Number of seconds that the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the client before resending the request.

Max reg—Maximum number of times that the device sends an EAP request frame (assuming that
no response is received) to the client before restarting the authentication process.

Server timeout—Number of seconds that the device waits for a response from the authentication
server before resending the request.

Session Time—Amount of time (HH:MM:SS) that the user is logged in.

MAC address—Supplicant MAC address.
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®  Authentication success—Number of times the state machine received a Success message from
the Authentication Server.

B Authentication fails—Number of times the state machine received a Failure message from the
Authentication Server.

2.32 show dot1x locked clients

To display all clients who are locked and in the quiet period, use the show dot1x
locked clients command in Privileged EXEC mode.

Syntax

show dot1x locked clients

Parameters

N/A

Command Mode

Privileged EXEC mode

User Guidelines

Use the show dot1x locked clients command to display all locked (in the quiet
period) clients.

Examples

The following example displays locked clients:

Example 1

switchxxxxxx# show dotlx locked clients

Port MAC Address Remaining Time

tel/0/1 0008.3b79.8787 20
tel/0/1 0008.3b89.3128 40
tel/0/2 0008.3b89.3129 10
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2.33 show dot1x statistics

To display 802.1X statistics for the specified port, use the show dot1x statistics
command in Privileged EXEC mode.

Syntax

show dot1x statistics interface /interface-id

Parameters

= jnterface-id—Specifies an Ethernet port or OOB port.

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for te1/0/1.

switchxxxxxx# show dotlx statistics interface tel/0/1
EapolFramesRx: 11
EapolFramesTx: 12
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 3
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 6

Inval idEapolFramesRx: 0O
EapLengthErrorFramesRx: 0O
LastEapolFrameVersion: 1

LastEapolFrameSource: 00:08:78:32:98:78
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The following table describes the significant fields shown in the display:

Field

Description

EapolFramesRx

Number of valid EAPOL frames of any
type that have been received by this
Authenticator.

EapolFramesTx

Number of EAPOL frames of any type
that have been transmitted by this
Authenticator.

EapolStartFramesRx

Number of EAPOL Start frames that
have been received by this
Authenticator.

EapolLogoffFramesRx

Number of EAPOL Logoff frames that
have been received by this
Authenticator.

EapolRespldFramesRx

Number of EAP Resp/Id frames that
have been received by this
Authenticator.

EapolRespFramesRx

Number of valid EAP Response frames
(other than Resp/Id frames) that have
been received by this Authenticator.

EapolReqldFramesTx

Number of EAP Req/Id frames that have
been transmitted by this Authenticator.

EapolRegFramesTx

Number of EAP Request frames (other
than Reqg/ld frames) that have been
transmitted by this Authenticator.

InvalidEapolFramesRx

Number of EAPOL frames that have
been received by this Authenticator for
which the frame type is not recognized.

EapLengthErrorFramesR
X

Number of EAPOL frames that have
been received by this Authenticator in
which the Packet Body Length field is
invalid.

LastEapolFrameVersion

Protocol version number carried in the
most recently received EAPOL frame.

LastEapolFrameSource

Source MAC address carried in the
most recently received EAPOL frame.
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2.34 show dotix users

To display active 802.1X authorized users for the device, use the show dot1x users
command in Privileged EXEC mode.

Syntax

show dot1x users [username username]

Parameters
= username username—Specifies the supplicant username (Length: 1-160
characters).
Default Configuration

Display all users.

Command Mode

Privileged EXEC mode

Examples
Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Udsername MAC Address Auth Auth Session VLAN

Method Server Time

tel/0/1 Bob 0008.3b71.1111  802.1x Remote 09:01:00 1020
tel/0/2 Allan 0008.3b79.8787 MAC Remote  00:11:12
tel/0/2 John 0008.3baa.0022 WBA Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username
Bob:

switchxxxxxx# show dotlx users username Bob
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Port Udsername  MAC Address Auth Auth Session VLAN
Method Server Time
tel/0/1 Bob 0008.3b71.1111  802.1x Remote 09:01:.00 1020
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3.1 ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an
IPv4 access list (ACL) and to place the device in IPv4 Access List Configuration
mode. All commands after this command refer to this ACL. The rules (ACEs) for this
ACL are defined in the permit (IP ) and deny (IP ) commands. The service-acl input
command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended ac/-name

no ip access-list extended ac/-name

Parameters

= acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)#
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3.2 permit(IP)

Use the permit IP Access-list Configuration mode command to set permit
conditions for an IPv4 access list (ACL). Permit conditions are also known as
access control entries (ACEs). Use the no form of the command to remove the
access control entry.

Syntax

permit protocol/{any /source source-wildcard} {any / destination
destination-wildcard) [ace-priority priority] [dscp number/precedence numben
[time-range time-range-name]

[log-input]

permit icmp {any /source source-wildcard} {any / destination destination-wildcara)
[any /icmp-type] [any /icmp-code]] [ace-priority priority] [dscp number/
precedence numben [time-range time-range-name)

[log-input]

permit jgmp {any / source source-wildcard} {any / destination
destination-wildcarad)igmp-type] [ace-priority priority] [dscp number/
precedence numben [time-range time-range-namel

[log-input]

permit tcp {any /source source-wildcara} {anylsource-port/port-rangef{any /
destination destination-wildcara} {any/destination-port/port-range} [ace-priority
priority] [dscp number/precedence numben [match-all /ist-of-flags] [time-range
time-range-namel

[log-input]

permit udp {any /source source-wildcara} {anylsource-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number /precedence number] [time-range time-range-name]

[log-input]

no permit protocol/{any / source source-wildcarad} {any / destination
destination-wildcard} [dscp number /precedence numberitime-range
time-range-name]

[log-input]

no permit icmp {any /source source-wildcard} {any / destination
destination-wildcard) [any /icmp-typel [any /icmp-code]] [dscp number/
precedence number[time-range time-range-name]

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 95




ACL Commands

[log-input]

no permit igmp {any / source source-wildcara} {any / destination
destination-wildcard)[igmp-type] [dscp number/precedence number/[time-range
time-range-namel

[log-input]

no permit tcp {any /source source-wildcarad} {anylsource-port/port-rangel{any /
destination destination-wildcarad} {any/destination-port/port-range} [dscp number/
precedence number [match-all /ist-of-flags] [time-range time-range-name]

[log-input]

no permit udp {any /source source-wildcara} {anylsource-port/port-range} {any /
destination destination-wildcara} {any/destination-port/port-range} [dscp number/
precedence number][time-range time-range-namej

[log-input]

Parameters

protoco/—The name or the number of an IP protocol. Available protocol
names are: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, I2tp, isis.
To match any protocol, use the ip keyword.(Range: 0-255)

source—Source |IP address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use
ones in the bit position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP
address. Use ones in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

iemp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply,
destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
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information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp, pim,
cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one
of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (16 1), snmptrap (162), sunrpc (111), syslog (514),
tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).(Range:
0-65535).

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be
set, it is prefixed by “+”. If a flag should be unset, it is prefixed by “-”.
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn and -fin. The flags are concatenated to a one string. For example:
+fin-ack.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.
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Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is
also used for a source port in another ACE. If a range of ports is used for the
destination port in an ACE, it is not counted again if it is also used for destination
port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)# permit ip 176.212.0.0 00.255.255 any

3.3 deny(IP)

Use the deny IP Access-list Configuration mode command to set deny conditions
for IPv4 access list. Deny conditions are also known as access control entries
(ACEs). Use the no form of the command to remove the access control entry.

Syntax

deny protocol{any / source source-wildcara} {any / destination
destination-wildcard) [ace-priority priority] [dscp number /precedence number]
[time-range time-range-name] [disable-port log-input ]

deny /cmp {any / source source-wildcard} {any / destination destination-wildcarad}
[any /icmp-type] [any /icmp-codel][ace-priority priority] [dscp number/
precedence numben [time-range time-range-name] [disable-port log-input ]
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deny /gmp {any / source source-wildcarad} {any / destination
destination-wildcard)[igmp-typel[ace-priority priority] [dscp number/precedence
numben [time-range t/me-range-name] [disable-port log-input ]

deny tcp {any /source source-wildcara} {anylsource-port/port-rangel{any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number/precedence number [match-all /ist-of-flags][time-range
time-range-name] [disable-port log-input ]

deny udp {any /source source-wildcarad} {any/lsource-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number /precedence number][time-range time-range-name]
[disable-port log-input /

no deny protocol/{any / source source-wildcara} {any / destination
destination-wildcard) [dscp number /precedence number][time-range
time-range-name] [disable-port /og-input ]

no deny icmp {any /source source-wildcara} {any / destination
destination-wildcard) [any /icmp-type] [any /icmp-code]] [dscp number/
precedence numberiftime-range time-range-name][disable-port log-input ]

no deny igmp {any /source source-wildcard} {any / destination
destination-wildcard)[igmp-type] [dscp number/precedence number] fime-range
time-range-name]j [disable-port log-input /

no deny tcp {any /source source-wildcard) {any/source-port/port-rangel{any /
destination destination-wildcard} {anyldestination-port/port-range} [dscp number/
precedence number [match-all /ist-of-flags] [time-range time-range-name]
[disable-port log-input ]

no deny udp {any /source source-wildcarad} {any/source-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [dscp number/
precedence number] [time-range time-range-name] [disable-port log-input ]

Parameters

= protoco—The name or the number of an IP protocol. Available protocol
names: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis.
To match any protocol, use the Ip keyword. (Range: 0-255)

= source—Source IP address of the packet.

= source-wildcard—Wildcard bits to be applied to the source IP address. Use
1s in the bit position that you want to be ignored.

= destination—Destination IP address of the packet.
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destination-wildcard—Wildcard bits to be applied to the destination IP
address. Use 1s in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply,
destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp, pim,
cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one
of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (83949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be
set itis prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available
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options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin. The flags are concatenated to a one string. For example: +fin-ack.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= disable-port—The Ethernet interface is disabled if the condition is matched.

= log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of
ports is used for a source port in ACE it is not counted again if it is also used for
source port in another ACE. If a range of ports is used for destination port in ACE it
is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)# deny ip 176.212.0.0 00.255.255 any
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3.4 ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6
access list (ACL) and to place the device in Ipv6 Access-list Configuration mode.
All commands after this command refer to this ACL. The rules (ACEs) for this ACL
are defined in the permit (IPv6 ) and deny ( IPv6 ) commands. The service-acl
input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ipvb access-list [ac/-name]

no ipv6 access-list /ac/-namej

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any
any nd-na any, and deny ipv6 any any statements as its last match conditions. (The
former two match conditions allow for ICMPVv6 neighbor discovery.)

The IPv6 neighbor discovery process uses the IPv6 network layer service,
therefore, by default, IPv6 ACLs implicitly allow IPv6 neighbor discovery packets
to be sent and received on an interface. In IPv4, the Address Resolution Protocol
(ARP), which is equivalent to the IPv6 neighbor discovery process, uses a
separate data link layer protocol; therefore, by default, IPv4 ACLs implicitly allow
ARP packets to be sent and received on an interface.

Example

switchxxxxxx(config)# ipv6 access-list acll

102

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



ACL Commands

switchxxxxxx(config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80

3.5 permit(IPv6)

Use the permit command in Ipv6 Access-list Configuration mode to set permit
conditions (ACEs) for IPv6 ACLs. Use the no form of the command to remove the
access control entry.

Syntax

permit protocol{any {source-prefix/ length{any | destination-prefix/ length}
[ace-priority priorityi[dscp number| precedence number] [time-range
time-range-name] [log-input]

permit icmp {any | {source-prefix/ lengtfi{any | destination-prefix/ length}
{anylicmp-type} {anylicmp-code} [ace-priority priorityl[dscp number| precedence
number [time-range time-range-name] [log-input]

permit tcp {any | {source-prefix/ length} {any | source-port/ port-range}}{any |
destination-prefix/ length} {anyl destination-port/ port-range} [ace-priority
priorityl[dscp number| precedence number] [match-all /ist-of-flags] [time-range
time-range-name)] [log-input]

permit vap {any | {source-prefix/ length}} {any | source-port/ port-rangel}{any |
destination-prefix/ length} {any | destination-port/ port-range} [ace-priority
priorityl[dscp number| precedence numberi[time-range time-range-name]
[log-input]

no permit protocol/{any {source-prefix/ lengthi{any | destination-prefix/ length}
[dscp number| precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | {source-prefix/ lengthi{any | destination-prefix/\ength}
{anylicmp-type} {anylicmp-code} [dscp number| precedence number [time-range
time-range-name] [log-input]

no permit tcp {any | {source-prefix/ length} {any | source-port/port-range}{any |
destination- prefix/length} {anyl destination-port/ port-range} [dscp number]|
precedence numben [match-all /ist-of-flags] [time-range time-range-namel)
[log-input]

no permit udp {any | {source-prefix/ length}} {any | source-port/ port-range}}{any |
destination-prefix/ length} {anyl destination-port/ port-range} [dscp number|
precedence numben [time-range time-range-namel] [log-input]
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Parameters

protoco/—The name or the number of an IP protocol. Available protocol
names are: icmp (58), tcp (6) and udp (17). To match any protocol, use the
ipv6 keyword. (Range: 0-255)

source-prefixl length—The source IPv6 network or class of networks about
which to set permit conditions. This argument must be in the form
documented in RFC 3513 where the address is specified in hexadecimal
using 16-bit values between colons.

destination-prefix/length—The destination IPv6 network or class of
networks about which to set permit conditions. This argument must be in
the form documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL)."1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: destination-unreachable (1),
packet-too-big (2), time-exceeded (3), parameter-problem (4), echo-request
(128), echo-reply (129), mid-query (130), mild-report (13 1), midv2-report
(143), mld-done (132), router-solicitation (133), router-advertisement (134),
nd-ns (135), nd-na (136). (Range: 0-255)

iemp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter a
range of ports by using a hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (83949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp (16 1), snmptrap (162), sunrpc (111), syslog
(514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)
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3

= source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

= match-all /ist-of-flag—List of TCP flags that should occur. If a flag should be
set itis prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin. The flags are concatenated to a one string. For example: +fin-ack.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= |og-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If a range of ports is used for the destination port in an ACE, it is not counted again
if it is also used for destination port in another ACE.

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of
ports is used for a source port in ACE, it is not counted again if it is also used for a
source port in another ACE. If a range of ports is used for destination port in ACE it
is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.
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Example

This example defines an ACL by the name of server and enters a rule (ACE) for tcp
packets.

switchxxxxxx(config)# ipv6 access-list server

switchxxxxxx(config-ipv6-al)# permit tcp 3001::2/64 any any 80

3.6 deny(IPv6)

Use the deny command in Ipv6 Access-list Configuration mode to set permit
conditions (ACEs) for IPv6 ACLs. Use the no form of the command to remove the
access control entry.

Syntax

deny protocol{any | {source-prefix/ lengthi{any | destination-prefix/ length}
[ace-priority priority[dscp number| precedence number [time-range
time-range-name] [disable-port log-input]

deny icmp {any | {source-prefix/ length{any 