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Figure 1 - Inbound email message flow

10
71

2

3

4

5

6

Sender sends email to 
xyz@companyX.com

1

Email is sent

What is IP for CompanyX mail server 
(MX and A record DNS lookup)?

IP address for CompanyX email is 
a.b.c.d (Cisco ESA at CompanyX)

Internet DNS
Server

Email
Server

Cisco Email
Security Appliance

Employee retrieves cleaned email

After inspection, 
the email is sent to the 
central email server

In addition to all of the email security capabilities provided by Cisco ESA for 
inbound email, Cisco ESA also provides anti-virus protection for outbound 
email.

Figure 2 - Outbound email message flow
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Cisco ESA can be deployed with a single physical interface in order to filter 
email to and from an organization’s mail server. The second deployment 
option is a two-interface configuration, one interface for email transfers to 
and from the Internet and the other for email transfers to and from the inter-
nal servers. This design guide uses the single-interface model for simplicity.

Cisco ESA uses a variety of mechanisms to filter spam and fight malicious 
attacks. The goal of the solution is to filter out positively identified spam 
and quarantine or discard email sent from untrusted or potentially hostile 
locations. Antivirus scanning is applied to emails and attachments from all 
servers to remove known malware. 





5Introduction February 2013 Series 5

Monitoring 

You can monitor the behavior of Cisco ESA by viewing a variety of reports 
available under the Monitor tab. These reports allow an administrator to 
track activity and statistics for spam, virus types, incoming mail domains, 
outbound destinations, system capacity, and system status. 

Troubleshooting 

If you need to determine why Cisco ESA applied specific actions for a given 
email, you can run the Trace tool under System Administration. 

By defining a search using details of a given email in question, it is possible 
to test a specific email to determine how and why Cisco ESA handled the 
message. This search capability is especially useful if some of the more 
advanced features of ESA are used, such as data loss prevention (DLP).

For more information about Cisco ESA products, see the cus-
tomer support page:  
http://www.cisco.com/web/ironport/index.html

Reader Tip

http://www.cisco.com/web/ironport/index.html
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Deployment Details 

Cisco ESA deployment is designed to be as easy as possible. It is deployed 
into the existing mail delivery chain as a Mail Transfer Agent (MTA). The 
appliance will be the destination of email for the organization; as such, the 
public MX records (the DNS record that defines where to send mail) must 
eventually point to the public IP address of Cisco ESA. 

In this deployment guide, the appliance is physically deployed on the 
demilitarized zone (DMZ) of the Internet Edge firewall, and uses a single 
interface for simplicity. This interface handles all incoming and outgoing 
email and carries management traffic. The port on the appliance is the M1 
management interface. 

Figure 4 - Deployment overview
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It is important that Cisco ESA be accessible through the public Internet and 
that it is the first hop in the email infrastructure. Several of the Cisco ESA 
processes use the sender IP address, which is one of the primary identifiers 
Cisco SenderBase uses to determine the reputation of the sender. If another 
device receives mail before forwarding it to the appliance, the appliance is 
not able to determine the sender IP address and filtering cannot be applied 
properly.

The internal email server needs to configure Cisco ESA as a smart host or 
mail relay. The configuration of the internal email server is not included in 
this guide.

Configuring Email DMZ

1. Configure the DMZ switch

2. Configure the firewall’s mail DMZ interface

3. Configure Network Address Translation

4. Configure security policy

Process

The firewall’s DMZ is a portion of the network where, typically, traffic to and 
from other parts of the network is tightly restricted. Organizations place 
network services in a DMZ for exposure to the Internet. These servers are 
typically not allowed to initiate connections to the inside network, except for 
specific circumstances.

This procedure assumes that the Internet-edge firewall and 
DMZ switch have already been configured following the guid-
ance in the Cisco SBA—Borderless Networks Firewall and IPS 
Deployment Guide.

Reader Tip
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Ethernet interface:
1. Data 1
2. Data 2
3. Data 3
4. Management
[4]> 4

Hostname:
[ironport.example.com]> DMZ-ESAc370.cisco.local

Do you want to enable Telnet on this interface? [Y]> n
Do you want to enable SSH on this interface? [Y]> y
Which port do you want to use for SSH? [22]> 22
Do you want to enable FTP on this interface? [N]> n
Do you want to enable Cluster Communication Service on this 
interface? [N]> n
Do you want to enable HTTP on this interface? [Y]> y
Which port do you want to use for HTTP? [80]> 80
Do you want to enable HTTPS on this interface? [Y]> y
Which port do you want to use for HTTPS? [443]> 443

Do you want to enable Spam Quarantine HTTP on this interface? 
[N]> Y

Which port do you want to use for Spam Quarantine HTTP? [82]> 
82

Do you want to enable Spam Quarantine HTTPS on this interface? 
[N]> Y
Which port do you want to use for Spam Quarantine HTTPS?[83]> 
83

The “Demo” certificate is currently configured. You may use 
“Demo”, but this will not be secure. To assure privacy, run 
“certconfig” first.
Both HTTP and HTTPS are enabled for this interface, should 
HTTP requests redirect to the secure service? [Y]> Y

Both Spam Quarantine HTTP and Spam Quarantine HTTPS are 
enabled for this interface, should Spam Quarantine HTTP 
requests redirect to the secure service? [Y]> Y

Do you want dmz-email as the default interface for Spam 
Quarantine? [N]> Y

Do you want to use a custom base URL in your Spam Quarantine 
email notifications? [N]> N

The interface you edited might be the one you are currently 
logged into. Are you sure you want to change it? [Y]> Y
Updating SNMP agent interface referencing the old interface 
name “Management” to the new interface name “dmz-email”.
Currently configured interfaces:
1. dmz-email (192.168.17.25/24 on Management: DMZ-ESAc370.
cisco.local)

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.
- GROUPS - Define interface groups.
- DELETE - Remove an interface.
[]> <Return>

ironport.example.com> setgateway

Warning: setting an incorrect default gateway may cause the 
current
connection to be interrupted when the changes are committed.
Set gateway for:

1. IPv4
2. IPv6
[1]> 1
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Appendix A: Product List

Email Security
Functional Area Product Description Part Numbers Software
Email Security Appliance Cisco Email Security Appliance C370 C370-BUN-R-NA Async OS 7.6.1-022

Internet Edge
Functional Area Product Description Part Numbers Software
Firewall Cisco ASA 5545-X IPS Edition - security appliance ASA5545-IPS-K9 ASA 9.0(1) 

IPS 7.1(6)E4Cisco ASA 5525-X IPS Edition - security appliance ASA5525-IPS-K9
Cisco ASA 5515-X IPS Edition - security appliance ASA5515-IPS-K9
Cisco ASA 5512-X IPS Edition - security appliance ASA5512-IPS-K9
Cisco ASA5512-X Security Plus license ASA5512-SEC-PL
Firewall Management ASDM 7.0(2)

Internet Edge LAN
Functional Area Product Description Part Numbers Software
DMZ Switch Cisco Catalyst 3750-X Series Stackable 24 Ethernet 10/100/1000 ports WS-C3750X-24T-S 15.0(2)SE 

IP Base license





Please use the feedback form to send comments 
and suggestions about this guide. 

B-0000170-1 1/13

http://ciscosba.com/feedback/?id=Feb13-170

	_Ref329268410
	_Ref329351734
	_Ref342305953
	_Ref312157850
	_Ref342307911

