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CHAPTER 1

Getting Started with PSOM

As the administrator, you are responsible for setting up and managing all components of that are used
by operators in the Operation Console. In this chapter, you’ll learn hat operators do with the Operation
Console, what must be configured so that the Operation Console can be used, and how you must proceed
to set up the of Cisco Physical Security Operations Manager (PSOM) system

This chapter includes these topics:
e About PSOM, page 1-1
¢ Understanding the Deployment Architecture, page 1-1
e Learning about PSOM Services, page 1-2
e Overview of the Operation Console, page 1-4
e Configuring PSOM, page 1-6
e Getting Familiar with the Administration Console, page 1-9
e Logging On or Off, page 1-11
e Viewing and Updating Your License Key, page 1-12
e Setting Preferences, page 1-13
e Starting and Stopping PSOM Services, page 1-20

About PSOM

PSOM is a Physical Security Information Management (PSIM) solution that provides situational
awareness across the organization and delivers the insight required to protect people, assets and
infrastructure. PSOM is a unified management platform that connects physical security systems (access
control, analytics, sensors, video surveillance, etc.) with logical ones to enable security teams to better
manage security events.

Understanding the Deployment Architecture

PSOM has these major components:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Chapter1  Getting Started with PSOM

B Learning about PSOM Services

PSOM services—Collect information from various sensors within a security environment, and
process this data for analysis of alert conditions. Specifically, the PSOM services integrate with
video, access control, and intrusion detection systems to collect sensor alerts and live and recorded
video. Multiple NICs (network interface cards) enable PSOM services to access the IP networks for
the subsystems which may be on different networks.

PSOM Consoles—Includes the Administration Console, Operation Console, Alert Management
Console, Video Management Console, and Business Logic Designer. The Operation Console
enables operators to detect and respond to alerts, view live and recorded video, and report on alert
conditions. The Administration Console enables administrators to configure and manage the
elements of PSOM used by the Operation Console. This document provides details about all of the
Consoles.

PSOM Repository—Stores all environment configurations and data collected by PSOM in a
standard Microsoft SQL Server 2008 database.

Learning about PSOM Services

Each of the PSOM services must be running for PSOM to function correctly.

Bus Services (BUS)—Dispatches and routes policies, alerts, schedules, and commands to various
services. Dynamically discovers Integration Modules and monitors services for abnormalities (e.g.,
a service becomes unreachable).

Caching Services (CS)—Speeds up business logic execution by caching Monitoring Hierarchy and
sensor map information.

Business Logic Core Services (BL CORE)—Runs business logic policies such as Alert Business
Logic, Scheduled Business Logic, and so forth; the BL CORE does not handle event monitoring
logic.

Monitoring Logic Services (MS)—Detects new and updated events from sensors via Integration
Modules and creates alerts in PSOM.

Sensor Management Services (SM)—Automatically discovers sensors via Integration Modules and
synchronizes them with PSOM. Supports customized parsing of device semantics, and can
automatically create the Monitoring Hierarchy with correct Monitoring Areas, Monitoring Zones
and Sensor locations.

Web Services (WS)—Handles communication between PSOM services and PSOM consoles, and
enables integration with external alarm systems.

User Services (US)—Runs reports on data collected by PSOM and controls video management
systems and cameras. This service is optional.

Connector Web Services (CWS)—Handles communication with third-party vendor systems via
Integration Modules. This service is optional if only video is being used.

Collaboration Services—Serves as the central service hub for end users to collaborate and
communicate via instant messaging, as well as enables push notifications/subscriptions, and
Response Workflow notifications.

Health Monitoring Services—Monitors the PSOM system runtime behavior and health using agents
that are polled to collect data and raise any alarms if necessary.

Video Alert Services—Allows video adaptors to expose video alerts to Monitoring Services and
Business Logic processing.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Learning about PSOM Services W

The PSOM services can be self-contained on a single server machine or distributed across multiple
distributed servers.
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PSOM uses a scalable Service Oriented Architecture (SOA) based on .NET, and is comprised of a series
of web services which means PSOM enables easy integration with existing technology infrastructures.

Instead of being a monolithic application requiring significant development to add or modify
functionality, PSOM uses a modern modular design that separates application components into discrete
modules. The modular approach enables easy modifications with minimal impact and allows new
functional modules to be added at any time. PSOM integration modules with physical security
subsystems leverage this approach for quick development and deployment.

All data collected by PSOM is stored in a standard Microsoft SQL Server 2008 database. The use of a
commonly deployed database platform simplifies regular database administration tasks and allows easy
access to data in case there are unique reporting requirements not met by the PSOM reporting
capabilities. In addition to simplified management and reporting, PSOM can also leverage some of SQL
Server’s more advanced features such as clustering and replication.

All communication between PSOM components is based on the global standard TCP/IP protocol. This
communication uses standard port definitions such as HTTP or HTTPS which means firewalls and other
networking equipment require minimal configuration modifications. The message format used for
communication is based on another industry standard, Extensible Markup Language, commonly known
as XML. A significant benefit of using XML as a data interchange is that third party products based on
SOA and XML can be quickly and easily integrated with PSOM.
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B Overview of the Operation Console

Overview of the Operation Console

Before you can understand the administration tasks that must be accomplished, you must first understand
the environment you are configuring for security operators. That environment is the Operation Console,

as shown next.
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This is the Alert List Pane, which shows open alerts. These alerts

correspond to alarms generated by external intrusion detection systems.

When an operator drills down on the map shown previously, a lower-level building floor plan appears.
This floor plan shows the placement of all video camera sensors and access control devices, as shown

next.
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When operators view details for an alert, they see information that has been configured or enabled by a
system administrator including: the Location description, the sensor’s assigned ID, the alarm triggered
by the external access control system, the details for the last access attempts, and recorded video footage

for the alert.
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Further, all of this information is compiled into a printed or electronic document for notification and

reporting purposes.
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W Configuring PSOM

See Using Cisco Physical Security Operations Manager for information about using the Operation
Console.

Configuring PSOM

Step 1

Step 2
Step 3
Step 4

As the administrator, you play a critical role in designing and configuring PSOM so the right information
is readily available to security operators and first responders.

To get PSOM running, you must perform a series of tasks to setup the environment. The Configuration
Wizard guides you through this process.

To configure PSOM using the Configuration Start Wizard, follow these steps:
Procedure
Choose Tools > Configuration Wizard.

The Configuration Wizard appears.

Select each task in order and its section will expand with a list of tasks to be completed.

Click the Configure button to launch the appropriate configuration window for the task to be completed.

Click Next to move on to the next administration task.

Configuration tasks you must perform as administrator include:
e Setup users and assign them to security groups.

e Establish the Monitoring Hierarchy of Monitoring Zones and Monitoring Areas within your security
environment. This involves dividing the overall security boundary into logical top-level groups
(Monitoring Zones), and then splitting those groups into areas that can be managed from a single
view of a building floor plan (Monitoring Areas).

¢ Create maps for the Monitoring Hierarchy. This involves uploading graphics for the different
Monitoring Areas and Monitoring Zones in your environment, and optionally configuring maps as
Geographic Information System (GIS) maps.

e Draw boundaries on maps for the Monitoring Zones and Monitoring Areas. This involves visually
defining the Monitoring Zones and Monitoring Areas on graphical maps to show the boundaries.

e Add Sensors for each video camera and access control, and define Sensor Groups. A Sensor must
be defined in PSOM for each physical sensor in the environment. And you can group Sensors
together that collaborate to report events; for example, group an access control device and the video
camera that monitors it.

e Place Sensors into the correct Monitoring Zone or Monitoring Area, and add them to maps. Then
these Sensors must be placed appropriately on building floor plans for your Monitoring Areas.

e Apply Event Business Logic to ensure that policies are followed and security policies are
consistently repeatable.

There is a set of information you need to gather before beginning to set up PSOM for your security
environment. Table 1-1 lists the details you’ll need and tells you which planning worksheet you can use
in Appendix A, “Planning Worksheets,” to gather the information.
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Configuring PSOM
Table 1-1 Planning Information Needed for Deploying PSOM
You can use the
Worksheet in this
To Set Up... You Need to Gather this Information... Section...

Video sensors

For each video camera, you need its:
e Device ID
e Location (see Locations in this table)

e View Range (in degrees)—the width of the
camera’s viewing area.

e View Distance (in feet)—the distance from
the camera to the furthest point it can
accurately view.

e View Direction (in degrees)—the focus angle
of the camera (clockwise from 0-359). This
tells PSOM the direction the camera is
pointing from 0-180 degrees.

Video CameraPlanning,
page A-5

Access control system
integration

For each access control system, you need its:
e [P address or server name
e ACS login name
e ACS login password

See the Integration Module documentation for
details. Install the PxDocSetup.msi file to obtain
all PSOM documentation.

Access Control System
Integration Planning,
page A-2

Sensor Groups

Determine which video camera sensors should be
grouped with access control devices, and what
other Sensor Groups make sense for monitoring
activity in your environment.

Users For each employee, you need: User Deployment
e Login user name Planning, page A-3
e Login password
e Security group assignment
e Description
e Security role and permissions
Locations For each physical space in your environment that |Locations Planning,

will be monitored by PSOM, you need to create:
* Location name

e Description

page A-4
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Table 1-1

Planning Information Needed for Deploying PSOM (continued)

To Set Up...

You Need to Gather this Information...

You can use the
Worksheet in this
Section...

Monitoring Zones

A Monitoring Zone is a logical group of
Monitoring Areas (or Monitoring Zones) that are
associated because of physical location, business
function, or other reasons. For each Monitoring
Zone you need:

e A name for the Monitoring Zone.

e The list of Monitoring Areas (or Monitoring
Zones) that should be part of the Monitoring
Zone.

Note  Monitoring Zones can contain Monitoring

Areas, or Monitoring Zones, but not both.

Monitoring Zone
Planning, page A-6

Monitoring Areas

A Monitoring Area is a virtual representation of a
place within your security environment that is
associated with a map or building floor plan and
Sensor Groups that exist in that physical space.
For each Monitoring Area you need:

e A name for the Monitoring Area.

e A description of the physical place
represented by the Monitoring Area.

e A list of Sensors and Sensor Groups that
should be part of this Monitoring Area.

Monitoring Areas
Planning, page A-7

Response tasks and
Response Workflows

Response Workflows are composed of response
tasks, and apply to specific types of alerts.

To perform this step, you need to know:

e What are all the different actions that
operators will need to perform to resolve
alerts? These are defined as response tasks.

e For each type of alert, what are the tasks that
operators need to perform? You’ll define
different Response Workflows for each type of
alert.

e For each Response Workflow, which response
tasks must be performed before the alert can
be acknowledged? Or before it can be closed?

Task Items Planning,
page A-8

Response Workflow
Planning, page A-9

EZ-Track

To configure each video camera for EZ-Track, you
must know:

e How long it takes (in seconds) to travel from
camera to camera at a regular walking stride.

e Which cameras are up, down, left, right from
the source camera.

EZ-Track Planning,
page A-10
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Getting Familiar with the Administration Console

Getting Familiar with the Administration Console

From the Administration Console, you can perform most administrative tasks.

B Proximex Surveillint™ Administration Console - localhost {administrator)

File Wiew Tools Help

Administration < |

Administration Control Panel - Categor

Physical Security Information Management

20nes, areas, sensors, tracking

ey ] X Environment
i Manage maps. monitaring tree,
- “y
g ; devices and resources.
Diagnostics

Secunty

o

Video Carnera

f=

Event Integration

=

Business Lagic

=N ¥Yideo Integrafion
A
N

Manage securty roles, permissions,
users and user groups.

Configure video service modules and
camera topology

Business Logic
Manage business logic templates
and PowerShell zcript library

Rules

tanage rules for reparting and alert

collapsing,

Diagnostics
tanage audit report, administration
system alerts and monitorintg tasks.

Ewvent Inte gration

Manage integration modules, user
alert types, extemal alert types and
$EBNSON MApPIng.

Tools you use
to administer
PSOM.

E?" Administration
%’ Toals

§E Others

E

' |'izard for System Configuration

roweneo ¢v G PROXIMEX | (| | 5}

Navigation for switching between

functionality in the Administration Console.

The center of the window lists all the tools you will use to set up and administer PSOM. Table 1-2

describes tasks you can perform with each of these tools.

Table 1-2 Tools You Can Use to Perform Different Tasks

To do this:

Use this tool:

See this documentation:

Add new users to PSOM. Security Setting Up User Accounts, page 2-2
Assign users to different security Security Managing the Members of a User
groups. Group, page 2-7
Add Locations, Monitoring Areas Environment e Adding Locations to PSOM,
and Monitoring Zones to PSOM. page 4-2

e Adding Monitoring Areas to

PSOM, page 5-3
[ )

Adding Monitoring Zones to
PSOM, page 5-4
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Getting Familiar with the Administration Console

Table 1-2 Tools You Can Use to Perform Different Tasks (continued)
To do this: Use this tool: See this documentation:
Add Sensors to PSOM and group Environment e Adding new Sensors for Access
them together. Control Devices, page 6-3
e Adding new Sensors for Video
Cameras, page 6-5
e Adding new Sensors for Other
Types of Devices, page 6-8
e Grouping Sensors, page 6-16
Establish the Monitoring Hierarchy |Environment Setting up the Monitoring Hierarchy,
of Monitoring Zones, Monitoring page 5-4
Areas, and Locations.
Add aerial maps and building floor |Environment Adding Background Map Images,
plans to Monitoring Zones, page 7-4
Monitoring Areas, and Locations.
Add Sensors to maps. Environment Adding Sensors to a Map, page 7-19
Integrate GIS maps with PSOM. Environment Integrating GIS maps with PSOM,

page 7-32

Set up Response Workflows for how
operators should respond to alerts.

Business Logic

Chapter 13, “Managing Response
Workflows”

Set up alert collapsing rules. Rules Chapter 8, “Managing Alert
Collapsing Rules”
Configure automated reporting. Rules Chapter 9, “Customizing Reports”

Integrate Sensors with external
intrusion detection systems.

Event Integration

Chapter 11, “Integrating Sensors
with External Systems, Registering
Third-Party Alarm Types, and
Configuring Integration Modules”

Set Homeland Security or MARSEC |Preferences Setting Homeland Security or

levels. MARSEC Levels for the Operation
Console, page 1-14

Diagnose system tasks, alerts and Diagnostics Chapter 16, “Diagnosing System

events.

Tasks and Alerts”

Configure video services.

Video Camera

Chapter 3, “Configuring Video
Services”

Set up video cameras to enable
EZ-Track.

Video Camera

Chapter 3, “Configuring Video
Services”

Set up EZ-Track camera topology.

Environment or
Video Camera

Chapter 12, “Setting Up EZ-Track”

Set up Tracking Devices and
Resources.

Environment

Chapter 12, “Setting Up EZ-Track”

Configure business logic for alert
response.

Business Logic

Chapter 14, “Managing Business
Logic”
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Logging OnorOff W

Aside from the tools you can use, you can launch the Operation Console by clicking its name under
Operations on the left side of the window.

Under Others on the left side of the window, you can perform these functions:

e To change preferences for the Administration Console and Operation Consoles in your organization,
click Preferences.

e If you want to change the permissions or password of the current login account, click Security
Profile.

¢ To view licensing information, or update your license key, click License Manager.

Docking and Undocking the Navigation Pane

If you want to create more working space in the Administration Console, you can undock the Navigation
Pane on the left side of the window by clicking the thumbtab icon. Then click the Navigation tab when
you want to see the pane.

The Navigation Pane will appear when you select the Navigation Pane menu.

Physical Security Information Management £
The istration Adm “ontrol Parn
Navigation e
Pane appears. S 1&4-_ Environment 2 Rules
(“-:?J tdanage maps, monitaring tree, ’_J hanage rules for repoiting and alert
- = 20nes, areas, sensors, tracking callapsing.
devices and resources <
¢ @
Diagnostics
o Secunty Diagnostics
D Manage secuiity roles, pemissions, = Manage audit report, administration
uzers and user groups system alerts and monitorintg tasks
Video Camera £ ®

You can completely close the Navigation Pane by clicking the X button at the top right corner of the pane.
To subsequently redisplay the Navigation Pane, choose View > Navigation Pane from the menus at the
top of the window.

Logging On or Off

Step 1
Step 2

You can log off PSOM Administration Console, and then log back on as a different user, without exiting
the Administration Console.

To log off the Administration Console:

Procedure

Choose File > Logoff.

In the confirmation dialog that appears, click Yes.

To log back on to the Administration Console:

| oL-28432-01
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W Viewing and Updating Your License Key

~

Note

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

If you are using Single Sign On to login to PSOM (for example, Windows Authentication), see the
“Single Sign On and User Management” section on page 2-13.

Procedure

Choose File > Logon.

The Logon window appears.

Select the server where PSOM is running from the Server Name field.
Select the user name for logging in to PSOM from the User Name field.
Enter the corresponding password in the Password field.

If SSL is configured, the only way to connect to PSOM components is via HTTPS. Therefore, you must
check the Use HTTPS connection check box.

Click Logon.

Viewing and Updating Your License Key

Step 1
Step 2

Step 1
Step 2

Step 3

Your PSOM license key controls access to the Administration Console, Operation Console, EZ-Track
functionality, and other key features. Your license key may, or may not, have an expiration date
depending upon the product purchased.

The license key is a 25-character string.

To view your license key, follow these steps:

Procedure

Click Others in the Navigation pane.

Click License Manager in the Navigation pane.

The PSOM License Manager appears.

If you have exceeded your license requirement for an item, it appears highlighted in the list.

To update your license key, follow these steps:

Procedure

Click Others and then License Manager in the Navigation pane.
Click the Update Key button.

The PSOM License Key window appears.

Enter your license key in the fields provided and click OK.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Setting Preferences

PSOM Administration Console has a number of preferences you can set including:

Setting Preferences W

e Console—These control preferences for the Operation Console. See Using Cisco Physical Security

Operations Manager for information.

e Server—These control preferences for the Administration Console, and for the Operation Console.

You can set the following Server preferences from the Administration Console.

Table 1-3

Server Preferences that can be set from the Administration Console

Server Preference

See...

How long PSOM stores auditing information.

Setting How Long Audit Records are Stored by
PSOM, page 16-6

The awareness level assigned to Homeland
Security and MARSEC that appears in the
Operation Console.

Setting Homeland Security or MARSEC Levels
for the Operation Console, page 1-14

Whether strong passwords are required to access
PSOM; and if so, whether they expire.

Enforcing Strong Passwords in PSOM, page 2-11

How often alerts are refreshed in the Operation
Console and whether different sounds are applied
to different alerts.

Setting Alert Preferences for the Operation
Console, page 1-15

How frequently alerts are refreshed in the Alert
Management Console.

Setting Alert Preferences for the Alert
Management Console, page 1-15

How frequently alerts are refreshed in the Alert
Details window for Operation Consoles, and
whether only the alert owner should have
permission to acknowledge or close the alert.

Setting Alert Preferences for the Alert Details
Window, page 1-16

What order Monitoring Zones and Monitoring
Areas are listed in the Monitoring Hierarchy in
PSOM consoles.

Setting the Order of the Monitoring Hierarchy,
page 1-16

Where Incident Packages are stored by default
when generated by operators using the Operation
Console.

Setting a Default Directory for Incident Packages,
page 9-8

Whether task completion should be enforced in
the Operation Console.

Enforcing Task Completion in the Operation
Console, page 13-2

Where Track Link Video Packages should be
stored for EZ-Track.

Setting the Location of Track Link Video
Packages, page 12-17

What service to use for identity management.

Identity Management in PSOM, page 2-17

How to stop video alert messages for Consoles
that do not have video support.

Stopping Video Alert Messages for Consoles
without Video Support, page 1-16

Whether to enable instant messaging within a
PSOM console.

Enabling Instant Messaging, page 1-17

Whether to enable alert video playback in the
Alert Details window.

Enabling Playback Looping of Alert Video in the
Alert Details Window, page 1-17

| oL-28432-01
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Table 1-3 Server Preferences that can be set from the Administration Console (continued)
Server Preference See...

Whether to enable alert video to be viewed from |Viewing Alert Video in the Video Management
the Video Management Console. Console, page 1-18

Whether to configure failover for PSOM Web Configuring Failover for PSOM Web Service,
Service and PSOM consoles page C-29

Setting Homeland Security or MARSEC Levels for the Operation Console

The Operation Console displays the current Homeland Security or MARSEC level at the bottom right
corner of the window.

You can manually set these levels for the Operation Console from the Administration Console.

To set the Homeland Security or MARSEC levels, follow these steps:

Procedure

Step 1 From the Administration Console, choose File > Preferences.
The Console Preferences window appears.

Step2  Click Server.
The Server preferences appear.

Step3  In the Security Threat Level Indicator section, select the type of security threat you want to display in
the Operation Console from the pull-down menu: Homeland Security or MARSEC.

Step4  From the Set security threat level at field, choose a level.
Step5 For Homeland Security, the choices are: Low, Guarded, Elevated, High, or Severe.
For MARSEC, the choices are: MARSEC 1, MARSEC 2, or MARSEC 3.

a~

Note  For MARSEC, the levels roughly correlate to Homeland Security in this way:

— MARSEC 1—Routine maritime operations; this level aligns with Green, Blue and Yellow
Homeland Security levels.

— MARSEC 2—Heightened security awareness; this level aligns with the Orange Homeland
Security level.

- MARSEC 3—Imminent threats to security; this level aligns with the Red Homeland Security
level.

Step6  Click OK to apply your settings.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Setting Alert Preferences for the Operation Console

Step 7
Step 8
Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

You can set alert preferences that apply to all Operation Consoles in the network from the Administration
Console.

To set alert preferences for Operation Consoles, follow these steps:

Procedure

Select File > Preferences from the Administration Console.
Click All Consoles under Server in the left navigation pane.

Enter the interval at which alert information should be refreshed in the Operation Console in the
Minimum console update interval field.

If you want to limit the number of alerts that are displayed in the Alert Pane in the Operation Console,
check the Maximum number of alerts displayed in the list checkbox and enter a number in the field
provided.

If you want to associate a sound with a specific alert type, click the Sound button.
The Configure Sound by Alert Type window appears.

To play a default sound for all alerts, check the Default sound for alerts checkbox and click Select.
Navigate and select the audio file you want played for all alerts.

To associate a sound with a specific type of alert, select the alert in the window and click Add. Navigate
and select the audio file you want played for the specific alert. The sound file is now listed next to the
selected alert.

~

Note  Sound files need to be installed in the same folder across the machines where PSOM Operation
Console will be running, or in a shared folder that all of these machines can access.

If you want to have Microsoft Windows’ speech functionality read alert descriptions—for example,
“Alert! 'Suspect did not pass check point and disappear' at "T2E-SecondFloorMain' Sensor
'P-108""—then check the Voice speak for new alert description checkbox.

You can configure the voice used to read the descriptions by clicking the Speech icon in the Control
Panel in Windows. Click the Text To Speech tab and choose the voice you want to use from the Voice
selection field.

Click OK. Then click Apply or OK in the Console Preferences window.

Setting Alert Preferences for the Alert Management Console

Step 1
Step 2

You can set preferences for the Alert Management Console.

To set alert preferences for the Alert Management Console, follow these steps:

Procedure

Choose File > Preferences from the Administration Console.

Click All Consoles under Server in the left navigation pane.

| oL-28432-01
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Step3  Enter the interval at which alert information should be refreshed in the Alert Management Console in
the Minimum console update interval field.

Step4  Click OK.

Setting Alert Preferences for the Alert Details Window

You can set preferences for the Alert Details window in all Operation Consoles.

To set alert preferences for the Alert Details, follow these steps:

Procedure

Step 1 Choose File > Preferences from the Administration Console.
Step2  Click All Consoles under Server in the left navigation pane.

Step3  Enter the interval at which alert information should be refreshed in the Alert Details window in the
Minimum window update interval field.

Step4  If you only want the owner of an alert to be able to acknowledge or close the alert, choose Yes from the
Lock Alert: Only allow alert to be acknowledged and closed by alert owner field.

Step5 Click OK.

Setting the Order of the Monitoring Hierarchy

You can set the order in which Monitoring Node names appear in the Monitoring Hierarchy across all
Consoles.

To set the order of the Monitoring Hierarchy, follow these steps:

Procedure

Step 1 Choose File > Preferences from the Administration Console.
Step2  Click All Consoles under Server in the left navigation pane.

Step3  Select the order in which you want Monitoring Node names to appear in the Monitoring Hierarchy from
the Sort order of hierarchy node name field.

Stepd  Click OK.

Stopping Video Alert Messages for Consoles without Video Support

If the Operation Console does not need to use video-related features, you can set an option to turn off
video alert messages at startup.

To set video alert preferences for the Operation Console, follow these steps:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 1
Step 2
Step 3

Step 4

Setting Preferences W

Procedure

Choose File > Preferences from the Alert Management Console.
Click General under Console (Per Computer) in the left navigation pane.

To turn off video alert messages, deselect the Show video integration warning message at console
startup option.

Click OK.

Enabling Instant Messaging

Step 1
Step 2
Step 3

The PSOM Instant Messenger allows different operators to communicate instantly over the network
using text messaging. Instant Messenger can be launched as standalone application from the Start Menu,
or from within PSOM consoles (such as the Operation Console or Alert Console).

These preferences are used to enable the Instant Messenger Console to automatically launch instant
messenger when a user logs into the Operation Console.

To enable instant messaging within PSOM consoles, follow these steps:
Procedure
Choose File > Preferences from the PSOM Console.

Choose Console (Per User) > General.

Check the Start Instant Messenger Console Automatically after logon option.

Enabling Playback Looping of Alert Video in the Alert Details Window

You can now enable looping playback for alert-related recorded video in the Alert Details window. When
configured, alert-related recorded videos in the Alert Details window will have looped playback for both
the Operation Console and Alert Console.
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Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter 1 Getting Started with PSOM |

W Setting Preferences
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To enable playback looping of alert video in the Alert Details window, follow these steps:

Procedure

Step 1 Choose File > Preferences from the PSOM Console.
Step2  Click Video under Console (Per Computer) in the left navigation pane.
Step3  Check the Enable loop playback of recorded video in alert detail option.

Step4  Determine the amount of time before the original alert occurrence to start video playback in the
Adjustable start time in seconds field.

The default is 0 seconds if this option is enabled.

Step5  Determine the duration of the video playback in the Preferred duration in seconds field by entering the
number of seconds after the recorded video has started to continue playback.

The default is 30 seconds if this option is enabled.
Step6  Click OK.

Viewing Alert Video in the Video Management Console

The Video Management Console can now be used to view video for alerts in video matrix view for the
current computer, as long as the Operation Console is running as well. The Alert Video View hides the
Monitoring Hierarchy pane in the Video Management, instead displaying video windows with alert
video.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Note

Note

Step 1
Step 2
Step 3
Step 4

Step 5

Setting Preferences M

Virtual guard tour is not supported when in Alert Video View.

To enable alert video to be displayed in the Video Management Console, you must select the Use video
view window for alert videos option in the Console Preferences window under
Console (Per Computer) > Video.

Upon opening the Video Management Console, you will still see the matrix view or guard tour view, but
can open a new window displaying the Alert Video View by selecting Alert Video View Window from
the File menu.

The new window displays (Alert Video) and appears similar to the following. The default video mode is
Recorded Video. Alert videos can only be added to the Alert Video View from the Operation Console or
Alert Console using the Alert Video button in the Alert Details window.

Y video View Windowllil I N0 ™

Matrix View View Tools Help

x| 0] || 5] o]

Provi lint™Video Management [Video Matrix Yiew] (Private)
U .

{at Home ﬁ\l‘iden || Mate E=|Reparting
Acknowledge | _&, Falsz Alarm  [&] [\’\]X Track Forward 0 tﬁ

Close D Close Alert g Escalate To t&h @ Track Backward | Live Video 0 Stap Yidzo ﬁ Next Yideo

File Alsrt Status Li... Audio Cutput Recorded Yideo Action
Sensor: PET1GLLC . DOr.. Col.

Col.. Colu..

Location: CT First Floor 3700 - W |
Type: Forced Entry at Input .o 907, 100, 2000 Mic... Pro... =
Description: Forced Entry at Input PRCTGL1C | 57383 For... 9/7... 0 5001 Alar,.. F B d

Video Guard Tour, Live Video Mode, and EZ-Track are not supported for Alert Video View. Cameras
cannot be dragged and dropped onto video frames in Alert Video View, and multiple videos cannot be
exported at once.

To display alert video in the Video Management Console, follow these steps:

Procedure

Choose File > Preferences from the PSOM Console.
Click Video under Console (Per Computer) in the left navigation pane.
Check the Use video view window for alert videos checkbox.

Select the video view in which alert video should appear from the Select video view window as alert
video view field. Choices include Windows Main or Window — 1 through Window - 8. This creates a
new video view window that can be selected from the Video Management Console.

From the Show alert details window by field, choose whether to launch the Alert Details window from
the Video Management Console using the Alert Console or Operation Console. There is a right-click
menu choice for viewing Alert Details from a video window.
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M Starting and Stopping PSOM Services

Step 6

Step 7

Step 8

Step 9

If you want alert video to automatically appear in the first available tile of the Video Management
Console matrix when the Alert Details window is opened, check the Automatically add alert video into
the first available tile checkbox.

If all 16 tiles are taken (4x4 style matrix), any new alarm with video will take over the first tile. If this
option is not selected, the user will have to click the Post Alert Video button in the Alert Details window
to add the video to a frame in the Video Management Console matrix.

~

Note  For this functionality to work, the Video Management Console and Operation Console need to
be on the same machine.

If an alert has more than one video camera associated to it, when an alarm is generated, all the
associated recorded video (not just one) will be displayed in the Alert Video matrix.

To automatically remove alert video from the Video Management Console matrix when an alert status
changes to Acknowledged or Closed from the Alert Details window, check the Automatically remove
video from alert view window checkbox and select the alert status that triggers removal. If the alert
status changes in any other way, this functionality will not be performed.

To automatically add alert video for new alerts to the first available tile in the video view, select the
Automatically add alert video into the first available tile of the alert view window when new open
alert raised from the Operation or Alert Console option.

Click OK.

Starting and Stopping PSOM Services

~

Note

When a system is restarted, PSOM services are configured to restart automatically. However, in cases
where the services need to be manually restarted follow the instructions in this section.

Contact Cisco before reinitializing PSOM services.

The following services exist for PSOM:
e PSOM Bus Services
¢ PSOM Business Logic Core Services
e PSOM Caching Services
e PSOM Collaboration Services
e PSOM Health Monitoring Services
¢ PSOM Monitoring Logic Services
e PSOM Sensor Management Services

To restart PSOM services, follow these steps:
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Procedure

Step 1 From the Start menu, choose All Programs > Cisco Physical Security Operations Manager Services
> Services Configuration.

The Services Configuration window appears.
Step2 Choose 11 - Logs in the left side of the window.
Step3  Click Finish.

Stepd  Click Apply changes and restart services. The PSOM services restart and a confirmation window
appears.

Step5  Click Finish.
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CHAPTER

Defining Users and Managing User Groups

This chapter describes how to set up user accounts and assign them to user groups so that operators can
access the Operation Console, Administration Console, Alert Management Console, Video Management
Console, Business Logic Designer, or Web Console.

This chapter includes these topics:

Managing Users, page 2-1

Viewing Users by Role, page 2-5

Managing User Groups, page 2-6

Managing the Members of a User Group, page 2-7
Permissions within PSOM, page 2-9

Enforcing Strong Passwords in PSOM, page 2-11

Single Sign On and User Management, page 2-13

Identity Management in PSOM, page 2-17

Managing Users

Before users can log in to PSOM, they must have a user account. Administrators are responsible for:

Creating new user accounts
Granting users certain privileges by assigning them a user role

Assigning users to different user groups that can be used for escalation of tasks or enforce access
scope (for examples, limit the Monitoring Zones that certain users can access)

Changing user passwords. (Users can also change their own passwords from the Security Profile
window of any console except the Web Console)

Removing users from PSOM

Types of User Roles

PSOM includes the following user roles:

Operators—These users can access the Operation Console, and Video Management Console, Alert
Management Console, or Web Console. These users cannot access the Administration Console or
Business Logic Designer.

| oL-28432-01
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~

Note

e Power Users—These users can access a limited scope within any console. Power users cannot add,
edit or delete administrator users.

e Administrators—These users can access everything within all consoles. This allows them to perform
the same actions as operators, as well as create, configure, modify and view the entire PSOM
system.

e Video Viewers—These users can access the Video Management Console only. This allows them to
navigate the Monitoring Zones and Monitoring Areas within the environment and view surveillance
videos from video sensors.

e Mobile Operators—These users can access Web Console from hand-held mobile devices.

You cannot edit or delete these user roles.

You can add new user roles to PSOM. See the “Permissions within PSOM” section on page 2-9.

Planning a PSOM User Deployment

Note

When you are initially deploying PSOM within your organization, it is helpful to make a list of all users
that need to be added to PSOM. For each of these users, assign them user names, passwords, roles and
user groups. Table 2-1 shows a sample user deployment.

For a planning table you can use for your planning efforts, see the “User Deployment Planning” section
on page A-3.

Table 2-1 Sample User Deployment Planning

Employee User Name Password User Role User Group
Operator Operator lokakolol Operator Management
Supervisorl Supervisorl Gluloloulo Power User Dayshift
Supervisor2 Supervisor2 AR Power User Nightshift

Setting Up User Accounts

Step 1

Step 2

Step 3

To add a user account, follow these steps:

Procedure
Click the Security icon in the Administration Console.

The Security window appears.

Click the Users icon.

The Security User Manager window appears with the Users tab selected.
Click the Add button to create a new user account.

The Add User window appears.
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Step 4

Step 5

Step 6

Step 7
Step 8
Step 9

Managing Users W

In the User Name field, enter the name you want to assign to the user account. If you’re using single
sign on, you click the [-] button and select the user from Active Directory. See the “Single Sign On and
User Management” section on page 2-13.

In the Password and Confirm Password fields, enter the password for the account. If you are using
single sign on, these fields are dimmed. See the “Single Sign On and User Management” section on
page 2-13.

From the Security Role field, select the security role you want to assign to this account: Administrator,
Power User, Video Viewer, Operator, Paramedics, Law Enforcement Personnels, or Mobile
Operator.

See the “Types of User Roles” section on page 2-1 for details.

In the Description field, enter any notes about this user that are needed.

In the Email field, enter the user’s email address to be used for notifications.
Click OK to save the user account to the database.

After it is saved, the entry is displayed in the Security User Manager window.

Changing a User Password or Security role

~

Note

Step 1
Step 2

You can edit a user’s password or security role from the Security User Manager.

Users can also change their own passwords from the Security Profile window of any console except the
Web Console.

To change a user password or security role, follow these steps:
Procedure
Click the Security icon in the Administration Console.

Click the Users icon.

The Security User Manager window appears with the Users tab selected.
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Step 3
Step 4

Step 5

Step 6

Changing the

iserManager

User Management

Name ¢ Role Description Add...
= Adrministrator @ Administrator Default Adminstrator Account

i BiE . =— Click the Edit button

Roles Operator _g Cperatar Default Operatar Account

d SCO-Supervisorl é Power User SOC Supervisor 1 Delete... | to edit the user’s
'—" SOC-Operatorl _g Operator SC0 Operator 1 account information.
‘ ﬁa Groups Sqt, John Wayne éj Law Enforment P... Sgt. John Wayne Mobile Operator gmil
B B 3 Paramedics Paramedicl Mobile Operator

Officer-001 éj Law Enforment P... Main Mobile Officer in charge of pe...
Officer-002 @ Law Enforment P... Mobile OFficer in charge of perimet...
Patral Car 1 éj Mobile Operator Patrol Officer - Perimeter
Patrol Car 2 @ Mobile Operator Patrol Officer - Perimeter
Coast Guard 1 éj Mobile Operator Patrol Officer - Coast Guard Perim,.

Select the user account in the list of users.

W recordsof 1t (Ll ol > Close |

Select the user account you want to change in the list, and click the Edit button.
The Edit User window appears.
To change the user’s security role, make a different selection from the Security Role field.

To change the user’s password:

a. Check the Update Password checkbox to unmask the Password and Confirm Password fields.

b. Enter the new password in the Password and Confirm Password fields.

Click OK to store the new password or security role to the database.

Name Assigned to a User

For this release, you cannot change the name assigned to a user account once it has been created. To
change the name of a user account, you must delete the user account and then recreate it using the

preferred name.

Viewing the Groups to which a User Belongs

Step 1
Step 2

To view a user’s group membership, follow these steps:

Procedure

Click the Security icon in the Administration Console.
Click the Users icon.

The Security User Manager window appears with the Users tab selected.
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User Management

MName @ Role Description
B Adrinistrator 83 Adrministrator Default Adminstrator Account
% Raolzs Operator ﬁ Operator Defaulk Operator Account
SCO-Supervisarl &3 Power User S0C Supervisor 1 Delete... |
i

SOC-Operator ﬁ Operator SCO Operator 1 .
%J Groups Sgt. John Wayne aj Law Enforment P... Sgt. John Wayne Mobile Operator gmil_ Cth the GTOUpS bUtton to
— v i Paramedicl Mobils Opsrater view the user’s group
Officer-001 aj Law Enforment P... Main Mobile OFficer in charge of pe... membership.
Officer-002 Gl Law Enforment P... Mabile OFficer in charge of perimet. ..
Patrol Car 1 aj Mobile Operator Patrol Officer - Perimeter
Patral Car 2 aj Mobile Operator Patrol Officer - Perimeter
Coast Guard 1 aj Mobile Operator Patrol Officer - Coast Guard Perinm...

Select the user account in the list of users.

Mdd Record 6 of 11 dud ol | Clnse |

Step3  Select the user account from the list, and click the Groups button.
The User Groups window appears displaying all the groups to which the selected user belongs.

Step4  Click Close when you are finished.

Removing a User from PSOM
To delete a user account, follow these steps:

Procedure

Step1  Click the Security icon in the Administration Console.
Step2  Click the Users icon.
The Security User Manager window appears with the Users tab selected.
Step3  Select the user account in the list of users.
Step4  Click the Delete button.
A confirmation dialog box appears.

Step5  Click Yes to permanently remove the user account from PSOM.

Viewing Users by Role

You can view all of the users with a particular role; for example, you can find out which users have been
assigned the Administrator role. You can also view and change the permissions assigned to a role.

To view all users with a certain role, follow these steps:
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Procedure

Step1  Click the Security icon in the Administration Console.
The Security window appears.
Step2  Click the Security Roles icon.
The Security User Manager window appears with the Roles tab selected.
Step 3 To see which users belong to a role, select a user role from the list and click the Members button.
The User Members window appears.
Click Close when you are finished.

Step4  To see the permissions assigned to a user role, look in the lower half of the Security User Manager
window.

Step5  To change permissions assigned to a user role, select the role in the list and click Edit. The Edit Security
Role window appears.

Step6  Check or uncheck individual permissions under the Permissions area. Click OK when finished. See the
“Permissions within PSOM” section on page 2-9 for information about the different permissions.

~

Note  You can view your security permissions (for the login account you are currently using) by
clicking Others and then Security Profile in the Navigation Pane of the Administration
Console.

Managing User Groups

You can create as many different user groups as you need to represent the functional operations of your
security team, and then assign users to be members of these groups. User groups are useful with
escalation of tasks within PSOM; for example, you can define a Supervisor group to whom alerts are
escalated when they are not handled within the designated time frame. User groups are also useful for
limiting the scope of access for certain users to specific Monitoring Zones or Monitoring Areas.

Creating a User Group

To create a new user group, follow these steps:

Procedure

Step 1 Click the Security icon in the Administration Console.

The Security window appears.
Step2  Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.
Step3  Click the Add button to create a new user group.

The Add User Group window appears.
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Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Managing the Members of a User Group ||

In the User Group Name field, enter a name for this new user group.
In the Description field, enter information about this user group.
Click the Add button to assign users to be members of this new group.
The Select User window appears.

Select the users that should be members of this group. Use CTRL-click or SHIFT-click to select multiple
users.

Click OK.
The Add User Group window shows your new user group.

Click OK to save your new group.

Editing a User Group

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

To edit a user group, follow these steps:

Procedure

Click the Security icon in the Administration Console.

The Security window appears.

Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.
Select the user group you want to change, and click the Edit button.

The Edit User Group window appears.

To change the description of the group, change the text in the Description field.

To remove a member from the group, select the member in the list under User Group Members, and click
the Remove button. A confirmation appears.

Click Yes to remove the user.
To add more members to the group, click the Add button.
The Select User window appears.

a. Select the users that should be members of this group. Use CTRL and SHIFT to select multiple
users.

b. Click OK.

Click OK to save your changes to the user group.

Managing the Members of a User Group

To manage the members of a user group, follow these steps:
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Procedure

Click the Security icon in the Administration Console.

The Security window appears.

Click the User Groups icon.

The Security User Manager window appears with the Groups tab selected.

Select the user group for which you want to manage membership, and click the Members button.

The User Members window appears.

To add more members to this group:

C.

Click the Add button.
The Select User window appears.

Select the users that should be members of this group. Use CTRL and SHIFT to select multiple
users.

Click OK.

To edit a member’s information:

b.

e.

Select the member from the list.

Click the Edit button.

The Edit User window appears.

Enter new information in the Description field.

To change the user’s password, check the Update Password field and enter the password into the
Password and Confirm Password fields.

Click OK.

To remove a member from the group:

b.

C.

Select the member from the list.
Click the Delete button.
A confirmation dialog box appears.

Click Yes to remove the user.

Click Close.

Deleting a User Group

Step 1

Step 2

To delete a user group, follow these steps:

Procedure

Click the Security icon in the Administration Console.

The Security window appears.

Click the User Groups icon.
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The Security User Manager window appears with the Groups tab selected.
Step3  Select the user group you want to change, and click the Delete button.
A confirmation dialog box appears.

Step4  Click Yes to delete the group.

Permissions within PSOM

Within PSOM, users have permissions to perform certain actions. Table 2-2 describes the permissions
that the Permissions area of the Roles tab in the Security Role Management shows.

Table 2-2 Permissions
Area Permission Description
Console Access Administration Console Whether the user can launch the
Administration Console.
Access Operation Console Whether the user can launch the
Operation Console.
Access Alert Management Console Whether the user can launch the Alert
Management Console.
Access Video Management Console Whether the user can launch the Video
Management Console.
Access Business Logic Designer Whether the user can launch the Business
Logic Designer.
Operations Access Alert Manager Whether the user can launch the Alert
Manager to view current alerts in PSOM.
Access Video Manager Whether the user can launch the Video
Manager to view video.
Access EZ-Track Whether the user can perform actions
using EZ-Track.
Access Report Wizard Whether the user can access or run
reports.
Access Resource Tracking Whether the user can track Resources.
Access Video Matrix View Whether the user can view video matrixes
in the Video Management Console.
Access Video Guard Tour Whether the user can view guard tours in
the Video Management Console.
Execute any Response Workflow Whether the user can run any Response
Workflow in the Operation Console.
View all Response Workflows Whether the user can view Response
Workflows in the Operation Console.
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Operations Access Alert Manager Whether the user can launch the Alert

Manager to view current alerts in PSOM.

Access Video Manager Whether the user can launch the Video
Manager to view video.

Access EZ-Track Whether the user can perform actions
using EZ-Track.

Access Report Wizard Whether the user can access or run
reports.

Access Resource Tracking Whether the user can track Resources.

Access Video Matrix View Whether the user can view video matrixes

in the Video Management Console.

Access Video Guard Tour Whether the user can view guard tours in

the Video Management Console.

Execute any Response Workflow Whether the user can run any Response

Workilow in the Operation Console.

View all Response Workflows Whether the user can view Response

Workflows in the Operation Console.
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Table 2-2 Permissions (continued)

Area Permission Description

Video Export Video Whether the user can export recorded
video from PSOM.

Video Snapshot Whether the user can take video
snapshots of live video in PSOM.

Create Video Alert Whether the user can manually create an
alert from video in PSOM.

Manage Public Video Matrix View Whether the user can add a video matrix
to the Video Management Console that
others can see.

Manage Video Guard Tour Whether the user can add a guard tour to
the Video Management Console that
others can see.

View Recorded Video Whether the user can view recorded
video, and if so, how many past days of
video can be viewed. See the “Controlling
User Access to Video” section on
page 3-2 for more information.

Report Run a Report Whether the user can run a report.

Save a Report Whether the user can save a report that
has been executed.

Save a Report as a New Report Whether the user can save a report as a
new report.

Print a Report Whether the user can print out a report.

Export a Report Whether the user can export a report from
PSOM.

Business Logic |Manage Business Logic Policies Whether the user can add or modify
business logic policies using the Business
Logic Designer.

Test Business Logic Policies Whether the user can run Test in the
Business Logic Designer to debug the
operation of a business logic policy.

Other Access Preferences Whether the user can access preferences.
Command Variable based on installed Integration Whether the user can execute the listed
Modules external method.

Enforcing Strong Passwords in PSOM

You can require users to define strong passwords (at least 8 characters with a mix of letters and numbers)
for accessing PSOM from the Administration Console Preferences area. You can also require users to
update passwords at whatever frequency is desired for adequate security.
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Note

If a user has a weak password before you perform the steps to enforce a strong password, they will be
able to keep using that password unless you also specify a password expiration policy that requires users
to change their passwords at certain intervals.
To enforce strong passwords, follow these steps:
Procedure
Step 1 From the Administration Console, choose File > Preferences.
The Console Preferences window appears.
Step2  Choose Server > General in the left navigation.
The following dialog appears.
n Console Preferences H[=]
Consale (Per User) Server Preferences
Gaeneral £
Alert eneral Prefe
EZ-Track
Ermnail Audit Manager
= CUHSGZ:;;T Computer) ’j(eap Auditing information for last 7 days
B Sar\::ljen Security Threat Level Indicator
Security threat level bype: Homeland Security ™|
All Consoles .
SMTP ¥ Set security threat level at @Guardad ud
EZ-Track
Tdentity Management & Update threat level by system automatically
Security Manager
™ Use strong password:
Al least 8 characters long and a mix of letters and numbers,
™ Mo reuse the same password within | days
™ Enforce password expiration policy: Expiration. .. |
I~ Use backup Web Services:
2]
)
Apply | QK | Cancel |
Step3  To use strong passwords, check Use strong password under Security Manager.
Step4  To prevent users from using the same password within a certain amount of time, check No reuse the
same password within and enter a number of days in the field provided.
Step5  To require users to change passwords at set intervals, check Enforce password expiration policy and

click the Expiration button.

The User Password Expiration Policy window appears.
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Step 7

Step 8
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Determine the default policy for the interval at which passwords will expire by clicking the Password
will expire in option and entering a number of days in the field provided. Otherwise, click Password
will never expire.

To set an expiration policy specific to different security roles, select the security role from the table and
enter a number of days in the field at the far right.

Click OK when finished.

Click Apply or OK in the Console Preferences window to save your changes.

Single Sign On and User Management

When logging in to PSOM, you can choose to use Single Sign On (SSO) and thereby leverage Windows
authentication. To log in to PSOM using SSO, you must enable the PSOM Web Service to use SSO.

Once logged in to PSOM using SSO, in order to add or remove PSOM users the Windows administrator
account used to login to PSOM must have privileges for adding or removing users from an Active
Directory group. When SSO is in effect, PSOM users are managed using the PxWebServiceGroup in
Active Directory. Therefore, the Windows administrator account you use to login to PSOM should
belong to the Account Operators group in Active Directory so that you have appropriate privileges.

If your environment has tight permissions, you can follow the procedure in the “Configuring Active
Directory for PSOM” section on page 2-13 to set up security groups in Active Directory that provide the
necessary permissions for PSOM to function properly.

Configuring Active Directory for PSOM

Step 1
Step 2

If your environment has tight permissions, you can follow the procedure in this section to set up security
groups in Active Directory that provide the necessary permissions for PSOM to function properly.

To configure Active Directory for PSOM, follow these steps:

Procedure

Launch Active Directory.
Within Active Directory, create two security groups in the local domain:

¢  PxAdminGroup—Will contain all PSOM administrator accounts. You need to add this domain group
to the “Administrators” group on each machine where a PSOM Console is running.
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New Object - Group _)ﬂ

ia_) Create in:  jwedomain.local/Users

Group name:

] PxAdminGroup

Group name (pre-Windows 2000):

l PxAdminGroup
rGroupscope Group type
& Domain local ' Security
" Global " Distribution
" Universal
OK I Cancel |

Administrators Properties

General |

S Adrninistrators

21

Description:

Mernbers:

@Adminislrator

F=USERSERYICELSER

m JW CDOMAINDomain Adming
JWCDOMAIMNPadminGroup

e PxWebServiceGroup—Will contain all Active Directory users that will be accessing PSOM.

32‘ Createin:  jwcdomain.local/Users

ud

Group name:
| PiWebServiceGroup

Group name (pre-Windows 2000):
[ PxWebServiceGroup

rGroupscope —— | [Grouptype
= Domain local * Security
" Global (" Distribution
 Universal
oK I Cancel
Step 3 Within Active Directory, create two users:
e PxInstallAdmin—Add this user to the PxAdminGroup and PxWebServiceGroup groups in Active
Directory, and add the user to the Administrators group on the machine where the PSOM Web
Service is running. This domain user is leveraged to configure the PSOM Web Service.
e PxWebServiceUser—Add this user to the PxWebServiceGroup group in Active Directory. This
domain user will be used by the PSOM Web Service for impersonation.
Step4  Launch SQL Server Management Studio.
Step 5 To enable the DOMAIN\PxInstallAdmin account to run the Web Service Configuration, add the

sysadmin server role to it as shown next.
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in Properties - IWCDOMAIM \pxinstalladmin

: ; Scipt - Lj Help
[m Server roleis used to grant ser,
_'%:" Securables
2 Status Server roles:
1 bulkadmin
[] dbereator
[ dizkadmin
[] processadmin
[wl public
[ securityadmin
[] serveradmin
[ ] o
Server
locathost
Connection:
P/ CHh 1 \Administiator
|| 24 View connection propertiss

~

Note  The sysadmin role is only required for configuration of the PSOM Web Service. Once the PSOM
Web Service has been configured and restarted, the sysadmin role can be removed for this
account. If the PSOM Web Service requires reconfiguration, this role needs to be added again
before running Web Service Configuration.

Step6  On the machine where PSOM Web Service is running, log in using the PxInstallAdmin account.

Step7  Run the Web Service Configuration by selecting Start > All Programs > Cisco Physical Security
Operations Manager Services > Web Service Configuration.

Step8  The Database Connection window appears.
Step9  Check the Check to use/create Domain user option.

Step10  Specify the DOMAIN\WebServiceUser account to use for impersonation by the PSOM Web Service in
the Name of windows user for database connection field.

Step11  Provide the corresponding password in the Enter the password for the user field.
Step12 Click Next.

The Web Service Configuration window appears.
Step13  Select the Check to enable Active Directory Client WS authentication option.
Step14 Click Finish.

Step15 Run the Administration Console with an account that is in the PxAdminGroup, and add users to PSOM
system as described in the “Adding Users from Active Directory” section on page 2-16.
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~

Note If the Web Service Configuration instructs you to use the current login to open the
Administration Console and create users, you will need to do so in order to define at least the
administrator accounts in PSOM.

Logging in to PSOM with SSO

To log in to PSOM using SSO, make sure that the PSOM Web Service is enabled to use SSO, and check
the Windows Authentication option during login. The User Name and Password fields are dimmed.

Click Logon and the check state will be saved and loaded from the last saved state.

If the PSOM Web Service is not enabled for SSO, and you check the Windows Authentication option
during login to PSOM, you will see an error message.

Adding Users from Active Directory

When single sign on is enabled for the PSOM Web Service, you add users from Active Directory. The
Add User dialog box appears as follows.

rL;lMdUser - B |

User Name: —— Enter the user name using the format domain name\user
[Domain Name\User Name] =] || mname. Or click the ellipses button to select the user from
Password: Active DiI'CCtOI'y.

Confirm Password:

Security Role: 43 Operator 4

Description:

[¥ Update Password

Contact

Property Value
B

Cancel

To add a user, you can enter the user name using the format domain name\user name, or click the [..]
button and select the user from Active Directory using the Select Domain User window.

Note The Password and Confirm Password fields are dimmed when SSO is in effect in PSOM.

If you enter an incorrect user name in the User Name field, an error message appears.
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Identity Management in PSOM

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

In the Operation Console, operators can click the Investigate User button in the Alert Details window
of the Operations Console to display additional badge details for a user. PSOM leverages the appropriate
Integration Module to access badge details for the user from the relevant third-party contact database.

This feature is only supported for certain Integration Modules; for example, Lenel Integration Module.

If you use supported third-party software (for example, QuantumSecure) that can retrieve relevant badge
details when the Investigate User button is clicked, you can set a server preference from the
Administration Console to designate the URL where that third-party identity management software is
running.

To designate identity management software, follow these steps:

Procedure

Select File > Preferences.
Click Identity Management under Server.
Check the Use following URL to investigate user option.

Enter the IP address or server name of the machine hosting the third-party identity management software
in the Server Name field.

Enter the URL for accessing the identity management software in the URL to Investigate User field. At
the end of the URL, add the following syntax to pass the user badge ID from PSOM to the identity
management software when the Investigate User button is clicked in the Alert Details window:

%$BADGEID%

The full URL may look similar to the following:

safe/gspersonex.aspx?ActionType=2&FormID=5&SystemID=10&ParamID=3BADGEID%

Click OK.
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CHAPTER

Configuring Video Services

This chapter covers the basic steps to enable video streaming in the Operation Console. For the titles of
additional configuration documents specific to the various supported video servers, see the “Granting
Access to PSOM from Video Services” section on page 3-3.

This chapter includes these topics:
e Enabling Video Integration with PSOM, page 3-1
e Configuring Access to Video Servers for Monitoring, page 3-1
e Adding new Sensors for Video Cameras, page 3-2
e Controlling User Access to Video, page 3-2
e Granting Access to PSOM from Video Services, page 3-3
e Performing Batch Imports for Video Camera Sensors, page 3-3

e Managing Video Matrix Views and Guard Tours, page 3-4

Enabling Video Integration with PSOM

There are two methods for enabling video integration with PSOM:

e Manually enter camera information into PSOM using the Administration Console. Use this method
if you only have a limited number of cameras to configure. See the “Configuring Access to Video
Servers for Monitoring” section on page 3-1.

e Perform a batch import of cameras. If you have hundreds or thousands of video cameras to integrate
with PSOM, you will want to use this method. Using this method, you will obtain sensor information
from the appropriate Integration Module, save it to XML, make whatever changes are necessary
using Excel or other spreadsheet, and import the result into PSOM to define all video cameras from
your video server at once. See the “Performing Batch Imports for Video Camera Sensors” section
on page 3-3.

Configuring Access to Video Servers for Monitoring

To enable manual video integration, you need to obtain some information from the video server
configuration.

For each video camera, you need information such as:

e DVR/NVR server name or IP address

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Adding new Sensors for Video Cameras

Step 1

Step 2

Step 3

e Server login name
e Server login password
You can integrate as many different video servers as you wish in PSOM.

To manually configure access to video servers in PSOM for monitoring, follow these steps:

Procedure

Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.

Click Video Services to configure access to a video server.

The Video Service Integration Module Configuration window appears.

Choose the video service that matches your environment. You might have more than one type of video
server in use.

~

Note  See the “Granting Access to PSOM from Video Services” section on page 3-3 for a list of the
video services with which PSOM was integrated at the time of release. Contact your Cisco
representative to determine which video services have been integrated post-release.

Follow the instructions in the specific configuration documents for supported video services to
complete configuration using the Video Service Integration Module Configuration window. See
the “Granting Access to PSOM from Video Services” section on page 3-3 for a list of these
additional documents.

After video service configuration, hover the mouse over the icon at the bottom right corner of
the Administration Console window to display the currently initialized video service, including
the built-in AVI demo video service. This helps to troubleshoot the available video services on
the working machine.

Adding new Sensors for Video Cameras

After you have completed Video Server configuration, the next step is to add sensors to PSOM for the
video cameras following the instructions in the “Adding new Sensors for Video Cameras” section on
page 3-2. You can also import video sensors by batch; see the “Performing Batch Imports for Video
Camera Sensors” section on page 3-3.

Controlling User Access to Video

You can set user permissions that control whether users can view recorded video, export video, take
snapshots, create video alerts, and manage video matrixes or guard tours. See the “Permissions within
PSOM” section on page 2-9 for information.

When you assign a user the permission to view recorded video, you can also determine how many past
days of recorded video they are allowed to see.
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Enter the number of past days of recorded video the user can see in the Allow recorded video to be
viewed from field.

If the user tries to view video past that number of days, an error message appears in the Recorded Video
Viewer window.

If a user does not have permission to view recorded video, buttons for accessing recorded video are
disabled.

Granting Access to PSOM from Video Services

PSOM provides these video services to integrate with external video systems. You need to configure
video services in the Video Service Integration Module Configuration window as explained in this
chapter. See the supplemental documentation for instructions specific to each video service.

Performing Batch Imports for Video Camera Sensors

To add video camera sensors to PSOM all at once, follow these steps:

Procedure

Step1  In the Administration Console, open the Sensor Management window.

Step2  Click Sensor and click Add.

Step3  Click the ellipses icon in the Device ID field and select the video system for which you want to perform
a batch import.

Step4  In the video device browser window that appears, click Export. Save the XML file to a location on your
file server.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step5 Back in the Sensor Management window, click the Sensor Group icon.

Step6  Click Import and select the XML file that you just created. This process will create the appropriate type
of Sensors for your video cameras.

Step7  Restart all services and the verify addition of the video server’s sensor type.

Managing Video Matrix Views and Guard Tours

You can set up video matrix views and guard tours in the Video Management Console. Instructions are
covered in “Using the Video Management Console” in section in Using Cisco Physical Security
Operations Manager.

You can launch the Video Management Console from the PSOM Administration Console.

To launch the Video Management Console, follow these steps:

Procedure

Step1  Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.

Step2  Click Video Console to launch the Video Management Console.
The Video Management Console appears.

See “Using the Video Management Console” section in Using Cisco Physical Security Operations
Manager for instructions on setting up video matrix views and guard tours.
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CHAPTER I

Defining Locations

The first step to defining your Monitoring Areas and Monitoring Zones is to establish the Locations, or
physical spaces, within your environment that will be monitored by PSOM.

This chapter includes these topics:
e Planning Locations for Your Environment, page 4-1
e Adding Locations to PSOM, page 4-2
e Editing Locations, page 4-2
e Deleting Locations, page 4-3

e Importing or Exporting Location Names, page 4-3

Planning Locations for Your Environment

Note

Locations are the physical spaces in your environment that will be monitored by PSOM. When you start
adding sensors to PSOM, you will need to assign each of them to a Location. So your Locations should
be places where there are Sensors you want to integrate with PSOM for monitoring.

Setting up Locations within PSOM is much easier if you have first performed some planning.Table 4-1
shows a sample plan for Locations within a building that lists Location names and describes their
physical spaces.

Make your names and descriptions detailed so that operators will instantly know exactly where alerts are
taking place when they see the Location.

For a table to help you with Location planning, see the “Locations Planning” section on page A-4.

Table 4-1 Sample planning for Locations

Location Name Description

Public Elevator 1 The public elevator located on level 1 by baggage claim #1
Ticket Counters - American The 5 ticket counters for American Airlines

Baggage 1 Baggage carousel #1

Checkpoint 1 Security check area 1 on the east side of terminal 1

| oL-28432-01
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Adding Locations to PSOM

To add a Location to PSOM, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click Location Names to manage your Locations.
The Manage Location Names window appears.
Step3  Click the New button.
The Add Location window appears.
Step4  In the Location Name field enter the name you want to assign to this place.

Step5 Inthe Description field, enter a detailed description of the Location that will tell operators exactly where
it is in the security environment.

For example, “Elevator on 1st floor close to the Baggage Claim 1 area.”
Step6  Click OK to save the Location to the database.
Step7  Repeat this procedure to define each Location.

When you finish adding Locations, they will all appear when you access the Manage Location Names
window.

Editing Locations

As operators in your organization use PSOM, you may discover that some Location names or
descriptions need to change to enable faster response times. You can edit Location names and
descriptions using the Administration Console.

To edit a Location, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click Location Names to manage your Locations.
The Manage Location Names window appears.
Step3  Select the Location you want to edit from the list.
Stepd  Click the Edit button.
The Edit Location window appears.
Step 5 To change the Location name, enter a new name in the Location Name field.

Step6  To change the Location description, enter a new description in the Description field.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 7

Deleting Locations

For example, “Elevator on 1st floor close to the Baggage Claim 1 area.”

Click OK to store your changes to the database.

Deleting Locations

Step 1

Step 2

Step 3
Step 4

Step 5

If changes occur within the physical environment, you may find it necessary to remove Locations from
PSOM.

To remove a Location from PSOM, follow these steps:

Procedure

Click the Environment icon in the Administration Console.
The Environment window appears.

Click Location Names to manage your Locations.

The Manage Location Names window appears.

Select the Location you want to remove from the list.

Click the Delete button.

A confirmation dialog box appears.

Click OK to remove the Location from PSOM.

~

Note  Related Sensors, Monitoring Areas and Monitoring Zones will be affected when you remove a
Location from PSOM. Sensors that are associated with this Location may become orphaned if
you delete the Location.

If changes occur within the physical environment, you may find it necessary to remove
Locations from PSOM.

Importing or Exporting Location Names

~

Note

You can export Location definitions from PSOM to an XML file, update the XML content in Microsoft
Excel, and import the updated Location definitions to PSOM.

See the “Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM” section
on page 6-20 for information about how to open the XML file in Microsoft Excel, edit the data, and save
the correct format for re-import to PSOM.

| oL-28432-01
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To export or import Locations, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click Location Names to manage your Locations.
The Manage Location Names window appears.

Step3  Click Import to import Location names from an XML file (should be named PxLocation.xml), then
select the XML file on your system that has the definitions.

Stepd  Click Export to save an XML file with the Location names defined in PSOM. It will save the file as
PxLocation.xml.
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CHAPTER

Managing Monitoring Areas and Monitoring
Zones

After you set up Locations and Sensors in PSOM, you can define Monitoring Areas and Monitoring
Zones, and then create the Monitoring Hierarchy for traversing across your security environment.

This chapter explains:

The difference between Monitoring Areas and Monitoring Zones.
How to add a Monitoring Area to PSOM and include Sensor Groups as members.
How to add a Monitoring Zone to PSOM and include Monitoring Areas as members.

Establish the Monitoring Hierarchy that allows users to traverse the security environment from the
Navigation Pane in the Operation Console.

This chapter includes these topics:

Understanding the Monitoring Hierarchy, page 5-1

Planning Monitoring Areas and Monitoring Zones, page 5-3
Adding Monitoring Areas to PSOM, page 5-3

Adding Monitoring Zones to PSOM, page 5-4

Setting up the Monitoring Hierarchy, page 5-4

Adding Maps to Monitoring Areas and Monitoring Zones, page 5-9
Editing or Deleting Monitoring Zones, page 5-10

Importing or Exporting Monitoring Areas, page 5-10

Reordering the Monitoring Hierarchy, page 5-11

Understanding the Monitoring Hierarchy

Within the Operation Console, users navigate through the security environment using the Monitoring
Hierarchy, which is comprised of nested levels of Monitoring Zones which, at the deepest level, contain
Monitoring Areas.

| oL-28432-01
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M Understanding the Monitoring Hierarchy
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You need to setup both Monitoring Areas and Monitoring Zones for PSOM. Table 5-1 table explains the
differences between them.

Table 5-1

Differences between Monitoring Areas and Monitoring Zones

Description

Members

Examples

Monitoring Area

A virtual representation
of a place within your
security environment
that is associated with a
map or building floor
plan and Sensor Groups
that exist in that
physical space

e Maps or building
floor plans of a
particular physical
location

e Sensors Groups
located within that
physical space

A ticket counter for a
gate within an airport
terminal

A security checkpoint
within an airport
terminal

Monitoring Zone

Logical groups of
Monitoring Areas that
are associated because
of physical location,
business function, or
other reasons.

Monitoring Areas or
Monitoring Zones

Terminal 1 at an airport
would contain a ticket
counter for a gate and a
security checkpoint

Monitoring Zones can be nested up to 8 levels deep.
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Planning Monitoring Areas and Monitoring Zones 1l

Planning Monitoring Areas and Monitoring Zones

Planning the structure of your surveillance environment might streamline your configuration of
Monitoring Areas and Monitoring Zones.

You can use the planning tables in the following sections to determine the structure top-down from
Monitoring Zones to Monitoring Areas:

* Monitoring Zone Planning, page A-6
e Monitoring Areas Planning, page A-7

Adding Monitoring Areas to PSOM

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

To add a Monitoring Area, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Monitoring Areas icon.

The Manage Monitoring Areas window appears.

Click the New button.

The Cisco Physical Security Operations Manager Area Wizard window appears.
In the Monitoring Area Name field, enter a name for this Monitoring Area.

In the Description field, provide a detailed description of the location this Monitoring Area represents.
Click Next.

The Monitoring Area - Member window appears.

Click the Add button to associate Sensors with this Monitoring Area.

The Select Sensors window appears.

Check boxes for all Sensors in the list you want to include. You can refine the list of Sensors displayed
in the list by typing the first few characters of the items you’re seeking in the filter field at the top of the
list.

Click OK when you’re finished adding Sensors to the Monitoring Area.

At the Monitoring Area - Member screen, click Next to continue.

The Monitoring Area - Security window appears.

This screen shows the users that are allowed to access the Monitoring Area.

~

Note  For this product release, all users are allowed access to Monitoring Areas by default. This setting
cannot be changed.

Click Finish to save your Monitoring Area to PSOM.

| oL-28432-01
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Adding Monitoring Zones to PSOM

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Step 13

To add a Monitoring Zone, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Monitoring Zones icon.

The Manage Monitoring Zones window appears.

Click the New button.

The Cisco Physical Security Operations Manager Zone Wizard window appears.
Enter a name for the Monitoring Zone in the Monitoring Zone Name field.

Enter a detailed description of the physical or logical space covered by this Monitoring Zone in the
Description field.

Click Next.

The Monitoring Zone - Member window appears.

Click the Add button to associate Monitoring Areas with this Monitoring Zone.
The Manage Monitoring Areas window appears.

Check the boxes for all Monitoring Areas that should be associated with this Monitoring Zone. To filter
the list of Monitoring Areas displayed, type the first few characters of the Monitoring Area you’re
seeking in the filter field at the top of the list.

Click OK when you are finished selecting Monitoring Areas.
The Monitoring Zone - Member window reappears.

Click Next.

The Monitoring Zone - Security window appears.

If you want all users to access this Monitoring Zone, leave the All Users option checked. Otherwise,
check the User Groups option and click Add to select user groups that can access this Monitoring Zone.

The Select User Group window appears.
Choose the groups that can access this Monitoring Zone and click OK.

Click Finish to save your Monitoring Zone to PSOM.

Setting up the Monitoring Hierarchy

The structure you define for the Monitoring Hierarchy in the Administration Console is what appears to
users in the Navigation Pane of the Operation Console. It is the list-type view of Monitoring Zones and
Monitoring Areas that allows operators to traverse the monitoring environment with simple
point-and-click actions.
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To set up the Monitoring Hierarchy, you need to:

1. Add Monitoring Zones to the Monitoring Hierarchy.

2. Add multiple levels of Monitoring Zones.

3. Add Monitoring Areas under the Monitoring Zones in the Monitoring Hierarchy.

Adding Monitoring Zones to the Monitoring Hierarchy

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

To add Monitoring Zones to the Monitoring Hierarchy, follow these steps:

Procedure

Click the Environment icon in the Administration Console.
The Environment window appears.
Click the Monitoring Environment icon.

The Cisco Physical Security Operations Manager Environment Management window appears.

File Mnnltnr\ng Map Tools Help |

Q Bl HL =8| D R e | Right-click the Global Mo_nit(?ring
g Node and select Add Monitoring Zone

from the right-click menu.
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|._J Qﬂ @ Apply Event Business Logic,.,
-l
el

Properties,..

u & mid| Undesingated Zone

EEE

Right-click the top-most Global Monitoring Node in the Monitoring Hierarchy.
Choose Add Monitoring Zone from the right-click menu.

The Manage Monitoring Zones window appears.

Check boxes for each Monitoring Zone you want to add to the Monitoring Hierarchy.

Click OK.

The Monitoring Hierarchy is updated to include all the Monitoring Zones you choose; the Monitoring

Zones are listed as nodes under the top-level Global Monitoring Node.
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Adding Multiple Levels of Monitoring Zones to the Monitoring Hierarchy

To add an additional level of Monitoring Zone to the Monitoring Hierarchy, follow these steps:

Step1  In the Monitoring Hierarchy, locate and right-click the Monitoring Zone to which you want to add
additional level of Monitoring Zone.

Step2  Choose Add Monitoring Zone from the right-click menu.
The Manage Monitoring Zones window appears.

Step3  Check boxes for each Monitoring Zone you want to add under the selected Monitoring Zone in the
Monitoring Hierarchy.

Stepd  Click OK.

The Cisco Physical Security Operations Manager Environment Management window reappears. The
newly added Monitoring Zone and its Monitoring Areas are added to the Monitoring Hierarchy.

Adding Monitoring Areas to the Monitoring Hierarchy

To add Monitoring Areas to the Monitoring Hierarchy, follow these steps:

Procedure

Step 1 Open the Cisco Physical Security Operations Manager Environment Management window.

Step2  In the Monitoring Hierarchy, locate and right-click the Monitoring Zone to which you want to add
Monitoring Areas.

Step3  Choose Add Monitoring Area from the right-click menu.
The Manage Monitoring Areas window appears.

Step4  Check boxes for each Monitoring Area you want to add to the selected Monitoring Zone.
Step5 Click OK when finished.
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The Monitoring Hierarchy is updated to list all the Monitoring Areas you chose as nodes under the
Monitoring Zone.

Removing nodes from the Monitoring Hierarchy

Step 1

Step 2

Step 1

Step 2

To exclude a Monitoring Zone from the Monitoring Hierarchy, follow these steps:

Procedure

Right-click the Monitoring Zone and choose Exclude Monitoring Zone.
A confirmation dialog box appears.

Click the Yes button to confirm the exclusion of the Monitoring Node.

To exclude a Monitoring Area from the Monitoring Hierarchy, follow these steps:

Procedure

Right-click the Monitoring Area and choose Exclude Monitoring Area.
A confirmation dialog box appears.
Click the Yes button.

In either case, the Monitoring Node is excluded from the Monitoring Hierarchy, but the underlying
configuration for the Monitoring Zone or Monitoring Area is unaffected; the Monitoring Node will stay
defined in PSOM.

Viewing Properties for Monitoring Nodes

Step 1

Step 2

To view properties for a Monitoring Node, follow these steps:

Procedure

Right-click the Monitoring Node and choose Properties from the right-click menu.

The Properties window appears with the General tab selected.

S

Note  The windows shown in this section are for Monitoring Zone properties.

To view the Monitoring Areas and Sensors that are members of this Monitoring Zone, click the Member
tab.
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Manage Members of the Manitoring Zone
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Step3  To view the display settings for the Monitoring Zone’s map, click the View tab.

—Map Display Options |

I gShow Sensor I (@Show Monitoring drea These options configure the information
[” @show Sensor Range E @show Manitoring Zone dlsplayed in the Map View Pane for the
I gshow Sensor Mame I {Z5how Perimeter Range MOHItOTll’lg Zone.

—Map Configuration: 1

L This Monitoring Zone is configured to display
Map Type: ~] Configure... [ a Framework Simple GIS map.
Property Yalue
<Hone> These options set the origin and reference
The First reference point: in the map (-117.192200, 032.73072 ) points for the map shown in the Map View
The second reference point in the map (-117.191101 , 032,730000 ) Pane.

Orientation of the ¥-axis in the map {degree) 1]

oK | Cancel

Note  These options are only activated when you choose Map > Enter Map Design Mode from the
menu bar. To learn how to set these display properties from Design Mode, see the “Configuring
Origin and Scale for a Map” section on page 7-5and the “Setting Display Options for a Map”
section on page 7-13.

Step4  To view the security groups that have permission to view this Monitoring Zone, click the Security tab.

Step5 When you are finished viewing properties for the Monitoring Zone, click OK.
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Adding Maps to Monitoring Areas and Monitoring Zones

The next step to defining your Monitoring Zones and Monitoring Areas is to add appropriate background
map or building plan images that will be displayed in the Map View Pane when the Monitoring Zone or
Monitoring Area is selected in the Navigation Pane. See the “Adding Background Map Images” section
on page 7-4 for instructions.

Editing or Deleting Monitoring Areas

Step 1

Step 2

Step 3

Step 4

To edit or delete a Monitoring Area: follow these steps:

Procedure

Click the Environment icon in the Administration Console.
The Environment window appears.

Click the Monitoring Areas icon.

The Manage Monitoring Areas window appears.

To edit a Monitoring Area, choose it and click the Edit button.

~

Note  You can remove a monitoring area by choosing it and clicking Delete.

The Monitoring Area Properties window appears.

a. Enter a new name or description for the Monitoring Area on the General tab.
b. Click the Member tab.

c. Toremove a Sensor from the Monitoring Area, choose it and click Remove.
d. To add a Sensor to the Monitoring Area, click Add.

The Select Sensors window appears where you can choose the Sensors you want to add and click
Add.

e. To move the Monitoring Area to a different part of the Monitoring Hierarchy, click the Move To
button.

The Monitoring Tree - Select Area window appears.
Choose the location where you want to move the Monitoring Area and click OK.

f. Click OK to store your changes. Any changes will be immediately reflected in the Monitoring
Hierarchy.

To delete a Monitoring Area, click the Delete button. A confirmation dialog box appears. Click Yes to
confirm the deletion. The Monitoring Area will be removed from the Monitoring Hierarchy; and the
Monitoring Area will be removed from the PSOM configuration.
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Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter5 Managing Monitoring Areas and Monitoring Zones |

M Editing or Deleting Monitoring Zones

Editing or Deleting Monitoring Zones

To edit or delete a Monitoring Zone, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Monitoring Zones icon.
The Manage Monitoring Zones window appears.

Step3  To edit a Monitoring Zone, click the Edit button. In the Edit Monitoring Zone window you can change
the name or description of the Monitoring Zone.

You can remove a monitoring zone by clicking the Delete button.

a. You can add Monitoring Areas to this Monitoring Zone by clicking the Member tab. Click the Add
button to add a Monitoring Area.

b. You can change map view settings for the Monitoring Zone by clicking the View tab.

¢. You can change the security settings for the Monitoring Zone by clicking the Security tab. Click
User Groups and click the Add button to give a specific user group access to this Monitoring Zone.
Choose a user group and click OK.

d. Click OK to store your changes. These changes will automatically be made to the Monitoring
Hierarchy.

Step4  To delete a Monitoring Zone, click the Delete button. A confirmation dialog box appears. Click Yes to
confirm the deletion. The Monitoring Zone and its associated Monitoring Areas are removed from the
Monitoring Hierarchy. While the Monitoring Zone is deleted (it has also been removed from the PSOM
configuration), its associated Monitoring Areas are not deleted from PSOM; they can be re-assigned to
a different Monitoring Zone.

Importing or Exporting Monitoring Areas

You can export Monitoring Area definitions from PSOM to an XML file, update the XML content in
Microsoft Excel, and import the updated Monitoring Area definitions to PSOM.

S
Note  See the “Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM” section

on page 6-20 for information about how to open the XML file in Microsoft Excel, edit the data, and save
out to the correct format for reimport to PSOM.

To export or import Monitoring Areas, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.
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Step 2

Step 3

Step 4

Reordering the Monitoring Hierarchy

Click Monitoring Areas to manage your Monitoring Areas.
The Manage Monitoring Areas window appears.

Click Import to import Monitoring Areas from an XML file (should be named PxArea.xml), then choose
the XML file on your system that has the definitions.

Click Export to save an XML file with the Monitoring Areas defined in PSOM. It will save the file as
PxArea.xml.

Reordering the Monitoring Hierarchy

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

The Operation Console's Monitoring Hierarchy lists Monitoring Zones and Monitoring Areas
alphabetically (when the Sort order of hierarchy node name preference is set in the Server Preferences
window). If you want Monitoring Zones and Monitoring Areas to appear in a certain order in the
Monitoring Hierarchy, rather than alphabetical, you can perform the following steps:

Procedure

Add all Monitoring Zones and Monitoring Areas to PSOM.

Launch SQL Management Studio.

Open a new query window and connect to the PSOM Repository.

Export the existing or default Monitoring Hierarchy order using the following call.
Exec dbo.PxExportZoneAreaOrdering

Edit the XML to reorder the Monitoring Zones and Monitoring Areas to the desired order. The format
of the XML is shown following these steps.

Import the modified XML that contains the desired Monitoring Hierarchy order using the following call.

declare @returnString nvarchar(max)

Declare @inputxml nvarchar(max)

Select @inputxml = <xml to be imported in single quotes>

exec dbo.PxImportZoneAreaOrdering @inputxml, @returnString output, 0
select @returnString

The format of the XML is:

<PxHierarchyOrder>
<Member>
<MemberID>Zone Levell</MemberID> <!—Optional, ignored during import-->
<MemberName>Zone Levell</MemberName>
<MemberType>Zone</MemberType>
<Member>
<MemberID>1</MemberID>
<MemberName>Area 1</MemberName>
<MemberType>Area</MemberType>
</Member>

</Member>

A sample Monitoring Hierarchy in XML is:
GlobalZone

| ---->ZoneLevell 1

| |----- >Areal

| oL-28432-01
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| ---->ZoneLevell 2
|----- >ZoneLevel2 1

| | ----- >Area3
|----- >ZoneLevel2 2
|----- >ZoneLevel2 3
| ----- >ZoneLevel2 4
<PxHierarchyOrder>
<Member>
<MemberID>1</MemberID>
<MemberName>Zone Levell 1</MemberName>
<MemberType>Zone</MemberType>
<Member>
<MemberID>1</MemberID>
<MemberName>Area 1l</MemberName>
<MemberType>Area</MemberType>
</Member>
</Member>
<Member>
<MemberID>2</MemberID>
<MemberName>Zone Levell 2</MemberName>
<MemberType>Zone</MemberType>
</Member>
<Member>
<MemberID>3</MemberID>
<MemberName>Zone Level2 1</MemberName>
<MemberType>Zone</MemberType>
<Member>
<MemberID>2</MemberID>
<MemberName>Area 2</MemberName>
<MemberType>Area</MemberType>
</Member>
<Member>
<MemberID>3</MemberID>
<MemberName>Area 3</MemberName>
<MemberType>Area</MemberType>
</Member>
</Member>
<Member>
<MemberID>4</MemberID>
<MemberName>Zone Level2 2</MemberName>
<MemberType>Zone</MemberType>
</Member>
<MemberID>5</MemberID>
<MemberName>Zone Level2 3</MemberName>
<MemberType>Zone</MemberType>
</Member>
<MemberID>6</MemberID>
<MemberName>Zone Level2 4</MemberName>
<MemberType>Zone</MemberType>
</Member>
</PxHierarchyOrder>

Notes:

e The exported Monitoring Hierarchy XML returns the MemberID, but it is not needed for import.

e  When importing Monitoring Hierarchy XML, the actual Monitoring Areas and Monitoring Zones
are not imported, only the ordering of the Monitoring Zones and Monitoring Areas. Therefore, any
Monitoring Zones or Monitoring Areas not found in the Monitoring Hierarchy will be ignored.
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The top level ‘Member’ defined in the XML is considered to be the Global Monitoring Node.
The exported XML returns the entire Monitoring Hierarchy structure.

A subtree can be imported, and will have preference over the rest of the Monitoring Zones and
Monitoring Areas.

If the imported XML has a subtree that is not from the top-level Monitoring Zone, the following
warning is returned and the subtree will not be reordered.

<Warn>Member or Parent not found in Tree : ZonelLevel2 2, Areal3</Warn>

If duplicate subtrees are included in imported XML, the following error is returned and none of the
Monitoring Hierarchy will be reordered:

Error message : <ERROR>Duplicate Entries found for following Parent - Child
combination :Zonel, Fix the XML and reimport it</ERROR>

Disable the PSOM Operation Console Monitoring Hierarchy ordering preference by choosing No
Order from the Sort order of hierarchy node name field in the Console Preferences > Server >
All Consoles dialog.

:ﬂ:tonsole Preferences M= E3
cansole (Per User) Server Preferences
General
Alert
EZ-Track —Operation Console
Ernail
[ Console (Per Computer) Minimum console update interval: B~ seconds
General ™ Maximum number of alerts displayed in the list:
Yideo
5 Server Customize alert sound by alert bype: Sound. ..
General —Blett M ¢ Consal
® Al Cansoles ert Management Console
SMTP Minimum console update interval: 5 seconds
EZ-Track
Identity Management —alert Details Window
Minimum window update interval: 5 seconds
Lock alert, Only allow alert to be acknowledged and closed by alert own Mo ol
—Monitaring Hierarchy
Sort order of hierarchy node name: I Mo Crder ol
i |
Incident Package Ascending
™ Incident Package location: I Descending

Adding new Monitoring Areas or Monitoring Zones could alter the order of the Monitoring
Hierarchy. If that occurs, this process will need to be repeated to reorder the Monitoring Hierarchy
in the desired order.
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CHAPTER

Managing Sensors

Every physical sensor in your environment (video cameras and access control devices) needs to be
represented in PSOM with a Sensor definition.

e This chapter explains how to:
e Add access control devices as Sensors in PSOM
e Add video camera devices from video servers as Sensors in PSOM
e Add other types of devices—such as hazard detection devices—as Sensors in PSOM
e Add camera view angle, distance, direction and field of view to the Sensor definition
e Group Sensors together for monitoring certain locations
e Group intercom devices together
e Import and export Sensors, Sensor Groups, and Intercom Groups with PSOM
This chapter includes these topics:
e Types of Sensors and Connectors, page 6-1
¢ Planning Sensor Integration, page 6-3
¢ Adding new Sensors for Access Control Devices, page 6-3
e Adding new Sensors for Video Cameras, page 6-5
e Adding new Sensors for Other Types of Devices, page 6-8
e Using the Extended URL Property, page 6-13
e Editing Sensors, page 6-14
¢ Grouping Sensors, page 6-16
e Managing Intercom Groups, page 6-18
e Editing an Intercom Group, page 6-19
e Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM, page 6-20

e Create Custom Sensor Icons, page 6-24

Types of Sensors and Connectors

To enable monitoring by PSOM, you must add Sensor definitions for all sensor devices in your
environment. To create Sensors using the Administration Console, you will need to have Integration
Modules or Video Services installed and configured.
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M Types of Sensors and Connectors

PSOM integrates with many types of sensors, including:

After Sensors are added to PSOM for each device, they can be associated with certain locations and then

Access control systems, such as Software House CCure, or Hirsch Velocity

Camera, digital video recorder (DVR), network video recorder (NVR) systems such as Pelco
DX-8000, Nice NiceVision, Verint Nextiva, Bosch DiBos, or Vicon ViconNet

Hazard or fire detector systems such RAE Systems
Intelligent video (IV) systems such as ObjectVideo VEW or Vidient SmartCatch
Intercom or Public Announcement (PA) systems such as Commend Intercom
Radar and sonar devices

Digital signage systems

Microwave systems

Electronic fence systems

Intrusion detection systems

Emergency duress systems

IP devices

HVAC (heating, ventilating and air conditioning systems)
BAC (Basic Access Control (BAC) systems used to read passports)
Glass Break Detector

Seismic Detector

UPS (Universal Power Supply)

Gas Detector

Social Network

Auxiliary Input

Auxiliary Output

Panel Input

Panel Output

Card Reader

Panel

Door Contact

Door

Room

Building

Elevator

Receiver

Video Analytics Server

DVR NVR

Video Encoder

grouped together as necessary.
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Planning Sensor Integration

Note

PSOM can access the database for external systems (such as Cisco Physical Access Control system) to
obtain a list of active devices if the connection has been established and is active. Otherwise, you will
need to know the device IDs of all devices to be monitored by PSOM. See the Integration Module
documentation for instructions on integrating various external systems with PSOM; install
PxDocSetup.msi to obtain all PSOM documentation.

PSOM can also access video servers (such as Vicon Video Server) to obtain a list of active video camera
devices if the connection has been established and is active. For better presentation in PSOM, you can
optionally add information about the camera’s view range angle (in degrees), view distance (in feet), and
view direction (in degrees). You will need to collect this information for each video camera you are
adding to PSOM.

For a table to help you with video camera planning, see the “Video Camera Planning” section on
page A-5.

Camera view direction moves counter-clockwise (0 to 359 degrees); 0 degrees means the camera is
pointing to the right, 180 degrees indicates the camera is pointing to the left.

Adding new Sensors for Access Control Devices

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

To add a new Sensor for an access control device, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Sensor icon to display a list of all Sensors defined for PSOM.
Click the Add button to create a new Sensor definition.

The Add New Sensor window appears.

In the Sensor Name field, enter the name you want displayed for this Sensor on the maps in the Map
View Pane and in the Alert Details window of the Operation Console.

From the Sensor Type field, select the type of your access control system, for example Access Control
- Hirsch Velocity.

If you want to sort the sensor types by vendor, click the # button and select the access control sensor
from the Sensor Type field according to vendor.

In the Description field, enter details that will help operators identify this access control device quickly
when an alert condition happens.

Click the (& button in the Device ID field to connect to the access control system’s database and view a
list of all access devices.

A window opens with a list of all devices.
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B Adding new Sensors for Access Control Devices

Step 9
Step 10

Step 11

Step 12
Step 13
Step 14

Step 15

Step 16

If you’ve clicked the & button in the Sensor Type field and selected a vendor, then clicking the & button
in the Device ID field opens a window similar to this.

Select the device you want to associate with the Sensor.

Click OK.
>
Note If you know the device ID, you can manually enter it into the Device ID field without having to

access the access control’s database. However, the name you enter must exactly match the
device’s ID in the access control database.

Back in the Add New Sensor window, select the Location Name field.

The Manage Location Names window appears with a list of all Locations defined for PSOM. See
Chapter 4, “Defining Locations.”

Select the Location with which you want to associate this Sensor.
Click OK.

Back in the Add New Sensor window, you can enter the Sensor’s placement within the environment map
into the Position (X,Y) field. If you do not know this value, you can leave it as [0,0] for now. The
Sensor’s coordinates will be automatically updated once the Sensor is placed on the environment map.

The Add New Sensor window should appear similar to the following.

=l ES

FE

:ﬂndd New Sensor
Sensor Name: TCTEVOL
Sensar Type: ﬂ Access Control - Hirsch velodty

Description; TCTEVOL|

Sensor Properties

Sensor | Custom Properties

Yalue

T2WP32A Out of Secured

T First Floor "]

Property
Device ID

L& Location Mame

Position ¥, {or Longitude, ... 0,0

View | OK I

Cancel L

If you want to specify custom properties for this access control sensor, click the Custom Properties tab.
Any custom properties that have been configured for this type of sensor will be displayed. For example,
see the “Using the Extended URL Property” section on page 6-13.

Click OK to save the new Sensor.
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Adding new Sensors for Video Cameras

~

Note

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9
Step 10

PSOM supports these types of video cameras: stationary, PTZ, infrared and other. When adding a Sensor
for a video camera, you complete the same information for each type of video camera.

You can perform a batch import of video camera sensors to PSOM. See the “Performing Batch Imports
for Video Camera Sensors” section on page 3-3.

There are special settings to configure EZ-Track. See Chapter 12, “Setting Up EZ-Track.”

To add a new Sensor for a video camera, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Sensor icon to display a list of all Sensors currently defined for PSOM.
Click the Add button to create a new Sensor definition.

The Add New Sensor window appears.

In the Sensor Name field, enter the name you want displayed for this Sensor on the maps in the Map
View Pane and in the Alert Details window of the Operation Console.

From the Sensor Type field, select one of the video camera types. For example, select Camera -
Stationary, Camera - PTZ, Camera - Infrared, or Camera - Other.

In the Description field, enter details that will help operators identify this video camera quickly when
an alert condition happens.

Click the (& button in the Device ID field to connect to the video server’s database and view a list of all
video cameras.

A window opens with a list of all video cameras in the video server’s database.

~

Note If PSOM cannot access the video server to display a list of camera sensors, you will need to
manually enter the camera information into the Add New Sensor window.

Select the video camera device you want to associate with the Sensor.
Click OK.

~

Note  If you know the device ID, you can manually enter it into the Device ID field without having to
access the video server’s database. The camera sensor's device ID is different from the device
name and each vendor has a different format.

If the video server supports it, you can export the Sensor list to XML, modify the Sensor
information, and then re-import the XML into PSOM. See “Importing and Exporting Sensors,
Sensor Groups, and Intercom Groups with PSOM” section on page 6-20.
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Step 11

Step 12
Step 13
Step 14

Note

Step 15
Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Back in the Add New Sensor window, select the Location Name field.

The Manage Location Names window appears with a list of all Locations defined for PSOM. See
Chapter 4, “Defining Locations.”

Select the Location with which you want to associate this Sensor.
Click OK.

Back in the Add New Sensor window, you can enter the Sensor’s placement within the environment map
into the Position (X,Y) field.

If you do not know this value, you can leave it as [0,0] for now. The Sensor’s coordinates will be
automatically updated once the Sensor is placed on the map.

~

Note  You can enter the camera’s range angle, distance and orientation in this dialog box, or you can
visually provide this information when you add the camera Sensor to a map. See the “Adding
Sensors to a Map” section on page 7-19 for details.

In the Range Angle (degree) field, enter the width of the camera’s viewing area in degrees.

In the Range Distance (ft) field, enter the distance in feet from the camera to the farthest point it can
accurately view.

In the View Orientation (degree) field, enter the angle of the camera view in degrees
(counter-clockwise from 0-359 degrees). 0 degrees indicates the camera is pointing to the right, 180
degrees indicates the camera is pointing to the left.

~

Note  All of these settings are important for setting up EZ-Track. See the Chapter 12, “Setting Up
EZ-Track.”

To add a field of view (FOV) image to the Sensor definition, click the View button.

The Live Video Viewer window appears.

Click the Snapshot button in the Live Video Viewer to capture a still image.

The camera FOV is displayed in the Add New Sensor window.

If you’re configuring a PTZ camera, see the “Setting up PTZ Preset Positions” section on page 6-6.

If you want to specify custom properties for this camera Sensor, click the Custom Properties tab. Any
custom properties that have been configured for this type of sensor will be displayed. For example, see
the “Using the Extended URL Property” section on page 6-13.

Click OK to save the new Sensor.

Setting up PTZ Preset Positions

By defining sensor views for a PTZ camera sensor, you can enable PTZ cameras in PSOM to visually
move between actual preset positions that are defined in the video management system.

The following PTZ Sensor has three sensor views defined for it.
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Step 4
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Step 7
Step 8

Step 9

Adding new Sensors for Video Cameras W

Sensor Mame: PrP-110
Sensar Type: Elﬂ Camera - PTZ d
Description: TZE Concource \Waiting Room 2

‘Wiews Snapshat: Sensor Properties Jﬂ t@”gj

Sensor | Custom Properties

Property Yalue
Device ID [ICXPUREACTIV], 110,PEP-...
Location Mame TZE Second Floor Concourse

Position ¥, {or Longitude, ... 364,-535
#4 Default

Angle (degres)
ae Distance (ft) #1] Bosch Sensor Yiew-01
11| Bosch Sensor View-02
#1]| Bosch Sensor View-03

ew ancel

Each of these sensor views corresponds to a camera preset position obtained from the DVR/NVR.

To add a sensor view, follow these steps:

Procedure

Edit the Sensor for the PTZ camera by selecting it in the Sensor tab in the Sensor Management window
and clicking Edit.

Click the .@ button to add a new sensor view.

The Add New Sensor View window appears.

Enter a name for the sensor view in the Sensor View Name field.

In the Preset ID field, click the [..] button.

The Select a camera preset window appears.

Select a preset view from the drop-down menu on the right side of the window.
Click Select.

The preset camera position is added as a sensor view and given a predefined name; for example,
{ID};{Name}. A snapshot is taken and automatically assigned to the sensor view.

Click OK to add the sensor view.

To see the sensor views that have been configured for a Sensor, double-click the Sensor Views field in
the Edit Sensor Properties window.

The Sensor View List window appears.

To edit an existing sensor view, select it from the Sensor Views field and click the Edit Sensor View
button.

| oL-28432-01

Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter6 Managing Sensors |

Bl Adding new Sensors for Other Types of Devices

Sensor Mame: PrP-110

Sensar Type: Elﬂ Camera - PTZ d
Description: TZE Concource \Waiting Room 2

‘Wiews Snapshat: Sensar Properties

P | sensar Cuskam Properties

Property Yalue
Device ID [ICXPUREACTIV], 110,PEP-...
Location Mame TZE Second Floor Concourse

. 364,535

# Bosch Sensar View-02  ud

Range Angle {degree) 50
Range Distance {ft) &0
Wiew Orientation {degree) 150
PTZ Control

View | Ok I Cancel L
4

Step10  To delete an existing sensor view, select it from the Sensor Views field and click the Delete Sensor View
button. Click Yes when prompted.

Sensor Mame: PrP-110

Sensar Type: Elﬂ Camera - PTZ d
Description: TZE Concource \Waiting Room 2

‘Wiews Snapshat: Sensar Properties

P | sensar Cuskam Properties

Property Yalue
Device ID [ICXPUREACTIV], 110,PEP-...
Location Mame TZE Second Floor Concourse
Position ¥, {or Longitude, ... 364,-535

) %1l Bosch Sensor Vi

'?/1 £ you wark to delote selected Serar View: Basch Sersar View-037

7

View | Ok I Cancel L
4

Adding new Sensors for Other Types of Devices

Adding new Sensors for devices other than access control and video cameras is essentially the same, and
instructions are covered in this section.

To add a new Sensor for a device in your environment, follow these steps:
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Adding new Sensors for Other Types of Devices

Procedure

In the Sensor Management window, click the Sensor icon.
Click the Add button to create a new Sensor definition.

The Add New Sensor window appears.

I Add New Sensor 5=~ Enter a name for the Sensor.

Sensor Hame: | Select the type of device; for example, hazard

Sensor Type: 4} Hazard Detector =Hﬂ detector.
Description: . . . .
—— Enter details that will help operators identify
this Sensor.
Sensor Properties
soncor T Enter the Device ID of the Sensor.
Property ¥alue

e |/ Select this field to view a list of Locations
Location Mame

‘ defined in PSOM.

Position ¥, Y {or Longitude, ... 0,0

If you know the device’s coordinates on the
environment map, you can enter them here.

Wigw | a4 I Cancel L

In the Sensor Name field, enter the name you want displayed for this Sensor on the maps in the Map
View Pane and in the Alert Details window of the Operation Console.

From the Sensor Type field, select the type of device for which you want to add a Sensor; for example
Hazard Detector.

Choices in the Sensor Type field are shown in tTable 6-1.

Table 6-1 Sensor Type Field Choices
Sensor Icon Description
P

& Access control. Integrates with access control systems.

g ACS controller. Integrates with air traffic controller systems.

© AED. Integrates with automated external heart defibrillators.

B AIS base station. Integrates with an automatic identification system base station.

2 Application. Sends an alert if a PSOM Integration Module encounters systematic
problems with a third-party sensor, such as loss of connection or initialization
problems. Use of the Application sensor is specific to the Integration Module and
covered in the relevant documentation.

o] Aspiring smoke detector. Integrates with an aspirating smoke detector system that
detects the presence of smoke particles suspended in air by detecting the light
scattered by them in the chamber.

i Auxiliary Input. Integrates with device sensors that connect to a system’s auxiliary
input.

i Auxiliary Output. Integrates with device sensors that connect to a system’s auxiliary
output.
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Table 6-1 Sensor Type Field Choices (continued)
Sensor Icon Description
BAC device. Integrates with Basic Access Control (BAC) systems used to read
passports.
-8 Beam fire detector. Integrates with an infrared optical beam smoke detector.

iE Building. Integrates with a building sensor.

on Camera Infrared. Integrates with a thermographic camera.

] Camera Other. Integrates with any other kind of camera.

= Camera PTZ. Integrates with a pan-tilt-zoom camera.

£ Camera Stationary. Integrates with a stationary camera.

@ Carbon monoxide detector. Integrates with systems that detect the presence of carbon
monoxide within an area.

= Card Reader. Integrates with a security control card reader sensor connected to an
access control.

o Computer. Integrates with computers on the network.

B Computer aided dispatch. Integrates with systems that dispatch taxicabs, couriers,

field service technicians, or emergency services assisted by computer.

@ Digital clock. Integrates with systems that keep time.

[ Digital signage. Integrates with electronic displays that are installed in public spaces.

& Digital signage—Cisco Digital Media Player. Integrates with electronic displays
powered by Cisco Digital Media Player.

i Door. Integrates with a door sensor.

5] Door Contact. Integrates with a magnetic alarm contact sensor on a door.

B Door Interface Unit. Integrates with a device that provides operational power to door
locks/holders and local power for the card reader.

& Duct Fire Detector. Integrates with a duct-mounted fire detector.

2 DVR NVR. Integrates with a Digital Video Recorder (DVR) or Network Video
Recorder (NVR) system.

& Elevator. Integrates with an elevator sensor.

& Emergency Duress. Integrates with emergency communication systems such as panic
alarms.

m Fence. Integrates with electronic fence security systems.

P Fiber Controller. Integrates with a fiber controller.

@ Fire Detector. Integrates with devices that detect smoke and issue alarms.

Fire Panel. Integrates with panels that detect smoke and issue alarms.

e Firewall. Integrates with a computer-based firewall designed for internet security.

@ Gas Detector. Integrates with systems that detect the presence of various gases within
an area, usually as part of a system to warn about gases which might be harmful to
humans or animals.

- Gate Barrier. Integrates with a security access arm.
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Sensor Type Field Choices (continued)

Sensor Icon

Description

[

Glass Break Detector. Integrates with devices that detect a break in a pane of glass,
alerting a burglar alarm.

GPS Antenna. Integrates with a GPS antenna that provides location details.

Hazard Detector. Integrates with hazard detection systems.

Heat Detector. Integrates with a heat detection system.

Help Point. Integrates with a transit communication system.

HVAC device. Integrates with heating, ventilating and air conditioning systems.

% = o o o [+

Intercom. Integrates with Public Announcement (PA) systems such as
Intercom-Commend.

Intrusion Detector. Integrates with software and/or hardware designed to detect
unwanted attempts at accessing, manipulating, and/or disabling of computer systems,
mainly through a network, such as the Internet.

IP Device. Integrates with instrumented components such as those that provide
information and notification via Windows Management Instrumentation (WMI).

IR Flame Detector. Integrates with an infrared flame detector.

[

License Plate Recognition. Integrates with an automated number plate recognition
system.

=

Magnetic Lock. Integrates with an electromagnetic lock.

Manual Call Point. Integrates with a fire alarm pull station.

MCS Module. Integrates with a master control system module.

& P |

Meteorological Radio Modem. Integrates with a radio modem that disseminates
meteorological information.

Microwave. Integrates with reconfigurable microwave networks; for example,
reconfigurable wireless communication, wireless network, and reconfigurable phase
array antenna.

(jﬁiJ

Microwave Transmitter. Integrates with an electronic device that transmits
microwave signals.

Monitor-Area. Assigns the alert to a Monitoring Area rather than a sensor.

®

Motion detector. Integrates with systems that quantifies motion that can be either
integrated with or connected to other devices that alert the user of the presence of a
moving object within the field of view.

&5

Network Router. A device that forwards data packets between computer networks.

U

Network Switch. A device that connects network segments or devices.

PA Amplifier. A public address amplification system.

PA Network Controller. A device that connects a public address system to a network.

I VA

Panel. Integrates with a panel sensor.

]

Panel Input. Integrates with device sensors connected to a panel’s input jack.

Panel Output. Integrates with device sensors connected to a panel’s output jack.

B B

PLC Chassis. An enclosure with slots in it that is used to connect multiple parts of a
PLC.

| oL-28432-01
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Table 6-1

Sensor Type Field Choices (continued)

Sensor Icon

Description

PLC RIO. A larger type of PLC that is a collection of I/O cards that are linked
together and stored in a rack. A rack I/O can handle thousands of inputs and outputs.

Radar. Integrates with radar devices that are used to detect, range (determine the
distance of), and map various types of targets.

o

Receiver. Integrates with a receiver alarm sensor.

-

RFID Reader. A device that can read radio-frequency identification on a tag.

]

Road Blocker. Integrates with a wedge barrier that prevents vehicle penetration
across a roadway.

Room. Integrates with a room sensor.

&

Seismic Detector. Integrates with systems that detect seismic activity.

Server. Integrates with hardware servers on a network.

®

Smoke Detector. Integrates with systems that detect smoke.

Social Network. Integrates with social networks. For this version, Twitter is
supported.

Ez.

Sonar. Integrates with sonar devices that are used for acoustic location.

&

Tag. Integrates with RFID tags.

Tag Reader. Integrates with a device that reads RFID tags.

Telephone. Integrates with a telephone system.

i3

Tracking Resource. Integrates with a virtual Tracking Resource. This is useful when
you are leveraging an Integration Module to access a tracking system. You can use
this sensor type to create Sensors for security Resources and Tracking Devices that
support alerting and external command functionalities. Five tracking resource sensor
types are provided to allow more granular control on different “external commands”
per type of Resource. These Sensors are only visible in the Sensor Management
window or Properties dialog box for the Monitoring Area in which the Sensor is
deployed. These sensors are not visible in the Operation Console.

TTR Enhancer. Integrates with an enhancing device for a touch tone receiver.

UPS. Integrates with Universal Power Supply (UPS) systems.

VHF Controller. Integrates with a controller for a very high frequency radio system,
such a maritime radio systems.

VHF DSC Station. Integrates with a digital selective calling station that is VHF.

VHF Station. Integrates with a very high frequency radio station, such as a maritime
radio system.

Video Analytics Server. Integrates with a dedicated server that pulls video, analyzes
it, and issues alerts or analysis results.

Video Encoder. Integrates with a system that performs video encoding.

Video System. Integrates with intelligent video systems.

figh

Wireless Access Point. Integrates with a wireless access point for networking.

Bﬂ

Wireless Transmitter. Integrates with a device that transmits a wireless signal.
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Using the Extended URL Property ||

If you prefer, you can click the € button and select the sensor from the Sensor Type field according to
vendor.

Sensor Mame:

}j
Sensor Type: I %} | Hazard Detector [¥] |# F
& n
Description: ‘-J LenelOpentT [}
34 amaG
48 1cIP2000
ﬂ Access Conkrol - JCI CardieyP2000 E
i J Application - ICT CardkeyPZ000
38 agentv1
\_J# Nextiva
L_J@ Cammend

Step5  In the Description field, enter details that will help operators identify this device quickly when an alert
condition happens.

Step6 In the Device ID field, enter the device ID. Check with your system integrator to get the necessary
information.

If you’ve clicked the € button in the Sensor Type field and selected a vendor, clicking the & button
in the Device ID field opens a window similar to this.

@ plet Browser) @ﬁ

Selected Mame:  DID[12345AC]: INST[SampleInst1]:YERS[S.5]: PROV[Sample ]

Name T Type Device ID
7

¥ Sensorl2345_AccessControl
SensorABCD_AccessContral | Access Conbrol - Sam)
Sensorl2345_FireDetector Q- Fire Detector - Sample. .. DID[12345FD]:INST[SampleInst1]:YERS[S.5]:PR...
SensorABCD_FireDetectar Q Fire Detector - Sample. .. DID[ABCDFD]:INST[Samplelnst1]:YERS[S.5]:PRO...
Sensorl2345_MotionDetectar @ Motion Detector - Sam... DID[12345MD]:INST[Samplelnst1]:YERS[S.5]:PR. ..
SensorABCD_MotionDetectar Q Motion Detector - Sam... DID[ABCDMD]:INST[SampleInstl]:YERS[S.5]:PRO. ..
SampleInstl_ApplicationSensor J Application - Sample DID[System]: INST[Samplelnst1 . YERS[S.S1:PROY. ..

Record 1 of 7 | Ll

Export... Cancel |

Step 7 Select the Sensor and click OK.

Step8  If you want to specify custom properties for this Sensor, click the Custom Properties tab. Any custom
properties that have been configured for this type of sensor will be displayed. For example, see the
“Using the Extended URL Property” section on page 6-13.

Step9  Click OK to save the new Sensor.

The Sensor Management window appears with the new Sensor added.

Using the Extended URL Property

When defining Sensors, you can provide a Web address that the operator can access by right-clicking a
Sensor in the Operation Console. For example, if you had a Web page where the operator could perform
additional device configuration, it could be accessed from the Sensor’s right-click menu.

Administering Cisco Physical Security Operations Manager, Release 6.1
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+
1 Create User Alert

- :_s'. # Commands - Access Control = . oy
:) "~ Extensions figuration
oy & " 8
o b -
ST el

1. Enter the URL in the Extended URL field under Custom Properties for the Sensor.

2. Add an extension from the Operation Console using the Extensions menu. In the Path field, enter
% SENSORCUSTOMPROPERTY % ( Extended URL).

- %SENSORCUSTOMPROPERTY % is the keyword that directs the Extensions menu to retrieve
the custom property value from the selected Sensor.

(Extended URL) directs the Extensions menu to return the value from the Extended URL field
for the selected Sensor.

Editing Sensors

You can view Sensor properties, the Sensor Groups to which a Sensor belongs, and the Monitoring Areas
in which the Sensor is active, from the Sensor Management window. You can also edit a Sensor’s
properties from this window.

To edit a Sensor’s properties, follow these steps:
Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Sensors icon.

The Sensor Management window appears.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Step 9

Sensor Management

Add, Edit,

Name Type Description D - E a
=
2
B3 Camera - TZE Znd Floor Cutdoor E
(= ‘: Camera - Statia... TZE Left =}
. ! il
Click the —=" Fp-107 [EH Camera-PTZ  TZ2E Ticket Counter 974 (@
Sensor ot Group Pp-108 [EN Camera - PTZ TZE Check Paint 975 (3@
icon. PF-g1 Camera - Statio... TZE Check Paint Lane 1 97e (@
—~x PF-82 Camera - Statio... TZE Check Point Lane 2 077 (3 bd
| I,é?ds | Record 1 of 607 ada_) kd

‘Wiews Snapshat:

Properties of the selected sensor:
Inkercom Group

Property

Location Mame

Position ¥, {or Longitude, Lati...

Sensor Yiews

Range Angle {degree)
Range Distance {ft)

Wiew Orientation {degree)
PTZ Control

Sensor | Custom Properties | Sensor Groups | Monitoring Areas

Yalue

LEACTIY
TZE Second Floor Main
525,-471
<Mone
=)
37.2695
100

LY

s

:

Click the Sensor icon to display a list of all Sensors currently defined for PSOM.

Editing Sensors

Sensor
properties
are
displayed
on the
Sensor tab.

Select the Sensor you want to view or edit. It’s Sensor properties are displayed on the Sensor tab.

Click the Custom Properties tab to show the custom properties that have been configured for the Sensor.

Click the Sensor Groups tab to show the groups to which the Sensor belongs.

Click the Monitoring Areas tab to show the locations where the Sensor is active.

If the Sensor is active in one or more Monitoring Areas, the Sensor list indicates this with a Monitoring

Area icon in the last column.

Sensor Management
Add, Edit, Delet

TCTOTOL '
Digital Sign - Com... L,_ Digital Signage -...

Commuter Terminal Digital Sign 1057 .
Intercom - Call B... X Inkercom - Com.,. Commend Intercom Call Bax 1058 i@
Intercom - Call B... A" Intercom - Comn... 1053 g

Click the Edit button to change the Sensor’s definition.

The Edit Sensor window appears.

Edit properties as desired and click OK to save changes.
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Grouping Sensors

A Sensor Group is a logical association of Sensors designed to collect information about incidents
occurring in a certain location. For example, you might associate a video camera sensor with an access
control door so that when an alarm occurs at the door, you capture the incident on the associated video
camera.

Types of Sensor Groups

You can create the following type of Sensor Groups:

Icon Sensor Group Description

- General Group This group contains any types of Sensors that have
no associated rule

Adding a Sensor Group

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

To add a new Sensor Group, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Sensor Group icon to display a list of all Sensor Groups currently defined for PSOM.
Click the Add button to add a new Sensor Group.

The Add New Sensor Group window appears.

In the Group Name field, enter the name you want to assign to this collection of Sensors.

From the Group Type field, select the type of Sensor Group you want to create. For example, select
General Group. See the “Types of Sensor Groups” section on page 6-16 for details.

In the Description field, enter details about this Sensor Group that will help operators determine the
location, the access control devices that are being monitored, and the video cameras that are involved.

Click the Add button to select Sensors that should be associated with this Sensor Group.
The Select Sensors window appears.

Check the boxes for each Sensor in the list that should be added to this Sensor Group.
Click OK to save your selections.

The selected Sensors are added to the “Members” area of the Add New Sensor Group window.
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Step 11

Grouping Sensors M

~

Note If your Sensor Group includes a PTZ camera, the primary sensor view configured for the PTZ
camera appears under View Name. You can also configure a sensor view for the group as
described in the “Editing a Sensor Group” section on page 6-17.

Click OK to save your Sensor Group.

Editing a Sensor Group

~

Note

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

Step 10

You may want to edit a Sensor Group to change its member Sensors, or to modify its description.

If you add or remove members in a Sensor Group, you need to first remove the Sensor Group from its
Monitoring Area. Once you’ve modified membership to the Sensor Group, you can re-assign the Sensor
Group to the Monitoring Area. See the “Editing or Deleting Monitoring Areas” section on page 5-9.

To edit a Sensor Group, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Sensor Group icon to display a list of all Sensor Groups currently defined for PSOM.
Select the Sensor Group from the list and click the Edit button to change it.

The Edit Sensor Group Properties window appears.

To change the Sensor Group’s type, make a different selection from the Group Type field.

To change the description, enter modifications in the Description field.

To add new members to the Sensor Group, click the Add button. When the Select Sensors window
appears, check boxes for the Sensors you want to add to the Sensor Group, and click OK.

To remove a member from the Sensor Group, select the Sensor from the list under “Members...” and click
the Remove button.

To change the primary sensor view for a PTZ camera in the Sensor Group, select the PTZ camera from
the “Members...” list and click Sensor View.

The Sensor View List window appears.
a. Select the view you want to assign to the PTZ camera for this Sensor Group and click OK.

b. Click View to define a new view for the Sensor Group. The Live Video Viewer appears to allow you
to select the new view.

Click OK to save your changes.

| oL-28432-01
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Deleting a Sensor Group

To remove a Sensor Group, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Sensors icon.

Step3  Click the Sensor Group icon.
The Sensor Management window appears.

Step4  Click the Sensor Group icon to display a list of all Sensor Groups.

Step5  Select the Sensor Group you want to remove, and click the Delete button.
A confirmation dialog box appears.

Step6  Click Yes to verify the deletion.

Managing Intercom Groups

You can group intercom devices together in PSOM so that you can broadcast announcements to these
devices from PSOM.

Adding an Intercom Group

To add a new Intercom Group, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Sensors icon.
The Sensor Management window appears.
Step3  Click the Intercom Group icon to display a list of all Intercom Groups currently defined for PSOM.
Stepd  Click the Add button to add a new Intercom Group.
The Add New Intercom Group window appears.
Step5  In the Group Name field, enter the name you want to assign to this collection of intercom devices.
In the Group Device ID field, enter the device ID to associate with this Intercom Group.

Step6  In the Description field, enter details about this Intercom Group that will help operators determine the
location, the intercom devices that are being monitored.

Step7  Click the Add button to select intercom devices to associate with this group.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 8
Step 9

Step 10

Editing an Intercom Group

The Select Sensors window appears.

Check boxes for each intercom device in the list that should be added to this Intercom Group.

Click OK to save your selections.

The selected intercom devices are added to the Members area of the Add New Intercom Group window.

Click OK to save your Intercom Group.

Editing an Intercom Group

S

Note

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

You may want to edit an Intercom Group to change its members, or to modify its description.

If you add or remove members in an Intercom Group, you need to first remove the Intercom Group from
its Monitoring Area. Once you’ve modified membership to the Intercom Group, you can re-assign the
Intercom Group to the Monitoring Area. See the “Editing or Deleting Monitoring Areas” section on
page 5-9.

To edit an Intercom Group, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Intercom Group icon to display a list of all Intercom Groups currently defined for PSOM.
Select the group from the list and click the Edit button to change it.

The Edit Intercom Group Properties window appears.

To change the group’s device ID, enter a different ID in the Group Device ID field.

To change the description, enter modifications in the Description field.

To add new members to the Intercom Group, click the Add button. When the Select Sensors window
appears, check boxes for the intercom devices you want to add to the Intercom Group, and click OK.

To remove a member from the Intercom Group, select the device from the list under “Members...” and
click the Remove button.

Click OK to save your changes.

| oL-28432-01
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Deleting an Intercom Group

To remove an Intercom Group, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Sensors icon.
Step3  Click the Intercom Group icon.
The Sensor Management window appears.
Stepd  Click the Intercom Group icon to display a list of all Intercom Groups currently defined for PSOM.
Step5  Select the Intercom Group you want to remove, and click the Delete button.
A confirmation dialog box appears.

Step6  Click Yes to verify the deletion.

Importing and Exporting Sensors, Sensor Groups, and Intercom
Groups with PSOM

You can import Sensors, Sensor Groups, Intercom Groups, and Locations to PSOM using Microsoft
Excel; you can also export these definitions to Excel from PSOM.

~

Note  These procedures have been verified using Excel 2007. If you are using Excel 2003 or later, you can save
the XML file as XML Data for reimport to PSOM.

To import Sensors to PSOM, follow these steps:

Procedure

Step 1 Open the PxSensor. XML file in Excel 2007.

For Sensor Groups, open the PxSensorGroup. XML file, and for Intercom Groups, open the
PxIntercomGroup.XML file.

Step2  When prompted, choose to open the XML file as an XML table; select As an XML table and click OK.
Step3  When prompted, click OK.
Step 4 In Excel, click Save As > Other Formats.

Step5  From the list of formats that appears, select XML Data (*.xml).

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step6  In the window that appears, enter a name in the File name field and click Save.

Step7  Modify the table to add your new Sensors. You must provide values for each column for your new
Sensor.

Special characters cannot be used in XML strings. You can substitute the following syntax for special

characters.

Character Substitute
& &amp;

< &lt;

> &gt;

« &quot;

¢ &#39;

For example, if you have a SensorDescription of “Area A & B”, you will use “Area A &amp; B”.

Step8  Save the XML table as an XML Data file; select XML Data (*.xml) from the Save as Type field and
click Save.

Step9  When prompted, click Continue.
Step10 Save the XML file.
Now you can import the Sensor definitions XML file into PSOM.
Step11  Click the Environment icon in the Administration Console.
The Environment window appears.
Step12 Click Sensors.
The Sensor Management window appears.
Step13  Click Sensor to view Sensors.

~

Note  Click Sensor Group to view Sensor Groups or click Intercom Group to view Intercom Groups.

Step14  Click Import to import Sensor definitions from an XML file, then select the XML file on your system
that has the definitions.

Administering Cisco Physical Security Operations Manager, Release 6.1
[ oL-28432-m .m



Chapter6 Managing Sensors |

Importing and Exporting Sensors, Sensor Groups, and Intercom Groups with PSOM

>

Note  You can also click Export to save an XML file with the Sensor definitions stored in PSOM. It
will save the file as PxSensor.xml for Sensors, PxSensorGroup.xml for Sensor Groups, and
PxIntercomGroup.xml for Intercom Groups.

If the XML file size you are importing exceeds 2 MB (roughly 4000 sensors), the import process
will either timeout or fail immediately without importing sensors. To avoid this problem, split
the XML file into multiple files that are smaller than 2 MB each, and import the XML files one
at a time.

Sensors are created in "Default Location".

Updating Sensors with a Web Service Call

You may wish to update Sensor information in PSOM from your application using an XML file;
conversely, you may wish to pull Sensor information from PSOM into your application. PSOM provides
these web service calls:

e ExportDBObject <LoginID>, <Object Type>, <File Name with full path>
e ImportDBObject <LoginID>, <Object Type>, <File Name with full path>

where object Type can be a value from 1-3 representing the following:

1 Location
2 Sensor
3 SensorGroup

For example, the following syntax instructs PSOM to export all Sensor information in XML to
“C:\output\sensor.xml”:

ExportDBObject myLogin, 2, “c:\output\sensor.xml”

When updating information in PSOM, the SensorName property is used to determine whether the Sensor
already exists and should be updated, or whether the Sensor is new and should be created. For Sensor
Groups, the SensorGroupName property is used. If a sensor exists in PSOM, but is not included in the
XML you are uploading, then no change is made to that sensor in PSOM. In other words, XML for
import operations only needs to contain changed and new Sensors.

Structure of XML for Sensor definitions

The structure of the XML for Sensors is as follows.

<Sensor>
<SensorName>Hirsch Expansion Input</SensorName>
<SensorDescription>Expansion Input Access Control</SensorDescription>
<SensorTypeName>Access Control</SensorTypeName>
<LocationName>Officel</LocationName>
<ConfigStatus>0</ConfigStatus>
<DeviceID>&1lt; ! [CDATA[AED Alarm CP5]]&gt;</DevicelID>
<DeviceXML></DeviceXML>
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<PositionX>-1.216291</PositionX>
<PositionY>3.6883777</Positiony>
<PositionZ>0.0000000</Positionz>
<ViewRangeAngle>0</ViewRangeAngle>
<ViewRangeDistance>0</ViewRangeDistance>
<ViewOrientation>0 </ViewOrientation>
<UIState>0</UIState>

</Sensor>

Structure of XML for Sensor Group definitions

The structure of the XML for a Sensor Group is as follows.

<SensorGroup>
<Name>CCure Grp2</Name>
<Description></Description>
<TypeName>Access Control-Camera</TypeName>
<SubTypeName>SoftwareHouse-CCure</SubTypeName>
<Member>
<MemberName>NonDoor</MemberName>
<MemberTypeName>Access Control</MemberTypeName>
<MemberSubTypeName>SoftwareHouse-CCure</Member SubTypeName>
<LocationName> [CCure Area 1l]</LocationName>
<DeviceID>&1t; ! [CDATA[2087]]1&gt;</DevicelD>
<DeviceXML></DeviceXML>
</Member>
</SensorGroup>

You can use the <PxSensorGroupImport> command to create a new Sensor Group, as well as create new
Sensors within it. In this case, the DevicelD must contain a value for the new member.

Return Values
Successful operations receive the following return value.
<WSSERVICE NAME="Export or Import DBObjects">
<STATUS>0</STATUS>
<RESULT COUNT="0">
<REASON>Output written to file successfully</REASON>
</RESULT>
</WSSERVICE>
If an output file and path is not specified by your call, the returned XML includes the structure of the
Sensor, Sensor Group, or Location data that is being imported or exported. The following example shows
an update to Location data.
<WSSERVICE NAME="Export or Import DB Objects">
<STATUS>0</STATUS>
<RESULT COUNT="0">
<ExportDBObject>
<Location>
<LocationName>dummyloc</LocationName>
<LocationDescription>dummyloc</LocationDescription>
</Location>
<Location>
<LocationName>0fficelO</LocationName>
<LocationDescription>0fficelO</LocationDescription>
</Location>
</ExportDBObject>
</RESULT>
Administering Cisco Physical Security Operations Manager, Release 6.1
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</WSSERVICE>

Create Custom Sensor Icons

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9

Step 10

Step 11
Step 12

Step 13

You can create your own Sensor icons and assign them to sensor types in PSOM.

To assign custom Sensor icons in PSOM, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

Click Customize Icon.

The Type Icon Customization dialog appears.

Select the type of sensor from the field at the top of the dialog to see available sensor types.
The icons related to the selected sensor type appear in the list.

Click Manage Icons to add a new custom Sensor icon.

The Manage Custom Icons window appears.

Select Custom Icons from the field at the top of the dialog.

Click Add.

Enter a name to display for Sensors using this icon in the Display Name field, and a description.

Click Select... in the Enabled Icon area to select a PNG image file to display when the Sensor is enabled.

Click Select... in the Disabled Icon area to select PNG image file to display when the Sensor is disabled.

S

Note It is recommended that you use 16 x 16 pixels PNG image files that have a transparent
background. However, BMP is acceptable.

Enabled Disabled

L L3

The custom Sensor icon appears in the list.

Click Close.

Click OK.

Back in the Type Icon Customization dialog, choose a Sensor for which you want to change its icon and
click Customize.

A dialog appears displaying the Sensors that can assigned to the sensor type.
Choose Custom Icons from the field at the top and select the icon to apply from the list. Click OK.

The selected sensor type now has a new custom icon.
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Step 14  Restart the Operation Console to apply the changes. If you do not restart the Operation Console, the
custom icon will not appear for the sensor type on the map.
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CHAPTER 7

Designing Maps

To enable the view provided in the Map View Pane of the Operation Console, you must design the maps
shown for each Monitoring Zone and Monitoring Area within PSOM.

This chapter covers how to use the Map Design Mode to:

e Provide background images for maps that offer an aerial view or building floor plan.

e Configure the origin and scale for a map. Optionally, configure GPS coordinates for maps.

¢ Add Sensors to a map for each video camera and access control device in the environment.
This chapter includes these topics:

e Entering Map Design Mode, page 7-1

e Adding Background Map Images, page 7-4

e Configuring Origin and Scale for a Map, page 7-5

e Setting Display Options for a Map, page 7-13

e Drawing a Monitoring Zone Boundary or Monitoring Area Boundary on a Map, page 7-14

¢ Adding Sensors to a Map, page 7-19

¢ Adding Navigation to Maps, page 7-25

e Adding URL Links to Maps, page 7-28

e Adding Notes to Maps, page 7-30

e Editing and Deleting Items from the Map, page 7-31

e Setting the Sort order of the Monitoring Hierarchy, page 7-32

¢ Integrating GIS maps with PSOM, page 7-32

Entering Map Design Mode

You need to design maps for each Monitoring Zone and Monitoring Area within PSOM, including the

top-level Global Monitoring Node. The process for configuring maps and their properties is the same for
all levels of nodes in the Monitoring Hierarchy—from the Map Design Mode, you perform all actions in
this chapter for each Monitoring Node.

To enable Map Design Mode for all nodes in the Monitoring Hierarchy at once, follow the instructions
below to enter Map Design Mode for the Global Monitoring Node.

| oL-28432-01

Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter 7

Designing Maps |

M Entering Map Design Mode

To enter Map Design Mode for a Monitoring Node, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.

Step2  Click the Monitoring Environment icon.

The Cisco Physical Security Operations Manager Environment Management window appears.

‘ Tools  Help

File  Monitoring

I}z g % Enter Map Design Mode
Juusesai]

Monitoring Hierz _/)f
Bl el
5] &l Arizo adl
d oMl calfd [ 3
a élﬁﬁ Comr T

S T
[ Aperimeter 1ortn i

Select

|t
u:ﬂ 3 [ Perirn [’-i‘

uﬂ éﬁ Petir s

’ ,{ﬁﬁ Termirtar o : ;

ui 2 Terminal 2 East 5 ;

o (el Termingl 2 West g ré

(3 2 ] Undesignated Zone
(3 3 |l Undesingated Zone

Select Map > Enter
Map Design Mode.

Step3  Select the Global Monitoring Node, the top-most Monitoring Node, in the Monitoring Hierarchy; in this

case, “Airport”.

Step4  From the menu bar, select Map > Enter Map Design Mode.

In the map design mode, the Design Mode icon is selected and enables you to modify maps for each

Monitoring Node in the Monitoring Hierarchy.
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The Design Mode icon
appears in the listing for
the Global Monitoring
Node.

Design Mode tools appear at
the top of the Map View
Pane.

File  Monitoring  Map  Tools

Entering Map Design Mode W

Help

& Commuter Terminal
- [l Ciseo Building 25
(387 Cisco Building 32
-[ . {yea| CT-First Floor
.3 (e CT-5econd Floor
-[ . {yea| CT-Thiird Floor
Cd Perimeter Morth
u.d o Ol Perimeter West

’ Ol Terminal 1
u 3Ol Terminal 2 East

’ Ol Terminal 2 west
u.d &) | Undesignated Zone
uJ @& ﬂ Undesingated Zone

=

L

Table 7-1 explains what the Design Mode icons are used for. There are additional tools that appear in the
Design Mode toolbar when a camera sensor is selected on the map; see Table 7-3 on page 7-24.

Table 7-1 Design Mode Tools
This icon... Does this to the map area...
@j‘ Enables Map Design Mode.
= Saves the changes to the map design.
E Configures the view properties for a map design such as whether Sensor icons are
displayed.
Fﬂ Allows you to select a background map image for the current Monitoring Node.
| Allows you to draw a Monitoring Zone on a map design.
| o Allows you to draw a Monitoring Area on a map design.
#‘ Places a Sensor icon on the visible map: video camera, access door, hazard detection
device, and so on.
% ‘ Places a link on the map so you can allow users to jump to a map for a different
Monitoring Node from the Map View Pane.
b\ Allows you to select an object in the map design.
A Moves the selected object in the map area.

Deletes the selected object from the map design.

You can use the icons at the far right of the map to zoom in, zoom out, and pan.

| oL-28432-01
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Wl Adding Background Map Images

File  Monitoring  Map  Tools

Help

El™

|

3 & (pal Arizona
¥4 Commuter Terminal

(38 CT-First Floor

15 [l CT-Second Floor
i3 [l CT-Third Floor
3 I3l Perimeter Morth
3 ¢33l Perimeter west

And you can display the Monitoring Hierarchy or Tools in the left navigation bar using the icons at the
bottom of the navigation bar.

File  Monitoring Map  Tools  Help

File Monitoring  Map  Tools  Help

ElC

ﬂl_z

[
e

Monitoring Hierarchy

CEIEINNE

Tools |

]g Airpork

2 Al arizona

ﬂ A Commuter Terminal
- ﬂ 2 [ma| Perimeter Narth

(3 23] Perimeter west

2 {na| Terminal 1

Al Terminal 2 East

- [ (] TZE-FirstFloorMain
i {3l T2E-PatkingPod

=1 T Flax

. /] TZE-SecondFloortain
- ) [ Terminal 2 West

i~ s Undesignated Zone

: ﬂ & Undesingated Zone

- /] T2E-Second Ped Walkway

@ Manage Monitoring Zones
E}, Manage Manitoring Areas
@ Manage Sensors

34 Search Wizard

3

World Coordinate: {-117.201012,032,733189)

Adding Background Map Images

To add a background image to a Monitoring Node, follow these steps:

Step 1
Step 2

Procedure

Select the Monitoring

Node’s listing in the Monitoring Hierarchy.

Select Map > Background Image... from the menu bar at the top of the window.

~

Note  Alternatively,

you can click the Background Image icon El from the Design toolbar.
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Step 3

Step 4

Step 5

Step 6

Configuring Origin and Scale for a Map ||

The Select map image background dialog box appears.

Click Select to locate the background image file on your computer’s hard drive.

S

Note  If you want to remove the background image that is currently selected for map, click the Remove
button.

If you want to change the size of the image, click the Resize image in the map option. You can now set
the width or height of the map in pixels using the fields below; the aspect ratio of the map is retained.

@ Selact map image L'-_ﬂ'_!uuu.rm q
Select an image file as map background: Select...
Remove
Resize image in the map:;
% Set size by image width (pixels) 600 [
™ Set size by image height {pixels) 450 i

Click OK.
The background image is now displayed in the Map View Pane.

If you are done modifying the map, exit from the Design Mode to save your changes.

Configuring Origin and Scale for a Map

Step 1

Step 2

For each map, you can configure the origin coordinates, provide a reference point for map scale, and set
the orientation of the x-axis on the map. You can either use map coordinates generated by PSOM, or you
can use actual GPS coordinates.

To configure origin and scale for a map, follow these steps:

Procedure

Select the Monitoring Node’s listing in the Monitoring Hierarchy. This should be a Monitoring Node
that has a background map image assigned to it.

Select Map > Configure Map View Properties from the menu bar.

Alternatively, you can right-click the Monitoring Node and select Properties from the right-click menu.
Then select the View tab in the Properties window.

The Map View Properties Configuration window appears.

| oL-28432-01
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M Configuring Origin and Scale for a Map

@ Map View Properties Configuration

Proximex Surveillint™ Monitoring Zone Management

[Map Design Mode] - Configure map view

—Map Display Options
[ @show Sensor
[ (@Show Sensor Range

[ AzfShow Sensor Name

[ [@show Monitoring Area
[ @Show Monitoring Zone

[+ fZshow Perimeter Rapz

—Map Configuration:
Map Type:

Property
[} Elevation Range (ft.’

The first reference o

ad| Simple Map - Image
T S
‘| Simple Map - Image
m Simple Map - GIS

o

The second reference oY

Configure...

.000000 , 000.00000...
T=400.000000 , 000.00000...
Orientation of the X-axis in the map (degree) 0

OK

Cancel

}

L Select Simple Map - Image from the

Map Type field to use a
two-dimensional image map.

Select MS Bing Map to use Microsoft
Bing Map. You must install the Bing
Map GIS Plugin to see this menu choice.

To use GPS-based coordinates, see the
“Configuring Coordinates using GPS”
section on page 7-6.

Step 3

If you want to configure coordinates for a two-dimensional image map, select Simple Map — Image

from the Map Type field and click the OK button. You are done with configuration.

~

Note

To use Microsoft Bing Maps, you must install and configure the Bing Map GIS Plugin. See the

“Integrating Microsoft Bing Maps” section on page 7-33, and then see the “Configuring
Microsoft Bing Maps” section on page 7-12.

To use GPS-based coordinates, see the “Configuring Coordinates using GPS” section on

page 7-6.

Step 4
Exit Map Design Mode.

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >

Configuring Coordinates using

GPS

Before you configure coordinates using GPS, you need to obtain the coordinates for the reference points
in your map. You can obtain latitude/longitude using a web-based map (such as Google Map or

Microsoft Virtual Earth).

In Google Map, bring up a map of the area in question, then right-click and select Direction to here from
the popup menu. This creates a marker on the map, and displays coordinates at the top of the window in

the address field.
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Step 1

Step 2

Configuring Origin and Scale foraMap W

The coordinates for the position on -
the map are displayed up here... j

usinesse:

@ Print (A Send &* Link to this page

—ale Pl e
5 ; % [ _uap | satenite | Tenain |

First click a position on the map. e : - ol i.

d s o 4

Directions from here

Right-click and select Directions to ' - Directions to here

here from the popup menu. ' - Zoomin
e/ } Y Zoom out

Center map here
W
% 7

Another resource is ITouchMap which is based on Google Map.

To configure origin and scale using GPS coordinates, follow these steps:

Procedure

From the Map View Properties Configuration window, select Simple Map — GIS from the Map Type
field.

~

Note If you have enabled different GIS/map software, it will appear in the Map Type field as a choice.
See the “Integrating GIS maps with PSOM” section on page 7-32.

Click the Configure button.

The Map Configuration window appears.

| oL-28432-01
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W Configuring Origin and Scale for a Map

Visually select the position that will serve (2) Visually select the position that will serve as
as the origin (or first reference) point. the destination (or second reference) point.

i F“-L,EDJ;— Calibrate Coordinates and Define Zone Penimeter:

W\ e Coordinates " [Z 3 Define Zone Perimter @

int (left-top) and drag to the second point (right-bottom) to calibrate geographici \ ordinates. . .
Select the origin point on the

map and DRAG the cursor
(while holding down the left
mouse button) to the
destination point. Then
release the left mouse button.

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) Froperties | oK I Cancel |

Step3  First, expand the window size so that the entire map is shown within the window (e.g., there are not any
scroll bars).

Stepd  Visually select an initial position on the background map that will serve as the origin or first reference
point. The origin should be the top-left of the area.

Step5  Visually select a second point on the map to be the destination or second reference point. The destination
should be the bottom-right of the area.

Step6  Select your origin position on the map (point #1) and drag the mouse (while holding down the left mouse

button) towards your destination point (point #2). Release the left mouse button at the destination point
(point #2).

Administering Cisco Physical Security Operations Manager, Release 6.1
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¥ Map Configuration - Galibrate Coordinates and Define Zone Perimeter m

= &Z 1. Calibrate Coordinates " /2 2 Define Zone Perimter

0 Select the first point (|eft-top) and drag to the second point {right-bottom) to calibrate geographic coordinates.

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) Properties | 0K I Cancel |

The Simple GIS Map Configuration window appears.
Step7  Click the [...] button to the right of the The first point geographic coordinates field.

The Enter GPS Coordinate window appears.

= [¥5upport geagraphic coordinates (W&sE4)

. The first selected reference point in map coordinates:

The first point geographic coordinates: |0000.000000 , 000.000000 u— Click the ... button.
' G =

. The second selected i)

r

The second point geog)  World Geodetic System Coordinate:

5]

. Real world distance be * Decimal Degrees (Example: 032,73425 , -117.20825):

Latitude: [o00.c00000 —  To give the GPS coordinates in decimal degrees,
4. Ontatonof the X3 Longtude:  [ooon.00000 select the Decimal Degrees option and enter
values in the Latitude and Longitude fields.
w ™ Degrees, Minutes, Seconds (Example: N32 44 03, W117 12 300
o
a Latitude: ad a3 a8 a8
™ 5. specify elevation Longitude: ] 5] <] |~

i Cancel I
K | Cancel |

Step8  You can either select the GPS coordinate using decimal degrees for the latitude and longitude, or
direction plus degrees, minutes and seconds.

The screen above shows the GPS coordinate given in decimal degrees.

Shown next is the GPS coordinate given in direction, degrees, minutes and seconds.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Configuring Origin and Scale for a Map

Step 9
Step 10

Step 11

Step 12

@ Enter, GPS Coordinate a
World Geodetic System Coordinate:
(™ Decimal Degrees (Example: 032.73428 , -117.20825):

Latitude:

Longitude:

(= Bigrees, Minutes, seconds (example: N32 44 03, wiiy 13 3oy | ————— To give the GPS coordinates in direction plus degrees
Latitude: v g =g [ =g [ =g and time, select the Degrees, Minutes, Seconds option
tongrde: w @] w@ [ 28 [ =8 and select values from the Latitude and Longitude

fields.
oK | Cancel L

Click OK.

In the Simple GIS Map Configuration window, click the [« button to the far right of the The second
point GPS coordinates field.

In the Enter GPS Coordinate window, enter the coordinates for the second position on the map and click
OK.

The Simple GIS Map Configuration window appears similar to the following. Note that the real world
distance between the two reference points is automatically calculated based on the GPS coordinates you
selected.

@ Simple GIS HMapisontiguration a

I Support geographic coordinates (WESS4)

. The first selected reference point in map coordinates:

The First point geographic coordinates: -117 208336 , 032.734165 J
2. The second selected reference point in map coordinates:
The second point geographic coordinates: -117.215890 , 034. 734165 J
3. Real world distance between two reference painks (ft.): I—_ The real-world distance between the two

reference points is automatically calculated.

=

. Orientation of the X-axis in the map (0 - 359 degrees):

e

R 5. specify glevation range (ft.): Low: 13 ._7 If your map shows a location that is higher or
High: ] lower than ground level, you can enter the
elevation range (in feet) using these fields.

Note  For GPS coordinates to work correctly, the GPS map must have North facing directly upwards;
in other words, the map cannot be tilted or angled. Therefore, the Orientation on the X-axis in
the map option is disabled.

If your map shows a space that is elevated—for example, a second floor in a building—you can enter the
elevation information in the Specify elevation range area. Enter the bottom of the elevation range in the
Low field (for example., the floor), and the top of the elevation range in the High field (for example, the
ceiling).

~

Note  The elevation information is displayed on maps when locating Resources, as shown next.
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Step13  Click OK when finished.

The Map Configuration window reappears. Configured coordinates appear in an orange grid pattern, and
the Define Zone Perimeter option is selected.

Step14  Define the perimeter of the Monitoring Zone by first clicking anywhere in the map to place the first point
of the polygon. Then keep clicking to create lines to create a closed polygon shape that defines the area
covered by the Monitoring Zone.

FJ Map Configuration - Galibrate Coordinates and Define Zone Per
" 1. Calibrate Coordinates & 7 2 Define Zone Perimter

Selectsome points to define a polygon forthe coverage of zone perimeter.

#1:(-117.212196 , 032.742142) ; #2:(-117.175003 , 032.723270) (- | |
117.2125 52.74218) ' ! Clear 0K I Cancel

Step15 When finished, right-click on the map.
Step16 Click OK.

The Map View Properties Configuration window displays your settings.
Step17 Click OK to save your settings.

When viewing the Navigation Pane in the Operation Console, the maps that use geographic coordinates
are displayed with a black/white circle on the map icon.
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Monitoring Hierarchy

»
> (| Terminal 1
._J 3 sl Terminal 2 East
! 22 ] Terminal 2 West

4 [T -First Floor
3 | [ T-Second Floor

These maps use GPS

coordinates Gl [7-Third Fioor

._J 3 (pa] Perimeter West
(| <3 (] Perimeter Morth

Configuring Microsoft Bing Maps

Before you can configure Microsoft Bing Maps for PSOM, you must follow the instructions in the
“Integrating Microsoft Bing Maps” section on page 7-33 to enable this functionality.

To configure a map with Microsoft Bing Maps, follow these steps:

Procedure

Step 1 From the Map View Properties Configuration window, select MS Bing Map from the Map Type field.
Step2  Click Configure.
The Bing Map View Configuration window appears.

Step3  Click Locate to find the specific map location or navigate to it using map controls, as described in the
“Integrating Microsoft Bing Maps” section on page 7-33.

Step4  Click Start to begin drawing the polygon that defines the perimeter range for the current Monitoring
Node.

Step5  To end the polygon, right-click on the map or click End.
Step6  Click OK and the perimeter boundary is displayed in the Map View Properties Configuration window.

~

Note  Be sure to draw the polygon within the green rectangle shown next (within Longitude —180 ~
180 and Latitude —90 ~ 90) to ensure the polygon will be defined correctly when zooming the
map to infinite view (in which case the Bing map shows a duplicate world within the same map).
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i ) _____mmpmneTE

Locate...

~ il
3 Bing Map View Configuration

Ocean

RS f | '

Set Perimeter
)

start i
;"’&&-‘ & ‘ !

&
a
Europe

South

Australia Pacific Ocean America \# Australia
|

Indian Ocean f Atk an Indian Oc

) 2ULL iigrosuit Corpuration 30101 LUTED Infbge courtes ) of |6k

Longitude: -114.994305; Latitude: 4.940215 Cancel

7|

Once the perimeter is set, it appears as a yellow dotted boundary line on the map. You can click Remove
to delete it.

When viewing a Bing Map, you can right-click to display geocode-related options.

e Find Location By Address—Displays a dialog box where you can enter a street address, or
latitude/longitude location.

¢ Find Address by Location—Allows you to display latitude/longitude coordinates for the map
location where the mouse is clicked.

e C(Clear Location Pins—Clears all temporary push pins created by location features.

Setting Display Options for a Map

Step 1

Step 2

For each map, you can decide whether to show Sensor icons, the range of these icons, the Sensor names,
and Monitoring Areas or Monitoring Zones that are defined for the map.

To set display options for a map, follow these steps:

Procedure

Select the Monitoring Node’s listing in the Monitoring Hierarchy. This should be a Monitoring Node
that has a background map image assigned to it, and that is in Map Design Mode.

Select Map > Configure Map View Properties from the menu bar.

Alternatively, you can right-click the Monitoring Node and select Properties from the right-click menu.
Then select the View tab in the Properties window.

The Map View Properties Configuration window appears.

| oL-28432-01
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Drawing a Monitoring Zone Boundary or Monitoring Area Boundary on a Map

Step3  To display icons on the map for each Sensor in the environment, check the Show Sensor option.

Step4  To display the viewing range for a camera sensor (a shaded area that represents the area it can capture
with video), check the Show Sensor Range option.

Step5  To display the name of each Sensor next to its location on the map, check the Show Sensor Name option.

Step6  To display a shaded area on the map that represents the boundary of a Monitoring Area, check the Show
Monitoring Area option. If this option is not valid for this map, it will be dimmed. See the “Drawing a
Monitoring Zone Boundary or Monitoring Area Boundary on a Map” section on page 7-14 for
instructions on how to define a Monitoring Area on the map.

Step7  To display a shaded area on the map to represent the boundary of a Monitoring Zone, check the Show
Monitoring Zone option. If this option is not valid for this map, it will be dimmed. See the “Drawing a
Monitoring Zone Boundary or Monitoring Area Boundary on a Map” section on page 7-14 for
instructions on how to define a Monitoring Zone on the map.

Step8  To display the perimeter polygon that was configured on the Geographic Coordinates Map, check the
Show Perimeter Range option. If this option is selected, the perimeter boundary is displayed using a
yellow dotted line.

Step9  Click OK to save your settings.

Drawing a Monitoring Zone Boundary or Monitoring Area
Boundary on a Map

You can draw a boundary on a map to represent a Monitoring Zone or Monitoring Area. For example,
the map for the Global Monitoring Node will have boundaries representing different Monitoring Zones
within the overall security map.

i —
CHEliEdE = 2| @] 5 [+ | x

Monitoring Hierarchy

li”
3 ] Arizona
|.J &) | California Bay Area
=2 Al Commuter Terminal

3 [ Cisco Building 25
38 cisco Building 32
|3 (| CT-First Floor
.3 (| CT-Second Floor

{ [ | CT-Third Floor
|_.J 3 (pa| Perimeter horth
|_.| 3 (s Perimeter West

> | Terminal 1

123 ) Terminal 2 East L

o (el Terminal 2 west This .1S a.

@ &) | Undesignated Zone 3 : ; or- Momtormg
(" 3] Undesingated Zane W S i . 5 Ly 8 A Terminal 1 Zone.

To draw a Monitoring Zone Boundary on a map, follow these steps:

Procedure

Step1  Navigate to the correct map by selecting the Monitoring Zone’s listing in the Monitoring Hierarchy.
Make sure the Monitoring Zone is in Map Design Mode.
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Step2  Enter drawing mode using one of these methods:
e Select Map > Draw Monitoring Zone from the menu bar.

e Click the Draw Monitoring Zone icon ‘ in the Design toolbar. A list of all Monitoring Zones
appears in a drop-down menu. Select the Monitoring Zone you will be drawing from the list.

~

Note  You can only select a Monitoring Zone that has not yet been drawn (these appear in black

text). If a Monitoring Zone has already been drawn, its name is dimmed in the drop-down
menu.

— —

File  Monitoring Map  Tools  Help

= DTQHL_M el S TR T, =l

K Clear all Monitoring Areas

Muonitoring Hierarchy

3 (el Arizona
2 S Commuter Terminal
[2 & CT-First Floor
> .3 (| CT-Second Floor
L[ [ CT-Third Flacr
(3 (3l Perimeter Morth
(33 e Perimeter West
b ) gl Termninal 1
(| 3y Terminal z East
|3 (e Terminal 2 \West
3 md| Undesignated Zone
3 3} | Undesingated Zone

Select the Monitoring
& Zone you want to

b draw from the list in
the drop-down menu.

Draw Monitoring Zone {Arizona). ..

Bliell s b bl B e BB

Draw Marikori & (Undesignated Zone)...

= PS[E

Step3  Move the cursor to where the Monitoring Zone should be placed, then click and drag with the left mouse
button to create a line segment and repeat it until the red line outlines the desired boundary for the
Monitoring Zone. Then click the right mouse button.

The new Monitoring Zone Boundary is created on the map.

Stepd  To save changes, exit Design Mode. Select Map > Exit Map Design Mode.

To draw a Monitoring Area Boundary on a map, follow these steps:

Procedure

Step 1 Navigate to the correct map by selecting the Monitoring Area’s listing in the Monitoring Hierarchy.
Make sure the Monitoring Area is in Map Design Mode.

Step2  Select the Draw Monitoring Area icon _& from the Design toolbar.

Step3  If the current map is a geo-reference map (either Simple GIS or Bing Map), select Draw all Monitoring
Areas (Geo-reference only) in the menu that appears.
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File Monitoring Map Tools Help

-l

= JIE)

Meonitoring Hierarchy
: 1l World
3l USA
2 i califonia
2 b SF Bay Area
J_@E‘ Sunnyvale

-2l Floor one
[/l Floor Two
[/l Floor Three
[ Bl Stores
LGl Parking Lot-1
_@}E‘ San Francisco
- fml San Diego

Drawing a Monitoring Zone Boundary or Monitoring Area Boundary on a Map

raw all Monitoring Areas (Geo-reference only)

Draw Monitoring Area (Office)
Draw Monitoring Area (Floor one)
Draw Monitoring Area (Floor Twa)
Draw Monitoring Area (Floor Three)
Draw Monitoring Area (Stores)

Draw Monitoring Area (Parking Lot-1)

enevieveiLn;

You can select Automatically Draw Monitoring Area Perimeter Boundaries for Bing Maps.

File Monitoring  Map  Tools  Help

FENEIE

X

AR

Clear all Monitoring Area Perimeter Boundaries

Monitoring Hierarchy

_EM Global Zone
& _‘j(ﬂ Northeast

[+ _‘j(ﬂ Mew York - White Plalns

| ¢ (k| M ok - Bemank

| ¢ (3| Mass - Lexington

™ | ¢ (| M ok - Yorkkown, .,
3 36 west

(3 2 fpd Southeast

Automatically Draw Monitaring Area Perimeter Boundaries I

o) B) B) o) Bf &

Somers - Bldg 5

Monitoring Area Boundaries will automatically be created for all Monitoring Areas in this Monitoring
Zone that are on geo-referenced maps and have preconfigured coordinates. In the example below, the
Store and Parking Lot-1 Monitoring Areas are configured by Bing Map geolocations.
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File Monitoring Map Tools Help

EirM FiEICIE]

& 2l califonia
228 SF Bay Area . A ? e
d,@ﬁ@ Sunnyvale o - eve
228 san Jose 3 Stores B L T 4 ¥
" 5 s -

8 & office . " Parking Lot-1

o =}

L35 Floor one : a
2 sl Floor Two ' = = a
=EE| Floor Three < a o | 7}
%“EM Stores { = 1 : a1 = I o
Lk Parking Lot-1 5 3 5 ¥ at anagy
L/ )l San Francisco 3 = . i =
- & San Diego : :

Step4  Monitoring Areas that have non-georeferenced maps still appear in the drop-down menu, and the
associated Monitoring Area Boundaries must be manually drawn on the map. Select the Monitoring Area
you will be drawing from the list.

)
Note  You can only select a Monitoring Area that has not yet been drawn (these appear in black text).
If a Monitoring Area has already been drawn, its name is dimmed in the drop-down menu.
|| File Monitoring Map  Tools  Help |I
1 2 [ S | = Select the
I ENIREN™ :
Mh@'_g : }( Clear all Monitoring Areas Monitoring Area
Monitoring Hierarchy
L4 you want to draw
___Mﬁnrport . .
] &2 M arizone 1 . from the list in the
3 d@ ammuter Terminal | drop-down menu.
- M CT-First Floor
- {3l CT-Second Floor
- [ {3 CT-Third Flaor
| L 3| Perimeter orth
- .I 2 [ma| Perimeter West
- bl 2 ] Terminal 1
Ll ﬂ s Terminal 2 East
- 2l Terminal 2 West
- @& Undesignated Zone
& Undesingated Zane
.. 3 | Undesignated Area
L e e G T B e G W e
Step5  Move the cursor to where the Monitoring Area Boundary should be placed, then click and drag with the

left mouse button to create a line segment and repeat it until the red line outlines the desired boundary

for

the Monitoring Area. Then click the right mouse button.
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Drawing a Monitoring Zone Boundary or Monitoring Area Boundary on a Map

Step 6

Step 1
Step 2

The new Monitoring Area Boundary is created on the map.

To save changes, exit Design Mode. Select Map > Exit Map Design Mode.

If you are placing Monitoring Areas on the map that overlap one another (for example, different stories
in a building), you can reposition the Monitoring Area label to make it easier for operators to select the
different Monitoring Areas. As shown next, there are 3 Monitoring Areas overlapping one another on
the map. Select the Monitoring Area label on the map that you want to move, and click the | ™+ icon.
Move the label where you want it.

Eile Monitoring Map Tools Help

=ETEIR Ele

Monitoril

ing Hierarchy

Bl wiorld
& & Asia
ol UK
& B usa

[}

A California
|- 3w San Diego Bay Area
\.} éﬁ San Francisco Bay Area
=] ‘j% Santana Row - Valley Fair
M Santana Row Parking
M Santana Row Stores

[ Gl Valley Fair

=]

'l Proximex - 3rd floor

3l SF Area

53 bl Plug and Play Campus

i3l Plug and Play Building
L4 udl Plug and Play Parking

&imdl Florida

& Texas

—_—
E Proximex - 1st floor I
o ——

1y )=
"V i

L
T
-

o

In the Operation Console, those overlapping Monitoring Areas could be displayed as shown next.

File Monitoring Extensions Commands VYiew Tools ﬁelp‘

[ajy 0 X jelliln e ™6 =

ecunty Information Management

Y Phy:
Monitoring Hierarchy d
B30 word (19)
o i@ asio ()
] ®

ra@uw

¢ ) Santana Row -... (13)

a

54 Diago By Ared (0}
San Francisco Bay... {13)

|+ @y Santeen Re... (0

L @) Santana Ro... (13)
& @ valley Fair (0}

0 Santana Row .. [

g @ Procamen - ... (0)

1 @ Procimax - ... (0}

&5 (@ a0 el 3 3@ G«

#Proximex - 2nd floor

To delete a Monitoring Zone Boundary from the map design, follow these steps:

Procedure

Select the Monitoring Zone Boundary on the map (it will become bold).

Right-click and select Delete Zone from the right-click menu.
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8] Perimeter Mortt
=

i

[¢d Zone Properties (Perimeter West)... l r°

: .' x = D Zune
— Right-click the Monitoring Zone

Boundary on the map and select
Delete Zone.

A confirmation dialog box appears.

Click Yes to confirm the deletion.

To delete a Monitoring Area Boundary from the map design, follow these steps:

Procedure

Step1  Select the Monitoring Area Boundary on the map (it will become bold).
Step2  Right-click and select Delete Area from the right-click menu.

Right-click the Monitoring Area Boundary

on the map and select Delete Area.
@ Area Properties (CT-Second Floor). ..

S x Relete Are
BN o CT-FirstFlook k

-~

A confirmation dialog box appears.

Step3  Click Yes to confirm the deletion.

Adding Sensors to a Map

The next step is to place Sensor icons on the map to show where actual video cameras and access control
devices are located in the actual physical environment.

To position a Sensor on the map, follow these steps:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Procedure

Step 1

Select the Monitoring Node’s listing in the Monitoring Hierarchy.

Select Map > Position Sensor from the menu bar at the top of the window.

Alternatively, select the Position Sensor icon € in the Design Toolbar.

A list of Sensors associated with the Monitoring Node appears in the Select Sensor for Position dialog.
Only Sensors that are associated with the Monitoring Node appear as choices. If the Sensor has already

been placed on the map, a check appears to the left of its name in the list.

File  Monitoring Map  Tools  Help

=S

Monitoring Hierarchy

Select Sensor bo Position

=

Select sensor from list and click on map to place sensor

ﬂ Mame Description
% (=
g : =
.ﬂ G50 - Camera 2 EW
.ﬂ CCurebDoor E
v Reader Input E
|| G50 Camera 3 Sl axis 211
|| G50 Camera 4 [EH axis 213
|| G50 Cameras CH axis 216
] [HQ - Building 1] & [HQ - Euilding 1]

Record 1 of & “uu <

E
=0
b
‘4;'

Conference
o ool
Dz i
& o=
BN
B oy &

& 0 R e e

Select any Sensor from the list in the Select Sensor for Position dialog and it will be placed on the map.
The Sensor list includes the Sensor’s name and an icon representing its type; see Table 7-2. For example,

GSO - Camera 1 in the following window.
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File Monitoring Map  Tools Help

B ENEIF] FEE a@-w;& LV G =8

Monitoring Hierarchy - / I _<e L r—
B%zb Select Sensor to Position B
led
a _dw‘ Select sensor from list and click on map to place sensor
L-J bl ﬂ Mame .. Description
L@t
H e
:
[ AP
u ,ﬂ 5330 - Camera 2
; |»] CCureDoor ﬂ
¥ |l Reader Input £|
Y |v] &S0 Camera 3 EH axis 211
| @et [¥] G50 camera 4 [E ais 213
3 e || GSOCameras N axis 216
23l [ [HG - Building 1] & [H3- Buiding 1]
[ aretl
Record 1 of 8 | lad lad =25
— 1 =|—J—|. ! 452
| Close I '\j i
— o] T B | = y Ta 5
=) F q:“T-F'\:ELT/'[__“_I__L__Di s
ﬁl_J envingrarm G

‘wWorld Coordinate: (-034,482613,033,865696) (33°51'56,51"M 084°28'57 . 41"W)

After selection, reposition the Sensor by clicking the desired location on the map; the Sensor will be
moved to this new location. You can keep clicking on the map to move the Sensor to new locations, or
right-click to finish positioning the Sensor, or select another Sensor from the Select Sensor for Position
dialog to position on the map. If you are done, click Close.

~

Note  If you select a Sensor that is already on the map, you simply reposition it.

Table 7-2 Icons Displayed for Sensors

Sensor Icon Description

& Access control system.

g Air traffic controller system (ACS).

Automated external heart defibrillator (AED).

= Automatic identification system base station (AIS).

2 Application. Sends an alert if a PSOM Integration Module encounters systematic
problems with a third-party sensor, such as loss of connection or initialization
problems. Use of the Application sensor is specific to the Integration Module and
covered in the relevant documentation.

=] Aspiring smoke detector that detects the presence of smoke particles suspended in air
by detecting the light scattered by them in the chamber.

i Device sensors that connect with a system’s auxiliary input.

i Device sensors that connect with a system’s auxiliary output.

Basic access control (BAC) system used to read passports.

-8 Infrared optical beam smoke detector.

E Building sensor.

| oL-28432-01
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Table 7-2 Icons Displayed for Sensors (continued)
Sensor Icon Description
on Thermographic (infrared) camera.
] Any other kind of camera.
= Pan-tilt-zoom (PTZ) camera.
2 Stationary camera.
& Carbon monoxide detector that detects the presence of carbon monoxide within an
area.
= Security control card reader sensor connected to an access control.
m Computer on the network.
Computer aided dispatch that dispatches taxicabs, couriers, field service technicians,
or emergency services assisted by computer.
@ Digital clock that keeps time.
b Electronic displays (digital signs) that are installed in public spaces.
& Electronic displays powered by Cisco Digital Media Player.
7| Door sensor.
&l Magnetic alarm contact sensor on a door (door contact).
B Door interface unit that provides operational power to door locks/holders and local
power for the card reader.
& Duct Fire Detector or duct-mounted fire detector.
N-Y Digital Video Recorder (DVR) or Network Video Recorder (NVR) system.
& Elevator sensor.
& Emergency communication systems such as panic alarms.
m Electronic fence security systems.
P Fiber controller.
@ Fire Detector that detects smoke and issues alarms.
Fire Panel that detects smoke and issues alarms.
Computer-based firewall designed for internet security.
Gas Detector that detects the presence of various gases within an area, usually as part
of a system to warn about gases which might be harmful to humans or animals.
# Gate Barrier such as a security access arm.
& Glass Break Detector that detects a break in a pane of glass, alerting a burglar alarm.
7 GPS antenna that provides location details.
& Hazard detection systems.
B Heat detection system.
7@ Help Point for a transit communication system.
_r;| Heating, ventilating and air conditioning (HVAC) systems.
» Intercom or Public Announcement (PA) systems such as Intercom-Commend.
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Table 7-2 Icons Displayed for Sensors (continued)
ensor Icon escription
S I D pt
a Intrusion Detector that detects unwanted attempts at accessing, manipulating, and/or
disabling of computer systems, mainly through a network, such as the Internet.
=) IP Devices or instrumented components such as those that provide information and
notification via Windows Management Instrumentation (WMI).
Y Infrared flame (IR) detector.
& License Plate Recognition or automated number plate recognition system.
g Magnetic Lock or electromagnetic lock.
B Manual Call Point such as a fire alarm pull station.
¥ Master control system (MCS) module.
I Meteorological Radio Modem, or radio modem that disseminates meteorological
information.
€ Reconfigurable microwave networks; for example, reconfigurable wireless
communication, wireless network, and reconfigurable phase array antenna.
K Microwave Transmitter such as an electronic device that transmits microwave
signals.
= Monitoring area (rather than a sensor).
® Motion detector that quantifies motion that can be either integrated with or connected
to other devices that alert the user of the presence of a moving object within the field
of view.
= Network Router, a device that forwards data packets between computer networks.
= Network Switch, a device that connects network segments or devices.
= Public address amplification system (PA).
= PA Network Controller that connects a public address system to a network.
Q Panel sensor.
Panel Input or device sensors connected to a panel’s input jack.
B Panel Output or device sensors connected to a panel’s output jack.
0= PLC Chassis, an enclosure with slots in it that is used to connect multiple parts of a
PLC.
a PLCRIO, alarger type of PLC that is a collection of I/O cards that are linked together
' and stored in a rack. A rack I/O can handle thousands of inputs and outputs.
™ Radar devices that are used to detect, range (determine the distance of), and map
various types of targets.
B Receiver alarm sensor.
P RFID Reader, a device that can read radio-frequency identification on a tag.
= Road Blocker or wedge barrier that prevents vehicle penetration across a roadway.
B Room sensor.
et Seismic Detector that detects seismic activity.
E Hardware servers on a network.
@ Smoke Detector that detects smoke.

| oL-28432-01
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Step 2
Step 3

Step 4
Step 5

Table 7-2 Icons Displayed for Sensors (continued)
Sensor Icon Description
Social Network. For this version, Twitter is supported.
& Sonar devices that are used for acoustic location.
S RFID tags.
¥-B Tag Reader, a device that reads RFID tags.
- Telephone system.
b TTR Enhancer, an enhancing device for a touch tone receiver.
i Universal Power Supply (UPS) systems.
E VHF Controller, a controller for a very high frequency radio system, such a maritime
radio systems.
B VHF DSC Station, a digital selective calling station that is VHF.
-3 VHEF Station, a very high frequency radio station, such as a maritime radio system.
a8 Video Analytics Server, a dedicated server that pulls video, analyzes it, and issues
alerts or analysis results.
(7} Video Encoder, a system that performs video encoding.
E] Intelligent video systems.
@ Wireless Access Point for networking.
D' Wireless Transmitter, a device that transmits a wireless signal.

Select the Sensor you want to add to the map, and click OK.

Click the map on the location where the Sensor should be positioned (using the left mouse button). You
can continue clicking on the map to change the position of the Sensor; when it is placed where you want
it, right-click on the map.

~

Note  Devices with position (0,0) are displayed with a small version of their Sensor icon in the top left
corner of the map.

Save the map by clicking the Save button ] .

If you are adding a camera sensor, you can configure its range angle, distance and orientation using
graphical tools. To change the angle or field of view (FOV) for the camera, select the camera icon in the
map. New icons appear in the Design Mode toolbar as shown in Table 7-3.

a~

Note  If you are still “positioning” the Sensor, these new toolbar options will not appear. Right-click
the map to stop positioning the Sensor, and then select the Sensor’s icon on the map. The new
toolbar options should now appear.

Table 7-3 Camera Sensor Angle and Field of View Design Tools
This icon... Does this to the Camera Sensor...
FJ) Rotate the camera angle clockwise.
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Table 7-3 Camera Sensor Angle and Field of View Design Tools (continued)
This icon... Does this to the Camera Sensor...
Y] Rotate the camera angle counter-clockwise.
pus Widen the camera’s field of view (FOV).
> Shrink (or make more narrow) the camera’s field of view (FOV).
ﬂ Increase the distance that can be viewed within the camera’s field of view (FOV).
X Decrease the distance that can be viewed within the camera’s field of view (FOV).

Step6  Use the camera sensor design tools to adjust the camera’s angle and field of view.
Step7  Repeat these steps to place all Sensors for this Monitoring Node on the corresponding map.
Step8  Once you've placed a Sensor on the map you can move it by clicking ™.

Step9  If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.

You can also adjust the angle, range or direction of the camera’s field of view by right-clicking the video
camera sensor icon on the map and selecting Properties from the right-click menu. The Sensor Properties
window appears where you can make these changes. See the “Adding new Sensors for Video Cameras”
section on page 6-5 for details on the fields in this window.

Adding Navigation to Maps

You can add Navigator icons to maps that allow operators to traverse from the current map view to a map
for an adjacent Monitoring Area.

For example, the following map shows a Navigate Up icon that goes to the T2E-SecondFloorConcourse
Monitoring Area.

Administering Cisco Physical Security Operations Manager, Release 6.1
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T ——
File  Monitoring Map  Tools  Help

MEIEIM FEE=IE

Monitoring Hierarchy
E[ﬁﬁ Airport
|...J A arizona
2 Al Commuter Terminal
ui & (pa| Perimeter North
u..i <& (na| Perimeter West
bl 2 ] Terminal 1
wd A Terminal 2 East
[ 2yl TZE-FirstFloorMain
[ 4 (| T2E-ParkingPod
[ (] T2E-Second Ped walkway
[ Bl T2E-SecondFloorCancourse

s

=1y ") TZE-SeconaFloorMain | ][5 S R AR AR = e

o (pal Terminal 2 west
i él}ﬁ Undesignated Zone
u.:J ‘ﬁM Undesingated Zone

QEFs QEra

L%

¥ BRI

[ [E5]

World Coordinate: {-117,201714,032, 732464) (32°43'56,87"N 117°12'068, 16"W)

This icon navigates to a
Monitoring Area that is
adjacent to the current area.

When the operator double-clicks the Navigate icon, the map view for the T2E-SecondFloorConcourse

area is displayed in the Map View Pane.

o

File  Monitoring Map  Tools  Help

HEIEIN El=ICIE] ™ B8

Muonitoring Hierarchy
EM Airport
=] _é,lhﬁ Arizona
3 2 Commuter Terminal
3 3 pal Perimeter Morth
(3 3| Perimeter West
- inal Terminal 1
2 2 Terminal 2 East
| b Ppu T2E-FirstFloorMain
[pa| T2E-ParkingPod

= T

:ez-::-

=T~y
b (| Terminal 2 \West
b A2 Undesignated Zone
& _@)lﬁﬁ Undesingated Zone

FEE

‘World Coordinate: (-117,201607,032,733799) (32°44'01,63"N 117°12'05, 78"}

To add Navigator icons to a map, follow these steps:
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Procedure
Step1  Select the Monitoring Node’s listing in the Monitoring Hierarchy.
Step2  Click the Add Navigator icon (2 ‘ in the Design Mode toolbar.
Step3  Click the location in the map where you want the Navigator icon positioned.
BT R s ; = = R I ram—
File  Monitoring Map  Tools  Help / Click the Add NaVIgator con.
i ) =
el | ] | @[@)==+] ~
FonTonno T Click the cursor on the map X
B airport where you want to position the ;|
28 Arizona Navigator icon. |
%] Al Commuter Terminal
u 3 (| Perimeter North
13 3 o] Perimeter West 4
b3 ] Terminl 1 V&—}'
ud & Terminal 2 East T
V| TZE-FirstFloorMain Type i@ Moritoring Area Link d | ﬂ]
[ (| T2E-ParkingPod )
[ {pd] T2E-5econd Ped Walkway Lo, 0 ol ¥
3 AT 5 [ Undesignated Area
| i pa| T2E-SecondFloorMain
[ 3yl Termingl 2 west Go To Undesignated Area
> Q%Undesignated Zone
u:J dlﬁﬁumesingated Zone
[ g o
1= [E5]td s
The Navigator Properties window appears.
Step4  From the Type field, select Monitoring Area Link to link to a Monitoring Area. Select Monitoring
Zone Link to link to a Monitoring Zone.
Type: <& Manitoring Zone Link ad
Tcon: @ Go Up “
Zone: <& Global Zone [~]
Mame: Go To Global Zone
Ok I Cancel |
Step5  From the Icon field, make a selection depending on the logical direction in which you’re navigating.
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Step 6

Step 7

Step 8

Step 9
Step 10

@ Navigator: Properties, a
Type: @ Monitoring Area Link [~
Icon: @ Goup V] Select the direction you want to display from the Icon field.
Area: |
- (&) Go Up-Right u
Name: O Go Right
O Go Down-Right 7
O Go Dawn Cancel
O Go Down-Left —I
0 Go Left ad

For Monitoring Area links, select from the Area field the Monitoring Area to which the operator will
navigate when the Navigator icon is clicked.

For Monitoring Zone links, select from the Zone field, the Monitoring Zone to which the operator will
navigate when the Navigator icon is clicked.

In the Name field, enter text that should appear on the map next to the Navigator icon. This text could
explain what will happen when the icon is clicked.

Click OK.
A Navigator icon appears on the map where it was positioned.
Once you’ve placed a navigator on the map you can move it by clicking "

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.

Adding URL Links to Maps

Step 1
Step 2
Step 3

You can add a URL link to a map so that the user can launch a Web browser to view a web page—directly
from a map.

To add a URL icon to a map, follow these steps:

Procedure

Select the Monitoring Node’s listing in the Monitoring Hierarchy.
Click the Add Navigator icon &2 in the Design Mode toolbar.

Click the location in the map where you want the URL icon positioned.
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Step 4
Step 5
Step 6
Step 7

Step 8

Step 9
Step 10

Adding URL Links to Maps W

= R
File  Mornitoring Map  Tools  Help

EiC] 1=

Click the Add Navigator icon.

IK Airport
[ _@)% Arizona

3 2 Commuter Terminal
(3 &) el Perimeter horth

3 3 pal Perimeter west

b (| Terminal 1

3 Terminal 2 East
{3a| TZE-FirstFlocrMain
| 3 (| TZE-ParkinaPod

where you want to position the
Navigator icon.

Type: |5 Monitoring Area Link d

Icon: O Go Up d

g Undesignated Area

[ ] T2E-SecondFloorMain
(el Terminal 2 West
- 2 Undesignated Zone

3 A2 Undesingated zZone

Go To Undesignated Area

=S

Manitoring Hierarchy Click the cursor on the map x

The Navigator Properties window appears.

From the Type field, select URL Link.

From the Icon field, select URL.

In the URL field, enter the HTTP address where the web page is located.

In the Name field, enter text that should appear on the map next to the URL icon. This
what will happen when the icon is clicked.

Click OK.

A Navigator URL icon appears on the map where it was positioned.

File  Monitating Map  Tools  Help

Bl EIECG)

Monitoring Hierarchy

+

- A Commuter Terminal
d & (pa| Perimeter North
123 3 | Perimeter est
> & (g Terminal 1
u;d Q%Termina\ 2 East
| sl T2E-FirstFloctMain
[ A (| T2E-ParkingPod
[ el TZE-Second Ped walkway

The Navigator URL icon =)
~~ appears on the map &
& where you placed it. 4

Once you’ve placed a URL icon on the map you can move it by clicking .

DI

If you are done modifying the map, exit from the Design Mode to save your changes.
Exit Map Design Mode.

1X
B Airport é ) =
.%Ih?:r 0 G Ta Lirpart Mews] it
o o8 Arizona

i

text could explain

Select Map >
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Adding Notes to Maps

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

You can add a note on a map with any information that the user needs to know about that specific area
of the navigation map.

To add a note icon to a map, follow these steps:

Procedure

Select the Monitoring Node’s listing in the Monitoring Hierarchy.
Click the Add Navigator icon &2 in the Design Mode toolbar.

Click the location in the map where you want the Note icon positioned.
The Navigator Properties window appears.

From the Type field, select Note.

From the Icon field, select Note.

In the Note field, enter the any information you want to share with operators about this portion of the
map.

In the Name field, enter text that should appear on the map next to the Note icon. This text could explain
what will happen when the icon is clicked.

Click OK.

A Note icon appears on the map where it was positioned.

File

HEIEE FECCIN R

TS = AT T f 7
¥, 1./’

Monitaring  Map  Tools  Help

Monitoring Hierarchy

EM Global Zone )
(o 3 (| Mortheast )
H & - — =

u_@;% Wesk . - N =

(3 (| Sotheast Lol LL _J L
(| 3 (| Morth Caroling RN 4 W The N .
i i B \ b g |
© 33 charlotte f_J "_’.2 g Lo [Ehocrestienares) e Note 1con appears on .
3 ¢ Bl Georgia Vi ! the map where you placed it.
| Do arta o T SN Conference

(| 3 (| Headquarters + 1o

| o) el South Caralina g °
3/ 3 (] Flarida Daar:

d | fpal] South @l [Reacier nput

|_J o) Ol Midhwaest: asge

() ¢ | Undesignated Zone

—

:Lj—'b

asez HAA T — 1§

‘World Coordinate: (-084,482620,033,865696) (33°51'56,51"N 054°28'57. 44"

Once you’ve placed a Note icon on the map you can move it by clicking .

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.
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In the Operation Console, the note appears as shown next.

Property: Santana Row
Contact: Jose Dunn
Administrator: Harrison

ChinPhone number: 48-
BN 1234567Address: 300
Sl Santana Row, San Jose, CA

Concel) ]}

Editing and Deleting Items from the Map

To edit an icon on a map, follow these steps:

Procedure

Step1  Right-click the icon in the map view.
Step2  Select Properties from the right-click menu.
The Properties window appears.

Step3  Make necessary changes and click OK to save them to the database.

To remove an icon from a map, follow these steps:

Procedure

Step1  Select the icon so that it is highlighted on the map.

G A B s

File  Monitoring Map  Tools  Help

- ElT H = 8 3 3& Click the Delete icon.

Muonitoring Hierarchy

Delete

< Eﬁ Airport .
E- A arizona Go To Airport Nev Delete Object
3 Al Commuter Terminal %

(3 el Petimeter Morth ; 32
Select the icon you want to delete from the map.

Step2  Click the Delete icon __ﬂ‘ in the Design Toolbar.
A confirmation dialog box appears.

Step3  Click Yes to confirm the deletion.
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Step 4

If you are done modifying the map, exit from the Design Mode to save your changes. Select Map >
Exit Map Design Mode.

Setting the Sort order of the Monitoring Hierarchy

Step 1
Step 2
Step 3

Step 4

You can set the sort order for the Monitoring Hierarchy in server Preferences.

To set the sort order, follow these steps:

Procedure

Select File > Preferences.
Select All Consoles under Server.

Make a selection from the Sort order of hierarchy node name field: No Order, Ascending, or
Descending.

Click OK to save your changes.

Integrating GIS maps with PSOM

You can integrate third-party GIS map software (such as Microsoft Bing Maps) with PSOM using the
GIS Map Integration feature from the Environment area of the Administration Console.

File  Wiew Tools  Help

il [#] GIs/map Service Integration Module Configuration =HEs X
Others
Check to enable selected GIS Service Integration Module
g v] adVendor Type “ Description
Feieieras g‘;g& Monitoring Emv || 1, S Bing Map Microsoft Bing Map - GIS | Configure
5 Manage monitoring § imple Maj Framework Simple Map - Raster Image / GIS
("q.‘z manitaling zones, m P P P P 9/
& — and sensors B
e
Security Profile
— Enable
5 Monitoring Zon |
R /é tanage monitoring
License Manager &
5 .
% Location Name:
Help and Support Manage location na Record 1 of 2 |1 L
@ ©— OK | Cancel L

Ahout Proxime:: Survailink™ " i Resources Lamera Topology
&‘-’PJ tdanage resources [persons, M anage EZ-Track camera view
8 wehicles, assets, ete.] topology
@ Adrministration -
S = GIS fMap Integration i Customize lcon
% Uzl . Configure GIS /M ap service |4m Customize icons for sensor types
integration
E Others 5 —1 (C]
Back
Bmele ko mrausions wvisiu
Environment Category rowsren vy G PROXIMEX | {3l D
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Integrating GIS maps with PSOM

Currently, the only GIS map Integration Modules that appear in the GIS/map Service Integration Module
Configuration window are the one supplied with PSOM called Simple Map, and MS Bing Map (if you
install and enable the MS Bing Map module as described in the “Integrating Microsoft Bing Maps”
section on page 7-33).

If you disable this module (by selecting it and clicking Disable), then all map-related features will be
disabled in all PSOM Consoles. For example, the Environment Management window in the
Administration Console will not show maps in the right pane and the map toolbar will be disabled.

In the Operation Console, the Map View Pane will not appear, as shown next.

e ——— -

Flle Monltor\ng Extanslons Vlew Tools Help

Monlturlng Hierarchy

-o Airpart {6} [ Talert
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Integrating Microsoft Bing Maps

Step 1

Step 2
Step 3

Step 4

You must first install PSOM Consoles, and ensure an active Internet connection to Microsoft Bing Map
Web Service, before continuing with these instructions. The MS Bing Map GIS Plugin must be installed
on any system where an Operation Console needs to display Bing maps.

Procedure

Install the MS Bing Map GIS Plugin by double-clicking the PxGISPluginSetup-MSBing.msi file in the
GISPluginlnstallers folder.

Launch the PSOM Administration Console.
Click Environment and then GIS / Map Integration.
The GIS/map Service Integration Module Configuration window appears.

Select MS Bing Map and click Configure.

| oL-28432-01
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Integrating GIS maps with PSOM

The Bing Map Server Configuration window appears.

Step5  If you want to use your own Microsoft Bing Map account, check the Use Bing Map Key option and enter
the key into the space provided.

S

Note Ifthe key is invalid, an “Invalid Credentials” message will be overlaid on the map when you click
Configure:

Step6  Click Configure to set the default view presented to users when configuring individual Monitoring
Zone/Monitoring Area maps. The default parameters include: Zoom Level, Center Location, and Map
mode (Aerial or Aerial/Road).

There are several ways to pinpoint the desired scope and location for the desired map view using the
Bing Map Viewer that appears when you click Configure:

¢ On-Screen Navigation Controls—These controls appear when the mouse hovers in the right-upper
corner of the map. Use the controls to move left, up, right, and down. Center button resets to the
default view location and zoom level according to previous configuration.

r“ — T ——— —=

South Lake Tahg®, X3

Citrus

_Heights
Sacramento_ .
-+ Rancho

d Cordova
[Fairfield Bridgeport_

Santa Rosa_

Vallejo,,
Concord | Stockton

San Francisco_, kOakland" Tracy
*| . Modesto

Haiward', Fremont
i Turlock

e Zoom Controls—These controls appear when the mouse hovers at the top of the map: Zoom in, out.
The mouse wheel can also be used to zoom in and out.

& Bing Map Viewer - =NlEl X
¢ Citrle: e T . | Locate...

Heigl -
Sacramento .
Santa Rosa Rancho
T d Cordova
[Fairfield Bridgeport_
Vallejo,
Concord Stockton

San Francisco . «Gakland

e Map Style Controls—Use this control to switch to a different mode for map style: Aerial (with
label), Aerial, Road.

&# Bing Map Viewer

Clearake ; South Laki Tahgk
PR, Citrus " ( ) )
¢ _Heights Aerial {Label)

Sacramento, Aerial

“Rancho
Cordova ¥
[Fairfield Bridgep rt_

Vallejo,

Santa Rosa,

Concord Stockton
San Francisco_ kOakland" Tracy
*_Fremont

Modesto

e Map Style Controls—Use this control to switch to a different mode for map style: Aerial (with
label), Aerial, Road.
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Integrating GIS maps with PSOM

-

.j Bing Map Viewer

" : [ERTNPPTS N e rial (Label)
Cioverdale Citrus

Heights Aerial (Label)
Sacramento_ . 5 Aerial
Santa Rosa paanio
' / Cordova . Road
[Fairfield Bridgep( t_

Vallejo,
Lancord |, Stockton

San Francisco_, kOakland Tracy
*_Fremont

Modesto

For example, switch to Road style.

2 Bing Map Viewer

- -

Mayacrnits Citrus
Mountains Heights
Sacramento, -,
Santa Rosa Rancho
r " Cord
[Fairfield it
Vallejo,_

_Concord | Stockton
San Francisco .Gakland Tracy

Madacta

¢ Geocode Tools—Click Locate to use Bing to find the desired location:

— Select Find location by address, enter the street address, and click OK. Bing displays the
location at the center of the map with a temporary push pin button.

@ Find location by address:

300 Santana Row, San Jose, CA )

b = Ex
" Find location by coordinates (Latitul & Bing Map Viewer -

Memorial
Park
~Cemetery -

hestel

CORY.

-

NWinc

W, Hedding.St i’

‘O'Connor

— Select Find location by coordinates, enter the latitude and longitude, and click OK. Bing
displays the location at the center of the map with a temporary push pin button.
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Step 7

Step 8
Step 9

»# Bing Map Viewer =

South Lake Tahor EXT L THE *
Citrus A x 2rral( ;... ES J
Heights '

P Find Locs =&l x |
. 3

(" Find location by address:

San Frg
® Find location by coerdinates (Latitude, Longitude)

ﬂ Enter GPS Coordinates

World Geodetic System Coordinates:

(® Decimal Degrees (Example: 032.73428 , -117.20825):

Latitude: 037.227887
Longitude: -121.788786

(" Degrees, Minutes, Seconds (Example: N32 44 03, W117 12 30):

Latitude:

Longitude:

b|mg oK Cancel

Click OK to complete configuration.
The Bing Map Server Configuration window reappears.

Select MS Bing Map in the list and click Enable.

|

Restart the Administration Console before proceeding with the steps outlined in the “Configuring

Microsoft Bing Maps” section on page 7-12.

After restarting the Administration Console, verify that Bing Map GIS has been successfully enabled by

hovering the mouse over the lower right corner of the window.
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Collapsing

CHAPTER

Managing Alert Collapsing Rules

You can set up an alert collapsing rule to determine when similar alerts should be grouped together.
This chapter describes How to collapse similar alerts under a single listing in the Operation Console.
This chapter includes these topics:

e Collapsing Similar Alerts Under a Single Listing, page 8-1

¢ Adding an Alert Collapsing Rule, page 8-1

e Applying an Alert Collapsing Rule, page 8-3

Similar Alerts Under a Single Listing

You can configure and apply an alert collapsing rule to reduce duplicate alerts and fold similar alerts
under a single listing in the Operation Console.

Collapsed alerts are consolidated under a single listing in the Alert List Pane of the Operation Console.
The Occurrence column will show a number greater than 1 (one) in this case. To expand these listings,
operators right-click the top-level listing and select View Collapsed Alerts from the menu.

If the number in the Severity_status

2 Type Sensor Oceur Time idl o, D

.  wigh [1] vpen == D.. 1 T2WP32A.. 4/14/2009 5:46:34 AM FIRIE 25
Occurrence column is | ey ey ymeeremremre i sz [WIW® 1S
more than 1 (Ol’le), there A\ Medi.. (1] Open |\ Remainder Alarm atExp.Input... D.. 1 AED Alarm... 4/14/2009 5:44:24 AM 0w 23
are collapsed alerts A\ Medi.. (1| Open  , Remainder Forced Entry atInp.. D.. 2 PXTIGIIC  4/14/2009 5:42:28 AM 0w 2

5] oters
L”J ol il el Record 2 of 4 (LW ).

World Coordinate: {150,-122)

k| o i;!i-uwemwy Proimex| | @ | a | 24

Adding an Alert Collapsing Rule

Step 1

To add an alert collapsing rule, follow these steps:

Procedure

Click the Rules icon in the Administration Console.

| oL-28432-01
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W Adding an Alert Collapsing Rule

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

The Rules window appears.

Click the Alert Collapsing icon in the Rules window.

The Alert Collapsing Rule window appears.

Click Manage Rule (in the left navigation pane).

Select the default alert collapsing rule you want to customize.

Click Add Rule under Manage Rule (in the left navigation pane).

The Add Alert Collapsing Rule window appears.

@ Alert Collapsing Rule Manager - Add Alert Collapsing Rule aa
Enter a name for this custom =——————— RuleName: efault Collzpse All Rule-fle
alert collapsing rule. Description: Default rule for colapsing alerts

Enter a description for this

custom alert collapsing rule. Collzpsing Parameters:
Description Value =)
= u d

Set the conditions under
which similar alerts will be
COllapSCd nto a SlnglC llStlng- - Collapse alert when alert description matches

Click OK. I 0K I Cancel |

i Collapse alerts generated within this time (... 0
- Archive alert every n times itis collapsed (.. 1
+ Collapze when severity of an alert matches o Al

i Collapse alert when the sysalertid matches -1
Collapse alert when alert sensor name mat... %

d

Enter a name for the custom alert collapsing rule in the Rule Name field.

Enter a description for the custom rule in the Description field.

Set conditions under which similar alerts will be collapsed into a single listing in the Collapsing
Parameters area:

Leave the Yes option next to Collapse alerts with the following criteria? unchecked to enable alert
collapsing. If you select this option, alerts will not be collapsed.

Set the number of minutes after which similar alerts will be collapsed next to the Collapse alerts
generated within this time field. When an alert occurred is used to determine a match; if the first
match occurred at 10.10 but the first alert in the series occurred at 10.05 then 10.10 is the last
occurrence time.

To collapse all alerts irrespective of occurrence time, enter 0.

Determine which alert occurrences to archive by specifying a number in the Archive alert every n
times it is collapsed field. The collapsed alert is archived every n times; if the value is 2 then the
second alert will be viewed when View Collapsed Alerts is selected. After 10 occurrences, there
will be 5 entries in the list of collapsed alerts.

Indicate the severity level that an alert must match to be collapsed by making a selection from the
pulldown menu next to the Collapse when severity of an alert matches field. All alerts with the
specified severity are collapsed.

Collapse alerts that have a certain alert description by entering the description keywords next to the
Collapse alert when alert description matches field. Enter ‘" or % to collapse all alerts.

Collapse alerts that have a certain system alert ID by entering the sysalertid value next to the
Collapse alert when the sysalertid matches field. Enter O to collapse all alerts.

Administering Cisco Physical Security Operations Manager, Release 6.1



| Chapter8 Managing Alert Collapsing Rules

Applying an Alert Collapsing Rule 1l

g. Collapse alerts that were generated by a certain alert Sensor by entering the Sensor name next to the
Collapse alert when alert sensor name matches field. Enter °.’ or % to collapse all alerts.

All conditions must be true for alerts to be collapsed.
Step9  Click OK.
Your new alert collapsing rule appears in the PSOM Rule Manager.

Now you need to apply the alert collapsing rule to activate it for your environment.

Applying an Alert Collapsing Rule
To apply an alert collapsing rule, follow these steps:

Procedure

Step 1 Click the Rules icon in the Administration Console.
The Rules window appears.
Step2  Click the Apply Rules icon in the Rules window.
The Apply Rules window appears.
Step3  Click the Alert Collapsing Rule icon in the Apply Rules window.
Stepd  Click Next.
The Apply Rules window appears.

Applied Rules Management - Airporkt

Apply Alert collapsing rules o

Monitoring Tree: Alert collapsing rules of the selected zone:
Select the Global i Name Description Update ...
Monitoring Node and @3 Arizana

a & California Bay Area
._J & Commuter Terminal
1 3 Perimeter North
._:J &) Perimeter West
o Terminal 1
33 Terminal 2 East
o Terminal 2 West
1 3 Undesignated Zone
a 4 Undesingated Zone

click Next.

|~ Click Next.

Mext | Cancel |

Step5  Select the Global Monitoring Node and click Next.

S

Note  Alert collapsing rules can only be applied to the Global Monitoring Node.

The Alert Collapsing Rule Manager window appears.
Step6  Click the Add button.

The Select an Alert Collapsing Rule window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Il Applying an Alert Collapsing Rule

B Alert Collapsing Rule Manager

Prodimex Surveill lonitoring Zone - Global Zone
Apply

Name Description Update Time

9 Default Callaps. . | Defaul rule for collapsing alerts

=1 E3

M ——
— 1
Remove |
Properties... |

Apply | Cancel L

Step7  Select the alert collapsing rules you want to apply.

Step8  Click OK.

Select all the alert collapsing rules
you want to apply to the Global
Monitoring Node. Select multiple
rows using the SHIFT or CTRL keys.

—- Click OK when you’re done.

The rules you selected appear in the Alert Collapsing Rule Manager window.

Step9  Click Apply to save your changes. The chosen alert collapsing rules will be applied to the Global

Monitoring Node.
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CHAPTER

Customizing Reports

Within the Operation Console, operators have a number of reports they can execute to monitor response
times and other administrative functions. From the Administration Console, all of these reports can be
customized.

This chapter covers:
e Types of default reports provided by PSOM
e How to customize a default report
This chapter includes these topics:
e Types of Default Reports, page 9-1
e Customizing a Report, page 9-2
e Modifying a Custom Report, page 9-6
e Deleting a Custom Report, page 9-7
e Setting a Default Directory for Incident Packages, page 9-8

Types of Default Reports

From the Operation Console, operators can run the default reports that Table 9-1 describes.

Table 9-1 Reports that Operators can Generate with the Report Wizard
Report What it Tells You...
Alert Count Daily Report How many alerts occurred each day of the week for the specified

time period. It includes information about the types and severity of
alerts, as well as the locations of Sensors that generated them.

Alert Count Hourly Report How many alerts occurred each hour of the day for the specified
time period. It includes information about the types and severity of
alerts, as well as the locations of Sensors that generated them.

Alert Detail Report What alerts occurred during the specified time period. It includes
details about the alerts including: severity, status, alert type, Sensor,
Location, and occur time.

Alert Response Time By Alert |How long it took, on average, to respond to alerts. It shows the
Type Report average response time for different alert types, alert severities, and
Monitoring Zones/Monitoring Areas/Sensors.

| oL-28432-01
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M Customizing a Report

Table 9-1

Reports that Operators can Generate with the Report Wizard (continued)

Report

What it Tells You...

Dispatch Incident Report

How long it took, on average, for alerts to be dispatched once they
occur.

Operator Alert Count Report

How many alerts each operator closed.

Operator Alert Response Time
Report

How long it took for different operators to respond to alerts.

Operator End of Shift Report

How many alerts were handled by a specific operator during a shift.

Top X Alert Response Time
Report

How long, on average, it took to respond to different alert types.
Data is sorted by alert counts, in ascending order.

Top X Alerts By Alert Type
Report

How many alerts occurred, by alert type, including a list of all
Sensors that raised each alert type.

Top X Alerts By Area Report

How many alerts occurred in each Monitoring Area.

Top X Alerts By Sensor Report

How many alerts were raised by each Sensor.

Top X False Alerts By Sensor
Report

How many false alerts were raised by each Sensor.

Top X Simulated Alerts By
Sensor Report

How many simulated alerts were raised by each Sensor.

Customizing a Report

To customize a report, follow these steps:

Step 1

Step 2

Procedure

Click the Rules icon in the Administration Console.

The Rules window appears.

Click the Report icon in the Rules window.

The Report Rule window appears.
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Step 3

Step 4
Step 5

Customizing a Report

File Manage View Help

Rule Yiew

Rule Management - Report Rule

=g Alert Collapsing Rule ?- Fieport Fu

Feeport Rule

Default reports.

) e

Top ¥ False Alerts B
Cperator End of Shil

Top % Alerts By Aler

_S Manage Rule

Dispatch Incident Re. ..
Top ¥ Simulated Aler...
Top ¥ Alerts By Sens. ..

Alert Count Daily Re...
Top ¥ Alerts By Sens. ..
Top ¥ Alerts By Area, ..

Top ¥ Alert Respons...
Cperator Alert Resp...
Cperator Alert Coun...

Alert Response Time ...

le

Description

Shows time taken For alert to arrive... 3fzgi201z 7.,

6.0 3f2gi20127.. a9
3.5 12f11/2008 .., 8z |
6.0 AfzBf20127... 7 |
6.0 AfzBf20127... a6
2.0 320/20077... 37
6.0 3f28f20127... 25
3j28j2012 7... 29
6.0  3f28/2012 7. 23
6.0 3f2gi20127.. 22
6.0 3fgi20127.. 21
6.0 AfzBf20127... 20
6.0 AfzBf20127... 19

Shows a lisk of all sensors and asso, .
Shows a lisk of all sensors and asso, .
w... Shows a list of all sensors and asso. ..
f... Shows alist of alerts handled by an...
Shows takal count of alerts during ...

Shows a list of all sensors and asso. ..
Shows a lisk of all monitoring areas ..,
t... Shows alist of all sensors and asso. ..
Shaws a list of all alert bypes and ...

Shaws a list of all alerts and respon...
Shows a list of operators and count...

Shows a list of all alerts and respon. ..

Alert Detail Report

lgm-

3

Status Bar

Shows a lisk of alerts with details 6.0  3fEE/Z0127...

BEEEEEEECBECEn
o
e :

Click Manage Rule in the left navigation bar.

File Manage Wew Help

Manage Rule

¥ add Rule. ..

Click Add Rule.

Modify Rule...
a Delete Rule

8= Rule Properties. ..

imerabar Frd oF Shif

Select the default report that you want to customize.
Click Add Rule under Manage Rule in the left pane.
The Add Report Rule window appears.

=]

|Report Rule Manager - Add Report Rule

Rulz Mame:
Besians Shows tatal count of alerts during hourly increments throughaou! _
the day

Based on: Alert Count Hourly Repart [Showes total count of alerts during hourly incr
| mame Description ¥.. Update.. .. ——
Dispatch Incide... | Shaws time taken For alert ... 6.0 3(28/20.. 106
Top & Simulated... Shows a list of &ll sensors ... 6.0 3f28/20... a2
Top ¥ False ale... Shows a list of all sensors ... 6.0 3f28/20... &7
Operatar End 0... Shows a lisk of alerts handl. .. 6.0 3f25/20... 13

1 Top % Alerts By ... Shows a list of all sensors ... 6.0 3f28/20... 25

Top ¥ Alerts By ... Shows a list of all monitorin. .. 6.0 3f28/20... 24
Top % Alerts By ... Shows a list of all sensors ... 6.0 3f25/20... 23
53 Too ® Alert Res...

Shows a list of all alert bvo 0 3fzafzn ey
§—
] |

Configure... 11

Rule Management - Report Rule

Dispatch Incident Re...
Top ¥ Simulated Aler. ..
Top ¥ alerts By Sens...
1 Top ¥ False Alerts By...

¥e.. Update Ti...
Shows time taken Far alert to arrive. .. ? 32812012 7., 106
Shows a list of all sensars and assa... 6.0 3282012 7. a9
Shows a list of all sensors and asso... o7 3.5 12f11/2005 ... 82
Shows a lisk of all sensaors and assa... 6.0 3282012 7. &7 | £
Sheuns 2 lisk of alerks handled e an B a0 ateaizmo 7 3

— Enter the name for your custom report.

— Enter a description for your custom report.

— Select the report rule you want to customize.

— Click Configure.
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M Customizing a Report

Step 6
Step 7
Step 8
Step 9

Step 10
Step 11

Step 12

Step 13

In the Rule Name field, enter a name for the custom report.

In the Description field, enter information about the custom report.

Select the report rule on which you want to base this custom report.

Click Configure.

The Alert Type and Severity window appears.

—Select Alert Types

Selected Alert Typeis):

Alert Source:

Ba

checkal | uncheckar |

UserCreated

UnauthPersan
UnauthEnkry
Detection Alert
Live Wideo Alert

Forced
Opentaclong
RdrTamper
Remaindsr

Recorded Yideo slert
DenCdLocalGrant

Description
Unidentified Alert

User Created Alert
Unauthotized Personnel
Unautharized Enkry
Search Detection Alert
Live Video Alert

Recorded video Alert
Card Swipe Denied Access Alert
Door Forced Open Alert
Door Open Too Long Alert
Card Reader Tamper Alert
Remainder Alsrt

Source

Proximes
Proximes
Proximes
Proximes
Proximes
Proximes
HirschMornenturn
HirschMornenturn
HirschMornenturn
HirschMornenturn

HirschMornenturn

—Select Alert Severity

Dn Lo

1.4 Mediom
OO vigh
Do Critical

Select all severity
levels that should

be included in this
custom report.

d

I Dispatched only
Simulated Alerts:
Exclude Simulated Alerts

Select all alert types
that should be
included in this
custom report.

Close |

Back | Mext I

Check the boxes for all alert types you want included in this custom report.

If you want this report to show data for alerts that have been dispatched, check the Dispatched only

option.

If you do not want this report to show data for simulated alerts, select Exclude Simulated Alerts from

the Simulated Alerts field.

Check the boxes for all severity levels you want included in this custom report.

The Alert Type and Severity window might appear similar to the following.
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Customizing a Report

Proximer Surveillint™ Reporting Management
Select Alert Type and S
—Select Alert Types Select Alert Severity
Selerted Alert Typefs): UnaAuthEntry, UnAuthPerson
Alert Source: H Al “
checkal | uncheck an |
E Name Description Source d
] unk Unidentified Alert Proximes —
] Usercreated User Created Alert Prosximes
(2R Unaothperson Unauthorized Personnel
[v] UnauthEntry Unauthorized Entry Prosimes
] Detection alert Search Detection Alert Proximes
] Live video alert Live video Alert Prosimes
] Recorded video Alert Recorded Yideo Alert Proximes
] DenCdlLocalGrant Card Swipe Denied Access Alert HirschMomenturm
] Forced Door Forced Open Alert HirschMomentum
] ©pentoolong Door Open Too Long Alert HirschMomenturm ¥ Bispatched only |
] RdrTamper Card Reader Tamper Alert HirschMomentum Slmu\atedAIerts ’
|v] Remainder Remainder Alert HirschMomentur || |Execlude Simulated Alerts J
4ICIOSB 4'5_‘3*

Step14 Click Next.
The Zone, Area and Sensors window appears.

Step15 Select all Monitoring Zones, Monitoring Areas, and Sensors that should be included in this custom
report.

Step16  Click Next.
The Chart Properties, Date and Time window appears.

Step17  Select the period for which you want to do reporting in the Set Date and Time area. You can specify a
starting and ending point for reporting using the Start Date and Time and End Date and Time fields.
Or you can make a different selection from the Range field, as shown next.

Set Date and Time ——— m;aj‘r,m; Custo Range: ﬁ

Range:

Default Time Range- Last5 Seconds

—— Make a selection here....

Last N Seconds...

Type value Interval
Lest N Minutes... ...then choose the quantity in ——- st kdd | 5 [seconds | id
Last N Hours... . . .
[[|Last N Days... this window and click OK.

oK Cancel |

As shown, you can generate a report for the last N days, hours, minutes or seconds. When you make a
selection from the Range field, a new window appears where you can specify the number of days, hours,
minutes or seconds for reporting.

Step 18  Next specify the types of charts you want displayed in the report using fields in the Set Chart Properties
field.
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B Modifying a Custom Report

Set Chart Properties

Show Chart: Chart Type:
¥ Pi
XZ. = - : : Select the
X-Rxis Title: | Area
Sensor Bar style of
Color Scheme: Column k _ = chart you
Semi-Transparent lod| | Doughnut want.

Line

Pie ad

a. Choose whether to display a chart in the Show Chart field.
b. If you choose to display a chart, select what kind of chart you want from the Chart Type field.
c. Enter titles for the x-axis and y-axis in the X-Axis Title and Y-Axis Title fields.
d. Choose a color scheme for the chart from the Color Scheme field.
Step19 Click Finish.
The Add Report Rule window reappears.
Step20 Click OK to save the custom report.
Your new report appears in the Report Rule window.

Operators will now be able to select and run this report from Report Manager in the Operation Console.

Modifying a Custom Report

You cannot modify a default report, but you can modify any customized report using the Administration
Console.

To modify a custom report, follow these steps:

Procedure

Step 1 Click the Rules icon in the Administration Console.
The Rules window appears.

Step2  Click the Report icon in the Rules window.
The Report Rule window appears.

Step3  Click Manage Rule in the left navigation bar.

Stepd  Select the custom report that you want to modify.

Step5  Click Modify Rule under Manage Rule in the left pane.
The Modify Report Rule window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 6

Step 7

FJReport Rule Manager - Modify Report Rule H=] E3

Rule MName:

Description: Shows a list of all sensors and associated count of alerts per -

Based on: Top & Alerts By Senszor Report (Shows a list of all sensors and associat

— Click Configure.

Configure.. ||OK/ ICanceIl

Follow the instructions in the “Customizing a Report” section on page 9-2 to re-c
for the custom report.

Click OK to save the modified custom report.

Deleting a Custom Report

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

You cannot remove default report rules, but you can delete a custom report rule.

To delete a custom report, follow these steps:

Procedure

Click the Rules icon in the Administration Console.
The Rules window appears.

Click the Report icon in the Rules window.

The Report Rule window appears.

Click Manage Rule in the left navigation bar.

Select the custom report that you want to remove.
Click Delete Rule under Manage Rule in the left pane.
A confirmation dialog box appears.

Click Yes to remove the selected custom report.

Deleting a Custom Report

——— Modify the name for your custom report.

oot — Modify the description for the custom report.

onfigure the report rule

| oL-28432-01
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M Setting a Default Directory for Incident Packages

Setting a Default Directory for Incident Packages

You can set a default directory where Incident Packages are stored for all users when they export alert
Incident Packages. Users won’t be able to browse to their own folder under export Incident Package
dialog box if this option is enabled.

To set a default directory for Incident Packages, follow these steps:

Procedure

Step 1 Select File > Preferences.
Step2  Click All Consoles under Server.

Step3  Check the Incident Package location option and provide a path to a shared directory where Incident
Packages will be stored for all users.

:ﬂ:tonsole Preferences M= E3
cansole (Per User) Server Preferences
General
Alert !
EZ-Track Operation Console
Ernail
= Cons;Teal(Per Computer) Minimum console update interval: B~ seconds
General ™ Maximum number of alerts displayed in the list: i
Video Custarize alert sound by lert bype: Sound
B Server ustomize alert sound by alert bype: ound. ..
S Alert Management Console
All Consal
: = nso = ’7Minimum console update interval: 5 seconds
EZ-Track Alert Details Window
Identity Management
Minimum window update interval: 5 seconds
Lock Alert, Only allow alert to be acknowledged and closed by aler Mo ‘
Monitaring Hierarchy
’;mt order of hierarchy node name: Mo Crder ‘

Yifile_serveripackage_folder

Incident Package
¥ Incidert Package location:

Step4  Click OK.
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Within the Operation Console, operators can monitor the movements of Tracking Devices and security
Resources within the environment. In the Administration Console, you can:

e Configure GPS geographic coordinates for all maps within the PSOM environment. See the
“Configuring Coordinates using GPS” section on page 7-6 for instructions.

e View and activate/deactivate Resources within PSOM that represent security officers, vehicles, or
other assets within your environment.

e View and activate/deactivate Tracking Devices within PSOM that integrate with external 3rd party
tracking services so that the location of these devices is displayed in the Operation Console.

Before proceeding with this chapter, refer to PSOM Integration Module documentation for instructions
on integrating your third-party security systems with PSOM so that Resources and Tracking Devices can
automatically be defined.

This chapter includes these topics:
e Viewing Security Resources, page 10-1
e Understanding Tracking Devices, page 10-2
e Customize Colors for Tracking Objects, page 10-4
e Setting How Many Tracking Points to Display, page 10-6

Viewing Security Resources

Security Resources are assets within your environment including:
e People
e Land vehicles
e Water vehicles
e Air vehicles
e Generic assets
e Security officers
e Law enforcement officers
e Law enforcement vehicles

¢ Emergency vehicles (fire, ambulance, etc.)

Administering Cisco Physical Security Operations Manager, Release 6.1
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B Understanding Tracking Devices

Each security Resource can be associated with a Tracking Device within PSOM; for example, a security
officer could carry a Tracking Device to show his position within the environment. PSOM integrates with
3rd party location service applications to display the current location, or historical trail of locations for
a security Resource, within the Operation Console.

To view security Resources defined in PSOM, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.

The Environment window appears.
Step2  Click the Resources icon.

The Security Resource Manager window appears.
Step3  Click Properties.

The Edit Security Resource window appears.
Step 4 To change the name associated with the Resource, enter a new name in the Resource Name field.
Step5  To change the type assigned to the Resource, make a selection from the Resource Type field.
Step6  To change the description, enter modifications in the Description field.

Step7  Click OK.

Activating or Deactivating a Resource
To activate or deactivate a Resource, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Resources icon.
The Security Resource Manager window appears.
Step 3 Select the Resource and click the Deactivate button to disable it, or the Activate button to enable it.
Step4  Click Yes in the confirmation dialog box to verify the operation.

Resources that have been deactivated appear with a greyed-out icon in the Resource list in the Security
Resource Manager. Active Resources appear with green icons.

Understanding Tracking Devices

Tracking Devices are wireless electronic devices whose GPS (global positioning system) coordinates
can be viewed on an electronic map using specialized software. PSOM synchronizes with integrated
subsystems to create Tracking Devices that appear on maps including:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Understanding Tracking Devices

e GPS devices—These devices use GPS transmitters to communicate their coordinates.

e RFID devices—These devices use radio-frequency identification (RFID) tags or transponders to
communicate coordinates.

e Radar devices—These devices use electromagnetic waves to identify the range, altitude, direction,
or speed of both moving and fixed objects such as aircraft, ships, motor vehicles, and terrain.

e Mobile devices—These pocket-sized computing devices include cell phones, smart phones,
personal digital assistants (PDAs), and personal navigation devices (PNDs). These devices use
cellular signals to transmit location to PSOM.

¢ Radio devices—These devices use short-range radio frequency to communicate coordinates.

e Virtual devices—These devices show the location of tracking objects; for example, radar-generated
tracking objects.

Security Resources can carry Tracking Devices, or Tracking Devices can be placed in vehicles or other
assets, to allow security operators to track movements within the environment.

Viewing Tracking Devices in PSOM

Step 1

Step 2

To view Tracking Device in PSOM, follow these steps:

Procedure

Click the Environment icon in the Administration Console.
The Environment window appears.
Click the Tracking Devices icon.

The Manage Tracking Devices window appears.

ﬂ:ManagE Tracking Devices -E
Tracking Device Management
Add, Edit, Delete Tracking Devices
) Name Description | Resourc.. | SensorNa.. ID i properties... —— Click Properties to view Tracking
g - ———— Device details.
» u GPS-1 Guard-sun. ., w
Q) sz & Guard-sun.., 52 Trail Calor
Q ers3 & PatralCar-... 53 ——
Q crsa & Boat-Baya... 54
Q Grss @ Corporate... 55
© Grss @ Bio-Chefi-... 56
Q Grs7 @ Guard-Atla.., 57
Q crss @ PatrolCar-... 58
© Grs9 @ Picasso-5u. . 59
© cps1o @ Guard-Som... 60
© vE-13738 & En-13738 VE-13738 61
© vE-12230 & EN-12290 YE-12290 62
=4 T i
Record 1 of 187 |1 Ld Wl

S

Note  The Sensor Name column shows the virtual sensor of Resource Tracking type that is associated
with the Tracking Device. This virtual sensor is created by an Integration Module and assigned
to the Tracking Device automatically. The associated virtual sensor maintains historical and alert
information for the tracking object, and exposes external commands that can be executed by the
tracking object on the third party system.

| oL-28432-01
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B Customize Colors for Tracking Objects

Step 3

Step 4
Step 5
Step 6

Click Properties.

The Edit Tracking Device window appears.

To change the device’s name, enter a different name in the Device Name field.
To change the description, enter modifications in the Description field.

Click OK.

Activating or Deactivating a Tracking Device

Step 1

Step 2

Step 3

Step 4

To activate or deactivate a Tracking Device, follow these steps:

Procedure

Click the Environment icon in the Administration Console.
The Environment window appears.

Click the Tracking Devices icon.

The Manage Tracking Devices window appears.

Select the Tracking Device you want to remove, and click the Deactivate button to disable the device,
or the Activate button to enable the device.

A confirmation dialog box appears.
Click Yes to verify the operation.

Tracking Devices that have been deactivated appear with a greyed-out icon in the Resource list in the
Manage Tracking Devices window. Active Tracking Devices appear with green icons.

Customize Colors for Tracking Objects

Step 1

Step 2

You can now change the colors assigned to tracking objects so that different tracking trail colors appear

for their current positions versus historical positions. Colors can be defined per type of tracking object.

To customize colors for tracking trails, follow these steps:

Procedure

From the Administration Console, click Environment > Tracking Device. The Tracking Device
Manager appears.

Click the Trail Color button to customize different trail colors for each device type (either historic trail
or real-time trail).

Default color for real-time trail is “Red”, default color for historic trail is “Blue”.

For each device listed, click in the Real Time column to choose a color for real time tracking, and click
in the Historical column to choose a color for historical tracking. The color will be applied to the tracking
object trail or the tracking resource trail by device type.
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e racking sl Folor
Tracking trail colors For each device bype:

Name
2 & General
@ GRS raw based device
() RFID enabled device
. Radar derived device
Q Mobile PDA device
[} Radio frequency device
& General Object
a Person
“ Wehirle Mlandt
Reset tracking trail colors For all device types  —

Customize Colors for Tracking Objects

I Red ]

I Maroon d
B DarkRed
[ Snowe

[ MistyRose
=3 Salmon
== Tomata
3 Darksalman
= Coral

I CrangeRed
[ LightSalmon
I Sienna

Real Time Color:

I Red “
I Elue “

Historical Color:

Sét Color

QK

Cancel |

H|

Step 3
Step4  Click OK to save the configuration.
Step5  Restart the Operation Console.

At the bottom, click Set Color to reset all devices to the same color at once.

For example, Vehicle type has been changed to “DarkOrange” for real-time trail and “Cyan” for

historical trail as shown below.

Real-time trail is
displayed in DarkOrange

Historical trail is
displayed in Cyan

Physical Security Information Management

Monitrriog

fitd Sommare Views | #8 Man Viawe

Fl Tahla Wiewr

Perimeter Camera 1 [%
(21 [ . i

acl Object 1 f
o A
rL0 ]

They are “Red” and “Blue” respectively before customization as next.

| oL-28432-01
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W Setting How Many Tracking Points to Display

Physical Security Information Management

Monitoring- Aijrport >> Perimeter West >> Penimeter West 1 (Aleris:5)

o \ ATy

Real-time trail is
displayed in Red

Historical trail is
displayed in Blue

el Snmmane Viaws | @8] fan Viae: | Bl Tahla Wiaws

Setting How Many Tracking Points to Display

Step 1

Step 2
Step 3

Step 4

Step 5

You can set the number of tracking points that are displayed in the Operation Console for each Resource
or object being tracked on the map. This preference is set per user.

To set the number of tracking points, follow these steps:

Procedure

Select File > Preferences.
The Console Preferences window appears.
Click General under Console in the left pane.

Enter the number of tracking points to show on the map per Resource tracking trail in the Track
Resource: Number of historical tracking points to show field.

Enter the number of tracking points to show on the map per object tracking trail in the Track Object:
Number of historical tracking points to show field.

Click OK.
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Integrating Sensors with External Systems,
Registering Third-Party Alarm Types, and
Configuring Integration Modules

To synchronize information between external intrusion detection systems and PSOM, you must define
sensor mappings that correlate sensor names between the systems. PSOM also allows you to register
alarm types from third-party systems, define your own alarm types, and configure access to external
systems with Integration Modules.

This chapter explains:

e How information is synchronized between PSOM and external intrusion detection systems using
sensor mappings.

e How to create a new sensor mapping.

e How to edit or delete a sensor mapping.

e How to register a third-party alarm type.

e How to create a custom alert type.

¢ How to begin configuration of Integration Modules.
This chapter includes these topics:

e Overview of Sensor Mappings, page 11-1

e Mapping a Sensor, page 11-2

e Editing or Deleting a Sensor Mapping, page 11-3

e Registering Third-Party Alarms, page 11-3

e Editing or Deleting a Registered Alert Type, page 11-5

e Creating a Custom Alert Type, page 11-5

e Creating a System Alert Type, page 11-7

e Configuring Integration Modules for External Systems Integration, page 11-8

Overview of Sensor Mappings

A sensor mapping within PSOM is a two-way event connector that synchronizes information in PSOM
with information in external intrusion detection systems. The sensor mapping works by correlating the
Sensor names in PSOM with the names for the same devices within the external system.
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Bl Mapping a Sensor

Mapping a

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Using sensor mapping enables PSOM to raise alerts in the appropriate Sensor when an event occurs with
the actual sensor device. Without this mapping, PSOM raises alerts in a miscellaneous Monitoring Zone
called “Zone Unassigned...”, and in a miscellaneous area called “Area Unassigned...”, in the alert list
view. However, if PSOM can locate the Sensor in a sensor mapping, it raises the alert from the matched
sensor. To obtain video for an event, PSOM uses the camera sensor that is a member of the group to
which this sensor belongs.

Sensor mapping also has benefits for the external intrusion detection system. Using sensor mappings
enables the alerts of external systems to contain URL links to video clips and snapshot images, which
are generated by PSOM. Also, PSOM is able to enrich Vidient alerts with information about the last
access attempts for an access control device (if this information is available).

Sensor

To create a new sensor mapping, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.
Click the Sensor Mapping icon in the Administration Console.
The PSOM Sensor Mapping Manager window appears.

From the Application Name field, select the external intrusion detection system for which you want to
configure sensor mapping.

Click the Add button to configure a new sensor mapping.

The Sensor Mapping window appears.

@ sensor Mapping Eﬂ
smartCatch (Vidient Systems, Inc.)
Device Name: — Enter the name of the sensor device as
it is listed in the external intrusion
Monitoring Tree: Selected area's sensor(s): dCtCCtiOH SyStCm.
& airport Name Type Description m el
& ) Terminal 2ast PXF-277 [N Camera-v.. CTConcourseFirstF., 23| Sclect the Sensor in PSOM that should
uﬁ ;z:ﬁ;;::nal Pxp-247  [ZM Camera-... CT Concourse FirstF... zsu be mapped to the sensor device in the
v : F=YCT First Floor PXF-263 [ZM Camera -... CT Concourse FirstF.., 26 external System.
;\' CT-Second Floor PXP-300 EW Camera -... CT Concourse FirstF... 27
_d CT-Third Floar PXF-262 Gﬂ Camera -... CT Concourse FirstF... 2
a8 ﬁ} Perimeter West PXF-261 Gﬂ Camera -... CT Concourse FirstF... 2
3 3) Perimeter North PXP-244 [EM Camera -... CT Concourse FirstF.., 30
3 &) Arizona PXF-278 Gﬂ Camera -,,, CT Concourse FirstF.., 31
PXF-300 Gﬂ Camera -... CT Concourse FirstF... 32
PXP-245 EW Camera -... CT Concourse FirstF... 33
PXF-279 Gﬂ Camera -... CT Concourse FirstF... 34
PXF-260 Gﬂ Camera -... CT Concourse FirstF... 35
PXF-200 5 Camera -... CT Concourse FirstF... 36 lndl
Cancel |

In the Device Name field, enter the name assigned to a sensor device in the external intrusion detection
system. This name must exactly match the name for the sensor device in the external system.

In the Monitoring Tree area, select the Monitoring Area within PSOM where the corresponding Sensor
is located.
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Step 7
Step 8

Editing or Deleting a Sensor Mapping ||

In the Sensors list, select the Sensor name with which the external sensor device should be correlated.
Click OK to save the mapping.

The new mapping appears in the Sensor Mapping Manager window.

Editing or Deleting a Sensor Mapping

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9

Step 10

To edit or delete a sensor mapping, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.
Click the Sensor Mapping icon in the Administration Console.
The PSOM Sensor Mapping Manager window appears.

From the Application Name field, select the external intrusion detection system for which you want to
edit or remove a sensor mapping.

Select the sensor mapping you want to edit or delete from the list of mappings.
To edit a sensor mapping, click the Edit button.

The Sensor Mapping window appears.

Change the name in the Device Name field if necessary.

Select a new Sensor from the list if necessary

Click OK.

To remove a sensor mapping:

a. Click the Delete button.

A confirmation dialog box appears.

b. Click Yes to proceed with the deletion.

Click Close to close the Sensor Mapping window.

Registering Third-Party Alarms

~

Note

To allow better integration with third-party alarm sources (for example for tracking, assigning alert tasks
or default severity levels), you can register these external alarm types with PSOM.

If you do not register specific third-party alarms, PSOM will create one alarm type per external alert
source. For example, PSOM will create a single default alarm type for both a Tailgating and Duress alarm
if you do not register each of these third-party alarms separately; in this situation, the same alert task and
escalation must be applied to these different third-party alarms because PSOM views them as a single
type of alarm.

| oL-28432-01
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Registering Third-Party Alarms

To register a third-party alarm type, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.

Click the External Alert Type icon in the Administration Console.

The PSOM External Alert Type Manager window appears.

From the Application Name field, select the external intrusion detection system for which you want to

register external alert types.

f.

If you do not see the application you want, click the Application button.

The External Application Management window appears.

Click the Add button.

The Add External Application window appears.

In the Vendor Name field, enter the name of the company that develops the application.

In the Application field, enter the name of the external application.

~

Note  The values in the Vendor Name and Application fields must match what is defined in the
XML used to send the command from the Event Integration SDK.
Click OK.

Click Close.

Click the Add button to register a new external alert type.

The External Alert Type window appears.

@ External Alert Type,
SmartCatch (Vidient Systems, Inc.)

Alert Type Name:

Description:

Alert Severity:

i=lid

Enter the name of the alert type you want to register in
PSOM.

Pigayback

Tailgating on another person to enter a door without a
badge.

Enter a description of this alert type.

Select the level of severity that should be raised with
this alert type.

A5 Medium

|

Step 1

Step 2

Step 3
a.
b.
c.
d.
e.
g.

Step 4

Step 5

Enter information about this alert type you want to register:

In the Alert Type Name field, enter the name of the external alert type you want to register with
PSOM.

~

Note  You need to enter the alert type that is specified in the EventInfo.Type node in the EventInfo
document that is sent to PSOM at event creation. In other words, locate the value contained
in the EventInfo parameter of the CreateGeneralEvent() call. If the value entered in the Alert
Type Name field does not exactly match the EventInfo.Type value, PSOM will generate a

default alarm type for the 3rd party system.
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Editing or Deleting a Registered Alert Type ||

b. In the Description field, provide a description of this alert type.

c. From the Alert Severity field, select the level of importance to assign to this alert type.
d. Click OK.

The PSOM External Alert Type Manager window shows the new registered alert type.

Editing or Deleting a Registered Alert Type

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

To edit or delete a registered alert type, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.
Click the External Alert Type icon in the Administration Console.
The PSOM External Alert Type Manager window appears.

From the Application Name field, select the external intrusion detection system for which you want to
edit or remove a registered alert type.

Select the registered alert type you want to edit or delete from the list.
To edit a registered alert type:

a. Click the Edit button. The External Alert Type window appears.
b. Change the name in the Alert Type Name field if necessary.

c. Select a new severity from the Alert Severity field if necessary

d. Click OK.

To remove a registered alert type:

a. Click the Delete button. A confirmation dialog box appears.

b. Click Yes to proceed with the deletion.

Click Close to close the External Alert Type Manager window.

Creating a Custom Alert Type

Step 1
Step 2

You can create a custom alert type to handle task-oriented types of alerts such as reminding operators to
check video cameras periodically.

To create a custom alert type, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.

Click the User Alert Type icon in the Administration Console.

| oL-28432-01
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M Creating a Custom Alert Type

The PSOM User Alert Type Manager window appears.

Wiater Main Rupkure
Unattended Bag
Fire Alarm

Hazardous Material

Wehicle Accident

Passenger Screenin...

Parking Security Vio...

Water found in area

Unattended bag For mare. ..

Fire Alarm

Hazardous Material Spill

@‘ Operatian
@ Operatian
@‘ Operatian
@ Operatian
@‘ Operatian
@ Operatian
@‘ Operatian

Firewall Alert Checkpaint Firewall Alert @ Operation A\ Medium
Fence Alert 3 operation A Medium
Video Loss 3 operation A Medium
DefaultCorrelstion...  Correlation Alert 2] Correlation Q High

Cyber Attack Potential Cyber Attack ] Correlation @ Critical
‘Water Main Break Likely water main break 2] Correlation o Critical

Delete. .. |

el Severity add,, —— Click the Add button to configure a
— new alert type
» .
Pedestrian Accident  Pedestrian emergency call @ Cperation &I

Step3  Click Add to configure a new alert type.
The Add User Alert Type window appears.

Step4  Enter a name for this new alert type in the Alert Type Name field.

Step5  Provide an explanation of the alert type’s functionality in the Description field.

Step6  Select the severity to assign to this alert type from the Alert Severity field.

Step7  Choose where you want this alert to be raised from the Category field. Choose Operation to have the
alert raised in the Operation Console, and Correlation to create an alert based on the occurrence of
certain sensor alerts.

Step8  Click Add to enter a parameter for this alert type.

The Add Alert Type Parameter window appears.

Step9  Enter a name for the parameter in the Item name field.

Step 10  Enter the text that will be displayed for this parameter when the alert is raised in the Display description
field.

Step11  Choose whether to make this parameter a checkbox (CheckBox), drop-down menu (ComboBox), or text

area (Edit Box).

As shown, you can control the type of content for an Edit field (integer or text), enter the maximum
number of characters, and provide a default value.

If you choose to make the parameter a ComboBox, more fields appear.

User Input Contral:

Control bype:

bd add. ——— Click the Add button to add a choice to the
ComboBox.

Delete |

Items:

Default value:

a. Click Add to add a choice to the ComboBox.
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Step 12
Step 13

Creating a System Alert Type ||

The Add ComboBox Item dialog appears.
b. Enter display text for the choice in the Item Display Text field.

c. Enter a value to assign to the choice in the Item Value field. You will be able to determine the default
choice that is shown in the combo box using this value.

d. Click OK.

e. Repeat to add all choices to the ComboBox.

Click OK in the Add Rule Parameter window to add this parameter.
Click OK in the Add User Alert Type window to add this new user alert.

Creating a System Alert Type

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

You can create a system alert type for use with business logic; these are mapped with the Event Map
field. See Chapter 15, “Business Logic Component Reference,” for details.

To create a system alert type, follow these steps:

Procedure

Click the Event Integration icon in the Administration Console.
Click the System Alert Type icon in the Administration Console.
The PSOM System Alert Type Manager window appears.

Click Add to configure a new alert type.

The Add System Alert Type window appears.

] Add System Alert Type Qﬂ‘/ Select the 3rd party system.
Source: Agem'-.'l V Select the severity for thiS alert.
Alert Severity: @ Lo V Enter a name for this system alert.

Alert Type Name:

‘/ Enter a description of this alert.

Description:

Select the 3rd party system that will generate this system alert from the Source field.
Select the severity to assign to this system alert in PSOM from the Alert Severity field.
Enter a name for this system alert to display in PSOM in the Alert Type Name field.
Enter a description of this system alert in the Description field.

Click OK to add this new system alert.

| oL-28432-01
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Bl Configuring Integration Modules for External Systems Integration

Configuring Integration Modules for External Systems
Integration

You can configure PSOM to integrate with external systems by defining instances of the appropriate
Integration Modules.

To configure an Integration Module, follow these steps:

Procedure

Step1  Click the Event Integration icon in the Administration Console.
Step2  Click the Integration Modules icon in the Administration Console.
The General Integration Module Configuration window appears.

Step3  Select the Integration Module for which you want to configure an external system, and click Add
Instance.

~

Note Only Integration Modules that have been installed on this system appear in the General
Integration Module Configuration window.

Refer to the Integration Module documentation for the external system you are trying to
configure for the remaining configuration steps.
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Setting Up EZ-Track

EZ-Track enables security teams to track suspects across video cameras with simple point-and-click
operations. There are configurations in the Administration tool to set up EZ-Track.

This chapter explains how to:
e Prepare video camera sensors for EZ-Track.
e Configure EZ-Track navigation for camera sensors in your PSOM environment.
e Import an EZ-Track configuration from an XML file.
¢ Enable backward tracking with EZ-Track (Backward).
This chapter includes these topics:
e How Operators use EZ-Track, page 12-1
e Configuring PSOM for EZ-Track, page 12-3
e Enabling EZ-Track (Backward), page 12-14
e Configuring EZ-Track in Batch with XML Configuration File, page 12-15
e Exporting Your EZ-Track Configuration, page 12-17
e Setting the Location of Track Link Video Packages, page 12-17

How Operators use EZ-Track

From the Operation Console, operators use EZ-Track to follow suspects across adjacent camera views
with simple point-and-click. They do not need to know any Sensor names, or where camera sensors are
geographically located—EZ-Track takes all the guesswork out of it.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl How Operators use EZ-Track

Moves UP to the next camera view.

¥J EZ-Track Navigator (>|) - PXP-108 / Moves CENTER to
@@@@@ J the next camera view.
Moves UP-LEFT to the @ @ Moves UP-RIGHT to

next camera view. the next camera view.

Moves RIGHT to the
next camera view.

Moves LEFT to the next
camera view.

Moves DOWN-LEFT to o Moves DOWN-RIGHT
the next camera view. to the next camera view.

Moves DOWN to the next camera view.

When operators click on a green arrow in the direction grid, the Track Video pane appears showing
potential camera views for that adjacent direction. The camera that is the fastest to reach from the base
camera is displayed at the top, and the camera that take the longest to reach from the base camera is
displayed at the bottom. The screen below shows what happened when the Right arrow button was
clicked: three different camera views show the view to the right of the “base” camera view.

Track Video Pane

This camera is
the fastest to
reach when
moving to the
RIGHT of the
base camera.

The “base”
camera view.

This camera
takes the longest
to reach when
moving to the
RIGHT of the
base camera.
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Configuring PSOM for EZ-Track

Configuring PSOM for EZ-Track

Each camera in your physical security environment has a field of view based on the camera angle, how
far it can capture images clearly, and its peripheral view. For example, the yellow highlights in the map
view shown below indicate the field of view of the various cameras in the environment.

Yellow highlights on the map show
each camera’s field of view.

When PSOM is configured with this information, EZ-Track can automatically present the operator with
a directional grid that enables point-and-click traversing across various camera views.

EZ-Track performs best when used with stationary cameras. This is because the field of view for a
stationary camera is always the same, enabling EZ-Track to predictably present the correct camera view
from its directional grid. However, PTZ cameras can also be used with EZ-Track; if the field of view is
moved from the default view, it will be automatically restored to the default view within a certain
timeframe.

Configuring PSOM for EZ-Track involves a few steps:

1. Take ‘field of view’ snapshot images for each camera sensor.

Configure the view range, view distance and view direction settings for each camera sensor.
Display the range and name of the Sensor in the Map View.

Configure the camera topology to enable EZ-Track navigation.

LA S

Test your EZ-Track configuration.

Taking ‘Field of View’ Snapshot Images for Camera Sensors

The ‘field of view’ snapshot image is useful for determining the camera sensor’s visual Monitoring Area.

To take a field of view snapshot, follow these steps:

Procedure

Step 1 Click the Environment icon in the Administration Console.
The Environment window appears.
Step2  Click the Sensors icon.

The Sensor Management window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
[ oL-28432-m .m



Chapter12  Setting Up EZ-Track |

W Configuring PSOM for EZ-Track

Select the camera to
which you want to add

Name Type Description I < an' FOV SnaPShOt’ and
click the Edit button.
Edit... |
» 31 Camera-PTZ | T2E 2nd Floor Outdo 57z B |
e ’: PUF-£7 IEH Camera - Statin... T2E Left a3 (@ Delete. . |
A PXP-107 EW Camera - PTZ TZE Ticket Counker 974 E i |
Click the @ Group PXP-108 1M Comera-PTZ T2E Check Point 975 (@
Sensor PRF-1 £30 Camera - Statio... T2E Check Point Lane 1 976 (3 R |
: b PRF-G2 £Z Camera - Statio.,. T2E Check Paint Lane 2 977 (B ﬂ —
con. » R
.. FRecord1of 807 duu %] kd Import |
‘Wigw Snapshot: Properties of the selected sensar:
Intercom Group Export. .. |

Sensor | Custom Properties | Sensor Groups | Monitoring Areas

Property Yalue

Location Marme T2E Second Floor Main

Position ¥, (or Longitude, Lati... &25,-471

Sensar Views <MNone >
Range Angle (degree) 50
Range Distance {ft) 37,2695
View Orientation {degree) 100

PTEZ Control

Close

d

Step3  Click the Sensor icon to display a list of all Sensors currently defined for PSOM.
Stepd  Select the camera sensor for which you want to add a field of view snapshot.
Step5  Click the Edit button.

The Edit Sensor Properties window appears.

:B:Edit Sensor Properties - Camera 5 !E B

Sensor Name:

Sensor Type: Camera - Stationary a
Description: Carmera 5 =

-
View Snapshok: Sensor Properties

Sensor | Custom Properties

Property Yalue

Location Mame Building 1
Position %,¥ (or Longit...  -73.6799607375977,4...

Range Angle {degres) an
Range Distance {ft) 65.92616

Click View.

Wiew Orientation (deqr...

Step6  Click View.

The Live Video Viewer window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 7

Configuring PSOM for EZ-Track

Sensor Mame:
Sensor Type:

Description:

| Click the FOV
Snapshot button to
take a still image of
the video feed from
this camera that
will be added to the
Sensor’s definition
in PSOM.

= | oK I Cancel L
= 4

Click the FOV Snapshot button.

A confirmation dialog box appears. Click Yes.

The snapshot is shown as a preview in the Edit Sensor Properties window.

Configuring the View Settings for Camera Sensors

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

To configure the view range, view distance and view direction settings, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Sensors icon.

The Sensor Management window appears.

Click the Sensor icon to display a list of all Sensors currently defined for PSOM.

Select the camera sensor for which you want to configure view settings.

Click the Edit button.

The Edit Sensor Properties window appears.

In the Range Angle (degree) field, enter the width of the camera’s viewing area in degrees.

In the Range Distance (ft) ficld, enter the distance from the camera to the furthest point it can accurately
view.

In the View Orientation (degree) ficld, enter the angle of the camera view in degrees (clockwise from
0-359 degrees). 0 degrees indicates the camera is pointing to the left, 180 degrees indicates the camera
is pointing to the right.

| oL-28432-01
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M Configuring PSOM for EZ-Track

Step 9

Step 10

For PTZ cameras, you can define different sensor views that correspond to preset positions configured
in the DVR. See the “Setting up PTZ Preset Positions” section on page 6-6.

Click OK.

Displaying the Sensor Name and Range in the Map View

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

You can display the Sensor’s name and view range along with the camera icon in the Map View pane.
To do so, you must modify the design properties of the map.

To display the Sensor name and range in the Map View pane, follow these steps:

Procedure

Click the Environment icon in the Administration Console.

The Environment window appears.

Click the Monitoring Environment icon.

The PSOM Environment Management window appears.

Select the Global Monitoring Node, the top-most Monitoring Node, in the Monitoring Hierarchy.
From the menu bar select Map > Enter Map Design Mode.

Select the top-level Monitoring Zone in the Monitoring Hierarchy for which you want to change display
settings.

Select Map > Configure Map View Properties from the menu bar.

The Map View Properties Configuration window appears.

Check the Show
Sensor option to
display icons on the
map for each Sensor.

—Map Display Cptions
Check the Show | | [] #Shnw Sensor ¥ [ Z5how Manitoring Area
SCnSOr Rangc Option O @Shnw Sensor Range | Qshuw Monitaring Zone
to dlsplay the VieWing ) | Ao Sensor hame [~ [Z3how perimeter Range
rapge fOT the Sensor —Map Configuration:
with shading on the Map Type: [plfSimple Map - 615 a Configure. ..
map.
Property ¥alue

(3 Elevation Range (Ft.) <Mone=
Check the Show The First reference paint: in the map (0,0}
Sensor Name OptiOH The second reference paint in the map (100,07}
to dlsplay the Sensor’s Otientation of the ¥-axis in the map (degres) 0
name on the map.

OK | Cancel |
|

To display icons on the map for each Sensor in the environment, check the Show Sensor option.

To display the viewing range for a camera sensor (a shaded area that represents the area it can capture
with video), check the Show Sensor Range option.

To display the name of each Sensor next to its location on the map, check the Show Sensor Name option.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Configuring PSOM for EZ-Track W

Step10 Click OK.

Step11  Repeat these steps for each Monitoring Zone and Monitoring Area for which you want to display the
Sensor’s name and range.

Configuring the EZ-Track Camera Topology
To configure the EZ-Track camera topology, follow these steps:

Procedure

Step 1 Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.
Step2  Click Camera Topology to configure the EZ-Track topology.

The EZ-Track Camera View Topology Configuration window appears.

:ﬂ:EZ—Track Camera Yiew Topology Configuration

Selection: Mortheast == Mew York - Somers => Somers - Bldg 1 => Camera 2

Global Zone |
Select the — £33 Northeast 1
Monitoring | ) Mew York - Somers ]

Area that has ’\
the Sensor

youfwant to [ Somers - Bldg 5|
conligure. / [ . Somers - Peri...

ud o Mew York - Whit...
(3 &) News York - rmonk
Select the '

! g3 Mass - Lexingtan

Name .. Description H

Camera 2 Camera 2
.:. i

Irnpork. ..

Camera 3 Camera 3 Export...

Camera 4 Camera 4

Camera 5 Camera 5

Camera 10 Elﬂ Camera 10
Camera 11 Elﬂ Camera 11
Camera 12 Elﬂ Camera 12
Camera 13 Elﬂ Camera 13
Camera 14 Elﬂ Camera 14

=2
Clear Al

Test

ddi

camera sensor £ ) Hew ork - Yorkk... PF-300 armonk - Bl...
you want to L3 ) st PYF-266 Armark - Bl...
configure. B3 southeast | (B PYF-262

I.J 4 South d DVE_Z0n il ove_snn

I Y. R ey |

S‘elect. the | From Sensor: Camera 2 @ (Mone) Region Links: el wd|| O & & !
directional . — | L s o
quadrant fo\ - Name Descripti|n Span -
which you - |
want to define
adjacent
cameras.

Click the Add Link icon.

Step3  Select the Monitoring Area where the camera sensor is located.
Step4  Select the camera sensor you want to configure from the list of Sensors.

Step5 In the From Sensor area, select the directional quadrant for which you want to designate adjacent
cameras.

Step6  Click the Add Link icon EE'J
The Sensor Region Link Add window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Configuring PSOM for EZ-Track

Step 7
Step 8

Step 9
Step 10

Step 11

Step 12

:ﬂ:SEnsor Region Link - Add H=E3

Fram Area:

Select the Monitoring Area
where the adjacent camera is Sensor:
located.
Select the Sensor for the \ e Samers - Bidg 1
adjacent camera. Camera 3

Sensor:

Enter the walkmg time (lﬂ ——————————— Estimate Time Span: 14 Second(s)
seconds) to this adjacent

Probability (%) |
camera from the base camera. b ~ |

|v]iadd reverse region link automatically!

Check this option to
automatically add a link to the
adjacent camera to this camera.

Ok I Cancel L
%

From the To Area field, select the Monitoring Area where the adjacent camera is located.

From the Sensor field, select the Sensor for the adjacent camera. You can either select a Sensor from the
pull-down menu, or click the Map icon i@ to select the Sensor from a map view. The Select Sensor
window appears.

SENEUL S ZESSE T

i
|Go To T2E-SecondFloorConcourse E

L
LNEXTIVA -Camera-1

[PxF-54 F-a2]

P}{F 51 M

i — b S B Ll

Cancel l

k|

Select the Sensor from the map to highlight it, and then click OK.

In the Estimated Time Span field, enter the walking time (in seconds) to this adjacent camera from the
base camera.

If you want to automatically add a link in the adjacent camera to the current camera, select the Add
reverse region link automatically option.

Click OK.

The bottom of the EZ-Track Camera View Topology Configuration window now lists the adjacent
camera as a (Left-Up) Region Link.

~

Note  You can have up to 4 Sensor links per region.
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Step 13

Configuring PSOM for EZ-Track

:ﬂ:EZ—Track Camera Yiew Topology Configuration

Selection: Mortheast == Mew York - Somers => Somers - Bldg 1 => Camera 2

Global Zone [ | Name ... Description -l

(| ¢ Mortheast
(¢ Mew York - Somers

L8 Camera 2

Camera 3 Camera 3

Camera 4 Camera 4
Camera 5 Camera 5
Camera 10 Elﬂ Camera 10
Camera 11 Elﬂ Camera 11
Camera 12 Elﬂ Camera 12
Camera 13 Elﬂ Camera 13
Camera 14 Elﬂ Camera 14
PF-300 armank - B...

- Somers - Bld...
[ Somers - Bldg 4 |
- Somers - Bldg 5
- Somers - Pei...
1 g3 Mews vork - Whit,.
.,,J o Mew York - Armonk
i/ 23 Mass - Lexingtan

Ll ) Mew York - Yarkt...

3 West PYF-265 armank - Bl..
| & Sautheast

43 Soul heas PYF-262 PHF-262

""-‘—i) So:lt H DVE_ 30N il ove_znn

Fram Sensar: Camera 2 0 (Right-Down) Region Links: | B |

Name Description

Close |

The link
between the
source and
destination
Sensors is
shown on the
map as a blue
dotted line.

Repeat the steps in this section to define adjacent cameras for each quadrant of each camera sensor in

your PSOM configuration.

To see the regions with camera links for a Sensor, click the Sensor in the list. The regions that have

defined camera links appear with cyan or red highlight.

Airport Name .. Description
@ Arizona PXP-116 [EM T2E znd Floor ...
o & CnTmutEr Terminal PXE-67 TZE Left

.,,j o Perimeter Marth PXP-107 [ZH T2 Ticket Cou...
(J &) Perimeter west

+ g Terminal 1 .

u:i 2 Termin 2 Exet PXF-81 B TZE Check Pain. ..

@ TZE-FirstFloorMain PyF-G2 T2E Check Fain. .
[ T2E-ParkingPod PAF-84 TZE Exit Lane
- T2E-Second Ped Wa... PRP-121 [EH TzE Right

. TeE-SecondFloorCo. . PHF-56 TZE Up-Left
PYF-T3 TZE Up-Right
MEXTIVA-Came. ..

Camera O00Z(T. .. Camera DODZT, .

o Undesignated Zone
(3| & Undesingated Zone

@J {Left-Up) Region Links: L.;J

Name Description

Select one of the regions to see the defined camera links for that region.

| oL-28432-01
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6 (Cenker) Region Links: |;“;“g‘ O|| @"5

Name Description Span ~

» A
I PrF-s1

TZE Check Point Lane 2
T2E Check Point Lane 1

To see all the camera sensors that link to a particular camera, select the camera from the Region Links
area and click the |[g| button. The Sensor Region Links window appears.

B Sensor; Region Links - Select Source Sensor

Name + Description Span 4 From: PXP-107
PRF-69 TZE Concourse Right 1 - =ﬂ=
PieF-&1 TZE Check Point Lane 1 z -
PieF-&1 TZE Check Point Lane 1 z :
TZE Check Point Lane 2 z 4 R.. || From: PxF-81

i PyF-82

o7 TEE aunker 1 @ PXF-82 TZE Check Point Lane 2
i PRP-108 TZE Check Point z @ PXF-84 TZE Exit Lane 1 o
Hl PeP-108 TZE Check Point z EM Pep-118 T2E 2nd Floor Outdoor 5 0
(A PxP-108 TZE Check Point z
R ] TZE Concourse Waiting R... 1
R ] TZE Concourse Waiting R... 1
[ PxP-110 TZE Concource Waiting R... 3
[ PxP-110 TZE Concource Waiting R... 3

To: FxP-103

o
@J {Right} Region Links:

Name

 Eare—
@ﬂ PXF-67 TZELErt
i poF-a1 T2E Check Paint Lane 1 3

Table 12-1explains the purpose of the various icons in the Region Links area of the EZ-Track Camera
View Topology Configuration window.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Configuring PSOM for EZ-Track

Table 12-1 Icons Displayed in the Region Links Area

Icon Use this Icon to...

#o Add a new camera sensor link to the selected region.

A Edit an existing camera sensor link.

\% Delete an existing camera sensor link from the selected region.

Q Browse back to the previous camera sensor to make it the “base” camera again. This

icon is enabled when you’ve browsed away from the original camera sensor to make
an adjacent camera the “base” camera.

G Browse to the selected adjacent camera sensor to make it the “base” camera.

View live video for the selected adjacent camera. You can update the camera’s field
of view image from this window.

Show other region links to the selected adjacent camera.

Displaying Camera Positions and Names on the Map
You can streamline topology configuration by displaying Sensor names and positions on the map in the
EZ-Track Camera View Topology Configuration window.

To center the map on whichever Sensor is selected in the Sensor Region Links area, click the @ button.
To turn centering off, click the icon and it appears like this: /g

To display Sensor names on the map in the EZ-Track Camera View Topology Configuration window,
click the Show map Sensor name icon until it appears as follows: || To hide Sensor names on the map,
click the Show map Sensor name icon until it appears as follows: &

No Sensor names displayed. Sensor names are displayed.

Viewing Live Video for a Camera Sensor

You can view live video and take a snapshot for a camera sensor from the EZ-Track Camera View
Topology Configuration window.

Administering Cisco Physical Security Operations Manager, Release 6.1
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To do so, click the Live Video icon . . The Live Video Viewer window appears. Click the FOV
Snapshot link to capture a snapshot tor the camera sensor.

Editing a Link to an Adjacent Camera

Step 1
Step 2

Step 3

Step 4

To edit the properties of an adjacent camera, follow these steps:

Procedure

Select the adjacent camera in the EZ-Track Camera View Topology Configuration window.
Click the Edit Link icon ﬂ
The Sensor Region Link - Modify window appears.

Change the number of seconds in the Estimate Time Span field to modify how long it takes to walk to
this camera sensor from the base camera.

Click OK.

Deleting a Link to an Adjacent Camera

Step 1
Step 2

Step 3

To remove a link to an adjacent camera, follow these steps:

Procedure

Select the adjacent camera in the EZ-Track Camera View Topology Configuration window.
Click the Delete Link icon -
A confirmation dialog box appears.

Click Yes to delete the link to this adjacent camera.

Making an Adjacent Camera the new “Base” camera

You can make an adjacent camera the new “base” camera, and then change back to the original base
camera, using the Browse To icon ﬂ and Browse Back icon

Viewing Other Region Links to an Adjacent Camera

You can view all the region links to an adjacent camera.

To view other region links, follow these steps:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Procedure

Step 1 Select the adjacent camera from the Region Links area.

Step2  Click the Other Links icon | .

The Sensor Region Links window appears.

Name 4 Description Span 4
0 pyr-az

0 | T2E Ticket Counter
[0 PxP-107 T2E Ticket Counter

2
En pyp-107 T2E Ticket Counter 2
[E0 Pyp-108 T2E Check Point 2
E0 Pyp-118 T2E 2nd Floor Outdoor 1

Select different sensors from the list to see the quadrant views they provide for the adjacent camera.
You can view live video for a selected camera by clicking the Live Video icon |z .

Testing the EZ-Track Configuration
To test an EZ-Track configuration, follow these steps:

Procedure

Step1  Make sure your base camera is selected.
Step2  Click the Test button.

The EZ-Track Camera Sensor Browser window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Enabling EZ-Track (Backward)

Step 3

:ﬂ:EZ-Track Camera Sensor Browser - Live

Selection: Mortheast == MNew York - Somers = Somers - Bidg 1 »> Camera 2 E | ﬂ
uj 3 Mew York - Somers |4 Name
2 P E Somers - Bldg 1 N aera 2 ¢
-Bid... Camera 3 Camera 3
-Eldg 4
Bidg s Camera 4 Carnera 4
- bldg
- Peri Camera 5 Camera 5
Camera 10 Camera 10
Camera 11 Elﬂ Camera 11
@ Mass - Lexington Camera1z  [EN Camera 12
£ Mew Yark - Yorkk.., Camera 13 [®M Camera 13
L @) West Camera 14 Camera 14
L3 Southeast PE-300 Armark - B...
&3 South PYF-268 frmark - Bl...
| 3 Midwest
28 eiatod PHF-262 PHF-262
|J 3 Undesignated Zone g R e —
E:)ﬂ L From Sensor: Camera & @ @ (Right-Up) Region Links:
Q O @ Name
O - o 8 ® |Camera 3
Close

Click the different quadrants that have green arrows to test that the adjacent camera views are displayed
appropriately.

The bottom of the window shows the From Sensor and To Sensor live video views so you can ensure the
correct video is being displayed. Also, the Sensor’s location appears on the map so you can verify that
the correct Sensor has been selected for the adjacent quadrant.

If more than one camera has been defined for a quadrant, there will be multiple cameras shown in the
Region Links area. Switch between them by selecting the different camera sensors from the list, and the
To Sensor live video will change as well as the Sensor’s location in the Map area.

Use the Browse To icon |#| and Browse Back icon 3 to change the “base” camera to an adjacent
camera view, and then back again to the original “base” camera.

Click the Other Links icon |4 to see other region links to the adjacent camera that is selected in the
Region Links area.

Enabling EZ-Track (Backward)

You can enable operators to track suspects backward through recorded video using EZ-Track
(Backward). EZ-Track (Backward) requires the use of BroadWare video server as well as a license key
that unlocks the EZ-Track (Backward) feature.
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Configuring EZ-Track in Batch with XML Configuration File

You can configure EZ-Track by setting up configurations in an XML file, and then importing that to the
EZ-Track Camera View Topology Configuration window using the Import button.

Defining the EZ-Track Configuration in XML

The syntax for the XML-based EZ-Track configuration is as follows:

<PxRegionTopology>

==> <PxSensorRegionLinks SourceSensorName="{From Sensor Name}”>

> <PxRegionLink>

where:

> <PxRegionLinks SourceRegionCode="{Region Name} ">

> <DestinationSensorName> {To Sensor Name}
=> <SecondSpan> {Estimate Time Span}

Parameter

Description

Valid Values

“{From Sensor Name}”

The name assigned to the “base”
camera sensor.

The Sensor name must be
enclosed in quotes.

For example, “P-300”

“{Region Name}”

The region of the “base” camera
view where the adjacent camera
is being assigned. Keywords for
the {Region Name} are
case-sensitive.

The region name keyword must
be enclosed in quotes.

“UpLeft”’—Upper left quadrant
“Up”—Upper middle quadrant
“UpRight”—Upper right
quadrant

“Right”—Right quadrant
“DownRight”—Lower right

quadrant
“Down”—Lower middle
quadrant
“DownLeft”—Lower left
quadrant

“Left”—Left quadrant
“Center”—Center quadrant

{To Sensor Name}

The name assigned to the
“adjacent” camera sensor.

For example, P-291

{Estimate Time Span}

The number of seconds it takes
to walk from the base camera to
the adjacent camera.

For example, 30

For example, the following EZ-Track configuration defines the adjacent camera views to the right and
lower right quadrants for “base” camera P-107. It configures camera sensors F-84 and F-81 as adjacent
cameras for the right quadrant of camera P-107, and camera sensors F82 and F81 as adjacent cameras

for the lower right quadrant of camera P-107.

<?xml version="1.0" encoding="utf-8"?>
<PxRegionTopology VERSION="1.0">
<PxSensorRegionLinks SourceSensorName="P-107">

<PxRegionLinks SourceRegionCode="Right">

| oL-28432-01
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<RegionLink>
<DestinationSensorName>F-84</DestinationSensorName>
<SecondSpan>1</SecondSpan>
</RegionLink>
<RegionLink>
<DestinationSensorName>F-81l</DestinationSensorName>
<SecondSpan>2</SecondSpan>
</RegionLink>
</PxRegionLinks>
<PxRegionLinks SourceRegionCode="DownRight">
<RegionLink>
<DestinationSensorName>F-82</DestinationSensorName>
<SecondSpan>1</SecondSpan>
</RegionLink>
<RegionLink>
<DestinationSensorName>F-81l</DestinationSensorName>
<SecondSpan>2</SecondSpan>
</RegionLink>
</PxRegionLinks>
</PxSensorRegionLinks>
</PxRegionTopology>

Uploading the XML Configuration file for EZ-Track

Step 4

Step 5

Step 6

Once you’ve defined the EZ-Track configuration in an XML file, you can upload the file to PSOM to
define all EZ-Track camera configurations all at once.

To upload the XML configuration file, follow these steps:

Procedure

Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.

Click Camera Topology to configure the EZ-Track topology.

The EZ-Track Camera View Topology Configuration window appears.

:ﬂ:EZ—Track Camera Yiew Topology Configuration

Selection: Mortheast == Mew York - Somers => Somers - Bldg 1 => Camera 2

B3 Global zone [ |

: Name .  Description L T I Click Import.
&) Mortheast (8 Camera 2
L 5’ Ne‘w vork - Somers Camera 3 Camera 3 Expart... |
» ; 5 - Bldg 1
e Camera 4 Camera 4
- Bid... Clear Al |
“Bldg 4 Camera s Camera s
~Bidg5 | Camera 10  [EM Camera 10 E g y Test |
E - Peri... |3 Camera 11 Elﬂ Camera 11
| ¢3) Mew York - Whit... Camera 12 Elﬂ Camera 12
" I YISCPPEY JEOW PR Yo" L tee 17 - L tee 17 :i .-

Click Import.
The Open window appears.

Locate and select the XML configuration file and click Open.
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Exporting Your EZ-Track Configuration

If you want to backup your EZ-Track configuration—perhaps to re-import it later using the Import
button—you can click Export to save the topology file with all necessary XML to define the EZ-Track
navigation as you have configured it.

To export the EZ-Track configuration to a file, follow these steps:

Procedure

Step1  Click the Video Integration icon in the tools area of the Administration Console.
The Video window appears.

Step2  Click Camera Topology to access the EZ-Track topology.
The EZ-Track Camera View Topology Configuration window appears.

:ﬂ:EZ—Track Camera Yiew Topology Configuration

Selection: Mortheast == Mew York - Somers => Somers - Bldg 1 => Camera 2

BGIobaI Zone e Name .. Description
._J 3_9) Mortheast Camera 2
: 5—23 Ne\w\"ork - Samers Camera 3 Camera 3

i comers - Blda L Camera 4 Camera 4
Camera 5 Camera 5
Camera 10 Elﬂ Camera 10

L8 Camera 2

Click Export.

- Somers - Bld...

- Somers - Bldg 4
- Somers - Bldg 5

E ] Test |
[ Somers - Peri... | 3 Camera 11 Elﬂ Camera 11 | =
3 Mew York - Whit... | Camera 12 Elﬂ Camera 12 ‘ ./0
a3 Bl s Awmnnds T 19 |1 P 19 .

Step3  Click Export.
The Save as topology file window appears.

Step4  Choose a location to save the XML configuration file and click Save.

Setting the Location of Track Link Video Packages

If you want to set the location where Track Link Video Packages will be stored, you can set an option in
the Preferences window.

To set the location of Track Link Video Packages, follow these steps:

Procedure

Step 1 From the Administration Console, select File > Preferences.
The Console Preferences window appears.
Step2  Click Server > EZ-Track.

Step3  Check the Track Link Video Packages location option and enter a path to the location in the field
provided.
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CHAPTER 1

Managing Response Workflows

You can configure response tasks that specify “best practices” for the actions that an operator should
take to resolve alerts. You can then configure Response Workflows in the Business Logic Designer that
generate checklists of actions operators must take when certain types of alerts are raised. With these rules
in place, it is easy for operators to follow standardized procedures which leads to fewer errors in
response and more importantly a faster time to response.

This chapter describes:
e How Response Workflows work in the Operation Console
e An overview of how to build Response Workflows using the Business Logic Designer
e Preferences that can be set to control how operators interact with Response Workflows
e User permissions that can be set for Response Workflows
This chapter includes these topics:
¢ Response Workflows within the Operation Console, page 13-1
e Enforcing Task Completion in the Operation Console, page 13-2
e Designing Response Workflows, page 13-3
e Modifying the Default Response Workflow, page 13-7
e Setting Up Notification for Response Workflows, page 13-11
e How Response Workflows are Triggered, page 13-13
e Diagnosing Response Workflows, page 13-14

e Managing User Permissions to Response Workflows, page 13-15

Response Workflows within the Operation Console

Within the Operation Console, operators can be assigned specific Response Workflows to complete
before an alert can be acknowledged or closed. Configuring task checklists for alerts helps ensure that
operators take appropriate action when an alert occurs, as defined by the security experts at your
company. Within the Operation Console, the Response Workflow Pane on the right side of the window
shows operators their progress towards fulfilling their responsibilities for various alerts.

Operators can access Response Workflows by double-clicking a progress bar in the Response Workflow
pane to bring up the Alert Details window. Then they can click the Progress bar to view the task checklist
for the alert in a separate window.

| oL-28432-01
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M Enforcing Task Completion in the Operation Console
W =il
£at Home | |Mate E|Reparting A
PR . "= —=
BE M Ik @ »o R &
QF Close  Acknowledge Close | False  Escalat g =
alert | Alarm Pl £ Response Workflow [_ Ol =]
Filz Alert Status o flowl -
/0y Blert Overview No Owner 4/11/2012 3:11:26 PM
3 : |Acknowledge Task
SalEp Hoh | 1] ogen ¥ O Nasministrator 4/11/2012 3:11:26 PM
Type: DefaultOperationalert estl
Incknowledge Task
Occured: 4/11/2012 3:01:13 PM V. O L iministrator 4/11/2012 3:11:26 PM
Assigned To: Adrninistratar peate
{Escalated-Alert Closeable) v 0O [Text Box Task [Ra;]
Assigned By: Administratar Administrator 4/11/2012 3:11:26 PM
(4/11/2017 3:11:26 PM)
Location: [Armank - Eldg 1] {[Armonk - Bldg 17}
Description: Operation Alert ] _V 0 IText Box Task Eaml-
A dministrator 4/11/2012 3:11:26 PM
. E Response WorkFlow
Click the — tatus: Started
percentage QPrm;ress:\l 0% || flov
L V.
complete bar to oo R O wf 4/11/2012 3:01:15 PM
view the O o ouner 4/11/2012 3:11:26 PM & v [ [N lete the tasks. click the ch “k b
= Adminis
response you o O Adaowisdge Task ) e As you complete the tasks, click the check boxes.
need to take for Administrator /11/2012 3:11:26 PM o [ [pcenonedge Task
this alert et ndministrator 4/11/2012 3:11:26 PM
. v O Acknowledge Task 6 2
Administrator 112012 3:11:26 PM F
ext Bo Task [Fa]
test2 o oLt i 474107017 2-11-94 DM _'j
v 0O Text Box Task [fia] 1 | »
Administrator {11/2012 3:11:26 PM (5] I
| L
. P
_EB | r

A Response Workflow in the Operation Console is composed of response tasks that you configure using
the Administration Console. For example, “Notify Police” in the above screen is a response task. The
Response Workflow defines which response tasks must be completed for certain types of alerts before
the alert can be acknowledged or closed.

Enforcing Task Completion in the Operation Console

By default, operators must complete tasks designated as Alert Acknowledgeable or Alert Closeable
before being able to acknowledge or close an alert. For example, if an operator tries to close an alert for

Step 1
Step 2

which there are open tasks, an error message will appear.

If you want to disable this behavior, and allow operators to close alerts even though critical tasks have
not been completed, you can set a preference in the Administration Console.

You can also choose not to enforce task completion for false alarms by setting a server preference.

To change behavior for response task completion, follow these steps:

Procedure

Select File >

Preferences.

Click All Consoles under Server.
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Step 3

Step 4

Step 5

Designing Response Workflows

'
e -

2y Console (Per User)
General
Alert All Consoles Preferences
EZ-Track

Server Preferences

Email Operation Console

2 Console (Per Computer)
General Minimum console update interval: Sgg seconds
Video

£ Server [~ Maximum number of alerts displayed in the list: !
General

» Customize alert sound by alert type: Sound...

SMTP
EZ-Track Alert Management Console

Identity Management
ty g Minimum console update interval: 5¢g seconds

Alert Details Window
Minimum window update interval: 59 seconds
Lock Alert. Only allow alert to be acknowledged and closed by alert owner. No [~

Monitoring Hierarchy

Sort order of hierarchy node name: Ho Order [~

~Incident Package
[ Incident Package location:

—Response Workflow
| Disregard Response Workflow when changing an alert’s status

| Disregard Response Workflow for false alarm(s) only

appty [ ok Cancel [I

Check the Disregard Response Workflow when changing an alert’s status option if you do not want
to require users to complete Alert Acknowledgeable and Alert Closeable response tasks for open alerts.

Check the Disregard Response Workflow for false alarm(s) only option if you do not want to require
users to complete response tasks for false alarms.

Click OK.

When the Disregard Response Workflow when changing an alert’s status option is unchecked, the
operator will receive an error message when attempting to acknowledge an alert with outstanding
response tasks.

When the Disregard Response Workflow when changing an alert’s status option is checked, the
operator will receive a prompt when attempting to close an alert with outstanding response tasks. The
operator will not, however, be prevented from closing the alert anyway.

Designing Response Workflows

Response Workflows are created in the Business Logic Designer. A Response Workflow Business Logic
template allows for the enforcement of “best practices” for the actions that an operator should take to
resolve alerts. The Response Workflow Business Logic captures checklists of actions operators must
take when certain types of alerts are raised. With these policies in place, it is easy for operators to follow
standardized procedures which leads to fewer errors in response and more importantly a faster time to
response.

| oL-28432-01
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Designing Response Workflows

Response Workflow Business Logic can be designed with sequential tasks so that operators are forced
to fulfill a series of steps in order, or parallel tasks that allow operators to fulfill tasks as they are able.

Business Logic -~ Response Workflow...

» Response Workflow Business Logic

|1l Parallel Flow

Activities +_,r.|

Expand All Collapse

—-| [Aa ] Text Box Task '

@ Acknowledge Task 1 l
[

@ Acknowledge Task ZJ
i ]

|

The tasks inside this Parallel Flow can be
executed in any order.

Operators can also be given decisions during execution of a Response Workflow that dynamically
change the flow of business logic and tasks presented. The following screens show how the choice in the
“Where is the intruder” task changes the task that follows it.

‘Where is the intruder? {3 Options)
v D Administrator
Where is the intruder?

4/19/2012 7:32:15 PM

|/ _seems to run away |

o & vicinity
There is no trace

In the Building

4/19/2012 7:30:26 PM

v O

Administrator
Where is the intruder?

Where is the intruder? {3 Options)

4/19/2012 7:32:15 PM

r ~/ Seems to be still in the vicinity I

TR

Can't tell
Administrator

4/19/2012 7:30:26 PM

You can construct a parallel task that allows operators to execute any of the subtasks in any order.

Can't tell
Administrator

hd B

4/19/2012 7:40:51 PM

D Do the following (3 Parallel Tasks)

W
4/19/2012 7:40:51 PM

Call Police
Administrator
Call Police

v O

Check if anyone is injured
Administrator
Check if anyone is injured

v O

4/19/2012 7:40:51 PM

O Release Guard Doc
Administrator
Release Guard Doc

v

4/19/2012 7:40:51 PM

Three parallel tasks that
can be executed in any
order.
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Designing Response Workflows

You can also construct a task that has several subtasks that must be executed in order. Containing a
workflow as a subtask can be very convenient for consolidating related tasks. For example, a number of
calls may be need to be made when a break-in happens: call house security people, call local police, and
SO on.

[ Make calls
4/19/2012 7:44:51 PM
v [ inhouse securtty al Only the top task can be executed; the bottom
e T i A
Call in house security | task is greyed out indicating it cannot be
v [ CllPolice executed until the top task has been
Administrator 4192012 7:43:03 PM completed.
Call Police

You can require operators to enter text to complete the task, as shown next.

A
v O Report Damage a

Adminjstrator ﬂ“i‘aﬂ” fagfaol bkl -
The dimage seems to be minor. Window was broken. Glass shards
were Ml over the floor. A person was injured frem falling glass shards.
Minorfuts.

You can require operators to click a link to view a document before completing the task. The link may
be a URL to a web site (launches automatically in a web browser) or a document on a local computer
(launches in an application that can display that document).

v O View first aid standard procedure EeY
4/19/2012 7:07:43 PM

Admigy
http:/@en.wikipedia.ora/wiki/First aid !

You can require operators to click a link and view a video. The video will open in a new window.

Wiew Video Task
4
I:l ini 4/19/2012 7:15:13 PM

You can require operators to make a choice to complete a task; for example, choose whether or not to
lock a door. If the task is set to auto, it will automatically perform the action; users will not be prompted
to complete the task.

0 Manual Task Execution

~
Administrator 4/19/2012 7:16:32 PM

If the task is set to manual, you can decide to Skip or Execute the action.

v O Manual Task Execution
Administrator 4/19/2012 7:16:32 PM

Skip task or execute?
' skip
Execute

You can construct a task so that the response changes the choices in subsequent tasks in the Response
Workflow. For example, choosing Yes makes the next task to Call ambulance...

ps

| oL-28432-01
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MW Designing Response Workflows

follows the choice

v

e [m]

0 Manual Decision
Administrator

Qier Yoo Mo guestion.

Yes No

.-
U
4/19/2012 7:25:01 PM

Call ambulance
Administrator
Call ambulance

4/19/2012 6:58:20 PM

...and selecting No makes the next task to Just call police.

Manual Decision
v U Administrator
Enter Yes/No quastion
Yes
‘V 0 Just call police

Administrator

=
4/19/2012 7:25:01 PM

|
=3

@

4/19/2012 6:58:20 PM

Some business logic components you will need to build a Response Workflow Business Logic template
include those in Table 13-1.

inserted within a
Response Workflow.

Table 13-1 Response Workflow Business Logic Components
- Decision Implements a decision |You need to direct the
I point within a Response |flow of Response

i I e Workflow. Required to | Workflow to true/false
follow the Decision and |behavior.
Decision-Action
components.

% Flows Flow Allows sub-logic to be | You need to segment

Response Workflow
into discrete flows to

streamline presentation.

Manual Decision

Defines a decision
which will require
response from an
operator completing
tasks as part of this
Response Workflow.

You want the operator to
answer a Yes/No
question when
responding to an alert.

'EE tManual Switch

Dovibie-click o view
| Mﬂ tManual Decisionl

Manual Switch

Enables redirection to
up to 10 branches within
a Response Workflow.

You want to provide
different branches of
Response Workflow for
the operator to select
and execute.

11l Paralel Flow

Activities - |

Insart Achvities Hare

Parallel Flow

Allows sub-logic to be
inserted within a
Response Workflow and
executed
simultaneously with
other business logic.

You need to segment
Response Workflow
into discrete flows to

streamline presentation.
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Table 13-1

Modifying the Default Response Workflow ||

Response Workflow Business Logic Components (continued)

—T—T—1

Switch
L=1=1=

Switch

Directs the Response
Workflow in up to 10
different directions.

You want to provide up
to 10 different options
for directing the
Response Workflow.

‘ @ Acknowledge TaskJ

Acknowledge Task

Confirms task execution
as part of a Response
Workflow.

You want the operator to
confirm that a task has
been completed.

@, Manual Task Execution

Set Properties

Jnsart Acthaties Hare

Manual Task Execution

Required to encapsulate
any automated activities
that occur within the
Response Workflow.

You want to execute an
automated activity in
Response Workflow,
such as closing a door or
executing a Powershell
script.

—_—

Aa | TextBox Task I

Text Box Task

Enables information to
be entered manually and
stored as part of
Response Workflow.

You want an operator to
enter information
during the Response
Workflow.

\,

Wigw Document Task
J

View Document Task

Provides a link for
viewing a document as
part of a Response
Workflow.

You want the operator to
view a document during
alert response.

—_—

ﬁ Wigw Wideo Task.

\

J

View Video Task

Provides a link for
viewing a video as part
of a Response
Workflow.

You want the operator to
view a video during
alert response.

See the “Creating a Response Workflow Business Logic Template Based on the Default Template”

section on page 14-33.

More information about business logic components for Response Workflows is provided in Chapter 15,
“Business Logic Component Reference.”

Modifying the Default Response Workflow

PSOM ships with a default sequential Response Workflow that you can modify in the Business Logic

Console.

To modify the default sequential Response Workflow, follow these steps:

Procedure

Step 1

6.1 > Business Logic Console.
Step2 Login when prompted.
Step 3

Click Open Business Logic Template on the left side of the window.

Launch the Business Logic Console by selecting Start > Cisco Physical Security Operations Manager

| oL-28432-01
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Bl Modifying the Default Response Workflow

File Templates Designer Test Wiew Tools Help

= i 5 =
B EEIEHAE R EREREE:
Mavigation u u Response Workflow Business Logic Template

Business Logic Templates

=7

Open Business Logic Template

&

s Logic Template

Business Logic - Response Workflow...

se Workflow Business Logic

Open business Logic Template
Start

Mew Business Logic Template

Expand All Collapse All

=]

Search

| Actions
[ Call External Method
\2. Create Report
L4 PowerShell Action
5 Send E-Mail
| Flow Control
['| Decision
4 Flow
[ Manual Decision
75 Manual Switch
11 Parallel Flow
=8 Switch
| Manual Actions
@ Acknowledge Task
@, Manual Task Execution

= - . 'LI
4 | »

E:fﬁl|5earch: Clear
= Misc
DisplayName Respanse W

Open Business Lagic Template

roweren ey G5 PROXIMEX | (aal £

Step 4

In the Select a Business Logic Template window that appears, scroll through the list of templates and

select the Sequential Response Workflow Business Logic template. Click OK.

Select a Business Logic Template

MName

Response Workflow - Forced Door_old. ..

B
]

Manual Task Execution R;R-nse Waor., .,

=) Marwal.. 7 ..

;—l Response Workflow Business Logic Te... Respo .

E Schedule Business Logic Create, .,

E ©n-Demand Business Logic on-De...

;—' Evert Business Logic Create. ..

;3 Alert Business Logic Create. ..

;—l Alert Status Business Logic Alerts...

E Create Alert - IP Device Alerts Raise ... o ... .. 91 |

E Create Alert - all in Hisrarchy Raise .. iy’ o0 0 S0

| ScheduleURLTest Create.. o ssa Cancel I
%

The business logic template appears in the workspace.
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Modifying the Default Response Workflow [l

Sequential Response Workflow Business Logic

tisl R

Business Logic Expand All Collapse All
- i

Start
@ Acknowledge Task 1 I

@ Acknowledge Task 2 I

[Aa | Text Box Task

L] I _>l;I

Step5  Click the Properties button in the toolbar.

The Response Business Logic Properties window appears.

.f:-'Response Business Logic Properties

Help Link:
Fikkp: f e, provdmes:, com

[ i e IS

oelect Alert Type

Selected Alert Type(s): Forced Entry at Input, Physical Tamper at Keypad

Alert Source: Al [~
Check all | Uncheck all
ﬂ Name Description Source d
] Count Correlation Event Count Within Specified Time For Sensor &l... Proximex
] GPS Location Correlation Events For Al Senosrs Within The Gpslocation &l... Proximex
] areacCorrelation Events For Al Sensors Within The Area alert Proximen
] Remainder - correlation Remainder - correlation alert Proxime:x
] Mot Condition - correlation Mot Condition - correlation alert Proximen:
] CODE Tamper at Keypad Card Swipe Denied Access Alert Hirschielocity
|v| Forced Entry at Input Door Forced Open Alert Hirschielocity

Hirschielocit:
3 Card Reader Tamper Alerk Hirsch¥elocity
Alarm at Exp, Input Expansion Input Alert Hirschielocity

|1 Remainder Remainder Alert Hirschielocity “

Validate OK ‘ Cancel |

Doot Open Too Long Alert

Step6  On the Alert Type tab, select the alert type to which this Response Workflow should apply. You can also
refine the scope to only apply to certain alert sources by making a selection from the Alert Source field.

Step7  Click the Location tab and select the Monitoring Area to which this Response Workflow applies.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Modifying the Default Response Workflow

_D]x]

'r Response Business Logic Properties

Help Link:

hittpe e, proximen:. com

— TVD Ovrer

Al Areas
& Select Area

Selected Arear AreaP

Monitoring Tree:
E Global Zone

(= QP

a L_:' Zoneb
| g Areas

Yalidate OK I | Cancel

Click the Owner tab and select the user to whom this Response Workflow should be assigned: the alert
owner, a specific user, or a user group. If Alert Owner is selected, Response Workflow ownership will
be changed whenever the alert owner changes. If either User or User Group is selected, Response

Workflow ownership will not change for the lifetime of the workflow.

Step 8

£ Response Business Logic Properties

Help Link:
Iitkp: /e proximesx . com

Alert Type Locatio

Select Response Workflow owner-

" User:

<

¢ User Group:

| Validate OK I Cancel i

Step9  Click Validate to verify the target for this Response Workflow.
Step10 Click OK.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 11

Setting Up Notification for Response Workflows [l

You can also assign ownership for each task within the Response Workflow by selecting the task
component and viewing its properties. Click the Owner tab to specify the owner of that response task.
If Inherit Response Workflow Owner is selected, the task owner will be the Response Workflow
owner. If Alert Owner is selected, the task owner will be same as the alert owner. If User or User Group
are selected, the selected user or user group will be assigned task ownership.

Eile Templates Designer Test Wew Tooks Help

Bl EEIEIEE BESIEREEES E ECE

Mavigation WISl Sequential Response Workflow Business Logic
‘orkflow B ss Logic

Business Logic Templates <] Sequential Respar dusil

=

Open Business Logic Template

Business Logic Expand All Collapse AN
, Sequential Response Workflow Business Logic 4| | Click the activity then

£ Acknowledge Activity Properties i*i I click the Propcrty
Type: u Action

button. Click the Owner
" . .
Display Mame: Acknowledge Task 1 tab m the dlalOg'
Description: Acknowledge Task 1 J
@ Acknowledge Task 1
General | Alert Action  Cwner | Notificakion

Select the owner of this particular task- |

¥

% Inherit Response Workflow Owner Y

€ Alert Owner
@ Acknowledge Task 2
 User:

€ User Group: & |

Aa | Text Box Task |

I _>|"
e

<

I Allow awrer o reassign this task

Setting Up Notification for Response Workflows

~

Note

As part of a Response Workflow, security personnel can be sent email notifications by PSOM. To enable
this functionality, you must:

e Provide email addresses for each user that should receive notifications.
¢ Configure the SMTP Server that PSOM will use to sent email notifications.

¢ Set notification properties for tasks within the Response Workflow.

Email is sent in batches of 100 emails every 30 seconds.

Providing Email Addresses for Users

To provide an email address for a PSOM user, follow these steps:

| oL-28432-01
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B Setting Up Notification for Response Workflows

Step 1
Step 2

Step 3

Step 4
Step 5

Procedure

Click the Security icon in the Administration Console.

Click the Users icon.

The Security User Manager window appears with the Users tab selected.

Select the user account for which you want to provide an email address, and click the Edit button.

The Edit User window appears.

Enter the email address to which to send notifications from the Response Workflow in the E-mail field.

Click OK.

Configuring the SMTP Server

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11

For PSOM to send email notifications, it must have an SMTP server defined that it can use to send email.

To define an SMTP server, follow these steps:

Procedure

Select File > Preferences.

Click SMTP under Server.

Click Add.

Enter the host name or IP address where the SMTP server is running in the Server Name field.

Enter the port number under which the SMTP server is running in the Port field. If you choose to use
secured communications, be sure to specify the correct port number for SSL or TLS connections.

Enter the domain under which the SMTP server is running in the Domain field.
Enter the user name for logging into the SMTP server in the User Name field.
Enter the password for the SMTP account in the Password field.

Enter the email address to use for primary contact in the Contact email field.

Check the Use Secure Connection option if you want to send emails using an SSL or TLS connection.

Click Test Email to test the connection to the SMTP server. If the email was sent succesfully, a success
message appears. Otherwise you might see an error message.

Set Notification Properties for Tasks

Within Response Workflow tasks, you must set the notification properties for that task. For example, the
Notification tab of an Acknowledge Task is shown next.
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How Response Workflows are Triggered ||

7 acknowledge Activity Properties

Type: u Ackion
Display Mame: Acknowledge Task

Description:

General | Alert Action | Cwnerfll Motification

™ Motify owner when task is active

Select this option to send a notification to the task’s

[~ Prompt user to confirm bask completion owner when the task is active.

Confirmation message-

: Select this option to send a message to the operator
Task completion cannot be un-done. .
Do ol want ko complete this task? when marking a task as complete. Enter the
message that should be displayed to the operator.

[a]4 i | Cancel ‘

¢ Check the Notify owner when task is active option to send an email notification to the task’s owner
when the task has been activated as part of a Response Workflow.

¢ Check the Prompt user to confirm task completion option if you want to send a message to the
operator when marking a task as complete. Enter the message that should be displayed to the
operator.

How Response Workflows are Triggered

The combination of alert type and Monitoring Area selections when defining your Response Workflow
determine when the Response Workflow will be triggered.

e If an alert type and a location (Monitoring Area) are specified, the Response Workflow will be
triggered if an alert of the specified alert type is raised in the specified location.

e Ifonly an alert type is specified, the Response Workflow will be triggered if an alert of the specified
alert type is raised in any location.

Priority for executing competing Response Workflows is handled as follows:

¢  When an alert occurs in PSOM, only one Response Workflow will be triggered, in this order of
priority.

— First priority—Workflows where the alert type and Monitoring Area are specified.
- Second priority—Workflows where only the alert type is specified.
— Last priority—General Response Workflows.
For example, consider these two Response Workflows:
¢ ResponseWF WF-1—Targets AlertType-A in Area-1.
¢ Response WF WF-2—Targets AlertType-A with no specified Monitoring Area.

If an alert is raised of type AlertType-A, and it is raised in Area-1, then Response
WEF-1 will be triggered.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Diagnosing Response Workflows

If an alert is raised of type AlertType-A and it is not raised in Area-1, then Response WF-2 will be
triggered.

Diagnosing Response Workflows

As administrator, you can review the Response Workflows that are currently active in PSOM and
diagnose response performance.

To diagnose the performance of Response Workflows in PSOM, follow these steps:

Procedure

Step 1 Click the Diagnostics icon in the Administration Console.
The Diagnostics window appears.

Step2  Click the Response Workflows icon.
The Response Workflow Parameters window appears.

Step3  Choose a time range to retrieve results from the Range field, or enter specific start and end times from
the Start Time and End Time fields.

Step 4 Select a status for retrieving Response Workflow data from the Status field: All, Started, Pending,
Completed, Canceled.

Step5 Click OK.
Results appear and can be printed by clicking Report...

Administering Cisco Physical Security Operations Manager, Release 6.1
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Managing User Permissions to Response Workflows

@ Response Workflow Manager

Description &

Report Create User - Kiran Jain

Report Create Time - 11/7/2011 11:19:14 AM

Start Time - 11/1/2011 10:18:17 AM

End Time - 11/7/2011 11:18:17 AM

Status - All
Name v Status  Update Time Progress @ Owner I.Type 1D ~

8 Secuerial Response Worov. ... Strted | 11/7/2011 %16:04 A | o I T Y

Sequential Response Workflow ... (3] Started 11/7/2011 9:11:08 AM 0% @ Matthew Wu 1 Alert EL]
Sequential Response Workflow ... (5] Started 11/7/2011 9:10:01 AM 0% @ Matthew Wu 1, Alert a7
Sequential Response Workflow ... T3] Canceled  11/7/2011 9:09:17 AM 0% @ Matthew Wu 1y Alert 96
Sequential Response Workflow ... '3 Canceled  11/7/2011 9:07:55 AM 0% @ Matthew Wu _ﬂ Alert a5
Sequential Response Workflow ... T3] Canceled  11/7/2011 9:06:57 AM 0% @ SysUser A Alert 94
Manual Switch Response Workfl... T3 Canceled  11/7/2011 9:04:56 AM 0% @ Administrator  fy Alert 93 I
Manual Switch Response Workfl... T3 Canceled  11/7/2011 9:04:56 AM 0% @ 1y Alert
Manual Switch Response Warkfl... 73 Canceled  11/4/2011 4:09:46 PM 0% @ Administrator 1y Alert
Manual Switch Response Waorkfl... '3 Canceled  11/4/2011 4:09:45 PM 0% @ Administrator _ﬂ Alert
Manual Switch Response Workfl... T3] Canceled  11/4/2011 4:00:46 PM 0% @ Administrator  #, Alert |
Manual Switch Response Workfl... T3 Canceled  11/7/2011 9:04:56 AM 0% @ Sandia Hsu 1y Alert 59
Manual Switch Response Workfl... T3 Canceled  11/4/2011 10:35:48 AM 0% @ Sandia Hsu 1y Alert 58]
Manual Switch Response Warkfl... ] Completed 11/4/2011 10:48:33 AM [ L2 o Sandia Hsu _;} Alert 57
Manual Switch Response Waorkfl... '3 Canceled  11/4/2011 4:09:46 PM 0% @ Administrator _ﬂ Alert 56
Manual Switch Response Workfl... T3] Canceled  11/4/2011 4:09:45 PM 0% @ Administrator  #, Alert 55
Manual Switch Response Workfl... T3 Canceled  11/4/2011 4:00:46 PM 0% @ Administrator  fy Alert 54
Manual Switch Response Workfl... T3 Canceled  11/4/2011 4:09:46 PM 0% @ Administrator 1y Alert 53
Manual Switch Response Warkfl... 73 Canceled  11/4/2011 4:09:45 PM 0% @ Administrator 1y Alert 52
Manual Switch Response Waorkfl... '3 Canceled  11/4/2011 4:09:47 PM 0% @ Administrator _ﬂ Alert 51
Manual Switch Response Workfl... T3] Canceled  11/4/2011 4:00:45 PM 0% @ Administrator  #, Alert 50
Manual Switch Response Workfl... T3 Canceled  11/4/2011 4:00:45 PM 0% @ Administrator  fy Alert 49
Manual Switch Response Workfl... ] Completed 11/4/2011 10:48:49 AM [ L ¢ Sandia Hsu _;} Alert 48
Manual Switch Response Warkfl... 73 Canceled  11/4/2011 4:09:45 PM 0% @ Administrator 1y Alert 47
Manual Switch Response Waorkfl... '3 Canceled  11/4/2011 4:09:45 PM 0% @ Administrator _ﬂ Alert 46
Manual Switch Response Workfl... ﬂ Completed 11/4/2011 10:49:35 AM [ L @ Sandia Hsu _;} Alert 45
Manual Switch Response Workfl... 7] Canceled  11/4/2011 4:09:45 PM 0% @  Administrator 1, Alert 44“

Managing User Permissions to Response Workflows

You can set permissions for users that control whether they can view and execute Response Workflows

Step 1

Step 2

in the Operation Console. By default, only Power Users and Administrators have these permissions.

A user can execute or modify a response task by meeting one of these criteria:

e The user is the owner of the response task item.

e The user belongs to the group that owns the response task item.

e The user has the permission Execute any Response Workflow in the Security User Manager. This

section describes how to assign a user this permission.

To set user permissions for Response Workflows, follow these steps:

Procedure

Click the Security icon in the Administration Console.
The Security window appears.

Click the Security Roles icon.

| oL-28432-01
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M Managing User Permissions to Response Workflows

The Security User Manager window appears with the Roles tab selected.

Step3  To change permissions assigned to a user role, select the role in the list and click Edit. The Edit Security
Role window appears.

Step4  Check or uncheck these permissions under the Permissions area: Execute any Response Workflow and
View all Response Workflows.

Step5  Click OK when finished.

Administering Cisco Physical Security Operations Manager, Release 6.1
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CHAPTER 1 4
Managing Business Logic

In PSOM, business logic is used to raise alerts based on predefined conditions and handle post-alert
response management actions that should be taken when certain alerts are raised. The business logic
templates capture your business processes and requirements for alert creation and response based on the
alert’s status, schedule, Monitoring Area or threat level. Business logic allows security personnel to
concentrate on execution of planned responses instead of reassessing unfolding situations. It enables
optimal response to real-time tasks, reducing vulnerability, and frees the attention of responding
individuals so they can better respond to any unplanned turn of events.

PSOM supplies business logic templates that you can customize for your own needs. Once a business
logic template is applied to the Monitoring Hierarchy, it becomes business logic policy.

You can also design and configure business logic templates using the Business Logic Designer, and then
test and verify their behavior using the Business Logic Designer. The PSOM business logic engine is
based on common off-the-shelf (COTS) technology. PSOM uses the advanced business logic engine
embedded in Microsoft .NET Framework version 4.0. This engine was originally built for Microsoft
BizTalk Server and is designed for enterprise use, highly scalable, and extremely flexible.

Note  .NET Framework version 4.0 and PowerShell 2.0 are required to use PSOM business logic.

This chapter includes these topics:
e Designing Business Logic in the Business Logic Designer, page 14-1
e Managing Business Logic using Templates, page 14-7
e Testing Business Logic Templates in the Business Logic Designer, page 14-38
e Applying Business Logic Policies, page 14-41
e Importing and Exporting Business Logic Templates, page 14-45
e Using Global System Variables in Business Logic, page 14-46
e Storing PowerShell Scripts for Business Logic, page 14-47

Designing Business Logic in the Business Logic Designer

To design business logic in the Business Logic Designer, follow these steps:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Chapter 14

Managing Business Logic |

Procedure

Designing Business Logic in the Business Logic Designer

Step 1
Designer.

Or, click the Business Logic icon in the Administration Console.

The Business Logic window appears.

Step 2

Click Business Logic Designer.

The Business Logic Designer window appears.

These buttons let you open, create,
import or export business logic policies.

Fie  Templat,

=
B
=]

-l FISIEY

LJLJ Physical Security Information Management

Navigation

Business Logic Templates

=
&

d

Dpen Business Logic Template

Mew Business Logic Template

5: Others

&J

iZreate a new Business Logic template

Designer  Test Wiew To\s  Help

Business Logic

& curity Management

The Activity List holds all the icons
you can add to a business logic

template.

k=] o6 [ 2] 5K

Expand All Col

Select Start > All Programs > Cisco Physical Security Operations Manager 6.1 > Business Logic

The Test button lets you
test and verify business

llapse A

logic execution.

rch

4, Scheduled Business Logic

The workspace is
where you build
the business logic
policy.

A |100%

¥

'LEL‘IE

= Actions -1
& Call Everbridge
[%l. Call External Method
@ Call web Service
& Camera Control
i Create Admin Alert
il Create Alert
& Create Report
) Delay
B pos command
@ HTTP Send
‘& TPICS Notify
|7 ODBC Action
L4 PowerShell Action
5 Send E-Mail
== Sensor Synchronizatior

%

30 4L | search: Clear

Property editing not available

roweren 51 G PROXIMEX | (3a| 3

Along the top of the window is the Business Logic Designer toolbar which has buttons you can click to
open an existing business logic template, create a new business logic template, or import/export business
logic templates. It also includes the Test area where you can verify the configuration of business logic

templates as well as perform a test run.

Along the right side of the window is the Activity List which contains the icons you can drag into your
workspace to build your business logic template. See the “Understanding Business Logic Components”
section on page 15-2 for a description of all the icons.

In the center of the window is the workspace where you build your business logic template. At the top
of the workspace is the designer toolbar. Table 14-1 provides information about the toolbar and its

buttons.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Designing Business Logic in the Business Logic Designer 1l

Table 14-1 Buttons in the Business Logic Designer Toolbar

This icon... Does this to the Business Logic Design...

Opens an existing business logic template.

Saves the changes to the business logic template.

Saves the business logic template under a new name.

Opens the Business Logic Policy Manager window for adding, modifying, or deleting
business logic templates.

Opens the Business Logic Policy Manager window for applying business logic.

Creates a new business logic template.

& | & ‘-I' ‘-I'- Ik& L,%li?} <0

Imports an XML file that defines a business logic template.

Exports the current business logic template configuration to an XML file.

Zooms in to show a closer view of part of the business logic workspace.

Zooms out to show a larger area of the business logic workspace.

Grabs and pans around the business logic workspace.

Selects items in the business logic workspace.

Saves the selected activity icon after changes have been made to its properties.
Creates a custom activity in the Activity List that can be reused in other business
logic.

S5
[

Cuts the selected item from the workspace.

Copies the selected item in the workspace.

Pastes the copied item into the workspace.

XKLy 8<

Deletes the selected item from the workspace area, removing it from the business
logic template.

Displays the Properties window for the icon that is selected in the workspace.

Verifies the current configuration of the business logic template.

Sets or clears a breakpoint for testing purposes. The action is performed on the icon
that is selected in the workspace.

Starts a test of the business logic template.

Continues a test of the business logic template after a breakpoint.

Cancels a test of the business logic template.

Launches the PSOM Administration Console.
Launches the PSOM Alert Console.

g0 e e @ i

Step3 A new business logic template should already be open in your workspace. If not, click New Business
Logic Template under Business Logic Templates in the Navigation Pane.

The Select Business Logic Template Type window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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_f:';'SeIect Business Logic Template Type

Business Logic Template Types:

Event Business Logic
T % Create Business Logic bo raise alerts from events/alarms sources (i.e. access control systems, etc.)

Schedule Business Logic
H| Create Business Logic ko schedule actions and activities ko be run on periodically

Y On-Demand Business Logic
- Create Business Logic ko enable operatars to execute actions and decisions through the Operator C

Alert Status Business Logic
= | Create Business Logic ko execute actions and decisions when there is a change in alert status

&: Response Workflow Business Logic
Create Response Warkflow Business Logic to execute actions when there is an alert

|

Stepd  Select the type of business logic template you want to create and click OK.
Your new business logic template appears in the workspace.

Step5  Drag icons into the workspace that you will need for the business logic template.

Step6  Connect the icons in the workspace to create the flow between them.

~

Note  Once a component is connected, it cannot be renamed.

In testing and real deployment, not all components need to be connected. Especially for
debugging, having multiple versions of the same component that you can alternate for
connectivity provides useful information. If a component is not connected, it is not executed.
Components do, however, need to be configured properly even if they are not connected.

Step7  Set properties for each component in the workspace. You can right-click the icon and select Properties.

' DOS Comman Open
53 Copy
@ Paste

Copy as Image ? Save the diagram as an image file: JPG/PNG/GIF.

Copy the diagram as an image to the Windows clipboard.

Save as Image Save the activity.

Save for later use Set or clear the breakpoint on the current activity.

Set/Clear Breakpoint

Resume from previous breakpoint during simulation.
Continue Run — p P £

Show Properties Show the property dialog for the activity.

Undo Previous Step  ~—_ {Jndo the last modification to the activity.

Redo Previous Ste . . ..
P —— Redo the last modification to the activity.
Set as Start Node

\ Make the current activity the first activity after Start.

Administering Cisco Physical Security Operations Manager, Release 6.1
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" Egcalate Conditioniactivity Properties

Designing Business Logic in the Business Logic Designer

This next example shows a business logic template that escalates alerts based on status; if an alert has
critical severity and it has not been escalated after 10 seconds, then it is escalated to the Administrator
group, otherwise it is not escalated.

Type: Acti
g ction
Type: |@ Decision-Action | il LE |
i . Dizpieyllane ‘Create Alert |
Display Name: |Escalate Condition | —
N Description: [ |
Drescription: [ |
™ Ignore remainder events
.‘J i
‘Wait For (seconds): ] a Sensar History by Time | Sensor History by court | Yideo
[~#lert Matching —Display recent sensor events by Time
tecing: ¥ Enabed
I~ Severity ad l—g -Jl IMax number of events ko show in last specified hours. .. [S events] events
[ slert Status % |Ll_1 CInEn d| IMax number of hours to show... [2 hours] hours
™ Escalation Status ad | - Mot Escalat Jl Heading:
|Events within time specified |
—Escalate Alert ko UserfUser Group
% User: | ‘ 3 ]
~ User Group: | ‘ U |

Type: n Action A Powershell Action
Display Name: Send E-Mail P Pz contral
Description: "~ | P send E-Mal

L T Alert P st lert Context
~SMTP Mail Condition

0K I Cancel
= e [ L el I Cancel

ODEC Ackion

Server Name: localhost

Port: 25
Domain:
User Name:
: Password:
™
I Erom:
Subject: |Test Email
M | Message: Test email

[~ Use Secure Connection
[ Print Alert Header

| f_ Print Instruction

! Delay Activity Properties

Type: L. Compasite

Display Mame: ‘Delay |

Escalate
Condition

Description: [

@ Send E-Mail

Delay {in seconds):

L OK I Cancel

Lo e

The next example shows a business logic policy in which alert severity is changed based on the
Homeland Security threat level. If an alert is raised in the perimeter of the airport, then check the current
Homeland Security threat level. If the Homeland Security threat level is at least set to High, then raise
the current alert severity one level higher and escalate to the Administrators group.

| oL-28432-01
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.fj-'ThreatLevel Activity Properties

Type: @ Dedision Type: @ Decision
Display Mame: Threat Level Display Name: Maritor Hisrarchy
Description:
Description: | fescrip -
) st
Threat Leve! Indicator Selected Sitefs): ] " |
Type: Homeland Security u
s |
b Greater Than Or Equal To | [@]L g
Level reater Than Ur fquallo u @ o a Manitaring Tree: Selected area's sensor(s):
. Airport a
2 @[] Arizona

4 &[] Calfforria Bay Area
G PoIE . Cormmuter Terminal
u:ﬂ _@;D Perimeter North

(33 [ Perimeter west
Type: A Action ] Terminal 1
Terminal 2 East
Display Name: Set Alert Severity ‘@‘)D X
@[] Terminal 2 West
Description: al J &[] Undesignated 2, SendEmail Acti =
ol :
Setk Severity Level Type: A Action
¥ Severity: [ a Display Name: send E-Mail

I M Start
. Description: e

™ Raise Severity by one level

™ Lower Severity by one level

~SMTP Mail
I ',_d; Simulate Ale Server Name: localhost
0K | Cancel e >
Y 4 Domain:
%\ / E User Name:
Threat # Maonitor Password:
E ¥ Hierarchy
To:
L]
W Erom:
Subject: Test Email
| Message: Test email "~
10 Set Severity d
[ Use Secure Connection
[ Print Alert Header
r [ Print Instruction
| —
== 0K Cancel
Step8  Click the Save Activity icon & in the toolbar when you make changes to the properties for a

component and want to save it. The Activity will be saved as a new component in the Activity List and
can be reused in other business logic.

~

Note

You must change the name of the Activity in order to save it. Otherwise, you will receive a
warning message and you will not be able to save the Activity.

Step9  Click the Save Template icon in the toolbar | ] when you are finished building your business logic

template.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Managing Business Logic using Templates

PSOM supplies business logic templates that you can customize for your own needs. There are several
different types of business logic templates:

e Event Business Logic—determines which events from existing alarming systems should be raised
as alerts in PSOM. Business logic can be defined so that only certain event types will be raised as
alerts, and that different severity and actions will be associated with certain events so that alerts in
PSOM have the appropriate severity and associated actions. When applied to the Monitoring
Hierarchy, the default template automatically pulls events from Integration Modules into PSOM as
alerts on the corresponding Sensors and Monitoring Areas.

e Alert Business Logic—defines alert response based on the alert’s status, schedule, Monitoring Area,
or threat level after an alert has been created.

e Schedule Business Logic—provides a calendar-based execution of business processes. For example,
an RSS Alerts activity can be defined to generate alerts from RSS feeds such as severe weather alerts
from the Weather Channel or earthquake alerts from U.S. Geological Survey.

¢ On-Demand Business Logic—enables custom actions to be added to the Operation Console to allow
operators to execute functionality such as disarm a Sensor or start a group intercom conversation
from a Monitoring Area.

e Alert Status Business Logic—defines business logic that should occur upon status changes for
selected alert types.

¢ Response Workflow Business Logic—defines actions that operators should take to respond to alert
conditions.

Inside business logic templates you can add actions (such as sending email or launching programs when
certain conditions are met) and you can integrate PowerShell scripts for complex decisions or data
correlation with existing systems (such as Microsoft SQL Server or Exchange Server).

Creating an Event Business Logic Template Based on the Default Template

An Event Business Logic template determines which events from an access control device should raise
alerts within PSOM, and the appropriate severity and actions that should be associated with those alerts.
For example, when a suspect tampers with a card reader a Critical alert might be raised and a notification
email sent to appropriate people; however, in a case involving a Sensor that is open too long, a Medium
risk alert may be raised without any email notification. Event Business Logic templates can be
customized based on the sensor type and location.

You can create a single Event Business Logic template that triggers the same action and assigns the same
severity level in PSOM for multiple alert types. Alert types are matched based on the alert description
or a customized “event match” string that should correlate to the event’s ID or description in the 3rd party
system. Matching is performed using exact matching or regular expressions.

A remainder policy enables all unspecified alert types to be handled by this alert, except whatever alerts
are specifically excluded using a filter mapping.

The alert generated by Event Business Logic is calculated per Sensor, per Monitoring Area, per business
logic policy, per event. For example, assume there is 1 external device that maps to 2 Sensors in PSOM,
and each Sensor resides in 2 Monitoring Areas (total of 4 Monitoring Areas containing 2 Sensors), and
2 Event Business Logic policies are applied in PSOM related to the device. In this case, 8 alerts will be
generated in PSOM for each event generated by the device.

| oL-28432-01
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S

Note

Step 1
Step 2

Step 3

Step 4

Per device event:

2 Sensors x 2 Monitoring Areas x 2 business logic policies = 8 alerts in PSOM

e To create a new business logic template from scratch, see the “Designing Business Logic in the
Business Logic Designer” section on page 14-1.

e Because Event Business Logic raises an alert by default on the source Sensor, customers of AgentVI
or Nextiva may want to use an Event Map Filter activity to specify the target sensor type to be
“Camera - Stationary”, “Camera - PTZ”, or “Camera - Others” so that the alert will be raised on the
associated camera sensor instead. See the “Configuring Event Map Filter Properties” section on
page 15-59 for details.

To create a new Event Business Logic template based on a default template, follow these steps:

Procedure

Click the Business Logic icon in the Administration Console.
Click the Business Logic Templates icon.

The Business Logic Policy Manager window appears.

Click New Business Logic Template.

The Select Business Logic Template Type window appears.
Select Event Business Logic and click OK.

The Business Logic Designer window appears with a new Event Business Logic template.

File  Templates Designer Test  Wiew Tools  Help

H EEIEIEIE BRI RIS

Mavigation

ElE)E=lE] Gl

Business Logic Templates d

B Business Logic

Open Business Logic Template

&

Mew Business Logic Template

Expand All

Fl Actions

“U Add Alert Note

& call Everbridge

[41 Call BExternal Method
© Call Web Service
& Camera Contral

i, Create Admin Alert
i1, Create Alert

‘]‘_5; Create Report

5 ) Delay

@ pos command

— ‘@ HTTP Send

‘& IPICS Notify

|l ODBC Action

L4 DewarChall Artinn i
4 | 3

gugl | Search: Clear
El Misc
Name Business Log

-3, Moritoring Business Lagic

Create a new Business Logic template

roweneo sv G PRONIMEX |/l £
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Step5  Click the Save button in the toolbar.

Managing Business Logic using Templates

Step6 In the Template Name field, enter a name for this business logic template.

Step7  In the Description field, enter information about the behavior of this business logic template.

Step8  Click OK.

As configured, this Event Business Logic simply generates PSOM alerts from raw events generated by

an Integration Module.

You can customize this business logic to add actions or specify alert severity for generated alerts.

Step9 In the business logic design area, select the Create Alert icon and click the Properties button.

File Templates Designer Test Wew Tools  Help

Mavigation Bl Event Business Logic

Business Logic Templates d

Create custom bus

E Business Logic

©Open Business Logic Template

2

[ew Buginess Logic Template

Select the Create Alert
icon and click the
Activity Properties
button.

Logic Templates

H EEIZIBEE EERIEEE

=

Collapse All

BEIE EFREE =

Activity Properties

Wiew activity properties

SCATCIT

L4 Deamar@hall Actinn _l;l
4 I I 3

Fl Actions =

"W Add Alert Note

i Ccall Everbridge

[4. Call External Method
‘& Call web Service
‘@ Camera Control

i, Create Admin Alert
i1 Create Alert

“_:L: Create Report

) Delay

@ pos command

@ HTTP Send

@ IPICS Notify

| ODBC Action

ual | Search: | clear

B Misc
ActivityTypeName  Create Alert,
DisplayName Create Alert

Create & new Business Logic template

rowenen v G PRONIMEX | tnal £

The Create Alert Activity window appears.
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Step 10

Step 11

Step 12

Step 13

Step 14
Step 15

.0_ Create AlentsAchivity Qﬂ
Type: u Action
Display Mame:

Create Alert

Drescription:

If this template will apply only to
specific events, check this option to
ignore other unspecified alerts.

—— [~ Ignore remainder events
Sensor History by Time | Sensor History by count | Video

Display recent sensor events by Time

¥ Enabled
Max number of events to show in last specified hours... [5 events] 5 | everts
Max number of hours ta show.... [2 hours] 2 | hours
Heading:

Events within time specified

oK i |  Cancel

If you plan to customize the Event Business Logic for specific types of events, and do not want actions
to be triggered for other unspecified alert types, click the Ignore remainder events option. If you want
this business logic to apply to all events generated by the Integration Module, leave this option
unchecked.

To enable recent events to be displayed based on occurrence time, check the Enabled option on the
Sensor History by Time tab. Then set the maximum number of events that can be returned for this type
of query, and the maximum number of hours of events to show. Enter a descriptive heading to be
displayed with this information.

To enable recent events to be displayed based on a count of alerts occurring within a specified time
frame, check the Enabled option on the Sensor History by Count tab. Then set the number of minutes
before the alert occurred to begin displaying events, and the maximum number of alerts to display for
this time period. Enter a descriptive heading to be displayed with this information.

To enable recorded video to be displayed for alerts created by this business logic, check the Enabled
option on the Video tab. Then set the number of seconds of recorded video to be returned with alerts by
this business logic; negative values indicate pre-alert video should be returned, positive values indicate
post-alert video should be returned.

Click OK.

If you want to define an action that should occur when the specified events are raised, you can drag the
appropriate action icon to the workspace. For example, to automatically email alert details to certain
individuals when this event occurs:

a. Drag a Send Email activity to the workspace.
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File Templates Designer Test Yiew Tools Help
= = i —= [ = i
Bl EEIZIBE EERIEEBEELIE EF R EE] ==
Mavigation Il EventBusiness Logic
Business Logic Templates o ]
E Business Logic Expand All Collapse All
Open Business Logic Template ;I @ ggﬁ I?\!‘eerrtb:;;i =
;:ﬁ;j [%. Call External Method
w Call Web Service
Mew Business Logic Template é Camera Control
ik Create Admin Alert
ik Create Alert
~ \‘_:_- Create Report
L) Create Alert () Delay
@ pos command
Drag the Send & HTTP Send
EMail icon ‘& IPICS Notify
from the 2 ch)Bc SArftll(lj:C’['
.. . wershel ion
Activity Listto s S -
the workspace. @ s l o 1 .rl
anal | Search: Clear
El Misc
ActivityTypeName  Send Email £
[ x DisplayName Send E-Mail
v
A 100% M G &
Create a new Business Logic kemplate FOWERED BY e‘ PROXIMEX ﬂ B

b. Select the Send Email icon in the workspace and click the Properties button. The Send Email
Activity Properties window appears.

' sendEmail Activity Properties
Type: u Action
Display Mame: Fend E-Mail - Enter a display name for this activity.
Description: |
i— ~ Enter the name of the email server.
il |
Server Mame: localhost /| Enter the port under which the email server is
Port: 5 ‘ ‘ running.
Darmain: ~————— Enter the domain for the email server.
U (et ~———— Enter login credentials for the email server.
Password:
Ta: .
] Enter To, From, Subject, and Message.
rom:
Subject: Test Email
Message: Testemal
[T Use Secure Connection
[ Print Alert Headsr
[ Print Instruction

c. Complete the fields as necessary and click OK to save your changes. See the “Configuring Send
Email Properties” section on page 15-30.
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d. Connect the Create Alert icon to the Send Email icon so that the Send Email icon will execute
after the Create Alert icon executes.

To connect two icons, select the first icon and drag one of the circles on its outside border to the
second icon, then release.

Create Alert

@ Send E-Mail

Step 16

ay
(/A Create Alert l

1

Lk
@ Send E-Mall

o~

/ L Create Alert

@ Serd E-Mail

If you want to specify the events to which this business logic will apply:

a. Expand the Decisions-Actions group in the Activity List, click the Event Map Filter icon, and drag

it to the workspace.

P Eve
8

£4 PowerShell Decision
Bl Decisions
. Geolocation
i Geolocation Switch
"% Monitor Hierarchy
« Monitor Hierarchy Sv\lti_-|
Kl | »

™,
/n Create RSt

_J
@ Send E-Mal '

B3

Event Map
Filter

b. Select the Event Map Filter icon in the workspace and click the Properties button. The Event Map
and Filter Activity window appears.

MapiandRlerAchivt

Type: 3 Decision
Display Mame: Event Map Filter
Description:

—Map Filters

Event Match

v Event Source

Recard 1.of 1

Type

L Medium | MadiFy...

QO

oK I | Cancel

c. Enter a new display name for the component in the Display Name field.
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d. Enter information about the component in the Description field.

e. Focus the business logic on a specific event by clicking the Add button and creating a new filter for

that event.

18 fef ElF] L= SE L e

—Event Match

—Match Source
Event Source: Any Source
Match Type: Contains Match
Match Description: Faorced Entry

™ Case Sensitive

—Match Criteria |
By Status: ﬂ Open -
By Sevetity: o;nny Severity u
By Sensor Type: Any Sensor Type L

—Settings ko Raise Alert

Alert Description

Enter parameters for matching the event
source.

Enter parameters for matching the event
status, severity or sensor type.

% Use exact description from Event Source
i Use System Alert bype description

" Use custom description

Alert Severity: D) Defaul ]
Syskem Alerk: Best Match Events d
e Sy W camera - Stationary -
Types: || camers - PTZ =

|1 Camera - Infrared

[ Access Contral [~ |

¥ Filter Enabled
a4 | Canicel

Specify the description, severity, and
target Sensors for the raised alert.

See the “Configuring Event Map Filter Properties” section on page 15-59 for how to define filters
that specify certain events to which this business logic should apply.

f. Click OK to save your changes.

g. Delete the connection between the Start icon and the CreateAlert icon by selecting the connection

line and pressing the Delete key.

h. Connect the Start icon to the top of the Event Map Filter icon.

i. Drag a Decision icon to the workspace.

| oL-28432-01
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Step 17

Business Logic
] Buisiness Logic

1|

Y
| “: Create Alert l

.
|@ Send E-Mall I

Expand All Collapse All

0-

EED

Q@
Event Map
S Filter
WI It ;

Search

= Decisions
|-& Geolocation
¥ Geolocation Switch
“%] Monitor Hierarchy
« Monitor Hierarchy Swit
 Schedule Condition

-** sensor Event Count Cc
L)

= Flow Control

1 ]
Trug| False|

De&on

=

IL:|

Decision
ow
wlx Switch
= Sensor Commands
[%. Lock Door

[Z Onen Door iad
| | 5

EHay

i1 41| search: Clear

B Misc

False
True

FalseLabel
TrueLabel

j. Connect the Event Map Filter icon to the top of the Decision icon.

k. Connect the True segment of the Decision icon to the top of the Create Alert icon.

$
L€
Start

"y
: n Create Alert

)

Event Map

{ Filter

L

Diecision

@ Send E-Mail l

If you want to only generate alerts when the Sensor is in a Monitoring Area in the Monitoring Hierarchy,
add the Monitor Hierarchy icon to the workspace in between the Start icon and Create Alert icon.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1

0L-28432-01



| Chapter14

Managing Business Logic

Step 18

Step 19

Business Logic
J Business Logic

Expand All Collapse All

Managing Business Logic using Templates

Search
Ba IJCL AICIL Sldlds
Decision-Actions
|~g Event Map Filter
7 ODBC Condition

e-l

Skart

3 Monitor
Hierarchy

k4 PowerShell Decision
Decisions
|-& Geolocation
[P

N,
a_f l: Create Alert

Send E-Mail

ﬁ

Monitor Hierarchy

waw MONITON R WILCT
 Schedule Condition

+** Sensor Event Count Corre —
= Threat Level

[— | Flow Control
5 Decision S
4 | 3
gngl | Search: Clear
£ Misc

Then set the properties of the Monitor Hierarchy activity so that the particular Monitoring Area is

selected; for example, CT-First Floor.

rarChiy A CUYTLY RE DT

Tvpe: @ Decision
Display Mame: Moritor Hierarchy:
Description:

Selected Site(sh: CT-First Floor

Monitaring Tres: Selected area's sensor{s):

Alirport ad ﬂ Name Type
@ [ Arizona 7 2 [
' @ [ calfornia Bay Area
: | PuF-266 M Camera- ...
] Commuter Terminal & [z ET
' =, P
[ [0 Cisco Buildng 23 ittt
| Pup-z47 [EM Camera- ...
. | PF-263 M Camera- ...
. |v] Pp-300 [EM Camera- ...
L[ ] c7-Third Floar v PuF-z62 M Camera- ...
3 A perimeter torth (||| [ pxF-261 £ Camera- ...

. | [CT-First Floar]

Description

CT Concourse First Flo... 993
CT Concourse First Fla... 994
CT Concourse First Flo... 996
CT Concourse First Fla... 997
CT Concourse First Flo... 993
CT Concourse First Fla... 999

CT Concourse First Flo...

1000 o

K I |  Cancel

Add a Decision icon and connect all the icons for your modified business logic.

Start

. Monitor
Hierarchy

True
I_

N
| in Create Alert l

|@ Send E-Mail l

Drerision

| oL-28432-01

Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter 14  Managing Business Logic |

Bl Managing Business Logic using Templates

Step20 Click Save in the Business Logic Template Designer window. The Add Business Logic Template
window appears. Click OK.

Step21  Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.
The Business Logic Policy Manager window re-appears showing your customized logic.

Step22 Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

Applying Event Business Logic in Your Environment

You can apply as many Event Business Logic templates as you need. However the recommended optimal
number of applied business logic templates is less than 10 templates at a time. When you deploy more
than 10 templates at the same time, it can degrade the performance of the event monitoring process.

A

Caution  When you have multiple Event Business Logic templates deployed, each applied template will run for
every event polled from any of the connected Integration Module. This means that if you have “Create
Alert” activity in more than one of these deployed templates, and if these “Create Alert” activities are
not logically mutually exclusive from each other; you may get duplicate alerts in PSOM.

Restricting Event Business Logic to Monitoring Areas or Monitoring Zones

By default all Event Business Logic templates are applied globally to the Global Monitoring Node.
However there are situations that you want to restrict a particular Event Business Logic to a particular
section of the Monitoring Hierarchy. In these cases, you can use the Monitor Hierarchy activity and
Decision icon to restrict the business logic to a particular Monitoring Zone or Monitoring Area in the
Monitoring Hierarchy.

. \:é_‘ Simulate Event |— = Monitor
Hier archy

I_ Trie

_..»"'1""\_ Create Alert
2

Diecision

H
‘@ Send E-Mai I

In the Monitor Hierarchy activity you specify the Monitoring Area or Monitoring Zone to which you
want this business logic template applied.

Administering Cisco Physical Security Operations Manager, Release 6.1
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* i MonitorHierarchy Activity Properties =1cd

Type: @ Decision
Display Name: IMonitor Hierarchy

Description:

Selected Site(s): | CT-First Flaor

[Monitoring Tree: Selected area's sensor(s):
nf Airport ol -ﬂ Name Type Description B |
Eircim Tl [T-First Flocr] =

PrF-266 Eﬂ Cam,., T Concourse ... 993
PHF-277 Cam... CTConcourse ... 994
PxP-247 Elﬂ Cam... CTConcourse ... 996
PHF-263 Cam... CT Concourse ... 997
P#P-300 EW Cam... CTConcourse ... 993
PHF-262 @ﬂ Cam,., CT Concourse ... 993
PHF-261 Carm,,, CT Concourse ... 1000 H

OF, I | Cancel

‘@[] 7-Third Floor
(38 [ Perimeter North
._J &[] Perimeter West

b @ O Termingl 1

._J &[] Terminal 2 East %]

B E BB EE R

In the above example, the Event Business Logic is now restricted only to Monitoring Area “CT-First
Floor”.

You can also restrict an Event Business Logic template to multiple hierarchies. The following example
restricts the Event Business Logic to both “CT-First Floor” and “CT-Second Floor”.

:_'-g'-';i"d_'mn] Larbherarchy Activity Bioperties: aa
Type: @ Dedision
Display Mame: Manitor Hierarchy
Description:
Selected Site(s): CT-First Floor, CT-Second Floor
Monitaring Tree: Selected area's sensor(s):

(' &[] Perimeter borth

(3 @[] Perimeter west

b @[] Terminal 1 ¥
3 &[] Terminal 2 East

[ Terminal 2 West
[ undesignated zone |

O l | Cancel

Restricting Event Business Logic to a Schedule

By default all Event Business Logic templates are applied globally and run continuously regardless of
date and time. However there are situations that you may want to restrict a particular business logic
template to a particular schedule. In these cases, you can use the Schedule Condition activity to restrict
the Event Business Logic to a particular schedule.

| oL-28432-01
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Physical Security Information Management

Business Logic Expand All Collapse All __,rc.h,..u. o

g Business Logic 2| | Decisions
|- Geolocation

—— Y% Geolocation Switch
- % Simulate Event o Cc ;_uue "% Monitor Hierarchy

it % OrCo «& Manitor Hierarchy Switch
=  Schedule Condition

+"" Sensor Event Count Correl

- True = Threat Level
Flow Control
&y Decision
| & ate Alert l —|—. I Flow
Diecision d, Switch

"
Cre.
’J —l | sensor commands

[ Lock Door =
J " | ;l_l

| @ Send E-Mail l Engl | Search: Clear
= Misc

Inside the Schedule Condition activity, you can specify the schedule that you want applied to this
business logic template.

LivILY EIOPETLES: IE I CEITFerEe:

Type: &> Decision —Occurrence Time
: Skart: 1 End: | o
Display Name: Schedule Condition Lol | nc ad ¥ &l Day
Description: Ocourrence Pattern
) " Daily
Set Schedules ety ™ Manday [T Tuesday [ wednesday

 Monthly - .
4 s Thursday [ Frida ™ saturda
Schedule 1: [ Define Schedule 1 M schedule is defined to start at 7/25, v 2 g
i ¥early
Schedule 2: E Defing Schedule 2 | Mo Schedule is defined —Range of occurrence

Start:  Wed 07/28/2010 & HoendDate
]  Endby:  wedO7j28/2010 [¥]
[,
| Remove Occurrence | Ok Cancel

The above example shows the schedule is set to every Sunday. Therefore only events that happen on
Sundays will be pulled into PSOM as alerts.

Note Do not confuse the Schedule Condition activity with the Schedule Business Logic type. The Schedule
Condition activity is only an activity that determines whether the current input time is within the
specified schedule. The Schedule Business Logic will run at the specified schedule repetitively.

Taking Actions Before and After Alert Creation

You can execute actions before alert creation in an Event Business Logic template, such as send an email,
invoke a remote command, or run a PowerShell script. In the following example, the Send Email activity
sends an email notification when an event does not fall into the specified Monitoring Hierarchy.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Monitor
Hierarchy

o

Skart

I_ True

1"\_ Craate Alert
— Decisian
@ Send E-Mail I

To execute actions after an alert has been created, you need to use the Alert Business Logic template to
deploy these actions. For example, escalate an alert to certain personnel after the alert has been created.

Alert Business Lagic

Escalate
Conditon

| .»"1"\_ Create Admin AIertJ-
]

Or send email notifications after an alert has been created.

Decision

Alert Business Logic

|@ Serd E-Mail |

Creating an Alert Business Logic Template Based on the Default Template

An Alert Business Logic template determines the specific actions, decisions, and activities that should
be occur when alerts are raised in PSOM. The default Alert Business Logic template contains only a
Start icon.

To create a new Alert Business Logic template based on a default template, follow these steps:

Administering Cisco Physical Security Operations Manager, Release 6.1
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Procedure

Step1  Click the Business Logic icon in the Administration Console.
Step2  Click the Business Logic Templates icon.

The Business Logic Policy Manager window appears.
Step3  Click New Business Logic Template.

The Select Business Logic Template Type window appears.

£ Select Business Logic Template Type

Business Logic Template Types:

' Event Business Logic
o

Create Business Logic to raise alerts from eventsfalarms sources (i.e, access control systems, etc.)

Select Alert
Business Logic.

On-Demand Business Logic
Create Business Logic to enable operators ba execute actions and decisions through the Operator ©

Schedule Business Logic
F| Create Business Logic to schedule actions and activities to be run on periodically

I Alert Status Business Logic
-

Create Business Logic to execuke actions and decisions when there is a change in alert status

g; Response Workflow Business Logic
Create Response WorkFflow Business Logic to execute actions when there is an alert

|

Stepd  Select Alert Business Logic and click OK.

The Business Logic Designer window appears with a new Alert Business Logic template.

Administering Cisco Physical Security Operations Manager, Release 6.1
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File Templates Designer Test  View

Mavigation

Business Logic Templates d

Open Business Logic Template

kAl

Mew Business Logic Template

Tools  Help

EBEEBEH R EREREE

BB Alert Business Logic

E Business Logic

o5, Alert Business Logic

Skart

=[PP EE] =

Search

A w0% B O O

W Add Alert Note =
& Call Everbridge

[%. Call External Method

‘& Call web Service

‘& Camera Control

i, Create Admin Alert —
\£. Create Report

) Delay

[ pos command

‘& HTTP Send

‘& IPICS Dispatch Alert

& IPICS Notify

| ODBC Action

L4 PowerShell Action

% Send E-Mail

v
4] | »

Hudl | Search: Clear

=l Misc

Name Business Log

Create & new Business Logic template

roweneo s 43 PROXIMEX | /| £§

Step5  Click the Save button in the toolbar.
Template Mame:
Description: (Create custom business logic after alert has been generated -
Business Logic Expand All Collapse All ﬂl
- Properties. .. |
5, Alert Business Logic
Start
4 | _’l_l
2 00w B B @
ancel
corst_|
Step6 In the Template Name field, enter a name for this business logic template.
Step7  In the Description field, enter information about the behavior of this business logic template.
Step8  Click OK.

As configured, this Alert Business Logic simply starts an empty business logic action once an alert has

been generated in PSOM.

| oL-28432-01
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Step 9

Step 10

Step 11
Step 12

You can customize this business logic to add action, decision, and Sensor icons to your business logic
as needed to respond to raised alerts. For example, you could add an Alert Condition icon to determine
whether a door has been forced open, and if so, use a Send Email icon to alert authorities. PSOM ships
with a number of pre-alert templates you can customize.

Select a Business Logic Template

Select a Business Logic Template

_| mHame +  Description [#] v.. update.. Rule
m Alert Business Logic Create custom business logic... E 6.0 11/7/201... 18
m Alert Status Business Logic Alert Status Business Logic E 6.0 11/7/201... 17

H i i i i i i e 0 11/7/904 27
E Create Alert - Access Denied Raise alert on access denied ... /7 6.0 11/7/201... 25
E Create Alert - Access Granted Raise alert on access grante... /7 6.0 11/7/201... 25
E Create Alert - Al Raise alert on any event fro... o/ 6.0 11/7/201... 31
E Create Alert - All in Hierarchy Raise alert within the monitor... o/ 6.0 11/7/201... 29
E Create Alert - Door Forced Open Raise alert on door forced en... o/ 6.0 11/7/201... 32

/| Create Alert - Door Open Too Long Raise alert on door open too ... 7 6.0 11/7/201... 3318
Create Alert - IP Device Alerts Raise alert on IP Device Event | /" 6.0

Event Business Logic Create custom business logic... E 6.0 11/7/201... 19

]

m Manual Switch Response Workflow Business Logic Manual Switch Response Wo... o/ 6.0 11/7/201... 35

m Manual Task Execution Response Workflow Bus... Manual Task Execution Resp... o/ 6.0 11/7/201... 36
m On-Demand Business Logic On-Demand Business Logic t... E 6.0 11/7/201... 20

[ parallel Reannnse Warkfinw Rusiness | naic Parallel Resnonse Warkflow ... =2 A0 11/7/201... a7 H L&ﬂi

Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.
The Business Logic Policy Manager window reappears showing your customized logic.
Click OK to save your changes.

Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

Creating a Schedule Business Logic Template Based on the Default Template

Note

Step 1

A Schedule Business Logic template provides a calendar-based execution of business processes. For
example, an RSS Alerts activity can be defined to generate alerts from RSS feeds such as severe weather
alerts from the Weather Channel or earthquake alerts from U.S. Geological Survey.

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-1.

To create a new Schedule Business Logic template based on a default template:, follow these steps:

Procedure

Click the Business Logic icon in the Administration Console.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 2

Step 3

Step 4

Step 5
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Click the Business Logic Templates icon.
The Business Logic Policy Manager window appears.
Click New Business Logic Template.

The Select Business Logic Template Type window appears.

3 select Business Logic Template Type

Business Logic Template Types:
I Ewent Business Logic
Ty Creste Business Logic bo raise alerks From eventsfalarms sources {i.e. access control systems, ekc.)

Alert Business Logic
# ', Create Business Logic to manage actions, decisions, and activities after alert has been raised

Select Schedule
Business Logic.

chedule actions and activities to be run on perio

5] ©n-Demand Business Logic
- Create Business Logic ko enable operators ko execute actions and decisions through the Operator C

I Alert: Skatus Business Logic
= | Create Business Logic ko execute actions and decisions when there is a change in alert status

§: Response Workflow Business Logic
Create Response Workflow Business Logic bo execute actions when there is an alert

coel_|

Select Schedule Business Logic and click OK.

The Business Logic Designer window appears with a new Schedule Business Logic template.

File Templates Designer Test Yiew Tools Help

Bl EEIZEE BEREEIE

Mavigation

Business Logic Templates

=]

Business Logic

Open Business Logic Template

ko)

Mews Business Logic Template

&, Scheduled Business Logic

Start

4

7

& call Everbridge -

[%0 Call External Method

‘& Call Web Service

. Camera Control

4 Create Admin Alert

i1, Create Alert

\&. Create Report —

© Delay

@ pos command

‘& HTTP Send

‘@ IPICS Notify

| ODBC Action

£4 PowerShell Action

% send E-Mail

- Sensor Synchronizatio?
| »

EE Others q | Llll
2 & |100% | O [

g gl | Search: Clear
Bl Misc
Name Business Log

Create & new Business Logic template

POWERED BY Q PROXIMEX m

Click the

| oL-28432-01

icon in the toolbar to display activity properties for the Schedule Business Logic template.
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O pssoan ——— Enter the date and time when this
| template should begin running.

—Type ]

Configure how often this template

& Geconds Evary |30 Second(s)

€ Hourly should run by choosing Second,

€ Daily Hourly or Daily from the Type area,

O teeky and then entering the number of time

€ Monthly units that should pass between
executions of this template.

OK. I | Cancel

Step6  Choose when you want this business logic template to begin executing from the Start Date and Time
area.

Step7  Configure how often this template should run by choosing Second, Hourly, or Daily from the Type area,
and then entering the number of time units that should pass between executions of this template.

Step8  Click OK to save your schedule settings.
Step9  Click Save in the toolbar.

56 LogiEPolicy Manager = Al i Template!

Template Mame: Schedule Busin

Description: Create custom business logic based on predefined schedules

Business Logic Expand Al Collapse All | 229 |
- Propetties. .. |

4, Scheduled Business Logic

A o000 B O E

|

Step10 In the Template Name field, enter a name for this business logic template.
Step11  In the Description field, enter information about the behavior of this template.
Step12 Click OK.

Step13  As configured, this Schedule Business Logic simply starts empty business logic.
You can customize this business logic to add actions that should occur on a scheduled basis. Add action,
decision, and Sensor icons to your business logic as needed to perform necessary functions on a
scheduled basis. Some ideas include:

e Send Email
e Execute a PowerShell script command

e Poll an RSS feed for earthquake alerts

Administering Cisco Physical Security Operations Manager, Release 6.1
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¢ Close doors at scheduled times

Step14 Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

Step15  Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

Step16  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

Creating an On-Demand Business Logic Template Based on the Default
Template

An On-Demand Business Logic template provides access to custom functionality from the Operation
Console. For example, an operator can right-click a door sensor and disarm it, or right-click a Monitoring
Area and start a group intercom conversation. You can define On-Demand Business Logic for:

e Sensors—The custom action is added to the right-click menu for the Sensor icon on a map, or the
Sensor name in a list, or from the Sensor Commands menu in the Alert Details window. You must
specify the type of sensor when defining sensor-based On-Demand Business Logic; for example,
Hirsch-Velocity access controls will have the custom action appear in the right-click menu.

(3 W Normal PXTINTF2 +8 Acces
O normal  PXTINTF3 B Access Co... PXTINTF3 T, Create User Alert 557
@ normal PYT INTF4 B Access Co... PXTINTF4 € Commands - Access Control >I £ GetsensorDetai
o Normal PXT150CE ﬁl Access Co... PXT1SOCE & ExecuteDoorMomentarylUnlock
o Normal PXT1TO1 ﬁl Access Co... PXTITOL & o S
wecuteDoorLockDown
o Normal PXT1TO3 ﬁl Access Co... PXTITO3
O Normal  PXTITOS B Access Co... PXTITOS € ExcaieDoorlodDonnReset
D normal PXT1TOS-{Elev) B Access Co... PXTITOS-(Elev) & ExecuteDoorCpen
I rormal PXT1TNT B acress oo PYTITNT g ExecubeDoorOEenReset
(i il (el Record 120 0f 185 (L (g L)
E * Hirsch Test
Summary View ﬂ Map View @ Table View |Q = - b
2arm Sensor
Sever.. St.. . Type Description Loca.. 0.. Sensor 0.. Owner Disarm Sensor

e Monitoring Areas and Monitoring Zones—The custom action is added to the right-click menu for
the Monitoring Area or Monitoring Zone in the Operation Console.

Global Zone )]

 Und y Alert Sensor Hame
(U ited v) A
SO Utmeamizne 0 _| | e
BT Undesignated /
@4 Track Resources » PXTIT1S
éﬁ Find Sensor. .. PATIFD1
PXT1G11
H| video Matrix View
PXT1G12
f:} Create User Alert PYT1FO3
a Commands - Area  » a Area Cmd Test

0 Mormal Q Start Group Convarsa%n
D Normal

Start Global Announcement

e Alert Details—The custom action is added to the Alert Commands menu in the Alert Details
window.

Administering Cisco Physical Security Operations Manager, Release 6.1
[ oL-28432-m .m



Chapter 14 Managing Business Logic |

M Managing Business Logic using Templates

Step 1
Step 2

Step 3

ﬂ'F] fi’iE,

ige Close | False Escalate Sensor Aler Q Alert Command Test
Alert | Alarm To Commands [fCommz -
Alert Status & Noufyxrz

Ty at Input Severity: A Medium ,..!“_] Open
Location: Undesignated location (PXT1G11C)

put PXCTG11C ~~ | Audible by CF

¢ Global Commands—The action is added to the Commands menu in the Operation Console window
and applies to the entire PSOM environment.

File  Monitoring Erbensions Ci

B

Mavigation s W

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-1.

To create a new On-Demand Business Logic template based on a default template, follow these steps:

Procedure

Click the Business Logic icon in the Administration Console.
Click the Business Logic Templates icon.

The Business Logic Policy Manager window appears.

Click New Business Logic Template.

The Select Business Logic Template Type window appears.

‘ :Select Business Logic Template Type [_[O[x]

Business Logic Template Types:
Ewvent Business Logic
= Create Business Logic to raise alerts from events/alarms sources (i.e, access conkral systems, etc,)

Alert Business Logic
= . Create Business Logic ko manage actions, decisions, and activities after alert has been raised

Schedule Business Logic
H| Create Business Lagic to schedule actions and activities ko be run on periodically

|

Select On-Demand — 2 Lol e aperatars ko s 15 through the Operator C
Business Logic.

Alert Status Business Logic
Create Business Logic to execute actions and decisions when there is a change in alert status

4
&j Response Workflow Business Logic

Create Response Workflow Business Logic bo execute actions when there is an alert
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Step4  Select On-Demand Business Logic and click OK.

The Business Logic Designer window appears with a new On-Demand Business Logic template.

File Templates Designer Test ‘iew Tools Help

EEEEE] =i

Mavigation

Business Logic Templates < |

= Business Logic Expand All Collapse Alfj |52/
Open Business Logic Template a im Call Everbridge =
] [%1 Call External Method

éj 4, on-Demand Business Logic & Call Web Service
‘@ Camera Control

43 Create Admin Alert
6 ik Create Alert
V2. Create Report

Start ) Delay

@ pos command

& HTTP Send

‘@ IPICS Notify

|7 ODBC Action

k4 PowerShell Action

S Send E-Mail

= Sensar SynchronizatioH
4 | »

Mews Business Logic Template

gl | Search: Clear
B Misc
Name Business Log

Create & new Business Logic kemplate POWERED BY é PROXIMEX Eld

Step5  Click the
template.

icon in the toolbar to display activity properties for the On-Demand Business Logic

The On-Demand Business Logic Properties window appears.

Select Sensor Context to define an action that appears
when you right-click a Sensor icon or name , then
choose the sensor type from the field.

|_— Select Area Context to define an action that appears

" Sensor Context g - e Vs
= when you right-click a Monitoring Area or Monitoring
il 7
one.

" Area Context

On-Demand Business Logic Properties

—Command Context Type

Select Specific Area Context to define an action for a
specific Monitoring Area or Monitoring Zone.

" Specific Area Conkext

€ Alert Context Select Alert Context to define an action that appears in

(& Global Context _\ the Alert Commands menu in the Alert Details window.

—— Select Global Context to define an action that appears
Looc || concel | in the Commands menu of the Operation Console.

Step6  Choose what type of On-Demand Business Logic you want to define:

e To define an action that appears when you right-click a Sensor icon or name, select Sensor Context
and choose the sensor type from the field below.

e To define an action that appears when you right-click a Monitoring Area or Monitoring Zone, select
Area Context.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 7
Step 8

Step 9

Step 10

Step 11
Step 12

e To define an action that appears when you right-click a specific Monitoring Area or Monitoring
Zone, select Specific Area Context and choose the Monitoring Area or Monitoring Zone.

¢ To define an action that appears in the Alert Commands menu of the Alert Details window, select
Alert Context.

e To define an action that appears in the Commands menu of the Operation Console, select Global
Context.

Click OK to save your on-demand settings.

Click Save in the toolbar.

ﬂBusinEs; Logic Policy Manager - Add Business Logic Template H=] B3 ‘
Template Mame: on-Demand Business Logic-Mevi| } Enter a name for this customized
Description: On-Demand Business Logic template business IOgIC template.

T Enter a description of the

behavior of this customized
- . Desigrier . .

Business Logic Expand All Collapse All 4| business loglc template.

- Properties... |

o5, on-Demand Business Logic

| | 3

Cancel L

In the Template Name field, enter a name for this business logic template. The name is what appears as
the “action” or command to be performed in the right-click menu.

In the Description field, enter information about the behavior of this business logic template. The
description provided here is the same as the “action” or command description.

Click OK.

As configured, this On-Demand Business Logic simply starts empty business logic. You can customize
this business logic to add actions that should occur on-demand. Add a PowerShell script command to
enable the action you want to appear in the right-click menu. For example, add a script to close all doors
within a Monitoring Area by passing the Monitoring Area context to the Close Door activity, and
configuring the Close Door activity to focus on the “Current Hierarchy”.

The On-Demand Business Logic leverages the PxMethod functionality differently depending on the type
of context selected for the business logic:

e Sensor contexts—The PxSensor parameter is exposed with a parameter name of Sensor and
parameter type of Proximex.Common.Objects.PxSensor.

e Monitoring area and zone contexts—The ArealD or ZonelD parameter is exposed with a parameter
name of ZoneOrArea and parameter type of Proximex.Common.Objects.PxZoneAreaContext.

e Alert contexts—The AlertID parameter is exposed with a parameter name of DbAlert and parameter
type of Proximex.Common.Database.PxAlert_Header.

¢ Global contexts—No parameters are exposed to callers.
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The following contextual data is available for business logic activities:
¢ Alert-based commands—Alert object ($pxAlert in PowerShell)
e Area-based commands—context ArealD key and PxSensor category
e Sensor-based commands—context SensorID key and PxSensor category

¢ All commands—PxMethodCallerContextValue in the root container ($pxMethodCaller in
PowerShell)

Some actions you might want to perform to interact with the context include:

e Retrieving the invoke user name and location from the caller context object:

SpxLogger.logWarn ("Invoked by user " + $pxMethodCaller.InvokeUserName + " from
workstation " + $pxMethodCaller.InvokeHost)

e Retrieving the area ID from a Monitoring Area-based context:

SarealID = SpxContext.findContextObject ("PxSensor", "ArealD")

e Retrieving the sensor ID from a sensor-based context:

$sensorID = $pxContext.findContextObject ("PxSensor", "SensorID")

e Retrieving alert information from an alert-based context:

ScurrentAlertID = SpxAlert.AlertID
ScurrentAlertDescription = $pxAlert.AlertDescription

Step13 Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

S

Note  To simulate and test On-Demand Business Logic, you must add one of the following activity
icons to simulate context:

e For alert contexts, use a Simulate Alert Activity icon.

¢ For Sensor and Monitoring Area/Monitoring Zone contexts, use a Simulate Context Activity icon
to simulate a particular Sensor type, a particular Monitoring Area or Monitoring Zone, or a global
context (e.g., no context).

Step14  Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

Step15  Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

Controlling Permissions to On-Demand Business Logic

You can set permissions for deployed On-Demand Business Logic that determine which security roles
can access the On-Demand Business Logic. To do so, modify the permissions for the security role(s) to
explicitly enable or disable the specific On-Demand Business Logic.

Administering Cisco Physical Security Operations Manager, Release 6.1
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:E:Secu rity User Manager

Security Role Management
Add. Edit. Delete Security Roles

g

Name dp ﬁ, ipti Add...
3 EE le has full rights on al full of hierarchy. —
Operator t.ﬁf. ﬁ This role has rights to access Operation Console and Video Consele only, and gra... —I
Power User &S ﬁ; This role has rights to access all consoles, and granted scope of hierarchy only. Delete...
Videa Viewer t.ﬁf. ﬁ This role has rights to access Video Conscle only, and granted scope of hierarch. .,
% Groups Mobile Operator t.ﬁf. qﬁ This role has rights to access Mobile Console only. ml

Record 10f 5 | lLd L
Permissions:
&z [v] (ntercom) - (Commend) (%]
GetSensorDetail (Retrieve a list of Sensor activity detail)
Q&. Start Point Conversation (Start Point Conversation for Intercom-Commend device)
ez [¥] (Area Methods) - (Commend)
Start Group Conversation (Start Group Conversation for Intercom-Commend device)
Start Global Announcement (Start Global Announcement for Intercom-Commend device)
(=[] (Access Control) - (Hirschvelodty)
Q&. GetSensorDetail (Retrieve a list of Sensor activity detail)
ExecuteDoorMomentaryUnlock (Open Door Momentarily)
ExecuteDoorLockDown (Lock Down Door)
ExecuteDoorLockDownReset (Lock Down Door Reset)
ExecuteDoorOpen {Unlock Door)

(Access Control) - (OnDemandBusinessLogic) |3
Hirsch Sensor BL Command (Hirsch Velocity Sensor command test BL) d Close

See the “Permissions within PSOM” section on page 2-9 for details on modifying permissions for a role
in PSOM.

Creating an Alert Status Business Logic Template Based on the Default

Template

Y

Note

Step 1
Step 2

Step 3

An Alert Status Business Logic template allows custom business logic processing to occur when a
specified type of alert changes status.

To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-1.

To create a new Alert Status Business Logic template based on a default template, follow these steps:

Procedure

Click the Business Logic icon in the Administration Console.
Click the Business Logic Templates icon.

The Business Logic Policy Manager window appears.

Click New Business Logic Template.

The Select Business Logic Template Type window appears.
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£ Select Business Logic Template Type

Business Logic Template Types:
Event Business Logic
% Create Business Logic to raise alerts from eventsfalarms sources e, access contral systems, ete,)

' Alert Business Logic
& ' Create Business Logic to manage actions, decisions, and activities after alert has been raised

Schedule Business Logic
Create Business Logic to schedule actions and activities to be run on periodically

> On-Demand Business Logic
- Create Business Logic to enable operataors ta execute actions and decisions through the Operator €

cute actions and decisions when there is a change in alert status

Select Alert Status — H|
Business Logic.

% Response Waorkflow Business Logic
Create Response Workflow Business Logic ko execute actions when there is an alert

Step4  Select Alert Status Business Logic and click OK.

The Business Logic Designer window appears with a new Alert Status Business Logic template.

File Templates Designer Test Yiew Tools Help

Bl EEIRIBEE BRI B EESE EEEEE ==

Navigation LJLJ Alert Status Business Logic

Business Logic Templates = |

Search

E Business Logic Expand All Collapse All
. . : "4 Add Alert Note =
pen Business Logic Template [= w call Everbridge

é] 3, Alert Status Change Business Logic 50, Call External Method
@ Call Web Service

MNew Business Logic Template

7 Camera Control
é i, Create Admin Alert
Y% Create Report

Start () Delay

B pos command

& HTTP Send

‘@ IPICS Notify

| ODBC Action

L4 PowerShell Action

5 Send E-Mail

& Set Alert Context =
4 | »

gl | Search: Clear
= Misc
Name Business Log

4 | _'|;I
% 100% M O &

POWERED BY g PROXIMEX [l B

Step5  Click the
template.

icon in the toolbar to display activity properties for the Alert Status Business Logic

The Alert Status Business Logic Properties window appears.
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Step 6

Step 7

Step 8
Step 9

Step 10
Step 11
Step 12
Step 13

" Alert Status Business Logic Properties

—Select Alert Types
Selected Alert Typeis):
- L Select the third-party system which triggers the
Alert Source: all —/H- .
specific alert type.
checkal | Uncheckal |
5... Name Description Source \J
IF Unidentified Alert raximes —— Select the alert(s) whose change in status will
] UserCreated User Created Alert Proximes u trigger this business IOgiC.
] uUnauthPerson Unauthorized Personnel Proximesx
] UnauthEntry Unauthorized Entry Proximesx
] Detection Alsrt Search Detection Alert Proximesx
] Live Yideo alert Live Yideo Alert Proximesx
] Recorded ¥ideo ... Recorded Yideo Alert Proximesx [~ |

Select the third-party system which has Sensors that will trigger the specific alert type from the
Alert Source field. Or you can leave All selected.

Select all alerts whose change in status will trigger this business logic from the list at the bottom of the
window.

Click OK to save your business logic settings.

Click Save in the toolbar.

:E:Business Logic Policy Manager - Add Business Logic Template

Template Name: Glert Status Busines: Enter a name for this customized
Diescription: Alert Status Business Logic busmess loglc template.

Enter a description of the

behavior of this customized
Designer . .
—I business logic template.

Business Logic Expand All Collapse All

- Propetties... |

5, Alert Status Change Business Logic

|

In the Template Name field, enter a name for this business logic template.
In the Description field, enter information about the behavior of this business logic template.
Click OK.

As configured, this Alert Status Business Logic simply starts empty business logic. You can customize
this business logic to add actions that should occur when the status of the selected alert types changes.

Add action, decision, and Sensor icons to your business logic as needed to perform necessary actions
when alert status changes. Some ideas include:
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Step 15
Step 16
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» Dispatch a notification automatically to CISCO IPICS when an alert is
acknowledged using the IPICS Notify activity.
e Execute a PowerShell script command. For example, you might use a PowerShell script to retrieve
the alert ID, previous status and current status of the alert.
ScurStatus = SpxAlert.Status
SprevStatus = S$pxAlert.PrevStatus

StempAlertId = S$pxAlert.AlertID
SpxLogger.logWarn ("Alert " + StempAlertId + " changed from ‘" + S$prevStatus + "’ to

‘" + ScurStatus + “'7)

~

Note  You cannot use the Set Status activity in this business logic.

Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.

Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

Creating a Response Workflow Business Logic Template Based on the Default

Template

A Response Workflow Business Logic template allows for the enforcement of “best practices” for the
actions that an operator should take to resolve alerts. The Response Workflow Business Logic captures
checklists of actions operators must take when certain types of alerts are raised. With these policies in
place, it is easy for operators to follow standardized procedures which leads to fewer errors in response
and more importantly a faster time to response.

Response Workflow Business Logic can be designed with sequential tasks so that operators are forced
to fulfill a series of steps in order, or parallel tasks that allow operators to fulfill tasks as they are able.
Operators can also be given decisions during execution of a Response Workflow that change the flow of
business logic and tasks presented.

| oL-28432-01
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Business Logic = Response Workflow... Expand All Collapse
. Response Workflow Business Logic

11| Paralel Flow '
— | [Aa | Text Box Task
Activities ]

@ Acknowledge Task 1J
[ )

@ Acknowledge Task ZJ
[ )

E—

Note  To create a new business logic template from scratch, see the “Designing Business Logic in the Business
Logic Designer” section on page 14-1.

To create a new Response Workflow Business Logic template based on a default template, follow these
steps:

Procedure

Step1  Click the Business Logic icon in the Administration Console.
Step2  Click the Business Logic Templates icon.

The Business Logic Policy Manager window appears.
Step3  Click New Business Logic Template.

The Select Business Logic Template Type window appears.

Select Business Logic Template Type

Business Logic Template Types:
| | Event Business Logic
7Ty Create Business Logic to raise alerts from events/alarms sources (i.e, access contral systems, etc.)

' Alert Business Logic
»  Create Business Logic to manage actions, decisions, and activities after alert has been raised

Schedule Business Logic
H| Create Business Loaic to schedule actions and activities to be run on periodically
On-Demand Business Logic

Create Business Logic to enable operators to execute actions and decisions through the Operator ©

Alert Status Business Logic
= | Create Business Logic to execute actions and decisions when there is a change in alert skatus

Select Response  — {4
Workflow Business I
Logic.

when there is an alert

|
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Step4  Select Response Workflow Business Logic and click OK.
The Business Logic Designer window appears with a new Response Workflow Business Logic template.
File Templates Designer Test Wiew Tools Help
H EEIFIBHE BRI EEBEEESIE] EER =]
Havigation I®ll Response Workflow Business Logic Template
Business Logic Templates (<] R - Termplate
E Business Logic Expand All Collapse All !
o ; ] [%, Call External Method -
pen Business Logic Template = & Trzln Report
Bl 5, Response Workflow Business Logic % xw;rsf:ll_lﬁc’[ion
nd E-Mail
Mew Business Logic Template _ = Flow Control
6 [ Decision
¥ Flow
Start [ Manual Decision
7 Manual Switch
11} Parallel Flow [—
+H switch
—! | B Manual Actions
@ Acknowledge Task
@, Manual Task Execution
o - - T |ﬂJ
gigl | Search: [ | cear
0 Misc
MName Business Log
2=| Othets 1| | _'I—I
3 D 100 B O E
Create & new Business Logic template POWERED BY J' PROXIMEX Eﬂ D
Step5  Click the icon in the toolbar to display activity properties for the Response Workflow Business
Logic template.
The Response Workflow Business Logic Properties window appears with the Alert Type tab selected.
JE:Response Workflow Business Logic Properties !E | Entcr a URL thrc thC opcrator can Obtain
hiclpllik assistance for this Response Workflow.
hikkpe v, proimes: com
Alert Type | Location | Owner
Select Alert Type || The alert type(s) whose change in status
Selected Alert Type(s): Recorded Viden Alert, DefaultOperationdlert = will trigger this business logic_
AR Se i Proximex = Select the alert source to which this
checkal | uncherk a1 business logic applies.
ﬂ Name Description Source H
|¥] Recorded video Alert  Recorded Video Alert Proximes
] IntruderMobile Intruder Mobile Alert Proximes
UserMabile User Mabile Alert Praximes /_/’ Select the alert type(s) whose Chal’]ge in
i 2uKCperatonAloiL status will trigger this business logic.
] DefaultCorrelationAlert  Correlation Alert Proximes
] PingTestalert Ping Test Alert Proximes d
| Valid;te | OI; I | Canéal
Step6  Enter a URL where operators can obtain assistance for completing this Response Workflow in the
Help Link field.
Step7  Select an alert source to which this business logic applies, or select All, from the Alert Source field.

| oL-28432-01
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Step8  Check the alert type(s) to which this business logic applies; once selected, the alert type(s) appear in the

Selected Alert Type(s) field.
Step9  Click Validate to verify your selections are accurate.

Step10 Select the Location tab.

£ Response Workflow Business Logic Properties

Help Link:
hkbp: /v, proximes:, cam

Alert Type | Location | Owner

= Al Areas

Select All Areas or — & Select Area

. Area-f
check Select Area and |
ChOOS€ from the Manitoring Tree:
Monitoring Areas below. 3 clobal zone

= g Terminal-53

D

= & Undesignated Zone
[ @ Undesignated Area

| alidate QK il Canicel

Step11  Select the Monitoring Areas to which this business logic should apply. Check the All Areas option, or
check Select Area and choose Monitoring Areas from the bottom portion of the window.

Step12 Click Validate to verify your selections are accurate.

Step13  Select the Owner tab.

.!:FRESDDDSE Workflow Business Logic Properties

Help Link:
hikkp: ey, proximes .com

Alert Type | Location | Owner

Select Response Workflow owner-

& Alert Owner
Choose the operator to

whom this business logic
should be assigned.

i User:

i User Group:

<

| Walidate Ok " Cancel

Step14 Choose the operator to whom this business logic should be assigned.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.

e Select User to choose a specific operator for this Response Workflow.
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) select User [_[O]x]

Select a user from the list:

Name

;_E-, Role Description

E Administrator Default Adminstrator Account
Operator s Dperator Defaulk Operator Account

Record 1 of 2 | Ld )

e Select User Group to choose a defined group of users/operators for this Response Workflow

:B:SE'E[t User Group

[ [=] E3

Select a user group Fram the lisk:

Name iy Description

m created user group

Operators g System created user group

Record 1 of 2 | |l

0K I Cancel L
%

Step15 Click OK.

Step16  Click Save in the toolbar.

:E:Business Logic Policy Manager - Add Business Logic Template

Template Mame:

Enter a name for this customized

Description: Respanse Workflow Business Logic Template business IOgiC tcmplatc.
e— Enter a description of the
o behavior of this customized
Business Logic Expand All Collapse All _besone | business logic template.
- Properties...
o3, Resporse wWorkflow Business Logic
Start

4 | 3

Step17 In the Template Name field, enter a name for this business logic template.

Step18  In the Description field, enter information about the behavior of this business logic template.

Step19 Click OK.

| oL-28432-01
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Step 20

Step 21

Step 22

Step 23
Step 24

Click OK to save your business logic settings.

As configured, this Response Workflow Business Logic simply starts empty business logic. You can
customize this business logic to add actions that operators should take when selected alerts are raised in
selected Monitoring Areas. See Chapter 13, “Managing Response Workflows,” for details.

Once you’ve added and connected all icons for your modified business logic, click OK in the Business
Logic Template Designer window.

Your business logic will be verified. If it is sound logic, you will be notified. Click OK to confirm.
Apply your business logic template to expose the commands to the Operation Console. See the
“Applying Business Logic Policies” section on page 14-41.

To execute Response Workflow Business Logic, a user has to either be the owner of the Response
Workflow, belong to the security user group that owns the Response Workflow, or has permission to
execute any response tasks in the Security User Manager.

:ﬂ:SE[urity User Manager

ST Security Role Management
Add. Edit. Del 3

Name iy iy Description
Administratar EH i as Full rights on & and Ful, .

Operator &5 Jo This role has rights to access Operation Con..., LI
Power User W5 @ Thisrole has rights to access all consoles, an... Deleta...

wideo Viewsr o Jm Thisrale has rights to access Video Consale ..,

Mobile Operator &5, g This role has rights to access Mobile Console . Members. ..

Record 1 of 5 | ld ld
Permissions:
! Access Yideo Manager H
Access EZ-Track
Access Report Wizard =]
Access Resource Tracking
Access Yideo Matrix View
] occe iden Cyard To
Execute any Response workflow
Vigw all Response WarkFlows

i

[~ Close

Testing Business Logic Templates in the Business Logic

Designer

Step 1
Step 2

You can test your business logic templates in the Business Logic Designer using the alert simulator to
make sure that the flow and design of the business logic template works correctly before you apply it to
your security environment.

To do so, follow these steps:

Procedure

Open your business logic template in the Business Logic Designer.

Click the Verify Template button in the toolbar = to begin a test of the business logic template.
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Step 3

Step 4

Step 5
Step 6

Note

Testing Business Logic Templates in the Business Logic Designer ||

If you want to pause test execution of the business logic at certain activities, select the appropriate icon
within the business logic and click Test - Set Breakpoint in the toolbar O . A red dot appears on the
icon within the workspace.

Click Test - Start in the toolbar (g to begin testing the business logic template. At each breakpoint,
the test execution will pause. To resume the test execution after a breakpoint, click Test - Next Step in
the toolbar 5 .

If you want to stop the test execution while it is running, click Test - Cancel in the toolbar 5} .

Click Save Template ] in the toolbar when you are finished testing your business logic template.

You do not need to remove the SimulateAlert icon from your business logic templates before applying
them to your PSOM environment. PSOM ignores these icons for actual runtime deployment. However,
if the alert used by the SimulateAlert icon is deleted in PSOM, running the business logic template in
Test mode may result in incomplete alert details for testing purposes (such as information presented in
the Description and Tasks areas of the Alert Details window).

Debugging Business Logic Templates that Include CorrelateCondition

Components

Step 1
Step 2
Step 3

Step 4

Debugging and fine-tuning business logic templates that incorporate CorrelateCondition components is
similar to debugging other business logic templates. You should simulate alerts, set breakpoints, and step
through the execution of the business logic template to determine the results of each activity.

However, you do need to be sure that PSOM is populated with the types of alerts that you are going to
correlate in your business logic template. To do so, you need to set up a test environment on a
non-production server. Testing and debugging business logic in a production environment can cause false
information to appear to security operators in the Operation Console.

Procedure

On a non-production server, install and configure the PSOM software.
Restore a backup of your production database to your testing environment.

Remove the application of existing applied business logic templates to avoid distracting interactions that
will inhibit your ability to debug the current business logic template; do not delete these templates, but
remove their application within the environment.

In your business logic template, create multiple SimAlert components, each based on relevant
pre-existing alerts. A CorrelateCondition must have at least two alerts available for correlation.
Therefore, you should create SimAlert components for all relevant alerts so that they can be used for
debugging.

| oL-28432-01
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~

Note  You can use a Delay component between SimAlert components to simulate a realistic flow of
alert messages.

When your business logic template is deployed, all SimAlert components will be ignored.
However, any activities that are placed between SimAlerts will be executed.

Having names and descriptions that characterize the purpose of each component in your business
logic template helps with debugging and enhances self-documentation.

Step5  Add the components you need for your business logic template, set their parameters, and connect the
components as needed for the flow.

~

Note In testing and real deployment, not all components need to be connected. Especially for
debugging, having multiple versions of the same component that you can alternate for
connectivity provides useful information. When you are finished testing one version of a
component, you can remove the connections to that component version, connect a different
component version, and retest. If a component is not connected, it is not executed. Components
do, however, need to be configured properly even if they are not connected.

Step6  Define CorrelateCondition components to perform the conditional analysis that your business logic
template needs. CorrelateCondition components should normally follow an AlertCondition component
so that a non-relevant alert does not invoke the CorrelateCondition component.

Step 7 For Decision or Decision-Action components, make sure that all exit conditions flow into a valid
component; for example, a Delay component set to 0 delay. You can then place breakpoints at the exit
condition component during debugging to evaluate the condition.

Step8  Place breakpoints on all connected components by selecting the appropriate icon within the business
logic and clicking Test - Set Breakpoint in the toolbar 0 . Once you evaluate and approve components
and their effects, you can remove the breakpoints.

Breakpoints are set to halt execution of
the business logic template so you can
debug its operation.

— This component is not connected to the
flow of the business logic template, so it
will not execute.

1 Fosed Or
Opendla o

elayd

Step9  Click Test - Start () to begin testing the business logic template. At each breakpoint, the test execution
will pause. To resume the test execution after a breakpoint, click Test - Next Step [3] .
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15
Step 16

Step 17
Step 18

Applying Business Logic Policies ||

During testing, keep the Operation Console window open and examine the results of your business logic
template as you step through it.

Once you are satisfied, open the Administrator Console and reapply the business logic templates that are
normally deployed on the production server.

Click Test - Start () to begin testing the business logic template in a simulated production
environment. Now you will verify that your business logic template behaves appropriately and does not
impact other executing business logic templates.

a~

Note = You may need to modify the business logic template slightly to change the AlertCondition
components so as to minimize the “crosstalk” between business logic templates.

One you have verified your business logic template in a production environment, save it by clicking Save
Template in the toolbar ] .

Click Export Business Logic in the toolbar ¥, to save the business logic template to an XML file on
your network.

In your production PSOM system, launch the Business Logic Designer.

Click Import Business Logic in the toolbar 4 , and select the XML file you saved from the test
environment.

Click Save Template in the toolbar ] .

Apply your business logic template as described in the “Applying Business Logic Policies” section on
page 14-41.

Debugging Business Logic Templates that Include Delay Loops

Avoid infinite loops by ensuring that there is an exit condition for the decision component with which
the Delay component is looping. Please debug your business logic carefully before deploying it to
servers. You can verify whether your business logic is in an infinite loop by examining the log located at
C:\Program Files\Cisco PSOM\Managed Services\log\PxBLService_log.txts.

If the business logic is stuck in an infinite loop, you can stop it by removing the application of the
business logic template in PSOM.

Applying Business Logic Policies

Step 1

Step 2

Once you have a business logic template configured, you need to apply it to the Global Monitoring Node
in PSOM so that it will take effect as a business logic policy.

To apply a business logic policy from the Business Logic Designer, follow these steps:

Procedure

From the Business Logic Designer, click the Apply Policies button 4 in the Business Logic Designer
toolbar.

The Business Logic Policy Manager window appears.

| oL-28432-01
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usiness Logic Policy Manager

ProxXimex Sury t™ Monitoring Zone - Worldwide Security

i d

11

Remove
On-Demand B...  ©On-Demand Business Logic to generat... 3/22f2012 12, | —
Sequential Re... Seguential Business Logic For Door Hel.., 3(21/2012 3., Properties. . |

Sequential Re... Sequential Business Logic For Doar Hel 3212012 10..,
3f21/2012 10...

Sequential Re... Sequential Response Workflaw Busine... 3/21f2012 12...

Sequential Re... Sequential Business Logic for Door Hel, ..

Demo - On-De... ©n-Demand Business Logic template 3zifzo1z2 9.,
Sequential Re... Sequential Response Workflaw Busine. .. 3f2002012 4:...
Sequential Re... Sequential Response Workflaw Busine... 3/20/2012 5:...
Demo - On-De... On-Demand Business Logic kemplate 3f20jz01Z 6.,
Dermo - On-De... ©On-Demand Business Logic template ... 3f20/2012 10...
Demo - On-De... On-Demand Business Logic template F...  3716/2012 3:...

Fimrnm &4 Fim e Pumes e Busimmes | mmis beeeed ke B 2antantsan Ol

Apply I Cancel L

Step3  Click Add.
The PSOM Business Logic Policy Manager window appears.

Select a Business Logic Template

Template

Fespaonse Workflow - ..,
Response Ww... Response Workflow - ...
Response W, Response Workflow - ...
Response .., Response Workflow - ..,
Response V... Response WarkFlow - ...
Response W... Response Workflow - ...
Response ... Response for Pedestri... /7 6.0 1/19/2... 107
Response ... Response Workflow fo... /7 6.0 11/4/2... 106
Response ... Response Workflow fo... 7 6.0 11f4fz... 105
Response .., Response Workflow fo... 7 6.0 11f4f2... 104

Response .., Response Workflow fo... 7 6.0 11/4/2.., 103
Sequential ... o/ 6.0 10/5/z.,. 102

Sequential Response B...

Response Bu... Response BusinessLo... o/ 6.0 10f5/2... lﬂld Cancel

[l [l [iel el el el el el el el el el [

Step4  Select the business logic template you want to apply and click OK.

The Business Logic Policy Manager window reappears with your selected template.
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Business Logic Policy Manager

Cr k-

Dema - On-Ce...
On-Demand B...
Sequential Re...
Sequential Re...
Sequential Re...
Sequential Re...
Demo - an-De...
Sequential Re...
Sequential Re...

Demo - an-De...

|

Create Alert -...

Raise alert on access denied event

©n-Demand Business Logic template

©n-Demand Business Logic to generat...
Sequential Business Logic for Door Hel...
Sequential Business Logic for Door Hel...
Sequential Business Logic for Door Hel...

Sequential Response Workflow Busine. ..

©n-Demand Business Logic template

Sequential Response Workflow Busine. ..

Sequential Response Workflow Busine. ..

©n-Demand Business Logic template

i Fiennmd Briime e | emie beranlabe £

Update Time wd add. . |
: Remove |
| Properties... |

4f4j2012 3:0..
3j22[2012 11..
3j22[2012 12...
3212012 3.,
3j21[2012 10...
3j21[2012 10...
3212012 12...
3212012 98,
3j20/2012 4.,
3j20[2012 5.
320[2012 B...

wimntena s an Lo

Apply Cancel

Step5  Click Apply.

A confirmation message appears that the template has been applied.

Applying Business Logic Policies

To apply a business logic template from the Administration Console, follow these steps:

Procedure

Step 1 Click the Business Logic icon.

Step2  Click Apply Business Logic.

The Apply Policies window appears.

| oL-28432-01
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M Applying Business Logic Policies

‘@ " Event Business Logic
Business Logic to raise alerts from eventsfalarms sources {i.e. access control systems, etc.)

 Alert Business Logic

Business Logic ko manage actions, dedsions, and activities after alert has been raised.

" Schedule Business Logic

@

Business Logic ko schedule actions and ackivities to be run on periodically

‘ = On-Demand Business Logic

Business Logic ko enable operators ko execute actions and decisions through the Operator Console

‘ ~ Alert Status Business Logic

1
L Business Logic ko execute actions and decisions when there is a change in alsrt status
‘ I gj ‘ = Responze Workflow Buginess Logic

Assign response worlkflow logic ko owners of alert for standard operation procedurs, etc,

‘ ( ﬁj ‘ & 4l Business Logic €]

Use business logic service to control Flow of alerts and response.

Next | Cancel l

Step3  Select the type of business logic template you want to apply: Event Business Logic, Alert Business
Logic, Schedule Business Logic, On-Demand Business Logic, Alert Status Business Logic,
Response Business Workflow Logic, or All Business Logic.

Stepd  Click Next.

The Business Logic Policy Manager window appears.

:E:Business Logic Policy Manager

Proximex Surveillint™ Monitoring Zone - Worldwide Securik

Apply Busi gic kemplate:

@

o Monitaring Zone

Description Update Time add.—— Click the Add button to add a business
— 1 .
: ik . logic template.
Remave | g p
Dema - On-De... On-Demand Business Logic template 322201z 11, |
on-Demand ... On-Demand Business Logic to generat... 3/22fz01z 1z,,, || _Fropsrbies.. |

Sequential Re... Sequential Business Logic for Door Hel.,, 3f21/2012 3:...
Sequential Re... Sequential Business Logic for Door Hel... 3f21f2012 10...
Sequential Re... Seqguential Business Logic for Door Hel.., 3f21f2012 10...
Sequential Re... Sequential Response Workflow Busine.., 3f21/2012 12..,
Dema - On-De... On-Demand Business Logic template 3212012 9:..,
Sequential Re... Sequential Response Workflow Busine.., 3f20/2012 4:...
Sequential Re... Sequential Response Workflow Busine.., 3f20/2012 5:...
Dema - On-De... On-Demand Business Logic template 320/2012 6:...
Dema - On-De... On-Demand Business Logic kemplate f...  3f20/2012 10..,

Fumrnn Cim e Cie Pimrnend Bucime e | mmic beraed ke £ Al ianta o, (5 |

Apply I Cancel L

Step5  Click the Add button.

The Select a Business Logic Template window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Select a Business Logic Template

e EEEEEEEEEEE e

Response 'W...
Response W...
Response W,
Response W...
Response W,
Response W...
Response W,
Response W...
Responss 'W...
Response W...
Responss 'W...
Sequential R...

Responss Bu...

emplate

Response Workflow - ...
Response Workflow - ...
Response Workflow - ...
Response Workflow - ...
Response Workflow - ...

Response Workflow - ...

Response for Pedestri...
Response WorkFlow Fo...
Response Warkflow fo...
Response Warkflow Fo...
Response Warkflow fo...

Sequential Response B...

Response Business Lo...

96.0 3j16)2...
o/ 80 1/19/2...
o7 6.0 11902,
o/ B0 1/19/2...
o7 6.0 11902,
o/ B0 1/19/2...
o7 6.0 11902,
o B0 11402,
o7 6.0 1142,
o7 6.0 11j4)2...
o7 60 1142,
o7 6.0 10/5)2...
o 60 10j502...

13|
1z|
11
10
109
108
107
106
105
104
103

1nz
101 H

Importing and Exporting Business Logic Templates

Select all the business logic templates
you want to apply to the Global
Monitoring Node. Select multiple rows
using the SHIFT or CTRL keys.

Properties. ..

oK ——: Click OK when you’re done.
Cancel I
|

Step6  Select the business logic templates you want to apply. You can select multiple templates using the SHIFT

or CTRL keys.

Step7  Click OK.

The templates you selected appear in the Business Logic Policy Manager window.

The templates you selected
now appear in this section
of the Business Logic
Policy Manager window.

[ Event Business...

Sequential Res...

Response Busi...

Description Update Time

- Remove |
Sequential Response Business Logic 10/25/2011 11...
Response Business Logic With Flow 10/25/2011 11.,, | Properties... |

Create Alert - All  Raise alert on any event From any config... 10/6/2011 2:4...

Apply Cancel

Step8  Click Apply to save your changes.

The chosen business logic templates will be applied to the Global Monitoring Node.

Importing and Exporting Business Logic Templates

If you want to copy or transfer business logic templates between PSOM installations, you can use the

Import Business Logic and Export Business Logic tools in the Business Logic Designer.

~

Note  When importing business logic templates, be sure to verify that any Monitoring Areas selected by the
Monitor Hierarchy or Monitor Hierarchy Switch activities within the business logic are actually exposed
in the Monitoring Hierarchy. Otherwise, an error will result upon execution of the business logic.

| oL-28432-01
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W Using Global System Variables in Business Logic

To transfer business logic templates between PSOM installations, follow these steps:

Procedure

Step 1 Open the business logic template in the Business Logic Designer on the system where the business logic
template has been configured.

Step2  Click Export Logic S in the Business Logic Designer toolbar.
Step3  The Save As dialog appears. Save the XML file for the business logic.

Step4  Copy the XML file to the system with the PSOM installation where you want to import this business
logic template.

Step5  Open the Business Logic Designer on the destination system.
Step6  Click Import Logic ¥ in the Business Logic Designer toolbar.
Step7  The Open dialog appears where you can select the XML file for the business logic.

The work area in the Business Logic Designer is populated with the imported business logic.

Using Global System Variables in Business Logic

Some components can leverage the PSOM global system variables to seamlessly pull alert information
into the business logic. These variables are listed in Table 14-2.

Table 14-2 System Variables for Obtaining Alert Data from PSOM

This Command-Line

Argument... Returns this Alert Data...

% ALERTID % The ID for the alert from PSOM.

%DESCRIPTION% The actual text message of the alert from PSOM.

9% SEVERITY % The risk level assigned to the alert within PSOM: Low, Medium,
High, or Critical.

%STATUS % The current condition of the alert.

e Open—The alert still needs to be investigated and appropriate
actions taken.

¢ Acked—The alert has been acknowledged, and an operator is
probably taking actions to resolve it.

¢ (Closed—Appropriate actions have been taken to close the alert.

%TYPE% The type of alarm that was raised by the Sensor. The types of alarms
that can be triggered are dependent upon the system that controls
the sensors; the system with which PSOM integrates.

%LOCATION % The location property of the Sensor that triggered the alarm.
%OCCURTIME % The date and time when the alarm was triggered.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Note

Storing PowerShell Scripts for Business Logic

These system variables are only applicable when the activity is included in an Alert Business Logic or

Alert Status Business Logic template. Other business logic templates do not process these variables.

Storing PowerShell Scripts for Business Logic

You can define PowerShell scripts and save them in the PowerShell library for reuse in business logic.

Step 1
Step 2

Step 3

Step 4

Step 5

To save a PowerShell script, follow these steps:

Procedure

Click the Business Logic icon.

Click PowerShell Scripts.

The Business Logic Policy Manager window appears.

Click Manage Policy in the left navigation bar.

File Manage Wiew Help
Manage Policy

:] Add Template. ..

| Modify{bnnhal'ﬂ
Add Template
E Delete Template

a=] Template Properties. ..

Click Add Template.

E HTTP Test Powershell... Totestif a particular URL is availabl... 7 6.0 11/7{20117..,
E ArcSight Integration ... ArcSight Integration PowerShellScript 7 6.0 11/7{2011 7.,
E5 Empty PowerShell Script Empty PowerShell Script 60 1172011 7.,

B3 Ping Test Powershell ...

Rule Management - PowerShell Scripts

Description

.. | To kest i a particular

To test if the remote server of dewvic... /7 6.0

Select the default PowerShell script you want to copy from the list and click Add Template.

The Add PowerShell Script window appears.

- Enter a name for this customized
Description: To test if a particular service or set of services on a server are running. 1f PowerShell SCript.
- the service test Fails, an operator alert will be generated with the associated
sensar defined. — - Enter a description of the behavior of this
PowerShell script.
82| Parameters Script
List of Parameters: B = X |
e e o Enter parameters as listed in the
[ Hostname o [P Adc localhost Parameters tab or click the Script tab to
ist of Servics(s) Wa2Time enter the PowerShell script directly.
- Associated Sensor Name Sensor
; lert Description Service Test Alert -
Severity 2
Impork Expart Ok Cancel
| | o ] _o |

In the Script Name field, enter a name for this PowerShell script.

| oL-28432-01
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Step 6
Step 7

In the Description field, enter a description of the behavior of this PowerShell script.

On the Parameters tab, enter the values for each of the parameters.

Or click the Script tab to enter the PowerShell script directly.

Adding Parameters to Define PowerShell Scripts

Step 1

Step 2
Step 3
Step 4

To define PowerShell scripts using the Parameters tab, follow these steps:

Procedure

Click the Add Parameter button % at the top right of the Parameters tab.

The Add Rule Parameter dialog appears.

@ Add RuletParameters Sub Ttem

Ikem name:

Display description:  Parameterl Display Text

User Input Control:

Control bype: Edit Baox

‘alue bype:
Maximurm length: 32 g
Default value:

w=licd

o

Enter a name for the rule in the Item name field.

Enter a description in the Display description field.

Select the type of information you want to collect from the Control type field. Choices include:

e Edit Box—Allows you to enter text or integer values (choose Text or Integer from the Value type
field). For text, you can specify a maximum number of characters. For integers, you can specify the
maximum, minimum, and default values.

User Input Contral:

Contral type: Edit Box

Mazzimum valus: 999999 o Mipimum value:

Default value:

5]

¢ Check Box—Allows you to accept a check or uncheck as a response.

User Input Contral;

Control type: I Lheck Bax

|

Default value: | ]ves

Administering Cisco Physical Security Operations Manager, Release 6.1
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¢ Combo Box—Allows you to provide choices for a response. Select Combo Box from the
Control type field, and click Add to enter a choice in the Add ComboBox Item dialog. For each
choice, provide the text and value that are displayed. Keep clicking Add to enter as many choices

as you need to provide.

Item narne: Parameterl

Display description: | Parameterl Display Text

User Input Control:

Control bype: I Combo Box J
B

Delete

Default value:

Item Display Text: |

Item Yalue:

|

¢ Password Edit Box—Allows you to accept a password at runtime. You can set a maximum number
of characters and provide a default value.

User Input Cantral:

Contral kype: IPassword Edit Box ‘

Yalue type: Text

Maimum length: 32 g

Default valus:

Step5 Click OK.
The parameter appears in the Add PowerShell Script dialog.

shellSerpts W

Script Name: Emply PowerShell Script-Mew

Description: Empty PowerShell Script

2=| Parameters Script

List of Parameters:

otk

Impork | Export Cancel
|

Step6  Repeat as many times as needed to define all parameters for the PowerShell script.

Administering Cisco Physical Security Operations Manager, Release 6.1 g
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Adding Scripts to the Script Area

If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the [# button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into the text
area of the Add PowerShell Script window. See the “Setting Up PowerShell Scripts” section on

page 14-50, the “PowerShell Script Format” section on page 14-51, the “Passing Objects in PowerShell
Scripts Using Script Variables” section on page 14-52, and the “Understanding Activity Contexts”
section on page 14-54 for information you’ll need to write PowerShell scripts directly in the Script area.

Setting Up PowerShell Scripts

Note

Note

You can set up PowerShell Scripts to perform a variety of functions within PSOM. PowerShell Scripts
can be used as part of a business logic policy to execute custom scripts. Through Microsoft’s scripting
language, you can predefine specific logic, or issue commands and actions to be taken on external
security or related systems as a part of the security workflow or process. For example, you could use a
PowerShell Action component to correlate data with existing systems including Microsoft SQL Server
and Exchange Server.

When creating PowerShell Scripts, you can copy and paste code to create the script, and you can add
user interface controls to enable script variables to be set at runtime.

PowerShell Scripts are currently deployed as part of a business logic template; therefore, you do not need
to apply a PowerShell Script to Monitoring Areas.

You must have PowerShell installed on your system to execute PowerShell Action components.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website.

In your PowerShell Script, you can issue the global variables shown in Table 14-3 to obtain data from
PSOM when using an Alert Business Logic or Alert Status Business Logic template.

For more concise and flexible scripts, you can pass objects into and out of PowerShell components
within business logic. See the “Passing Objects in PowerShell Scripts Using Script Variables™ section
on page 14-52.

Table 14-3 Global variables for obtaining alert data from PSOM
This Global Variable... Returns this Alert Data...
$global: AlertID The ID for the alert from PSOM.

$global:AlertDescription The actual text message of the alert from PSOM.

$global:AlertSeverity The risk level assigned to the alert within PSOM: Low, Medium, High,
or Critical.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Table 14-3 Global variables for obtaining alert data from PSOM (continued)
This Global Variable... Returns this Alert Data...
$global:AlertStatus The current condition of the alert.

e Open—The alert still needs to be investigated and appropriate
actions taken.

e Acked—The alert has been acknowledged, and an operator is
probably taking actions to resolve it.

¢ Closed—Appropriate actions have been taken to close the alert.

$global:AlertType The type of alarm that was raised by the Sensor. The types of alarms that
can be triggered are dependent upon the system that controls the sensors;
the system with which PSOM integrates.

$global:AlertLocation The location property of the Sensor that triggered the alarm.

$global: AlertOccurTime The date and time when the alarm was triggered.

PowerShell Script Format

The format of the PowerShell Script is shown next. The header of the script contains its name and
description. The <GENERALOPTION> area contains all user input parameters, and the <SCRIPT> area
contains the actual PowerShell script.

<POWERSHELLSCRIPTRULE NAME="Number Of Process" TYPE="Default" VERSION="3.0" TEMPLATEGUID="
D1AF08A4-BA80-41D4-976A-5201C7989D00">
<DESCRIPTION>Check number of process</DESCRIPTION>
<GENERALOPTION> <!-- UI Section -->
<PARAMETERS> <!-- UI Parameters control -->
<PARAMETER NAME="S$ProcName" TYPE="String" REQUIRED="True">
<UICONTROL TYPE="Edit">
<MAXLENGTH>128</MAXLENGTH>
</UICONTROL>
<DESCRIPTION>Process Name:</DESCRIPTION>
<VALUE>Notepad</VALUE>
</PARAMETER>

<PARAMETER NAME="S$Threshold" TYPE="Integer" REQUIRED="True">
<UICONTROL TYPE="Edit">
<MIN>1</MIN>
<MAX>100</MAX>
<UNIT></UNIT>
</UICONTROL>
<DESCRIPTION>Number of Processes is greater than</DESCRIPTION>
<VALUE>3</VALUE>
</PARAMETER>
</PARAMETERS>
</GENERALOPTION>

<SCRIPT> <!-- PowerShell Script -->
<! [CDATA[

##### [Rule Variables Begin] #####
$SThreshold = 2
SProcName = 'notepad’

##### [Rule Variables End]#####
$colItems = Get-Process
STotalCount = 0

foreach ($objItem in $colItems)

Administering Cisco Physical Security Operations Manager, Release 6.1
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# write-host "Name: " $objItem.Name "ID: " $SobjItem.ID
if (SobjItem.Name -eqg S$ProcName)
{
$TotalCount++
}

if (STotalCount -gt $Threshold)
{

"True"

}

else

{
"False"

}

11>
</SCRIPT>
</POWERSHELLSCRIPTRULE>

Passing Objects in PowerShell Scripts Using Script Variables

When using PowerShell scripts in Business Logic templates, you can pass objects into the PowerShell
script as well as from the PowerShell script using predefined script variables:

e PxAlert, PxEvent, PxContext and other “objects” can be passed into a PowerShell script in place of
simple strings.

¢ Output streams from a PowerShell activity can be captured. For example, diagnostic messages can
be output to the host via the PowerShell activity.
Objects can be passed in these ways between the PowerShell activity and the PowerShell script:

e _NET objects can be passed from the PowerShell activity to the PowerShell script. This allows the
PowerShell script to dynamically read property values and take action.

e The PowerShell script can change the .NET object (for example, PxAlert) and pass the object back
to the PowerShell activity.

Using predefined service objects, you can write PowerShell scripts to perform actions and query data on
the PSOM Web Service as well as other services (ASMX or WCF). PowerShell scripts can also update
or set the activity context so that it can update existing context or add new contexts for subsequent

activities.

Table 14-4 Predefined Script Variables for Passing Objects using PowerShell Scripts

Script Variable Description

$pxAlert The alert object. The script can update and change the alert for
subsequent activities.
Note  Only applies to post-Alert Business Logic types.

$pxEvent The event object. You can retrieve the PxSensor object using
$PxEvent.Sensor.
Note  Only applies to pre-Alert Business Logic types.

$pxContext The context registry object shared among all activities. The script can
use this context registry object to pass additional data to the next activity
in the business logic flow. All data to be passed with the context must be
serializable.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Table 14-4 Predefined Script Variables for Passing Objects using PowerShell Scripts (continued)
Script Variable Description
$pxWEWs The WF web service wrapper class defined in the PxObject (workflow

objects) project. This should be pre-instantiated with the correct URL.

$pxLogger The logger object (of data type IPxWFLogger) can be used to log
messages from the script to the host's log file. The logger supports
multiple levels of logging, including logError, logInfo, and logWarn.

$RulelD The current Business Logic policy ID. This value is an integer.

$RuleName The current Business Logic policy name. This value is a string.

$pxOEMiInfo The common OEM related information holder.

$pxMethodCaller The caller context information when used in On-Demand Business
Logic.

For example, the following script dynamically retrieves the alert ID, calls the WF Web Service to obtain
the latest alert header, and then outputs the alert header in XML to both the output string (logged by the
host) and the context registry. By logging the alert header to the context registry, other activities in the
business logic will be able to use the object in context.

SAID = SpxAlert.AlertID

SoutputString = SpxWfWs.GetAlertHeaderAlertID(SAID)

S$SpxContext.addContextObject ("pxScriptData", "Result", S$outputString)
"True"

You can exchange objects between multiple Powershell activities by using the context registry, as shown
in the following script. As long as the object can be serialized, it can be passed between PowerShell
activities.

$SpxContext.addContextObject ("pxCondition", "Condl", Sval)

You can retrieve an object from the context registry, as shown in the script below:

Sval2 = SpxContext.FindContextObject ("pxCondition", "Condl")

You can log various levels of messages from the script to the host log, as shown in the following script.

SpxLogger.logInfo("This is informational level message sample")
$pxLogger.logError ("This is error message test")
SpxLogger.logWarn("This is a warning message")

You can execute the methods described in Table 14-5 on the WF Web Service.

Table 14-5 Methods to Execute on the WF Web Service

Method Description

CorrelateAlert Correlates multiple alerts.

CreateAdminAlert Generates a PSOM alert using the pxEvent context.
CreateAuditEntry Adds an entry to the PSOM audit log.

CreatePxAlert Creates a new alert in PSOM using the pxEvent context.
DeleteAlert Deletes an existing alert in PSOM using the pxAlert context.
EscalateAlert Escalates an alert in PSOM using the pxAlert context.
FindRegisteredService

| oL-28432-01
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Table 14-5 Methods to Execute on the WF Web Service (continued)

Method Description

GetAlertHeaderForAlertID Retrieves the alert header for an alert using the pxAlert context.
GetAlertProperty Retrieves an alert property using the pxAlert context.
GetAlertStateForAlertID Retrieves the alert state from the pxAlert context.

GetAlertStateForAlertIDLUTime

Getlnstructions Retrieves alert instructions using the pxAlert context.

GetLocationAndSensorName Retrieves the Monitoring Area/Monitoring Zone and Sensor name
associated with an alert from the pxAlert context.

GetSensorForSensorID

GetSiblingSensors Discovers Sensors in the same Sensor Group or Monitoring Area
using the pxEvent context.

GetThreatLevel Retrieves the current Homeland Security or MARSEC threat level.

GetUserGroups Retrieves the security groups defined in PSOM.

GetUsers Retrieves the users defined in PSOM.

IsZonelnHierarchy Determines whether a Monitoring Zone exists in the Monitoring
Hierarchy.

SetAlertStatus Sets the status for an alert by updating the pxAlert object.

SimulateAlert Simulates an alert in PSOM.

UpdateAlertSeverity Changes an alert’s severity by updating the pxAlert object.

Understanding Activity Contexts

Since you can use PowerShell scripts to interact with any component in a Business Logic flow, you must
understand the category and key used for various Activities in PSOM Business Logic.

To save and retrieve the contexts inside an Activity, you can use the IPxActivityContainer.PxContexts
object to interact with the contexts. The IPxActivityContainer should be the parent of the current
executing activity.

Table 14-6 Activity Context Category and Key Information

Category Description Keys

PxAlert Alert-related information for the | ¢ Alert—The XML serialized
context. All alert related global string for the alert context.

variables can be stored inside

. e AlertObject—The object
this context category

presentation of the WF alert.

PxEvent Pre-alert related contextual ¢ PxEvent—The XML
information. All pre-alert related serialized string of the
data can be stored in this context PxEvent object.
category to pass on between

e AlertID—The new alert ID

acuvities. created from PxEvent.
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Table 14-6 Activity Context Category and Key Information (continued)

Category Description Keys

PxHealthCheck Health check related contextual | ¢ PxHealthAlert—XML
information. Health alerts can be serialized string of the
used to create either user alerts PxHealthAlert object.
or admin alerts.

PxData Other data information that can e ResultDataSet—The

be passed between activities
such as data sets and data query
results.

dataset that can be passed
between an ODBC Action
activity and the Create
Report activity.

e ODBCResult—The result
data (scalar) from an ODBC
Condition activity.

PxWebServiceCallResult

External data result from other
data sources.

¢ Key—The name of the
activity.

PxGIS

Current GIS location
information stored in the context
registry.

¢ CurrentLocation—The
current GIS location as
stored in the context
registry.

PxWS

Context information related to
PxWS.

e PxLoginID—The login ID
under which the current
activity is operating.

PxMethod

Data related to PxMethod calls
in string/xmlstring format.

e ResultString—The result
data from a Call External
Method activity.

e CallerContext—The
context of the invoking
PxMethod business logic
activity (if any).

PxSensor

Sensor related contextual
information.

e SensorID—The Sensor ID
for the applicable sensor
(not DID).

e ArealD—The current
Monitoring Area ID for the
Sensor context.

e ZonelD—The current
Monitoring Zone ID for the
Sensor context.

ScheduleBl1

Information for the Schedule
Business Logic.

e ScheduledTime—The
scheduled time (in UTC) to
run the current business
logic instance.

Use %Contexts.Category.Key% to refer to the current value of the context object. The value will be
replaced with the actual context object's ToString() value during activity runtime.

| oL-28432-01
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If you are using a PowerShell Action or Decision activity as a subsequent activity, you can use the
$pxContext object to retrieve and send context data.

Performing Health Checks using PowerShell Scripts

You can perform regular health checks from Schedule Business Logic, including:

¢ Ping Test—Pings a remote network device. It generates an operator alert when a response is not
received within the specified timeframe.

e HTTP Link Test—Verifies whether a connection can be established with a particular URL. HTTPS
is also supported. An alert is generated if a connection to the URL cannot be made.

e Service Test—Verifies that a particular service or set of services is running. An alert is generated if
one of the service(s) is not running. In order to ping services remotely, the Business Logic Core
Service has to be installed using a domain user account with administrative privileges on all
monitored machines.

The results of the test determine the decision made by the activity. The results are also output to the
context registry for additional actions; for example, creating administrative or user alerts.

These PowerShell scripts are available from Business Logic > PowerShell Scripts.
Ping Test

Pings a remote network device. When the device is down, an operator alert is generated.
To set properties for the Ping Test script, follow these steps:

Procedure

Step1  Select the Ping Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.

ﬂ Powershell Script Library Manager - Modify Powe: — |EI 5'
Rule Name: ing Test PowerShell Script
Description: To testif the remote server of device is available through a Ping test. If the

Ping test fails, an operator alert will be generated with the assodated sensor
defined.

32| Parameters | =] Seript

List of Parameters: & =l X |l Enter the server’s hostname or IP address.
Description Value /l

W - localhost Enter the number of seconds to wait for a
Round trip time (in seconds) 1] /

response before generating an alert.

-~ Associated Sensor Name Sensor \
i Alert Description Ping Test Alert -

: ~— Enter the name of the Sensor or Tracking
i Severity 2

Device that will be pinged.
Enter a description of the alert.

~ Enter the severity for the alert.

Import Export 0K | Cancel I
2

Step2  Enter the hostname or IP address of the server you want to ping in the Hostname or IP Address field.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step3  Enter the number of seconds to wait for a response before generating an alert in the Round trip time (in
seconds) field.

Step4  Enter the name of the Sensor or Tracking Device with which this ping test is associated in the Associated
Sensor Name field. If an alert is raised, it will be raised against this Sensor.

Step5  Enter the alert message that should be included if an alert is raised in the Alert Description field.
Step6  Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).
Step7  Click OK.

Step8  Create a Schedule Business Logic and add this Ping Test as a component.

Service Test

Verifies that a particular service or set of services is running. An alert is generated if one of the service(s)
is not running.

S

Note In order to ping services remotely, the Business Logic Core Service has to be installed using a domain
user account with administrative privileges on all monitored machines.

To set properties for the Service Test script, follow these steps:

Procedure

Step1  Select the Service Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.

ﬂ Powershell Script Library Manager - Modify Powe: — |EI 5'
Rule Name: Service Test PowerShell Seript
Description: To testif a particular service or set of services on a server are running. If

the service test fails, an operator alert wil be generated with the assocated
sensor defined.

32| Parameters | =] Seript

List of Parameters: & = X || Enter the server’s hostname or IP address.
Description Value

o Iocalhost/ Enter the list of services to verify are running.
i~ List of Service(s) W3ZTime
- Assodated Sensor Name Sensor

Enter the name of the Sensor or Tracking

Alert Description Service Test Alert '\ Device that is associated with this test.
i Severity 2
\ Enter a description of the alert.

Enter the severity for the alert.

Import Export 0K | Cancel I
2

Step2  Enter the hostname or IP address of the server where the services are running in the Hostname or IP
Address field.

Step3  Enter the list of services you want to verify are running in the List of Service(s) field.

| oL-28432-01
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Step 4

Step 5
Step 6
Step 7
Step 8

HTTP Test

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Step 7
Step 8

Enter the name of the Sensor or Tracking Device with which this services test is associated in the
Associated Sensor Name field. If an alert is raised, it will be raised against this Sensor.

Enter the alert message that should be included if an alert is raised in the Alert Description field.
Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).
Click OK.

Create a Schedule Business Logic and add this Service Test as a component.

Verifies whether a connection can be established with a particular URL. HTTPS is also supported. An
alert is generated if a connection to the URL cannot be made.

To set properties for the HTPP Test script, follow these steps:

Procedure

Select the HTTP Test script in the Business Logic Policy Manager window, click Manage Policy, and
click Modify.

The Modify PowerShell Script window appears.
Enter the URL you want to connect to in the URL field.

Enter the name of the Sensor or Tracking Device with which this HTTP test is associated in the
Associated Sensor Name field. If an alert is raised, it will be raised against this Sensor.

Enter the alert message that should be included if an alert is raised in the Alert Description field.
Enter the severity that should be assigned to the alert in the Severity field. The default is 2 (Medium).

If authentication is required by the URL with which you are connecting, enter login credentials in the
User Name and User Password fields.

Click OK.
Create a Schedule Business Logic and add this HTTP Test as a component.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Business Logic Component Reference

Using business logic templates, you can capture the unique business processes and procedures for
responding to alerts within your environment. Business logic templates are built using different
components that can be dragged into your workspace to define the conditions that must be met for certain
actions to occur.

This chapter includes these topics:
¢ Understanding Business Logic Components, page 15-2
e Configuring Add Alert Note Properties, page 15-10
e Configuring Call Everbridge Properties, page 15-10
¢ Configuring Call External Method Properties, page 15-12
¢ Configuring Call Web Service Properties, page 15-15
¢ Configuring Camera Control Properties, page 15-16
e Configuring Create Admin Alert Properties, page 15-17
e Configuring Create Alert Properties, page 15-18
e Configuring Create Report Properties, page 15-21
¢ Configuring Delay Properties, page 15-22
e Configuring DOS Command Properties, page 15-23
e Configuring HTTP Send Properties, page 15-24
e Configuring IPICS Dispatch Alert Properties, page 15-26
e Configuring IPICS Notify Alert Properties, page 15-27
e Configuring ODBC Action Properties, page 15-27
e Configuring PowerShell Action Properties, page 15-28
¢ Configuring Send Email Properties, page 15-30
¢ Configuring Sensor Synchronization Properties, page 15-31
e Configuring Set Alert Context Properties, page 15-32
e Configuring Set Alert Instruction Properties, page 15-32
e Configuring Set Alert Severity Properties, page 15-33
e Configuring Set Alert Status Properties, page 15-33
e Configuring SNMP Request Properties, page 15-34
e Configuring Alert Condition Properties, page 15-36

| oL-28432-01
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e Configuring Geo-Location Properties, page 15-38

e Configuring Geo-Location Switch Properties, page 15-39

e Configuring Monitor Hierarchy Properties, page 15-41

e Configuring Monitor Hierarchy Switch Properties, page 15-42
¢ Configuring Schedule Condition Properties, page 15-43

¢ Configuring Sensor Event Count Correlation Properties, page 15-44
e Configuring Threat Level Properties, page 15-45

e Using Decision Components, page 15-46

e Using Flow Components, page 15-46

e Using Switch Components, page 15-47

¢ Configuring Manual Decision Properties, page 15-47

e Configuring Manual Switch Properties, page 15-49

e Using Parallel Flow Components, page 15-51

e Configuring Simulate Alert Properties, page 15-52

e Configuring Simulate Contexts Properties, page 15-52

e Configuring Simulate Event Properties, page 15-53

¢ Configuring Correlate Condition Properties, page 15-54

e Configuring Event Map Filter Properties, page 15-59

e Configuring Escalate Condition Properties, page 15-63

e Configuring ODBC Condition Properties, page 15-64

¢ Configuring PowerShell Decision Properties, page 15-65

e Configuring RSS Alerts Properties, page 15-71

e Configuring Acknowledge Task Properties, page 15-72

¢ Configuring Manual Task Execution Properties, page 15-74
e Configuring Text Box Task Properties, page 15-76

e Configuring View Document Task Properties, page 15-77

e Configuring View Video Task Properties, page 15-78

e Configuring Lock Door Properties, page 15-80

e Configuring Open Door Properties, page 15-81

e Configuring Open Door Momentarily Properties, page 15-82

Understanding Business Logic Components

Business logic components include these basic types:

e Actions—These components define what should happen when conditions are met and have a single
output point. For example, the Start component launches the execution of the business logic
template; every business logic template must begin with a Start component.

Administering Cisco Physical Security Operations Manager, Release 6.1
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e Decision-Actions—These components specify conditions under which specific actions should
occur, and have multiple output points.

e Decisions—These components specify conditions under which certain decisions should occur, and
have multiple output points.

¢ Flow Control—These components route business logic into multiple paths based on settings in the
component. For example, the Decision routes logic into two paths: true and false.

e Manual Actions—These components are only used in Response Workflow Business Logic. They
enable operators to complete response tasks.

¢ Sensor Commands—These components execute functionality against Sensors; for example,
LockDoor can be used to lock an access control sensor.

¢ Simulators—These components simulate actions for testing purposes. For example, the
SimulateAlert component simulates alerts for the business logic.

~

Note = While components differ on the number of output points, they all have a single input point; you can,
however, have multiple connectors leading to the input point for a component.

Table 15-1 shows and describes the components for designing a business logic template.

Table 15-1 Icons Used in Business Logic Template Design
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...
Start Serves as the starting | You want to initiate —
point of the business business logic. The
logic template. Start icon is a

mandatory activity
always to be included
as the very first activity
for business logic.

- Add Alert Note Attaches a textual note |You want to add Configuring Add Alert

Y 1a Herttote to an existing alert. information in a note  |Note Properties,

attached to an alert. page 15-10.

= Call Everbridge Executes an Everbridge |You want to call alarge |Configuring Call

@J Cal Everoliih notification service. group of phone Everbridge Properties,
numbers in an page 15-10.
emergency and keep
track of which numbers
reached people, and
which were busy.

| oL-28432-01
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...

|‘,|=[: Cal External MeﬂﬂodJ
=/

Call External Method

Dynamically invokes
any external commands
statically or
dynamically registered
with PSOM Bus
Service. When the
business logic
executes, contexts are
dynamically converted
into actual values (i.e.
PxSensor, PxAlert).

You want to invoke a
method on a target 3rd
party system or PSOM
Services.

Configuring Call
External Method

Properties, page 15-12.

i

b Cal wweb ServiceJ

Call Web Service

Dynamically invokes a
web method on a
SOAP-based Web
Service.

You want to collect
information from the
user while the business
logic is executing.

Configuring Call Web
Service Properties,
page 15-15.

™

b Camera ControIJ

Camera Control

Performs actions on
selected camera
SEensors.

You want to stop
recording for certain
camera Sensors.

Configuring Camera
Control Properties,
page 15-16.

:

AN
/1% Create Admin Alert
feh

Create Admin Alert

Generates PSOM alerts
from raw Integration
Module events.

You want to create
alerts in PSOM when
events occur in
Integration Modules.

Configuring Create
Admin Alert

Properties, page 15-17.

Fay
/1% Create Alert
LY

CreateAlert

Generates a PSOM
alert.

You want to create an
alert in PSOM.

Configuring Create
Alert Properties,
page 15-18.

\?zj Create Report

Create Report

Generates the specified
report.

You want to create an
Alert Details report for
the alert that was
raised.

Configuring Create
Report Properties,
page 15-21.

U Drelay

tllil

Delay

Waits for a specified
amount of time and
then passes action to
the next icon.

You want to wait five
minutes before
rechecking the current
status of the alert.

Configuring Delay

Properties, page 15-22.

1

Bl CommandJ

DOS Command

Invokes an external
application through the
command line.

You want to execute a
DOS batch file when a
certain type of alert is
raised.

Configuring DOS
Command Properties,
page 15-23.

.:é HTTF Send

HTTP Send

Calls into an HTTP
URL and returns an
HTTP response.

You want to invoke
external data listening
services through
simple URLs.

Configuring HTTP
Send Properties,
page 15-24.

| :é IFICS Dispatch AIertJ

IPICS Dispatch Alert

Dispatches an alert to
IPICS via the IPICS
Integration Module.

You want to dispatch an
alert to IPICS.

Configuring IPICS
Dispatch Alert

Properties, page 15-26.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1

0L-28432-01



| Chapter 15

Business Logic Component Reference

Understanding Business Logic Components

Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...
b Pcs N IPICS Notify Executes IPICS You want to notify Configuring IPICS
: oty policies on an IPICS Emergency Services Notify Alert Properties,
Server version 4.0. about an alert in PSOM |page 15-27.
via IPICS Server.
B ooscad ODBC Action Runs custom ODBC You want to update a  |Configuring ODBC
b y " SQL scripts against the |datasource as part of Action Properties,

T

t_j PowerShell AcU‘onJ

specified data source  |executing business page 15-27.
and returns a dataset to |logic in PSOM.
the activity context
registry.
PowerShell Action Allows PowerShell You have a PowerShell |Configuring

scripts to be executed
as part of business
logic processing.

script that you want to
execute as part of your
business logic.

PowerShell Action
Properties, page 15-28.

_ Send E-Mail Sends an email to the | You want to send an Configuring Send
@ sendE4S address configured in  |email when a high Email Properties,
its properties. priority alert is raised. |page 15-30.
3 Sensor Triggers a Sensor Configuring Sensor
" Sensor Synchronization .. . L.
[, J Synchronization synchronization Synchronization

between PSOM and
external systems
connected via an
Integration Module
within a Sensor
Management Services
instance.

Properties, page 15-31.

| b Set Alert ContextJ

Set Alert Context

Dynamically switches
the current alert context
to a different alert by
specifying a dynamic
alert ID.

You want to
dynamically change the
current alert context or
invoke alert-based
business logic from
other business logic
types using a
CallChildLogic
activity (for example,
from a Scheduled
Business Logic).

Configuring Set Alert
Context Properties,
page 15-32.

| i‘ Set Alert InstrucijonJ

Set Alert Instruction

Sets the instruction text
for an existing alert.

You want to provide
instructions on how to
resolve an existing
alert.

Configuring Set Alert
Instruction Properties,
page 15-32.

| B Set tlert SeverityJ

Set Alert Severity

Changes the current
alert’s severity level.

You want to upgrade
the severity of an alert
based on the current
Homeland Security
level.

Configuring Set Alert
Severity Properties,
page 15-33.

| oL-28432-01
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...
. Set Alert Status Changes the current You want to Configuring Set Alert
iy SetAlert St“E'U“ISJ status of the alert automatically change |Status Properties,

(Acknowledged,
Closed, Deleted).

an alert’s status to
Deleted during
system-wide testing.

page 15-33.

j-‘ SMMP Request

SNMP Request

Sends an SNMP
command to a specified
SNMP Agent machine.

You want to develop
business logic that can
issue commands on IP
devices using SNMP.

Configuring SNMP
Request Properties,
page 15-34.

a\ Alert Condition

Alert Condition

Decides which branch
of the business logic to

You want to execute
alternate business logic

Configuring Alert
Condition Properties,

Lo

Geolocaton

i

of the business logic to
execute based on
whether the current
GPS location is within
the specified boundary.

different actions for
alerts that occur within
and outside a certain
area.

execute based on the for alerts with a High  |page 15-36.
severity and severity level, or alerts
description of the alert |of a certain type.
passed to it.
Geo-Location Decides which branch |You want to take Configuring

Geo-Location

Properties, page 15-38.

W Geolocation

Switch

N

Geo-Location Switch

Branches the flow of
business logic based on
the current event/alert
geolocation. Multiple
branches are supported
by the switch.

You want to apply
different business logic
for differentboundaries
based on geolocation.

Configuring
Geo-Location Switch

Properties, page 15-39.

Monitor
Hier archy

Monitor Hierarchy

Decides which branch
of the business logic to
execute based on the
Monitoring Zone or
Monitoring Area
issuing the alert passed
to it.

You want do take
different actions for
alerts that occur in tight
security zones versus
public zones.

Configuring Monitor
Hierarchy Properties,
page 15-41.

Maonitor
Hier archy
Switch

i

Monitor Hierarchy
Switch

Executes different
branches of the
business logic flow
based on the
Monitoring Zone or
Monitoring Area that
issued the alert that is
passed to this
component, or based on
the Sensor that issued
the alert.

You want to branch the
business logic flow
based on the
Monitoring
Zone/Monitoring
Area/Sensor that
generated the alert.

Configuring Monitor
Hierarchy Switch

Properties, page 15-42.
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...

—  Schedule
(> condtion

Schedule Condition

Decides which branch
of the business logic to
execute based on the
schedule specified
within it.

You want take different
actions for alerts that
occur during the
dayshift versus the
nightshift.

Configuring Schedule
Condition Properties,
page 15-43.

. Sensor Event
K Count

Sensor Event Count

Correlates a set of

You want to issue an

Configuring Sensor

vt Correlation related raw events from |alert if fewer events are |Event Count
external sensors and generated by an Correlation Properties,
create a single alert in |external sensor than page 15-44.
PSOM. Generates an  |expected.
"absence of event" alert
in PSOM if fewer
events than expected
are received within a
. Threat Level Decides which branch |You have different Configuring Threat
my) Threatlevel of the business logic to |security policies when |Level Properties,
execute based on the Homeland Security page 15-45.
Homeland Security or |levels are high versus
MARSEC threat level |low.
and the alert passed to
it.
Decision Implements a decision |You need to direct the |Using Decision
Y N point within a business |flow of business logic |Components,
Deision logic flow. Required to |to true/false behavior. |page 15-46.
follow the Decision and
Decision-Action
components.
3, Flow Flow Allows sub-logic to be |You need to segment Using Flow
Double-clck to view inserted within a business logic into Components,
business logic discrete flows to page 15-46.
template. streamline
presentation.

Manual Decision

Defines a decision
which will require
response from an
operator completing
tasks as part of this
business logic.

You want the operator
to answer a Yes/No
question when
responding to an alert.

Configuring Manual
Decision Properties,
page 15-47.

'EE tManual Switch

| Mﬂ tManual Decisionl

Manual Switch

Enables redirection to
up to 10 branches
within a Response
Workflow business
logic.

You want to provide
different branches of
business logic for the
operator to select and
execute.

Configuring Manual
Switch Properties,
page 15-49.

| oL-28432-01
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...
11| Parallel Flows Parallel Flow Allows sub-logic to be |You need to segment |Using Parallel Flow
m— W insefrted witbin a bysiness logic into Components,
— business logic template |discrete flows to page 15-51.
dnsert Actvites Hare and executed streamline
simultaneously with presentation.
other business logic.
/ === ! Switch Directs the flow of You want to provide up |Using Switch
i h business logic in up to |to 10 different options |Components,
; ifferent directions. |for directing business age 15-47.
Sw,ﬁ 10 diff directi for directing busi page 15-47

1—1—1—]

logic flow.

.
w
E:
=)
5
(11
=
1]
T
g

Simulate Alert

Simulates an alert
during testing in the
Business Logic
Designer.

You want simulate the
creation of an alert for
testing purposes.

Configuring Simulate
Alert Properties,
page 15-52.

T

\I—;_J Simulate ContextsJ

Simulate Contexts

Simulates a context
during testing of
On-Demand business
logic in the Business
Logic Designer.

You want to simulate a
Monitoring Area
context to test
On-Demand Business
Logic.

Configuring Simulate
Contexts Properties,
page 15-52.

Simulate Event

Simulates an event
during testing of Event
Business Logic.

You want to simulate
the creation of an event
for testing purposes.

Configuring Simulate
Event Properties,
page 15-53.

Correlate
Condition

@%

Correlate Condition

Allows multiple alarms
to be correlated across
multiple systems to
raise additional alarms,
raise severity of alarms,
or close or
acknowledge existing
alarms.

You want to correlate a
fence system alert with
an intelligent video
system alert.

Configuring Correlate
Condition Properties,
page 15-54.

-‘"';,—_\ Escalate

B Condition

Escalate Condition

Escalates the alert to a
specified user or group

You want to enforce an
automated alert

Configuring Escalate
Condition Properties,

based on certain escalation policy for page 15-63.
criteria. open alerts.
| EventMap Event Map Filter Allows you to filter You want to execute Configuring Event Map
@ Fiter . . . . .
through Integration business logic for Filter Properties,
Module events in an certain events, but not |page 15-59.

event monitoring
business logic
template.

others.

A ODeC

iP) Condition

ODBC Condition

Runs custom ODBC
SQL scripts against the
specified data source
and returns true/false to
make a decision.

You want to use values
in a datasource to make
a decision within
business logic.

Configuring ODBC
Condition Properties,
page 15-64.
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...

5 PowerShel
&4 pecision

PowerShell Decision

Allow a PowerShell
scriptblock to be
executed inside a
component and return
the result (TRUE or
FALSE) to the business
logic template for
decision.

You have a PowerShell
script that you want to
execute as part of your
business logic.

Configuring
PowerShell Decision
Properties, page 15-65.

|6

lig) rss aers RSSAlerts Aggregates RSS or You want to filter Configuring RSS
d ATOM feeds. through RSS or ATOM |Alerts Properties,
feed items and create  |page 15-71.
corresponding alerts in
PSOM.
Acknowledge Task Confirms task You want the operator |Configuring

| 6 Acknowledge TaskJ

execution as part of a
Response Workflow.

to confirm that a task
has been completed.

Acknowledge Task
Properties, page 15-72.

@, Manual Task Execution

Set Properties

[ )
Jnsart Acthaties Hare

Manual Task Execution

Required to
encapsulate any
automated activities
that occur within
Response Business
Workflow Logic.

You want to execute an
automated activity in
Response Business
Workflow Logic, such
as closing a door or
executing a Powershell
script.

Configuring Manual
Task Execution
Properties, page 15-74.

Aa | TextBox Task

Text Box Task

Enables information to
be entered manually
and stored as part of
Response Workflow.

You want an operator to
enter information
during the Response
Workflow.

Configuring Text Box
Task Properties,
page 15-76.

i

=

Wigw Document Task

J

View Document Task

Provides a link for
viewing a document as
part of a Response
Workflow.

You want the operator
to view a document
during alert response.

Configuring View
Document Task
Properties, page 15-77.

i

[ | Wigw Wideo Task.

J

View Video Task

Provides a link for
viewing a video as part

You want the operator
to view a video during

Configuring View
Video Task Properties,

of a Response alert response. page 15-78.
Workflow.
T Lock Door Lock Door Issues a “Lock Door” | You want to lock an Configuring Lock Door
i command to access control sensor  |Properties, page 15-80.
Integration Module remotely.
door sensors.
Administering Cisco Physical Security Operations Manager, Release 6.1
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Table 15-1 Icons Used in Business Logic Template Design (continued)
This Type of
This Icon... Component... Performs this Action... |For Example, When... For Details, See...
&L OpenDoor Open Door Issues an “Open Door” |You want to open an Configuring Open
) command to access control sensor Door Properties,
Integration Module remotely. page 15-81.
door sensors.
T; Open Door Momentar“YJ Open Door Issues an ‘fOpen Door |You want to open an Configuring Ope?n
— Momentarily Momentarily” access control sensor  |Door Momentarily
command to remotely for just a Properties, page 15-82.
Integration Module moment.

door sensors.

Configuring Add Alert Note Properties

Step 1

Step 2
Step 3
Step 4
Step 5

Using the Add Alert Note activity you can attach a text note to an existing alert.

To set properties for the Add Alert Note component, follow these steps:

Procedure

Select the Add Alert Note icon and click Properties.

The Add Alert Note Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the note that should be attached to the alert in the Alert Note field.

Click OK.

Configuring Call Everbridge Properties

Step 1

When you add a Call Everbridge component to your business logic template, you can generate an
Everbridge notification service for mass notification via multiple channels such as email, phone, or SMS
text. For example, you can call a set of numbers and keep track of which numbers reached people, which
numbers were busy, and so on. Access to Everbridge is through a URL/Web Service to which PSOM
passes parameters—such as whether you want voice or text messages, or which groups you want to send
the communication.

To set properties for the Call Everbridge component, follow these steps:

Procedure

Select the Call Everbridge icon and click Properties.
The Call Everbridge Activity Properties window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Step 9

Step 10

Step 11
Step 12
Step 13
Step 14
Step 15

Configuring Call Everbridge Properties ||

.ﬁj':tall Everbridge Activity Properties

Generic | Contacts | Authentication

Type: u Ackion

Display Mame: Call Everbridge

Description:

URL: hitp:/flacalhast/ServiceLrl Enter the web service URL for Everbridge software.
Message Title: 3N Motification Enter the title for the message to send.

Message:

Enter the message to send.

[a]4 i | Cancel ‘

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the web service URL for the Everbridge software in the URL field.

Enter a title for the message in the Message Title field.

Enter the message you want to send in the Message field.

~

Note  The message cannot contain invalid characters such as: & <>/""

Click the Contacts tab.

In the Contact Type area, determine whether to send a notification to a group of users (Group), or to
specific users (User).

In the field provided, enter group or user names separated by semicolons. For user names, use the format
of FirstName LastName, FirstName LastName

In the Contact Path area, determine what kind of notification to send: Email, Mobile Phone (SMS text),
Business Phone, or Home Phone.

You can add a contact path by clicking Add. Enter the contact path (for example, “Email-Home”), and
click OK. The contact path needs to have the exact wording as the "Prompt" specified in the delivery
method within Everbridge.

Click the Authentication tab.

In the Login ID field, enter your numerical ID to the Everbridge website.

In the Password field, enter the corresponding password for your Everbridge account.
In the Organization field, enter the organization assigned to your login for Everbridge.
Click OK.

| oL-28432-01
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Configuring Call External Method Properties

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

The Call External Method component can dynamically invoke any external commands statically or
dynamically registered with PSOM Bus Service. When the business logic executes, contexts are
dynamically converted into actual values (i.e. PxSensor, PxAlert) by the Call External Method activity,
before it calls the PSOM Bus Service to invoke the method on the target 3rd party system or PSOM
Services.

You need to configure PSOM Bus Service before configuring the Call External Method component. See
Installing PSOM for instructions.

Since the Call External Method component communicates with the PSOM Bus Service to retrieve the
provider and method lists, the PSOM Bus Service must be running before you can configure this
component.

If the call is successful, the returned result is added to the context register under the PxMethod category
and ResultString key. You can use a PowerShell activity to retrieve the returned result.

To set properties for the Call External Method component, follow these steps:

Procedure

Select the Call External Method icon in the workspace and click Properties.
The Call External Method Activity window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Select the provider you want to access using this component from the Provider field. The provider might
be an external 3rd-party system, or it might be a PSOM Service.

Select the instance of the 3rd-party system or PSOM Service you want to access using this component
from the Instance field.

Select the method you want to invoke from the Method field. This field is populated based on your
selections from the Provider and Instance fields.

Provide values for parameters in the Parameters area.

If the parameter is a complex data type (that is, a Sensor or an alert), you will see the "..." button when
you double click on the parameter.

Click the |.=] button to make a selection. One of the following windows appears depending on whether
you’re selecting a Sensor or an alert.

B3| SensorContext Editor dlad 0/ alertiontext Editor T[Ex
" Current Sensor ¢~ cCurrent dlert
&+ 5ibling Sensor of Sensor Type
* Specific Alert v Select Alert

|Access Contral - AMAG Symmetry j
and of Sensor Group Type:
|Access Control and Camera group - AMAG Symmetry j 2 = |

anice

= T |

If the parameter is defined as a pick list, select a value from the drop-down menu.
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Method

Parameters

Configuring Call External Method Properties ||

Execute Genetic AMAG Command for AUXILIARY _QUTPUT j

AMAGMethod

DevicelD

AMaGMethod

Choose a Command bo execute
PxComboContext

Step8 Click OK.

él:lutput On I-J
Oukput OFF . .
Make a selection from the list.
Cutput Pulse
| 0K d | Cancel g
d

Table 15-2 lists methods you can invoke on PSOM Services using the Call External Method component
in business logic.

Table 15-2 External PSOM Commands
Method Provider Description
AdHocUpdateSensor PxSensorDispatchService Requests that the PSOM Sensor Management Services

synchronize its list of Sensors on-demand.

DeployRule PxRuleDispatcher Deploys an existing business logic policy.

The RulelD parameter takes a string that is the name of the
business logic policy to be deployed.

GetAlertMiniMap PxReportingSveCmd Retrieves the mini map JPG for the associated alert from the
PSOM Reporting Services and then encodes the JPG as a Base64
string for the return result.

The CommandText parameter contains the detail command in
XML format to the PSOM Reporting Services.

The return result is similar to the following:
<ReportingServiceResult>
<REPORTTYPE>AlertMiniMap</REPORTTYPE>

<RESULT>&Lt; ! [CDATA
[/93/4ARQSkZIRGABAQE2s1yzmQRZZD5hCkGUKLhuB171000g6Tby3E
sG12UT3EiyTPHbopkdTuVmIHR3MFleyJaCJIVmkx91lmn3 fx02BGWRA2S
3T29gKKQH/9k=]]&gt ; </RESULT>

</ReportingServiceResult>

Where CDATA is the UUencoded image binary data.

RefreshCache CachingService Refreshes the cache maintained by the PSOM Caching Service.

RefreshCommandsList PxMethodDispatcher Refreshes the list of commands registered with the dispatcher
(PSOM BUS Service).

RefreshSysAlertCache PxPreAlertDispatcher Refreshes the cache of system alerts for monitoring business
logic maintained by the Business Logic Services.

RequestCacheRefresh PxReportingSveCmd Requests that the PSOM Reporting Services refresh its cache of
Sensors, Monitoring Hierarchy, area maps, and so on. The cache
will be refreshed after a 30 second delay.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Table 15-2 External PSOM Commands (continued)
Method Provider Description
RequestReport PxReportingSveCmd Requests that a specified report be generated by the PSOM

Reporting Services.

The CommandText parameter contains the detail command in
XML format to the PSOM Reporting Services.

StartCameraRecordingBy
Sensor

PTZ Control Service

Starts video recording for a specified PTZ or stationary camera.

The SensorInfo parameter is an XML string that contains a
single Sensor ID.
<SensorInfo>

<SensorID>101</SensorID>
</SensorInfo>

StopCameraRecordingBy
Sensor

PTZ Control Service

Stops video recording for a specified PTZ or stationary camera.

The SensorInfo parameter is an XML string that contains a
single Sensor ID.
<SensorInfo>

<SensorID>101</SensorID>
</SensorInfo>

StartCameraRecordingBy
Group

PTZ Control Service

Starts video recording for a specified group of PTZ or stationary
cameras that are members of the same group ID.

The Grouplnfo parameter is an XML string that contains a single
group ID.
<GroupInfo>

<SensorGroupID>101</SensorGroupID>
</GroupInfo>

StopCameraRecordingBy
Group

PTZ Control Service

Stops video recording for a specified group of PTZ or stationary
cameras that are members of the same group ID.

The Grouplnfo parameter is an XML string that contains a single
group ID.
<GroupInfo>

<SensorGroupID>101</SensorGroupID>
</GroupInfo>

SwingCameraBySensor

PTZ Control Service

Swing a PTZ camera to a specified view.

Takes the SensorInfo parameter which is an XML string
containing a single Sensor ID and a single sensor view ID.

<SensorInfo>
<SensorID>101</SensorID>
<SensorViewID>102</SensorViewID>
</SensorInfo>

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Method

Provider

Description

SwingCameraBySensor
Group

PTZ Control Service

Swing all PTZ cameras in one or more Sensor Groups.

Takes the GroupInfo parameter which is an XML string
containing one or more Sensor Group ID(s).
<GroupInfo>

<SensorGroupID>101</SensorGroupID>

<SensorGroupID>102</SensorGrouplD>
</GroupInfo>

Sensor view is specified in the Administration Console when
you configure Sensor Groups that contain PTZ cameras.

UndeployRule

PxRuleDispatcher

Undeploys an existing business logic policy.

The RulelD parameter takes a string that is the name of the
business logic policy to be undeployed.

Configuring Call Web Service Properties

When you add a Call Web Service component to your business logic template, you can dynamically
invoke SOAP-based web services by suppling a Web Services Description Language (WSDL) location
at design time, and then through introspection allowing the user to invoke a method and pass parameters
to it. The parameter values can be specified or determined using templates (template values will be
substituted with actual values at runtime).

Return results from this component are stored in the context registry under the PxWebServiceCallResult
category where the key is the name of the activity.

To set properties for the Call Web Service component, follow these steps:

Procedure

Step 1 Select the Call Web Service icon in the workspace and click Properties.

The Generic WebService Call Activity window appears.

| oL-28432-01
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Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Step 9

7 Generic WebService Call Activity

e u Action
Rizzloyliare] “all Web Service
Description:
Enter the URL where the web service is running.
Web Service URL: |
hittp:flocalhost: 1234/ TargetService Enter the URL to the web service’s WSDL file.
WSDL URL:
http: fflocalhost: 1234/ Target Service | Gt Methods —_— Click to retrieve available web methods.
Web Method:
d

Parameters Yalues:

[a]4 i | Cancel ‘

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Enter the URL where the web service is running in the Web Service URL field.

Enter the URL to the location of the web service's WSDL file in the WSDL URL field.

Click the Get Methods button to retrieve the list of available web methods defined in the target web
service. The Web Method field is populated with the list of available methods.

Select the web method that the activity should call in the Web Method field.

The list of parameters for the selected web method are populated in the Parameters Values area. The
dynamic parameter list not only shows the parameter name, but it also shows the data type of the
parameter at the bottom of the list.

When specifying parameter values, you can specify either exact values or value templates using available
global variables, such as % ALERTID%, %LOGONID%, and so on. These global variables will be
replaced with their actual values during runtime. See the Using Global System Variables in Business
Logic, page 14-46 for a list of system variables.

Click OK.

Configuring Camera Control Properties

Step 1

Using the Camera Control activity you can send PTZ camera control commands to the Camera PTZ
Control Service. For example, you can swing PTZ cameras to a particular sensor view when an alert
occurs.

To set properties for the Camera Control component, follow these steps:

Procedure

Select the Camera Control icon and click Properties.

Administering Cisco Physical Security Operations Manager, Release 6.1



| Chapter 15

Business Logic Component Reference

Step 2
Step 3
Step 4

Step 5

Step 6

Configuring Create Admin Alert Properties ||

The Camera Control Activity window appears.

.f:;;l:amera Control Activity

Type: u Action
Display Mame: “amera Control
Description:
—— Select an action to perform on the
Action: f:) PTZ Camera Movement ———;“ p
T camera.
e
Control Type: b2

¥ By current sensor graup
" By specific sensar

By Sensor

Sensor:

Wigi

[a]4 i | Cancel ‘

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose an action to perform from the Action field: Start Recording, Stop Recording, or PTZ Camera
Movement.

Choose which cameras to perform this action on from the Control Type area: the current Sensor Group
or a specific Sensor.

Click OK.

Configuring Create Admin Alert Properties

~

Note

Step 1

The Create Admin Alert activity allows you to generate PSOM alerts from raw events received from
external systems using the Integration Modules.

If you want to associate video cameras with alerts, you need to create Sensor Groups that include
cameras and the access control devices to which they relate.

To set properties for the Create Admin Alert component, follow these steps:

Procedure

Select the Create Admin Alert icon in the workspace and click Properties.

The Create Admin Alert Activity window appears.

| oL-28432-01
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Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Configuring Create Alert Properties

i Create Admin Alert Activity

Type: u Action

Display Mame:  |“reate Admin Alert

Description:
Alert Information
Category:  |AdminAlert —— Enter the type of alerts to create.
Description: Admin alert —| Enter an alert description.
Severity: A\ Medium —=—— Select a severity for alerts.

[a]4 i | Cancel ‘

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Enter the type of alerts you want to create in the Category field. The default value is AdminAlert.
Enter a description of the alert type in the Description field.

Select the severity level for alerts created by the Create Admin Alert component from the Severity field.

Click OK.

Configuring Create Alert Properties

~

Note

Step 1

The Create Alert activity allows you to generate PSOM alerts from raw events received from external
systems using the Integration Modules.

If you want to associate video cameras with alerts, you need to create Sensor Groups that include
cameras and the access control devices to which they relate.

To set properties for the Create Alert component, follow these steps:

Procedure

Select the Create Alert icon in the workspace and click Properties.

The Create Alert Activity window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 5

Step 6
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i Create Alert Activity

e u Action

Rizzloyliare] Create Alert

Description: |

[~ Ignore remainder events
Sensor History by Time | Sensor History by count | Yideo

Display recent sensor events by Time
¥ Enabled / Enter the maximum number of
5Q events events to show.

Max number of events ta show in last specified hours... [S events]
Max number of hours to show... [2 hours] 2 | howrs —~—— Enter the maximum number of
Heading: hours to show.

Events within time specified

=~~~ Enter a heading for the Sensor
history.

[a]4 i | Cancel ‘

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

If you check the Ignore remainder events option, all Integration Module events that do not match a
PSOM sysalert name will be ignored. By default this option is unchecked.

To enable recent events to be displayed based on occurrence time, check the Enabled option on the
Sensor History by Time tab. Then set the maximum number of events that can be returned for this type
of query, and the maximum number of hours of events to show. Enter a descriptive heading to be
displayed with this information.

To enable recent events to be displayed based on a count of alerts occurring within a specified time
frame, check the Enabled option on the Sensor History by Count tab. Then set the number of minutes
before the alert occurred to begin displaying events, and the maximum number of alerts to display for
this time period. Enter a descriptive heading to be displayed with this information.

| oL-28432-01
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i Create Alert Activity

Trpe: u Action

Dyl e Create Alert

Description:

[~ Ignore remainder events

Sensor History by Timdl  Sensor History by count Bideo

Display recent sensor events by count

¥ Enabled
Display all events from [time period] before alert time... [S minutes] S minutes
Mazimum number of events to show in specified time period... [10 events] 10 5| events
Heading:
The Last # of Events

o4 i | Cancel

Step7  To enable recorded video to be displayed for alerts created by this business logic, check the Enabled
option on the Video tab. Then set the number of seconds of recorded video to be returned with alerts by
this business logic; negative values indicate pre-alert video should be returned, positive values indicate

post-alert video should be returned.

JE:Create Alert Activity

Tepe: ﬂ Action

DLy Revies Create Alert

Description:

[ Ignore remaindsr events

Sensor History by Time | Sensor History by [Dun

Display recorded video with alert

¥ Enabled

Time before (negative valug) or after (positive value) alert time 5 seconds

0K ' | Cancel

Step8 Click OK.
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Configuring Create Report Properties

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

When you add a Create Report component to your business logic template, you can generate an Alert
Details report based on the alert being handled by the business logic. This component supports
table-based reports; the tabular data can come from the ODBCAction activity (see the “Configuring
ODBC Action Properties” section on page 15-27). You can also specify SMTP server locations to have
the activity to automatically email the created report once it is created.

Using Create Report within a Response Workflow results in an error when running the business logic in
test mode because there is no Simulate Event/Alert component.

To set properties for the Create Report component, follow these steps:

Procedure

Select the Create Report icon in the workspace and click Properties.

The Create Report Activity Parameters window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose the report you want to generate from the Report Type field. For this release, only the Alert
Details report or a complete DataSet for the alert can be created.

Choose the output format for the report from the Report Format field: PDF, Image, Text, HTML,
MHT, or RTF.

Enter the location in your network where you want to save the report in the Result Location field. If a
file with the same specified name exists already, the Reporting Services will overwrite it with the latest
report data.

Since all reports are actually generated from the Reporting Services, make sure the location you specify
is writeable from the Reporting Services’ service account. It is recommended that this folder be either a
public file share folder or a local folder on the machine that runs Reporting Services.

To specify the information to be included in the report, click the Advanced tab.

.f:;;l:reateReport Activity Parameters

Main i Advanced WEmail

Report File Mame:

M e B — Check the options for information to include

¥ Show Map ¥ show Notes in the report.

¥ show Audit ¥ show Instructions

V' shaw System Information

[a]4 i | Cancel ‘

Enter a specific name to assign to the report in the Report File Name field. The correct extension for
the type of report will be added; for example, you do not need to specify “.pdf” at the end of the filename.
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Step9  Check options for the information you want included in the report.

Step10 If you want to automatically email the report once it has been generated, click the Email tab. PSOM
Reporting Services will email the generated report to the specified recipients.

If you leave these fields at default values, PSOM will use the first SMTP server defined in Preferences.
See the “Configuring the SMTP Server” section on page 13-12.

£ CreateReport Activity Parameters [-T5x]| . Enter the host name or IP address of the
email server.

Main | Advancedl Email

Server Name: Enter the port number for the email server.

Port: 25 /l
Enter the domain for the email server.
Diomain: —_—
User Mame: | : :
— Enter login credentials.
Password:
Ta:
o — Enter To, From, Subject and Message for the
Subject: alert Detail Report For Alert 1D %ALERTID: report email.
Message: Alert Detail Report for Alert ID %ALERTIDY
™ Use Secure Connection

[a]4 i | Cancel ‘

Step11  Enter the host name or IP address of your email server in the Server Name field.

Step12  Enter the port number under which the email server is running in the Port field. If you choose to use
secured communications, be sure to specify the correct port number for SSL or TLS connections.

Step13  Enter the name of the email server domain in the Domain field.

Step14  Enter the login name of the user account that is used to send out email in the User Name field.
Step15 Enter your email system password in the Password field.

Step16  Enter the email address for the person who is sending the email notification in the To field.

Step17  Enter the email addresses for all persons that should receive this email notification in the From field.

Step18  Enter the subject of the email in the Subject field. Global system variables are not supported in the email
subject.

Step19 Enter the message you want to send in the Message field. Global system variables are not supported in
the email body.

Step20 Check the Use Secure Connection option if you want to send emails using an SSL or TLS connection.

Step21 Click OK.

Configuring Delay Properties

When you add a Delay component to your business logic template, you can configure the amount of time
it should wait before passing action to the next icon. Delay components are useful for constructing loops
whereby you repeatedly check to see if a condition is true—for example, whether an event has
occurred—before taking an action. Delay loops are most useful in conjunction with the AlertCondition
component which can be used to recheck the state of an alert.
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‘ { j Wait 1 Min |
| DidEvent ——————————— Check to see if an event has occurred.
2@ ocour?

@ -
\ Create Report i \ . "
‘\EA P I ‘ ) wait 1Min I

Diecision

[f the event has not occurred, delay 1 minute
and then check again.

When using a Delay loop, be sure to set the delay to some number of seconds to prevent the loop from
running continuously, which will impact performance.

To set properties for the Delay component, follow these steps:

Procedure

Select the Delay icon in the workspace and click Properties.

The Delay Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Enter the amount of time that action should be delayed in the Delay (in seconds) field.

Click OK.

Configuring DOS Command Properties

Step 1

When you add a DOS Command component to your business logic template, you can select the external
application that should be launched through the command-line, and send command-line arguments to
that application.

To set properties for the DOS Command component, follow these steps:

Procedure

Select the DOS Command icon in the workspace and click Properties.

The DosCommand Activity Properties window appears.

| oL-28432-01

Administering Cisco Physical Security Operations Manager, Release 6.1 g



Chapter15  Business Logic Component Reference |

W Configuring HTTP Send Properties

.!:;;Dosl:ommand Activity Properties

Type: u Action

Display Mame: 905 Command

Description:

Application Mame: Net.exe [ .. ]—— Click the ellipses to select the application.
Command Arguments: send <MachineMame > 'Test Message'

— Enter parameters to pass to the application.

[a]4 i | Cancel ‘

Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.

Step4  Click the button next to the Application Name field to select the external batch file or executable that
should be launched. The application must be located on the machine where PSOM Server was installed.

Step5 In the Command Arguments field, enter the parameters that will be passed to the application. See the
“Using Global System Variables in Business Logic” section on page 14-46 for details.

)
Note  These system variables are only applicable when the activity is included in an Alert Business

Logic or Alert Status Business Logic template. Other business logic templates do not process
these variables.

Step6  Click OK.

Configuring HTTP Send Properties

The HTTP Send component can make calls into a HTTP URL and return the HTTP response to the
business logic. You can use this activity to invoke external data listening services through simple URLs.

The HTTP return result is stored in the context registry under the HttpResult category and ResultString
key. Retrieve the result string using a PowerShell script. See the “PowerShell Action Examples” section
on page 15-29.

The HTTP Send component can support some HTTPS calls that require SSL. The exception are those
web sites that require client certificate validation. For IIS 7.0, the following site configuration should
allow the HTTP Send component to function:
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&) SSL Settings

L=/

This page lets you modify the S5L settings for the content of 3 Web site or
application.

M Require 55 Select Require SSL.
Client certificates:

" Ignore

& Accept Click Accept.

" Require

To set properties for the HTTP Send component, follow these steps:

Procedure

Select the HTTP Send icon in the workspace and click Properties.
The HTTP Send Activity window appears.

&8 HTTP Send Activity BT
Type: A Action
Display Name: HTTP Send
Description:

Enter the URL that should be invoked

/‘ during execution.

URL: http:/fwwew.proximex.com
HTTP Method: GET ——— Select the HTTP Method: GET or POST.
User Name: ‘ . .
. ) Enter the login credentials.
assword:
HTTP Post

Content-Type:

Content-Body: Sample HTTP Send Activity

OK I | Cancel

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the URL that the activity should invoke during execution in the URL field. PSOM system variables
are supported for the URL. For example:

http://yourserviceurl/sendAlert?AlertID=%ALERTID %

See the “Using Global System Variables in Business Logic” section on page 14-46 for a list of system
variables.

~

Note  These system variables are only applicable when the activity is included in an Alert Business
Logic or Alert Status Business Logic template. Other business logic templates do not process
these variables.

Specify the HTTP method from the HTTP Method field: GET or POST.

~

Note  GET operations will return text as a result.
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Step6  Enter login credentials for the URL provided in the User Name and Password fields.

Step7  For HTTP POST operations, enter the content type of the POST in the Content-Type field. For this
release, text/html, text/plain, and text/xml are supported.

Step8  For HTTP POST operations, enter sample content in the Content-Body field. PSOM system variables
are supported for the content. For example:

<?xml version="1.0" encoding="utf-8" ?>

<Data>

<AlertID>%ALERTID%</AlertID>
<AlertDescription>%DESCRIPTION%</AlertDescription>
</Data>

Step9  Click OK.

Configuring IPICS Dispatch Alert Properties

The IPICS Dispatch Alert component can be integrated with to enable PSOM to automatically dispatch
an alert to an IPICS Server version 4.0 and above. The IPICS Dispatch Alert component forwards alert
information to IPICS including alert description, occurrence time, alert severity, alert ID, mini map,
associated images, and relevant video (starting from 5 seconds before the alert occurred).

The IPICS Integration Module must be installed and configured.
To set properties for the IPICS Dispatch Alert component, follow these steps:

Procedure

Step 1 Select the IPICS Dispatch Alert icon and click Properties.
The IPICS Dispatch Activity window appears.

.!:;;IPIES Dispatch Activity

Type: u Ackion
Display Mame:  |{PICS Dispakch Alert

Description:

[a]4 ‘ | Cancel ‘

Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Stepd  Click OK.
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Configuring IPICS Notify Alert Properties

The IPICS Notify Alert component can be integrated with PSOM business logic to enable PSOM to
automatically execute IPICS policies on an IPICS Server version 4.0 and above.

~

Note  The IPICS Integration Module must be installed and configured.

To set properties for the IPICS Notify Alert component, follow these steps:

Procedure

Step 1 Select the IPICS Notify icon and click Properties.
The IPICS Notify Activity window appears.

/£ TPICS Notify Activity =]
Type: u Action
Display Name: |IPICS MNotify

Description:

Notification text: ———— Enter a message to send to

the IPICS server.

Select a policy: <y Name + Descripti
9 notify FBI notify the FBI! IR S R -—— Sclect a policy.
MotifyEmergencyS... Motify Emergency Services 192,168,157 21

MotifyEngineering notify engineers 192,168,157 132

Record 10f 3 |l

oK ' | Cancel ‘

Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.

Step4  Enter a message to send from PSOM to IPICS Server along with the notification in the Notification text
field. This text may be used by IPICS Server to execute the selected IPICS Policy.

Step5  Select the IPICS Policy to execute as part of this notification from the Select a policy list. The list of
IPICS policies is generated dynamically by contacting the IPICS Server when this component is opened.
Step6  Click OK.

Configuring ODBC Action Properties

The ODBC Action component can run custom ODBC SQL scripts against a specified data source and
return the results of the query (as a DataSet) to the activity context registry under the PxData category

and ResultDataSet key. You can use PowerShell or other custom activities to retrieve this data from the
context.
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Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

For example, the following PowerShell script retrieves the dataset result from the ODBC query:

Sr = S$SpxContext.FindContextObject ("PxData", "ResultDataSet")

To set properties for the ODBC Action component, follow these steps:

Procedure

Select the ODBC Action icon in the workspace and click Properties.

The ODBC Action Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter information for the ODBC data source in the ODBC Connection area:

a. In the Driver field, enter the ODBC driver used to access this data source.

b. In the DB Server field, enter the server where the ODBC database is running.
c. In the Database field, enter the name of the database you want to access.

d. In the DB Login field, enter the login name for accessing the database.

e. In the DB Password field, enter the corresponding password.

Enter a custom SQL script to execute against the datasource in the DB Query area.

Click OK.

Configuring PowerShell Action Properties

Note

Step 1

Step 2
Step 3
Step 4

You can configure a PowerShell Action component to execute PowerShell scripts synchronously and
asynchronously. The PowerShell Action component supports logging, object passing, calls to a WF Web
Service, and passing and creating contextual data between activities in a business logic design.

See the “Setting Up PowerShell Scripts” section on page 14-50 for details on defining PowerShell
Scripts. This section describes how to add them as components to business logic templates.

You must have PowerShell installed on your system to execute PowerShell Action component.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website.

To set properties for the PowerShell Action component, follow these steps:

Procedure

Select the PowerShell Action icon and click Properties.

The PowerShell Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To select a PowerShell script, click the 7| button in the Script Template field.
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Step 6
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The Select PowerShell Script window appears.

Select the PowerShell script you want to use and click OK. The PowerShell Activity Properties window
is populated with the script and parameters that have been defined for the selected script.

You can also enter the script directly into the Script area of the PowerShell Activity Properties window.

If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the = button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into the text
area of the Add PowerShell Script window.

Click OK when finished.

PowerShell Action Examples

With the PowerShell Action activity, you can write simple script code to interact with existing business
logic activities and achieve a high level of customization. See the “Configuring PowerShell Decision
Properties” section on page 15-65 for examples of PowerShell scripts that perform decision processing.

Table 15-3 PowerShell Examples

Types of
Business
Task Script Logic
Setting a contextual value in the context $pxContext.addContextObject (“Sample All
registry. Category”, “Sample Key”, Svariable)
This script saves the contents of svariable
into the context registry under the “Sample
Category” category and “Sample Key” key.
This script can be used in all business logic.
Reading a contextual value from the $pxContext.FindContextObject (“Sample |All
context registry. Category”, “Sample Key")
This script retrieves the value of the
“Sample Category” category and “Sample
Key” key.
Retrieving alert detail for the current alert. |$myvVariable = Alert
. . SpxWfWs.GetAlertDetailForAlertID
This script returns XML for full alert ($pxAlert.AlertID)
details in the “myVariable” variable.
This script returns XML for full alert $pxWEWs.GetAlertDetailForAlertID Alert
details within the <RESULT> node. (SpxAlert.AlertID)
Creating an audit entry for the current alert. |$pxWfWs.CreateAuditEntry (“A Test Alert
. . X audit entry”, 27,2, SpxAlert.AlertID)
This script appends a “A Test audit entry”
to the current alert’s audit log.
Creating a live video alert on a particular |$pxWfWs.CreateAlertSimple(1, Event
video sensor. $videoSensorId, “r, “”, “1v,"-17, Monitoring
SpxEvent.OccurTime, 1",
“<DESCRIPTION></DESCRIPTION>"
LwQu mQ,m mOn, non)
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Table 15-3 PowerShell Examples (continued)

Types of

Business
Task Script Logic
Obtaining the current sensor context $sensorlID = On-Demand
(SensorID). S$pxContext . findContextObject

("PxSensor", "SensorID")

Obtaining the current area context $arealD = On-Demand

(ArealD).

SpxContext.findContextObject
("PxSensor", "ArealID")

Obtaining the current alert context (Alert
ID).

ScurrentAlertID =$pxAlert.AlertID

Alert Status
On-Demand

Obtaining the previous alert status for the |S$previousStatus = SpxAlert.PrevStatus |Alert Status
current alert.
Obtaining the current alert status. $curStatus = $pxalert.Status Alert Status

Changing a contexual alert ID to a specific |$pxAlert.AlertID = 123 Alert
alert ID.

Changing the contexual sensor ID for an $pxAlert.SensorID = 123 Alert
alert to a specific sensor ID.

Logging information into the trace log for |$pxLogger.logInfo("This is a test All
Business Logic. message. ")

Obtaining the current version of PSOM $pxOEMInfo.ProductVersion All
Business Logic.

Obtaining the current product name. $pxOEMInfo.ProductName All
Getting the company name. $pxOEMInfo.CompanyName All
Logging an event description based on the |$pxLogger.logInfo ($pxEvent.Descriptio |Event
event issued by the 3rd party system. n)

Obtaining the current GPS location for the |$currentGPS = $pxEvent.GPSLocation Event
source event.

Obtaining the current tracking object for  |$currentTrackingObj = Event

the source event.

$SpxEvent .TrackingObject

Configuring Send Email Properties

When you add a Send Email component to your business logic template, you can configure the email
address, subject, body, SMTP server, login, password, and domain needed to send an email notification.

Step 1

To set properties for the Send Email component, follow these steps:

Procedure

Select the Send Email icon in the workspace and click Properties.

The Send Email Activity Properties window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

Step 13
Step 14
Step 15
Step 16

Configuring Sensor Synchronization Properties ||

~

Note If an SMTP server has been defined in Preferences, these values will be prepopulated in the
SMTP Mail section of the Send Email activity. You may override these default values. See the
“Configuring the SMTP Server” section on page 13-12.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.
Enter the host name or IP address of your email server in the Server Name field.

Enter the port number under which the email server is running in the Port field. If you choose to use
secured communications, be sure to specify the correct port number for SSL or TLS connections.

Enter the name of the email server domain in the Domain field.

Enter the email address for the user account that is used to send out email in the User Name field.
Enter your email system password in the Password field.

Enter the email address for the person who is sending the email notification in the To field.

Enter the email addresses for all persons that should receive this email notification in the From field.
Enter the subject of the email in the Subject field.

Enter the message you want to send in the Message field.

~

Note  Inthe Subject and Message fields, you can use system variables defined with ‘% VARIABLE%’
where VARIABLE is the system variable in all capital letters. When these system variables are
used, then PSOM will replace them with the right values and create the email. To use a
combination of strings and variables, the string must precede the variable.

For example:
net send MyMachineName hello $ALERTIDS%

See the “Using Global System Variables in Business Logic” section on page 14-46 for a list of
system variables you can use to pass PSOM system information in the email.

Check the Use Secure Connection option if you want to send emails using an SSL or TLS connection.
If you want to include the alert details in the email body, check the Print Alert Header option.
If you want to include alert response instructions in the email body, check the Print Instruction option.

Click OK.

Configuring Sensor Synchronization Properties

When you add a Sensor Synchronization component to your business logic template, you can trigger a
sensor synchronization between PSOM and external systems connected via an Integration Module
within a Sensor Management Services instance. This component can be used in On-Demand or Schedule
Business Logic.

To set properties for the Sensor Synchronization component, follow these steps:

| oL-28432-01
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Procedure

Step 1 Select the Sensor Synchronization icon in the workspace and click Properties.
The Sensor Synchronization Activity Properties window appears.

Step2  Enter a name to display on the icon in the workspace in the Display Name field.

Step3  Enter information about the component in the Description field.

Stepd  Click OK.

Configuring Set Alert Context Properties

The Set Alert Context component allows you to dynamically switch the current alert context to a
different alert by specifying a dynamic alert ID. This is useful in scenarios where you want to
dynamically change the current alert context or invoke an alert-based business logic from other business
logic types using a Call Child Logic activity, (for example, from a Schedule Business Logic template).

To set properties for the Set Alert Context component:, follow these steps:

Procedure

Step1  Select the Set Alert Context icon in the workspace and click Properties.

The SetAlertContext Properties window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.

Step4  Enter the category (defined in the dynamic business logic context) that contains the AlertID in the
Category field.

Step5  Enter the key (defined in the dynamic business logic context) that contains the AlertID in the Key field.
Step6  Click OK.

Notes:

e If the AlertID cannot be found in the specified category and key, no alert context will be set.
e If no alert can be found with the dynamically-loaded AlertID, the alert context will not be set.

¢ Once an alert context is set, you can run other alert-specified activities within the same business
logic template. For example, you can use SetSeverity, SetStatus, or AlertCondition activities after
the SetAlertContext activity.

For example, you can acknowledge an alert using the dynamic alert context.

Configuring Set Alert Instruction Properties

When you add a Set Alert Instruction component to your business logic template, you can add
information to the instructions for an existing alert.

Administering Cisco Physical Security Operations Manager, Release 6.1
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To set properties for the Set Alert Instruction component, follow these steps:

Procedure

Select the Set Alert Instruction icon in the workspace and click Properties.

The Set Alert Instruction Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the instructions that should be added to the alert in the Alert Instruction field.
Click OK.

Configuring Set Alert Severity Properties

Step 1
Step 2

Step 3
Step 4

Step 5

When you add a Set Alert Severity component to your business logic template, you can configure the
severity of the alert that is being handled by the business logic.

To set properties for the Set Alert Severity component, follow these steps:

Procedure

Select the Set Alert Severity icon in the workspace and click Properties.

The Set Severity Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Set the severity level assigned to the alert using one of these methods:

e Choose a severity level from the Severity field if you want to set a specific severity level for the
alert.

¢ Select the Raise Severity by one level option if you want to raise the severity level for the alert.

e Select the Lower Severity by one level option if you want to reduce the severity level for the alert.
Click OK.

Configuring Set Alert Status Properties

When you add a Set Alert Status component to your business logic template, you can configure the status
assigned to the alert that is being handled by the business logic.

To set properties for the Set Alert Status component, follow these steps:

| oL-28432-01
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Procedure

Step 1 Select the Set Alert Status icon in the workspace and click Properties.
The SetStatus Activity Properties window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Step4  Set the status assigned to the alert from the Status field.

S

Note  Once the status has been set to Deleted, the status cannot subsequently be reset to any other
value during execution of this business logic template. In other words, once an alert has a status
of Deleted, it cannot subsequently be assigned a status of Open or Acknowledged.

Step5 Click OK.

Configuring SNMP Request Properties

The SNMP Request activity allows users to send an SNMP command to a specified SNMP Agent
machine. The results are stored in the context, and can then be retrieved by following activities for
further processing. For SolarWinds Orion integration, this business logic activity allows you to develop
business logic that can issue commands on SolarWinds Orion IP devices using SNMP.

The return result is stored in the context registry under the SNMPResult category and ResultString key.
Retrieve the result string using a PowerShell script.

To set properties for the SNMP Request component, follow these steps:

Procedure

Step 1 Select the SNMP Request icon in the workspace and click Properties.
The SNMP Request Activity window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Stepd  In the Agent area:
a. Enter the IP address of the SNMP Agent in the Address field.

b. Enter the SNMP authentication string used to communicate with the SNMP Agent in the
Community String field. The default is public.

In the Request area:
a. Enter the SNMP identifier for the desired object in the Object Identifier field.

b. Select the SNMP command you want to issue from the Request Type field. The supported
commands are Get, GetNext, and Set.

c. When issuing Set requests, select the SNMP Type of the object being set from the Object Type field.

Administering Cisco Physical Security Operations Manager, Release 6.1
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d. When issuing Set requests, enter the new parameter value to which the SNMP object should be set
in the Object Value field.

Step5 Click OK.

Sample Results

The result from an SNMP Request activity is an XML string. A sample is shown next.

<SNMPRequestReturn xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<SnmpRequest>
<Address>192.168.1.177</Address>
<Request>Get</Request>
<O0ID>.1.3.6.1.2.1.1.1.0</0ID>
<Value />
<Type />
</SnmpRequest>
<ReturnCode>0</ReturnCode>
<VarBindList>
<VarBind>
<0ID>1.3.6.1.2.1.1.1.0</0ID>
<Value>Hardware: x86 Family 6 Model 23 Stepping 7 AT/AT COMPATIBLE - Software:
Windows Version 5.2 (Build 3790 Multiprocessor Free)</Value>
<Type>OCTETS</Type>
</VarBind>
</VarBindList>
</SNMPRequestReturn>

The resulting string contains the original request, the return code, and any results in a VarBindList tag.
If successful, the ReturnCode is 0, and the returned values are embedded as one or more VarBinds
containing the object identifier (OID), Value of the object, and object Type.

Sample Request

The SNMP Request activity invokes a companion

executable—PxServices.Integration. SNMPRequest.exe—that must be present in the

C:/Program Files/Cisco PSOM/Cisco Physical Security Operations Manager 6.0/Bin and the

Cisco PSOM /Managed Services/Bin directories in order for the activity to function. This executable
should be installed when you execute PxManagedServicesSetup.msi and PxConsoleSetup.msi during
PSOM installation, and can be invoked directly for troubleshooting purposes from the command line.

PxSNMPRequest -A <agent> -CS <communitystring> -R <request:GET|GETNEXT|SET> -0 <OID>
-V <value> -OUT <resultFile>

where:
Parameter Description Example
Agent The IP address of the machine where the SNMP Agentis [192.168.1.177

running.

Community String | The SNMP authentication string used to communicate public
with the SNMP Agent.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Parameter Description Example
Request Type The SNMP command you want to issue: Get, GetNext, or |Get
Set.
Object Identifier The SNMP identifier for the desired object. .1.3.6.1.2.1.1.1.0
Value When issuing Set requests, provide the new parameter —
value to which the SNMP object should be set.
Value Type When issuing Set requests, the SNMP Type of the object |—
being set.
Output file Optional XML file to store results of the SNMP PxSNMPResult_634
command. Defaults to the Operation Console if a file is |214587338639578
not provided. xml

For example:

PxServices.Integration.SNMPRequest.exe -A 192.168.1.177 -CS public -R Get -0
.1.3.6.1.2.1.1.1.0 -OUT PxSNMPResult_634214587338639578.xml

Configuring Alert Condition Properties

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

When you add an Alert Condition component to your business logic, you can configure the properties
by which the component decides to direct alerts to different branches of the business logic. The decision
is based on the severity and description of the alert.

To set properties for the Alert Condition component, follow these steps:

Procedure

Select the Alert Condition icon in the workspace and click the Properties button.
The AlertCondition Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To make a decision based on an alert’s status, check the Status option and select statuses to match
(Open, Acknowledged, Closed, or Deleted). If the current status matches any of the checked statuses,
the AlertCondition will be met.

To make a decision based on an alert’s description, check the Description option and enter the
appropriate text in the field provided.

To make a decision based on an alert’s severity, check the Severity option and select the severity level.
You can choose to match severity levels that are greater than or equal to, equal to, or less than or equal
to the selected severity level.

To make a decision based on an alert’s detail header, check the Detail Header option and reference the
information that should be found for a match. The information referenced by this field is often found in
the event description in the Alert Details window:
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Configuring Alert Condition Properties

Home: | Piote Clffeporting

673 : e - | il o [l b q = E_i

B 4 bk & & R ki [ -] 7 = |

Cose | Ackrowiedge Cose | Fabe Escalde  Sersor Al Locate Add Image Add Cocumert: Add URL Add Live Add Recc
Mart | Marm  To | Commands Commands It Widsa ik
At Status Action Mote Edi

Tpe: DOTL &t Tnput Severity (:) High H Cgen

Decur Time: L1j2/2011 9:20:04 A Location: [areat ] (FRTZS04)

DOTL at Input PRCTS04

Acrminstrator (Escalated-alert doseatle )
Adrinstrator (11/4/2011 9:45:36 AM)

Azzigned Too
Azzigned By

HirschVelociy Event

[T Everts within time spectied | [ Tha Last & of Events | &3z

[DOTL sk Trput FACTSOH

Event Doscription

aritetd Jesus Adevala

Alamiiame DOTL at Input. FHCTSDH 57407 DOTL at Inpuk PRETS0H L1f2{2011 9:2
(Alarmir: 57403 674644 Access Granted Jesus Arevalo T2W... 11/22011 9:1
EvertlD 5003 57406 DOTL 8t Input PXCTS04 L1f22011 9:1
Doarbiams PRT2504 674643 fccess Granted Jesus drevalo T2W.., L1/272011 9:1
fukdress 1101.01.05.001.01 .CRO3
Meame
User _Tmage a
LastDoarceess 1J2f2011 9:28:54 Al

|

| Time: 114422011 9:45:36 AM By administrator

To make a decision based on specific alert types, select the Alert Type(s) in option, and click the button
to view the Select Alert Types window. Check the boxes next to all the alert types you want to include,

and then click OK.

:E:Select Alert Types
—Select Alert Types
Selected Alert | ype
(sh
Alert Sourc Al
checkall | Uncheck al
Name Description
N unk Unidentified alert
N UsercCreated User Created Alert
N UnauthPerson Unauthorized Personnel
N UnauthEntry Unauthorized Entry
N Detection Alsrt Search Detection Alert
W Live video alert Live Yideo Alert
N Recorded Yideo alert Recorded Yideo alert
L J . |Default Alert For R
N Intrudertabils Intruder Mobile Alert
1l mhllm il m 1lmme BlAmkils &Lk

I[=] E3
ud
Source H
1 .
Proximes e Check all the alert types to include.
Proximesx ﬁ
Proximesx
Proximesx
Proximesx
Proximesx
Proximesx
Proximesx
P -
Ok I Cancel |

To make a decision based on a combination of factors, check all pertinent options and make a selection
from the Condition field to indicate whether all conditions must be true (select And) or some can be

true (select Or).
Click OK.
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Configuring Geo-Location Properties

Step 1

Step 2
Step 3
Step 4

When you add a Geo-Location component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic.
The decision is based on whether an alert has occurred within the boundary of an area specified by GPS
coordinates.

By default the Geo-Location component will try to retrieve the current geographical location from the
alert context's alert header. If no alert is available (such as with Event Business Logic) it will look for
the current geolocation from the event data. If it cannot find current geolocation from the alert header
nor the event header, the activity will look for current geolocation from the parent activity's context
registry. The current geolocation must use this format: Longitude, Lattitude,Altitude.

To set properties for the Geo-Location component, follow these steps:

Procedure

Select the Geo-Location icon in the workspace and click Properties.

The Geolocation Decision Activity Property window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose how you want to define the boundaries for the geographic area:

¢ Circle—To define the geographic area as a circle, select Circle, enter a GPS coordinate for the
center of the circle and specify the number of meters radius.

& Circle
Center Position: 37.64938, -122.04526,0

Radius (Meters):  |500]

" Polygon Vertex points

¢ Polygon—To define the geographic area as a polygon, select Polygon and then enter the GPS
coordinates for the points of the polygon area. Specify polygon vertex coordinates in a clockwise
direction.
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S S e s R PR
@ Geolocation Decision Activity Property: Ea % %

Type: I(}Decision

Name: Geolocation

Description:

Garin Regi

Boundary Type
" Circle

Center Position:

Radius (Meters):
——

¥ Polygon Vertex points

37.64939,-122,04526,0
37.65688,-122.01431,0
37.63289,-122,00204,0
37.64050,-122.01897,0
37.62096,-122.02946,0|

Garin gfgional Park

| OK | Cancel

Step5 Click OK.

Configuring Geo-Location Switch Properties

When you add a Geo-Location Switch component to your business logic template, you can apply
different business logic flow depending upon the geolocation for the alert. The first defined geolocation
that matches is used for the decision, and the remaining definitions are skipped. Once defined you can
use the "Switch" activity to branch the logic flow to multiple actions, as shown next.

@

Start

Geolocation
2@  switch

o

| Default

| " Default CommandJ
Switch

B

|" Command 3 I n Command 2

" Command 0
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By default the Geo-Location component will try to retrieve the current geographical location from the
alert context's alert header. If no alert is available (as with an Event Business Logic) it will look for the
current geolocation from the event data. If it cannot find current geolocation from the alert header nor
the event header, the activity will look for current geolocation from the parent activity's context registry.
The current geolocation must use this format: Longitude, Lattitude,Altitude.

To set properties for the Geo-Location Switch component, follow these steps:

Procedure

Step 1 Select the Geo-Location Switch icon in the workspace and click Properties.
The Geolocation Switch Activity Properties window appears.

Step2  Enter a name to display on the icon in the workspace in the Display Name field.

Step3  Enter information about the component in the Description field.

Step4  To define a geolocation boundary as a switch for this activity, click Add. Geolocation switches will be
evaluated in the order they are specified.

£ Geolocation Decision Properties } _1al =l

Boundary Type

& Circle
Center Position:  |1,2,3 ~——— Define the geolocation boundary as a circle or a
Radius (Meters): 22 pOlngIl.

" Polygon Vertex points

oK ‘ | Cancel ‘

Step5  Choose how you want to define the boundaries for the geographic area:

¢ Circle—To define the geographic area as a circle, select Circle, enter a GPS coordinate for the
center of the circle and specify the number of meters radius.

= Circle
Center Position: 37.64939, -122.04525,0

Radius (Meters):  |500|

Polygon Vertex points

¢ Polygon—To define the geographic area as a polygon, select Polygon and then enter the GPS
coordinates for the points of the polygon area. Specify polygon vertex coordinates in a clockwise
direction.
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Boundary Type & =
~ circle F By By

Center Position:

Hayward
Radius (Meters):

¢ Polygon Vertex points|

37.64939,-122.04526,0
37.65688,-122.01431,0
37.63289,-122.00204,0
37.64050,-122,01897,0
37.62096,-122.02946,0|

Click OK.
The defined geographic area appears in the Geolocation Switch Activity Properties window.

You can define up to 9 geographic locations to use as switches for this activity.

Configuring Monitor Hierarchy Properties

Step 1
Step 2

Step 3
Step 4

Step 5

When you add a Monitor Hierarchy component to your business logic template, you can decide which
branch of the business logic to execute based on the Monitoring Zones or areas that issued the alert that
is passed to this component. You can also select specific Sensors within a single Monitoring Area;
specific Sensors cannot be selected from more than one Monitoring Area.

The Monitor Hierarchy component can be used in Alert Business Logic, Alert Status Business Logic,
and Event Business Logic templates. When used inside an Event Business Logic template, the Monitor
Hierarchy component will make decisions based on the event’s associated Sensor location within the
Monitoring Hierarchy.

To set properties for the Monitor Hierarchy component, follow these steps:

Procedure

Select the Monitor Hierarchy icon in the workspace and click Properties.

The Monitor Hierarchy Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Select the Monitoring Zone(s) or Monitoring Area(s) from the Monitoring Tree area that determines an
alert should be sent to the next icon in the business logic policy. You can also select specific Sensors
from a single Monitoring Area, but not across multiple Monitoring Areas and Monitoring Zones.

Click OK.
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Configuring Monitor Hierarchy Switch Properties

Step 1

Step 2
Step 3
Step 4

Step 5

When you add a Monitor Hierarchy Switch component to your business logic template, you can execute
different branches of the business logic flow based on the Monitoring Zone or Monitoring Area that
issued the alert that is passed to this component. You can also select specific Sensors within a single
Monitoring Area; specific Sensors cannot be selected from more than one Monitoring Area.The first
defined switch that matches is used for the decision, and the remaining switches are skipped. Once
defined you can use the "Switch" activity to branch the logic flow to multiple actions, as shown next.

Monitor
M | Hierarchy
Switch

Default

| 0
l [, CommandJ
n Command 0
- | '

1
: l ]
n Command 3 J 4 2 :

H Command 1

| " Command 4J —_ [ . I
¥ " Command 2
|“ Command 5 l

The Monitor Hierarchy Switch component can be used in Alert Business Logic, Alert Status Business
Logic, and Event Business Logic templates. When used inside an Event Business Logic template, the
Monitor Hierarchy Switch component will make decisions based on the event’s associated Sensor
location within the Monitoring Hierarchy.

Switch

To set properties for the Monitor Hierarchy Switch component, follow these steps:

Procedure

Select the Monitor Hierarchy Switch icon in the workspace and click Properties.
The Monitor Hierarchy Switch Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To define a Monitoring Zone/Monitoring Area or Sensor as a switch for this activity, click Add. Switches
will be evaluated in the order they are specified.

Select the Monitoring Zone, Monitoring Area or specific Sensor for this switch.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 6

Step 7

Configuring Schedule Condition Properties ||

Click OK.
The defined Monitoring Hierarchy appears in the Monitor Hierarchy Switch Activity Properties window.

You can define up to 9 Monitoring Nodes to use as switches for this activity. The Monitoring Zone ID
or Monitoring Area ID output by this activity will be used by the subsequent CreateAlert activity to
generate PSOM alerts.

Click OK.

Configuring Schedule Condition Properties

Step 1
Step 2

Step 3
Step 4

Step 5

When you add a Schedule Condition component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic.
The decision is based on the schedule specified within the component. You can define two different
schedules for comparison; if the alert matches either schedule, then a “true” condition will exist.
Otherwise, the “false” condition is executed.

To set properties for the Schedule Condition component, follow these steps:

Procedure

Select the Schedule Condition icon in the workspace and click Properties.

The Schedule Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

You can define two schedules that can be linked to different actions. To define a schedule, click its
Define Schedule button.

The Schedule Occurrence window appears.

.£§;5chedule Occurrence

Occurrence Time

Set the start and end times for this
schedule, or choose All Day.

Start: End: ¥ all Day

Occurrence Pattern

& Daily & Every |1 dayls) Choose how often this schedule
 weskly " Every Weskday should be repeated.

= Manthly

 Yeatly

Range of occurrence

crerts [107277201L ] Set the start and end dates for this

{* Mo end Date
schedule, or choose No end Date.

¢ End by: 10f27j2011 %]

[a]4 ‘ | Cancel ‘

Enter the daily starting and ending times for this schedule in the Start and End fields. If you want the
schedule to run all the time, check the All Day option.

| oL-28432-01
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Step6  Decide how often this schedule should be repeated in the Occurrence Pattern area: daily, weekly,
monthly or yearly. And then enter the number of days/weeks/months/years that should pass before the
schedule repeats in the Every field.

e For daily schedules, you can repeat the schedule on weekdays by selecting the Every Weekday
option.

e For weekly schedules, you can select the days of the week that you want to repeat the schedule.

¢ For monthly schedules, you can select to repeat the schedule on a certain day of the month; or you
can repeat the schedule every first/second/third... day of the month.

e For yearly schedules, you can repeat the schedule on a certain month/day every year, or you can
select the first/second/third... occurrence of the specified day of the week in the selected month.

Step 7 Determine the start and end dates for this schedule in the Range of occurrence area. For the end date,
you can:

e Choose not to end the schedule by selecting the No end Date option.

¢ End the schedule by a certain date by selecting that date from the End by field.
Step8  If you want to remove this schedule, click the Remove Occurrence button.
Step9  Click OK to save your schedule.
Step10 When finished defining schedules, click OK.

Configuring Sensor Event Count Correlation Properties

When you add a Sensor Event Count Correlation component to your business logic template, you can
correlate and collapse a set of related raw events from external sensors and create a single correlated alert
in PSOM.

This component can also be used to generate an "absence of event" alert in PSOM if it is detected that
fewer events than expected are received from a particular sensor within a specified timeframe. A
Decision component can be leveraged to take the appropriate action based on sensor event count.

« Sensor Event
i Count
Correlation

Decision

False
True

\ | —
£1h  Create Alert | -
| /1% Create Admin Alert

Sadigy

To set properties for the Sensor Event Count Correlation component, follow these steps:
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Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

Configuring Threat Level Properties ||

Procedure

Select the Sensor Event Count Correlation icon in the workspace and click Properties.
The Sensor Event Count Correlation Activity window appears.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

Choose the Sensor to monitor by clicking the ellipses button in the Selected Sensor field.
The Sensor Mapping window appears.

Select the Sensor that should be monitored and click OK.

From the Event Count field, select Greater Than or Equal To or Less Than, depending on whether
you want to specify that more events happened than expected, or less events occurred. Then specify the
event count that triggers an alert.

Specify the timeframe (in seconds) over which the event count should occur in the Time Window field.

Click OK.

Configuring Threat Level Properties

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

When you add a Threat Level component to your business logic template, you can configure the
properties by which the component decides to direct alerts to different branches of the business logic .
The decision is based on the threat level of Homeland Security or MARSEC configured in PSOM.

To set properties for the Threat Level component, follow these steps:

Procedure

Select the Threat Level icon in the workspace and click Properties.

The Threat Level Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

If you want to make a decision based on Homeland Security, select Homeland Security from the Type
field, and choose Low, Guarded, Elevated, High, or Severe from the Level field. You can select
whether the level should be Equal To, Greater Than or Equal To, or Less Than or Equal To from the
first drop-down menu next to the Level field.

If you want to make a decision based on MARSEC, select MARSEC from the Type field, and choose
MARSEC 1, MARSEC 2, or MARSEC 3 from the Level field. You can select whether the level should
be Equal To, Greater Than or Equal To, or Less Than or Equal To from the first drop-down menu

next to the Level field.

Click OK.

| oL-28432-01
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Using Decision Components

Decision components allow business logic to flow in two different directions based on whether the
preceding Decision or Decision-Action activity had a true or false result. The left branch of the Decision
icon executes business logic when the preceding activity had a true result; the right branch of the
Decision icon executes business logic for a false result.

5 IsMNotepad )
| ES nurring: I

Decision Result]

o~
1

I o) Delay

[ 3 Raise Custom || ‘ Decision
[~ | Alert

~

Note  Decision components cannot be used inside nested Flow components because the Flow component will
not execute any components that occur following a Decision component.

Using Flow Components

Flow components allow an entire business logic flow to be embedded inside a business logic template.
When you add a flow component to a business logic flow and double-click it, you see a blank business
logic flow that can be designed to execute whatever actions are necessary.

Drag icons into this workspace to design the sub-logic needed in this Flow component. Navigate back
to the original business logic template within which this Flow resides by clicking the navigation at the
top of the window.

For example, you can use a Flow component to create a task that has several subtasks that must be
executed in order. Containing a workflow as a subtask inside a Flow component can be very convenient
for consolidating related tasks. For example, a number of calls may be need to be made when a break-in
happens: call house security people, call local police, and so on.

D Make calls
4/19/2012 7:44:51 PM

v O Call in house security
Administrator 4/19/2012 7:44:51 PM
Call in house security

@l

4 LY9[2UL2 [143:03 PM |

Call Police
Administrator
Call Police

This task cannot be executed until the
preceding task is complete.
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Using Switch Components [l

~

Note  Decision and Switch components cannot be used inside nested Flow components because the Flow
component will not execute any components that occur following a Decision or Switch component.

Using Switch Components

When you add a Switch component to your business logic template, you can allow the flow of business
logic to be redirected to up to 10 different branches. The Switch defines the different branches, and then
links up to tasks that should be executed upon selection of each branch.

Note  Switch components cannot be used inside nested Flow components because the Flow component will not
execute any components that occur following a Switch component.

Configuring Manual Decision Properties

When you add a Manual Decision component to your Response Workflow business logic template, you
can create a True/False question to which the operator must respond when handling an alert. Depending
on the response, a different branch of the business logic is executed.

Business Logic Expand All Collapse
%, Response Workflow Business Logic

mﬂ] Marual Decision
True ﬁ

Diecision

@)y r@ =)

Falze

To set properties for the Manual Decision component, follow these steps:

Procedure

Step 1 Select the Manual Decision icon in the workspace and click Properties.
The Manual Decision Activity Properties window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.

Step3  Enter information about the component in the Description field.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Stepd  Enter the true/false question to present to the operator in the Decision Display Text field. The question

must have two different response possibilities.
Step5  Click the Alert Action tab.

.ﬁj':ManuaI Decision Activity Properties

Type: @ Decision
Display Mame: Manual Decision
Description:

General  Alert Action | Owner | Matification
—Alert Action

* DMone
¥ Acknowledgeable

Select whether the operator can acknowledge

or close the alert upon answering this decision.
[ Closeable

| [a]4 l | Cancel ‘

Step6  If you want to enable the operator to acknowledge or close the alert when answering this question, select

the appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Step7  Click the Owner tab.

Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

Select Alert Owner if the Response Workflow is for the user that owns the alert.

Select User to choose a specific operator for this Response Workflow.

:E:Select User

(O]

Select a user fram the lisk:

Name @ Role Description

7

19 cmiistrator | % |administrator [ Default Adminstrator Accourt By Select a user to own this task.
Operator Jub Operator Default ©perator Account

Record 1 of 2 | Ll

OK I Cancel L

e Select User Group to choose a defined group of users/operators for this Response Workflow.

Step8  Select the Allow owner to reassign this task option if you want to allow the owner of this alert to assign

the task to a different user.

Step9  Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner

when it has been activated.
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¢ Select Prompt user to confirm task completion if you want a message to be displayed to the

operator when completing a task. You can also specify the message to be displayed.
Step10 Click OK.

Configuring Manual Switch Properties

When you add a Manual Switch component to your Response Workflow Business Logic template, you
can allow the operator to redirect the flow of business logic to up to 10 different branches. The Manual

Switch defines the different branches, and then links up to tasks that should be executed upon selection
of each branch, as shown next.

-, Response Workfiow Business Logic

| UE Manual Switch

Using a Manual Switch allows operators to be given decisions during execution of a Response Workflow
that dynamically change the flow of business logic and tasks presented. The following screens show how
the choice in the “Where is the intruder” task changes the task that follows it.

v O Where is the intruder? (3 Options)
Administrator 4/19/2012 7:32:15 PM
Where is the intruder?

I v/ Seems to run awa
o e B vicinity
There is no trace

In the Building
‘v O 4{18/2012 7:30:26 PM @

, - - . )
e D ‘Where is the intruder? (3 Options)

Administrator 4/19/2012 7:32:15 PM
Where is the intruder?

r +/ Seems to be still in the vicinity I
L

o

Can't tell e
b
‘ L Administrator 4/19/2012 7:30:26 PM
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Configuring Manual Switch Properties

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

Step 9

To set properties for the Manual Switch component, follow these steps:

Procedure

Select the Manual Switch icon in the workspace and click Properties.

The Manual Switch Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the question to present to assist the operator in choosing a branch to execute in the Switch Display
Text field.

Click Add to make a selection for branching the business logic.

In the Display Name field, enter a description to present to the operator for this branch of business logic.
Click OK. Choices appear in the Switch Choices area.

Click the Alert Action tab.

If you want to enable the operator to acknowledge or close the alert when branching logic as part of this
activity, select the appropriate option. For example, selecting Acknowledgeable enables the operator to
set the alert’s status to Acknowledged.

Click the Owner tab.

.!::;';Manual Switch Activity Properties

Type: .<> Decision
Display Mame: Manual Switch
Description:

General | Alert ActionNotiFication
Select the owner of this particular bask-

¥ Inherit Response WorkFlow Owner

" Alert Owner Choose the owner for this task.
 User: "
' User Group: &
™ allow cwner to reassign this task
[a]4 i | Cancel ‘

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
e Select User to choose a specific operator for this Response Workflow.

¢ Select User Group to choose a defined group of users/operators for this Response Workflow.
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Step 10

Step 11

Step 12

Using Parallel Flow Components W

Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user.

Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

e Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Click OK.

Using Parallel Flow Components

Parallel Flow components allow an entire business logic flow to be embedded inside a business logic
template and executed with the business logic. When you add a parallel flow component to a business
logic flow and double-click it, you can drag other activities directly inside the parallel flow icon.
Typically in business logic, actions are executed sequentially; with the Parallel Flow component
however, the actions inside it can be executed in any order.

5 Response Workflow Business Logic Business Logic = Response Workflow... ~ Parallel Flow

11l Paralel Flow

Activities +i- |

' 6 Task 1
11l Paralel Flow
Activities il
( ) ] | 6 Task 2

| 6 ks s Al | TextBox Task

Drag icons into the Parallel Flow icon to design the sub-logic needed in this Parallel Flow component.
Navigate back to the original business logic template within which this Parallel Flow resides by clicking
the navigation at the top of the window.

You can construct a parallel task that allows operators to execute any of the subtasks in any order.

| oL-28432-01
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Can't tell

Administrator 4/19/2012 7:40:51 PM

o Do the following (3 Parallel Tasks) 1l
4/19/2012 7:40:51 PM

4/19/2012 7:40:51 PM

Call Police
Administrator
Call Palice

Parallel tasks can be
executed in any order.

v O

Check if anyone is injured
v O Administrator
Check if anyone is injured

O Release Guard Doc
Administrator
Release Guard Doc

4/19/2012 7:40:51 PM

Configuring Simulate Alert Properties

Note

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

By adding a Simulate Alert component to your business logic template, you can test the business logic
design by simulating the type of alert that you want to handle with the business logic template. The
Simulate Alert component is only applicable inside Alert Business Logic or Alert Status Business Logic
templates. You cannot use this component in other types of business logic templates.

When the business logic template runs and encounters a Simulate Alert component, it creates a new alert
by copying an existing alert in PSOM. If, during Test Mode execution of the business logic, the original
PSOM alert is deleted, it is possible that the simulated alert will not be created with full alert details (as
presented in the Alert Details window). In this case, the simulated alert will not be an exact replica of
the original PSOM alert, and may not show up in the Alert Manager or Operation Console.

To set properties for the Simulate Alert component, follow these steps:

Procedure

Select the Simulate Alert icon in the workspace and click Properties.

The Simulate Alert Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To select the alert that should be simulated, click the Select Alert button.

The Select Alert window appears.

Select the alert you want to simulate and click OK. The alert’s description and severity are automatically
displayed in the SimulateAlert Activity Properties window.

Click OK.

Configuring Simulate Contexts Properties

By adding a Simulate Contexts component to your business logic policy, you can simulate non-alert
contexts for On-Demand Business Logic.
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To set properties for the Simulate Contexts component, follow these steps:

Procedure

Step 1 Select the Simulate Contexts icon in the workspace and click Properties.
The Simulate Contexts Activity window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Step4  Choose how you want to simulate context for the business logic:
¢ To simulate context based on Monitoring Area, select Area.
The Select Area window appears. Select a Monitoring Area and click OK.
¢ To simulate context based on a Sensor, select Sensor.
The Sensor Mapping window appears. Select a Sensor and click OK.
¢ To simulate context for the entire PSOM environment, select Global.

Depending on your selection, the Simulate Contexts Activity window appears similar to the following.

.f:;;SimuIate Contexts Activity

Type: u Action

Display Mame: Simulate Contexts

Description:

Context Type
 Area

& Sensar: [CT-First Flaar]

 Glabal

[a]4 | Cancel

Step5 Click OK.

Configuring Simulate Event Properties

By adding a Simulate Event component to your business logic policy, you can test the business logic
policy design by simulating the type of Integration Module event that you want to handle with the
business logic policy.

To set properties for the Simulate Event component, follow these steps:

Procedure

Step1  Select the Simulate Event icon in the workspace and click Properties.

The Simulate Event Activity window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.

Step4  Select the Sensor from which the simulated event will be generated from the Sensor field. The Sensor
must be an actual access control sensor, not a virtual sensor or a camera Sensor.

Step5  Select the Integration Module from which the simulated event will be generated from the Event
Provider field.

Step6  Select the event that will be simulated from the Event Description field.
Step7  Select the severity to be assigned to the simulated event from the Severity field.
Step8  Select the status to be assigned to the simulated event from the Status field.

~

Note If you simulate an event status other than “OPEN”, the event will be ignored by the
EventMapFilter activity and the CreateAlert activity.

Step9  Check the Enable to run in Non-Simulated mode option if you want to apply the business logic with
this activity.

Step10 Click OK.

Configuring Correlate Condition Properties

When you add a Correlate Condition component to your business logic, you can correlate multiple alerts
across different systems to generate additional alerts, raise the severity level of alerts, or close or
acknowledge existing alerts.

Reasons why you might use a Correlate Condition component include:

e To correlate alerts of a certain type across all Sensors in an Monitoring Area or Sensor Group. This
is specifically useful in areas of high importance. When the Monitoring Area has multiple sensors
(doors, cameras, etc.) and alarms on these different sensors trigger at the same, or within a short span
of time, it can be useful to analyze these alerts together.

e To determine when a specific type of alert occurs across the entire system at the same time; for
example, correlating a Card Rejected alert across a building might help identify a suspect with a
stolen card.

¢ To identify multiple false alerts from a Sensor, or detect a malfunctioning Sensor.

Alerts can be correlated by time range, proximity by Monitoring Area or Sensor Group, severity level,
alert description, or alert type. Once correlation criteria are met, the Correlate Condition icon can
generate a new alert, and update the status or severity of the existing correlated alerts.

To set properties for the Correlate Condition component, follow these steps:
Procedure
Step 1 Select the Correlate Condition icon and click the Properties button.

The Correlate Condition Activity Properties window appears.

Step2  Enter a name to display on the icon in the workspace in the Display Name field.
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Configuring Correlate Condition Properties ||

Enter information about the component in the Description field.

Enter the number of seconds over which you want to correlate events that have occurred from the Match
Alerts created in last field.

Select the criteria that will be used to correlate alerts from the Correlation Criteria area:

To correlate alerts based on the originating Monitoring Area, Sensor Group, or Sensor, select the
Hierarchy in option. From the pull-down menu, choose Related Area to correlate alerts when they
are issued in a common Monitoring Area, Related Sensor within Sensor Group to correlate alerts
when they are issued by Sensors in a common Sensor Group, or Sensor in Current Alert to
correlate alerts when they are issued by the same Sensor.

~

Note The Related Sensor within Sensor Group setting can be highly effective for correlating
alerts raised by different sensor types. For example, a fence alert (against fence detection
sensor) and an intelligent video alert (against a camera sensor) can be combined to create a
real correlated alert, whereas each alert by itself would be highly prone to a false-positive
error. To enable this alert correlation, create a Sensor Group that includes the different
sensor types you want to combine for correlation purposes, and add the relevant Sensors to
it. When you create the CorrelationCondition activity, set the Hierarchy in field to Related
Sensor within Sensor Group.

To correlate alerts based on their current severity levels, check the Severity greater than or equal
to option and select a severity level from the pull-down menu (Low, Medium, High, or Critical).

To correlate alerts based on their current status, check the Alert status is option, select a relation
(Equal To, Greater Than or Equal To, or Less Than or Equal To), and select an alert status
(Open, Acknowledged, or Closed).

To correlate alerts based on a common description, check the Description contains option and enter
the descriptive words in the field provided.

To correlate alerts based on alert type, check the Alert Type(s) matching option. You can either
match alert type based on the current alert (select Alert Type in Current Alert from the pull-down
menu), or based on selected alert types. To select specific alert types, choose Select Alert Type(s)
from the pull-down menu and choose the types from the Select Alert Types dialog.

:E:Select Alert Types H=E3

Select Alert Types

Selected Alert | ype
(sh

Alert Sourc all ad
checkal | Uncheckal |
ﬂ Name Description Source
Ul Unidentified Alert
L] e - Select the alert types to correlate.
] UserCreated User Created Alert Proximesx
] uUnauthPerson Unauthorized Personnel Proximesx
] UnauthEntry Unauthorized Entry Proximesx
] Detection Alsrt Search Detection Alert Proximesx
] Live Yideo alert Live Yideo Alert Proximesx
] Recorded ¥ideo alert Recorded Yideo alert Proximesx
] Default RS5Feed ... Default Alert For RSS RS5
] Intrudertabils Intruder Mobile Alert Proximesx
1 tmmuhn kil e Bmbile Aok Pemusinamu ad
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Configuring Correlate Condition Properties

Step 6

Step 7

~

Note

In most cases, you should set the Alert Type(s) in option as part of your correlation criteria

to specific and limited alert types. If you do not use this option, or if you simply select all
alert types for correlation, you may experience unwanted behavior including the creation of
correlation alerts that trigger additional correlation activities.

Choose the action to take when alerts are correlated from the Action area.

a. To generate a new alert, select the Create Correlation Alert with option. Select
DefaultCorrelationAlert from the Alert Type field (or select a custom correlation alert), choose
an alert severity to assign this alert from the Severity field (Low, Medium, High, or Critical), and
select the sensor type for this alert from the Relative Sensor Type field (shown next).

Correlation Criteria

[ Hierarchy in

[~ Sewverity greater than or equal to
[~ Alert status is

r Description contains

[~ Alert Type(s) matching

Action
Create Correlation Alert

¥ Create Correlation Alert with -
Alert Type

Severity

Relative Sensor Type

=
£| Access Control

A} Hazard Detector

‘ Radar

{3..,., Sonar

ﬁ Intercom =
|, Digital Signage

& Monitor-Area

Q Fire Detector

E‘ Microwave

{ }} Fence

Q Intrusion Detector

Emergency Duress

© rep

[ Computer ad
[ZH video Camera -

[T usecorrelation Alertfor subseguent activities Q

Select the sensor type to be
associated with the alert.

b. If you choose the Create Correlation Alert with option, PSOM will create a new alert that
combines the multiple input alerts into one new correlated alert. To perform an action on this new
correlated alert, you must check the Use Correlation Alert for subsequent activities option as
well. Otherwise, actions may be performed on just one of the multiple input alerts.

c. To update the status of the correlated alerts, select the Update Status of Correlated Alerts option
and choose the appropriate status from the pull-down menu (Acknowledged or Closed).

d. To update the severity of the correlated alerts, select the Update Severity of Correlated Alerts
option and choose the severity to assign from the pull-down menu (Low, Medium, High, or

Critical).
Click OK.

The following business logic design uses Simulate Alert components connected with a Delay component.
This flow simulates the alerts that this business logic policy is designed to correlate; the Delay
component simulates a realistic timeframe during which the alerts are raised. Once both alerts have been
raised, the CorrelateCondition component performs its work.
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Business Logic Expand All Collapse
Yert Business Logic

| % St et l Once both alerts have been

raised, the Correlate Condition
activity performs its work.

0 Conditon

B Dela
O Y ) Correlate l False

|@ Send E-Mail l Decision

In the next example, an Alert Condition component verifies that the correct alerts, at or above the
necessary severity level, have occurred before launching the Correlate Condition component.

Business Logic Expand All Coll:

Start

‘ % Simulate Alert f=———— O Deelay
: J The Alert Condition component
verifies that the specific alerts have
. occurred before passing control to
| ul| Alert Condition l the Correlate Condition component.

Correlate
E x& Condition WS -
| Eyw SetStatus 1
Diecision
|@ Send E-Mal l .
Decision : b-ﬁl} Set Status 2

The Correlate Condition component takes different actions depending on whether its
conditions have been met. For example, it sends a notification email if its conditions are
true, and lowers the status of the alerts it investigated if conditions are false.

~

Note  Additional guidelines for using Correlate Condition are provided next.
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Using Correlate Condition with other conditional activities—If you need to use other conditional
activities (such as Alert Condition or Schedule), use them before you use Correlate Condition. For
example, if you only want the Correlate Condition to run when a Forced Door or Door Open alert
occurs, you can put an Alert Condition just before the Correlate Condition. The Alert Condition will
check that the triggering alert matches its conditions before passing the alert to the Correlate
Condition which will look for alerts that have already been created that match its criteria.

Limiting Actions with Correlate Condition—Try to perform Action activities separately from
performing CorrelateCondition activities as actions can interfere with the evaluation of correlation
conditions.

Avoiding multiple levels of Correlate Condition—It is acceptable to use several Correlate Condition
activities at the same level in a business logic policy; for example, different Correlate Condition
activities can be issued based on schedule. However, multi-level Correlate Condition activities (e.g.,
one Correlate Condition leading to another Correlate Condition) can become extremely difficult to
navigate.

Planning for different execution sequences— Your business logic policy may not execute in the same
order during deployment as it does in trial or test mode. For example, if a business logic policy
deletes an alert based on a Schedule activity, but you have a Correlate Condition activity that
performs some action with that alert, you must make sure to account for various execution sequence
scenarios since you cannot predict whether the delete will occur before the Correlate Condition
executes.

Reduce correlation processing with Alert Collapsing policies—When Correlate Condition is used,
there is often a tendency for multiple duplicate false alerts to be raised, thereby generating
Correlation alerts. To minimize the number of Correlation alerts, apply an Alert Collapsing policy
so that multiple alerts of the same type are collapsed, generating fewer Correlation alerts.

@ alert Collapsina RulesManager - Add alert GollapsinoRole) aﬂ
Fule Name: Collapse-1minute|
Description: Default rule For callapsing alerts
Collapsing Parameters:

Description alue

|t Collapse alerts with the Following criteria? v ves .
Collapse alerts generated within this time (Mi.., 1 [ DCﬁnC thC ﬂllCS by Wthh corrclatcd
1 alerts are collapsed.
Collapse when severity of an alert matches o All
Collapse alert when alert description matches .
= Collapse alert when the sysalertid matches -1

b Collapse alert when alerk sensor name matches %%

Designing coordinated Correlative Alerts—You can design a business logic template to handle
processing for correlative alerts specifically. Use this technique in conjunction with general Sensor
Groups. For example, you could create a “dummy” Sensor to serve as a receptacle for Correlative
Alerts, and then add this Sensor to a Sensor Group; such as a Sensor with type IntrusionDetection
that is added to the Sensor Group for fence and camera alerts. Next, create a Correlate Condition
that generates a “Single Correlated Intrusion” alert when both fence and camera-based alerts are
triggered. Last, create another Sensor Group to contain all alerts of IntrusionDetection type Sensors,
and correlate this group to the “Single Correlated Intrusion” alert; when the Correlate Condition
detects this situation, it generates a new alert called “Coordinated Intrusion Alert”. The end result
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is that this “Coordinated Intrusion Alert” tells the security staff that there is a coordinated attack on
the facility as multiple correlative alerts (against fence and intelligent video) have risen at the same
time in multiple places. Another business logic template can send an email to local police when a
“Coordinated Intrusion Alert” is detected.

Configuring Event Map Filter Properties

Note

Step 1

Step 2
Step 3
Step 4

When you add an Event Map Filter component to your business logic template, you can filter Integration
Module events for an Event Business Logic template. Events that meet the criteria specified in the Event
Map Filter component are created as alerts in PSOM with the defined severity against the selected sensor
type. You can define as many filters in the Event Map Filter component as you need.

e If you want to receive all Integration Module events into PSOM as alerts, you do not need to use this
activity. However if you want to perform advanced filtering and specify the parameters for raised
alerts, then you can use this activity.

e Because Event Business Logic raises an alert by default on the source sensor, customers of AgentVI
or Nextiva may want to use an Event Map Filter activity to specify the target sensor type to be
“Camera - Stationary”, “Camera - PTZ”, or “Camera - Others” so that the alert will be raised on the
associated camera sensor instead.

To set properties for the Event Map Filter component, follow these steps:

Procedure

Select the Event Map Filter icon in the workspace and click Properties.

The Event Map and Filter Activity window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To add a new filter:

a. Click Add. The Event Map Filter Editor window appears.

| oL-28432-01
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7 Event Map Filter Editor

—Ewvent Match

—Match Source

Even: Sauree: By oece — Determine how events are
Match Type: Contains Match ol matched to the source
IMatch Description: Forced Entry ol

[T Case Sensitive

—Match Criteria

By Status: 1] o .

¥ Status 4] Open ] Determine how events are

By Severity: @ any severity ud | = matched by status, severity, or
By Sensor Type: Any Sensor Type d sensor type.

—Settings to Raise Alert

Alert Description

¥ IUse exact description Fram Event Source

~— Choose how the description is

' Use System Alert bype description .
assigned to the alert.

' Use custom description

Alert Severity: D) Default —— Set the severity to assign to the

ud
Syskem Alert: Best Match Events V] alert.

W Camera - Stationary
Types: [ camera-p12 = | —— Choose the target sensor types for
|| Camera - Infrared the alert.
|1 &ccess Control d

Target Sensar

¥ Filter Enabled

[a]4 I | Cancel ‘

b. In the Match Source area, select the Integration Module instance that will be generating the event
from the Event Source field.

c. Select the type of match you want to use from the Match Type field. Choices include:

- Exact Match (Equal)—The value provided in the Match Description field must be exactly the
same as the event description in the external system for a match to be proved.

— Exact Match (Not Equal)—The value provided in the Match Description field must not be
the same as the event description in the external system for a match to be proved.

— Contains Match—The value provided in the Match Description field must be included as part
of the event description in the external system for a match to be proved.

— Wildcards Match—The value provided in the Match Description field is matched to the event
description using wildcard patterns. For example, pattern “*” will match against all
descriptions. Pattern “*forced*” will match against all event descriptions that contains the word
“forced”.

— Regular Expression Match—This is the most advanced matching in the Match Types. The
value provided in the Match Description field is matched to the event description using regular
expressions. For example, pattern “*.*forced$” will match against all event descriptions that
contains the word “forced” at the end of the description.

d. Enter the event description you want to match in the Match Description field.

e. Check the Case Sensitive option if you want to require matches based on upper and lower case
letters in the values. Uncheck this option if case does not matter.

f. Beyond matching the event description, if you want to match events using status, alert severity, or
sensor type, make those selections in the Match Criteria area.
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When a match is found, specify the alert description you want to use when raising an alert in PSOM
in the Raise Alert | Alert Description area. You can use the event description from the external
system, the description recorded in PSOM for the matching system alert, or a custom description.

For matching events, specify the severity that should be assigned to the PSOM alert in the
Alert Severity field.

For matching events, specify how you want PSOM to match event to system alerts in the System
Alert field.

Select the type of sensor that this alert should be associated with from the Target Sensor Types
field. If you do not make a selection, or a related Sensor of the selected type cannot be found, the
alert will be raised on the Sensor that triggered the event.

If you want to enable this filter, check the Filter Enabled option.
Click OK.

Step5  Repeat the last steps to specify as many filters as you need.
Step6  Click OK.

Notes:

If multiple filters are used, an event will be matched against all of the filters in order until a first
match is found.

If a match is found, the rest of the filters in the sequence will be skipped. For example, if you have
3 filters defined in the activity and an event matches the 2nd filter, the activity will exit. And the last
filter will be skipped in this case.

If a filter is disabled (the Filter Enabled option is unchecked), the filter will be skipped during
execution.

Using Event Map Filter in Event Business Logic

You can fine tune Event Business Logic templates to include decisions based on a particular Integration
Modules; for example, a decision specific to Hirsch Velocity and a different decision specific to Lenel.
The following business logic template has two decisions based on two different Integration Module
types.

| oL-28432-01
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Business Logic - Monitoring Busine...

3usiness Logic

Expand All Collapse All

=l

Is Hirsch
Welocity?

=5

False

True Dedsion

| Deecision
True

. Create Hirsch AIertJ |

Create Lenel AIertJ

You can also have decisions based on a particular type of event; for example, Door Forced Open or Door
Opened Too Long. The following example shows a template with a test for the “Door Opened Too Long”

event before an alert is generated.

Business Logic - Monitoring Busine...

3usiness Logic

Door Gpen Too |
5 ] Long?

I— True

Create Alert

Deecision

Is Lenel?

False

’i ‘. Create Other AIertJ

The Event Map and Filter Activity window is configured as shown next.
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Configuring Escalate Condition Properties

Type: .<> Decision
Display Mame: Door Open Too Long?
Description:

IMap Filkers

ﬂ Event Source

Event Match

Any Source *COpen too long*
Any Source *DOTL*
Any Source Held

Any Source *Door Held Open®

B EERE

-

Any Source *DoorHeldOpen®

\dl all o) RecordSof 5

Contains ...

Severity

. m Medium
. m Medium
. m Medium
. m Medium

E Medium

| Modify...
| Delete. ..

L)
o

Up

Ok

Cancel

Configuring Escalate Condition Properties

When you add an Escalate Condition component to your business logic, you can configure the business
logic template to escalate alerts to certain individuals or groups after a specified amount of time, or when
certain conditions are met, based on the alert’s status and severity.

To set properties for the Escalate Condition component, follow these steps:

Procedure

Step 1

Select the Escalate Condition icon in the workspace and click Properties.

The Escalate Condition Activity Properties window appears.

Step 2
Step 3
Step 4

Step 5
following:

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.
Set the amount of time that should pass before the alert is escalated in the Wait for (seconds) field.

Select the conditions upon which the alert will be escalated. You can choose any combination of the

a. To escalate alerts based on their current severity levels, check the Severity field and select a severity
level from the pull-down menu at the far right (Low, Medium, High, or Critical). You can indicate a
match is successful if the severity is equal to, greater than or equal to, or less than or equal to by
selecting a choice from the first pull-down menu.

b. To escalate alerts based on their current alert status, check the Alert Status field and select a status
from the pull-down menu at the far right (Open, Acknowledged, or Closed). You can indicate a
match is successful if the alert status is equal to the selected status.

| oL-28432-01
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c. To escalate alerts based on their current escalation status, check the Escalation Status field and
select a status from the pull-down menu at the far right (Not Escalated, Escalated, or
Escalated-Viewed). You can indicate a match is successful if the alert status is equal to the selected
status.

Step6  Select the user or user group that should receive the escalated alert from the Escalate Alert to User/User
Group area.

Step7  Click OK.

Configuring ODBC Condition Properties

When you add an ODBC Condition component to your business logic template, you can run custom
ODBC SQL scripts against a specified data source and return a true or false value to make a decision.

The decision will be "False" if the final result of the SQL query is zero. If the SQL query returns a
positive integer, the decision will be "True". In addition, the SQL query should return a scalar value (a
single value) instead of rows of values.

If the SQL query returns multiple rows or columns, only the first column of the first row will be
evaluated. If the evaluated value is a positive integer, the decision will be "True"; otherwise if the value
is negative or zero, the decision will be "False". If the value cannot be evaluated to an integer, errors will
be shown.

The result of the ODBC Condition query is stored in the alert context under the PxData category and
ODBCResult key. You can use PowerShell to retrieve this context data.

To set properties for the ODBC Condition component, follow these steps:

Procedure

Step1  Select the ODBC Condition icon in the workspace and click Properties.
The ODBC Decision Activity Properties window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Step4  Enter information for the ODBC data source in the ODBC Connection area:
a. In the Driver field, enter the ODBC driver used to access this data source.
b. In the DB Server field, enter the server where the ODBC database is running.
c. In the Database field, enter the name of the database you want to access.
d. In the DB Login field, enter the login name for accessing the database.
e. In the DB Password field, enter the corresponding password.
Step5  Enter a custom SQL script to execute against the datasource in the DB Query area.
Step6  Click OK.
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Configuring PowerShell Decision Properties

Step 1
Step 2

Step 3
Step 4

Step 5

You can write a PowerShell scriptblock to perform an analysis, or correlate data with existing systems
like Microsoft SQL Server or Exchange Server, and then return TRUE or FALSE for a decision that
affects the flow of the business logic template. The PowerShell Decision component supports logging,
object passing, calls to a WF Web Service, and passing and creating contextual data between activities
in a business logic design.

See the “Setting Up PowerShell Scripts” section on page 14-50, the “PowerShell Script Format” section
on page 14-51, and the “PowerShell Action Examples” section on page 15-29 for details on defining
basic PowerShell scripts. This section describes how to add PowerShell as decision components in
business logic templates.

You must have PowerShell installed on your system to execute PowerShell Decision components.
PowerShell requires Windows XP SP2 or later, and Windows Server 2003 SP1 or later. You can
download PowerShell from the Microsoft website.

To set properties for the PowerShell Decision component, follow these steps:

Procedure

Select the PowerShell Decision icon and click Properties.

The PowerShell Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

To select a PowerShell script, click the | 7 | button in the Seript Template field.
The Select PowerShell Script window appears.

Select the PowerShell script you want to use and click OK. The PowerShell Activity Properties window
is populated with the script and parameters that have been defined for the selected script.

You can also enter the script directly into the Script area of the PowerShell Activity Properties window.

% PowerShell Actinty Properties gid
Type: 3 Dedision-Action
Display Mame: Powershell Decisian

Description:

Script Template: ﬁ] ﬁ‘
_1 Script

PowerShel Script: —‘21 2

#ERule Variables Begin |
$Pararmeter] = 'Iocalhost?
SParameter2 = W32Time’ ——— Enter the PowerShell script.
$Parameterd = ‘Sensor’
$Parameterd = 'Service Test Alert -
§Farameters = 2

R Rule Variables End]##

$ErrorActionPreference = "Continue”
$lhost = "localhost”

if ($Parameter!. Count -eg 0)

{

O i | Cancel

| oL-28432-01
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If you want to write the PowerShell script in a different script editor (such as Notepad or an open source
tool like Power GUI Editor), click the [# button in the Script area, and navigate to select your script
editor. Once you’ve finished writing and debugging your code, you can copy and paste it into Script area.

Step6  Click OK when finished.

PowerShell Decision Examples

You can write script code to make decisions within business logic templates. For example, you could use
a PowerShell Decision to determine if the number of processes for an application has exceeded a
limit—for example, if three instances of “Notepad” are running return TRUE, otherwise return FALSE.

##### [Rule Variables Begin] #####
$Threshold = 2

$SProcName = ‘notepad’

##### [Rule Variables End] #####

ScolItems = Get-Process
$TotalCount = 0
for each (SobjItem in $ScolItems)
{
#write-host “Name: “ SobjItem.Name “ID: “ S$SobjItem.ID
if ($SobjItem.Name -eqg S$ProcName)
{
$TotalCount++

}

if ($STotalCount -gt $Threshold)
{

“True”
}
else
{

“False”

}

Example 1: Creating User Alerts when a Process is Not Running

In this example, the business logic uses two PowerShell scripts. The first checks whether a process (in
this case, Notepad) is running. If the process is not running, the second PowerShell script creates a user
alert. This script can be used in Scheduled Business Logic.

When the process is closed, alerts periodically appear in PSOM:

Severity Status . Type Description Location Occ.. Sensor  Occur Time Owner

Cl... | Ml |UserCreated |Notepad is not running! | Demo Loc 1|pariciic [11/197200... |adminestrator

A medium _f_l Open -N Forced En... Forced Entry 3t Input P... Demo Lo 1 PETIGIIC  10f19/200... Administrator
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Business Logic
%, Monitoring Business Logic

—— Is Motepad
ES nurring: I

— Raise Custom . Decision
| [~ | Alert I

This PowerShell script checks whether the process is running:

SprocCounter = @ (Get-Process notepad*) .Count
if ($procCounter -ge 1)
{
"TRUE"
}
else
{
"FALSE"
}

This Powershell script raises a user alert if the process is not running:

$sensorID = 1

Sareald=1

SruleID = -1

ScurrentTime = get-date

Smessage= "Notepad is not running!"
SPXWFWS.CreateAlertSimple (1, $sensorID,"","",
$message, SarealD, SrulelD, $ScurrentTime.ToString(),1,
"<DESCRIPTION></DESCRIPTION>", 0,0,0,0)

For this example, the alert is created on in the Monitoring Area with an ID=1 for the sensor with ID=1.
The alert message is “Notepad is not running”.

Example 2: Creating User Alerts when a Machine Becomes Unreachable

In this example, the business logic uses two PowerShell scripts. The first pings a particular IP address
to determine whether a machine is running. If the machine is not running, the second PowerShell script
creates a user alert. This script can be used in Scheduled Business Logic. When the machine is
unreachable, alerts appear:

Severity  Status . Type Description Location  Occ.. Sensor  Occur Time Owner
@ row 1] Op.. _, UserCrea.. Test machine is offline! Demo Loc 1 PXTIGIIC 11/19/20..
3 & Medum 1| 5 |Forced En... |Forced Entry at Input P... 1[PxTIGIIC | 11/19/200... [Administrator
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Business Logic Expand All C
o+, Scheduled Business Logic

2 s Machine
| S oirning: I

g Raise Custom
| ey Alert I
Decision

This PowerShell script checks whether the machine is running. You can change the test IP address to any
IP address that you want to check.

StestIPAddress= "192.168.1.188"

$Sping = New-Object System.Net.NetworkInformation.Ping
SpReply = S$Sping.Send($testIPAddress)

SpStatus = $pReply.Status

if ($pStatus -eqg "Success")

{
"TRUE"

}
else
{
"FALSE"

This Powershell script raises a user alert if the machine is not running:

$sensorID = 1

SareaId=1

SruleID = -1

ScurrentTime = get-date

Smessage= "Test machine is offline!"
SPXWFWS.CreateAlertSimple (1, SsensorID,"","", Smessage, SarealD, SrulelD, ScurrentTime.ToString
(),1,"<DESCRIPTION></DESCRIPTION>", 0,0,0,0)

For this example, the alert is created on in the Monitoring Area with an ID=1 for the sensor with ID=1.
The alert message is “Test machine is offline!”.

Powershell for On-Demand Scenarios

e Example: Getting the current sensor context - Sensor ID

SsensorID = S$SpxContext.findContextObject ("PxSensor", "SensorID")

e Example: Getting the current area context - area ID

SarealD = $pxContext.findContextObject ("PxSensor", "ArealD")

— Example: Getting the current alert context - Alert ID

ScurrentAlertID =SpxAlert.AlertID

Administering Cisco Physical Security Operations Manager, Release 6.1
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Powershell for Alert Status Change Scenarios

Example: Getting the previous alert status for the current alert

SpreviousStatus = $pxAlert.PrevStatus

Example: Getting the current alert ID

ScurrentAlertID = SpxAlert.AlertID

Example: Getting the current alert status

ScurStatus = S$pxAlert.Status

Powershell for Post-Alert Scenarios

Example: Changing contexual alert ID to a specific alert ID

SpxAlert.AlertID = 123

Example: Changing contexual sensor ID (associated with alert) to a specific sensor ID

SpxAlert.SensorID = 123

Example: Retrieving alert detail for the current alert

SpxWfWs .GetAlertDetailForAlertID ($SpxAlert.AlertID)

This call returns the full XML for the alert detail inside the <RESULT> node.

Powershell for Generic Business Logic Scenarios

Example: Setting a contexual value in the context registry

SpxContext.addContextObject ("your_category", "your_key", S$Svariable)

Saves a single value ($variable) into the context registery under your_category category with
your_key as the key.

For example, explicitly set an alert ID in a context and then use the SetAlertContext activity to
switch the alert context.

SpxContext.addContextObject ("PxDemo", "AlertID", "123")

where the "123" is the target alert ID.

Example: Reading a contextual value from the context registry

Svariable = SpxContext.FindContextObject ("your_category", "your_key")

Retrieving a single value from the context registry under your_category category with your_key as
the key.

Example: Logging information into the Business Logic trace log

SpxLogger.logInfo("This is a test message.")

Example: Create an audit entry for the current alert

SpxWEfWs .CreateAuditEntry ("Hello, world!", 27, 2, SpxAlert.AlertID)

| oL-28432-01
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e Example: Getting the current PSOM BL version installed

SpxOEMInfo.ProductVersion

e Example: Getting the current product name

SpxXOEMInfo.ProductName

e Example: Getting the company name for the current product

SpxXOEMInfo.CompanyName

Powershell for Monitoring Rules (Pre-Alert) Scenarios

e Example: Logging the description of the event from the raw connector event

SpxLogger.logInfo ($pxEvent.Description)

e Example: Getting current GPS Location of the source event

ScurrentGPS = SpxEvent.GPSLocation

e Example: Getting current Tracking Object of the source event

ScurrentTrackingObj = S$pxEvent.TrackingObject

e Example: Creating a video alert on a particular Sensor

SpxWfWs.CreateAlertSimple(1, 3, "", "", "Test Video Alert", "1, "-1",
$SpxEvent .OccurTime, "1", "<DESCRIPTION></DESCRIPTION>", "O","O","O0","0")

Powershell for Sensor Context Scenarios

e Example: Decision whether current Sensor context belong to a specified Sensor Group:

$checkGroupID = 101
if ($SensorQuery.isCurrentSensorInGroup ($checkGrouplID))

{
"True"
}

else

{
"False"

}

~

Note  Default result of isCurrentSensorInGroup will be false.

e Example: Decision whether current Sensor context is a sibling of a specific Sensor

SreferenceSensorID = 101

if ($SensorQuery.isCurrentSensorSiblingOfSensor (SreferenceSensorID))
{

"True"

}

else

{

"False"

}
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Note  Default result of isCurrentSensorSiblingOfSensor will be false.

Configuring RSS Alerts Properties

Step 1
Step 2

Step 3
Step 4

Step 5

When you add a RSSAlerts component to your Schedule Business Logic, you can configure the
properties by which the component decides to aggregate RSS or ATOM feeds, filter through the feed
items and then create corresponding alerts in PSOM. You can create multiple PSOM alerts in a single
execution based on the number of filtered feed items you specify in the RSS Alerts component; only feed
items that match all filter expressions will generate an alert. If the RSS Alerts component does not create
any alerts the decision result will be “FALSE”.

If you add a Create Report component after the RSS Alerts component in your business logic, you can
generate multiple Alert Detail reports. See the “Configuring Create Report Properties” section on
page 15-21.

To set properties for the RSS Alerts component, follow these steps:

Procedure

Select the RSS Alerts icon in the workspace and click Properties.

The RSS Alerts Activity window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose the Sensor for which alerts should be generated when matching feed items occur by clicking the
|/ button in the Sensor field.

The Sensor Mapping window appears. Select a Sensor and click OK.

@ SERsSon HMapEing| Qu]
Monitaring Tree: Selected area's sensor(s):
E Airport Name Type Description ID
(33 Undesingated Zone purcenz [ Access C... T Concourse First .., 1031
a3 Terminal 2 East putcPoz (@ Access C... CT Concourse First ... 1033
i Terminal 1 pxrcevol (@ Access ... CT Concourse First .., 1034
b @) Terminal 2 west
LJ _@5 Commuter Terminal PATCEVOS ﬂ Access C,,, CT Concourse First ... 1035
’ F=] <T-First Floar PATCT1E ﬂ Access C... T Concourse First ... 1036
[ CT-5econd Flaor PATCTZ1 ﬂ Accegs C., CT Concourse First .. 1037
H [ CT-Third Floor PATCTZS ﬂ Access C,,, CT Concourse First ... 1038
LJ (3 Perimeter West PATCTOS ﬂ Access C,,, CT Concourse First ... 1039
\.J &) Perimeter North pxTcR16 [ Access C... CT Concourse First .., 1040
L343 Arizona Digital Sign... I/ Digital 5i... Commuter Terminal ... 1057
[ Undesignated Zore 3 : B L. ———— Seclect a Sensor and click OK.
Inkercom ﬁ Inkercom,.. 1059

Light Cork... BAC Device Light Sensor Zone 1 1080
Light Cork... BAC Device Light Sensors Zone 2 1061 =
Light Cork... BAC Device Light Control - Zone 3 1062
Cisco 2500... 20 Camera ... 1063
PATIGI1C ﬂﬁ\ccessc‘.. 1480

Enter the URL for the RSS or ATOM feed that this component should poll during execution in the
Feed URL field.
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Step6  Enter the access credentials for the feed in the User Name and Password fields.

Step7  If you want to filter the alerts received from the feed URL to only create PSOM alerts under certain
conditions:

Select the Filter Enabled option. Once enabled, only those feeds that match all filter criteria will
create alerts in PSOM.

Enter text into the Title field that should appear in the title of a feed for it to result in a PSOM alert.
Filter criteria is case-sensitive.

Enter text into the Description field that should appear in the description of a feed for it to result in
a PSOM alert. Filter criteria is case-sensitive.

In the Category field, enter the category to which a feed must belong before a PSOM alert will be
created. Filter criteria is case-sensitive.

Step8 Click OK.

Notes

The filter uses a Regular Expression for matches. A feed must meet all filter criteria before an alert
is created in PSOM. If you do not want to specify a filtering criteria, leave it as “.” as it will match
against all characters in that field. To match multiple words, use the a regular expression for exact

matching on the RSS title:
.*\s+(Mobilelweather)\s+.*
The RSS Alerts activity can only be used inside Schedule Business Logic templates.

The RSS Alerts activity supports simulation directly without the need for a Simulate Alert activity.
Only a Start icon and RSS Alerts activity are needed inside a Schedule Business Logic template to
generate RSS alerts. Those alerts will be marked as “Simulated” alerts as seen from either the
Operation Console or Alert Console.

Some feeds are not supported in this release (such as Google news).

Test feeds in the Business Logic Designer before deploying the business logic template. All RSS
alerts created inside the Business Logic Designer will appear as “Simulated” in the Operation
Console.

Configuring Acknowledge Task Properties

The Acknowledge Task allows operators to confirm task completion within a Response Workflow
Business Logic.

To set properties for the Acknowledge Task component, follow these steps:

Procedure

Step 1 Select the Acknowledge Task icon in the workspace and click Properties.

The Acknowledge Activity Properties window appears.

Step2  Enter a name to display on the icon in the workspace in the Display Name field.

Step3  Enter information about the component in the Description field.
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Step4  Enter information to display to the operator about acknowledging this task in the Acknowledge Text
field.

Step5  Click the Alert Action tab.

7 acknowledge Activity Properties

Type: u Action

Display Mame: Acknowledge Task

Description:
GeneraIOwner Makification
Alert ACCon
* DMone
" i Acknowledgeable —| Decide whether the alert can be acknowledged
O Closeable or closed from this task.

[a]4 i | Cancel ‘

Step6  If you want to enable the operator to acknowledge or close the alert as part of this activity, select the
appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Step7  Click the Owner tab.

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
e Select User to choose a specific operator for this Response Workflow.
¢ Select User Group to choose a defined group of users/operators for this Response Workflow.

Step8  Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user. If this option is not checked, then a non-administrator alert owner cannot reassign this task.

Step9  Click the Notification tab.

e Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

¢ Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Step10 Click OK.

~

Note  Email is sent in batches of 100 emails every 30 seconds.

| oL-28432-01
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Configuring Manual Task Execution Properties

The Manual Task Execution activity allows automated or manual execution of components by the
operator within a Response Workflow Business Logic. Simply drag the component into the Manual Task
Execution component for which you want to allow manual or automated execution. Automated activities
must be encapsulated within a Manual Task Execution component.

X Type: Action
@, Manual Task Execution &
Display Mame: [Manual Task
Set Properties .
——— Description:
(
L&) Call External Method General | Alert Action | Owner | Matification

._!!_‘:j':ManuaI Task Activity

1 —hction

& Manual Execution

™ Enable ability to skip execution

" Auto Execution

[a]4 I | Cancel ‘

You can use the Manual Task to require operators to make a choice to complete a task; for example,
choose whether or not to lock a door. If the task is set to auto, it will automatically perform the action.

Manual Task Execution
Owmner:Administrator Date:9/9/2011 10:50:21

If the task is set to manual, you can decide to Skip or Execute the action.

L

Manual Task Execution
Owmner:Administrator Date:9/9/2011 10:51:35§
Skip task(s) or execute?

Execute

You can construct the Manual Task so that the response changes the choices in subsequent tasks in the
Response Workflow. For example, choosing False in the following task...
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Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Configuring Manual Task Execution Properties ||

‘ J Observed the break in

Owner:Administrator Date:5/9/2011 11:58:43 PM

Was there an injured person?

Owmer:Administrator Date:9/9/2011 11:58:43 PM
E:) Enter True/False question.

True
False

Call ambulance
Owmer:Administrator Date:5/9/2011 11:58:43 PM

m |

...dynamically changes the choices in the subsequent response task to remove the choice “Call
ambulance”.

J Observed the break in
Cwner:Administrator Diate:3/9/2011 11:58:43 PM
Was there an injured person?
Owner:Administrator Date:3/9/2011 11:58:43 PM
E:) Enter True/False question.

 FaBe e G S G

Just call police
Cwner:Administrator Date:3/9/2011 11:58:43 PM

To set properties for the Manual Task Execution component, follow these steps:

Procedure

Select the Manual Task Execution icon in the workspace and click Properties.
The Manual Task Execution Activity Properties window appears.
Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Choose whether to have the operator execute the embedded activity manually (select Manual
Execution) or have the activity execute automatically (select Auto Execution). If you select Manual
Execution, you can also enable operators to skip execution of the activity by selecting the Enable ability
to skip execution option.

Click the Alert Action tab.

If you want to enable the operator to acknowledge or close the alert as part of this activity, select the
appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Click the Owner tab.

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
¢ Select User to choose a specific operator for this Response Workflow.

¢ Select User Group to choose a defined group of users/operators for this Response Workflow.

| oL-28432-01
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Step 8

Step 9

Step 10

Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user. If this option is not checked, then a non-administrator alert owner cannot reassign this task.

Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

¢ Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Click OK.

~

Note  Email is sent in batches of 100 emails every 30 seconds.

Configuring Text Box Task Properties

Step 1
Step 2

Step 3
Step 4

Step 5

The Text Box Task allows operators to enter text associated with their alert response within a Response
Workflow Business Logic. It can be required that operators enter text to complete the task, as shown
next.

Report Damage =
v
u Administrator 4/19/2012 6:58:21 PM

The damage seems to be minor. Window was broken. Glass shards
were all over the floor. A person was injured from falling glass shards.
Minor cuts.

To set properties for the Text Box Task component, follow these steps:

Procedure

Select the Text Box Task icon in the workspace and click Properties.

The Text Box Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

If you want to enable the operator to acknowledge or close the alert as part of this activity, select the
appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Click the Owner tab.

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
e Select User to choose a specific operator for this Response Workflow.

¢ Select User Group to choose a defined group of users/operators for this Response Workflow.
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Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user. If this option is not checked, then a non-administrator alert owner cannot reassign this task.

Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

e Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Click OK.

~

Note  Email is sent in batches of 100 emails every 30 seconds.

Configuring View Document Task Properties

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

The View Document Task allows you to require operators to click a link to view a document before
completing the task. The link may be a URL to a web site (launches automatically in a web browser) or
a document on a local computer (launches in an application that can display that document).

v O View first aid standard procedure

[Ee}
rgﬁmrm i 4/19/2012 7:07:43 PM
_httD:r'-"enwikinpﬁia ora/wiki/First aid !

To set properties for the View Document Task component, follow these steps:

Procedure

Select the View Document Task icon in the workspace and click Properties.
The View Document Activity Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.
Enter information about the component in the Description field.

Enter the URL to the document you want to display to the operator in the Document Link field, or click
the ellipses button to select it on the network file system.

Click the Alert Action tab.

If you want to enable the operator to acknowledge or close the alert as part of this activity, select the
appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Click the Owner tab.

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
e Select User to choose a specific operator for this Response Workflow.

e Select User Group to choose a defined group of users/operators for this Response Workflow.

| oL-28432-01
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Step8  Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user. If this option is not checked, then a non-administrator alert owner cannot reassign this task.

Step9  Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

¢ Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Step10 Click OK.

~

Note  Email is sent in batches of 100 emails every 30 seconds.

Configuring View Video Task Properties

The View Video Task allows operators to view video as part of alert response within a Response
Workflow business logic. You can require operators to click the link and view the video. The video will
open in a new window.

v O iew_\.fldecTask

iew video: b Axis214 7

4/19/2012 7:15:13 PM {

To set properties for the View Video Task component, follow these steps:

Procedure

Step 1 Select the View Video Task icon in the workspace and click Properties.

The View Video Activity Properties window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.

Stepd  Specify that video for this response task will be provided by the current Sensor Group, or select a specific
Sensor to provide video, from the View Type area. If you select By specific sensor, you can click the
ellipses to select the Sensor to provide video.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Configuring View Video Task Properties ||

.ﬁj':\fiew ¥ideo Activity Properties

Type: u Ackion
Display Marme: Wiew Yideo Task

Description:

General | Alert Action | Owner | Matification
View Type:

™ By current sensor graup

+ By specific sensor

By Sensor
Sensor:
:E:Select Sensor H=E3
Monitoring Tree: Selected area's sensoris):
4 Name Type Description .. =

._J & Corporate
(i &) Transportation
(&) Government

Ok | Cancel I

Click the Alert Action tab.

If you want to enable the operator to acknowledge or close the alert as part of this activity, select the
appropriate option. For example, selecting Acknowledgeable enables the operator to set the alert’s
status to Acknowledged.

Click the Owner tab.

¢ Select Inherit Response Workflow Owner if the owner of this response should be the user that
owns this Response Workflow.

e Select Alert Owner if the Response Workflow is directed at the user that owns the alert.
e Select User to choose a specific operator for this Response Workflow.
e Select User Group to choose a defined group of users/operators for this Response Workflow.

Select the Allow owner to reassign this task option to allow the task’s owner to assign the task to
another user. If this option is not checked, then a non-administrator alert owner cannot reassign this task.

Click the Notification tab.

¢ Select Notify owner when task is active if you want a notification to be sent to the task’s owner
when it has been activated.

¢ Select Prompt user to confirm task completion if you want a message to be displayed to the
operator when completing a task. You can also specify the message to be displayed.

Click OK.

~

Note  Email is sent in batches of 100 emails every 30 seconds.
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Configuring Lock Door Properties

The Lock Door activity allows you to issue a “Lock Door” command to Integration Module door sensors.
This activity is part of the Sensor Commands activity list.

~

Note  PSOM Bus Service must be running for this component to complete successfully in a runtime
environment.

To set properties for the Lock Door component, follow these steps:

Procedure

Step 1 Select the Lock Door icon in the workspace and click Properties.
The Lock Door Activity window appears.
Step2  Enter a name to display on the icon in the workspace in the Display Name field.
Step3  Enter information about the component in the Description field.
Step 4 In the Door(s) field, make a choice:

e Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Lock Door is called. For Event Business Logic, the current Sensor is the
Sensor associated with the source event. For Alert Business Logic or Alert Status Business Logic,
the current Sensor is the Sensor associated with the PSOM alert.

S

Note  Current sensor is not supported for Schedule Business Logic.

¢ Apply the command to a sibling or specific Sensor. Click the | ... | button.
The Sensor Context Editor window appears.

Select the All sibling sensor of sensor type option to apply the command to a sibling Sensor, and
choose the sensor type and Sensor Group from the fields.

Select the Current hierarchy option to apply the command to all access control Sensors in the
current Monitoring Area or Monitoring Zone.

~

Note  Current hierarchy is not supported for On-Demand Business Logic.

When Current hierarchy is selected, the Lock Door component will first try to obtain the ZonelD
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category
PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or
PxEvent directly.

Select the Specific sensor, sensors, or area/zone option to apply the command to a specific Sensor
and click the | ... | button. The Hierarchy sensor list picker window appears where you can navigate
the Monitoring Hierarchy and select the Sensor to which this command should be applied. Click OK
when finished.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 5
Step 6

:E:Stansor Context Editor

€ Current sensor

= &l sibling sensor of sensar bype

&

and of Sensor Group Type:

o]

' Current hierarchy

* Specific sensor, sensors or areas|zones I

Configuring Open Door Properties W

I[=] E3

.ﬁj':Hierarchy sensor list picker

Selected sites):

Monitoring Tree: Selected area's sensoris):

BD Global Zone

._J @[] Terminal-51
» L 1

(3 3 [ Undesignated Zane

| Cancel
o

Click OK in the Sensor Context Editor window.
Click OK in the Lock Door Activity window.

Configuring Open Door Properties

S

Note

Step 1

Step 2

The Open Door activity allows you to issue an “Open Door” command to Integration Module door
sensors. This activity is part of the Sensor Commands activity list.

PSOM Bus Service must be running for this component to complete successfully in a runtime
environment.

To set properties for the Open Door component, follow these steps:

Select the Open Door icon in the workspace and click Properties.
The Open Door Properties window appears.

Enter a name to display on the icon in the workspace in the Display Name field.

| oL-28432-01
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Step 3
Step 4

Step 5
Step 6

Enter information about the component in the Description field.
In the Door(s) field, make a choice:

e Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Open Door is called. For Event Business Logic, the current Sensor is the
Sensor associated with the source event. For Alert Business Logic or Alert Status Business Logic,
the current Sensor is the Sensor associated with the PSOM alert.

~

Note  Current sensor is not supported for Schedule Business Logic.

* Apply the command to a sibling or specific Sensor. Click the | .. | button.
The Sensor Context Editor window appears.

Select the All sibling sensor of sensor type option to apply the command to a sibling Sensor, and
choose the sensor type and Sensor Group from the fields.

Select the Current hierarchy option to apply the command to all access control Sensors in the
current Monitoring Area or Monitoring Zone.

~

Note  Current hierarchy is not supported for On-Demand Business Logic.

When Current hierarchy is selected, the Open Door component will first try to obtain the ZonelD
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category
PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or
PxEvent directly.

Select the Specific sensor, sensors, or areas/zones option to apply the command to a specific
Sensor and click the | ... | button. The Hierarchy sensor list picker window appears where you can
navigate the Monitoring Hierarchy and select the Sensor to which this command should be applied.
Click OK when finished.

Click OK in the Sensor Context Editor window.
Click OK in the Open Door Activity window.

Configuring Open Door Momentarily Properties

~

Note

Step 1

The Open Door Momentarily activity allows you to issue an “Open Door Momentarily” command to
Integration Module door sensors. This activity is part of the Sensor Commands activity list.

PSOM Bus Service must be running for this component to complete successfully in a runtime
environment.

To set properties for the Open Door Momentarily component, follow these steps:

Procedure

Select the Open Door Momentarily icon in the workspace and click Properties.

Administering Cisco Physical Security Operations Manager, Release 6.1
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The Open Door Momentarily Activity window appears.

Enter a name to display on the icon in the workspace in the Display Name field.

Enter information about the component in the Description field.

In the Door(s) field, make a choice:

Leave Current sensor selected to apply the command to whichever access control is being handled
by the business logic when Open Door Momentarily is called. For Event Business Logic, the current
Sensor is the Sensor associated with the source event. For Alert Business Logic or Alert Status
Business Logic, the current Sensor is the Sensor associated with the PSOM alert.

~

Note  Current sensor is not supported for Schedule Business Logic.

Apply the command to a sibling or specific Sensor. Click the | ... | button.
The Sensor Context Editor window appears.

Select the All sibling sensor of sensor type option to apply the command to a sibling Sensor, and
choose the sensor type and Sensor Group from the fields.

Select the Current hierarchy option to apply the command to all access control sensors in the
current Monitoring Area or Monitoring Zone.

~

Note  Current hierarchy is not supported for On-Demand Business Logic.

When Current hierarchy is selected, the Open Door component will first try to obtain the ZonelD
from the activity context registry (category PxSensor, key ZonelD); then the ArealD (category
PxSensor, key ArealD). Finally, it will try to obtain the ArealD from the associated PxAlert or
PxEvent directly.

Select the Specific sensor, sensors, or areas/zones option to apply the command to a specific
Sensor and click the | .. | button. The Hierarchy sensor list picker window appears where you can
navigate the Monitoring Hierarchy and select the Sensor to which this command should be applied.
Click OK when finished.

Click OK in the Sensor Context Editor window.

Click OK in the Open Door Momentarily Activity window.
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CHAPTER 1

Diagnosing System Tasks and Alerts

PSOM logs information about alerts raised by sensor devices—this information can be viewed in both
the Operation Console and Administration Console. See Using Cisco Physical Security Operations
Manager for instructions to access alert details.

For the Administration Console only, PSOM also logs information about system-related alerts that have
been raised to notify the administrator about such things as services restarting. You can also generate an
audit trail of all activity that has occurred in PSOM.

This chapter includes these topics:
e Diagnosing Administrative Alerts, page 16-1
e Diagnosing Monitoring Alerts, page 16-2
¢ Producing an Audit Trail of All Activity in PSOM, page 16-4
e Diagnosing Response Workflows, page 16-7

Diagnosing Administrative Alerts

PSOM raises alerts when services are terminated or restarted, as well as under other conditions. You can
acknowledge, close and delete these alerts.

To diagnose administrative alerts, follow these steps:

Procedure

Step 1 Click the Diagnostics icon in the Administration Console.
The Diagnostics window appears.
Step2  Click the Administrative Alerts icon.

The Administrative Alert Management window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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M Diagnosing Monitoring Alerts

Step 3

Step 4

File Manage Yiew Help
Manage Alert E S S :
2 Proximex Surveillint™ Administrative Alert Management
j!j Acknowledge Alert Vimog
_j Close Alert
E Delete Alert
Status Category Description Dccur Time (1} ~ Computer
Managed : silint Camera Cantral ...
m Qpen Managed Services  Proxime:x Surveilint Reporting Servic... 4/11f2012 12:58: .., 750 Any
o Critical m Open Managed Services  Proxime:x Surveilint Yideo Alert Servi.., 4/11f2012 12158, 749 Any
o Critical m Open Managed Services  Proxime:x Surveilint Camera Contral ... 4/11/2012 10058: .., 748 Any
o Critical m Open Managed Services  Proxime:x Surveilint Reporting Servic.., 4/11f2012 10058:.., T47 Any
o Critical m Open Managed Services  Proxime:x Surveillint Yideo Alert Servi... 4/11)2012 10:57: .., T4E Ay
o Critical m Qpen Managed Services  Proxime:x Surveilint Camera Contral ... 4f11f2012 §:56:3.., 745 Any
o Critical m Open Managed Services  Proxime:x Surveilint Reporting Servic,,, 4/11f2012 §:58:3.., 744 Any
o Critical m Open Managed Services  Proxime:x Surveilint Video Alert Servi.,. 4/11J2012 8:57:3... 743 Any
o Critical m Open Managed Services  Proxime:x Surveilint Camera Contral ... 4/11/2012 6:58:1.., 742 Any
o Critical m Open Managed Services  Proxime:x Surveilint Reporting Servic.., 4/11/2012 6:58:1.., T4l Any
o Critical m Open Managed Services  Proxime:x Surveillint Yideo Alert Servi... 4/11)2012 é:57:1... 40 Ay
o Critical m Qpen Managed Services  Proxime:x Surveilint Camera Contral ... 4f11f2012 4:57:5.., 739 Any
@ crivical (1] open Managed Services  Proximes Survellint Reporting Servic.., 4/11/2012 41575, 38 Any d
&J Record 1 of 640 dud < >

For each administrative alert, you can view its severity, status, type, description, timestamp, and
originating computer.

To sort the list by a different column, drag the column to the area just above the table. The table will
resort according to the data in the selected column.

To change the status of an alert:
a. Select the alert from the list.

b. Check the box for the status you want to apply to the alert under Manage Alert (left side of window).
For example, check the box for the Acknowledge Alert option to change the alert’s status to
acknowledged.

Alerts can be acknowledged, closed and deleted. Only alerts that are closed can be deleted.

You can manage multiple administrative alerts at the same time using the SHIFT or CTRL keys to select
multiple rows.

~

Note

When PSOM detects that the ObjectVideo Daemon Service is down, it issues a single
administrative alert. However, if the ObjectVideo Server is down, the administrative alert will
not be issued. To correct this issue, you must restart the ObjectVideo Daemon Service for the
PSOM ObjectVideo Integration Module.

Diagnosing Monitoring Alerts

PSOM raises alerts when Sensors within the security environment trigger events. You can view all the
monitoring alerts that have occurred using the same method that operators use from the Operation
Console—the Alert Manager.

To diagnose monitoring alerts, follow these steps:

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Diagnosing Monitoring Alerts [l

Procedure

You can launch the Alert Management Console from Start > All Programs >
Cisco Physical Security Operations Manager 6.1 > Alert Management Console.

You can also click the Diagnostics icon in the Administration Console.
The Diagnostics window appears.

Click the Alerts icon.

The Alert Management window appears.

To sort the list by a different column, drag the column to the area just above the table. The table will
resort according to the data in the selected column.

To change the status of an alert:
a. Right-click the value in the Status column for the alert you want to change.

b. Select the new status you want to apply to the alert.

% Type Status Description

m-
A Medi... 1 Acknowledge Alert
A\ Medi... LE DOTL... % Close Alert
A vedi,.. B8 pom.., [

Medi.. 38 pom..
A vedi LZI View Alert Details. ..
A\ vedi,.. 88 pom ..

Alerts can be acknowledged, closed and deleted. Only alerts that are acknowledged can be closed. Only
alerts that are closed can be deleted.

~

Note  You can also select the alert and click the buttons at the top of the window.

T T ey

File Alert View Tools Help

” [E| i 1 J Ji J th{ N J ﬂ N = ‘rLI Click to acknowledge, close or delete an alert.

Navigation - a
; Acknowledge !
Alert View
Acknowledge Selected Alerts
S —

To view alert details, select the alert and click the View Details button.

= = =
File Alert View Tools Help

Bl e &’ij@@

Mavigation

View Details
Alert View <] | View Selected Alert Details

To pause the refreshing of alerts temporarily, click the Pause Refresh button. To resume, click
Resume Refresh.

File Alert \View Tools Help

B =S E P =

[ Navigation (I Proximex Surveilli ‘Fause Refresh
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Bl Producing an Audit Trail of All Activity in PSOM

Step 7

Step 8

Step 9

Step 10

Step 11

To filter the alerts that are displayed in the Alert Manager, click Filter Alerts in the left pane or at the
top of the window.

The Select Filter for Alert View window appears where you can click the Filter alerts by the following
selections option. Then click each option by which you want to filter results. The following example
shows results filtered to show only Critical alerts.

select Hiter for Alert View i

_]Eilter alertz by the following selections:

] Alert Seyerity: (\
|| Alert Status: 11

__ISEI‘ISDI' Name: 14

| Alert Type:

Apply Cancel |

You can manage multiple administrative alerts at the same time using the SHIFT or CTRL keys to select
multiple rows.

You can view deleted alerts by clicking Show Deleted Alerts at the top of the window.

File Alert View Tools Help
B EEERnE E e EE
Navigation el Show Deleted Alerts
Alert View < | Show Deleted Alert View !
To search for a certain alert, click the Search icon 4q in the toolbar. The Search Wizard appears.

Enter the ID for the alert you want to find and click Search.

You can click one of these icons to launch the Administration Console, Video Console, or Instant
Messenger.

File  Alert  Wiew Tools  Help

e =1

)

EER

Producing an Audit Trail of All Activity in PSOM

Step 1

Step 2

PSOM logs all operational actions taken in the Operation Console and Administration Console, and you
can view an audit report of this activity.

To produce an audit trail of activity in PSOM, follow these steps:
Procedure
Click the Diagnostics icon in the Administration Console.

The Diagnostics window appears.

Click the Audit icon.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Producing an Audit Trail of All Activity in PSOM 1l

The Audit Manager window appears.

—Select Start and End Time
Range: Last 5 Days “

Start Time: |May 07 2009 11:37:52AM (] End Time: |May 12 2009 11:37:52aM [ |3}

—Select Audit Type(s)

Audit Types(s): | ExternalMethod, Sensor, SensorGroup, MonitorArea, MonitorZone, D
MonitorHierarchy, Location, User, SecurityGroup, EventConnector,
Adminalert, Rule, VideoConfiguration, DetectionSite, Detection,
Event, ExternalAlert_ookup, ExternalAlertType, Image, Map,
License, Region, RegionLink, Videolink, ServerPreference, Audit,
Alert, LogonActivity, VideoView, VideoVirtualTour, TrackingDevice,
BusinessLogic, TrackingLocation, SecurityResource,
SecurityResourceGroup, SysAlert, ExtendType

Cancel

Step3  Click the More icon ] in the Select Audit Types area to choose the types of activity you want included
in this audit report.

The Select Audit Type(s) window appears.

Selected Audit Type(s): ExternalMethod, Sensor, SensorGroup, MonitorArea, H
MonitorZone, MonitorHierarchy, Location, User, SecurityGroup, H

Audit Type

EventConnector, AdminAlert, Rule, VideoConfiguration,
DetectionSite, Detection, Event, ExternalalertLookup,
ExternalAlertType, Image, Map, License, Region, RegionLink,
Videolink, ServerPreference, Audit, Alert, LogonActivity,

Check all | Qn[he(kAHl

Auditing changes for Sensor
Auditing changes for SensorGroup

Auditing changes for MonitorArea

Auditing changes for MonitorZone

Auditing changes for Tree Hierarchy

Auditing changes for Location

Auditing changes for Users

Auditing changes for SecurityGroup “

Cancel

E R R R EEEEE

Step4  Check the items for which you want to view an audit history.
Step5  Uncheck the items for which you do not want to view an audit history.
Step6  Click OK.
Step7  Click OK in the Audit Manager window to generate the report.
The Audit Results window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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W Producing an Audit Trail of All Activity in PSOM

Step 8
Step 9

Step 10

il

Reeport Creake User - administrator
Feeport Create Time - 07)23/2010 16:10:28

Start Time - 07/23f2010 15:10:00

End Time - 07/23/2010 16:10:00

Audit Types - ExternalMethod, Sensor, SensorGroup, Monitorarea, MonitorZone, MonitorHierarchy, Location, User, SecurityGroup,
EventConnector, Adminalert, Rule, videoConfiguration, DetectionSite, Detection, Event, ExternalalertLookup, ExternaldlertType, Image, Map, License,
Feegion, Regionlink, Yidsolink, ServerPreference, Audit, Alert, LogonActivity, YideoView, YideaVirtualTour, TrackingDevice, BusinessLogic,
TrackingLocation, SecurityResource, SecurityResourceGraup, Sysalert, ExtendType, RulsireaZone, SensorType, SensorGroupSensar,
MonitorAreaSensorGroup, Cameraontrol, TrackingTrail, UIContral, Method, Connector, Sensorview, SensorGroupSensortiew, GISObject

Message Reference User Audit Time

Successful logoff For user [Administrator]. Administrator 07)23/2010 16;09:58
Lagon administratar administrator  Administrator O7f23/2010 16:04:42
Logoff Successful logoff For user [Administrator]. Administrator 07f23/2010 15:56:59
Lagon administratar administrator  Administrator 071232010 15:56:04
Lagon Failed ta retrieve results from [SysUser] Swsllser Syslser 07f23/2010 15:56:02
Lagon administratar administrator  Administrator 071232010 15:53:57
Logoff Successful logoff For user [Administrator]. Administrator 07232010 15:53:30
Lagon Failed ta retrieve results from [SysUser] Swsllser Syslser 07)23/2010 15:41:02
Lagon Failed ta retrieve results from [SysUser] Swsllser Syslser 07f23/2010 15:26:02
07f23/2010 15:11:02

Report... |

Failed ta retrieve results from [SysUser] Swsllser Syslser

By default the results are grouped by audit type and sorted by audit name. You can expand and collapse
groupings using the + or - icons in the top left of each group.

Click Report > Print to generate a printed version of this audit report.

Click Report > Export To... to export the report to Adobe PDF (.pdf), JPG (.jpg), text (.txt), HTML
(.html) or MHT (.mht) formats.

Click Close to close the Audit Results window.

Setting How Long Audit Records are Stored by PSOM

Step 1

Step 2

Step 3

Step 4

By default, PSOM stores audit trail information for seven (7) days. You can change this setting to keep
audit trail information for more or less time.

To determine how long audit records are kept, follow these steps:

Procedure

Select File > Preferences from the menu bar in the Administration Console.
The Console Preferences window appears.

Click General under Server in the left navigation bar.

The General tab appears.

Select the number of days you want to store audit records in the Keep Auditing information for last
field.

Click OK to save your changes.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Diagnosing Response Workflows

You can diagnose the performance of Response Workflows.

To diagnose the performance of Response Workflows in PSOM, follow these steps:

Procedure

Step1  Click the Diagnostics icon in the Administration Console.
The Diagnostics window appears.

Step2  Click the Response Workflows icon.
The Response Workflow Parameters window appears.

Step3  Choose a time range to retrieve results from the Range field, or enter specific start and end times from
the Start Time and End Time fields.

Step 4 Select a status for retrieving Response Workflow data from the Status field: All, Started, Pending,
Completed, Canceled.

Step5 Click OK.
Results appear and can be printed by clicking Report...

:E:Response VWorkflow Manager H=E3
Drescription -3

Report Create User - administrator

Report Create Time - 10/28/2011 12:21:17 PM

Stark Time - 10{23/2011 12:18:32 PM

End Time - 10{28/2011 12:18:32 PM

Status - Al
Name ﬂ Status Update Time Progress o Owner _:S Type 1ID i

8 sequential Response WorkF,., | %8 Pending | 10/26{2011 3:01:49... 0% (2| ldaer | g

Sequential Response Workfl,.. 'Z Pending 10/26{2011 9:00:09,., 0% =1 _:S Alert 2
Sequential Response Workfl,.. @ Started  10/26/2011 §:59:52... Bl 25% o SysUser _:S Alert 1

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Diagnosing Response Workflows
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Monitoring System Health

The System Health Diagnostic Tools monitor the PSOM system runtime behavior and health using
agents that are polled to collect data and raise any alarms if necessary.

Supports health monitoring of Managed Services using both poll and push

Monitors application logic and system resources (such as physical memory consumption, CPU
utilization, network bandwidth usage)

Monitors event data flow

Verifies connectivity with Connector Web Services, Integration Modules, PSOM Web Service, and
PSOM Repository

Centralizes monitoring with a console that aids visualizing the health check alarms and metrics

Creates administrative alerts for high severity health check alarms using notification agents

This chapter includes these topics:

Logging Into the System Health Diagnostic Tools, page 17-1
Navigating Resources, page 17-2

Viewing Alarms, page 17-6

Viewing Alarms, page 17-6

Logging Into the System Health Diagnostic Tools

To log in to the System Health Diagnostic Tools, follow these steps:

Procedure

Double click the PxHealthDiagConsole.exe file located in C:\Program Files (x86)\Cisco PSOM\
Managed Services\Bin\

The System Health Diagnostic Tools window appears.

Step 1 Select View > Refresh to populate the window with statistics.

Step2  Expand the navigation tree on the left of the window and select items for which to display statistics.

| oL-28432-01
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M Navigating Resources

¥ system Health Diagnostic Tools

File  View

m Computer Resources Used BAM
) Connectorws

= @ Managed Services hanaged Services: Proximex Surveillint bMonitoring
A\ Proximes Surveillint Bus Services KERRI-BO1Y (-] 01051 43)

o Proximes Surveilint Buziness Logic Core Services

| v

Proximex Surveilint Caching Services Alerts | Charts I
Prowimes Surveilint Camera Control Services Sev.. | Source [ Status [ TimeSta.. [ StatusD..
D) Froximes Surveilint Collaboration Services [ KERRI-EDTY @ Mormal 441 2/2012 fgent starte
+ A\ Proximex Surveilint Health Diagnostic Services
= Proximes Surveilint Monitoring Logic Services . | | _’I
) Average Alert Creation Rate m—
) Current Evert Disk Qusue Size 3ource: KERRI-E0TY ﬂ
) Host EUUICT l-PI_: 10105143
@0 Long Tem Memary Usage TimaStamp: 41202012 8:17.50 &M

£ Managed Host Status: Mormal
] Consumption A ate Status Detall: Agent started
dditional Motes: Agent started

Feported From: KERRI-B01Y
Feported From [P 10.10.5.143

[#- Prosimesx Surveilint Reporting Services Fiep_ortgd From_Agent:_ Managed Services/Proximes Surveillint
- Prozimes Surveilint Sensor Management Services Moritoring Logic Services/Used RAM
[+]- Proximex Surveilint ideo Alert Services o

- SOL Server - |
- Wweb Aocess LI

Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes

Central Database

If the window does not appear with data as shown above, your current Windows logon account may not
have sufficient permission to log in to the PSOM Repository (SQL database). In this case, select File >

Connect > Central SQL Database, check the Use SQL Authentication option, enter your SQL
username and password, and click OK.

Navigating Resources

The System Health Diagnostic Tools window offers a centralized view of the system health and running
conditions of PSOM backend services. The navigation tree along the left side of the window allows you
to navigate computer resources, PSOM Services, and the PSOM Repository to see different aspects that
are currently been monitored by the PSOM Health Diagnostic Tools. You can view the navigation tree
organized by category (as shown next) by selecting View > By Category.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Monitoring System Health

Navigating Resources

System Health Diagnostic Tools

File  View

1 Computer Resources

) Connectorws
EI--@ Managed Services
- Provimex Surveilint Bus Services
o Proximes Surveilint Buziness Logic Core Services
L) Prozimex Surveilint Caching Services
8 Prowimes Surveilint Camera Control Services
o Prowimes Surveilint Collaboration Services
- Proximex Surveilint Health Diagrostic Services
o Proximes Surveilint Monitoring Logic Services
I 2wverage Aler Creation Fiate
) Current Evert Disk Qusue Size

ﬂ Long Term Memory Usage

£ Managed Host

ﬂ Memory Consumption A ate

- Used Rém

- () KERRIED1Y

3 5 Alert Creation Time

[]--@ Prosimesx Surveilint Reporting Services

- ) Provimes Surveillint Sensor Management Services
[]--8 Proximex Surveilint ideo Alert Services

{0 50L Server

|y

Used RAM

hanaged Services: Proximex Surveillint bMonitoring

KERRIBO0TY (10.10.5.143)

Alerts | Charts |
Sev... | Source | Status | Time Sta.. | Status ..
ﬂ Low KERRI-B01Y @ Normal 412/20012 .. Agent starte
1| | i
Source: KERRI-B0TY =]

Source [P 10.10.5.143

Severity: Low

TimeStamp: 4/12/2012 8:17.58 AM
Statuz: Mormal

Statuz Detail: Agent started
Additional Motes: Agent started

Feported From: KERRI-B01Y

Feported From [P 10.10.5.143

Feported From Agent: Managed Services/Proximes Surveillin
Monitoring Logic Services/sed Rak

=]

|

Press |5 to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes

Central Database

Navigation

You can also view the navigation tree organized by host (as shown next) by selecting View > By Host.
Organizing the navigation this way allows you to quickly determine which server node is running which

PSOM Service components.

» System Health Diagnostic Tools

File  View

ANY
A\ KERRI-G0TY

@ cru
£ Memarm
) 2ovailable ok

0 115 wiorker Process Total Memony Usage

ﬂ Managed Services Total Memory Usage

- Mebwork

- Phsical Disk
[]--ﬂ System Environment
- Cornector 'ws

ﬂ Uszer Services Long Term Memary Uzage

ﬂ 115 Worker Process Long Term Total Memory Usag

ﬂ Managed Services Long Term Memory Usage

1

| 2]

Server nodes

Used RAM

Hlanaged Services: Proximex Surveillint Monitoring

KERRIFBOTY (10.10.5.143)
Al fits | Ehartsl

ISev... | Source | Status

| Time Sta.. | Status ..

/ﬂLow KERRI-E0TY  ay Mormal 441242012 .
1 |

Agent starte

|

f
Source: KERRI-B0TY

Source [P 10.10.5.143

Severity: Low

TimeStamp: 4/12/2012 8:17.58 AM
Statuz: Mormal

Statuz Detail: Agent started
Additional Motes: Agent started

Feported From: KERRI-B01Y

Feported From [P 10.10.5.143

Feported From Agent: Managed Services/Proximes Surveillin
Monitoring Logic Services/sed Rak

|

|

Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes

Central Database

The status information bar displays the current snapshot information such as the last refreshed time, the

total number of aspects being recorded, total number of host servers being recorded, and the type of
database connection. In this case, 62 aspects on 2 hosts are being monitored with a connection to the

Central Database.

| oL-28432-01
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M Navigating Resources

Selecting different nodes in the navigation tree allows you to drill down to view different statistics. For
example, the following screen shows long term memory usage details for the PSOM Monitoring Logic
Services. As shown in the screen, if you select an aspect from the navigation tree that records
measurement data as part of health monitoring, then the Charts tab displays a trending chart that shows
the measurement records for the number of polls recorded in the database.

ystem Health Diagnostic Tools

File  View
£ Computer Resources = Lond Term Mermory Usage
o Cormector WS g . v . g o
E@ Managed Services hanaged Services: Proximex Surveillint bMonitoring
A Prosimes Surveilint Buz Services KERRIE01Y (10.10.5.143)
: o Proximes Surveilint Buziness Logic Core Services —

Prowimes Surveilint Camera Control Services
o Prowimes Surveilint Collaboration Services
+ A\ Proximex Surveilint Health Diagnostic Services | Current Process RAM Usage (MB\_,rtes) |
= Proximes Surveilint Monitoring Logic Services
I 2wverage Aler Creation Fiate 200

) Current Evert Disk Qusue Size |
) Host 150

ﬂ Long Term Memory Usage f'_.ua

@ KERRIGOTY @ 10
3 Managed Host >
ﬂ Memory Consumption A ate
0 Used Rak
0 5 Alert Creation Time 1 49 99 149 199 249 209
]--@ Proximes Surveilint Beporting Services
]8 Proximes Surveilint Senszor bManagement Services Polls

8 Prawimes Surveilint Caching Services Aty Charts |

b
b

[+]- Proximex Surveilint ideo Alert Services
- S0L Server -
Simple T able
- web Access LI Ll g
Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes Central Database

The next screen shows the used RAM for the PSOM Monitoring Logic Services.

System Health Diagnostic Tools

File  View
- Computer Resources - Used FAM
) Cormecton WS . . . o
E@ Managed Services hanaged Services: Proximex Surveillint bMonitoring
A\ Proximes Surveillint Bus Services KERRI-EO1Y (‘] 01051 43)
o Proximes Surveilint Buziness Logic Core Services .
Proximes Surveilint Caching Services Aleits Charts I
8 Prowimes Surveilint Camera Control Services
o Prowimes Surveilint Collaboration Services
A\ Proximex Surveilint Health Diagnostic Services | Current Process RAM Usage (MB\_,rtes) |
o Proximes Surveilint Monitoring Logic Services
) werage Alert Creation Bate 160
) Curert Evertt Digk Queue Size 14D ettt S S St
o Host " 120
=) Long Termn Memony Usage a 100
@ KERRIEDY o %
- Maraged Host 2 ig
ﬂ Memory Consumption A ate 20
Eﬂ Use Rt _ ol
R | KRR 501 g -1 199 399
- WS Alert Creation Time
[]--@ Prosimesx Surveilint Reporting Services Polls
[]--8 Prosimesx Surveilint Sensor Management Services
[]"5- SQLPéZTI\T:K Surveillint Video Alert Services LI Chart I Sl Tl I
Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes Central Database

As shown in the next screen, if the aspect you select in the navigation tree has a trending chart on the
Chart tab, you can view the trending chart data to see the exact list of data that rendered the trending
chart by clicking the Simple Table tab. Select the rows in the table you want to analyze, right-click the
data view, and select Copy to copy the current data list to Windows Clipboard for offline analysis.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Navigating Resources

File:

System Health Diagnostic Tools

Wigw

- Computer Resources
B Cornector 'ws
EI--@ Managed Services

A\ Proximes Surveillint Bus Services

o Proximes Surveilint Buziness Logic Core Services
Proximes Surveilint Caching Services

8 Prowimes Surveilint Camera Control Services

o Prowimes Surveilint Collaboration Services

A\ Proximex Surveilint Health Diagnostic Services

Proximes Surveilint Monitoring Logic Services

I 2wverage Aler Creation Fiate

) Current Evert Disk Qusue Size

o Host

Eﬂ Long Term Memory Usage

- {0 KERRIED1Y

3 Managed Host

ﬂ Memory Consumption A ate

() KERRIED1Y
) WS Alert Creation Time
]--@ Prosimesx Surveilint Reporting Services

H-L ) Proximes Surveilint Sensor Management Services
H- Proximex Surveilint ideo Alert Services

- 50L Server

| v

Alerts

LI Chart I Simple T able I

Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes

Used RAM

hanaged Services: Proximex Surveillint bMonitoring

KERRIFBOTY (10.10.5.143)
Charts

Time 5Stamp ' alue

Tatal Points: 500
b awimurn: 147,871 MBytes

Average: 142,770 MEytes
Minirmum: 138,066 MEytes

Central Database

You can also drill down into computer resources to display the current processes that are being used by
PSOM. As shown in the next screen, the Multi Table History View will be displayed if the selected aspect
records a tabular data snapshot instead of a single measurement; for example, a snapshot of current

running system processes.

ystem Health Diagnostic Tools

File:

Wigw

Computer Resources

0 Physical Disk

ﬂ System Environment

ﬂ Current Processes
) KERRI-EOTY
) Curent Services

- Cornector ws
[]--@ Managed Services
- SOL Server
- Web Aooess
- Wweb Services

Current Processes

Computer Resources: System Environment

KERRIBO0TY (10.10.5.143)

[ Alerts  Charts |

TimeStamp | Header | -
412/2M2 81755 4M  [Table]
4/13/202 4:00:35 AM [T able]

[T able]
413/2M2 42114 M [Table] o
413/2M2 43115 4M  [Table]
413/2M2 44115 4M  [Table]
413/2M2 451:35 4M  [Table]
413/2M2 5:01:55 M [Table] LI
AN FRA2RTA Akd T -klA1

4{13/2012 4:10:54 A
Systemn Running Processes

Process | Lzer | workin,.. | Comma... | Descript... | ;I
svchost SYSTEM  20828K  CWwin..  svchost.. o
svchost LOCaL .. 1792k Cwin..  svchost..
PxServic.. SYSTEM  148460K  “C:\Pro..  PxServi..
PxServic.. SYSTEM 189752 K “C:\Pro..  PrServi..
PrHealth... demo 57584 K. PxHealt.. PsHealt..
wininit SYSTEM 1492 K wininiLe...  wininit.e... LI

MuliColumin T able I

Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes

Central Database

The Multi Table Snapshot View shown in the last screen displays a detailed snapshot for the snapshot
that is selected in the Multi Table History View.

| oL-28432-01
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W Viewing Alarms

Viewing Alarms

Depending on what you select in the navigation tree, the information presented on the right side of the
window changes. The aspect header at the top of the right pane always displays the header information
of the selected aspect, such as the aspect display name (Used RAM), aspect category (Managed Services:
PSOM Monitoring Logic Services), aspect location (server name and server main IPv4 address).

The alarm history is presented in the right pane for whatever you select in the navigation tree of the
System Health Diagnostic Tools. The Health Check Aspect Alarm History area shows past alarms that
have been recorded in the PSOM Repository. The list is shown in a reverse chronological order. The list
shows alarm severity, source, status, time stamp (local time), status detail message, and from where it is
reported.

Alarm History Aspect Header

ystem Health Diagnostic Tools _ =] E3

File  View

- Computer Resources
) Connectorws

=) Managed Services anaged Services: Proximex Surveillint Reporting
A Prosimes Surveilint Buz Services
D) Froximex Surveilint Business Logic Core Services Arry (AR

Managed Host

Proximex Surveilint Caching Services —
- Prowimes Surveilint Camera Control Services Alerts | Charts I
g Erox!mex gurve!::!nt ﬁollalioéa.tlon Se.rwges . Sev... | Source | Status | Time Sta.. | Status:l
rodimex Surveilint Health Diagnostic Services " 7 Urneachable —
Proximes Surveilint Monitoring Logic Services E Er!t!cal Any ‘@ U habl dnz2mz.. SEW!CE
Proximes Surveilint Beporting Services @ Critical  Any ‘@ nreachable 4/13/2M2... service
z @ Managed Host @ Critical ~ Any ‘@ Unreachable 4413/2012 ... service
Q) BNy Ocitical &y (@ Urreachable 4/13/2012 . service
Prosirnes Surveillint Sensor Management Services @ E'?t?Cd Ay \@ Urieachable 4/12/2012 ... SET\’?CE
=40 Proximex Surveilint Yideo Alert Services Oocitical 4y ﬁ Unreachable 4/12/2012..  service
- 50L Server @ ciiical Ay (@3 Unreachable 412/2012 . service
&) Web Access [ritical  Aru {24 Unreachable 417/2m 2 sRvinA
- Wweb Services -@
Source: Any -
Source |P: Any
. X Severity: Critical
Nav1gat10n TimeStamp: 4/13/20012 4:19:55 Ak

Statuz: Unreachable
Statuz Detail: service iz now offline
Additional Motes:

Alert Detail ———
Feported From: KERRI-B01Y
Feported From [P 10.10.5.143
Feported From Agent: Managed Services/Health Monitoring/t anaged
Service Ping Agent
[
Press FS to refresh, Last refreshed on 4f13/2012 6:30:22 AM, Monitoring total of 63 aspects on 3 server nodes Central Database

The alert status listed in the Alarm History can be one of the following:
e Down—The service component is offline.
¢ Normal—The service component is online and healthy.

e Slow—The service component is running slowly and may not respond in a reasonable timeframe
when handling loads.

e Unreachable—The service component cannot be reached by the detecting agent.
When you select an alert, its details appear in the Alert Detail area of the window.

Some higher severity alarms will also be created as PSOM administrative alerts. The administrative alert
captures only portions of the health check alarm record, such as severity, category, description, occur
time, and computer.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Viewing Statistics When Offline

Periodically the System Health Diagnostic Tools will take a snapshot of the central health monitoring
data store and save it into the local machine for diagnostic purposes. If you do not have access to the
PSOM Repository directly, or if the central database is currently unavailable, you can view health
monitoring data from the local snapshot offline data store by selecting File > Connect >

Local Offline Cache. Then press F5 to refresh the window to render data from the offline local cache.
By default, the System Health Diagnostic Tools takes a snapshot every 30 minutes; therefore, snapshot
data could be up to 30 minutes stale.

Administering Cisco Physical Security Operations Manager, Release 6.1
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APPENDIX A

Planning Worksheets

This appendix includes worksheets you can use for planning your PSOM environment. Feel free to make
copies of these worksheets.

This appendix includes these sections:
e Access Control System Integration Planning, page A-2
e User Deployment Planning, page A-3
e Locations Planning, page A-4
e Video Camera Planning, page A-5
¢ Monitoring Zone Planning, page A-6
e Monitoring Areas Planning, page A-7
e Task Items Planning, page A-8
e Response Workflow Planning, page A-9
e EZ-Track Planning, page A-10

Administering Cisco Physical Security Operations Manager, Release 6.1
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I Access Control System Integration Planning

Access Control System Integration Planning

Table A-1 Access Control System Integration Planning

Access Control # IP Address

Server Login Name

Server Login Password

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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User Deployment Planning

Table A-2 User Deployment Planning

Employee User Name Password User Role User Group Description

Administering Cisco Physical Security Operations Manager, Release 6.1
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M Locations Planning

Locations Planning

Table A-3 Locations Planning

Location Name Description

Administering Cisco Physical Security Operations Manager, Release 6.1
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Video Camera Planning

Table A-4 Video Camera Planning

View Range (in |View Distance |View Direction
Device ID Location degrees) (in feet) (in degrees

Administering Cisco Physical Security Operations Manager, Release 6.1
[ oL-28432-m .m



Appendix A Planning Worksheets |

Bl Monitoring Zone Planning

Monitoring Zone Planning

Table A-5 Monitoring Zone Planning

Monitoring Zone Description Areas that should be included

Administering Cisco Physical Security Operations Manager, Release 6.1
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Monitoring Areas Planning

Table A-6 Monitoring Areas Planning

Monitoring Area Description Sensor Groups to include

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Task Items Planning

Task Items Planning

Table A-7 Task Items Planning

Required to Acknowledge
Task Item Alerts? Required to Close Alerts?

Administering Cisco Physical Security Operations Manager, Release 6.1
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Response Workflow Planning W

Response Workflow Planning

Table A-8 Response Workflow Planning
Task Items to
Complete for Task Items to
Task Items to Acknowledging Complete for
Response Task Types of Alerts Perform Alerts Closing Alerts

Administering Cisco Physical Security Operations Manager, Release 6.1
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W EZ-Track Planning

EZ-Track Planning

Table A-9 EZ-Track Planning
Seconds Seconds Seconds Seconds
Source Video UP Walkto |DOWN |Walkto |LEFT Walkto |RIGHT |Walkto
Camera Sensor # |Up Sensor # |Down Sensor # |Left Sensor # |Right
Administering Cisco Physical Security Operations Manager, Release 6.1



APPENDIX B

Backup and Restore PSOM Database

This appendix explains how to back up and restore PSOM database.
This appendix includes these sections:

e Scheduled Backup of the PSOM Database, page B-1

e Manually Backing up the PSOM Database, page B-3

e Restoring the PSOM Database, page B-6

e C(Cleaning up after Database Migration, page B-8

e Grooming the PSOM Database, page B-12

Scheduled Backup of the PSOM Database

You can configure when the PSOM database is scheduled for backup.
To configure the backup schedule for the PSOM database, follow these steps:

Procedure

Step 1 Click Tools in the Navigation bar, and then click Configure DB and Services.
A window appears asking you to log off PSOM.

Step2  Click Yes.
The Configure Database and Services window appears.

Step3  Click Schedule DB Backup.

The Server and Database for Repository window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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M Scheduled Backup of the PSOM Database

:ﬂ:SErvEr and Database for Repository | _ (O] =]
Specify SQL Server and Database for SQL Agent Backup job
Enter the SQL Server
h()st name. \l Provide the SQL Server hosting the target database Klocal]
1 / Select or bype in Database name for target provider ProximexDh j
Select ProximexDb I
Method  Step Skatus Message Task

L Iriitialize: InitializationCheck J C Initislization successful.

Record 1 of 1

Details. .. | Help Cancel |

Step4  In the Provide the SQL Server hosting the target database field, enter (local) unless the PSOM
Repository is not located on the current machine. In this case, enter the name of the server hosting the
Repository.

Step5  Enter ProximexDb in the Select or type in Database name field, unless the PSOM Repository has been
given a different name.

Step6  Click Next.
The Specify Database Backup window appears.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Manually Backing up the PSOM Database ||

:B:Specify Database Backup [ProximexDb] H=l 3

Specify relevant parameters for backup of database [ProximexDb]. DB

Check this option to Backup will also take place on completion.

enable database backup Check to enable the SQL Agent job For DB backup ¥ Unchetk to dsable

Choose [he day to / Specify the day based schedule for SOL Agent backup job IEvery_Day j

perform baCkUpS I Specify hour of day For SQL Agent backup job |3 j
/ Speify number of backups to keep I]U j

Choose the hour to | Select the directary ta store the backup |\MSSQLID_SD.MSSQLSERVER\MSSQL\EaEkup E

perform backups

Specify how many ‘

backups to keep
Method  Step Status Message Task
Select the directory [ rnitialize | InitializationCheck | Success Tnitislization successful. Task_Backup3qlD...
Run ‘alidateDatabase @ Success Database with name [ProximexDb] at SQL S...  Task_Specsgl
where you want : . .
b k ¢ d Run alidatesglServer @ Success S0L Server with name [{local)] is deemed to ... Task_Specsgl
ackups store Initialize InitializationCheck. @ Success Initislization successful, Task_Specsgl

Record 1 of 4 (Ll ld

Details. .. | Help <« Back | Finish | Cancel |

Step7  Periodic backups of the PSOM Repository will be triggered by a SQL Agent process if the Check to

enable the SQL Agent job option is selected. If this option is not checked, then the database backup
will not take place.

Step8  Select the day of the week to perform database backups from the Specify the day based schedule for
SQL Agent job field, or select Every_Day to backup the database every day.

Step9  Select the time that database backups should start from the Specify the hour of day for SQL Agent job
field.

Step10  Select the number of backups you want to keep from the Specify number of backups to keep field.

Step11  Choose the directory where you want to store database backups from the Select the directory to store
the backup field.

Step12 Click Finish to save your changes.

Manually Backing up the PSOM Database

To manually backup the PSOM database, follow these steps:

Procedure

Step1  Launch SQL Server Management Studio.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Manually Backing up the PSOM Database

. Mizrosafe SOL Sepvar 2008 R2
. Import and Export Data (32-bit)

0L S B

finalysis Services
| Configarstion Tacls
. Dooumenkation and Tukorials
Irtegration Services
. Performance Tools
. Microsoft Sync Framework
| Micosoft Yisusl Ttudio 2008 |

Step2  Connect to the appropriate instance of the Microsoft SQL Server Database Engine.

;_ll-lnln'qllnl'n-nrrr 2 EI
B temar
2 SQLServer2o08r2 o
== = e Connect to the appropriate instance of the
Sarvel hpe: [0 stsbase Engree | | Microsoft SQL Server Database Engine.
Eetvai naime ,ﬁ ﬂ
Autheniicaion [(whindess dwsheniic ation =
s name F—Fﬂ:".'l-'!F.-'Jl';-'-':‘-u- Epabramuth j
P asiwemd I
r Reomemrbe nassivond
Gorect | tocdl | Hep | peon |

Step3  In Object Explorer, click the server name to expand the server tree.
Step 4 Expand Databases, and select the ProximexDb database.
Step5  Right-click the database and select Tasks > Back Up from the right-click menu.

1% Microsoft SOL Server Management Studio L.J[E]E
File Edit WView Tools Window Community Help

£ ) e query | i | e 0% £ | U 25 ol B0 () B

Object Explorer - =8 x Summary - X
Connect ~ 3 m T [ - t |~ & Report -
=R e @ B 2 7 |[FEw]- Ererer
= [ KPCTS0 (SQL Server 9.0.2047 - PROXIMEX-US\Ken Chena)
= [ Databases D -
L3 System Databases PrOXImeXD b
D Database Snapshots KPCTE0\Databases ProximexDb 8 Item(s)
o =
b Datstl  Mew Database. ..
[ Table Ne‘_“' Query Name
Vews, SaRiDalbessat [ Database Diagram:
=
3 synol S asks vl Detach...
3 Prox
3 servi Rename Take Offine
[3 Stora|  Delete Bring Onlin
@ secur| -
[l Pasearch|  Refresh Shrink 3
P Ll
|l velocityD TORSTteS Back Up...
3 Security : »
[ Server Objects
L3 Replication Mirror...
3@ Management Launch Datsbase Mirroring Monitar. ..
[C3 Motification Services Ship Transaction Logs...
B 5oL server agent
Generate Saipts...
Import Data. ..
Export Data. .. [L]
Copy Database...

Ready
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The Back Up Database window appears.

Manually Backing up the PSOM Database ||

|| Back Up Database - ProximexDb

;S Script = m Help

4 General
& Options
Source

Database

Recovery model:

Backup type:

Backyp component:

Backup set
MName:
Description:

Backup set will expire:

ProximexDb-Full Database Backup

@) After: 0 1% days
) on |
Server: Destination
EPCTED_ . Back up to (%) Disk
P%@ﬁmo&us‘%n Cheng C\Backup'ProximexDB010307 bak
H Miew connection properties
Ready
Step 6 In the Database field, verify the database name (ProximexDb).
Step7  In the Backup type field, select the kind of database backup you want to perform. In this case, select
Full.
A
Note  You can perform a database backup for any recovery model: FULL, BULK_LOGGED, or
SIMPLE. After you create a full database backup, you can create a differential database backup.
Step8  Click Database under Backup component.
Step 9 In the Name field under Backup set, either accept the default name, or enter a different name for the
backup set.
Step10 In the Description field, enter a description of the backup set.
Step11  Choose the type of backup destination by clicking Disk. To select the path of the backup file click Add.
The selected paths are displayed in the Backup to field.
Step12 Click OK.

A confirmation dialog box appears.

Microsoft SOL Server Management Studio

j) The backup of database 'ProximexDb' completed successfully.

| oL-28432-01
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B Restoring the PSOM Database

Restoring the PSOM Database

To restore the PSOM database, follow these steps:

Procedure

Step 1
Step 2

A window appears asking you to log off PSOM.

Step3  Click Yes.

Make sure that there are no other administrators or operators who are using the PSOM database.

Click Tools in the Navigation bar, and then click Configure DB and Services.

The Configure Database and Services window appears.

Click Restore Backup
DB

Eﬂ Database Backup Schedule and Restore

=1 4

Schedule DE Backup

Restore Backup DE

E ' Database Data Grooming Schedule

B:Configure Database and Services H=1 E3

® | %

Main Web Service Connector Web Service

: [Enabled] Alert Archive
ﬁ & S0L Server Service Running
SQL Agent Service Stopped
Schedule DB Grooming
@ Service Configuration d
ﬁ Bus Services Running
Monitoring Logic Services Running
Configure Services Sensor Management Services Running
b Web Service Configration %]

[# ]
DB Backup Schedule [Enabled] Backup Every

The Server and Database for Repository window appears.

J _ Administering Cisco Physical Security Operations Manager, Release 6.1
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Step 4
Step 5
Step 6

Restoring the PSOM Database W

Fjserver and Database for Repository H=1 B3

Specify SQL Server and Database to Restore

Enter the SQL Server —
hOSt name. Provide the SQL Server hosting the target database Im

. /____——‘— Select or bype in Database name for karget provider ProvimexDb -
Select ProximexDb ! =

Method

L Iriitialize: InitializationCheck Initiali2:

Step Status Message

Record 1 of 1

Details. ., | Help | Cancel

Provide the name of the SQL Server host in the field provided.
Select ProximexDb from the next field.
Click Next.

The Restore Database window appears.

| oL-28432-01
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W Cleaning up after Database Migration

:E:Restore Database [ProximexDb] H=]

Specify paramters for restore of Database [ProximexDb]; all connections

to DB must be stopped for successiul restore.
Choose the backup file — pp
to restore | Select backup file For database restore I'R'tMSSQL'tEa[kuplga[h_'pof_prgximgx[)h.hak |
/ Select the backup set to database restore K 7011-10-7
Choose the backup

instance (by
timestamp) that you
want to restore

Method  Step Status Message Task

3 itializationChe: 3
Run validateDatabase @ Success Database with name [ProximexOb] at SQL 5., Task_Specsql
Fun WalidateSglServer @ Success S0L Server with name [{local)] is deemed to ... Task_Specsql
Initialize InitializationCheck @ Success Initislization successful, Task_SpecSql

Record 1 of 4 |l

Detalls,., Help <« Back | Finish I Cancel |

Step7  Choose the backup file to restore from the Select backup file for database restore field.

Step8  Select the instance of the backup to restore (by timestamp) from the Select the backup set to database
restore field.

Step9  Click Finish.

Cleaning up after Database Migration

These procedures should be followed after moving or restoring the PSOM Repository (SQL database to
a different environment—such as a different network, host machine, or set of servers.

Since Managed Services are stateless on the server, all relevant service state information is centrally
persisted inside the SQL database. The procedures in this section clean up artifacts so that new instances
of Managed Services can operate smoothly in the new database environment.

To clean up after database migration, follow these steps:
Procedure
Step 1 From the PSOM Administration Console, select Tools in the Navigation pane

Step2  Click Configure DB and Services.
Step3  Click Yes to log off PSOM temporarily while you configure the services.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Backup and Restore PSOM Database

Cleaning up after Database Migration

File  Wiew Tools  Help

Physical Security Information Management

Click Tools —| Teols

i

Cperation Consale

|
|
{

Alert Console

&

VYideo Consale .

g

Business Logic Designer

Inskant Messenger

*

|
|
{

Configuration Wizard

Click —— @

Conﬁgure Configure DE and Services
DB and
Services @ Administration

Others

<]

i}

It
r

Environment

anage maps, monitoring tree,
zones, areas, sensors, tracking

devices and resources.

Securty
Manage securty rales, permizzions,
uzers and uger groups.

Videa Integration
Configure video service modules and
camera topology,

Business Logic
tanage business logic templates
and PowerShell script lbrary

Rules
4 anage rules for reporting and alert
collapsing.

Diagnostics
Manage audit report, administration
sypstem alerts and response

workflows.

EventIntegration
I anage integration modules, user
alert types, extemnal alert types and

SENsOl Mapping

Launch ©peration Console

roweneo &Y G PROXIMEX | ol | B |

Step4  Click Main Web Service.

es

I Configure Database and Se

[ [=] E3

=

Schedule DB Backup Reestore Backup DE

| Database Backup Schedule and Restore ﬂ

DB Backup Schedule [Enabled]

S0L Server Service Running

SOL Agent Service Stopped

Schedule DE Grooming

ﬁ o DB Grooming Schedule [Enabled] Alert Archive

Service Configuration

Monitoring Logic Services

Configure Services Sensor Management Services

Running

Business Logic Core Services Running
Bus Services

Running

Running

%]

Web Service Configration

Main Web Service Connector Web Service

The Database Connection window appears.
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Backup and Restore PSOM Database |

Cleaning up after Database Migration

_ﬂ'-'Database Connection

Specify Parameters for Web Service Database Connection

Enter name of the SGL Server For Web Service

Mirror SGL Server name, if any, else leave blank

Enter database name for Web Service

Check to use/create Domain user

Mame of windows user {omit domain prefix) for database

connection
Enter the password for the user specified for update

Enter the connection timeout for the database connection

=

IProxwmaxDb

[T Uncheckta usefcreate Local user

Enter the name of the SQL
/ Server hosting PSOM

Repository.
Enter the name of the
;|/ database for PSOM

IPxWabServicaUser

I*www*ww

|
|

Method  Step Status Message Task

Repository.

— Enter credentials for

jan
\ Enter the number of seconds

2 InitializationCheck

Record 1 of 1

Details. .. | Help |

Skip Step

Nest > Cancel

to wait for a response from
the database.

Step 5 Provide the server, database, and login credentials for the new environment hosting the PSOM

Repository.
Step6  Click Next.

The Web Service Configuration window appears.

accessing PSOM Repository.
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Cleaning up after Database Migration

'eb Service Configuration

Specify Miscellaneous Settings for Web Service v Select the level of messages
/ to log for the Web Service.

Chonse alogging level For the Weh Service [am &

Check to enable Active Directory Client WS authentication a.k.a, r Check this Opti()ﬂ to enable

Single-Sign-On . .
Single Sign-On
authentication to the Web
Service.

Method Step Skatus Message Task wd

@ Success

Run DisableLogging Logging DISABLED For application[Proximes... I1SHelper

Run ‘alidatePassword @ Success Supplied passward For User [PxiWebService.. . I1SHelper

Run PasswardCheck @ Success Password matches existing For user [Pawe. .. ADHelper =
Run ‘alidateDbtersion @ Success wersion comparison is successful, Wizardve, . Task_Surveilintiw's
Run ValidateMTUser @ Success Successfully added windows user [Pxiwebs... Task_CreatesSgin...
Run Addvindowslser, ., @ Success Login [KERRI-G01YiPxebServicellser] alr...  SglServerHelper

Run Addvindowslser, ., @ Success Sql5erver [] connection successful, SolserverHelper

Run ValidateMTUser @ Success Successfully added windows user [Pxiwebs... Task_CreatesSgin...
Run Addvindowslser, ., @ Success User [KERRI-601YiPxWebServicellser] is a...  SglServerHelper

Run Addvindowslser, ., @ Success Login [KERRI-G01YiPxebServicellser] do...  SglServerHelper

Run Removewindows., .. @ Success Database User [KERRI-B01WPwebServic...  SglServerHelper

Run Removewindows., .. @ Success Database User [KERRI-B01WPwebServic...  SglServerHelper

Run Bemmetilindrins 00 S recs Pt ahace [BrmvimesTih] rhark arrecefln | SnlserserHeines

Record 1 of 22 | lLdlad)

Details. .. | Help << Back | Finish I

Cancel |

Step7  Click Finish.
Step8  Update the ProximexDb.dbo.PxVersion table in SQL Server Management Studio with the new database
server name:
Update dbo.PxVersion set Computer = 'MACHINENAME'
Step 9 Stop all PSOM User Services (if installed).
Step10  Stop all PSOM Managed Services.
Step11  Open SQL Server Management Studio and run the following SQL script against the ProximexDB
database:
delete from [ProximexDb] . [dbo].[PxServiceRegistry]
delete from [ProximexDb].[dbo].[PxServiceRegistryContainer]
delete from [ProximexDb].[dbo].[PxMethodExecutor]
delete from [ProximexDb].[dbo].[PxServicesStateInfo]
delete from [ProximexDb].[dbo].[PxTimersValues]
delete from [ProximexDb].[dbo].[PxConnectorInstance]
Step12 Restart PSOM Managed Services.
Step 13  Restart PSOM User Services (if installed).
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M Grooming the PSOM Database

Grooming the PSOM Database

To set the grooming schedule for the PSOM database, follow these steps:

Procedure

Step 1 Click Tools in the Navigation bar, and then click Configure DB and Services.

Physical Security Information Management

ral

Environment
tanage maps, monitoring tree,

i zones, areas. sensors, tracking
‘E T devices and resources.

Alert Console

Rules

4 anage rules for reporting and alert
collapsing.

1)
y

Cperation Consale

&

Yideo Console

i

Business Logic Designer

Securty
Manage securty rales, permizzions,
uzers and uger groups.

Videa Integration
Configure video service modules and
camera topology,

Diagnostics
Manage audit report, administration
sypstem alerts and response

EventIntegration
I anage integration modules, user
alert types, extenal alert types and

=
&—
o—1 workflows.
40
o=l

SENE0r Mapping

)

Instant Messenger Business Logic
tanage business logic templates

and PowerShell script lbrary

Configuration Wizard

Click

Conﬁgure Configure DE and Services
DB and

Services E} Administration

rowenes ov G PROXIMEX | (| | B

Launch ©peration Console

A window appears asking you to log off PSOM.
Step2  Click Yes.
The Configure Database and Services window appears.

Step3  Click Schedule DB Grooming.
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Click Schedule DB
Grooming

Grooming the PSOM Database

Eﬂ Database Backup Schedule and Restore

=i} =

Schedule DB Backup Restore Backup DB

!j Configure Database and Services M= 3

DB Backup Schedule

[Enabled] Backup Ex

' Database Data Grooming Schedule

B v DB Grooming Schedule [Enabled] Alert Archive

SOL Server Service Running
SQL Agent Service Stopped
Schedule DE Grooming
@ Service Configuration d
ﬁ Bus Services Running
Monitoring Logic Services Running
Configure Services Sensor Management Services Running
b Web Service Configration a

web service ()

%

Main Web Service

%

Connector Web Service

The Server and Database for Repository window appears.

Enter the SQL Server
host name.

. / Select or bype in Database name For target provider
Select ProximexDb

Step 4
Step 5

!j server and Database for Repository H=
Specify SAL Server and Database for DB Grooming Activities
\ rovide the SQL Sarver hosting the target database |m
IPerimEth j

Method  Step Status

Message Task

Record 1.af 1

Provide the name of the SQL Server host in the field provided.

Select ProximexDb from the next field.

| oL-28432-01
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Bl Grooming the PSOM Database

Step6  Click Next.
The Grooming Configuration for Repository window appears.
BErooming Configuration for Repository |_ (O] x|
Configure Database Grooming and Alert Management
Choose the day to
perform grooming \‘ Specify the day based schedule for SGL Agent job [Every Day =l
ecify hour of day For the ent job -
Choose the hour to —""'/T N Y ferthe S0k Asert k =
f Keep ¥ days of archive alert in database IE,U
perform grooming
Check ta automatically archive/delete Alerts ™ Uncheck for no AutoDelste
SpCley how many Kaep # hours of alerts when auto archiving Izquu
days of archived alerts keep ¥ days of Tracking Trai IE
to store ‘
Check this option to
automatlcal y archlve Method  Step Status Message Task
or dClCtC alcrts 3 Irul:\aI\z.al:l-:-rn‘]'ue-:l:‘. 5 Initialization 5 asl GErooming
Fun ‘alidateDatabase @ Success Database with name [PruxlmexDb] akt QL 5., Task_Specsgl
Spemfy hOW many Run ValidateSqlServer @ Success SOL Server with name [{local)] is deemed to ... Task_SpecSql
hOUFS Of alerts to keep Initialize InitializationCheck, @ Success Initialization successful, Task_specsgl
when auto-archiving
Specify how many
days of Tracking Trail
data to keep when
auto-archiving
Rrecord 1 of 4 | lld L
Details... | Help | << Back | Finish I Cancel |
Step7  Choose the day to perform database grooming from the Specify the day based schedule for SQL Agent
job field, or select Every_Day to perform database grooming every day.
Step8  Choose the hour to perform database grooming from the Specify the hour of day for the SQL Agent
job field.
Step9  Specify how many days of archived alerts to store in the Keep X days of archive alert in database field.
Step10 To automatically archive or delete alerts, check the Check to automatically archive/delete Alerts
option.
Step11  Specify how many hours of alerts to keep when auto-archiving from the Keep X hours of alerts when
auto archiving field.
Step12  Specify how many days of Tracking Trail data to keep when auto-archiving from the Keep X days of
Tracking Trail field.
Step13  Click Finish.
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APPENDIX

Reconfiguring PSOM Services

This appendix explains how to reconfigure PSOM Services, PSOM Web Service, and PSOM Connector
Web Service after the initial deployment.

This appendix includes these sections:
e Reconfiguring Settings for PSOM Services, page C-1
e Specifying Custom Parsing, page C-23
e Changing the Configuration of the PSOM Web Service, page C-26
¢ Configuring Failover for PSOM Web Service, page C-29
e Reconfiguring the Connector Web Service, page C-31
e Reconfiguring Settings for PSOM User Services, page C-38

Reconfiguring Settings for PSOM Services

You can change the configuration of PSOM Services after the initial deployment of PSOM.

~

Note  You must be a member of the local Administrators group to launch Services Configuration.

To reconfigure PSOM Services, follow these steps:

Procedure

Step 1 From the Start menu, select All Programs > Cisco Physical Security Operations Manager Services >
Services Configuration.

Or from the PSOM Administration Console:

a. Select Tools in the Navigation pane

b. Click Configure DB and Services.

c. Click Yes to log off PSOM temporarily while you configure the services.

d. Click Configure Services.

Administering Cisco Physical Security Operations Manager, Release 6.1
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B Reconfiguring Settings for PSOM Services

ﬂ:tonﬁgure Database and Services H=l

E] Database Backup Schedule and Restore

Eﬂ m DB Backup Schedule [Enabled] Backup Ever

Schedule DB Backup Restore Backup DB

E ' Database Data Grooming Schedule

B : DB Grooming Schedule [Enabled] Alert Archive Eve

SOQL Server Service Running
SQL Agent Service Stopped
Schedule DB Grooming
@ Service Configuration (%]
ﬁ Bus Services Running

Monitoring Logic Services Running
Configure Services

Sensor Management Services Running

Eé, Yeb Service Configration %

P | g ===

Main Web Service Conneckor Web Service

The Services Configuration dialog box appears.

Configure service account

1
2- Cannections Service account information
3 - Buginess Logic SDE
4 - Health Diagnostics
5. Bus Services @ Local System Account
E - Business Logic
7 - Caching ‘s i
& - Collaboration Services Specific Uzer Account
9 - Maritoring Specify Service Account
10 - Sensor Management i
11 - Logs Service Account
Pazsword

* Make sure the account your specified has enough privileges to run

Services
Check Existing Services |

£.0.10184. 20316 < Previous | Next » I Cancel |

On the Service account information window, select Local System Account to use the default account to
run PSOM Services.

If you want to specify a different user account, make sure the account meets the following criteria:
e Belongs to the local Administrators group
e Has permission to SQL Server database through Integrated Windows Security

e Has permission to Run as service
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Reconfiguring Settings for PSOM Services

To ensure the account has the Run as service permission, you need to launch the Local Security Settings
window, select Local Policies > User Rights Assignment, and double-click Log on as a service.

=10] ]
Ble fction Wiew Help
o AR XE B 2 E

[ Securty Settings Palicy [ Securty Setting | A
(8 Account Policies &¥]Force shutdown from a remote sy... Administrators
=-(8 Local Policies ) Generate security audits LOCAL SERVICE,NE...

- (@ Audit Policy @] Impersonate a client after authen... 115_WPG,ASPHET,A...

T (19 User Rights Assigrement 8] Increase scheduling priority Administrators

_:f" (9 security or‘_‘tmm }ﬁ]Load and unload device drivers Administrabors
: j :miyR?;::m Policies ﬁjlﬂk R e

LOCAL SERVICE PR

#iZ]Log on as a batch job
i 0N & e
#g]Manage suditing and security log Administrabors
&s Modfy firmware environment values  Administrators
Perfarm volume maintenance tasks  Administrators

* s IP Security Policies an Local Computer

:ﬁﬂprofie single process Administrators,Pow. ..

ﬁﬂProhle system performance Administrators

;‘i'ﬂRen*ove computer from docking st... Administrabors,Pow. ..

&’]Replace a process level boken LOCAL SERVICE,NE...

B¥IRestore files and directories Administrators Back... =

When specifying a user account, select Specific User Account and enter:

e The name of the user account on the Windows Server that PSOM Services will use to perform
administrative functions in the Service Account field.

e The password for that service account in the Password field.

Step2  Click Next or 2 — Connections to configure connections to the PSOM Repository and PSOM Web
Service.

Configure Connections

- Service Account

Configure Connections
3 - Business Logic SDK
4 - Health Diaghostice Datsbase |Web Servicel Cannector Web Sarwcel
5 - Bus Services
E
7
g

- Buginess Logic

Fahi Database Server IIocthost
- Caching
- Collaboration Services Database IF‘mximexDb
9 - Moritoring
10 - Sensor Management Part |1 FEE]
11 - Logs
Default Timeout |45

™ Miror DB server |[nnne]

™ Use S0L Authertication

S0 Authentication

SOL User |

Paszword: I

Test Connection

6,0,10184,20316 < Previous

Cancel |

On the Database tab of the Configure Connections window:

e The Database Server field contains localhost unless you installed PSOM Repository on a different
machine in the network. In this case, enter the IP address or server name of the machine where
PSOM Repository is installed.

e The Database field contains ProximexDb, unless there is a reason to change the name of the PSOM
Repository.
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Reconfiguring Settings for PSOM Services

~

The Port field contains the port number under which the Repository runs.

The Default Timeout field contains the number of seconds the Managed Services will wait for a
response from the PSOM Repository.

If you are using a mirrored database, click Mirror DB server and enter the IP address or server
name of the machine where the mirrored database resides.

If you want to use Microsoft SQL Server authentication for the PSOM Repository, check the Use
SQL Authentication option. Then enter the SQL user login and password in the fields provided.

~

Note PSOM Services can use both the Integrated Security mode and SQL Server security mode
for connections. Ensure that SQL Server allows the connection mode you specified.

Note  When you click Test Connection on the Database tab, your current Windows account is used

to authenticate the SQL Server and SQL database.

Step3  Click the Web Service tab.

Configure Connections

Set Password Test Connection
6.0.10184. 20518 < Previous | Next > I Cancel

- Service Account

- Business Logic SDE.

3

4 - Health Diagnostics Database ; #eb Service | Connector Web Service
5 - Bus Services

E - Buginess Logic W3 Server

7-Caching X IIDcthost

8 - Collaboration Services =

9 - Manitaring Service Port

10 - Senzor Management ISU

11 - Logs

Configure Connections

r Secondam WS Servers) [comma separated]

™ Secured Connection (HT TP aver $5L)

SpsUser Password

On the Web Service tab of the Configure Connections window:

The WS Server field contains localhost unless you installed PSOM Web Service on a different
machine in the network. In this case, enter the IP address or server name of the machine where you
installed PSOM Web Service.

The Service Port field contains the port number at which the PSOM Web Service should listen for
communications. The default is 80.

If you are configuring redundant PSOM Web Services, check the Secondary WS Server(s) option
and enter the IP addresses or server names of backup PSOM Web Services, separated by commas.

If SSL (Secure Sockets Layer) is enabled for Web Services, check the Secured Connection option
to make sure the Managed Services use SSL (HTTP over SSL) to connect to the PSOM Web Service.
This setting applies to all configured PSOM Web Services.
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Reconfiguring Settings for PSOM Services

¢ The SysUser Password field contains the administrative password for the machine where the PSOM
Web Service is installed. To change the SysUser password, enter a new password and click Set
Password. If you change the SysUser password, you must update all Managed Services and User
Services to use the new password.

A
Note  If SSL is configured, the only way to connect to PSOM components is via HTTPS. Therefore,
all links need to be updated. For example:
Web Access URL—https://hostname/pxwebaccess
Connector Plugin Pages URL—https://localhost/PxConnectorWS/PluginPages/default.aspx

Further, when logging into PSOM Consoles, users must check the Use HTTPS connection
option.

Please select server and enter your user

Server Name: px-esridev d

User Name: harrison d

Password:

[v UseHTTPS connection

I” windows Authentication Logon I Cancel

Click Test Connection to verify settings.

Step4  Click the Connector Web Service tab.

Configure Connections
1 - Service Account ) )
Configure Connections
3 - Business Logic SDK —
4 - Health Diagnostics Databasel ‘wieb Service | |
5 - Bus Services X
E - Business Logic Connectarw'S Primary Server(s]
7 - Caching
3 - Collaboration Services Add Primaty |
3 - Maonitoring
10 - Sensor Management Delete Primary |
11 - Logs
Corresponding Secondary Server(s]
Add Secondary |
Delete Secondarny |
M aximurn Retry
|4 Test Connection |
¥ 15 Manual Fail Dver
r—On Demand
Update Connector |
6.0,10184.20316 < Previous | ext > I Canicel |

On the Connector Web Service tab of the Configure Connections window:
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Bl Reconfiguring Settings for PSOM Services

¢ The ConnectorWS Primary Server(s) fiecld contains localhost unless you installed PSOM
Connector Web Service on a different machine in the network. In this case, click Add Primary and
enter the IP address or server name of the machine where you installed PSOM Connector Web
Service.

New Server Location B

Mew server location

()8 I Cancel |

e If you have installed failover Connector Web Services, click Add Secondary and enter the IP
address or server name of the machine where you installed the PSOM Connector Web Service in the
New Server Location dialog.

e Specify the maximum number of times PSOM will attempt to connect to the primary Connector Web
Service in the Maximum Retry field. After this, PSOM will either manually or automatically
failover to secondary Connector Web Services.

e By default, PSOM is configured so that failover to a secondary Connector Web Service is performed
manually. If you want failover to be performed automatically, uncheck the Is Manual Fail Over
option.

e If you want to manually failover the Connector Web Service, click Update Connector. In the Select
Fail Over ConnectorWS nodes dialog, select the primary node from which to failover, and the
secondary node to which to failover. Click OK.

£ Select Fail Over ConnectorWS nodes =101 %]

Primary Node:

localhost

Select Active Secondary Nodes:

localhost
10.10.2.180

OK|Canoet}
4

Step5  Click Next or select 3 - Business Logic SDK on the left side of the window.
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Reconfiguring Settings for PSOM Services

Business Logic SDK Deployment Configuration

- Service Account ) ) L
- Cornections Deploy Business Logic SDK Activities

- Health Diagnostics

- Bus Services Browse to gelect a Businesz Logic SDE Activity Package [ zip)

- Business Logic I
- Caching

- Collaboration Services

- Monitaring

RS -

11 - Logs

Deploy Undeploy

6.0.10184.20316 < Previous |

10 - Senzor Management  Click below to deploy or undeploy the Business Logic SDK Activity Package to this machine

Cancel

Browss... |

If you have preconfigured business logic to deploy for PSOM, click Browse on the Business Logic SDK
Deployment Configuration window and select the business logic SDK activity package (.zip extension)

and click Deploy. If you want to reverse deployment for the SDK activity package, click Undeploy.

Step6  Click Next or select 4 - Health Diagnostics on the left side of the window.

Health Diagnostics Services Configuration

1 - Service Account 5 ) ) 5 B

2- Connections Health Diagnostics Services Configuration
3 - Business Logic SDK

4 - Health Diagnostics General I Agents | Matifications |

9 - Bus Servicas

g E;zﬂ?; Logic Service Port

& - Collaboration Services |g[|11

9 - Manitoring

10 - Senzor Management 0 .

11 - Logs Polling every » seconds:

|20

6.0.10184.20316 < Previous

Cancel |

On the General tab of the Health Diagnostics Services Configuration window:

e The Service Port field contains the port number at which the Health Diagnostics Services should

listen for communications. The default is 8011.

¢ Enter how often (in seconds) the Health Diagnostics Services should check the status of PSOM
Services in the Polling every x seconds field.

Step7  Click the Agents tab.

| oL-28432-01
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Health Diagnostics Services Configuration
1-Service Account . ) . . )
2- Connections Health Diagnostics Seryices Configuration
3 - Business Logic 5D
4 - Health Diagnostics General Agents | Nolilicationsl
5 - Bus Services
G - Business Logic Configurable Agents:
7 - Caching
8 - Collaboration Services S R e
9 - Monitoring rocess Maonitor agent
10 Sensor Management Managed Services: Services Availahility M onitor Agents
11-Logs Managed Services: Tatal RaM Usage Monitor Agents
tonitaring Services: Alet Creation w'S response time monitor agent
Monitoring Services: Connector WS Monitar Agent
Database: Connectivity agent
Threshold for Database Connectivity Test [miliseconds]
| ]
Save
6.0.10184 20318 < Previous | Mext > I Cancel |

On the Agents tab of the Health Diagnostics Services Configuration window, select an agent from the
list to configure settings for it. You must click Save to store configuration changes for an agent before
you can make the changes to the actual health monitoring agent.

Table C-1 Health Diagnostics Agent Configuration

Agent Configuration

Database Connectivity Agent Threshold for Database Connectivity Test

Enter the threshold (in milliseconds) that determines whether
PSOM Services can connect with the PSOM Repository. The
default is 60000 milliseconds.

IIS Worker Process Monitor Upper Threshold for Total RAM Usage Test

Agent Enter the threshold (in megabytes) that determines whether the
maximum amount of RAM is being consumed by PSOM. The
default is 4000 megabytes.

Managed Services: Services Interval for Services Offline Re-Notification

Availability Monitor Agents Enter the number of hours that should pass before another

notification should be sent that services are offline. The default is 2
hours.

Include Availability Tests for User Services?

Select True if you want to provide service availability data
collected by Managed Services to PSOM User Services.

Managed Services: Total RAM  |Threshold for Managed Services (Non Users Services) Total
Usage Monitor Agents RAM Usage

Enter the maximum amount of RAM (in megabytes) that Managed
Services can consume. The default is 6000 megabytes.

Threshold for User Services Total RAM Usage

Enter the maximum amount of RAM (in megabytes) that User
Services can consume. The default is 2000 megabytes.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Reconfiguring Settings for PSOM Services

Table C-1 Health Diagnostics Agent Configuration (continued)
Agent Configuration
Monitoring Services: Alert Upper Threshold for WS: Alert Creation response time

Creation WS Response Time

) Enter the maximum amount of time (in milliseconds) that should be
Monitor Agent

allowed for alert creation. The default is 800 milliseconds.

Monitoring Services: Connector |Upper Threshold for Connector WS Plugin: Response Time

WS Monitor Agent Enter the maximum amount of time (in milliseconds) that should be

allowed for an Integration Module to respond. The default is 10000
milliseconds.

Upper Threshold for Connector WS Host: Response Time

Enter the maximum amount of time (in millisecond) that should be
allowed for the Connector Web Service to respond. The default is
5000 milliseconds.

Service Process: RAM Usage Upper Threshold for RAM usage by the Service Process
Monitor Agent

Enter the maximum amount of RAM (in megabytes) that the service
process should be allowed to consume. The default is 1000
megabytes.

System: CPU Usage Monitor Threshold for CPU Usage Alarm Test
Agent

Enter the percentage of CPU usage by the system that will trigger
an alarm. The default is 90%.

System: Network Utilization Threshold for Network Utilization Alarm Test
Monitor Agent

Enter the percentage of network resources that must be consumed
by the system before an alarm is triggered. The default is 75%.

System: Physical Disk Usage Threshold for Average Disk Queue Length

Monitor Agents Enter the average number of requests to read data from the physical

disk that will trigger an alarm. The default is 30000 requests.
Threshold for Average Disk Read Time

Enter the average disk read time (in milliseconds) that will trigger
an alarm. The default is 5000ms.

Threshold for Average Disk Write Queue Length

Enter the average number of requests to write data to the physical
disk that will trigger an alarm. The default is 30000 requests.

Threshold for Average Disk Write Time

Enter the average disk write time (in milliseconds) that will trigger
an alarm. The default is 5000ms.

System: Remaining RAM Lower Limit for Available System RAM Test
Monitor Agent

Enter the amount of RAM that must remain available (in
megabytes); if the amount of RAM drops below this number, an
alert is triggered.
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Bl Reconfiguring Settings for PSOM Services

Table C-1 Health Diagnostics Agent Configuration (continued)

Agent

Configuration

Web Access: Connectivity Agent

Enable Web Access Connectivity Test

Whether or not to enable a test of connectivity to Web Access.

Web Services: Connectivity
Agent

Threshold for Web Services Connectivity Test

Enter the maximum amount of time (in milliseconds) that is allowed
for connections to the Web Service before an alert is issued. The
default is 15000ms.

Step8  Click the Notifications tab.

Health Diagnostics Services Configuration

- Service Account
- Connectiohs
- Buzines: i

Gene|a|| Agents  MNotifications |

- Business Logic Configurable Matifications:
- Caching B
- Collaboration Services

w oo o g =

- Monitaring
10 - Sensor Management
11 - Logs

Health Diagnostics Services Configuration

Adrnin Alerts: Administratve Alert Dispatcher

Cieate Admin Alert when seveiily iz or more than: (Low Medium High Critical)

IH\gh

Save |

6.0.10154.20316

< Previouz | Nexwt » I Cancel |

Step9  On the Notifications tab of the Health Diagnostics Services Configuration window, select a notification
from the list to configure settings for it. Click Save to store configuration changes.

Table C-2 Health Monitoring Notification Configuration

Agent

Configuration

Admin Alerts: Administrative
Alert Dispatcher

Create Admin Alert when severity is or more than: Enter the
severity level at which an administrative alert should be created in
PSOM; for example, Warning.

Step10 Click Next or select 5 - Bus Services on the left side of the window.
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Reconfiguring Settings for PSOM Services

Bus Services Configuration

Service Account

1-

2- Connections Bus Services Configuration

3 - Buginess Logic SDK

4 - Health Diagnostics Service Port

=] 5i s

& - Business Logic |3059

T - Caching

2 - Callabaration Services Fespanss Warkflow | Advanced I On-Demand
9 - Monitoring

10 - Sensor M anagement I Auto start Response Workflow after dispatch

11 - Logs

6.0.10154.20316

< Previous |

Cancel |

On the Bus Services Configuration window:

e The Service Port field contains the port number under which PSOM Services run.

e The Response Workflow tab provides an option for automatically starting Response Workflows

upon alert dispatch; check the Auto start Response Workflow after dispatch option.

e The Advanced tab shows various polling interval settings at which PSOM Services are polled for

general health (the Services Health Check Polling Interval field) as well as the interval at which

PSOM polls for business logic after an alert has occurred (the Post-Alert Business Logic Polling

Interval).

a~

Note A shorter polling interval for the Post-Alert Business Logic Polling Interval can improve
the response time for Alert Business Logic, but it will negatively impact CPU performance

and database response on the host machine.

It is not recommended that you change settings on the Advanced tab unless directed by

Customer Support.

The Connector Registration Poll Interval shows the interval at which the Bus Services
updates commands and sensor type registration for connectors. A shorter polling interval

will generally improve the response time for the system to discover and import new or
updated sensor types and commands, but it will negatively impact the CPU performance and

connector performance on the host machine.

| oL-28432-01
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Bus Services Configuration

1 - Service Account ) ) B

2- Conrections Bus Services Configuration

3 - Buginesz Logic SOK

4 - Health Diagnostics Service Port

5

& - Business Logic |angg

7 - Caching - 5

- Collsboration Services Resparse Workflow | Advanced I OnDemand |

9 - Monitoring

}10 i Eensor Management Services Health Check Foling Interval (seconds]
- Logs

[10

Post-alert Business Logic Polling Interval (seconds)
1

Connector Registration Poll Interval (seconds)

[40

6.0.10154. 20316 < Previous | Mext > I Cancel |

e The On-Demand tab can be used to instantly refresh the Integration Module registrations cached by
this instance of Bus Services. Integration Modules access third-party systems integrated with
PSOM. Simply click the Update Connector Registrations button.

Bus Services Configuration

1 - Service Account

2- Connections Bus Services Configuration
3 - Buginess Logic SDE

4 - Health Diagniostics Service Port

& - Business Logic IEUBE

7 - Caching

8 - Collaboration Services Response Waorkfow I Advanced

9 - Monitoring

10 - Senzor M anagement

11 - Logs Update Connector Registrations

£.0.10184,20316 <P|evious| Mest > I Cancel |

Step11  Click Next or select 6 - Business Logic on the left side of the window.
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Business Logic Services Configuration

Service Account
- Connections
- Business Logic SDK

1- . . .
% Business Logic Services
4 - Health Diagnostics

: :

5

7

]

General | Advanced |

Service Port

- Caching

g
- Collaboration Services
9 - Monitaring
10 - Senzor b anagement
11 - Logs

|7272

6.0.10184. 20316

< Previous

Cancel |

On the General tab of the Business Logic Services window, the Service Port field contains the port
number under which PSOM Business Logic Core Services run.

On the Advanced tab, check the Enable support for response business logic option if you want to
allow PSOM to execute Response Business Logic.

S

Note
Customer Support.

It is not recommended that you change settings on the Advanced tab unless directed by

Business Logic Services Configuration

Service Account

- Connections

- Business Logic SDK

- Health Diagnostics
Eiu ices

1-
g Business Logic Services
4

-

f-B

7

8

General

¥ Enable suppart for response business logic

- Caching
- Collaboration S ervices
- Monitaring

10 - Senzor Management
11 - Logs

w

6.0.10154.20316

Cancel

< Previous | Mext > I

Step 12

Click Next or select 7 - Caching on the left side of the window.
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Caching Services Configuration

- Service Account

1

2 - Corhections Configure Caching Services
3 - Business Logic SDK

4 - Health Diagnastics General I OreDemand I Advanced I

5-Bus Services

£ - Business Logic Service Port

8 - Collaboration Services |7021

9 - Monitoring Cache refreshing interval [minutes)

10 - Senzor Management

11 -Logs I3

Sensor tranzfer size
500

6.0.10154, 20316 < Pravious |

Cancel

The PSOM Caching Service speeds up business logic execution by caching Monitoring Hierarchy and
sensor map information.

On the Configure Caching Services window:

¢ The General tab allows you to specify the port number under which the PSOM Caching Service runs
in the Service Port field, as well as the number of minutes that should pass before the Caching
Service refreshes the cache in the Cache refreshing interval field. You can also limit the number
of sensors that may be transferred at a time to protect system resources in the Sensor transfer size
field (default is 500).

¢ The On-Demand tab allows you to instantly refresh the cache by clicking the Refresh cache now
button. You can refresh the cache once installation is complete by relaunching the Services
Configuration window.

Caching Services Configuration
1 - Service Account ) ) )
2- Cornections Configure Caching Services
3 - Buginess Logic SDE
4 - Health Diagnostics General Advanced |
5 - Bus Services
E - Business Lnin:
3 - Collaboration Services Refiesh cache now!
9 - Manitoring
10 - Sensor Management
11 - Logs
6.0.10184.20516 < Previous | Mext > I Cancel |

e The Advanced tab enables you to resolve poor SQL Server query performance by increasing the
timeout that the Caching Service uses for SQL commands in the SQL Command Timeout field.
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Caching Services Conlfiguration

Step 13

Step 14

- Service Account

- Connections

- Business Logic SDK.
- Health Diagnostics

- Bus Services

- Buziness Logic

O L R —

& - Collaboration Services
9 - Monitoring

10 - Senzor Management
11 - Logs

6.0,10184.20316

Configure Caching Services
General | On-Demand | Advarced I

SOL Command Timeout [Seconds]

|00

< Previous | Mext > I Cancel |

Click Next or select 8 - Collaboration Services on the left side of the window.

Collaboration Services Configuration

- Service Account

- Connections

- Buginess Logic SDK,
- Health Diagnostics
-Bus Services

Collaboration Services Configuration
General I

Service Port

- Business Logic

7
2
3
4
5
E
7

|2244
Druplex Port

E]
10 - Sensor Management
11 - Logs |2245

Mote: Both the base port and the duplex port will be used by the collaboration server

6.0,10184.20316

< Previous |

Cancel

On the Collaboration Services Configuration window, configure a pair of ports that the Collaboration
Services use for two-way (duplex) communication. The Duplex Port number is always the Service Port
number plus one (+ 1):

e The Service Port field contains the port number under which PSOM Collaboration Services run.

e The Duplex Port field contains the duplex port number for the PSOM Collaboration Services. The
service and duplex port numbers will both be used by the Collaboration Service.

a~

Note  If the Collaboration Services are not running, users will not be able to communicate via the
Instant Messenger Console.

Click Next or select 9 - Monitoring on the left side of the window.
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Monitoring Services Configuration

- Service Account

- Connections

- Buginess Logic SDE
- Health Diagnostics
- Bus Services

Configure Monitoring Services

General IAdvancedl lgnare Statusl

1
2
3
4
5
4
7
i

6.0,10184, 20316

- Business Logic

- Caching

- Collal
tonit

10 - Senzor M anagement
11 - Logs

Service Port IEUBE

Event Source [localhost Add...

Remove |

boration Services
oring

Palling Interval [milliseconds]

| 200

+ Previous | Cancel

On the General tab of the Configure Monitoring Services window:

The Service Port field contains the port number under which PSOM Monitoring Services run.

The Event Source field shows all the machines where an Event Source is installed. In this release,
the only Event Source is the Video Alert Service. Click Add to define a new location, enter the IP
address or server name in the dialog box and click OK.

New Server Location [

Mew gerver location

Cancel |

The Polling Interval field shows the interval (in milliseconds) at which the PSOM Monitoring
Service will seek new events.

a~

Note

The minimum polling interval for monitoring services is 250 milliseconds. However, the
recommended polling interval is 250-300 milliseconds or higher to avoid CPU contention
within the host environment. If you have a dual core or quad core host environment, setting
the polling interval to 250 milliseconds may be sufficient.

On the Advanced tab of the Configure Monitoring Services window:

Check the Discard events from sensors that are not imported option if you do not want the
Monitoring Service to report on events generated by entities that do not have corresponding Sensors
in PSOM. If you check this option, events from these Sensors will not become alerts in PSOM. This
option is disabled by default so PSOM can create Sensors if necessary when Sensors are not
recognized from an incoming event.

Check the Enable querying incoming events on disk option if you want incoming events polled
from Connector Web Services and the Event Source services to be queued on disk before being
processed by business logic. By default this option is enabled. If disabled, incoming events are
queued in memory.
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Monitoring Services Configuration

- Service Account

- Connections

- Business Logic SOK

- Health Diagnostics

- Bus Services

- Business Logic

- Caching

Collaboration Services

Configure Monitoring Services

[~ Discard events from sensors that ars nok imported

¥ Enable queuing of incoming events on disk

7
2
3
4
5
E
7
a-
]
5

g
Management
11 - Logs

6.0,10184.20316

< Previous | Mext > I

Cancel

~

Note
Customer Support.

It is not recommended that you change settings on the Advanced tab unless directed by

On the Ignore Status tab of the Configure Monitoring Services window, you can specify the types of

messages for different Sensors that can be ignored.

Monitoring Services Configuration

- Service Account

- Connections

- Business Logic SDE
- Health Diagnostics

- Bus Services

- Business Logic

- Caching

Configure Monitoring Services

Genelall Advanced | Ignore Status I

lgnore Event Status change for Following

- Collaboration Services Instance | Status

1
2
3
4
5
[
7
2
1

ring
or Management

11 - Logs

Add. .

tdodify... |
Delete |

6.0,101584.20316

< Previous | Newt > I

Cancel

To add a message that can be ignored, click Add.
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Step 15

Add or Modify Ignore E £
Connector Instance
|INST[HvV]-VERS[3.1]:PROV[HirschVelocity]
lgnore Status
¥ Acknowledged I Closed
I™ Deleted
ok |[ cance |

Enter the instance of an Integration Module for which to ignore status in the Connector Instance field,
and then select the statuses that can be ignored. Click OK and the specification appears on the Ignore

Status tab.
Monitoring Services Configuration

1 - Service Account o _

2-Connections Configure Monitonng Services

3- Business Logic SDK.

4 - Health Diagnostics General I Advanced lanore Status |

5 - Bus Services

§ - Business Logic Ignore Event Status change for following

7 - Caching

8 - Collabaration Services Instance | Status

J - Monitoring X " i "

10 - Sensor Management INStHVI:VER(3.1]:PROVIHirschVelocity] Acked Closed |LI

11 - Logs »
Modify...
Delete

6.0.10166.20312 < Previous | Cancel |

Click Next or select 10 - Sensor Management on the left side of the window.

Configure Sensor Management Services

Service Account
Cannections
Buziness Logic SDK
Health Diagnostics

- Bus Services

Sensor Management Services

Service Port

- Business Logic IBUES
- Caching
- Collaboration Services

R LR

Scheduls | Sync Snurcal Dn-DEmandI Custom Parsarl

— Start Date and Time

Start Time: IMon 03/01/2010 ;I |D1 0000 Ak

=

=
Tvpe !
 Hourly & Every |1 Dayis)
& Daly " Every'Weekday
 weekly

6.0.101684.20316

< Previous

Cancel |
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On the Sensor Management Services window:

e The Service Port field contains the port number under which PSOM Sensor Management Service
runs.

¢ On the Schedule tab, select the date and time that the PSOM Sensor Management Service will begin
running, and then choose how frequently it will run (hourly, daily, weekly, monthly) in the Type
area. Specify the interval at which the service will execute as well.

¢ On the Sync Source tab:

For exporting Sensors defined in PSOM, control the performance of the export process by
limiting the number of Sensors exported at a time to the value specified in the Export Sensors
in chunks field.

To control the performance of sensor synchronization, enter how much time to throttle (in
milliseconds) in the Throttle Time ficld.

Check the Automatically delete unmatched sensors option if you want to remove any Sensors
from PSOM that could not be identified in the external system by the Sensor Management
Service.

Check the Create sensor default hierarchy option if you want the Sensor Management Service
to create a Sensor hierarchy by default as Sensors are added to PSOM. Sensors will be grouped
as specified in the custom parsing (defined on the Custom Parser tab) or in "Default Location".

Check the Automatically append suffix to duplicate sensor names option to append a number
to the Sensor name if it already exists in the database.

Check the Automatically generate sensor groups option to create Sensor Groups with a prefix
of “SG” in the name.

Configure Sensor Management Services

- Caching

R

6.0.10184, 20316

- Service Account

- Connections

- Business Logic SDK
- Health Diagnostics

- Bus Services

- Business Logic

- Collaboration 5 ervices

Sensor Management Services

Senvice Port
|EXEE)

Schedule On-Demand | Custom Parser

Expoit Sensors in [chunks)
|500

Thiottle Time in [Milliseconds)
|500

Connectarad’s I HML Source I

r Automatically delete unmatched sensars
¥ Create sensor default hisrarchy
I~ Automatically append suffix to duplicate sensor names

™ Automatically generate sensor groups

< Previous | Mext > I

Cancel

¢ On the XML Source tab on the Sync Source tab:

Check the Automatically append suffix to duplicate sensor names option to append a number
to the Sensor name if it already exists in the database.

Check the Automatically generate video sensor groups option to create video Sensor Groups
with a prefix of “VSG” in the name.
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Reconfiguring PSOM Services |

Reconfiguring Settings for PSOM Services

— In the Full path to folder with video sensor xml file(s) field, enter the directory path to where

you want XML sensor configuration files stored.

Configure Sensor Management Services

- Service Account )
- Connections Sensor Management Services
- Buginess Logic SDKE
- Health Diagnostics

- Bus Services Sz Pai

- Buginess Logic |8083

- Caching

- Collaboration Services

- Maritaring Scheduls  Spne Source | On-Demand I Custom Parsar I
10 anagement

11 - Logs Export S ensors in [chunks]

(000~ 0 N e G B0 —

500

Throttle Time in [Miliseconds)

500
Connectorw/$ | <ML Source |

r Automatically append suffis to duplicate sensor names
™ Automatically generale video sensor groups

Full path to folder with video sensar sml file(s]

6.0,10184.20316 cPravious | [ Mew> |

Cancel |

e On the On-Demand tab, you can run the sensor synchronization process on demand by clicking the

Sync Sensors Now button.

S

Note If sensor synchronization is already in progress, then the on-demand sync request will be

ignored.

When Sync Sensors Now is clicked, Sensors are created in "Default Location".

Configure Sensor Management Services

Service Account _
Connections Sensor Management Services
Business Logic SDK
Health Diagnostics Sarvica Port

- Bus Services

- Buginess Logic ISDBE

1.
2.
3-
4.
5

E

7

a-
g.
i

- Caching

Schedule I Spnc Sourcs Custom Parser I

Spnc Sensors Mowl |

6.0,10184.20316 <Provious | [ new> |

Cancel
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Reconfiguring PSOM Services

Reconfiguring Settings for PSOM Services

e On the Custom Parser tab, the default parser groups all newly discovered Sensors into one
category: undesignated Monitoring Zone, undesignated Monitoring Area and undesignated
Location. You can specify how each Sensor should be grouped by passing the enhanced parser an
Excel spreadsheet that maps Sensor names to Monitoring Areas and Locations.

If you select Default Parser from the Select Parser field, the values in the other fields either are
dimmed or ignored. The default parser groups all newly discovered Sensors into one category:
undesignated Monitoring Zone, undesignated Monitoring Area and undesignated Location.

If you want to perform custom parsing, see the “Specifying Custom Parsing” section on page C-23.

Step16 Click Next or select 11 - Logs in the left side of the window.

Logging Configuration

- Service Account ) .
- Cornections Configure Log Files
- Buginess Logic SDK
- Health Diagnostics

7
2

3

4 .
5. Bus Services Services Log Level
B

7

g

9

-Business Logic Wharrings and Errars =
- Caching I g J

- Collaboration Services | ag file size per log fle [KButes)
- Moritaring

10 - Senzsor Manaiemant I?UU

M aximurn number of log files per service

J10

6.0.10184.20318 < Previous

Cancel |

On the Configure Log Files window:

e Select the level of events that should be maintained in the PSOM log files from the Services Log
Level field.

¢ Enter the maximum size per log file (in bytes) in the Log file size per log file field.

¢ Enter the maximum number of log files to be maintained per PSOM Service in the Maximum
number of log files per service field.

~

Note By default all services log file are located in the
\Program Files\Cisco PSOM\Managed Services\Log directory.

Click Finish. The following prompt appears:
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Bl Reconfiguring Settings for PSOM Services

Logging Configuration

- Service Account . )
- Connections Configure Log Files
- Business Logic SDK
- Health Diagnostics

1

2

]

4 .
5. Bus Services Services Log Level
E

7

]

49

- Business Logic \Wamnings an = = -
- Caching I g [Confirmation [ J

- Collaboration Services | ag file size
- Monitaring & P Apply changes?

10 - Sensor Manaiemenl Im— i

M awimurmn nun Apply changes and restart services

[10

Apply changes withaut restarting services

Cancel |

£.0.10154.20316 <Pevicus | [ Fiish | Cancel |

Step17 Click Apply changes and restart services. The PSOM Monitoring Services restart and a confirmation
window appears.

Completed the Proximex Surveilling
Marnaged Services Setup Wizard

Click the Finish butkan ko exit the Setup Wizard,

Back Canmce|

Step18 Click Finish.

Step19 If you want to verify installation, open the Service Manager by clicking
Start > Administrative Tools > Services, and verify that the following services are running: PSOM Bus
Services, PSOM Business Logic Core Services, PSOM Caching Services, PSOM Collaboration
Services, PSOM Health Monitoring Services, PSOM Monitoring Logic Services, and PSOM Sensor
Management Services.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Specifying Custom Parsing ||

L, Service _ |0} x
File Action Yiew Help

Y EEEY S D

£ Services {Local)

Mame  * Description | Status | St
(& Prozimes Surveilint Bus Services Praximes 5., Started A

Select an item to view its description.

(&} Prozimes Surveilint Business Logic Core Services Proximex 5., Started A

&k Prozimes Surveilint Caching Services Proximex 5. Started A

Gk Praximes Surveilint Callaber ation Services Proximex 5., Started A

{8} Proximex Surveilint Monitoring Logic Services Proximex 5. Started  Aukc
&k Prozimex Surveilint Sensor Management Services Prowimes: 5., Statted  Auk

After initial installation and configuration, you can modify Managed Services configuration by selecting
Start > All Programs > Cisco Physical Security Operations Manager Services > Services
Configuration.

Specifying Custom Parsing

You can perform custom parsing to specify how each Sensor should be grouped in PSOM. To do so, you
will need to supply an Excel spreadsheet that has the name of each Sensor matched with its associated
Monitoring Zone, Monitoring Area, and Location.

To specify custom parsing, follow these steps:

Procedure

Step1  Navigate to the Custom Parser tab under 7-Sensor Management of the Services Configuration
window.

Administering Cisco Physical Security Operations Manager, Release 6.1
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| Specifying Custom Parsing

Step 2
Step 3

Step 4

Step 5

Configure Sensor Management Services

- Service Account

- Connections

- Business Logic SDK
- Health Monitaring Servdies Bai
- Bus Services

- Business Logic |8083

- Caching

- Collaboration Services
- Manitaring

Sensor Management Services

Custom Parser | Schedulel Eonnectorsl Sync Dptionsl Dn-DemandI

Select Parser I!EustomEontainer.EnhancedF’arse'I Marne IEnhancedParser
Sensordreatdap IE:\Users\Administrator\Documents\enhancedparser.xls browse |
ActiveShest IHilSCh [T AlwapsRegenerateMap
Parsertdatch ¥ ExactMatch ¥ Remainder Match [ Pattial Match ¥ Case Sensitive
Paszition Text String Add
Begin || FeT2
Modify
» End id| —l
Delete |
Parze File Path IEnhancedF’arser Up I

6.0.281.11025

< Previous | Mext > I

Cancel |

Select CustomContainer.EnhancedParser from the Select Parser field.

Click the Browse button next to the SensorAreaMap field and select the location of the Excel
spreadsheet that maps Sensor names retrieved from third-party sensor lists with the Monitoring Zones,
Monitoring Areas, and Locations where the Sensors should be associated in PSOM. The spreadsheet also
needs to specify what type of match should be used when mapping each Sensor name pattern with sensor
names retrieved from the third-party sensor list; for example, ExactMatch.

Excel Spreadsheet Sample

i EnhancedParserads [Compatibility Mede] SO R
A B c D £ %
1 |[sensor name match selection locataion name areaname  Zone name g
2 |[T2WP3ZB into Secured Area  ExactMatch T2WPIZE into Secured Area Areal ronel
3 Tawedl ExactMatch T2WE31 Aread ronel
4 |T2ZWF2l ExactMatch TZWF21 Aread Zonel
5 |TZWF1G Exactiatch TZWFL16 Areal zomel
6 |PETIABC PartialMatch PXTIs Areas ronel ;.
T |putdusr PartialMatch PET25 Areaii Zaonel 4
& [TTWaTT PartialMatch All with mid string W2 frea’¥ zonel l
9 ([TTW2yy PartialMatch Al with mid string W2 Areat zomel |
10" Remainderiatch All unmatched sensors Aread zanel ﬁ,
W AF M Test - Shestd - Ghestd - ¥ Tl [ i

In the ActiveSheet ficld, enter the name of the sheet within the Excel spreadsheet that contains the sensor
mapping. The default is Test.

If you want to force the enhanced parser to update the sensor map and its group association when
changes are applied to the Sensor’s group association, check the AlwaysRegenerateMap option. This
enables operators to dynamically add or change sensor groupings from PSOM Administration Console.

S

Note

If the changes are made to existing Sensors, existing associations must be removed from the
Administration Console; otherwise, changes will not be made for existing Sensors.
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Step 6

Specifying Custom Parsing ||

If you do not check the AlwaysRegenerateMap option, the enhanced parser will generate the sensor
map the first time the enhanced parser is executed, and then continue to use this sensor map association
until a new version of PSOM is installed.

Select the pattern match scheme(s) you want to use from the ParserMatch area. When more than one type
of scheme is selected, the parser will first perform an exact match, then a partial match, then a remainder
match. If no match scheme(s) are selected, then all Sensors will be grouped to undesignated Monitoring
Area, Location and Monitoring Zone as if the default parser was applied.

e Exact Match—The entire Sensor name or description, as provided in the Excel spreadsheet, must
be matched to the sensor pattern. Case is ignored unless the Case Sensitive option is checked.
Matching the sensor patterns listed below has these results when compared to the Excel spreadsheet
sample in the Excel Spreadsheet Sample, page C-24.

Monitoring Area Monitoring Zone
Sensor Pattern Match Selection Location Name Name Name
T2WP32B into ExactMatch Secured Area Area2 zonel
Secured Area
T2WP31 ExactMatch Cafeteria Area3 zonel
T2WE21 ExactMatch Doorl Aread zonel

e Partial Match—A portion of the Sensor name must be identified for a match. You can use a
wildcard search to match a string to the beginning, end, or substring of the Sensor name. Case is
ignored unless the Case Sensitive option is checked.

— Begin—Matches a Sensor name that begins with the pattern string which includes the wildcard
“*” at the end; for example, “PXT2*”.

— Substring—Matches a Sensor name that includes the pattern string surrounded by the wildcard
“*7: for example, “FW2*”.

— End—Matches a Sensor name that ends with the pattern string which includes the wildcard “*”
at the beginning; for example, “*abc”.

Matching the sensor patterns listed below has the following results when compared to the Excel
spreadsheet sample in the Excel Spreadsheet Sample, page C-24.

Monitoring Area Monitoring Zone
Sensor Pattern Match Selection Location Name Name Name
PXT2* PartialMatch PXT2s Area6 zonel
*W2* PartialMatch All with mid string |Area7 zonel
w2
*abc PartialMatch All with mid string |Area7 zonel
w2

~

Note Empty rows and empty fields are not allowed with Partial Match.

Case will be ignored when matching pattern strings unless the Case Sensitive option is
checked.
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B Changing the Configuration of the PSOM Web Service

e Remainder Match—All the unmatched Sensors are associated with a designated group by using a
sensor pattern of “*” which indicates that any remaining pattern is a match. Matching the sensor
patterns listed below has the following results when compared to the Excel spreadsheet sample in
the Excel Spreadsheet Sample, page C-24.

Sensor Pattern to

be Matched

Match Selection

Location Name

Monitoring Area
Name

Monitoring Zone
Name

k

RemainderMatch

undecided

Area9

zonel

S

Note

The following characters are treated as illegal characters in the Sensor name, are not allowed
for pattern matching:

n\n u/u MO g g vvln myn n@n nyn n$n ||qn AN n&n n(n n)u "non u[n n]n
k) s s EREE ) < ) > s L) ) # s k) o, i ’ s i k) k) )
" { "non } (I T TR AN TR TR TR

> LIS I} b}

Configure Sensor Management Services

- Service Account

1

2- Corhections Sensor Management Services

3 - Buginess Logic SDK

4 - Health Manitoring Siriiem Bam

5 - Bus Services

E - Business Logic IBDBS

7 - Caching

& - Collaboration Services

9 - Manitor Custom Parser | Schedulel Connectors | Spnc Options | On-Demand

Select Parser

[¥ [Sensor Manager Yalidation error

SensordreaMap | . browse

l:e] Partial Expressions contains invalid character,
AcliveSheet H =

Parseratch )

e Sensitive

Fosition I dd |
Begin j g
I odif
3 End =l —yl
Delate |
Parse File Path IEnhancedF‘arsar Up I

6.0.281.11025

< Previous | Mext > I

Cancel |

Step7  If you want matching to consider the case used in pattern matching strings, check the Case Sensitive

option. If unchecked, the case in the pattern to be matched is ignored.

Changing the Configuration of the PSOM Web Service

To change the configuration for PSOM Web Service, follow these steps:

Procedure
Step 1 From the PSOM Administration Console, select Tools in the Navigation pane

Step2  Click Configure DB and Services.
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Changing the Configuration of the PSOM Web Service

Click Yes to log off PSOM temporarily while you configure the services.

File

Wigw  Tools

Help

i
5]

Environment

M anage maps, monitoring tree,
zZones, areas, sensors, racking
devices and resources.

Alert Console

I

Viden Consale

Security

*

users and user groups.

Configuration Wizard

Configure DB and Services | Video Integration

Configure video service modules

| and camera topology.
= —
Business Logic
 anage business logic templates
| and PowerShell script library
Others _Q__::;U_ —
| g

Physical Security Information Management

M anage security roles, permissions,

Rules

tanage rules for responze
workflow, reparting and alert
collapsing.

»

i

\
1

Diagnostics
Manage audit report, administration
system alerts and monitorintg tasks.

ﬂz
|;'

.]‘ .
|

Eventintegration
tdanage integration modules, user
alert types, external alert types and

- Sens0r mappin
= pping

| Wizard to configure DB and services

|| roweneo B G PROXIMEX | ol | B |

Click Main Web Service.

I configure Database and Services

=] B3

DB Backup Schedule

=

Schedule DB Backup Restare Backup DB

Database Backup Schedule and Restore ﬂ

ﬁ i DB Grooming Schedule

S0L Server Service Running

S0L Agent Service Stopped
Schedule DE Grooming

Service Configuration

Monitoring Logic Services Running

Configure Services Sensor Management Services RUNMing

Bus Services Running

]

Web Service Configration

Connector

web servie 1)

The Database Connection window appears.
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B Changing the Configuration of the PSOM Web Service

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

£ Database Connection

Specify Parameters for Web Service Database Connection Enter the name of the SQL
/ Server hosting PSOM

Enter name of the SQL Server For Web Service lm RGPOSitOF}’~

Mirror SQL Server name, if any, else leave blank I - Enter the name Of the

Enter database name For Web Service IProxwmaxDb { database for PSOM

heck to use/create Domain user ™ Uncheck to efselaslus ' RCpOSitOFy.

L\I;I::aastfmv;indnws user {omit domain prefix) for database IPXWBbSerViCBUser I-__ Enter credentials for

Enter the password for the user specified for update I********** I accessing PSOM Repository.
Enter the connection timeout for the database connection |3g

Method  Step Status Message Task

2 InitializationCheck.

Recard 1of 1

Details. .. | Help | Skip Step Cancel

Enter the name of the SQL Server that is hosting the PSOM Repository in the Enter name of the SQL
Server for Web Service field. Normally this is the local machine name unless the PSOM Repository is
located on a different server.

If you are using a mirrored database, enter the name of the mirrored SQL Server in the Mirror SQL
Server name field. Otherwise, leave this field blank.

Leave the value of the Enter database name for Web Service field set to ProximexDb unless you have
customized the name of the PSOM Repository.

If you are using a domain Windows user for the connection to PSOM Repository, select the
Check to use/create Domain User option. Otherwise, leave this option unchecked to use a local
Windows user for access to the Repository.

~

Note If you do not have permission to create a local or domain Windows user, this step will fail. You
must then create the user account manually and re-run this wizard.

Enter the name of the local or domain Windows user to be used for accessing PSOM Repository in the
Name of windows user for database connection field. Do not include the domain name or machine
name. The default value is PxWebServiceUser.

In the Enter the password for the user specified for update field, enter the corresponding password.

Click Next. The following window appears.
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Step 12

Step 13

Step 14

Step 15

Configuring Failover for PSOM Web Service W

Web Service Configuration

Specify Miscellaneous Settings for Web Service , Select a logging level for

/’ PSOM Web Service.
Choose a logging level for the eb Service IWam _,I
gi:z;‘c;l;?g:ljgbnle Active Direckary Client WS authentication a.k.a. - Check this OptiOH to enable

Single Sign-On.

Method Step Status Message Task

Run DizableLogging @ SuCcess Logging DISABLED for application[Proximes:, ., 11SHelper

Run WalidakePassword @ SuCcess Supplied password for User [PxWebService, . 11SHelper

Run PasswardCheck @ SuCcess Passwaord matches existing for user [Pxdwe...  ADHelper

Run WalidakeDbversion @ SuCcess ‘ersion comparison is successful, Wizardve,,, Task_Surveilintws |
Run WalidakeMTUser @ SuCcess Successfully added windows user [Prwebs,., Task_CreatesgiM...
Run AddwindowslUser,,, @ SuCcess Login [KERRI-PRe0ViPxWebServicellser] al... SglServerHelper

Run AddwindowslUser,,, @ SuCcess Sqlserver [] connection successful, SqlserverHelper

Fun WalidakeMTUser @ Success Successfully added windows user [Privebs... Task_CreateSgiM...
Fun Addwindowslser .., @ Success User [KERRI-PRa0VPwebServicellzer]is ... SglServerHelper

Fun Addwindowslser .., @ Success Login [KERRI-PREOViPxWebServicellser] ... SqlServerHelper

Fun Removesindows. . @ Success Database User [KERRI-PXE0W|PxwebServi...  SqlServerHelper

Fun Removesindows. . @ Success Database User [KERRI-PXE0W|PxwebServi...  SqlServerHelper

Rin Remmetitindnme @78 Sireece Miakahase [PrrvimevTh] check correccfiln SalServerHelnee

Record 1 of 22 | gld el

Detais... Help | << Back | Firish I Cancel |

Normally, the username and password for the PSOM Repository is stored in the web.config file located
in the root directory of PSOM Web Service. To store the encrypted password for PSOM Repository in
the Registry, select the Check to encrypt username and password in web.config option.

~

Note  Decryption is not possible; therefore, if this option is checked, you will need to update the
username and password if you re-run Web Service configuration.

Select the desired level of logging for the PSOM Web Service from the Choose a logging level for the
Web Service field. Choices include: Debug, Info, Warn, Error, or Fatal.

If you want to use Active Directory for user authentication, select the Check to enable Active Directory
Client WS authentication option. By default, Active Directory is not used for user authentication by
PSOM or the Web Service. See the “Single Sign On and User Management” section on page 2-13 for
information on enabling single sign on and Active Director user authentication in PSOM.

Click Finish, click OK when prompted, and click Close at the final screen.

Configuring Failover for PSOM Web Service

You can specify backup Web Services that will take over operations to ensure the continuity of PSOM
Consoles in the event of connectivity issues. If the PSOM Console can connect to the PSOM Web
Service, the status icon at the lower right corner of the window appears as follows.
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Configuring Failover for PSOM Web Service

All connections are healthy

If a PSOM Console cannot connect to the primary PSOM Web Service, it will connect to the first backup
PSOM Web Service defined in the backup list. If an HTTPS connection is required, then the next backup
PSOM Web Service using an HTTPS connection will be used. Whether an HTTPS connection is required
is determined when the user logs into the PSOM Console.

To configure failover for PSOM Web Service, follow these steps:

Procedure

Step 1 From the Administration Console, select File > Preferences.
The Console Preferences window appears.
Step2  Click Server > General.
:ﬂ:tonsole L T
5 Consale (Per User)

General
Alert

Server Preferences

EZ-Track
Email —Audit Manager
[ Consale (Per Computer) S .
General Keep Auditing information for last 7 davs
i —Security Threat Level Indicator
|55 Server v
[ m Security threat level bype: Homeland Security d
SMTP ¥ St security threat level at @ Guarded d

EZ-Track

N = Update threat level by system aukomatically
Identity Management

—Security Manager

[~ use strong password:
Ak least 8 characters long and a mix of letters and numbers,

™ Mo reuse the same password within = days

[~ Enforce password esxpiration policy: Expiration. .. |

—Console ? WeE Service Fai over conFiguration

™ Use backup Web Services:

Step3  Check the Use backup Web Services option under Console/Web Service failover configuration. When
you check this option you will be prompted to add at least one backup Web Service if you do not have
any defined.

Step4  Click Add.
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Reconfiguring the Connector Web Service 1l

The Add New Web Service dialog appears.

:!_]:Add New Web Service IH[=] B3

Enter a new web service:

Web Service:

[~ HTTRS

Ok I Cancel

Step5  Enter the IP address or server name where the backup Web Service is running in the Web Service field.
Step6  Check the HTTPS option to use a secure connection for the Web Service.
Step7  Click OK.

The backup Web Service appears in the list.

Console [ Web Service failover configuration

[V Use backup Web Services:

Server HTTPS

Step8  When there are multiple backup Web Services defined, you can rearrange the order of them using the
Up and Down buttons.

Console / Web Service failover configuration
W Use backup Web Services:

Server HTTPS
px-taos03 O
Steven-VM6 Od
10.10.2.176 (V]
9 10.10.2.16 o
o up
]
)
y

Reconfiguring the Connector Web Service

To reconfigure the Connector Web Service, follow these steps:

Procedure

Step 1 Click Tools in the Navigation bar, and then click Configure DB and Services.
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Reconfiguring the Connector Web Service

Step 2

Step 3

File Wew Tools Help

Click Tools — Tuos

Administration Contral Panel - Ca

i

Environment

I anage maps, monitoring tree,
zores, aleas, sensors, tracking
devices and resources.

Cperation Console

i
6|2

Alert Consols

_ a2

Wideo Consale

Security
Manage security rales, permissions,
ugers and uger groups.

|

&
saclf

Yideo Integration
Configure video service modules and

Business Logic Designer
camera topology.

It}
c-lz

Business Logic

4 anage business logic templates
and PowerShell script librany

Inskant Messenger

o—1
Configuration YWizard ) -

Click @

Conﬁgurc Configurs DB and Services
DB and
Services E} Adrinistration

E_Ej Others

Launch Operation Console

Physical Security Information Management

@—1

=
0
o—l

Rules
tanage rules for reporting and alert
collapzing.

Diagnostics

Manage audit report, administration
syztem alerts and responze
workflows.

EwventIntegration

tanage integration modules, user
alert types, external alert types and
SENIOl MAPPING.

rowenes ¢v G PRONIMEX | (nd | £}

A window appears asking you to log off PSOM.
Click Yes.
The Configure Database and Services window appears.

Click Connector Web Service.
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Reconfiguring the Connector Web Service

:B‘Eon[igure Database and Services M=l E3
@ Database Backup Schedule and Restore d
m | m DB Backup Schedule [Enabled] Backup Eve
Schedule DB Backup Reestore Backup DE
E " Database Data Grooming Schedule
3 DB Grooming Schedule [Enabled] Alert Archivs
E_, SOL Server Service Running
SOL Agent Service Stopped
Schedule DE Grooming
@ Service Configuration a
ﬁ Bus Services Running
Monitoring Logic Services Running
Configure Servicas Sensor Management Services Running
!ﬁ Web Service Configration %
Click Connector Web S— % DRI ()
Service T
Main ‘Web Service Comnector Web Service

The Connector Web Service Configuration window appears.

Choose the type of authentication
to use for the Connector Web
Service: LocalSystem or
WindowsUser.

If you select Windows User, enter
the domain, user, and password
for the Windows account that is
being used by the Connector Web
Service.

SeleCt the leVel Of event messages /‘Enter the number of lines per log file befaore creating a new log file

to store in the Connector Web
Service’s log.

Enter the maximum number of
lines to store in a log file before a
new one must be created.

Enter the maximum number of
log files that can be stored by
Connector Web Service.

Stepd  Click Next.

\ Specify Parameters for Connector Web Service Configuration

| Connector'w's Application Poal identity type lm j
Application Pool User 'Windows Domain IKERRI-!SUI\"

Application Pool User I

Application Pool Password I

Select an appropriate Logging Level IWarning j

10000
Enter the number of archive log files to keep Iw

" Connector Web Service Configuration

Step Status

Message

Method Task
In e

L3

Record 1 of 1

Details. ., |

s _|
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Reconfiguring the Connector Web Service

Step 5

Step 6

The Failover ConnectorWS Configuration screen appears. From this screen you can enable a backup
Connector Web Service instance to quickly come online with all current Integration Module
configurations in the event that the primary Connector Web Service is unavailable.

For example, consider a scenario with these Connector Web Service instances:
e MasterA—INST1 and INST2
e SlaveA_1—INSTI1
e SlaveA_2—INST2

Under normal circumstances, only MasterA should be running. If MasterA goes down, SlaveA_1 and
SlaveA_2 are brought up by external sources to run INST1 and INST2, respectively.

When a Connector Web Service starts (for example, when the Plugin Pages are accessed or a Managed
Service is using the Connector Web Service) it initializes itself using the configuration specified on the
following screen.

If you do not want to configure a backup Connector Web Service for failover, then simply click Next.

J:Failover ConnectorWs Configuration

Specify Configuration for failover Connectorw'S support

Shared ID used For manual failover Connectorw's configuration I

Save shared configuration ka DB on IM configuration updates
{master)
Comma separated file extensions for exclusion (only For masker) I

7 Checkto save

Retrieve shared IM configuration From DB on ConnectorW's Startup ™ heck to retricve

(slave)

Comma separated Instance names for partitioned failovers {only ||

for slave)
Method  Step Status Message

’ InitializationCheck. It I

Run DisableLogaging @ Success Logging DISABLED For application[PxConnect.., IISHelper
Run SetConneckorWsL.. . @ Success Setting Web Service application logging level... IISHelper
Run Run @ Success AppPoal [PxConnectordppPool] has been sk, Task_Connectorws
Run Run @ Success Successfully finished valiation of AppPoalide... Task_Connectorws
Initialize: InitializationCheck @ Success Initialization successful, Task_Connectorw's

Record 1 of & |l el

Details. ., | << Back | Next == I Cancel |

Provide a name for the primary Connector Web Service configuration that can be stored in the PSOM
Repository and accessed by a failover Connector Web Service in the Shared ID used for manual
failover ConnectorWS configuration field. The primary Connector Web Service and any backup
Connector Web Service instances must all use this same shared ID. If this field is left blank, the
configuration will not be stored in the PSOM Repository.

If this Configuration Web Service should serve as the primary one, check the Save shared configuration
to DB on IM configuration updates option. The configuration for this primary Connector Web Service
will be saved to the PSOM Repository.
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Step 7

Step 8

Step 9

Step 10

Step 11

Reconfiguring the Connector Web Service 1l

When this option is checked, any changes to files under PxConnectorWS\App_Data (such as
configuration of new Integration Modules, removal or updates of Integration Module instances, or any
other changes to subdirectories under App_Data) will be saved to the PSOM Repository by PSOM Web
Service.

If you do not want to backup certain configuration files, enter the file extensions for the files you do not
want to backup to the PSOM Repository, separated by commas, in the Comma separated file extensions
for exclusion (only for master) field.

If this Configuration Web Service should serve as a backup one, check the Retrieve shared IM
configuration from DB on ConnectorWS startup option. The configuration for this Connector Web
Service will be retrieved from the PSOM Repository using the Shared ID provided.

If you only want to retrieve certain configuration files (for example for certain Integration Modules),
enter the instance names of the Integration Modules you want to retrieve from PSOM Repository,
separated by commas, in the Comma separated Instance names for partitioned failovers field. Only
related files from PxConnectorWS\App_Data will be retrieved from PSOM Repository when the
Connector Web Service is restarted.

Leave this field blank to retrieve all configuration information stored for the primary Connector Web
Service.

~

Note  This field is ignored if the Save shared configuration to DB on IM configuration updates
option is checked (in other words, it is ignored for the primary Connector Web Service).

Click Next. The following screen appears:

f Connector Web Service Configuration

Specify Connectivity Information for main Web Service and other
configuration

Machine name (or IP address) of the main Web Service I\ocalhost

User name used ko connect ko the main Web Service ISysUser

Password For the user I****ancwr

If initialization fails, attempt: to retry again in x seconds Ilgg

Timeout For initialization in seconds Igg

Tracking object polling interval in seconds IE

Step Status Message

Method

(3 Initizlize InitializationCheck @ Success Inik ul. o

Fun SetConnectort'sP, .. @ Success Setting Connector Web Service Plugin Config.  T15Helper

Initislize InitilizationCheck. @ Success Initialization successhul, Task_CWSShared
Run DisableLogaging @ Success Logging DISABLED For application[PxConnect... IISHelper

Run SebConnectorwsl, ., @ Success Setting Web Service application logging level.,.  IISHelper

Fun Run @ Success AppPool [PxConnectorAppPool] has been st...  Task_Connectorts
Fun Fun @ Success Successfully Finished valiation of AppPoolide... Task_Connectors
Initialize InitializationCheck. @ Success Initialization successful, Task_Connector's

Record 1of 3 (Ll ld

Detais... | << Back | Finish I Caniel |

Enter the server name or IP address of the machine where PSOM Web Service is installed in the Machine
name (or IP address) of the main Web Service ficld.

| oL-28432-01
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Bl Reconfiguring the Connector Web Service

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17
Step 18

~

ma PSOM Web Service must be installed before the Connector Web Service installation is
performed.

Enter the username for connecting to PSOM Web Service in the User name used to connect to the main
Web Service field. Administrator is the default.

Enter the password for connecting to PSOM Web Service in the Password for the user field. The default
password is provided.

Enter the number of seconds the Connector Web Service should wait before reattempting to initialize an
Integration Module in the If initialization fails, attempt to retry again in x seconds field. If
initialization fails, PSOM creates an alert against the application sensor for the failed instance.

Enter the number of seconds the Connector Web Service should wait for an Integration Module to
complete initialization in the Timeout for initialization in seconds field.

Enter the number of seconds that Integration Modules should wait between requests for tracking trail
information in the Tracking object polling interval in seconds field. This field only pertains to
Integration Modules that convey tracking trail information to external 3rd party systems.

Click Finish. Click OK when prompted, then Close to complete installation.
Test whether the Connector Web Service is installed correctly.

a. Open a web browser and navigate to http://localhost/PxConnectorW S/PluginPages/default.aspx.
The following window should appear.

~

Note If you do not see this window, then ASP.NET may not be installed or allowed.

You can also access the Connector Plugln Pages from the Start menu: Start > All Programs
> Cisco Physical Security Operations Manager Services > Connector Plugin Page.
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Reconfiguring the Connector Web Service

¥ Connector Plugin Configuration - Mozilla Firefox [_ O] x]
File Edit Wiew History Bookmarks Tools  Help

| {” Connector Plugin Configuration x| @Muzi\la Firefox Start Page | + | ¥
€ PluginPages/default, aspx] "l - Google P | #t

Connector Plugin Configuration @uiisoio012023

Deployed Plugins
No deployed plugin at this time.

Available to be Deployed

Plugin Name Version|Description o
Ademco63SR eceiver 1.0 Proximex Integration Module for Honeywell Ademco 685 Receiver|Add Instance
ATPhoneANS000 1.0 ATPhoneANS000 connector plugin for Surveillint Add Instance
APCUPS 1.0 ProviderDescription Add Instance
BoschReceivers600 1.0 Bosch 6600 Receiver Plugin for Surveillint Add Instance
CommendIP 1.0 CommendIP Integration Module Add Instance
DMP 1.0 Digital Monitoring Products plugin for Surveillint Add Instance
ESTEdwards 1.0 ESTEdwards Integration Module Add Instance
FEuroplex 1.0 Europlex connector plugin for Surveillint Add Instance
Galaxy 1.0 Galaxy connector plugin for Surveillint Add Instance =

If you receive an "Access is denied" message, then IIS may not be
Windows Authentication mode.

setup correctly to integrate with

Note  The Connector Plugin Configuration page is restricted to access by administrators only. If you attempt
to connect this page from a user id that is not in the local Administrators group, your access will be
denied. If you are already an Administrator, but you still see the “Access is denied” message, your IIS
server may not be properly configured to integrate with Windows Authentication.

Step1  Open Control Panel > Administrative Tools > Internet Information Services.

Step2  Expand the hierarchy in the left pane to find PxConnectorWS.

Step3  Right-click the PxConnectorWS icon and select Properties.

Stepd  Click the Directory Security tab.

Step5 Edit the Anonymous access and authentication control to turn on Integrated Windows

authentication for the Authentication Access group.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Bl Reconfiguring Settings for PSOM User Services

You can install Integration Modules that enable the Connector Web Service to integrate with access
control systems and other external systems. The documentation for all supported Integration Modules is
located in the C:\Inetpub\wwwroot\AdministrationConsoleHelp directory.

You must restart the PSOM Services whenever you add or remove an Integration Module instance from
a Connector Web Service installation. Refer to Administering PSOM for instructions.

Reconfiguring Settings for PSOM User Services

You can change the configuration of PSOM User Services after the initial deployment of PSOM.

~

Note  You must be a member of the local Administrators group to launch Services Configuration.

To reconfigure PSOM User Services, follow these steps:

Procedure

Step 1 From the Start menu, select All Programs > Cisco Physical Security Operations Manager Services >
User Services Configuration.

| Proximes Surveillint Services
_,a_ Connector Plugin Page

_,a_ Conneckorws Configuration
4B Restart Web Services

4B Web Service Configuration
. Startup
, WMware

1 Back.

I Search programs and files
£ 7start El% u || -

The Services Configuration window appears with Configure Service Account selected.

Administering Cisco Physical Security Operations Manager, Release 6.1
m. 0L-28432-01 |



| Appendix C  Reconfiguring PSOM Services

Reconfiguring Settings for PSOM User Services 1l

Configure Service Account ‘

! ) )
- Connections Configure Service Acount
- Camera Service

- Reporting Services
- Logging

[T

¥ Ussthe following local service account for uzer services and auta logon upon system reboats I

7 Local Service Account

Account Name
|F'><LISEF|SEF|VIEELISEF|

Account pageword

6.0,20064.20723

< Previous | Mext > I Cancel |

Step2  If you decide to use a dedicated Windows account to automatically launch PSOM User Services when

the system starts, check the Use the following local service account for user services and auto logon
upon system reboots option. Enter a valid user name and password in the fields provided. When the

system reboots, PSOM User Services will automatically login to the specified service account and lock
the system to prevent unauthorized access.

S

Note By default the user account is PXUSERSERVICEUSER and the password is Pa$$wO0rd123.

If the user account you provide does not exist, a new local account will automatically be created.

Step3  Click Next or 2 — Connections.

Configure Connections

1 - Service Account

Configure Connections

3 - Camera Service

4 - Reporting Services [ eb Service

5 - Logging ‘WS Server
|Iocalhost
Spsllger

r Secondary WS Server(z] [Comma separated)

™ Secured Cannection [HT TP aver S5L]

Test |

6.0.20064,20723 <Prewous| Next > I Cancel |

Stepd  The WS Server field contains localhost unless you installed PSOM Web Service on a different machine

in the network. In this case, enter the IP address or server name of the machine where you installed
PSOM Web Service.
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Reconfiguring Settings for PSOM User Services

Step5  The SysUserPassword field contains the system user password for the machine where the PSOM Web
Service is installed.

Step6  If you have configured secondary PSOM Web Service instances, list them separated by commas in the
Secondary WS Server field.

Step7  If SSL (Secure Sockets Layer) is enabled for Web Services, check the Secured Connection option to
make sure the User Services use SSL (HTTP over SSL) to connect to the PSOM Web Service. This
setting applies to all configured PSOM Web Services.

Click Test Connection to verify settings.

Step8  Click Next or select 3 - Camera Service on the left side of the window.

Camera Control Service

1 - Service Account

2 - Corhections Configure Camera Control Service
4 - Reparting Services Service Port
5 - Logging

[3453

IV Show Service Window

6.0.20064.20723 <Previous | [ New> | Concel |

Step9  The Service Port shows the port number under which the Camera Control Service will run by default.
Only change this value if you need this service to run under a different port number.

Step10  Uncheck the Show Service Window option if you do not want the Camera Control Service to display
the following window while it is running.

£ Camera Control Service =101 |
Camera control services are
running in the background.
Do not close this window.

~

Note Do not close the Camera Control Services window while the service is running.

Step11  Click Next or select 4 - Reporting Services on the left side of the window.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Reconfiguring Settings for PSOM User Services 1l

Reporting Services

1 - Service Account 5 B B

2- Conrections Configure Reporting Services

3 - Camera Service

4 - Feportin Service Patt

5 - Logging
[1234
Cache Refresh Interval [Minutes)
18

6.0.20064.20723 < Previous | Newt > I Cancel |

Step12 The Service Port shows the port number under which the Reporting Services will run by default. Only
change this value if you need this service to run under a different port number.

Step13  In the Cache Refresh Interval (Minutes) field, enter how often the Reporting Services will refresh its
cache of Sensor and Monitoring Hierarchy information. Caching is done to improve performance with

regards to reporting.

Step14 Click Next or select 5 - Logging on the left side of the window.

Configure logging

1 - Service Account ) )
2- Connections Configure Logging

3 - Camera Service .
Services Log Level

4 - Heﬁorlini Services
Iw’ammgs and Errars j

Log file zize (KB

|a00

td aximum number of log files per service

|5

6.0.20064, 20723 <Prewous| Finish I Cancel |

Step15 From the Services Log Level field select the level of messages that should be retained in the log. Choices
include: Everything, Informational, Warnings and Errors, and Errors Only.

Step16 In the Log file size field, enter the maximum size (in kilobytes) that you want to allow for each log file
generated by PSOM Services.

Administering Cisco Physical Security Operations Manager, Release 6.1
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Reconfiguring Settings for PSOM User Services

Step 17

Step 18

Step 19
Step 20
Step 21

~

Note By default all log files generated by PSOM User Services are located in
\Users \User_Name \AppData\Local\Cisco Corporation\Cisco Physical Security Operations

Manager 6.0\UserServices\.

In the Max number of log files per service field, enter the maximum number of log files that can be

generated by each PSOM Service. The default is 5.

Click Finish.

Configure logging

1-Service Account

2 - Cornections

3 - Camera Service

4 - Repoiting Services

Configure Logging

Services Log Lewvel

IW’am\ngs an Frrrs

Confirmation B

Lag file gize (I
Apply changes?
800

Mairaurn rur

—

Apply changes and restart services

Apply changes without restarting semvices

Cancel |

6.0.20064, 20723

< Previous | Finish I

Cancel

At the prompt that appears, click Apply changes and restart services.

Click Finish.

To verify successful installation of PSOM User Services, look in the Windows system tray for these

icons:

T T 109 AM
A EPE 51;123,12010

Note  Since user services are running under your current logon user session the services will be
automatically stopped once you logoff your current session. Only one instance of each user
service can run at a time per computer. If multiple users are logged onto the computer, the user

services only launch with the first login.

The system tray contains an icon for each PSOM User Service plus an icon for the Service Controller.
Double-click the Service Controller icon to open the User Services Controller window.
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& User Services Controller

Service | Description | Status

L

MEera cor M3 . | Rurning

Cal Coi ] £ra co
Reporting Service Feporting Services to auto generate re... | Mot Running

Reconfiguring Settings for PSOM User Services Il

Restart |
Refresh |
Configuration |

Done |

From this window you can reconfigure or restart PSOM User Services.

User Services are designed to launch automatically when a user logs on. Therefore, ensure that only
users with Administrative privileges logon to the computer where User Services are running.

To avoid issues, you can enable automatic logon to Windows by opening a Command Prompt and

executing this command:

control userpasswords2

In the dialog box the appears, uncheck the Users must enter a user name and password to use this

computer option.

y

Users | advanced |

and to change passwords and other settings.

I™ Users must enter a user name and password to use this computer. I
SErs Tor this compi n

User Name
24 Administrator

&2 pxWebServiceUser

% Use the list below to grant or deny users access to your computer,

Administrators

PxWebServiceGroup

Remowve I Praperties I

i d for Admini:

To change your password, press Ctrl-Alt-Del and select Change

Password.
Reset Password, .. |

ok | cace | soply |
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Bl Reconfiguring Settings for PSOM User Services
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A

access control devices
adding sensor for 6-3
connecting to  6-3
integration planning A-2
location, associating with  6-4
placing on map 7-19to 7-25
Access Control Service
starting 1-20
action rule
command-line arguments for  14-46, 14-50, 14-52
adding
locations 4-2
5-3

5-4

monitoring areas
monitoring zones
sensors

access control devices 6-3, 6-5
video cameras 6-5
2-2t0 2-3
user groups 2-6 to 2-7
video cameras to PSOM  3-1to 3-2

user accounts

Administration Console, overview 1-9to 1-11
administration tasks

overview 1-6

user accounts  2-1
administrative alerts, diagnosing  16-1 to 16-2

administrative reports
91
91

Alert Count Daily Report
Alert Count Hourly Report
Alert Detail Report 9-1

Alert Response Time by Alert Type Report  9-1

customizing default 9-2to 9-6, 10-1

Operator Alert Count Report 9-2
Operator Alert Response Time Report
Top X Alert Response Time Report
Top X Alerts by Alert Type Report
9-2
9-2

Top X Alerts by Area Report
Top X Alerts by Sensor Report
types of  9-1to 9-2, 10-2
administrators, defined 2-1
alarms, third-party integration 11-3
deleting alert types 11-5
11-5
9-1

9-1

modifying alert types
Alert Count Daily Report
Alert Count Hourly Report
Alert Detail Report 9-1

Alert List Pane, what is  1-4

9-2

9-2

9-2

Alert Response Time by Alert Type Report

9-1

background image for map, adding 7-4to 7-5

backup PSOM database
manually performing B-3
scheduled B-1, C-1, C-38

C

9-2 to 9-6, 10-1
9-4

customizing default reports
alert types to include
chart type to use 9-5

deleting 9-7

modifying 9-6

9-5

9-5

monitoring areas to include

monitoring zones to include
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sensors to include 9-5
severity levels to include 9-4

time period for reporting 9-5

D

database for PSOM

backup manually B-3

restoring B-6

scheduled backups B-1, C-1, C-38
deleting

custom reports  9-7

locations 4-3

monitoring areas 5-9
monitoring zones 5-10
passwords for users 2-4
registered alert types 11-5
sensor groups  6-17, 6-19
sensor mappings 11-3
user groups  2-7
user names  2-4
external alarms, registering with PSOM  11-3
deleting alert types 11-5
modifying alert types 11-5
external application, launching upon alert

command-line arguments  14-46, 14-50, 14-52

monitoring areas 5-9 external intrusion detection system, integrating with  11-1
monitoring zones 5-10 EZ-Track
registered alert types 11-5 Add Link icon  12-11
sensor groups 6-18, 6-20 base camera view, changing 12-12
sensor mappings 11-3 batch configuration 12-15to 12-16
user groups 2-8to 2-9 exporting from PSOM  12-17
users 2-5 uploading XML file 12-16
deploying PSOM XML syntax 12-15
locations, planning  4-1 Browse Back icon  12-11
monitoring areas and zones, planning  5-3 Browse To icon 12-11
monitoring services 1-2 camera topology, configuring 12-7 to 12-11
planning  4-1 configuring 12-3to 12-13
sensor integration, planning  6-3 Delete Link icon  12-11
user accounts, planning 2-2 Edit Link icon  12-11
diagnosing problems how used by operators  12-1
administrative alerts 16-1to 16-2 link
monitoring alerts  16-2 to 16-4 adding 12-7,12-11
display options for maps, setting 7-13to 7-14 deleting 12-12
dock window 1-11 editing  12-12
region links, viewing 12-12
live video for sensor, viewing 12-11
E Live Video icon 12-11
editing map
custom reports  9-6to 9-7 sensor names, showing  12-11
locations 4-2 sensors, showing 12-11
planning worksheets A-10
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PTZ cameras with 12-3
sensor
name, displaying 12-6 to 12-7
range, displaying 12-6 to 12-7
Show Links icon 12-11

snapshot ’field of view’ images 12-3 to 12-5

stationary cameras with 12-3
testing a configuration 12-13 to 12-14

video cameras

view direction configuring 12-5 to 12-6

view distance, configuring 12-5to 12-6

view range, configuring 12-5to 12-6
what it does  12-1
XML configuration 12-15 to 12-16
exporting from PSOM  12-17
syntax 12-15
uploading 12-16

F

field of view for camera, adding 6-6
FOV for camera, adding 6-6

G

group, user
creating 2-6 to 2-7
deleting 2-8to 2-9
editing  2-7

members, managing 2-7to 2-8

Hazard detector devices
adding sensors for 6-8

Homeland Security levels, setting 1-14

Index W

integrating with third-party alarm sources 11-3

K

Knowledge Service
defined 1-2
starting 1-20

L

locations
adding 4-2
defined 4-1

deleting 4-3
editing 4-2to 4-3
logs stored by PSOM  16-1, 17-1

maps, designing
background image, adding 7-4to 7-5
deleting icons from map 7-31
display options, setting 7-13 to 7-14
editing items on map  7-31

Map Design Mode, starting 7-1to 7-3

monitoring area, drawing on map 7-15to 7-18

monitoring zone, drawing on map 7-14 to 7-15

navigation, adding 7-25 to 7-28
origin coordinates, setting 7-5to 7-6
scale, setting 7-5to 7-6

sensor icons  7-21

sensor name, showing 12-6

sensor range, showing 12-6
sensors, placing on map 7-19to 7-25
tools for 7-3

URL links, adding 7-28 to 7-29, 7-30
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MARSEC levels, setting 1-14
monitoring alerts, diagnosing 16-2 to 16-4
monitoring area
adding 5-3,5-6
defined 5-1
deleting 5-9
deleting from map 7-19
drawing on map 7-15to7-18
editing 5-9
monitoring tree, adding to  5-7
monitoring zone, adding to  5-4
planning A-7
monitoring environment, setting up
locations  4-2
maps, designing  7-1to 7-32
monitoring areas, adding 5-3
monitoring tree, setting up  5-7
monitoring zones, adding 5-4
sensors, access control  6-3
sensors, video cameras 6-5
monitoring rule
applied to monitoring areas 8-3
Monitoring Service
starting 1-20
monitoring services
defined 1-2
starting and stopping 1-20
monitoring tree
adding
monitoring area 5-7
monitoring zone 5-5to 5-6
node properties, viewing 5-7
setting up  5-7
monitoring zone
adding 5-4,5-4
adding maps, monitoring area 5-9
adding multiple levels 5-6
defined 5-1
deleting 5-10

deleting from map 7-18
drawing on map 7-14to 7-15
editing 5-10, 5-10

members, adding 5-4
monitoring tree, adding to  5-5

planning A-6

navigation
adding to maps 7-25to 7-28
setting up  5-7

Navigation Pane, what is 1-4

o

Operation Console

overview 1-4to1-5
Operator Alert Count Report 9-2
Operator Alert Response Time Report 9-2
operators, defined 2-1
origin coordinates for map, setting 7-5to 7-6
overview of Administration Console 1-9to 1-11

overview of Operation Console 1-4to01-5

P

password, changing 2-3
physical spaces in PSOM, setting up 4-1
planning
access control system integration A-2
EZ-Track configuration A-10
monitoring areas A-7
monitoring zones A-6
response tasks rules A-9
task items A-8
user accounts A-3

video camera settings A-5
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PSOM Server
database
backing up manually B-3
restoring B-6
scheduled backups B-1, C-1, C-38
defined 1-2
PSOM UI, defined 1-2
PTZ cameras

EZ-Track, using with  12-3

range angle for camera, adding  6-6
range distance for camera, adding 6-6
registering third-party alarms 11-3
deleting alert types 11-5
modifying alert types 11-5
removing user accounts 2-5
reports
Alert Count Daily Report  9-1
Alert Count Hourly Report 9-1
Alert Detail Report 9-1
Alert Response Time by Alert Type Report
customizing default 9-2 to 9-6, 10-1
alert types to include 9-4
chart type to use 9-5
deleting 9-7
modifying 9-6
monitoring areas to include 9-5
monitoring zones to include 9-5
sensors to include 9-5
severity levels to include 9-4
time period for reporting 9-5
Operator Alert Count Report 9-2
Operator Alert Response Time Report 9-2
Top X Alert Response Time Report 9-2
Top X Alerts by Alert Type Report 9-2
Top X Alerts by Area Report 9-2
Top X Alerts by Sensor Report 9-2

9-1

types of 9-1to 9-2, 10-2
response task items
in Operation Console 13-1
what are  13-1
response tasks rules
planning A-9
Response Workflow Pane in Operation Console
response workflow rules
in Operation Console 13-1
what are  13-1
restore PSOM database B-6

Index W

1341

S

scale for map, setting 7-5to 7-6

Sensor group

Access Control/Camera Group, defined 6-16

adding 6-16, 6-18
deleting  6-18, 6-20
editing  6-17,6-19
monitoring area, adding to  5-3
sensor mapping, defined 11-1
Sensors
access control devices, adding  6-3
connecting to  6-3, 6-5
connecting to access control devices 6-3
displaying icons on map 12-6
grouping 6-16
icons on map 7-21
location, associating with  6-4, 6-6
mapping
creating new 11-2to 11-3
defined 11-1
deleting 11-3
editing 11-3
monitoring area, adding to  5-3
name, showing on map 12-6
placing on maps 7-19to 7-25

planning integration 6-3
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types of  6-1
video cameras
adding 6-5
field of view, adding  6-6
range angle, adding 6-6
range distance, adding 6-6
sensor range, showing on maps 12-6
view direction, adding 12-5
view distance, adding 12-5
view orientation, adding 6-6
view range, adding 12-5
starting monitoring services 1-20
stopping monitoring services 1-20
subscriptions to video servers 3-3
suspects, following with EZ-Track 12-1

system alert type, creating 11-7

T

task items
planning A-8
tasks, administration 1-6
tools touse 1-9
third-party alarms, registering with PSOM  11-3
deleting alert types 11-5
modifying alert types 11-5
topology for EZ-Track, configuring 12-7 to 12-11
Top X Alert Response Time Report 9-2
Top X Alerts by Alert Type Report 9-2
Top X Alerts by Area Report 9-2
Top X Alerts by Sensor Report 9-2
tracking suspects with EZ-Track 12-1
troubleshooting
administrative alerts 16-1 to 16-2

monitoring alerts 16-2 to 16-4

U

undock window  1-11
URL links, adding to maps  7-28 to 7-29, 7-30
user accounts
adding 2-2to 2-3
administering  2-1
deployment planning 2-2
monitoring zone, privileges to  5-4
name, cannot change 2-4
password, changing 2-3
planning A-3
removing 2-5
user group
creating 2-6 to 2-7
deleting 2-8to 2-9
editing 2-7
members, managing 2-7 to 2-8

user roles, types of 2-1

\'"/

video cameras
adding sensor for 6-5
adding to PSOM  3-1to 3-2
connecting to  6-3, 6-5
EZ-Track, configuring for 12-3 to 12-6
field of view, adding 6-6
location, associating with  6-6
placing on map 7-19to 7-25
range angle, adding 6-6
range distance, adding 6-6
sensor range, showing on maps 12-6
suspects, following with EZ-Track 12-1
topology for EZ-Track, configuring 12-7 to 12-11
view direction, adding 12-5
view distance, adding 12-5
view orientation, adding 6-6

view range, adding 12-5
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Video Control Services Database
starting 1-20

video servers, subscriptions to  3-3

view direction for camera, adding 12-5

view distance for camera, adding 12-5

view orientation for camera, adding 6-6

view range for camera, adding 12-5

Index W

W

worksheets
access control system integration A-2
EZ-Track planning A-10
monitoring areas planning A-7
monitoring zones planning A-6
response tasks rules planning A-9
task items planning A-8
user accounts A-3

video camera view settings A-5
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