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Application Note

Configuring a Cisco SA 500 to Accept a VPN Connection from
a Shrew Soft VPN Client

The Cisco SA 500 is a small business security router that provides SSL VPN connections and VPN
connections through Cisco Quick VPN Client. If a different IPSec client is required for compatibility
reasons, you will need to configure the SA 500 to work with a third-party client such as the Shrew Soft
VPN Client.

This application note document provides information on how to configure a SA 500 security router to
work with the Shrew Soft VPN client.
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Scope and Assumptions

The procedures and guidelines in this Application Note assume that your SA 500 is set up for Internet
connectivity and has a basic configuration. It applies to an SA 500 running firmware version 1.1.21 and
Shrew Soft Client version 2.1.15. Using different versions might display slightly different screens and
configurations that what is described in this document. Administrators working on this system should
have a basic working knowledge of IPSec VPNs.

Before proceeding, make sure you know the preshared key, list of users, and user passwords.

Configuring the SA 500 with the VPN Wizard

The SA 500 configuration utility includes a VPN Wizard you use to configure the SA 500. This section
describes how to configure the router to allow the Shrew Soft VPN Client to connect to your network with
minimal changes to the configuration.

To run the VPN Wizard, you must have administrator access to the SA 500.

Running the Wizard
To run the VPN Wizard:

Step 1. To access the wizard, login to the SA 500 as administrator by entering this address:
192.168.75.1.

Step 2. The default username and password is cisco/cisco.
Step 3. Click VPN on the menu bar, and then click IPSec > VPN Wizard in the navigation tree.

This is an example configuration of the VPN Wizard page.

wilanlne  Small Business Pro cisco (admin) Log Out  About  Help

Security Applian'c;e Configuration Utility

d I

Remate Atcess &

/P Client
1234567880

e | Dedicated WAk

:

c. All Rights

197344

© 2010 Cisco Systems, Inc. All rights reserved. Page 2 of 16



Configuring a Cisco SA 500 to Accept a VPN Connection from a Shrew Soft VPN Client Application Note

Step 4. From the Select VPN Type drop-down menu, select Remote Access.
Step 5. Inthe Connection Name and Remote IP Type area, enter this information:

— VPN Connection Name: Enter a name to help you identify the VPN that you are setting up.
For example: MyVPNClient.

—  Preshared Key: Enter the preshared key for the VPN Clients. For example: 1234567890.

The length of the preshared key is between 8 characters and 49 characters and must be
entered exactly the same on this page and on the client.

- Local WAN Interface: From the drop-down menu, select Dedicated WAN.
Step 6. In the Remote & Local WAN Addresses area, enter this information:
— Remote Gateway Type: From the drop-down menu, select FQDN.

We recommend that you do not select IP address as the gateway type when configuring
IPSec clients. This option only allows a single user from that IP address to connect to the
network at once.

— Remote WAN'’s IP Address/FQDN: Enter a domain name. For example: remote.com.

This is an identifier that IPSec uses to verify the identity of the other IPSec device. For this
configuration, the identifier is the IPSec client.

—  Local Gateway Type: From the drop-down menu, select FQDN or IP Address.

If you select IP Address, you must configure a static IP address on the SA 500 Dedicated
WAN interface.

—  Local WAN'’s IP Address/FQDN: Enter a domain name. For example: local.com.

This is an identifier that IPSec uses to verify this IPSec device. If you selected IP Address
as the gateway type, you must also enter the WAN IP Address of the Dedicated WAN.

NOTE The domain names that you specify for the Remote and Local WAN IP Address are the same
ones that you will use when configuring the client. See "Configuring the Shrew Soft Client” on page 7.

Step 7. Click Apply to save your changes. A VPN policy and IKE policy are created.

Changing the IKE Policy

NOTE The name of the IKE policy that you are changing must match the Connection Name that you
entered on the VPN Wizard page. For example: MyVPNClient.

Follow these steps to change the IKE policy:

Step 1. Select VPN Policies in the navigation tree.

Step 2.  Select the newly created policy from the VPN policies table and click Disable.
Step 3.  Select IKE Policies in the navigation tree.

Step 4. Select the newly created policy from the IKE policies table and click the Edit button.
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The IKE Policy Configuration window appears.

ppliance Configuration Utility

rted Status Metwarking Firewall PS Protectlink VPN Administration Metwo

cisco (admin) Log Out  About  Help

| MyWPNClient
Responder + |

Agaressive v

FQDN

remote.com

3DES v
SHA-1 o~
Pre-ghared key +
234567890

Group 2 (1024 bity ~

Edge Device |

User Database

e | Responcer v/
e | Agoressive |
me | Faon )
S CET——
e emoscon
EE
D

[ Pre-shared key |
s
oroup 2z o v
||

[ Ege Dece .

| UserDatabase v |
EET—
C—

197339

Step 5. In the Extended Authentication area (at the bottom of the page), select Edge Device from the
XAUTH Configuration drop-down menu.

This option requires individual users to login to the system.
Step 6. From the Authentication Type drop-down menu, select User Database.

This option allows the users to authenticate locally to the system. To view the user list, select
IPSec Users from the navigation tree.

Step 7.  Click Apply to save your changes.
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Adding IPSec Users
Step 1. Select IPSec Users in the navigation tree.
Step 2. Click Add to add an IPSec VPN user.

The IPSec Users window appears.
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» SSLYPHN Server R
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*» VeriSign |D Protection :

Confirm Passyword: p
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Step 3. For User Name, enter the name of the user you are adding.

Step 4. From the Remote Peer Type drop-down menu, select Standard IPSec (XAuth).
Step 5. Enter the user password and then confirm it.

Step 6. Click Apply to save the user.

Step 7. Select VPN Policies in the navigation tree. Select the VPN Policy that you disabled when you
changed the IKE Policy and re-enable it.

— Ifyou are only using a single subnet, go to Configuring the Shrew Soft Client, page 7.

— If you need to add more subnets, proceed to the next section, Adding Additional Subnets
on the SA 500.

Adding Additional Subnets on the SA 500

If the SA 500 has additional subnets that are configured as VLANSs on the device, or has routes to local
subnets, you might want to make these subnets available to the IPSec VPN users. To do so, you must
have a list of subnets for users to have access to from the VPN. If different users require access to
different subnets, new IKE and VPN Policies are required for different types of access.

To add an additional subnet, you must configure a VPN Policy for that subnet. Each additional subnet will
require another VPN Policy.
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Step 1. Select VPN Policies in the navigation tree.
Step 2.  Click Add to add another VPN policy.
The VPN Policy Configuration page appears.
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Step 3.

Step 4.

Step 5.
Step 6.

Step 7.

In the General area, enter this information:

Policy Name: Enter the name of the VPN policy.
Policy Type: Select Auto Policy.

Select Local Gateway: Select the interface you chose in the VPN Wizard. For example:
Dedicated WAN.

Remote Endpoint: Select FQDN and enter the domain you specified in the VPN Wizard for
the Remote WAN’s IP Address/FQDN. For example: remote.com.

In the Local Traffic Selection area, enter this information:

Local IP: Select Subnet from the drop-down menu.

You can also use other options, such as host. The VPN client must have the same
configuration of subnets and hosts that are entered on the VPN Policies.

Start IP Address: Enter the subnet to add to the IPSec VPN. For example: 192.168.75.0.

Subnet Mask: Enter the subnetmask of the subnet you are adding. For example:
255.255.255.0.

In the Remote Traffic Selection area, select Any from the Remote IP drop-down menu.

In the Auto Policy Parameters area, enter the name of the VPN Client IKE policy that you
created in the VPN Wizard. For example: MyVPNClient.

Click Apply to save your changes.

Configuring the Shrew Soft Client

This section describes how to configure the Shrew Soft Client to work with the SA 500. The Shrew Soft
clientis a free IPSec VPN Client available for download at: http://www.shrew.net.

Step 1.
Step 2.

Install Shrew Soft on the client and then launch the Shrew Soft VPN Access Manager.
Click Add to add a new site.

The VPN Configuration window appears. It contains configuration tabs for General, Client,
Name Resolution, Authentication, Phase 1, Phase 2, Policy, and Network.
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Application Note

Step 3.  Configure the General tab settings.

a. Inthe Remote Host area, enter the |IP address of the SA 500.

VPN Site Configuration

General |Elient | Mame Resolution | Authenticatic 4 *

Remote Host

Haost Mame or [P Address Port
[1010:101 || 500
Auta Configuration ke config pull ~ i
Local Host

Addrezs Method

| Use an existing adapter and curent addiess | % |

[ Save l [ Cancel
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b. Inthe Local Host Area, select Use an existing adapter and current address from the

Step 4.

Address Method drop-down menu.
c. Click Save to apply your changes.

Configure the Client tab settings.

VPN Site Configuration

{f Genelall| Client | Mame Resalution | Authenticatic £ ¥

Firewsall O ptions

MAT Traverzal @l
MAT Traverzal Port Ijﬁj
K.eep-alive packet rate E Secs
@ Butes

IKE Fragmentation

M awimum packet size

Other Options

[JEnable Dead Peer Detection
Enable 1S&KMP Failure Nobfications
Enahble Client Login Banner

Save l [ Cancel
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Application Note

a. Uncheck Enable Dead Peer Detection to disable peer detection.

Even though you can enable dead peer detection on the system, it is not required and is
not shown in the example configuration.

b. Click Save to apply your changes.

Step 5. Configure the Name Resolution tab settings.

VPN Site Configuration

WIMS /S DME
[JEnable \wINS

MG
Enable DMS
DMS Server Address
DMS Suffix

[J Enable Split DMS

|| General | Client.i Mame Resolution |Authenticat.i.: LI
|taflziad| Bttt ALHEEIES | S

] Obtain Automatically

[192.168. 75 . 1 |
[ ]

I Save l [ Cahcel

a. Uncheck the Obtain Automatically box.

b. Check Enable DNS and then enter the DNS server IP address.

c. Click Save to apply your changes.
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Step 6. Configure the Authentication Local Identity tab settings.

VPN Site Configuration

|| Chient | Mame Resolution | Authentication |F'hase L

Authentication Method i Mutual PSE + Hauth v !
Local Identity | Remote |dentity | Credentials |
|dentification Type
| Fully Qualified Domain Mame W |
FODMN String
iremote.com |
I Save l [ Cahcel ]
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a. From the Authentication Method drop-down menu, select Mutual PSK + XAuth.
b. From the Identification Type drop-down menu, select Fully Qualified Domain Name.

c. Forthe FQDN String, enter the Remote FQDN that you entered in the VPN Wizard. For
example, remote.com.

d. Click Save to apply your changes.
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Step 7. Configure the Authentication Remote Identity tab settings.

VEN Site Configuration

|[ Client | Mame Hesoluti0n| Authentication |Pha§é L

Authentication Method i Mutual PSE + Hauth v !
| Local Identity | Remote [dentity | Credentials | -
Identification Type
| Fully Qualified Domain Mame w |
FODM Sting
ilocal.com |
i
I Save I [ Cancel ] bl
o

a. From the Identification Type drop-down menu, select Fully Qualified Domain Name.

b. Forthe FQDN String, enter the Local FQDN that you entered on the VPN Wizard page. For
example: local.com.

c. Click Save to apply your changes.

© 2010 Cisco Systems, Inc. All rights reserved. Page 11 of 16



Configuring a Cisco SA 500 to Accept a VPN Connection from a Shrew Soft VPN Client Application Note

Step 8. Configure the Authentication Credentials tab settings.

VEN Site Configuration

|[ Client | Mame Hesoluti0n| Authentication |Pha§é L

Authentication Method i Mutual PSE + Hauth v !

| Local Identity | Remate Identityl Credentials |__

Server Certificate Autority File

Client Certificate File

Client Private Key File

Pre Shared key
|t |

I Save l[ Cancel ]

197350

a. Enter the preshared key that you entered on the VPN Wizard page. In the example,
1234567890 is used as the key.

For testing, this key is acceptable, but should be changed for a production environment.
b. Click Save to apply your changes.

Step 9.  Verify that the Phase 1 default settings are set to those shown below. If the settings match, no
changes are needed.

VBN Site Configuration @

|[ Mame Resaltion | &uthentication | Phase 1 | Pha f *

Propozal Parameters

Exchange Type aggressive w |
['H Exchange group 2 w I

Cipher &lgorithm auto w i

Cipher k.ey Length Bitz

Haszh Algorithm atto w
Key Life: Time limit 884065 Secs
K.y Life Diata limit 0 Khytes

[] Enable Check Paint Compatible Yendor D

Save l [ Cancel
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Application Note

Step 10. Configure the Phase 2 tab settings.

a. From the Transform Algorithm drop-down menu, select esp-3des.

b. From the HMAC Algorithm drop-down menu, select shal.

|| &uthentication | Phase 'I.i Phase 2 | Fuolicy

VEN Site Configuration

Fropozal Parameters

Transform Algorithm ‘El
Transform Key Length Bitz
HMAL: Algaithm hal v
FF5 Exchange ‘Di
Compress Algorithm @
KeylLieTmelmt | 3600 Secs
KeylieDatalmt | 0| Kbytes

I Save l[ Cancel ]

c. Click Save to apply your changes.
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Step 11. Configure the Policy tab settings.

VPN Site Configuration EJ
*

|| &uthentication | Phase 1| Phass 2| Palicy A

IPSEC Policy Configuration
[ Maintain Persistent Security Associations
[] Obtain Topology Automatically or Tunnel 4l

Remote Mebwork Resource
152168750/ 25R.25R 2550

Add

I Save l[ Cancel ]

197353

a. Verify that Maintain Persistent Security Associations is unchecked.

In this example, Obtain Topology Automatically or Tunnel All is unchecked. If you do
not want to allow split tunneling, check this box. However, disabling this option will not allow
you to add a network.

b. Click Add.
The Topology Entry window appears.

Topology Entry
Type |Rlude ;|
Address [ 192.168.75. 0 |
Metmask | 255.255.255. 0 |
el
[ Ok H Cancel ] o
5

c. From the Type drop-down menu, select Include.
d. For the Address and Netmask, select 192.168.75.0 and 255.255.255.0.

If you changed the network to a different one, use those network settings for this
configuration.

e. Repeat steps b through d to add additional networks if needed.
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Step 12. From Screw Soft VPN Access Manager, open the site that you created.

In the Shrew Soft VPN Connect window, the example site appears as:Example VPN.

£ Shrew Soft VPN Connect - Ex... E“E %]

Connect !_N etwork |

Credentials

conhfig loaded for site 'Example YPN'
cohfiguring clisnt settings ...

Usemame |VDHUSBI'

Password | i

[
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Step 13. Enter the username and password that you entered in "Adding IPSec Users” on page 5.

Step 14. Click Connect.

The VPN is now connected.

For More Information
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