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ERROR: Failed to apply IP address to interface GigabitEthernetl/1,
as the network overlaps with interface GigabitEthernetl/2.
Two interfaces cannot be in the same subnet.
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Add NAT Rule

Title Create Rule for Status
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Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
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Add NAT Rule

Title Create Rule for Status
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Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
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Add Network Object
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Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside i outside
Original Address Criginal Port Translated Address Translated Port
inside_v6 b Any b outside_nat_v6 v Any
d) OK(ZHE g},
o] 73 & A-&-3h= 79 W F- Q] 3 0] 22 2] 2001:db8:122:2091::/96 4] B o] 4] 2] - Q1 E] | o] 2~
2 o]E ok BE EYH 2 2001:db8:122:2999::/96 U E 9 ZL9] F=4 = 31174 NAT66 B3k L T},

Il Firepower Device Manager, H 4 6.2-2 Cisco Firepower Threat Defense 7137 1.2 o] A 7}o] =



[FREDERE NN |

Zﬂﬁl%Firepower Device ManagerE AF-83}= <18 | o] 2] IPv6 -Zr—}tg AF-8-3e] Q1E] | o] 2 PAT
5 AT = gFUY g2l 54 PAT £ 22 UEY T e @A AME 7 A5 AES

=]
| IPvE B MH
HE
IPvE 2001:db8:122:201b::1/96
2001-db&122:2091-121 — 2001:dbA-122-2010°2
HE
IPvE 2001:db8:122:2081::11/98

. 2001:db8:122:2091::121

<]
B o] dol A ) QLB o] 27} BVI( 2] 4] L Q1E o] )7} ohyl HF 2198 Qe o] e}
3 74 e )5 Qe s o] 27b BVISL 4 S-ol = 2 T4 9 S1E o] 2ol T @ 1 2 & B A
A8 of gy,
23}

A1 R IPve Y E S A L IPv6 PAT 45 A sl HEY A MAS AT
a) Objects(7} A)S A &gt}
b) E-x}o A Network(M E Y T)E A et +2 Z2 g}

©) WHIPve MEY S F o gt}
V=12 7 A 9] 0] & inside_v6 7} o] A 8 3L Network(H| =9 )& A g 5] v =511

2 2001:db8:122:2091::/96S ¢ &t}

Firepower Device Manager, H % 6.2-8- Cisco Firepower Threat Defense 71 3] 18] o] A 7}o] = [ |



[ I ERECERCE!

Add Network Object

Name

inside_v6

Description

Type
@ Network (_;" Host

Network

2001:db8:122:2091::/96

d) OK(EHE S8

e) +5 FY 3} 94TIPV6PAT—2|—£\_§ A o] & o},
HE T 7fA2] o] 55 ipv6_pat2} o] X4 3}al Host(E 2~
2001:db8:122:201b::22 ¢} = T},

Add Network Object

Mame

ipv6_pat

Description

Type
'{:__‘) Network @ Host

Host

2001:db8:122:201b::2

GA2 W IPve UIES A8 54 PAT 114 &
a) Pollc1es(7<4 ) > NATE A 83,
b) + HELS 3}
O the £4& T,

ﬁlx

L
ok

e,

[e5

Il Firepower Device Manager, H 4 6.2-2 Cisco Firepower Threat Defense 7137 1.2 o] A 7}o] =




narzues

Al = PAT66Rule == Y3l= oF & o] &
712 B/ = A& NAT

o YE olE] H o] A = inside
o« 2 A E # o] 2= = outside
=inside_v6 Y E ] = 7 4]

T
« H3E 2 = ipv6_pat U/ EH A 7| A

Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT ~ o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.
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Create Rule for
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Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section
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Auto NAT rules wranslate a specified host or network address regardless of its appearance as the source or destination address o
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Destination Interface
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New Network Object
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Add NAT Rule

Title

DMZNetwork1

Create Rule for

Manual NAT

- @

Manual NAT rules allow the wranslation of the source as well as the destination address of a newwork packet. Destination and pon
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement

Before Auto NAT Rules

Packet Translation Advanced Options

Original Packet

Source Imerface

inside
Source Address Source Port
mylnsideNetwork v Any

Destination Address Destination Port

DMZnetwork1 v Any

* Al & = DMZNetwork2 =+ 913}

<7t B = 7E NAT

Type

v Dynamic

Translated Packet

Destination Interface
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Add NAT Rule

Title Create Rule for

DMZNetwork2 Manual NAT v ‘)

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lod

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any b PATaddress2 B Any
Destination Address Destination Porn Destination Address Destination Port
DMZnetwork2 v Any e DMZnetwork2 v Any
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New Network Object
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New Network Object

MName
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New Network Object
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Add NAT Rule

Title

TelnetServer

Create Rule for

Manual NAT

- @

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wranslation are optional. You can place manual NAT rules either before or after Auto NAT rules and inzert the rules at a specific loc

Placement

Before Auto NAT Rules

Packet Translation Advanced Options

Original Packet

Source Interface

inside
Source Address Source Port
mylinsideNetwork v Any

Destination Pont

TELNET

Destination Address

TelnetWebServe v
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Type
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Translated Packet
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Add NAT Rule

Title Create Rule for

WebServer Manual NAT v ‘)

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and porn
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot
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Add Network Object

Name

ftp_server

Description

Type
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Host
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Add Network Object

Name
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Host

209.165.201.15
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Add Network Object
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Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT ~ o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
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Original Address Original Port Translated Address Translated Port
ftp_server bod Arny N inside_v6 e Any
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Add NAT Rule
Title Create Rule for Status
DNSServer Auto NAT v Q
Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.
Placement Type
Automatically placed in Auto NAT Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
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Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - (:)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Dynamic ~

Packet Translation Advanced Options
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Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.
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Packet Translation Advanced Options
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Add NAT Rule

Title

FTPServer

Create Rule for

Auto NAT v

Status

@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement

Automatica

Packet Translation

ORIGINAL PACKET
Source Interface
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Original Address

ftp_server
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Original Port

Ay
Any

d) OK(&EShHE FHHYh

W

Type

Static w
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Destination Interface
inside

Translated Address
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Add Network Object

Name

boulder-network

Description

Type
@ Network I::} Host

Network

10.1.1.0/24

d) oK(EeHE FYFth

e) +2 FEslo] YR A M U EY IS Ao}
U EL] A 7l A ] o] 55 sanjose-network @} 20| A 4 3} 31 Network(U E9] )& A B §F $-of Y E
A3 F2102.2.024= A3}

Add Network Object

Name

sanjose-network

Description

Type
@ Network (:3 Host

Network

10.2.2.0/24
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GAl2 WEHIE )N VPNE Foll AR o] s o =1 HIES IS 5 IDNATE A4 Y o
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Add NAT Rule
Title Create Rule for Status
NAT Exempt 1_2 Boulder San Jose VPN Manual NAT w o

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Above a Specific Rule v inside1_BRule e Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
insidel_2 v outside b
Source Address Source Port Source Address Source Port
boulder-network v ~ boulder-network v Ay ~
Destination Address Destination Port Destination Address Destination Port
sanjose-network Vv hd sanjose-network Any b

d) Advanced(2l5) ¥°l 4] Do not proxy ARP on Destination interface(tH /3 <1 E] 3] o] 2o 4] ARP =
A AA ek ghE dedyoh

¢) OK(EhHE 3t
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Add NAT Rule
Title Create Rule for Status
inside1_2 interface PAT Manual NAT v ‘D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Below a Specific Rule w NAT Exempt 1_2E v Dynamic ~

Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Intarface

inside1_2 A outside b
Source Address Source Port Source Address Source Port

boulder-network v Ay et Interface ~ Any b
Destination Address Destination Port Destination Address Destination Port

Any o Any b Ay » Any b
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CLI(Command Line Interface) = 7121, 7 #|o] =] o] A ¥l = tjujo] 2~ CLIC| =113t}

show ipsec sa ™8 & 2 A}-8-3}¢] IPSec H.oF A o] H A=A &2lgr},

t] u}o] 2~ (local addr) 2}t 1 2 3] o] (current_peer) A}o] ol VPN <1 4 o] 44 =] ) =%] &l of %LH =
A4S T3l EAT S A5 ol HA (pkts) 7t F7FHoF Futh A~ EFel=AAde] 24 Y
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> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access—-1list |s2sAcl|0730e31lc-1e5f-11e7-899f-27f6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69

#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0O, #decapsulated frgs needing reassembly: 0



#TFC

Ao E tj] A}o] E VPN -2 |

rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, f#recv errors: 0

local crypto endpt.: 192.168.2.15/500, remote crypto endpt.: 192.168.4.6/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU
ICMP

time remaining (sec): 0, DF policy: copy-df
error validation: disabled, TFC packets: disabled

current outbound spi: CD22739C
current inbound spi : 52D2F1E4

inbound esp sas:

spi:

O0x52D2F1E4 (1389556196)

SA State: active

transform: esp-aes-gcm-256 esp-null-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }

slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap

sa timing: remaining key lifetime (kB/sec): (4285434/28730)
IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:
OXFFFFFFFF OxXFFFFFFFE
outbound esp sas:

spi:

0xCD22739C (3441587100)

SA State: active

transform: esp-aes-gcm-256 esp-null-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }

slot: 0, conn id: 62738432, crypto-map: s2sCryptoMap

sa timing: remaining key lifetime (kB/sec): (4055034/28730)
IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:
0x00000000 0x00000001

e

IKEvl 428 ¥A gt

> show ipsec sa

interface:

site-a-outside

Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

acces
extended pe
local

s-1list |s2sAcl|0730e31lc-1e5f-11e7-899f-27f6e1030344
rmit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts
#pkts
#pkts
#pkts
#pre-

encaps: 10, #pkts encrypt: 10, #pkts digest: 10

decaps: 10, #pkts decrypt: 10, #pkts verify: 10

compressed: 0, #pkts decompressed: 0

not compressed: 10, #pkts comp failed: 0, #pkts decomp failed: 0
frag successes: 0, #pre-frag failures: 0, #fragments created: 0O

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
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#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/0, remote crypto endpt.: 192.168.4.6/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 077D72C9

current inbound spi : AC1l46DEC

inbound esp sas:
spi: OxAC146DEC (2887020012)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000007FF
outbound esp sas:
spi: 0x077D72C9 (125661897)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

oS5 Abg-3lo] IKE H.2
AFE-3F AL, stats 7] 9

R
&S [KEv2 Hot A2 S A g}

e

A3 show isakmp sa ™
sa 7| 9] = glo]
=

o)
o & 5o ts
> show isakmp sa
There are no IKEvl SAs
IKEv2 SAs:
Session-id:15317, Status:UP-ACTIVE, IKE count:1, CHILD count:1l
Tunnel-id Local Remote Status Role
592216161 192.168.2.15/500 192.168.4.6/500 READY INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/12 sec
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535

remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x52d2fled4/0xcd22739c
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U5 592 IKEv] BEoF 25 Ao

> show isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.4.6
Type : L2L Role : initiator
Rekey : no State : MM _ACTIVE

There are no IKEv2 SAs

AFO] E )] AFo] E VPN 2 U E 8
E ) Aol E VPN A2 S RUE Esla E] B8-S Sa)atelw t)ulo] 2 CLIY 21218}
o5 HE S AR T

« show ipsec sal| == VPN A A (E.¢F 1 2)o] A5 YT} clear ipsec sa counters ™3 & = A}-8-5} <
ol FAE LB = AdFHTH

* show ipsec”] 9] == IPsec <4 Hlo|E] 2 FA & A FU T AL 73 71 9 =& B2 show
ipsec 25 €3k

* show isakmp+= ISAKMP &< dlo]E] ¥ FA& A FY T}

S~
-
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tlulo] 25 &) 3k U} System Settings(A] 2~ 5] 4 %)) > Management Access List(¥2] 4| 2 &5

a5 S8y
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A 2~ HE:)E S5t Huoh
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a) Management Interface(¥2] S1E 5 o] ) &) =
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&

¢ L RES 5% 0] HTTPS(EE 443)821 4] ol y ™ SSH(EE 22)8-21 4] & A&t}

< IP T4 - Al 2glof] A28 = Q) ofof B} IPv4 B IPve Y| E9] At iéE% g &8t
E A NAE Ayt "d o 45 ) A 5121 ™ any-ipv4(0.0.0.0/0) 2 any-ipv6(::/0)
£ A8y

©) OK(EhHE 53t

tlo]Ef Qe H o] 2ol thdt 72 & A s W &S g
a) Data Interfaces(H| o] E] 1 #| o] ) 55 A &gt}
b) +5 FY35ta o5 S WES JdFFUh

s A H o] A - A AAHAE 58 A A o] A5 HAE
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ping system/ost

SXREEIP T4Y 5 L3 www.example.com¥} -2 FQDN(Fully-Qualified Domain Name)

d = FU . dolH A #H 0] A E Sl =3 8= ping b= EE] Al F) pingoll = 713 8
T7F lE U =, Cul+CE AHE-8Fo] T A1 W 744] pinge A& AAH UL o & 5 v &
I 2S5

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

2198 Hlo] 28 AFE-ako] tlol¥] e o] 28 Fa) F

ping“é%%*}%?é‘%ﬁ} °] B AE F o] = E A3} 1%3*&%’01 ToE U RS
AwrH o R 35 5 J=AE HAESH HUTh A LEE B o] S T3 B s v
B dWA o7 o] HAEE Fastd Pyt

pinghost

FTREIP F4E ATl FQDNRF &3 9 th nslookupfgdn-name ™8 % & AH-&-3}o] IP
F8 FAFU o S e 2o
> ping 171.69.38.1

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
A
#3 A7k Z3 0 S 92 0] 9 A dolE AL AAE 5 o)
FUTH AR 7He @ 3 AE Sletelw CLIdA =i 3241 7] 25 A
g3,
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> ping interface inside 171.69.38.1

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

TCP ping S A}-8-51o] dlo| ¥ Qe o]~ 5 B3] 524 ping

1/2/10 ms

ping tep ¥ % S A& vl TCP ping-S SYN 3| %1 & A3}, 52 %] of A SYN-ACK ¥} %] &

A% 3hE 43 pingl 4 FE AR AFEF .

ping tcp [interfaceif name] hostport

S ~E G TCP XEE X A3 oF Yt} FQDNYE &3 1 UHH nslookupfgdn-name 8 3 2 A}

ato] IP =45 A
Ask= 75 A E H o] 2 (ping S HF 3}
2)E AAQE 5 syt ©] ping

of

TCP ping> SYN 3| 71 & A %3}, £ 2] o 4] SYN-ACK 3| %! & W %3} 7% pingoll 4] &3
Z

Aoz AFdutt o 5 U5 25Ut

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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Bl ICMP AR 2 3p WA 2 - abal A2 4ol 3 2578 Byt 7) = 370 9] 95
S AR R w e AR AaE 7EA 2 5 9l 3w e 7137 sl Ytk Hubel & CLId 21918t
W AR FAE A AFY
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traceroute system " ¥ = AF-8-§ 1 T}
traceroute systemdestination

S AEEIPVA/IPVE6 409 5 QAL
Name)¥ % AU o & EW v-53 254

> traceroute system www.example.com
traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms

5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms

7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms
11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms
12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms
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FT2EIP FAE XA YT FQDNYF &3l 91t nslookupfgdn-name Y8 %5 AH-&-35ho] 1P
FaE g UT dE =¥ g3 ZEyh

[Ulﬂ

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225
1 10.83.194.1 0 msec 10 msec 0 msec
2 10.83.193.65 0 msec 0 msec 0 msec
3 10.88.193.101 0 msec 10 msec 0 msec
4 10.88.193.97 0 msec 0 msec 10 msec
5 10.88.239.9 0 msec 10 msec 0 msec
6 10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

il A ZF &3} TTL(Time to Live), == o7 = 2 A2 F2| o] Zukx] &
A}%Q Fau g o] ~E5 AR F AFY
Shelste ™ CLIOA =5 A 7] 25 A

O

NTP E&{ 275
A2 ) 0] £ 2 553 o M= 5 A]ek ol e] ZAES Ao aA A2l 55 4
Skl Ay A S AR U TR A A F oA A A E S 5 9l AR A RS FA sk 170 o]
2] NTP(Network Time Protocol) A1 H (¢]/d4 0.2 = 371)& F+Ad 3l oF Y th.

el 2= 9% @12 tho]o] 19(7] 2 o570l ] Deviee(e| o] =) &) & NTP AJlof e Al 4
B2 molFuith o] Fel7h wehd] Ei T2 7 ?ﬂﬂﬂﬂﬂﬂ@ﬂ%ﬂ%ﬂﬂﬂta

AUt A4 FA7F A EE B-(DAI A A7 0}”) & T A2
* Device(t] H}©] 2~) > System Settings(*] 2~ 5 A A) > NTPo|| A] 37H o]’ NTP A H & A4 7Y
ool AL & ob Y AIRE 37 o] ] NTP AW 7} Sl = -7 2124 o] mil-¢- 37 Ut
* Device(T] H}©] 2~) > System Settings(*] 2~ 5 A2 %]) > Management Interface(32] <1E] 3] o] 2)o]
o= o] Q& #e] A H o]~ 1P T4 NTP AW 7o) Y ES A H 27} =4 Elgr
o #he] IE o] 2= Alo] EfJo] 7} Hlol ¥ QIE]H o] 281 A5, 7] & B =7} A dstA] erow
Device(T] B} ©] 2~) > Routing(EH-8)ol A NTP AWl tigt v A2 5 FASL = AH

.
- WA 4 Fe] AE o] 2= A 0] E 9 0] 2 414 8 -4, T]ufo] = CLIo| 271918} 3L ping system
g ALgalo] 2 NTP A Mol 0@ W =912 A =7} QA ElAEF T

 Eubo] 2x CLIo 21915ka th& W & AL§3ho] NTP Aol o] 38l Sl ghch.

o show ntp - ©] &S NTP A 2} 71840 tsl 7] W E A Y} o, Flrepower
Device Manager®] 1724 A el &= & YEldl= 571 BB E AFE U ok whebA] o] |
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system support ntp - ©] 5 & 2 show nth =9 J’Jr ?;}771] ¥ NTP 9
I REZ A 3E) = =
Sh=
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Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st HE

t u

when : 704

poll : 1024

reach 377

delay : 90.455

offset : 2.954

jitter : 2.473

o] ool A NTP A1 ¥ 52 kol Q1=+ 2449l F0.918 Uehi ek of 7)o A ¥ 3 *
= @A) A7 22 7012 LR T,

NTPD(NTP H]i%)= Z42Fe] ujojo A & 87H MEZ FAE Sefold d=5-E AHE
], slue] AMES AEls & MElSt Al A= 02 chimer9} 23 A tickerE &213Y
1% o5 NTPDE & Ag(FH.9] 2 4’9\10 G5 2 A9 125 23 shA] OLO}O]C?E)E
gAY dZ o] AAdd A, dFlo] ELHAY A A = Qs O}Ur L R
B AR A5, 5718k A @il A dS glshA gyt 274 B3k vl-5- @ A 7ol
A BAFUTE A A Q2 A e Aoy 7= Al 9 dagEE /\}%0}01 a4
gfjof st o] 2ol = E A gke] AY F lFU T

)

il refid7b .LOCLS! -7, o] = Jof7} & o] gl= =4 Al A& YERA U Y. =,
A 7He A 0}7] sl A A AN ARESHE AS o m Ptk A E gk 9 of vt
LOCLSI 7 §- Firepower Device Manager= &4 5 7] 8}5 2] S NTP A4S =
E]—/\ﬂ o7 _L}\]U]—]/]T;}_ O]}j]-;_(_—]lgi NTPT: T:‘] L]—-‘C_l_— %EE /\]__9_?5]—_/': 9‘}1\1_‘ 75]‘""
LOCL FH & et gF o n = 371 o] o] M & -4 afjof gt}
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st
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n&

CPU 3! W &L 2] ARG &4
CPU % H| & 2| Aol o gk A]~8l & JH &5 B2 H Monitoring(=H B %) > System(’\] ~Ey=
Aestar CPU R W R 2] Bl 12 E Gt o] 2 gk 12 3ol = show cpu system 2 show
memory system 3 & = A}-8-31] CLIE §3l =13 JR7F A Y}
CLIo| =19lekd o] Y& B o] F7F A& AREoto] & AR E F91 T 5 AFHT ks o
2= AFEF A sEe] %429 FA 7 A SF= 7 -$-1 Cisco Technical Assistance Center(TAC)<]
A1 7ol A= Ag-olnt o] AHE sk Huth AA g A H = o - B3Fe 22 TACY] 34 ¢]
Ao
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A 5 Qs B b e AR ohe st B o) ol @ e v} vhel sl A4 @ 4R hupy)
WWW.CISCO. com/c/en/us/td/docs/security/ﬁrepower/command ref/b_ Command Reference for Firepower

Threat Defense.html2] Firepower Threat Defence Y3 % Zrz2oll 4 & e 4= 9l F YT},
* show cput= o] E] &4l CPU AFE-ES AU TH
!

* show cpu corei= Z} CPU F 0] 9] A}-&5S A o072 FAIg T}

* show cpu detailed+= o] /A tlo]y Z# %] CPUAME & F7F= A Y o
* show memory = t°] & Zd|Q] v 28] AF8%S EAEY T}
)
o el Vet A 2 dH 719 =2] 7§ cpu == memory W H S AFEE] T 2wl i
Bl 7555 WA A s oF Fth o] 8§ 752 TAC A 3 ol whet ARE-31A A L.
21 H7
Al 2252 Tkt 2l of) ti gk A HE 27 YT} system support view-files ' 7 S AF-8-3}o] A 2~ H]
235 ¥ 4 254} Cisco TAC(Technical Assistance Center)9} 2141 & wj] o] & & AF8-3
oA E9 M e AL g o sl ot HH3 215 A9 5 A5y
ol W& Adetd 21 HES g w7t AU th W E S AREste] PEALE '
=3

3191l ele e 2 M Aske Y H e e o) o] 82 s Ener 718 U T

e e desten TETEC A sF d PP ch 1o 5 o]
AZFIEAF Y . 2 AT 78] 1A o)
A7k AU S 2 219] 35 97] Aol 2715 e sof g

=)

o - AHAS]--7F A E wf Aol AukE B Thg 201 @ ol o] X7} A ] AL Enter 7] T

B vy 23 5 gA P Y Y. 2] 2o mEshd wjl i 2 ol e gyt A4 3] -

Zolli= 219 A7) 205 A3 s AP Y A 22 0] A 5 gelehA] oy
T A Crl+CE AHE S 2O RS TR

s vlar o] oA B e § = o] 58ty

s
=2
ru1ru
_IE
s
E O
o

A2 F7hE A A S BRI S Qs 28 do] el
W& ALg T .

3 = dEskEe
S qlEsoF Pt 9 B2 210] I

system support view-files U] 2 tail-logs

o2 ool A = Al 2B 27191 A| =5 4 3} cisco/audit.log WD S FQl k= WS HolF U th
T 5520 9o e g oA A=, 1 oleol = d A Tl H 2o 9t 5o A E YT

> system support view-files

===View Logs===

Directory: /ngfw/var/log
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mojo

removed_packages

setup

seshat

connector

sf

scripts

packages

removed scripts

httpd

——————————— files-——-—---------

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS_ sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS sdb.log
2016-10-11 21:32:23.848733 | 326517 | action_queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev _stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,
2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>
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43}

SSH S eto| AEE A&-ato] ] IP T4 tigh A2 S daL 73] e o] A CLI A 2= i gho] Q&=

AH&2L o] & S & tluto] 2 CLIC| =11t ol & 5o] e A} A&} o] & AU Th

] IP Faol A4 E o] = Fdoll = o] TEAAE E}E]roli Yt} Firepower Device ManagerS
AREE = Tl o] Bl IE o] 29 IP FAE F3f tnto] =& #eld o sy LY tulo] 2~
£ 940 ® fejsted e 2214 LE E B 1P FA %/\F@”?FHO]C Gyt

T

#e] 1P Fko] AAT 5 Qe AT e 49 S

We)

«#E] B9 TEVHAsetE YE A 4 A H o leA g

« A UEY A s # [P T4 B Aol Ed o] 7t 73 H o] A=A g1 T Firepower
Device Manager2] Device(T] H}©] 22) > System Settings(*] 2~ 5! 41 %) > Management Interface(Z

2] AE o] 2ol A F49) Alo] EQ o] & F-/d F It} CLIO| A & configure network ipv4/ipv6
manual ¥ &2 A& o},

B e P ol vhal) 9% Aol Ed)ol & ALEEET QA AT 97 Bl 4E A}
S BEREE BEC B I BRI Rl

27 ool 97 el 2 g o2 AP,
a) @A 27 el 2= U elX) Selgh,

> show managers
Managed locally.

b) 97 P4 TG
configure manager add {hostname | [IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id)

171X 7t =L vhE& HERE UL

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} = ©] tjH}o]| A~ & 2|3l
Firepower Management Center= 2] DNS &~ E o] F 0|} IP T4 (IPv4 =& IPv6)E A A 3
T}, Firepower Management Center=2] 545 2% x4 4= ¢l <1 DONTRESOLVE S A}
43 th. DONTRESOLVEE AF8-3= 7 - nat_id7} 2 8.3t}

* regkey= T ¥}©] 22 & Firepower Management Center=0l 5 =3}7] 913 € 8. ¢ 31f-3F o 522}

5 7194

* nat_id= Firepower Management Centert 9} tulo] 2 7ke] 52 T2 A2 FoALEEH = A E
Al G A EAE AU T4 E o] 52 DONTRESOLVE 2 A A= 2 §- = A] 2 @ 3

[RA=5
o E So] 52 7] secret3 AF2319] 192.168.0.12300 4] A& AFE A& W ThS-S 9l H 3 o}

> configure manager add 192.168.0.123 secret

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before switching to remote management.
Otherwise, those licenses remain assigned to the device in Cisco

Firepower Device Manager, 1] 7 6.2-% Cisco Firepower Threat Defense 71 3] Z1.2] o] A 7}o] = [ ]




Smart Software Manager.

Do you want to continue [yes/no] yes

Manager successfully configured.

Please make note of reg key as this will be required while adding

Device in FMC.

> show managers

Host :192.168.0.123
Registration Key HEE
Registration : pending

RPC Status

i 5ol ofz BF 52 AEoll A configure manager deletes A}-8-310] 555
]

& configure manager local-=- A}-8-3lof 274 #e| 2 Fold = dHF YT
¢) Firepower Management Centeri=0l] 212135} tjulo]~& F7}3H ),
Z}A| S U] 82 Firepower Management Center= = 2}Q] oS 3234 Al 2.

w

A3 47 Bl A 27 B2 Aetel W e A
a) AA A7 w2 ool el gich

> show managers

Host : 192.168.0.123
Registration Key HE
Registration : pending

RPC Status

b) 47 A F AAEn B A gl LEE AP

LA Ho A 24 A E A o] 5 = 15U T configure manager delete ' = S A}-8-5}

of #rejaE AAGYH

> configure manager delete
Deleting task list
Manager successfully deleted.

>

> show managers
No managers configured.

) 27 BAZ THIUY

configure manager local

dE &% ted EEUoh

> configure manager local
Deleting task list

> show managers
Managed locally.

oAl 1 B.e}9-A & AF&-3L https://management-1P-address | | 27 &2 A5 &
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Firepower Threat Defense %8} 2 2}-9-8] .= W= Transparent =0 4] A 81 d 4= 9l H Ut} 2}-5-
B RE s 2 gh e Foln, i d 2P = A B F ehitel] AAE = S AE] 7| Ao ES
o] et 43t t}. o] 2} Wk 2 Transparent W89 -2 “H] 24 ol = ¥ 91 E (bump in the wire)” 5=
= ‘298 W3} H (stealth firewall)” £ 9 &S 35} #lo]o] 2 Wl o], A1 A W t]njo] 29
e 2b-H Fo R FAHA FHU

=7 Firepower Device Managert 2}-9-% =1 2| 3t} 7124 Transparent 2 =0l Al A 2}& 4
g af o 3l= 7 F-ofl = W3ty =5 W 7 8} 4l Firepower Management Center=5 A}-&5}o] t]njo] 2
e E AlAe = syt REW Transparent 2= tulo] A= ko8 RER WS 4= 9lom, 1
o= 24 #AAE AFESe] Y tulo] A5 A e 4= 9d5 Ut Firepower Management Center
cE AREste] B8 RE gute] 25 Al i F UL

24 e 94 B et wgle] R=E WA s ™ vulo] & CLIE AF§-alfoF gyt

& AR A 22 BEl A4S ALE Fol AU MGl A5 BES WS PH e ABTY

. >

& Wrdstd Hutol s Ay aeol o] A AW Al AT o] 7] ] o] d o s
Zobztyh g, B IP F4 Y EAE o] F AP UL

A3 Aol

Transparent 5. == W 3k5}= 7 §- W3l 2= 5 W 7 51 7] 7 of Firepower Management Center+= & 4
Ayt

7% gholdag G 9ol 2E dERE AAleta A e = A $eh7] A el Firepower
Device Manager©ll A 311 2}o]d =5 v] @A stafj of . o] Z A e44] gF o™ s eho]d ==
Cisco Smart Software Managerol| 4] Tjulo] ~of 3te e = -2 gt d e 7hs3k efo] A~ &
A8} = B &A1 3} 67 Ho| RS HEIAHAIL.

43}

SSH S lo] A EE ALE-5lo] T IP =40l thet A2 S 1 A g o] A CLI A2 A ko] =
AFg A} o] 2 0 7 tlufo] A CLIo] 2ot} o S So] B AF AFR A} o] 28 AFg-E T}
] 1P 40l AAH o 9l FQtoll = o] L2 A~ E metof gFU ), Firepower Device Manager &
ALg-3 = dlo]E] QB o] 2] [P F4F B3 Yulo]AE #e e 4= &yt 2y tulo] A
£ 90w gy e 294 TE 2 9] P F A4S ARG oF v
2 1P 0] AT 5 Qs Aol T B S ST

-pe] BE4 LET A ek MED ] H4 AAT o] 7] Selgh

« A U EY I gzl & P T4 R Alo]Ef o] 7F A H o] A=A g1t Firepower
Device Manager2] Device(t] H}-0] 22) > System Settings(*] 2~ & 4 %J) > Management Interface(Z
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g Qe o] )l A F=ax9f Al E o] & 7+ U T} CLICI A= configure network ipv4/ipvé
manual '3 ¥ 2 AH&- U T

i A 1P T4l UlE) o F Aol Egl o] & AF8-3)aL 9L

A2 28 =0 A Transparent &= 2 ¥ 73}
a) 274 g2 ndygslela el ReE 29
g A AL o st R e S WS 4= gl U th configure manager delete " &S A&

ate] welAE AU

et

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.

b) W3}y T = = Transparent® ¥ 7 g o},
configure firewalltransparent

o A

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

0 97 BelAE TAFUL
configure manager add {/ostname | IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id]

7)1 A 7} EL thg-S Ve Y TH
* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} = ©] t]u}o]| A& #2]s}=
Firepower Management Centeri=2] DNS & 2~ E o] 5oL} [P =4 (IPv4 T IPv6)E A1 A Y

t}. Firepower Management Center+ 2] -T—d:-E—' A XA e 4~ ¢l 2™ DONTRESOLVE S A}
2314t} DONTRESOLVEE AM8-3}l+= 4% nat ld7]' g g sk},

* regkey= U] ¥}0] 2~ & Firepower Management Center=0ll 5 53}7] 913l & 8.8k 31f-¢F o =2}
5 719y

* nat_id%= Firepower Management Centert=%} T 0} o] 2~ 319] 55 L2 A A F<h
2 0] 9 22t EAE AUt EAE 0] S DONTRESOLVE 2 A 4 &1 7 $- b
=
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> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host :192.168.0.123
Registration Key HE
Registration : pending

RPC Status

d) Firepower Management Center+= Oﬂ 2918t Hute] =& F71g U
Z}A) gk U] -8 Firepower Management Center = 2}Q] w23 234 A .

Transparent ®. =0 A 2198 R=® W4stal =4 o] = Hestdd v5s A FHTH
a) Management Centerol] 4] E] Hho| A5 55 H AP TH
b) Firepower Threat Defense U] H}o] 2~ CLIO| M| 2~ 3t & L E A A M| 2~3k= Zlo] F£5

c}.
BEZ WA Ay 1glo]de] AR B ghe] [P FA4E 7| RE o2 HEolziyth uhehA
BES WMAR Foll= e 1P il td ssH o] B4 4 syt

o WEH megehegor Mg
configure firewallrouted

o A
> configure firewall routed
This will destroy the current interface configurations,

are you sure that you want to proceed? [y/N] y
The firewall mode was changed successfully.

0 =4 B agsa o

configure manager local

ds &% ted EEuoh

> configure manager local
Deleting task list

> show managers
Managed locally.

oA 1 Bg}9-AE AL-&3}] https://management-IP-addressO) | 274 I A5 A = A5 Th
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> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.
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configure manager local
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> configure manager local
Deleting task list

> show managers
Managed locally.
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