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2. FAEE K

ASA 5506H-X #148 2 | UsSB #FHIERE (ATH A BinO&EES B Blus0)

R IR 2% [E T £t 4 | BiR%

5| BiE

2 VFAEZEK
ASA FT[E

ASA 5506-X & EARIFAES, Security Plus iFA[iE (ERBURFEFRITMAMA) . EFEAEZGHIEAT,
ASA 5506-X £ &% TEINE (3DES/AES) FA[iE, A LLEFEMSE AnyConnect Plus 5 Apex #F A3k,

MREEEEITHIERMBFAIE (RHEH]) , F25 http://www.cisco.com/go/license .

MREFENEKRFAIEALKE] Security Plus #FAIE, HEFZEML AnyConnect FATIE, iESH
http://www.cisco.com/go/ccw ., BHEESWE|—HEE~=RIFNE (PAK) WETEME, DUXFHARESIFTIEY
EZHH. XF AnyConnect IFAIIE, BSWEI—MNEEBZAERE PAK, ATHTFEGER—HAASIERBEZ A ASA.

AR FAFERNFSSS5EAEME EARRONERIISAE. NFEFSSHETREFEALR, MIERFT. EEEF
A[F%)S, 1#&{FEH show version | grep Serial 54, =7 ASDM _Lifja]fit & (Configuration) > i& & ST (Device
Management) > IF AT ;E%4A (Licensing Activation Key) 71 .

ASA FirePOWERFHAIE

ASA FirePOWER #&IR{E A [ET ASA BYEIZF A HLH]. IZARRATERAETIFANE, (BRA BT Rt s iR M
— PAK, i% PAK AJ FT3RER T FUThRERN I AIIERUE 2 8H :

B EHRRIPINGE - IEHIThRERAR Y AR S AIEN (AVC)” B “RA” 5 RIFTIREHRIRA “IPS” o BRTIX
LR RUE RN, BEFEWE “ERAK” TR, TrEBHEHMRLINEE.

EHIThEE (AVC) MEM X B S ERRZFHFERT.

RIPTHEE (IPS) EFIZIFEEML IPS iTH (http://www.cisco.com/go/ccw). teiT R RTRMET “Him” |
“glEE” | “EET A HIBNE” FRASWERF. = ERABGTRASER (HAEE) BT ASAFirePOWER
R PAK/IFRIIERGEZEE, MR BRENEFHNFEAR.

R A A SE FA T B T B LA AT 0 -
B EEEERLDT (AMP)
B URL i3iE

XLEJFRIIES A AT ASA FirePOWER 1538 PAK/IFRIERGEZSH. BXRITHER, ESRA % FirePOWER k%
BER ASA ITHEIERT. B ATLISIRRER Firepower REINEEIFA]IE.
Zz

BREK “EHIFGRIPINGE” WFANEUR AR ANEIFENE, ESRKREITANE (8 7 50 .

3.ASA 5506W-X TLZkIZEAN S

ASA 5506W-X S1EEAKE] ASA BIASA 5506W-X BLIFE MK EIRY Cisco Aironet 702i FTt£kiZEA 2. Aironet 702i ik
BANE. TN SBETIIKM 1/9 #EOAEREEE] ASA. FiE WiFi ZRimETTIAKM 1/9 Mg, ASA
L2 RIGHEE WIFi PER L anfaime i O ERE Mg . thREBEA SRS E AR EDO s #Hin0.

WREEANREE 5L EHFZER 10S B, WTLIBMAIGEEE. MREBRF ASA 5506W-X HFMEIBMGE—x
LM%, FERTLBEMEFIRETER, TURRESME. BREG—RATERREZREFRESR, 1§
2 (BRE&EHRERR) PEETEREEACRETHREEAER—&.

B NETETHNEEZEBEASREIIR, BESRER ASA ZEMR.
B EXFAXLEEEMEHSRNEMEER, 1555 (BRI LAN 25 B8 4304) .
B BRILEENSEEMREMERESR, 1525 (B Aironet 700 &FICHE)


http://www.cisco.com/go/license
http://www.cisco.com/go/ccw
http://www.cisco.com/go/ccw
http://www.cisco.com/c/en/us/products/collateral/security/asa-5500-x-series-next-generation-firewalls/guide-c07-732249.html
http://www.cisco.com/c/en/us/products/collateral/security/asa-5500-x-series-next-generation-firewalls/guide-c07-732249.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/configuration-guide/b_cg81/b_cg81_chapter_01101111.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html

HEH ASA 5506-X RFIIRIENI TR

4. FEIBEIMEHERE ASA 5506-X

A4 FEIEHIMLE P ERE ASA 5506-X
TEIEREHB ASA FirePOWER #HRFIA E TL&IZEN S (ASA 5506W-X) B ASA 5506-X RIZE I MEERE :

ASA FirePOWER EZRIA M 3%

ASA

PI% 5hEB [ =B
GigabitEthernet 1/2 GigabitEthernet 1/1
192.168.1.1

Management 1/1 = GigabitEthernet 1/9 (FIER)
Jc ASA IP Hbsit 192.168.10.1
FirePOWER IP it : 192.168.1.2 FTLIENS P #isk (DHCP): 192.168.10.2

AR B ERRE PRI AR IR .
AN EBI W TITHSEI L HAIMEEE

B [EREMNATEIIMND

®  4MERIP itk A DHCP 3XEX

B (ASA 5506W-X) WiFi <--> A8, WiFi --> M Bk E

B B WiFi hE Fish) DHCPEA R A5 R EFIBZE Fintd1% ASA A{E DHCP RRS5&%.

B Management 1/1 JET ASA FirePOWER #&3t, {#04 L1TIEQ, EE4 ASA L7 EBHEM#Z. ASA

FirePOWER #&3R AT LAfE A Itk 3 O 1/516) ASA RERRILE, 1 A ERIE O /E A EEXRIM X .

ER: B ASABRLEH O E IP ik, X7 FirePOWER BCEHECE IP il NHENAEXRE, NE
EIEOMATEEIMIIT ASA.

B ASDM ija)ZE NERE O #1 WiFi 3£ 0 _Ei#1T

AR MREELENIBME LMBMIEHSE, BAUESESABEOCEREB. EXMERLT, EABTEEE
MBLE, 7€ Management 1/1 E[REIRTETE ASA F1 ASA FirePOWER &3k,

EF
_Management 1/1 GigabitEthernet 1/9 (FIE3)
GigabitEthernet 1/1 WAIRE 7 192.168.1.2 WiFi, &A= DHCP

SMNER, EHIRR RS IRt DHCP (ASA FirePOWER &I8) B WiFi $2fif: 192.168.20.2
| - Tt Z % DHCP

))) 1 WiFi 321
192.168.10.x

GigabitEthernet 1/2
M8, 192.168.1.1
(ASA EIE; M%)

WAN I AR 5 2 Bazifi I HH
AEZRIZ{E DHCP: 192.168.1.x
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1.

5. BT ASA

BT EMMELRE 2 BUAKM IR

- GigabitEthernet 1/2 0 (RER)

- Management 1/1 30 (FF ASA FirePOWER )

- EM

%Iiz?;ﬁﬁﬂ%?flﬂ—lﬂéﬁtﬁﬁﬂ%ﬁ%D%H%“EES%EI, EAEEZEOMNIER SUET ASA FirePOWER #E3RAYSH L
54 Lo

CBEFIREAKRM 1/1 GMR) EOERRIEMIRE, flan, BLUERIEER.

FE: RBYEHIRERERIT 192.168.1.0/24 5 192.168.10.0/24 SEEREISMNERthHE, MAAFE R ASA
EEELUERRE IP ik, 30O IP #itit, HTTPS (ASDM) ifjalFa DHCP H&ﬂ%%&ﬁ%rﬂLM%FFIFzﬂH—n&ﬁEE&

R IP HUt A T iEE ASDM B IP #itlk, EERESE, EHRESWAERE. EEEEMEZEH
IP H#bit.

5.B85h ASA

1.

VG ER R L 4 ETER ASA IS EEIE R BRI RE.
i EHIREBSELA, BiEBEIRE. REHIERE.

2. ## ASA SEHIEE LED; Ri% LED 2GR E=E, R rgRCEERE,

3.

©E ASA BEEIVIKRT LED; HERBREREZRE, RGBT EEIZH.

6.8 F T&IENS (ASA 5506W-X)

ZANEAT, ASA 5506W-X E&BEANSEEZA. EEEEANS GUl, LUEZBRATLBEHAEE SSID MRERE.

EETE
HHRELSBREERERRIANLE.
BF

1.
2.

TEEHEE] ASA REIMERIIT R L, BaMEbss
fEipiti=e, M http://192.168.10.2. RESRRMARPZMERD.

AR MRGBREERTEENS, T ASA FAMERARE BARLIEMEMMEEE, SAEEERER
ZREASNERARE. Ak, BL50EN ASA CLI (GE#E| ASA i2Hl&in0, EEM ASDM ELE Telnet 3¢
SSH if5a]) . # ASA CLI &1, i\ hw-module module wlan recover configuration.

3. MINFA % Cisco f1ZHS Cisco. R B RIENS GUIL.
4. £, & Easy Setup > Network Configuration.
5. 7£ Radio Configuration X5, J3%&“* Radio 2.4GHz 1 Radio 5GHz H X BT SH, HABIMB Y AEH

Apply:
- SSID

- Broadcast SSID in Beacon
- Universal Admin Mode: Disable

- Security (fGi%#FER)


http://192.168.10.2

BHR ASA

5506-X RFIPIRNITIEF

7. BT ASDM

. &M, SF Summary, SAFZEET L Network Interfaces HI T/, S 2.4 GHz TLkBHIME .
. B Settings (IZE) &I F.
. 3F Enable Radio % &, i Enable £i%iZill, AF = ETIEKIBA Apply.
. 3F 5 GHz T&BES W SE.
. BXERER, BERUTFM:
- BXEAXLBEMEFIRMNIFRER, FSH (BRI LAN 25128504t ©
- BXRELGENSBEGHFRGNFERER, F2H (BR Aironet 700 £ .

7.}2351 ASDM

1527 Cisco.com LAY ASDM ki AiiRH T fZiE1T ASDM HIEK .

IS IR BE A B E A ASDM =1E ASA FirePOWER #3R . IR &% E{EH Firepower BIRduiy, MEEIEZE &R CLI
HIBITREMA; 1527 (ASA FirePOWERBIEN[THERE)

BRIESR

1.
2.

HEERESR ASA BUITENL E, B3 Web 5588,
ek R i AL T URL: https://192.168.1.1/admin. tEE S RERl ASDM (Cisco ASDM) 77,
EBHENIER LT FImEREZE ASA, NIATI5E] ASDM, Hiiit}y: https://192.168.10.1/admin.

. BEUTTR®Z—: K% ASDM ExIEF (Install ASDM Launcher), i&fT ASDM (Run ASDM) 5iE{TiE5h
515 (Run Startup Wizard).

. RIBEIEFAIED, RRBREELNIRABE ASDM. 2515 E~EBR ASDM-IDM Bz)#EF (Cisco ASDM-IDM
Launcher).

R S HRE ASDM BE1FEF (Install ASDM Launcher), ERE&ERT, BEERBERE ASDM HESHERER
& ASA BISHHEB LR ASA FirePOWER 19T IES .

. BRPRRMEBBRFEEREE, RESTHE (0K). 25EE R ASDM £50.

6. ERGIZREIRHE R ASA FirePOWER 1E3REY IP Hhtlt, iSEEGEXIEE. BEELHIERBsIES (Startup

Wizard) i% & IEfRRVARER IP Hbtlk,

ASDM TAJE 4 ASA 4R ASA FirePOWER #&3k IP #iHg & ; BEE2MRBUEEEE T ASDM E1BiziEtk,
ASDM w4 REIE S M 4E B Management 1/1 EOiGEHZER (REFTIP #iht) . MITHERER, 7T
iFie], FEER P it TR L. FiZE IP il ASDM FTTEELAM L ERYZiER, NESER—NHEIR
HE

. %EMEES (Wizards) > BEhES (Startup Wizard).

. IRIBEFEREHM ASAKE, HPTIREREEHIZFHA ASA FirePOWER EKEE (ASA FirePOWER Basic
Configuration) 7% .


http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
https://192.168.1.1/admin
https://192.168.10.1/admin
http://www.cisco.com/go/asdm-certificate
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8. BITHf: ASDM S SR E

e W — |
@ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard

i Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the 454 FirePOWER service blade, please enter
all necessary information.

Note: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results.

Metwork Settings
IP Address: _192.163.1.2 I
Subnet Mask: |255., 255,255, 0 |

Gateway:  192.168.1.1 | |

Please read the following license agreement., You must accept the terms of this agreement
befare continuing the wizard,

End User License Agreement -

C

IMPORTANT: PLEASE READ THIS END USER. LICENSE AGREEMENT
CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR. EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAVE BEEN REGISTERED AS THE END USER FOR THE il
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE il

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR IT5 SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF  ~ I
4 | m 3

() I accept the agreement

| e o) (e (5] |

FERARARERENTE:
- IP Hbtit (IP Address) - 192.168.1.2
- FMEH (Subnet Mask) - 255.255.255.0
- RIxX (Gateway) - 192.168.1.1
9. EHEFKIEZ LML (1 accept the agreement), ARESET—F (Next) 55268 (Finish) &R ES.
10. iR ASDM, REEFHEEN. £ “ETT” (Home) i, E5EF) ASA FirePOWER £+ .

\ — /— E— [ =]
8.151TH b ASDM [EISMERELE
ASDM 81FFZESUEERER. EXMETANES, F2HES (Wizards) K&,
BHERLE ASA, HSRENEER ASA AT IES BRI AR

9. it & ASA FirePOWER &3k

£/ ASDM RIARZEIFAE, EERRZ SR, HIHRELZRIRR.

FE: sE, EaLUER Firepower BI04 VE1E ASA FirePOWER 18R, 15517 (ASA FirePOWER #&HuHuE N | JH57 )
THREZEE.


http://www.cisco.com/go/asadocs
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
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9. fit B ASA FirePOWER #&1k

I Y .

3 VFAIIE
W ZEOABEM “ITHIFN{RIPINEE” FANHE, HiBERSGmEERREZRIFENE (PAK). NREEITHEIFAIE,
IREEERRAESIZME PAK, UEATIXEFAE.

EF

1.

k% 1%£1ZBCE (Configuration) > ASA FirePOWER ECE (ASA FirePOWER Configuration) > i i (Licenses),
RIS R TRMFFANE (Add New License), FRIGHLAERIFANEE .

WIFER AN B RAESIEINEAMLE, 2 72:78:DA:6E:D9:93:35.

. BEIREUSTNE (Get License) fTFIFRI 1. i, SHATAENTEEPMA

http://www.cisco.com/go/license .

. EEEHFIFTIIE (Get New Licenses) FE &, #iA PAK (%4 PAK 2 BIRESHMR) , RESHHIT

(Fulfill).

. RGURRTERNTAHEEATE FHEFER.

5. ERIRFERAFIIEREER, BERTUEHINE ERRIESR, WATLUARS: B 3)&E /1A B Flb 4 RE

9 zip XM IITER

. 7€ ASDM L, iR[EIEE (Configuration) > ASA FirePOWER Bit & (ASA FirePOWER Configuration) > {¥7]3E

(Licenses) > FNESATIE (Add New License) 7% .

7. BIFRNERUE B ARNEEIFAE (License) STAE.

© o™

S HIEFFATIE (Verify License) KEEFINX AR S IER, WilSEikE, =HEZIFAE (Submit License).
&5 Return to License Page GREIFANERTE) -

2 E ASA FirePOWER 45518
EF

1.

%£FELE (Configuration) > ASA FirePOWER Fc & (ASA FirePOWER Configuration), Bt & ASA FirePOWER %
2R,

WMETHIEMESR, 1§52 % ASDM HH) ASA FirePOWER Tiil. RIS =TI E KA Help, (i%#% Help > ASA
FirePOWER Help Topics T 8 X {af B REGRIIEMIER

R A L2 % (ASA FirePOWER & FER)

Bl E ASA L& 5REE
EF

—

H~ W N

o

. BEREAZERER, Hi%FALE (Configuration) > B A3 (Firewall) > BREZ %R #N] (Service Policy Rules).
. RORIEERRM (Add) > RINARS SERRFN (Add Service Policy Rule).
EERREHFERONALREISLBMAIKER, HoET—H (Next).

. BERECE. B, FTUAREEMRE (Any Traffic), LUEBFENGHEIRNMAEREEE@EIRR. 3

&, WAETIRO. ACL GRMBR&EM) HIMAREXENEHBHFYE. HETNTIHREAALAIK,
TRRELXENE, RET—F (Next).

. £ “MNIE” (Rule Actions) TiE, =7 ASA FirePOWER #:Z (ASA FirePOWER Inspection) £

6. ik R LtFE B A ASA FirePOWER (Enable ASA FirePOWER for this traffic flow) 53%4E.


http://www.cisco.com/go/license
http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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7. 722 ASA FirePOWER #k& (If ASA FirePOWER Card Fails) Xigith, S T®EHz—:
- RIFRE (Permit traffic) - 1§ ASA & BEAERRA AR RIFREREREQNBN AR .
- aélvﬂ,ms (Close traffic) - 4% ASA & & H7EER A BRI ERE.

8. %P {LI5HE (Monitor-only) USSR E R RILRIAR L EBIRRIR, BIH R
,mﬁﬁm:ﬁ!i (Finish), fE=ERA (Apply).
FESHRELER, URBEEREHMIRE.

10. 5551

B 753X ASA FirePOWER #&5%0 ASA #;M’Ea'hiéﬂﬂn B, &2 (ASA/ASDM FAsEECEHER) Y “ASA
FirePOWER #&” Z¥58 ASDM BX#LEEE. BAIUTERR ASA RYISHE ST E T2 H ASA/ASDM CH4HY
R HERE

B 3% ASA FirePOWER ELERFMEER, 1HS MBI A (ASA FirePOWER #RF Fi5R) X
{FireSIGHT/Firepower EIEdix R % A AERE) -

BERAMEREREENAN/REMEAREXENEMER/MMXNERIEMER. EEEENERIIER, BEEL URL:
www.cisco.com/go/trademarks. XHRRMB=FARAEENFAEENMZ. “SENE" —ANFERAHTFTEREERNMETMEMBL
Rz BFEEEMREXR. (1110R)

© 2016 BREGLF. WVHAHE.
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