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Abstract

The Cisco Prime Central Managing Certificates gives information on managing CA signed certificates for
Prime Central and Prime Central Fault Management server.

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY
FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-
INFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR
LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF
CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL:www.cisco.com/go/trademarks. Third-party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

Cisco Prime Central Managing Certificates
© 1999-2016 Cisco Systemes, Inc. All rights reserved.



Contents

Table of Contents

TADIE Of CONEENLS ......ceeueceieeeriiiiieiiriiiiieiiieisiriisiisienessiesssnessessssnsssssssnssssssssnssssssssnsssssssnnssssssnnsnas iii
1 Replacing the Certificates for Prime Central...................cevveeeniiiieeeriienieensissseenssosssenssssssnnes 4
2  Rollback the Certificates for Prime Central..................ceeeeeueeereeenieerieenniesseeensossenensssssncnnens 6
3 Procedure to change Keystore default Password ................couueeueereeeeniereeeeniesseeencensenannens 6
4  Replacing the Certificates for Prime Central Fault Management...................ccccceuerrveennens 6
4.1 Back up the Default Keystore File .......ccovueiiiiiiiiiiiiniiiiincnirrencnnrreeinssreeessenesssssenasssssenannns 6
4.2 Back up the Signer certificate ........cccciiiiiiiiiiiiiciiiicrcrrrrcr e erees e s e s as s s s enanans 7
4.3 Procedure to get Prime Central Certificate in Fault Management.........ccccceeiiireiiriinecinienannns 8
4.4 Generating Certificates for Fault Management .........cccciiiiiriiiiiiiinnieeccnnnrennrnesessenennens 12
4.4.1 Creating a Request for the CertifiCate ... iiei it rire e e eata e e e aaee e 12

4.5 Obtaining the certificate fromthe CA ..........o e ereesesseee s e e e e s nnnnsssssssens 13
4.5.1  ReCeIVING the CartifiCate .. i e e et e e e eta e e e s e e e e eareeeensaeeesnraeeaas 14

4.6 Activating the SSL certificate.......cvimeiiiiiiiiiiiircccr et sse e s s e e e s na s sessseeennns 15
4.7 Adding the signer certificate to the store.........cceeeiiiiiiiricriiccrrrrrcce e e ennes 16
4.8 Restarting the Fault Management .........ccooeeeeiiiiiiiiiiieeniiiiirirrreeneesees e rsseeneessssssesseennnnsssas 18
4.9 Delete the old Personal Certificate ........cccceeriiiiiineeeiiiiiiiiiineerecceere e 19

5 Rollback Procedure for Prime Central Fault Management.................eeeeiiirrennvnnnnsssssssnnns 21
5.1 Adding the signer certificate to the store............eceiiiiiiireccrcccrrrrrr e e ennes 21
5.2 Activating the SSL certifiCate......ccceiiiieeiiiiieiiiieciireeeeiereeeeecereeaneseeanseeseensseseenssessennssssens 22

6  Procedure to change KeyStore default Password (Fault Management,.......................... 23
6.1 Change the default password for NodeDefaultKeyStore ......cccccuveeueerrreniciriennceeneennceenennnnens 23
6.2 Change the default password for NodeDefaultTrustStore.......cccccceeeerreenccirrennceereeenceenennnnens 24

7 TrOUDBICSROOLING.......c.ccuueeeeeeeeeeeereeneeererenseeeeeensseeeennssesseennsseseesasssnsesnsssssssnasssssessssssnssnsnnanes 25
7.1 Prime Provisioning cross launch fails after applying Prime Central certificate .................... 25

Cisco Prime Central Managing Certificates
iii




1 Replacing the Certificates for Prime Central

Note: For HA setup, virtual IP/Cluster IP shall be used for certificates hostname.

Prime Central Host:

N

Login as primeusr

Navigate to <PRIME_HOME>/install/utils/sslgen

Take a backup of all files:

#> cd <PRIME_HOME>/install/utils/sslgen/

#> mkdir backup

#> cp * backup/

#> rm -rf prime.keystore prime.cer

Generate new keystore file. The alias_name value used for generating keystore file
in this step, must be used similarly in subsequent steps.

# keytool -genkey -keyalg RSA -alias <alias_name> -keystore prime.keystore -
storepass changeit -keysize 2048

Generate a Certificate Signing Request for the tomcat key:

keytool -certreq -keyalg RSA —alias <alias_name> -file <serverName>.csr —keystore
<PRIME_HOME>/install/utils/sslgen/prime.keystore

Enroll the CSR with your CA URL, fetch the signed certificate and place them in
<PRIME_HOME/install/utils/sslgen directory. CA can provide the signed certificate in
.cer or .p7b format.

Example files list for .cer :
gbapanap-Inx.cisco.com.cer
test-root-ca-2048.cer
test-ssl-ca.cer

Example files list for .p7b:
gbapanap-Inx.cisco.com.p7b
root-ca-2048.p7b

Copy the signed certificate file to below locations:
<PRIME_HOME>/SHARED/certificate/prime.cer
<PRIME_HOME>/install/utils/sslgen/prime.cer
a) If the signed certificate provided is .cer format, use the below commands to
replace the certificates:
# cp gbapanap-Inx.cisco.com.cer
<PRIME_HOME>/SHARED/certificate/prime.cer
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# cp gbapanap-Inx.cisco.com.cer
<PRIME_HOME>/install/utils/sslgen/prime.cer

b) If the signed certificate provided is .p7b format, convert the .p7b file to .cer

certificate format using the below command:

#openssl pkcs7 -print_certs -in gbapanap-Inx.cisco.com.p7b -out
gbapanap-Inx.cisco.com.cer
then, replace old prime.cer files
# cp gbapanap-Inx.cisco.com.cer
<PRIME_HOME>/SHARED/certificate/prime.cer
# cp gbapanap-Inx.cisco.com.cer
<PRIME_HOME>/install/utils/sslgen/prime.cer

8. Import certificates in keystore prime.keystore:
a) If the signed certificate provided is .cer format, continue with 9.
b) If the signed certificate provided is .p7b format, skip steps 9,10 and continue
with 11.
9. Import the root CA certificate:
# keytool -import -alias root-ca -trustcacerts -file test-root-ca-2048.cer -keystore
prime.keystore
10. Import the intermediate CA certificate second:
# keytool -import -alias test-ssl-ca -trustcacerts —file test-ssl-ca.cer —keystore
prime.keystore
11. Import your new CA signed certificate:
a) If the signed certificate provided is .cer format, run the below command to
import:
# keytool -import -alias <alias_name> -trustcacerts -file prime.cer -keystore
prime.keystore
b) If the signed certificate provided is .p7b format, run the below command to
import:
keytool -import -alias <alias_name> -trustcacerts -file gbapanap-
Inx.cisco.com.p7b -keystore prime.keystore
12. Add root certificate to portal:
a. Navigate to <PRIME_HOME>/XMP_Platform/jre/lib/security
b. Import the root CA certificate:
If the signed certificate provided is .cer format, use the below command to
import:
# keytool -import -alias root-ca -trustcacerts —file
<PRIME_HOME>/install/utils/sslgen/test-root-ca-2048.cer -keystore
cacerts

If the signed certificate provided is .p7b format, run the below command to
import:

Cisco Prime Central Managing Certificates
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# keytool -import -alias <alias_name> -trustcacerts —file
<PRIME_HOME>/install/utils /sslgen/root-ca-2048.p7b -keystore cacerts

13. Restart PortalCtl services:
# portalctl stop
# portalctl start

2 Rollback the Certificates for Prime Central

1. Login as primeusr .
2. Navigate to <PRIME_HOME>/install/utils/sslgen/
#> cd <PRIME_HOME>/install/utils/sslgen/
3. Restore from backup folder.
#> rm -rf prime.keystore
#> cp backup/prime.keystore backup/prime.cer <PRIME_HOME>/install/utils/sslgen/
#> cp backup/prime.cer <PRIME_HOME>/SHARED/certificate/prime.cer
4. Restart PortalCtl services:
portalctl stop
portalctl start

3 Procedure to change Keystore default Password

1. Navigate to <PRIME_HOME>/install/utils/sslgen/
2. Execute the below command

# keytool -storepasswd -keystore prime.keystore
Enter keystore password: changeit

New keystore password: <new-password>

5. Re-enter new keystore password: <new-password>

B w

Note: “changeit” is the default password for keystore. Once changed, user shall remember
the new password and use it as existing password incase they wish to change it again in
future.

4 Replacing the Certificates for Prime Central Fault
Management

4.1 Back up the Default Keystore File

Cisco Prime Central Managing Certificates
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In the navigation pane of the Tivoli Integrated Portal, click Settings > WebSphere
Administrative Console, and click Launch WebSphere administrative console.
Click Security > SSL certificate and key management.

On the "SSL certificate and key management" page, click Manage endpoint
security configurations.

On the "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.
On the "TIPNode" page, click Key stores and certificates and on the page that
appears, click NodeDefaultKeyStore in the table at the center of the page.

On the "NodeDefaultKeyStore" page, click Personal certificates and on the page
that appears.

Select the “default” alias certificate and click on Export button.

Give the keystore password (Default Password is ‘WebAS’).

Select the key store file option and provide the required values.

. Click Ok.

5L cortificote and kiy mansgument > Koy stores and codificates > NodubefoultKayStore > Personal cedificates > Export cortificates to a key file or

kny store
Exports & certificate, incheding the private kéy, to & specified key store Bl or saisting key $tone

Goneral Properties

Cartibcate absd 1o export

# Koy store password
.....

Managed ley stone

* oy store fag
* Koy file naenn
foptiprimacentral faultmgmt,acup

fpd

[presiz =

hpply | | o | | Reset Cancel

4.2 Back up the Signer certificate

w

Click Security > SSL certificate and key management.

On the "SSL certificate and key management" page, click Manage endpoint
security configurations.

In the "Manage endpoint security configurations" page expand the Inbound.
Click on TIPNode(NodeDefaultSSLSettings) under that node.
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SEL certificate and key management

551 certificate and key management > Manage endpoint security configurations

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster,

Local Topology

B Inbound
B Tircell
B [ nodes
B § TiPNode(NodeDafaultSSLSattings,skolany-ca)
B Outbound
B Tircell
B [ nodes
@ TIPNode{NodeDefaultSSLSettings, skolanu-cal

5. Onthe "TipNode" page, click Key stores and certificates and on the page that
appears click NodeDefaultTrustStore in the table at the center of the page.

6. Click Signer Certificates and on the page that appears, select “default_signer”
certificate and click Extract.

551 cortificate and key management ¥E

BEL cortificats and key management > Mansge endpoint security conflgurations > TIPNode > Eoy steres and certificotes = NodeDefault TrustStors >
Signer carificates > Extract signer cartificate

Extracts a signar cartificate from a personal certificate to a file.

Gonaral Properies

# Fils narms

Data type
[ Bases+-encoded asci data [=]

L appty | | oK | | Rewat | | Cancel |

7. Provide the File Name with path.
For Example:
<Prime_HOME>/faultmgmt/default_signer.p12

8. Click Ok.

4.3 Procedure to get Prime Central Certificate in Fault Management

1. Login to WebSphere console as primefm.
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3. Click “Key stores and Certificates”.

S5Lcertificate and ey mansgemest > Hansae ety condismrats

>
Ceapinyn Ssours Soccaby Layer [S5L) eordiguraticag doe palacted scopan sudh sn B call =ade. parvar. o0 dusber

[ —r—

Ha=a Heliked 18amu
FiPaoda 231 pordiguraticay
Cararimaan ] el i
[ Ky atiews el ouctificales
= Haw waty
Spapzifer WLL goa by abina Tor Rhiy smdpoind " ey psk orougy
B, coafigiestion Eay manssen
T — pdlate catifiabe abas il ElaRige teiel sl
= * Tnal s
Carbficate alisa in key atore Ca ] f

[ogply | ox | | Resst | | cancel |

4. Click on “NodeDefaultTrustStore”.

_

LR '] and by » Hpagge grdpont ey

» TLPHgde * Key skores sad certilicmtas
Gmfiry wayntors brpan. sciyding orpplograohy, BACH[R) SME, Jeva(TH], and ol trustators broan

B Praleesces
higs ||| Dlics I ﬂlﬂl'lll-ﬂ'ﬂ_.] Iuhlmj
B0 P

Ealnct He=a 2

Castription 2 Bath 2
Tiww (8A Wi Pl
P [ A —

Cafsuk ey wioes for TIPHods $-{CONFIG_ROOT | calla/ TIPCall roden/ TIPScde/ lowy. p12

|r- | Medalala N ruabitarg |
Totsd 2

Bafaull WFuil itess b TiPRade {OONFIG_E ST calla/ TIPS el Aad e Tl Pladatrwit. 001

5. Click on “Signer Certificate”.

soL cartiliats sad ke

= Plasies = s il g 10 T e e ——) " P —
Crafims kst Ty, Fdhuding Gvograsiy, SACFRL CME, favalTH], sl ol ussbine b,

Attt
Harem
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iy ¥ Il | i =
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_

6. Fill in the details on Prime Central details:
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Host: FQDN of Prime Central server

Port: 8443 (It should be 8443. Prime Central tomcat server is running on 8443 port)
Alias: Alias name used in Prime Central to generate certificate

Click on “Retrieve from Port” .

551 certificate and key management > Manage endpoint security confiqurations > TIPNods > Key stores and certificates >
HodaDafaultKeyStors > Sianer cartificates > Retrieve from port

Makes a test connection to & Secure Scckets Layer [(S5LU) port and retrieves the signer from the server during the handshake.
Ganaral Properties

* Hoat
|nbap|l1lp'hx.um.:wn

* Part
|Baaz

S5L configuration for sutbound connection
| HodetefauhtEsLSattings v |

* Alias

[tomecat x

[ Ratrigve signer information ]

Apply | [oK] [Reser | [ Cancel |

Click Apply and Save.

55L certificate and key management > > IlPNode > Key stores and certificates >
NodeDefaultKeyStors > Signer certificates > Retriave from port

Makes » best connection o b Secure Sockets Layver [S5L) port and retrieves the signer from the server during the handshake,
Ganeral Progertoes

* Haost
[gbaplnlwlrnr.d!cu.mn 4

* Port
[8423

551 configuration for outbound connection
| NodaDafaultSSLSattings | v

* Alias
[tomcat

| Retrigve sigres information |

Retrieved signer information
Serial number
[z1z1984259 1

Issuad to

CH=gbapanap-Inx.cisco.com, OU=NMTGE, O=Cisco, L=com, ST=unknown,
C= wnkmiown

Isswed by
CH=gbapanap-lre. cisco.com, OUsNMTG, O=Cisco, L=com, ST=unknown,
C= wikncwn

Fingarprint {SHA digest]
|9:=?‘2=1.D=IZ"S-2*:ES:E:'.-?F=24=3A=E-II'-EE:BF=E5=2A=63=23=D-‘|=DG=35 |

Walidity period
[pun 9, 2020 ]

ppply | [ox] [Reset| [Cancel |
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4.4 Generating Certificates for Fault Management

4.4.1 Creating a Request for the Certificate

1. Navigate to Settings > WebSphere Administrative Console > Launch WebSphere
administrative console.

2. Click Security > SSL certificate and key management > Manage endpoint Security
Configuration > Inbound > TIPNode(NodeDefaultSSLSettings).

3. Onthe "SSL certificate and key management" page, click Key stores and
certificates > NodeDefaultKeyStore > Personal certificate requests.

4. Click New and enter the required details as per your server to generate CSR for
Prime Central Fault Management.

[T T e . __________________________________________________________7

S8l cestilicate and hew mansasment > Massoe endecind securiiy conlisurations > TiPHols > Hex stores and certilicates >
MosimikeiauitKeyiitore = Porsonal onetificals regussts = Mese

Mansges parsonal cartificats regquests. which sre temporery place holders for cartificates that will bae signed by & certificates authority (CA)

Caneral Propesiiss

# Fila for cartificats reguast
rausr faultmamt/ tipy 2/ profiles/ TIPBrofile/ config/calla/ TIPCall nodes/ TIBMNcda/ ca-carkt-rag.p 12

Signature algorithm
[SHALwahREA wr |

------

5. In File for certificate request enter the path name for the file to hold the certificate
request. Use the following form:
tip_home_dir/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode/request_file
name.pl2

Replace request_file_name with a suitable name for the request.

For example:

ca-cert-request

Click Apply.

On the "SSL certificate and key management" page, click Back.

Set the check box for the entry containing the new key label and click Extract.
On the "Extract certificate request"” page enter the path of the file to hold the
certificate request that you can send to the CA. Use the following form:

e

Cisco Prime Central Managing Certificates
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tip_home_dir/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode/ca_request_f
ile_name.p12

Replace ca_request_file_name with a suitable name for the request.

For example:
cert-request-to-send-to-CA
10. Click Ok.

Results:
e The system creates the file containing the request to send to the CA.
e Send the certificate signing request to a certificate authority (CA).

4.5 Obtaining the certificate from the CA

Apply to your chosen Certification Authority (CA) for the certificate, typically using their
web site. When asked to supply the request use the complete contents of the certificate
request file. This is the file:

tip_home_dir/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode/<SSL file from CA>
Certification Authority can provide the signed certificate in .cer or .p7b format.

Example files list for .cer:
gbapanap-Inx.cisco.com.cer
test-root-ca-2048.cer
test-ssl-ca.cer

Example files list for .p7b:
gbapanap-Inx.cisco.com.p7b
root-ca-2048.p7b

If the signed certificate is in .p7b format, convert the .p7b file to .cer certificate format
using the below command:

#openssl pkcs7 -print_certs -in gbapanap-Inx.cisco.com.p7b -out gbapanap-
Inx.cisco.com.cer

Now, copy server certificate (gbapanap-Inx.cisco.com.cer) to a suitably named file, with a
filename extension of .p12 (gbapanap-Inx.cisco.com.p12), in:

tip_home_dir/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode

Cisco Prime Central Managing Certificates
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4.5.1 Receiving the Certificate

In the navigation pane of the Tivoli Integrated Portal, click Settings > WebSphere
Administrative Console, and click Launch WebSphere administrative console.
Click Security > SSL certificate and key management.

On the "SSL certificate and key management" page, click Manage endpoint
security configurations.

On the "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.
On the "TIPNode" page, click Key stores and certificates and on the page that
appears, click NodeDefaultKeyStore in the table at the center of the page.

On the "NodeDefaultKeyStore" page, click Personal certificates and on the page
that appears, click Receive a certificate from a certificate authority.

55 cortifcate ard key mansgement > E-Lugw,-,ud_q-,t-i_uq_-,-‘a- HodeDelaul KayHiors * Perscesl cortifcates I

M paraanel (T e

B Prefurances

Crasis * | Babos ||| Bacaies brsem 5 corvilans srbariny I Raplags. [ Impare Epare [y [T

Salmrt by Tnnued To Ennued By Barual Marmbar g atian
Voo cmn pdrmininbes the lpilowing resousrea:
I~ |E Ealanll

Toksd 2

In the displayed form, enter the path of the file that contains the certificate from
the CA then click Apply.

For example:
tip_home_dir/profiles/TIPProfile/config/cells/TIPCell/nodes/TIPNode/<SSL file
from CA>.p12

On the "SSL certificate and key management" page, click Save.
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£ Mevrager
Bs changes have baes made by sour lodal canfiguration. You tan
[® Sacs Srectsy 1o tha master cosfiguranon. |

® Hyixn (hanges befire saving o duiasling

(D5 Tha sarvar may nead 1o ba restarted for thane changes to take affect

35 cartficate and key meneaemant > Kev ateces and cartiticeton > o > e
Marazes senoral cemliiates

W Pefeenies

Srests © || Celme || Raceive bom s comiicsce suchenny.. || Sepiace. || Bascr. | Impen. || Gpen. | Sevsbe. || Sese- |
Salert e fseved Tn Tawund By Saral Mumher Crpretian
Tirw (an adrvivater (e fulewmag fesoiee
r e dalsall CH=eoct =2 03030143 nbade. locel V=@t m20I00 1 ke ~bmde loxad 1412067199337 149000 i from
OUTIFCall, OUTIMMde, O=iBi OU=Rost Cotibate, CuaTiiCel Sar 8, 2034
Caus OU=TIPNode, OwiBM, Cous 2 Oct &
033
P OV eachm203050 Lta. nbade lecel = esctm203030 1ts nbadc bocal 14128603427 14267000 =
OU=R ot Confuate, CVTIRC el OU=R st Canduste, CU=TINCal

SulsTiBNos

TS SlsTibsods. QulBie Canls

e oaongred = eactm2030001 ta. nbade bocel CN=iN Co TEST Medum Assurance 139221 7009599269421 3449434504601 BOGE42Y  Veld from
CU=Madim Asswanie Lovel TEFT 1eswing CA, CUwer TEST purpenes Ape 3, 2033
perposes, OUSSITL. OU=NTF Oy, D=kl Co Limed. CoAl 5o Mar 31
047

Totel 3

581 certificate and key management > Manage endpoint security configurations > TIPNode > Key stores and certificates >
HodeDefaultKeyStore = Personal certificates
Manages personal certibcates,
B Freferences
Creace = | [Deleca ] Raceive from » cenificnte authariny..,. || muplace... || Emener.. | Impom... || Export... || Revoke... | Ranew |
Select Alias Tssued To Issued By Serial Number Expiration
You can sdminister the following resources:
1 |ER ga-prch-po-lns-cp CH=gqa-srch-po- CN=TEST-55L-CA, 141222914752151524741612 | Valid from
— Inx, cisco.oom, C=IN O=Cizco Systems Jun 11,
2015 to Jun
11, 2017.
Total 1

Results:
e The new certificate appears in the list of certificates on the "Personal
certificates" page.

Note: If there is a problem with the new SSL certificate you will be unable to log on to the
TIP server.

4.6 Activating the SSL certificate

1. Onthe "Signer certificates" page, click Manage endpoint security configurations in
the series of links at the top of the page.

2. Onthe "Manage endpoint security configurations" page expand the Inbound
node,if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that
node.

3. Onthe "TIPNode" page choose the alias name of the certificate from the drop-
down list in Certificate alias in key store and click Apply.

4. Onthe "TIPNode" page, click Save.

Perform steps (1-4) for Outbound Node and click Save.
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4.7 Adding the signer certificate to the store

1. Onthe "Manage personal certificates" page, click TIPNode in the series of links at
the top of the page.

2. Onthe "TipNode" page, click Key stores and certificates and on the page that
appears click NodeDefaultTrustStore in the table at the center of the page.

3. Click Signer Certificates and on the page that appears click Retrieve from port.

S coriificate and ey man

SSL cortifbcate and key mansgement > Manage endpoint security configurations > TIPMNode > Key stores and certificates O] AT Nru S Lo
= shgner certiflcates

Manages shgnir cortificaban in kiy abores,

B Prelerances

Cirldabe | Exl.rl:tl Ratrieve from port | I

L= il
Galect Allas 2 Issued to o Fingarprink [SHA Digest) 2 Expiration 2
Wou can adminkster the Tollvwing resowrces:
ga-ach-po .3 Sner CHe=ga- arch- po- BES0:T2:81 BB SF B 2E S0 31184 R BB A2 CLIZ2 3807 7T Valkd from Jun 11, 3005
. clsco.com CelM b0 Jun 11, 2017,
Lomeak CH=ghapanap- DU T N0 00 2405 L TE 2 A 60; BEBF O 20:60; 20:00;08; 85 | vald from Jun 11, 2005
. clgc o, o, OU=NMTG, to Jun 9, 3030,
CrmCEiCD, Lo,
ST =isnkaecwin, Ceunkiow n
Total T

4. Complete the fields in the "Configuration" panel as follows:
Host : Hostname of the Prime Central Fault Management Server
Port: 16311
Alias: Alias name for this certificate.

5. Click “Retrieve Signer Information”.
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551 certificate and key management > Key stores and certificates > Node DefaultTrustStors > Signer certificates > Retrieve from port
Makes & test connedion o & Secure Sockets Layer (S SL) port and retrieves the signier fram the serser during the handshake.

Feneral Properties

[# Host
|:ﬂ|1-pn-lnx. cigco. com

[ Port
(16312

S5L configuration for outbound connadtion
| HodeDefaultssLsettings ||

[+ Alias
[F-signed-cen

Ratrieve signaer information

Retvieved signer information

Seral numbar

[121277387391813966 365342

Iszued to

l"-.”—:-\.a &=l il dd, o |

Issued by

|':r|=t:c‘|-3l_"llb'-'.:hi'_'.'J:'.:\'CD. c=Us |

Fingerprint (SHA digest)

[-13 Ci:8E: 2F: 581 C588:141 65 AFE 7161 0B C3 20 29 TEB S 54 10C |

Walidity pariod

I':'-:|.- 1&, 2017 |

Apply ] OK | Reset | Cancel |

6. On the “SSL certificate and key management” page, click Apply.
7. Click “Save”.

B Memage

Ll har Badn mbdd 10yl RE] CEANgrBEGN. Ve SRR
# Epoe dractly fo the meste: comfiguratian,

¥ Havigy thanges bafan saving o dodandeag
B Tha parver may el b Ba resterted hor Bhats changes 6o takos allad.

8. Delete the default-signer certificate; keep only the newly added certificate.
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4.8

551 certiffcate and hey management = Key stores and certificates > HodoDefault TrustStore = Signer certificates
Manages signar certificates in key stoses,
H Preferences
Extract | Ratriews fnom port
L=l w el
Select Allas 2 Issued to 2 Fingerprint [SHA Digest) 2 Explration
You can administer the following resources:
CH=ga-arch-pa- 73160279 ED: DB O0:90: 15:03: 23:01: 32:52: A SBED:F9:69:72:14 | vald from Jun 9, 2015 to
roc.cisco. commy Ol =Root Jun 5, 3030,
Cantificate, GU=TIFCeN,
QU=TIPHoda, O=18M,
Tl
ga-gich-po ca sigher Cl=ga-asch- pa- D B 23 Bl G - B 2 S 1 B B B Bk 421 23 DA DI TT | Vald fram Jun 11, 2015
brx.cico, com, CalN ta Jum 11, 20017,
Lomcat CHsgbapanap- D172 10008 24:65: 80 FF: D BA 60 EE: BF 1 C6 2A:68: PR 0A (85 B5 | Vald from Jum 11, 201%
roc.clisco. comy OU=HMTG, ko Jun 9, 2030.
d=Clco, L=tom,
ST sunkmdwn, Counknown
Total 3

Results:
The certificate appears in the list of certificates on the "Signer certificates" page.

Restarting the Fault Management

Stop the Fault manager TIP Server
e Login as primeusr
e Navigate to ~/faultmgmt/tipv2/profiles/TIPProfile/bin
e ./stopServer.sh serverl
e When prompt to add the trust singer type “Y “
e When prompt the username and password enter primefm and its password.
e Wait until the server stops

Sample Output

[root@anuraga-Inx TIPNode]# su — primeusr

primeusr@anuraga-Inx [~]# cd ~/faultmgmt/tipv2/profiles/TIPProfile/bin

primeusr@anuraga-Inx [~/faultmgmt/tipv2/profiles/TIPProfile/bin]# ./stopServer.sh

serverl

ADMUO0116l: Tool information is being logged in file
/opt/primeusr/faultmgmt/tipv2/profiles/TIPProfile/logs/serverl/stopServer.log

ADMUO0128I: Starting tool with the TIPProfile profile

ADMU3100I: Reading configuration for server: serverl

*** SSL SIGNER EXCHANGE PROMPT ***
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SSL signer from target host 10.131.17.26 is not found in trust store
Jopt/primeusr/faultmgmt/tipv2/profiles/TIPProfile/etc/trust.p12.

Here is the signer information (verify the digest value matches what is displayed at the
server):

Subject DN: CN=anuraga-Inx.cisco.com, OU=Medium Assurance Level, OU=NCN Production
PrimeFM, OU=0perations, OU=Network and Service Operations, O=NBN Co Limited

Issuer DN: CN=NBN Co Medium Assurance Issuing CA, O=NBN Co Limited, C=AU

Serial number: 76836815926645099439777448740625650123

Expires: Sun Apr 09 23:59:59 UTC 2017

SHA-1 Digest: 95:14:7F:8C:0B:25:41:D2:11:1A:59:73:29:B9:9B:5B:F8:85:18:EB

MDS5 Digest: 67:E3:9A:7E:7B:9F:39:F2:EC:EC:25:35:0C:8F:FE:32

Add signer to the trust store now? (y/n)y

A retry of the request may need to occur if the socket times out while waiting for a prompt
response. If the retry is required, note that the prompt will not be redisplayed if (y) is
entered, which indicates the signer has already been added to the trust store.

Realm/Cell Name: <default>

Username: primefm

Password: xxxxxx

ADMU32011: Server stop request issued. Waiting for stop status.

ADMUA4000I: Server serverl stop completed.

Stop the Fault manager
e lLogin as primeusr
e fmctl stop

Start the Fault manager
e Login as primeusr
e fmctl start

4.9 Delete the old Personal Certificate

1. Login to WebSphere console as primefm.

2. Inthe navigation pane of the Tivoli Integrated Portal, click Settings > WebSphere
Administrative Console, and click Launch WebSphere administrative console.

3. Click Security > SSL certificate and key management.

4. On the "SSL certificate and key management" page, click Manage endpoint security
configurations.

5. On the "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.
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On the "TIPNode" page, click Key stores and certificates and on the page that
appears, click NodeDefaultKeyStore in the table at the center of the page.

On the "NodeDefaultKeyStore" page, click Personal certificates and on the page that
appears.

Delete the old certificate, keep only the newly import certificate.

_

534 cartificate and hey > Kay stores snd cartificates > (TR > i cortifuc
Manager persona) cartificates
B Melerenien
Crante * | Oulete || Recae by o comoate svthansy || Sepiace | Bancr | tmpsn || Bxpsn || Revibe | Bese |
b | ) - e et |
Salect - Aise Tusced To Tasued By Sarial umber Lxpiration
- = aladt e apefmI0000 i te.nbade local. e apctm20I000 3 . nbnde.local, S412967 189337169000 Vatd from
OUSTIOCHE, OUSTISNode. OniBM,  OUsRoot Certificate, OU=TIOCHR Oct 8, 2014
Cous CUsTIMode, O=lOM, Cois 0 Oa 8,
2038,
° CNeepcfm03000 T ts Abade Jocal Clie 0 pcfm 203000 1ta. Abade Socal. 141306054627 14T47000 Veid from
OUsRoot Conicate, OUSTIRCHL CUsRoot Catificate, OUTIOCL, Oat 8, 2014
OUsTINode, O=18M, Coul Cu=TiMNode, O=10M, CoUs to Oct 4
200
r o aksnaned e epefmI0I000 L te. nbade bocal CNwHBN Co TEST Medum Asserance  129221708939026042 L 5440454004601 0068429 Vaid from
OUsMadum Asewrance Level TEST Leswing CA, OUsfor TEST purpcses Apr 1, 2013
purposes. CUSSITY, OUNTF ONLY, O=hBN Co Umaed, Coy 9 Mar 31,
2017
Toral 3
B Msnsgs

b " baan made to your sl cealigerstion, Yo can|
[P I e———
¥ Ravigw thangai bafom faving o dadandiag
& Tha s My feid 05 5 redtated for thads chandes 0o Cae ifem.

B5L vedilicale ard key masegsment > Kay sleces and certifiates > HodDulaaEay e > Personsl tedilfates
Hahiged perianil catilated.
] Prafsrano

| Cemaen ® || Dalits || Rabotves bom i combints ietbirty.- || Ripliti. || Bmsen. || Impin. || B || Riveba. || Basiw
Sefect Adan Tnnumd To lnaad By Sanal Number Expiration
Vi LA BAMELIRTST tha Folioning rEBoUIERl
r | nbnaigred Chimapcim2 00001 tu. nbadc local, CH=MBA Co TEST Medum | 1792217005599 26H 2 1 -4454 34 904601 0068429 | Vil from
CHymitminem Aisw soan Laval TERY Aaduraade [eiuenyg CA, hpe 1. 29i3
pwponsn. OU=SITLE. OU=NTF OUmFor TIST purpcass to e 110
SHLY, CeABN Cp Limaed, 20T,

=L
Total 1

551 gertificate and key management > Manage endpoint security configurations > TIPNode > Key stores and certificates >
HodeDefaultkeyStore > Personal certificates

Manages parsonal certificates,

B Preferences
Crance = | [Dafuce ] Raceive from a cenificate authorizy. . |[ Replace... || Excracr.. || impors... || Export... || Ravoke.. || Ranew |
Select Alias Issued To Issued By Serial Number Expiration
| Yeu can administer the follawing ressurces: |
H ga-arch=po-lnx=cy Ch=qa-srch-po- CN=TEST-55L-CA, 141222914752151524741612 | Valid from
— Inx.cisco.com, CeIN O=Cisco Systems Jun 11,
2015 ko Jun
| | 11, 2017
Tetal 1
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5 Rollback Procedure for Prime Central Fault Management

9. Inthe navigation pane of the Tivoli Integrated Portal, click Settings > WebSphere
Administrative Console, and click Launch WebSphere administrative console.

10. Click Security > SSL certificate and key management.

11. On the "SSL certificate and key management" page, click Manage endpoint security
configurations.

12. On the "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.

13. On the "TIPNode" page, click Key stores and certificates and on the page that
appears, click NodeDefaultKeyStore in the table at the center of the page.

14. On the "NodeDefaultKeyStore" page, click Personal certificates and on the page that
appears.

15. Click Import button.

SSL certificote and key monogemeot 7 -

BEL Lertﬂu.ulu unﬂ k-u\- Management > Manage andpiEnt secunty configerations > TIPNGile > EEy stores and cerilicatas > NodaDalaulEayiteeg >
= import certificated from a kay fille or kay $tar

EMpoets & COrtificate, MCiuckng the prvate key, from a3 key S1one file or from an essshing key §Lom

Gengral Properiss

Managed key stone

@ Ky crors fils
& Kay Bl name
feptipnrmetarir il auEmgrenbatuns
Type
FECS12 - I
& Koy Ble password
------ Gt Eay File Shases
Carishicaie ahas 1o mmport
defauk | ™

Imported certificate sias

Fasswoard shall be the same as provided
during exporting of a new certificate

APl o Basat Cancal

16. Select the key store file option and provide the key file password.
17. Press the “Get Key File Aliases” and select the “default” value from the drop down.
18. Click Ok.

5.1 Adding the signer certificate to the store

1. Onthe "Manage personal certificates" page, click TIPNode in the series of links at
the top of the page.

2. Onthe "TipNode" page, click Key stores and certificates and on the page that
appears click NodeDefaultTrustStore in the table at the center of the page.

3. Click Signer Certificates and on the page that appears click Add.
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B8 vt i el Bty T T

ESL certiicole ond oy manggemnent > Manage endeeint security confiourations = TIPMode = Koy stores ond cortificotos
= Shgner certificates

Manages slgner cartificates in key stores.

B prelaronces

_Delate Extract _I I Ratrieve from part I

& O
* -
Select Allas 2 Issued to O Fingarprink (SHA Digest) o Expiration
Wou can administer the following resources:
Qa-drch-po C3F shner CH=ga- arch- po- B G F2: 81 B8 OF 184 2E 5631184 B B0 B A2 CHr 2380977 Valkd from Jun 11, 2015
Inw. clesco.com C=1M Bo Jun §1, 2017,
Eomcat CH=ghapanap- S FE N0 00 2405 W TF 24 A 60; BE:BF; O 2A-60; 28: 04, 06: 85 valid from Jun 15, 2005
Nz clRce, oy, GUSMNMT G, o Jun @, 3030,
OelECh, et oim,
ST wusnkaonwn, Ceunknawn
Total 2

4. Complete the fields in the "Configuration" panel as follows:

5.

Alias
Enter an alias name for the certificate that is unique among the signer certificates
in the key store.

File Name
Enter the path of the file where you stored the certificate while taking backup.

For example:
<Prime_HOME>/faultmgmt/default_signer.p12

SFL cortificaty amd koy managaunant = HMansge andpoiol sacurfly configaerstions = TIEbeds = Hay steoss and cortificates = Moda D fooslE TrastStoo
= EhgEer corticates > Add sbpees cortilicats
eilBs & shphar CcaMiicate Lo & ey Slore,

Hoam it P b 10 s i e

. Aksg
[gs-arch- po-inx- signar ]

* File nare
[ropts primmcant ralf sult mgrmifga - arche po- Inopi 2 1

Eala by ps
[Eaneta sncodad ASCH data —]]

Apphy | [OK| | Resst | | Cancal

Click Apply.

6. On the "SSL certificate and key management" page, click Save.

5.2 Activating the SSL certificate

1.

On the "Signer certificates" page, click Manage endpoint security configurations in
the series of links at the top of the page.

On the "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.
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3. Onthe "TIPNode" page choose the “default”alias name of the certificate from the
drop-down list in Certificate alias in key store and click Apply.

4. Onthe "TIPNode" page, click Save.

Perform steps (1-4) for Outbound node and click Save.

6. Restart the Prime Central FM. Follow steps as mentioned in Section “Restarting the
Fault Management”.

hd

6 Procedure to change KeyStore default Password (Fault
Management)

6.1 Change the default password for NodeDefaultKeyStore

1. Click Security > SSL certificate and key management.

2. Onthe "SSL certificate and key management" page, click Manage endpoint
security configurations.

3. Onthe "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.

4. Onthe "TipNode" page, click Key stores and certificates and on the page that
appears select NodeDefaultKeyStore in the table at the center of the page and
click on Change Password button.

5L certificate and key management 7" _ _|

551 certificate and key mansgenment > Manage endpaint security configurations > TIPNGde > Key stores and cerificates
Defines keystore bypes, including cryptography, RACF{R], CMS, Java[TH), and all truststore types.

Kaystore usages .
S5 keystords b

B Preferences

Mew __ Delete | Change password... || Exchange signers...

=L wll e
Select Namae 2 Diapeription 2 Path 2
¥ou can administer the following resources:
W | HodeCslaultKeyStore Celault key stone for TIPHode S{CONFIG_ROOT ) cells/ TIPCell nades TIPNedeKay.pl 2
HodeDelault TrsstStore Dofault trust stors for TIFNode S{COMFIG_ROOT} colls/TIRCellf nodes/ TIPNode tmust.p1 2
Total 2

5. Provide the New Password and Confirm Password and click Ok.
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550 certificate and key mansgeport ————— 7|

S50 certificate and key management > Manage endpeint security configurations > TIPHode > Key stores and certificates > Change password
Change the pasewond for the key stone.

Ganaral Progertians

Hame
NodeDefaultKeyStore

* Change password

CLLL LR

* Confirm password
!!!!II'I'I'I'A

apply | | 0K | | Reset | | Cancel |

6.2 Change the default password for NodeDefaultTrustStore

1. Click Security > SSL certificate and key management.

2. Onthe "SSL certificate and key management" page, click Manage endpoint
security configurations.

3. Onthe "Manage endpoint security configurations" page expand the Inbound node,
if necessary, then click on TIPNode(NodeDefaultSSLSettings) under that node.

4. Onthe "TipNode" page, click Key stores and certificates and on the page that
appears select NodeDefaultTrustStore in the table at the center of the page and
click on Change Password button.

S5 certificate and key management r =

S5 certificate and key mansgement > Manage endpoint security configuraticns > TIPMede > Key stores and certificates.
Defines keystore types, including cryptography, RACR(R), CMS, Javal(TH], and all truststore types.

Kaystore usages
[551 kaysoees >

B Preferences
e | s Gt s |
B0
Select Hame 3 Description 3 Fath 3
¥isu a0 ddminister the Mkﬂ'ﬂl\ﬂ Lol o
HodeDelaultayStore Diefault key store for TIPHode S{CONFIG_ROOT) cells/TIFCel/ nodes /TIPNode ey pl 2
W | HodelelaultTrastStons Dafault trust store for TIPNode S{CONFIG_ROOT )/ oals/TIPCell/nodas TIPNedatrust.pl2
Teal 2

5. Provide the New Password and Confirm Password and click on Ok.
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551 certificate and key monagement > Manage endpoint security configurations > TIPNode > Key stores and certificales > Change passwond

Changs the password for the key store,

Gafieral Propeitiss

Hame
HodnDalaultTrstSteds

* Change password

* Confirm paiswand

_u.u.u.l.l.l-l{

Appty | oK | | Reset | | cancel |

7 Troubleshooting

7.1 Prime Provisioning cross launch fails after applying Prime Central
certificate

Description: If CA signed certificates are applied on Prime Central after integration with
Prime Provisioning is done, then Prime Provisioning is not able to cross launch from Prime
Central megamemu.

Solution: Ensure that new certificate shall be named as prime.cer and after applying the
certificates on Prime Central, Prime Provisioning shall be re-integrated to Prime Central, as
it pulls the prime.cer file during integration.
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