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Preface

Obtaining Documentation

Cisco.com

Cisco documentation and additional liten&tare available on Cisco.com. Cisco
also provides several ways to obté@chnical assistance and other technical
resources. These sections explain how to obtain technical information from Cisco
Systems.

You can access the most currens€i documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:
http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

Cisco documentation and additional taéure are available in the Product
Documentation DVD package, which may have shipped with your product. The
Product Documentation DVD is updateduéarly and may be more current than
printed documentation.

[ oL-11353-01
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[ | Documentation Feedback

The Product Documentation DVD is a comprehensive library of technical product
documentation on portable media. TD¥D enables you to access multiple
versions of hardware and software installation, configuration, and command
guides for Cisco products and to view technical documentation in HTML. With
the DVD, you have access to the sameuhoentation that is found on the Cisco
website without being connected to the Internet. Certain products also have .pdf
versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription.
Registered Cisco.com users (Cisco direct customers) can order a Product
Documentation DVD (product numer “DOC-DOCDVD=") from Cisco

Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco
documentation at the Product DocumeiotatStore in the Cisco Marketplace at
this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m.
to 5:00 p.m. (0800 to 1700) PDT by calling 1 866 463-3487 in the United States
and Canada, or elsewhere by calling 011 408 519-5055. You can also order
documentation by e-mail &&ch-doc-store-mkpl@xternal.cisco.coror by fax at

1408 519-5001 in the United States and Canada, or elsewhere at 011 408
519-5001.

Documentation Feedback

You can rate and provide feedbaaikout Cisco technical documents by
completing the online feedbadtarm that appears witthe technical documents
on Cisco.com.

You can send comments about Cisceawuoentation to bug-doc@cisco.com.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Cisco Product Security Overview W

You can submit comments by using the response card (if present) behind the front
cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online SecuritylNerability Policy portal at this URL.:

http://www.cisco.com/en/US/products/products_security_vulnerability policy.ht
ml

From this site, you can perform these tasks:

» Report security vulnerabilities in Cisco products.

« Obtain assistance with security incidents that involve Cisco products.
« Register to receive sectyiinformation from Cisco.

A current list of security adsories and notices for Cisco products is available at
this URL:

http://www.cisco.com/go/psirt

If you prefer to see advisories and notiessthey are updated in real time, you
can access a Product Security Incidergfomse Team Really Simple Syndication
(PSIRT RSS) feed from this URL.:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html
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Installation Guide for Cisco Configuration Assurance Solution-SP g


http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt
http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Preface |

[ | Obtaining Technical Assistance

Reporting Security Problems in Cisco Products

Cisco is committed to delivering secur@gucts. We test our products internally
before we release them, and we strivedorect all vulnerabilities quickly. If you
think that you might have identified a vulnerability in a Cisco product, contact
PSIRT:

+ Emergencies-security-alert@cisco.com

An emergency is either a conditionwhich a system is under active attack
or a condition for which a severe and urgent security vulnerability should be
reported. All other conditions are considered non emergencies.

« Non emergencies-psirt@cisco.com
In an emergency, you can also reach PSIRT by telephone:
« 1877 228-7302

» 1408 525-6532

Tip We encourage you to use Pretty Good Privacy (PGP) or a compatible product to
encrypt any sensitive information that ysend to Cisco. PSIRT can work from
encrypted information that is compatible with PGP versiorgttough 8x.

Never use a revoked or an expired encryption key. The correct public key to use
in your correspondence with PSIRT is the one linked in the Contact Summary
section of the Security Vulnerability Policy page at this URL:

http://www.cisco.com/en/US/products/products_security vulnerability policy.ht
ml

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical
assistance. The Cisco Technical Support & Documentation website on Cisco.com
features extensive online support resources. In addition, if you have a valid Cisco
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Obtaining Technical Assistance

service contract, Ciscoethnical Assistance Cent€fAC) engineers provide
telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online
documents and tools for troubleshooting and resolving technical issues with Cisco
products and technologies. The websitavailable 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Tedtal Support & Documentation website
requires a Cisco.com user ID and password. If you have a valid service contract
but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial
number before submittingwaeb or phone request forrs&ce. You can access the
CPI tool from the Cisco Technical Support & Documentation website by clicking
theTools & Resourcedink under Documentation & Tool€hooseCisco
Product Identification Tool from the Alphabetical Index drop-down list, or click
the Cisco Product Identification Tool link under Alerts & RMAs. The CPI tool
offers three search options: by productdbDmodel name; by tree view; or for
certain products, by copying and pastaigpw command output. Search results
show an illustration of your product with the serial number label location
highlighted. Locate the serial numHabel on your product and record the
information before placing a service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4
service requests. (S3 and S4 service requests are those in which your network is
minimally impaired or for which you require product information.) After you
describe your situation, the TAC Se&r® Request Tool provides recommended

[ oL-11353-01
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solutions. If your issue is not resolved using the recommended resources, your
service request is assignexa Cisco engineer. The TAService Request Tool is
located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if ydnot have Internet access, contact the
Cisco TAC by telephone. (S1 or S2 service requests are those in which your
production network is down or severalggraded.) Cisco engineers are assigned
immediately to S1 and S2 service requests to help keep your business operations
running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:
http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests r@gorted in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your
business operations. You and Cisco will commit all necessary resources around
the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your businegseration are negatively affected by
inadequate performance of Cisco proudrou and Cisco will commit full-time
resources during normal busindssurs to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most
business operations remain functiangu and Cisco will commit resources
during normal business hours to k@&t service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on your
business operations.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Obtaining Additional Publications and

Information

Information about Cisco products, technologies, and network solutions is
available from various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides,
documentation, and logo merchandigisit Cisco Marketplace, the company
store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Presgublishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Pressetitind other information, go to Cisco
Press at this URL:

http://www.ciscopress.com

Packetmagazine is the Cisco Systenechnical user magazine for

maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of the latest industry trends, technology breakthroughs, and
Cisco products and solutions, wsll as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iQ Magazineis the quarterly publication from Cisco Systems designed to
help growing companies learn howethcan use technology to increase
revenue, streamline their business, and expand services. The publication
identifies the challenges facing thesempanies and the technologies to help
solve them, using real-world case studies and business strategies to help
readers make sound technology invesit decisions. You can access iQ
Magazine at this URL.:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/
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Internet Protocol Journais a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support
services, can be obtained at this URL:

http://www.cisco.com/en/US/products/index.html

Networking Professionals Connection is an interactive website for
networking professionals to share questions, suggestions, and information
about networking products and technologies with Cisco experts and other
networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

World-class networking training is available from Cisco. You can view
current offerings at this URL.:

http://www.cisco.com/en/US/learning/index.html
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CHAPTER 1

Planning Your Installation

Cisco Configuration Assurance Solution—SP is a combination of integrated
software programs:

» Cisco Audit and Analysis—SP—Performs sysiatic configuration audits of
enterprise-class and service-providersslaetworks, analyzing an up-to-date
model of the production network to diagnose device misconfigurations,
policy violations, inefficiencies, and security gaps. Hundreds of standard
checks incorporate tustry best practices. Users are notified about critical
issues and comprehensive results ataiphed to an integrated web-based
report server.

« Cisco Report Server—Provides a welbsbd central repository for reports
produced by the Cisco Audit and Analysis—SP engine.

« Cisco Virtual Network Data Server—Enakléhe creation of a high-fidelity
network model based on configuration, topology, and traffic information.

The Cisco Configuration Assurance Solution—SP package contains multiple
installation CDs for the software, models, documentation, and other components
of this solution.

Installation Workflows

There are several possible workflows iiestalling Cisco CAS—SP, depending on
your situation:

- First-Time Installation, page 1-2use this workflow to install
Cisco CAS-SP for the first time.

[ oL-11353-01
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« Update Installation (Windows Only), page +-8se this workflow to update
a previous version of Cisco CAS—SP to the current version.

First-Time Installation

You should perform a first-time installation only if no prior version of
Cisco CAS-SP is installed.

Note  Cisco recommends that you do steps in the order listed ifable 1-1

Table 1-1 First-Time Installation: Workflow

Description Reference

Step 1 Register your Cisco Solution Registering Your Cisco Solution Product, page 1-5
product

Step 2 Determine the host computers |Determining Installation Options, page 1-6

Step 3 Determine the licensing options |Product Licensing, page 1-7

Step 4 Verify system requirements Cisco Audit and Analysis—SFBystem Requirements,
page 2-2

Cisco Virtual Network Data Server: System
Requirements, page 3-1

Cisco Report Server: System Requirements, page 2-3

Step5 Install Windows:
Cisco Audit and Analysis—SP  Installing Cisco Audit and Analysis—SP (Windows),
page 4-1
Linux:

« Installing Cisco Audit and Analysis—SP (Linux),
page 4-3

« Setting Up Cisco Audit and Analysis—SP to Run
Automation Tasks (Linux), page 4-5

Installation Guide for Cisco Configuration Assurance Solution-SP
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Step 6

Step 7

Step 8

Step 9

Step 10

Installation Workflows

Table 1-1 First-Time Installdion: Workflow (continued)

Description

Reference

Install Cisco VNDS

Installing Cisco Virtual Network Data Server (Windows),
page 5-1

Installing Cisco Virtual Network Data Server (Linux),
page 6-1

Install Cisco Report Server

Installing Cisco Report Server (Windows), page 7-1
Installing Cisco Report Server (Linux), page 7-4

Add licenses for:
» Cisco Audit and Analysis—SH
« Cisco VNDS

« Additional product modules
(if any)!

Adding a License, page 9-3

Configure node pack licenses (if
any)

Configuring Node Pack Licenses and Notifications,
page 9-5

Update the Product Options list fq
additional product modules (if

any)

Adding a Module to the Product Options List, page 9-6

1. Ifyou have licenses for any additional product moduyles,must add these licenses and add the modules to your

Product Modules list.

Update Installation (Windows Only)

You should perform

an update installation if you already have a previous version

of Cisco CAS-SP installed.
Release 2.0 is backward-compatible wetrlier releases. Most data from your

existing installation

can be migrated transparently to release 2.0, including:

« Network models

« Automation tasks

Cisco Report Server reports can be migrated by using a single menu operation.

[ oL-11353-01
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Warning When updating from an earlier Cisco Virtual Network Data Server release,
you must configure the Oracle database by running the setup_accounts
script (@setup_accounts.sql ). This means that you must re-create the
network database. Network models created by previous releases cannot be
retained by this release.

Note  Cisco recommends that you perform the steps in the order listebla 1-2

Table 1-2 Update Installation: Workflow

Description

Reference

Step 1 Verify system requirements

Cisco Audit and Analysis—SP: System Requirements,
page 2-2

Cisco Virtual Network Data Server: System
Requirements, page 3-1

Cisco Report Server: System Requirements, page 2-3

Step 2 Install current release of
Cisco Audit and Analysis—SP

Windows:

» Installing Cisco Audit and Analysis—SP (Windows),
page 4-1

Linux:

« Installing Cisco Audit and Analysis—SP (Linux),
page 4-3

« Setting Up Cisco Audit and Analysis—SP to Run
Automation Tasks (Linux), page 4-5

Step 3 Install current release of
Cisco VNDS

Installing Cisco Virtual Network Data Server (Windows),
page 5-1

Installing Cisco Virtual Nework Data Server (Linux),
page 6-1

Step 4 Install current release of
Cisco Report Server

Installing Cisco Report Server (Windows), page 7-1

Installing Cisco Report Server (Linux), page 7-4

Step5 Refresh licenses

Upgrading a License, page 9-4
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Registering Your Cisco Solution Product Il

Table 1-2 Update InstallationWorkflow (continued)

‘ Description Reference

Step 6 Configure node pack licenses (if Configuring Node Pack kcienses and Notifications,
any) page 9-5

Step 7 (Optional) Migrate existing Migrating Data from a Previous Installation, page 7-5
Cisco Report Server reports

Step 8 (optional) Remove previous Uninstalling Cisco Audit and Analysis—SP (Windows),
release of page 10-1
Cisco Audit and Analysis—SP  |Uninstalling Cisco Audit and Analysis—SP (Linux),

page 10-6

Step 9 (optional) Remove previous Uninstalling Cisco VNDS (Windows), page 11-3
release of Cisco VNDS Uninstalling Cisco VNDS (Linux), page 11-8

Sep 10 (optional) Remove previous Uninstalling Cisco Report Server (Windows), page 12-1

release of Cisco Report Server

Registering Your Cisco Solution Product

Before you can install Cisco CAS—SP, youst register your product with Cisco
Systems, Inc. After you register your product, Cisco will send you a username,
password, and group ID number. You will need this information when you install
your product licenses (as described in‘theéding a License” section on

page 9-3)

Note By accessing or using thes€io Systems, Inc. productsthiis package, you agree
that your use of such products is governed by the terms and conditions of the
Cisco Systems, Inc. Software License and any applicable supplemental license
agreement.

To review the terms of the Software License before accessing or using the
products, you can find a copy of the Cisco Software License in the Cisco
Information Packet that accompanies the products below or online at:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/cetrans.htm

Installation Guide for Cisco Configuration Assurance Solution-SP
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Registration

To obtain the license actitian credentials, log on tone of the websites listed
below and follow the registration instructions. The Product Authorization Key
(PAK) attached to your Software Licen€éaim Certificate is required for the
registration process. After registerirrg@tain your Claim Certificate for future
reference.

Information

Use this URL if you are a registered user of Cisco.com:
http://www.cisco.com/go/license

Use this URL if you are not a registered user of Cisco.com:
http://www.cisco.com/go/license/public

You should receive the activation ceedials and additical installation
instructions through e-mail within one hour of registration. If you experience
problems with the registration websites or if you have additional questions,
contact the Cisco Licensing pl@rtment through e-mail éitensing@cisco.com

or open a service request over the telephone by using one of these numbers:

» Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
« EMEA: +32 2 704 55 55
« USA: 1800 553-2447
You can find a complete list of Cisco TAC contacts at this URL:

http://www.cisco.com/techsupport/contacts

Determining Installation Options

Cisco CAS—SPincludes three component programs:
« Cisco Audit and Analysis—SP (including the Service Provider (SP) module)
« Cisco Report Server
« Cisco Virtual Network Data Server

Installation Guide for Cisco Configuration Assurance Solution-SP
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Product Licensing W

Before installing the component prograrselect the computers where you want
to install these programs. Each computerst meet the system requirements for
the program of interest, as described in $lystem Requirements for

Cisco Audit and Analysis—SPhapter.

Product Licensing

Both Cisco Audit and Analysis—SP and Cisco Virtual Network Data Server
require a corresponding license to bstailed and available. On startup, the
program contactslaicense Serveand requests a license. The License Server is a
daemon/process that runs on the host¢ngha license is installed; it handles
license requests from component programs.

Selecting the License Type

When you install a component program, the installer asks you to specify the
licensing mode. The options are:

» Floating/Local (‘Floating: serve licenses from this compujerIf you select

this option, the program will request a license from a License Server running

on the local computer.

» Floating/Remote (Floating: access licenses from remote sefyeilf you
select this option, the program willqeest a license from a License Server
running on a remote computer. (The installer also prompts you for the
hostname of the remote server.)

Floating mode enables multiple users to share a license. The following
section describes Floatimgode in more detail.

- Standalone—If you select this option, the installed license is restricted to the

local computer and the program can be run on that computer only. (In
essence, the program acts as its owgehse Server.) Select this option only
if you want to restrict the use of Cisco Audit and Analysis—SP to one
computer.

Note  Cisco Virtual Network Data Server does not support Standalone
licensing.

[ oL-11353-01

Installation Guide for Cisco Configuration Assurance Solution-SP g



Chapter 1 Planning Your Installation |

WM Product Licensing

Floating Mode

Note

Floating mode enables users to use the demese on different hosts. On startup,
the program communicatestwithe License Server automatically and “checks
out” a license. When the program closiéseturns the license to the License
Server. Then the license is available émother user to start the program and
check out the license. In Floating modes tltense is not “node-locked,” but can
“float” to different computers.

Multiple users cannot share the sanoetise concurrently. Multiple concurrent
sessions require an equivalent number of program licenses.

Although the License Serxg) for Cisco Virtual Network Data Server must use
Floating mode, these licenses are notsti@mong multiple users. Each program
runs automatically and “consumes” its license continually. System administrators
do not need a license to log in to and operate these programs.

Note the following requirements:

« You must add the corresponding license as described iAtiténg a
License” section on page 9-Bstalling a program and specifying the
licensing options does not install the license itself.

« If you specify Floating (remote) lieesing for a program, the specified
License Server must be accessible @iaCP/IP network) to that program.

» You must use Floating mode for Cisco Audit and Analysis—SP if
Cisco Virtual Network Data Server is also running on the same host. (Note,
however, that Cisco does not recommend running these programs on the same
host.)

Node Pack Licensing

Cisco Audit and Analysis—SP usesiade pack licensingystem that determines
the size of the network you can created analyze. The number of nodes in a
network determines the node pack licenses required to perform an analysis.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Product Licensing W

You can purchase two different types of licenses for the
Cisco Configuration Assurance Solution—SP product:

» Cisco CAS-SP 2.0 (50 nodes without Cisco VNDS)
» Cisco CAS-SP 2.0 (100 nodes with Cisco VNDS)

If your network has more nodes than aredfied in the product license, you must
purchase additional node pack licend¢sde pack licenses are available with

different values (300, 500, 1000, and so on). You must register any additionzll
node pack licenses before you can create network models and run analyses.

You can combine multiple licenses to satisfy your requirements. For example, any
of the following license combinations will enable you to analyze a 1000-node:
network:

« One 1000-node pack license
« Two 500-node pack licenses

» One 500-node pack license and two 300-node pack licenses

Node pack licenses are available for Cisco CAS—-SP 2.0 (100 nodes with
Cisco VNDS) only. If you have Cisco CAS—SP 2.0 (50 nodes without

Cisco VNDS) and want to model networks with more than 50 nodes, you must
upgrade to Cisco CAS—SP 2.0 (100 nodes with Cisco VNDS).
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Installation Guide for Cisco Configuration Assurance Solution-SP g



Chapter 1 Planning Your Installation |

WM Product Licensing

Licensing Scenarios: Examples

This section shows some examples ofvhymu can install andonfigure licenses
in your network.

In Table 1-3 all licenses are instald on one host (VNDS_client), which acts as
the only License Server in the network. The local Cisco VNDS program uses
Floating/Local mode, while the remoteograms use Floating/Remote mode. This
type of setup is recommended; because there is only one License Server, it is
easier to manage your licenses and configure programs.

Table 1-3 Licensing Example 1
LICENSING OPTION
SETTINGS FOR
INSTALLED
LOCAL HOST CONFIGURATION PROGRAM
Licenses Installed on License License
Installed Program Host Name Host Server Mode
Cisco Audit and Analysis—SP  AA_client_1 — VNDS_client Floating /
Remote
Cisco Audit and Analysis—SP AA_client_2 — VNDS_client Floating /
Remote
Cisco VNDS VNDS_client|Cisco VNDS (local hos} |Floating /
(License Cisco Audit and Analysis Local
Server) -SP

Installation Guide for Cisco Configuration Assurance Solution-SP
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Product Licensing W

In Table 1-4 the Cisco Audit and Analysis—SP program is installed on
AA_client_1 and two other hosts. Each installation requests a license from
AA_client_1. (Keep in mind that if onlgne license is installed on the host, only
one Cisco Audit and Analysis—SP sess@am run at a time.) The two other
programs are installed on separate soghich also act as License Servers.

Table 1-4

Licensing Example 2

LICENSING OPTION
SETTINGS FOR

INSTALLED
LOCAL HOST CONFIGURATION PROGRAM
License License
Installed Program Host Name Licenses Installed on Host |Server Mode
Cisco Audit and Analysis— AA_client_1 Cisco Audit and Analysis—|(local hos) |Floating/
SP (License Server)SP Local
Cisco Audit and Analysis— AA_client_2 — AA_client Floating /
SP Remote
Cisco Audit and Analysis—AA_client_3 — AA_client Floating /
SP Remote
Cisco VNDS VNDS_client |Cisco VNDS (ocal hos) |Floating/
(License Server Local
Installation Guide for Cisco Configuration Assurance Solution-SP
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In Table 1-5 the programs are installed on segia hosts with their respective
licenses. Cisco Audit and AnalysiSP uses Standalone mode, while
Cisco VNDS request licenses from local License Servers.

Table 1-5 Licensing Example 3
LICENSING OPTION
SETTINGS FOR
INSTALLED
LOCAL HOST CONFIGURATION PROGRAM
License License
Installed Program Host Name Licenses Installed on Host |Server Mode
Cisco Audit and Analysis—|AA_client_1 Cisco Audit and Analysis— (local Standalone
SP SP hos)
Cisco VNDS VNDS _client |Cisco VNDS (ocal Floating /
(License Server hos) Local

In Table 1-6 each program has its license installed on the same computer and uses
Floating/Local mode.

Table 1-6 Licensing Example 4
LICENSING OPTION
SETTINGS FOR
INSTALLED
LOCAL HOST CONFIGURATION PROGRAM
License License
Installed Program Host Name Licenses Installed on Host |Server Mode
Cisco Audit and Analysis—|CAS_client Cisco Audit and Analysis— |(local hos} |Floating
SP (License Server)SP / Local
(local hos} |Floating
Cisco VNDS Cisco VNDS / Local

Installation Guide for Cisco Configuration Assurance Solution-SP
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System Requirements for
Cisco Audit and Analysis—SP

Cisco recommends that, before you start to install Cisco CAS—SP, you verify that
your computer hardware and software meet the requirements outlined in this
chapter.

Cisco Configuration Assurance Solution—-SP:
Operating Environment

An implementation of Cisco CAS—-SP consists of the following components:
» Cisco Audit and Analysis—SP
» Cisco Virtual Network Data Server and the back-end Oracle database
» Cisco Report Server

You can install these compents on one multi-processor platform (as described
in Single-Platform Implementation, page 2 on multiple platforms.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Cisco Audit and Analysis—SP: System
Requirements

Supported Platforms

Vendor! |OS Processor
Microsoft | Windows Server 2003 3.0+ GHz Intel Pentium 4, M, or Xeon
Windows 2000 Server with 800-Mhz front-side bus

Windows 2000 Professional

Red Hat Red Hat Enterprise Linux 3 (v2.4 Linux kerfie X86 or EM64T (Intel Pentium I, 4,
Red Hat Enterprise Linux 4 (v2.6 Linux kernel)Xeon, or compatible, 500 Mhz or
better)

x86 AMD or AMD64, 500 MHz or
better

1. Cisco Audit and Analysis—SP is supported on theliBhganguage version of each operating system.
2. libstdc++.50.6 is required with Rétht Enterprise Linux 3. You can obtdinis by installing gcc 3.4 or higher.

Required Patches

Vendor 0S Patch Number/Name
Microsoft | Windows Server 2003 N/A
Windows 2000 Server Service Pack 1, 2, and 4 are
supported, but not required
Windows 2000 Professional Service Pack 1, 2, and 4 are
supported, but not required

Installation Guide for Cisco Configuration Assurance Solution-SP
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Step 1
Step 2

Cisco Report Server: System Requirements Il

To determine the service pack installed on your Windows system, run winver.exe:

SelectRun from the WindowsStart menu.

Type in the commandinver and clickOK. TheAbout Windowsvindow appears
and shows the version and service pack level installed.

Other Requirements

Display

Colors: 256 (minimum)
Resolution: 1024x768 (minimum)

Supporting Software

TCP/IP networking software is required.

Web Browser

To view web reports generated by GiSCAS-SP, you must have Firefox 1.0.6
or higher, Internet Explorer 5.0 or higher, or a compatible browser that supports
Style Sheets.

Cisco Report Server: System Requirements

Supported Platforms

Vendor?! 2

Series

Processor

Microsoft

Windows 2000 Server intel Pentium IlI, 4 or

Windows 2000 Professional |compatible

Windows XP Professional

(500 MHz or better)

Windows Server 2003

1. Cisco Report Server is supported on Hrgglish-language version of Windows only.
2. Cisco Report Server is not supported on 64-bit editions of Windows operating systems.
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[ | Single-Platform Implementation

Required System Patches

Vendor (O] Patch Number/Name
Microsoft | Windows 2000 Professional Servieacks 1, 2, and 4 are supported but not
required.
Windows XP Professional Service Pack 1 is required; Service Pack 2 is
supported but not required.

Windows System Configuration

RAM

System and Working File
Space!

512MB (minimum)

80GB (minimum)

1GB (recommended)|20GB (recommended)

1. Disk space requirements are highly dependent on the volume of
report information stored on the report server and aging and report

deletion policies.

Browser Requirements

To view Cisco Report Server reports, you must use Internet Explorer 6.x or a
compatible browser that supports Style Sheets.

Single-Platform Implementation

A single multi-processor platform might not deliver performance comparable to
multiple platforms with equivalent total processors due to differences in the
maximum front-side bus speed. Howeveagllfcomponents are to be installed on

a single platform, the reiqpements are as follows.
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Single-Platform Implementation

RAM Free Disk Space Processor

7+ GB 200 GB 4-way 3.0+ GHz Intel Xeon or Pentium 4
with 800-MHz front-side bus

Installation Guide for Cisco Configuration Assurance Solution-SP
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System Requirements for
Cisco VNDS

This chapter describes the system regmients for the individual components in
Cisco Virtual Network Data Server. Cisco recommends that, before you start to
install Cisco CAS—-SP, you verify that yocomputer hardware and software meet
the requirements outlined in this chapter.

Cisco Virtual Network Data Server: System
Requirements

Supported Platforms

Vendor'? |Series
Microsoft | Windows 2000 Server
Windows 2000 Professional

Windows XP Professional
Windows Server 2003

Red Hat Red Hat Enterprise Linux 3 (v2.4 Kerfiel)
Red Hat Enterprise Linux 4 (v2.6 Kernel)

Installation Guide for Cisco Configuration Assurance Solution-SP
[ oL-11353-01 .m



Chapter 3 System Requirements for Cisco VNDS |
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Cisco VNDS is supported on the Englisimdaage version of each operating system.
Cisco VNDS is not supported on 64-bit editiamidVindows or Linux operating systems, nor on
Windows 2003 Web Edition.

3. libstdc++.50.6 is required with Red Hat Enterptigeix 3. You can obtain this by installing gcc
3.4 or higher.

Required System Patches

Vendor (OX] Patch Number/Name
Microsoft | Windows 2000 Server Service Pack 2 minimum
Windows 2000 Professional Service Pack 2 minimum
Windows XP Professional N/A
Windows Server 2003 N/A

To determine the service paclstalled on your Windows system, run

winver.exe

Step1  SelectRun from the WindowsStart menu.

Step2  Type in the commandinver and clickOK. TheAbout Windowsvindow appears
and shows the version and service pack level installed.
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Cisco Virtual Network Data Server: System Requirements

Windows and Red Hat System Configuration

Cisco VNDS does not operate on machines with the Intel Itanium processor. To
check the processor used by your Windows computer, right-click odyhe
Computer desktop icon and choo&roperties.

Processor? RAM? |Disk  |FSB?®

Intel Pentium D processor model 945 4GB |80 GB | 800 MHz
2x2MB Cache, 3.4 GHz

Dual Processor, Dual Core Intel Xeon Model 5068,GB | 80 GB | 1066 MHz
Minimum 2x2MB Cache,3.2 GHz

Intel Core2 Duo Processor Model E6700, 4MB |6 GB |80GB | 1066 MHz
Cache - 2.66GHz

Dual Processor, Dual Core Intel Xeon Model 5166,GB | 160GB | 1333 MHz
Recommended |[4MB Cache - 3.0 GHz

1. A dual-processor configuration is recommded if Cisco VNDS and the back-end Oratdtabase are to reside on the sam2
platform.

2. Cisco VNDS performance will improve with moagailable memory as network size increases.

3. Front-Side Bus (FSB) speed affects the speed of datadgrdansdnd from the Cisco VNDS database; faster bus speeds will
improve Cisco VNDS performance.

Other Requirements

Cisco VNDS requires a dedicated Oradbabase installation and dedicated
database instance that cannot be shaidid other applications. The preferred
configuration includes a dedicated Oracl¢ati@se installation local to the systeni
on which Cisco VNDS is installed.

A shared Oracle instance ete applications otherd&m Cisco VNDS share/access
the database or database instance are si@ported. An Oracle database that is
running on a system physically remote from or on a separate LAN from the
Cisco VNDS system is NOT supported.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Required Database
Software! Platform | Supported Version Character Set?
Oracle Database Windows « Oracle 9i Release 2 (version 9.2.0.1 orf WESMSWIN1252
higher)
» Oracle 10g Release 2 (version 10.2.0.1 or
higher)
Red Hat | « Oracle 9i Release 2 (version 9.2.0.1 of WE8ISO8859P1
higher) or
« Oracle 10g Release 2 (version 10.2.0.1/or
higher)

1. Contact Oracle Corporation for informati about Oracle 9i system requirements.
The supported national character set is: ALL6UTFb8.international customers: The Virtual Network Data Server 4.0
product might not operate correctly when usgith Oracle databases that have beeatfigored with international, or Unicode
(AL32UTF8), databaseharacter sets.
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Installing
Cisco Audit and Analysis—SP

This chapter contains the following procedures:
» Installing Cisco Audit and Analysis—SP (Windows), page 4-1
» Installing Cisco Audit and Anakis—SP (Linux), page 4-3

« Setting Up Cisco Audit and Analysis—SP to Run Automation Tasks (Linux),
page 4-5

Installing Cisco Audit and Analysis—SP
(Windows)

Note  Before you install Cisco Audit and Analysis—SP, verify that you have a supported
version of Windows installed as well as any required system patches. For more
information, seeCisco Audit and Analysis—SP: System Requirements, page 2-2

Use the following procedure to install Cisco Audit and Analysis—SP.

Installing Cisco Audit and Analysis—SP on Windows

Step1 Log in as Administrator.
Step2  Insert the Cisco CAS—SP, Audit and Analysis CD into your CD-ROM drive.

Installation Guide for Cisco Configuration Assurance Solution-SP
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[ | Installing Cisco Audit and Analysis—-SP (Windows)

The installation program should start automatically. If it does not, double-click on
the icon that represents the CD-ROM and click onsth@.exe  icon.

Note If you are installing on Windows XP, you might see an error window that
reads, “OPNET groduct_name has encountered a problem and needs to
close.” This error occurs because thstaller caused an existing License
Server process (op_license_server.¢gdggrminate abnormally. This is a
known issue; simply cliclon’t Send and proceed with the installation.

You will be prompted for a directory in which to install your software (typically
C:\Program Files\Cisco\CiscoCASSP2.0 ).

Step3  The software installer prompts yougpecify the Cisco Report Server hostname
and port.

If you have not yet installed Cisco Report Server, write down the port number
because you will need this when you install the Cisco Report Server software (as
described irChapter 7, “Installing Cisco Report Servér.”

If you have already installed Cisco Report Server, enter its host and port number
now.

Step4  When the software installer prompts yousfecify the type oficensing system
to install, the following might help you decide:

» Standalonés recommended if you are the only Cisco Audit and Analysis—SP
user.

» Floating: access licenses from remote sengethe correct choice if you
already have a license server runnamga remote machine and you want this
installation to get its licenses from that machine.

- Floating: serve licenses from this compuiethe correct choice if the current
machine will be the license server.

Note If there is an existing installation of Cisco Audit and Analysis—SP on this
computer, you can check how that releass licensed by running its License
Manager. The first line of the liceaservers tree describes the licensing.

For more information about these options, seéfneduct Licensng” section on
page 1-7

Step5 Insert the Cisco CAS—SP, Models CD into your CD-ROM drive.
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Step 6

Installing Cisco Audit and Analysis-SP (Linux) W

The installation program should start automatically. If it does not, double-click on
the icon that represents the CD-ROM and click onsth@.exe  icon.

Insert the Cisco CAS—SP, Documentation CD into your CD-ROM drive.

The installation program should start automatically. If it does not, double-click on
the icon that represents the CD-ROM and click onsthg.exe  icon.

Note Installing does not install the licenfa this programBefore you can run
the program, you must add the license as described Maheaging
Licenseschapter.

Cisco Audit and Analysis—SP is now installed. Return to the installation
workflow and continue with the next step.

Installing Cisco Audit and Analysis—SP (Linux)

Note

Before you install Cisco Audit and Analysis—SP, verify that you have a supported
version of Linux installed as well @y required system patches. For more
information, seeCisco Audit and Analysis—SP: System Requirements, page 2-2

Use the following procedure to install Cisco Audit and Analysis—SP.

Installing Cisco Audit and Analysis—SP (Linux)

Stepl1 Login asroot .
Step2 If you plan to use the Report Server, install it now. (SedRiygort Server
Installation Instructionghat come with the Report Server install package.)

Step3  Insert Cisco CAS—SP, Audit and Analysis CD in your CD-ROM drive.
Step 4  Move to theunix directory on the CD, as follows:

mount /media/cdrom

cd /media/cdrom

Installation Guide for Cisco Configuration Assurance Solution-SP
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Step 5
Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

cd unix
Enter the commandop_install.

When you are prompted to specify the type of licensing system to install, the
following might help you decide:

» Standalonés recommended if you are the only Cisco Audit and Analysis—SP
user.

« Floating -- access licenses from remote sefigehe correct choice if you
already have a license server runnimga remote machine and you want this
installation to get its licenses from that machine.

« Floating -- serve licenses from this compuitethe correct choice if the
current machine will be the license server.

At the end of the installation script for the Core software CD, the installer shows
the following instruction: “To complete the installation process, follow these
steps”. Note this information farse when configuring user accounts.

When you see the prompt “End of inlsiéion script”, change directories tomp
to allow the CD to be ejected.

Eject the CD with theject command.

Insert the Cisco CAS—SP, Models CD into your CD-ROM drive and run the
installer as described previously.

Insert the Cisco CAS—SP, Documentation CD into your CD-ROM drive and run
the installer as described previously.

Cisco Audit and Analysis—SP is now installed. Return to the installation
workflow and continue with the next step.

Note These installers do not install the liee for this program. Before you can
run the program, you must add the license as described Mahaging
Licenseschapter.
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Setting Up Cisco Audit and Analysis—SP to Run Automation Tasks (Linux)

Note  These installers do not automatically detect the default web browser you
have installed on your Linux system. Search the known product issues (as
described iMppendix D, “Known Issueg”for details on how to
configure Cisco Audit and Analysis—SP to use your preferred web
browser.

Setting Up Cisco Audit and Analysis—SP to Run
Automation Tasks (Linux)

When running on Linux, Cisco Audit and Analysis—SP requires an X display to
run an automation task. If the task is launched while a user is logged on to the
Linux host, Cisco Audit and Analysis—SP can use the X display of that user. If no
one is logged on, however, Cisco Audiid Analysis—SP does not have access to
a user display.

To run automation tasks even when no one is logged on, you must install and
configure a virtual frame buffer on the host. To do this, perform the following
procedures:

1. Installing a Virtual Frame Buffer on the Linux Host, page 4-5

2. Configuring Cisco Audit and Analysis—SP to use the Virtual Buffer Display,
page 4-6

Installing a Virtual Frame Buffer on the Linux Host

Step 1

Step 2

Download and install the xvfb software package. Using Red Hat distributions, the
package name is usually "xvfb" and can be installed through the distribution's
package manager. It may also be obtained fii@r/www.xfree86.org or
http://www.x.org . You should download the version of xvfb that corresponds to
your existing X server.

Choose a screen that will be dedicatedwis . (NOTE—The following steps
assume thadcreen 1 is chosen.)
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Step 3

Step 4

Step 5

Create the filgetc/init.d/xvfb (with root execution permissions) that contains
the following text:

#!/bin/sh
mode=$1

case "$mode" in
'start’)

# start the X Virtual Framebuffer (Xvfb)

if [ -f Jusr/X11R6/bin/Xvfb ]; then

echo "***Starting up the Virtual Frame Buffer on Screen 1***"
/usr/X11R6/bin/Xvfb :1 -screen 0 1152x900x8 &

fi

*)

echo " Usage: "

echo " $0 start (start XVFB)"

echo " $0 stop (stop XVFB - not supported)"
exit 1

Create a soft link to a file in the appragte run-level directory. For example, to
makexvib execute at run level 5, run the following command:

In -s /etc/init.d/xvfb /etc/rc5.d/S75xvfb

Reboot the Linux system.

Configuring Cisco Audit and Analysis—SP to use the Virtual Buffer Display

Step 1

Step 2
Step 3
Step 4

If you have not already done so, perfdmstalling a Virtual Frame Buffer on the
Linux Host, page 4-5

Start Cisco Audit and Analysis—SP.
Select Automation > Configure/Run Automation Tasks.

Click the "Display Settings..." button.
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Setting Up Cisco Audit and Analysis—SP to Run Automation Tasks (Linux)

Step5 Enter the display name fowfb . For example, if your host name is
“my_local_host” andkvfb is running on screen 1, you would enter the following
string:
my_local_host:1

Step 6  Click OK in the Display Settings dialog box, then cliokK in the Configure/Run
Automation Tasks dialog box.

From this point forward, Sentinel will send its windows to xvfb. To view the
"screen" at any time, you can run the following command:
xwd -display :1 -root -out image.xwd
To view the image dump, run the following command:
xwud -in image.xwd
Installation Guide for Cisco Configuration Assurance Solution-SP
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Installing
Cisco Virtual Network Data Server

(Windows)

This chapter describes how to install the Cisco Virtual Network Data Server
program on Windows.

System Requirements

Note

The host for Cisco Virtual Network Data Server must meet minimum system
requirements. If the host system does not meet minimum requirements, do riot
install Cisco VNDS. For more information, see

Cisco Virtual Network Data Server: System Requirements, page 3-1

If the host system does not have@racle database or an Oracle client
installation, but meets all other requirements, install Oracle before installing
Cisco Virtual Network Data Server as described inltigtallation Workflowsor
your installation scenario.
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Installation Workflows

Note

This section covers the various installation scenarios you may encounter with
Cisco VNDS on Windows. The procedures you must follow depend upon whether
this is an initial installation or an update to an existing installation of the

Cisco Virtual Network Data Server program. The procedures to follow also
depend upon whether Cisco VNDS usesaaldsame host) orr@mote (different
host) database.

Select the installation workflow approgate for your circumstances. Follow the
procedures in your workflow to &tall Cisco Virtual Network Data Server.

« Initial Cisco VNDS Installation (Windows/Local Oracle Database), page 5-2

» Initial Cisco VNDS Installation (Wadows/Remote Oracle Database),
page 5-3

» Update Cisco VNDS Installation (Windows), page 5-5

Cisco VNDS software is installed in HTTP mode by default. After successful
installation and verification of the Cisco Virtual Network Data Server software,
HTTPS may be configured. See the HIS Mode section of Release Notes for
more information.

Initial Cisco VNDS Installation (Windows/Local Oracle

Database)

Step 1

Step 2

If you are installing Cisco Virtual Network Data Server for the first time and will
install Oracle on the same host, follow this workflow:

Install the Oracle database on the Cisco VNDS host.
« Oracle9i users: selmstalling the Oracle9i Database (Windows), page.A-1

« OraclelOg users: séestalling the Oracle10g Database (Windows),
page A-7

Collect Oracle database information.

See the'Collecting Oracle Database Access Information (Windows)” procedure
on page A-13

Installation Guide for Cisco Configuration Assurance Solution-SP
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Step 3

Step 4

Step 5

Step 6

Step 7

Installation Workflows

Install Oracle TopLink.
See thée'Installing Oracle TopLink (Windows)” procedure on page A-14

Note  You must complete the previous steps before you install Virtual Network
Data Server.

Install the Cisco Virtual Network Data Server program.
See thé'lnstalling Cisco VNDS (Windows)” procedure on page 5-6
Configure the Oracle database.

See thé'Configuring the Oracle Datalsa for Cisco VNDS (Windows)”
procedure on page 5-17

Verify the Oracle configuration.

See thé'Verifying the Oracle Configuration for Cisco VNDS (Windows)”
procedure on page 5-21

Verify the Cisco VNDS software installation.

See thé'Verifying the VNDS Software Installation (Windows)” procedure on
page 5-23

Initial Cisco VNDS Installation (Windows/Remote Oracle

Database)

Step 1

Step 2

If you are installing Cisco Virtual Network Data Server for the first time and will
install Oracle on a different Bt follow this workflow:

Install the Oracle database on the remote host.

For information about installing the Oracle database Aggeendix A, “Oracle
Procedures (Windows)3r Appendix B, “Oracle Procedures (Linux)”

Install the Oracle client on the Cisco VNDS host.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Me Install the version of the client that matches the version of the database
that you installed in step 1.

» Oracle9i users: sdastalling the Oracle9i Client (Windows), page A-5
» OraclelOg users: sémstalling the Oracle 10g Client (Windows), page A-10

Collect Oracle database information (tise procedure for the platform on which
the remote database is installed):

« “Collecting Oracle Database Acces$drmation (Windows)” procedure on
page A-13

« “Collecting Oracle Database Access Information (Linux)” procedure on
page B-3

Install Oracle TopLink.
See thé€'lnstalling Oracle TopLink (Windows)” procedure on page A-14

Note  You must complete the previous steps before you install Virtual Network
Data Server.

Install the Cisco Virtual Network Data Server program.
See thé'lnstalling Cisco VNDS (Windows)” procedure on page 5-6
Configure the Oracle database on the database host.

See thé'Configuring the Oracle Datalsa for Cisco VNDS (Windows)”
procedure on page 5-17

Verify the Oracle configuration on the Cisco VNDS host.

See the'Verifying the Oracle Configuration for Cisco VNDS (Windows)”
procedure on page 5-21

Verify the Cisco VNDS software installation.

See thé'Verifying the VNDS Software Installation (Windows)” procedure on
page 5-23

Installation Guide for Cisco Configuration Assurance Solution-SP
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Update Cisco VNDS Installation (Windows)

If you are updating a previous Cisco Virtual Network Data Server program
installation, follow this workflow.

Warning

Step 1

Step 2

Step 3

Step 4

Step 5

When updating from an earlier Cisco Virtual Network Data Server release,
you must configure the Oracle database by running the setup_accounts
script (@setup_accounts.sql ). This means that you must re-create the
network database. Network models created by previous releases cannot be
retained by this release.

Collect Oracle database information.

See the'Collecting Oracle Database Access Information (Windows)” procedure
on page A-13

Note  You must complete this step before you install Virtual Network Data
Server.

Install the Cisco Virtual Network Data Server program.
See thé'lnstalling Cisco VNDS (Windows)” procedure on page 5-6
Configure the Oracle database on the database host.

See thé'Configuring the Oracle Datalsa for Cisco VNDS (Windows)”
procedure on page 5-17

Verify the Oracle configuration on the Cisco VNDS host.

See thée'Verifying the Oracle Configuration for Cisco VNDS (Windows)”
procedure on page 5-21

Verify the Cisco VNDS software installation.

See thé'Verifying the VNDS Software Installation (Windows)” procedure on
page 5-23
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Note ~ When updating from a previous Cisco VNDS installation, you can

migrate configuration settings. Do not uninstall the previous installation
until you migrate product configuration settings to the new installation.
Make sure you read important notes on product migration in the Release
Notes.

Installing Cisco VNDS (Windows)

Use the following procedure to indtéthe Cisco Virtual Network Data Server
program.

Installing Cisco VNDS (Windows)

Step1  Log into the host as Administrator as a user with full administrative privileges
If you are not logged in with the proper privileges, log off and then log on with an
appropriate account.

Step2 If the Cisco VNDS program is already installed on the host and you are updating
to a new release, perform thdléaving steps before continuing.

a.

Note

Stop Cisco VNDS operation: Seleservices > Stop ServiceBom the
Cisco Virtual Network Data Server Control Panel.

Exit Cisco VNDS: SelecFile > Exit from the Control Panel menu bar.

Open the Windows Task Manager, aelect the Processes tab. If an
op_monitor process is running, stop the process.

Use a License Manager to see if your Cisco VNDS license is still held. If the
license is still held by Cisco VNDS, use the License Manager to revoke the
license.

Do not rename or uninstall the existing Cisco VNDS release. If
Cisco VNDS 3.5 is already installed (as part of CAS, CAS-SP, NPS, or
NPS-SP), you can migrate configuration settings to Cisco VNDS 4.0.

Installation Guide for Cisco Configuration Assurance Solution-SP
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Step 3

Installing Cisco VNDS (Windows) W

Start the installer:

a. Insert the Cisco Virtual Network Data Server installation CD into the CD
drive of the host. If the installer does not start automaticallyStese > Run
to execute thevnds-2.0-win-K9.exe program on the CD.

The installer displays amtroductionpanel.
b. Click Next.

If an existing Cisco VNDS software installation is detectedyme dialog
appears to remind you to stop services and exit Cisco VNDS. @disko
continue oMo to cancel the installation.

Step4 Determine your Oracle installation scenarioTable 5-1 on page 5-&nd follow
instructions forthat scenario.
Note Cisco VNDS can operate with eithelogal or remote Oracle database. If
a database is present on the local host, you can use this database; you car
also use a remote database on a difiehost. In either case, the installer
displays a panel that requests ta@tse access information. If a local
database is not found, but an Oracle client installation is detected, the
installer displays a panel requesting access information about the remote
database.
Installation Guide for Cisco Corfiguration Assurance Solution—SP
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