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Documentation Conventions

Automation User Guide for IT Sentinel

Documentation Conventions

OPNET documentation uses specific formatting and typographic conventions to present
the following types of information:

Objects, examples, and system 1/O
Object hierarchies, notes, and warnings
Computer commands

Lists and procedures

Objects, Examples, and System 1/O

Directory paths and file names are in plain Courier typeface:

opnet\rel ease\ nodel s\std\ip

Function names in body text are in italics:

op_dist_outcome()

The names of functions of interest in example code are in bolded Courier
typeface:

/* determ ne the object I D of packet’s creation nodule */
src_nmod_objid = op_pk_creation_nod_get (pkptr);

Variables are enclosed in angle brackets (< >):

<opnet _user _hone>/ op_adni n/err_| og

Object Hierarchies, Notes, and Warnings

Menu hierarchies are indicated by right angle brackets (>); for example:

Open File > Print Setup > Properties...

Attribute hierarchies are represented by angled arrows (0O) that indicate that you must
drill down to a lower level of the hierarchy:

AUG-FM-iv
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Attribute level 1 O Attribute level 2 O Attribute level 3

Note—Notes are indicated by text with the word Note at the beginning of the
paragraph. Notes advise you of important supplementary information.

WARNING—Warnings are indicated by text with the word WARNING at the
beginning of the paragraph. Warnings advise you of vital information about an
operation or system behavior.

Computer Commands

These conventions apply to windowing systems and navigation methods that use the
standard graphical-user-interface (GUI) terminology such as click, drag, and dialog box.

» Keycombinations appear in the form “press <but t on>+x"; this means press
the <but t on> and x keys at the same time to do the operation.

» The mouse operations left-click (or click) and right-click indicate that you
should press the left mouse button or right mouse button, respectively.

Lists and Procedures

Information is often itemized in bulleted (unordered) or numbered (ordered) lists:
* In bulleted lists, the sequence of items is not important.

* In numbered lists, the sequence of items is important.

Procedures are contained within procedure headings and footings that indicate the start
and end of the procedure. Each step of a procedure is numbered to indicate the
sequence in which you should do the steps. A step may be followed by a description of
the results of that step; such descriptions are preceded by an arrow.

Procedure FM-1 Sample Procedure Format

1 Procedure step.

O Result of the procedure step.
2 Procedure step.

End of Procedure FM-1

For more information about using and maintaining OPNET documentation, see the
OPNET IT Sentinel Documentation Guide.

IT Sentinel/Release 11.5
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Document Revision History

Product
Release Date Version Chapter Description of Change
August 2005 11.5 Defining and » Updated Automation Logs section for new viewer; added Date
Scheduling and Severity columns.
Automation Tasks . changed “Network Difference Reports” to “Object/Attributes
Difference Reports” and added new “Network Difference
Reports” in Table 2-1.
August 2004 11.0 Defining and « Added automation.password preference.
Scheduling » Revised section Task Execution Requirements on
Automation Tasks page AUG-2-6.
January 2004 10.5 All * First Issue
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1 Overview

The Automation Module enables you to automate network-analysis tasks using
OPNET. Automation is useful when you want the OPNET software to monitor
and analyze your network at regular intervals and with no user intervention.
Using automation, you can configure a sequence of operations, then schedule
the sequence to run periodically and generate reports for each run. This
“set-up-once/run-many” capability means that anyone in your organization can
analyze your network and view up-to-date results using OPNET.

Workflow Description

The automation workflow consists of the following steps:

1)

2)

Create a set of automated operations.

With the Automation Module, you can automate operations such as
importing a network, analyzing a network using Flow Analysis or NetDoctor,
and generating reports. In most cases, the procedure for creating an
automated operation (called an automation task step) is to:

a) Open the dialog box for an operation that supports automation
b) Specify the settings to use for that operation

c) Click an Automation button in the dialog box to save the settings to an
automation file

d) Close the dialog box without running the operation

Define an automation task that includes a sequence of task steps and the
schedule for that task to run.

After you create a set of automation task steps, you assemble them into a
sequence of steps called an automation task. The Automation Module
includes a configurable task scheduler that can manage multiple tasks,
each of which runs on its own defined schedule. An automation task usually
consists of the following steps:

a) Import the network (from device configurations or VNE Server)
b) Analyze the network (run Flow Analysis and/or NetDoctor)

c) Generate one or more reports that show the results (generate
NetDoctor, Flow Analysis, network difference, object/attribute
difference, and/or user-defined reports)

IT Sentinel/Release 11.5
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3) After an automation task finishes, view results of the run.

An automation run can generate reports from attribute tables (user-defined
reports), network comparisons, NetDoctor, and Flow Analysis. You can

view results by logging on to a centralized Report Server or from within the
OPNET software itself.

For more information about using automation, see Chapter 2 Defining and
Scheduling Automation Tasks on page AUG-2-1.

AUG-1-2 IT Sentinel/Release 11.5
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2 Defining and Scheduling Automation Tasks

This chapter describes the procedures for using the Automation Module. The
following sections outline the Automation workflow (as described in Workflow
Description on page AUG-1-1):

» Creating Task Steps on page AUG-2-1

» Creating and Scheduling an Automation Task on page AUG-2-5

» Automation Logs on page AUG-2-13

Creating Task Steps

An automation task step specifies one automated operation and the settings to
use with that operation. Every automation task includes at least one task step
to be run as part of that task.

You create a task step by setting the options for the desired operation and then
saving those settings to an automation file (with a . af extension). If an
operation has automation support, its dialog box usually has an Automation
button that you can use to save the settings. Suppose you want OPNET to
import your network from VNE Server automatically. To do this, you would open
the Import from VNE Server dialog box, specify your import options, and click
the Save Settings for Automation button.

WARNING—If you are using Windows Server 2003, you must ensure that you
are a member of the Administrators, Backup Operators, or Server Operators
group on your local computer. Do this by adding your user to one of the groups.
As Administrator, navigate to Control Panel > Administrative Tools >
Computer Management. In the Computer Management window, expand
System Tools > Local Users and Groups > Groups. Right-click on one of the
groups mentioned above and select “Add to Group...”. Add your user to the

group.

IT Sentinel/Release 11.5 AUG-2-1
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Depending on your objectives, you can create different automation steps that
run the same operation with different settings. For example, you can create a
fast, limited VNE Server import for a daily task and a complete VNE Server

import for a weekly task. For a list of the operations that support automation, see
Table 2-1 on page AUG-2-3.

Figure 2-1 Creating a Task Step: Example
=lofx|

Server Information
E

erver Name: I localhost

— lmport Made

Thisz i the first impart from ¥ME Server an this netwark. Incremental import mode not applicable.
% RAeplace network using the most recent WNE Server data
" Incrementally update network using the most recent WME Server data

" Replace network using an existing archive LI

r— Filter Infarmation

Noges: [ Al =] Edi.
Link loads: | Mare = [ Ed
Flows: INone j Edit
Server metrics: INone j Edit
— Options

[~ Create nodes to represent external ASes
[ Create nodes to represent edge LANs
¥ Generate import log

[~ Include collected configuration files

v Use the fallowing mode! assistant fles:

<click to add> A
=

Impart | LCancel | Help |

12

Click the Save Settings for Automation button to save all dialog
box settings to an automation file

Procedure 2-1 Creating an Automation Task Step
1 Open the dialog box for the operation you want to automate.
2 Specify the desired options and settings for that operation.

3 Save the settings to an automation file using one of the following procedures:

 Configure/Run NetDoctor report—If you want Automation to generate a specific
report, you can create a NetDoctor report template and save it as described in
Procedure 3-3 Creating a Report Template Manually on page ND-3-8 of the
NetDoctor User Guide.

« All other operations—Click the Save Settings for Automation button and save the
automation file with a descriptive file name (for example,
“vne_server_complete_import”).

Figure 2-2 Save Settings for Automation Button

AUG-2-2 IT Sentinel/Release 11.5
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4 Click Close or Cancel to close the dialog box. (You do not need to run the

operation.)

End of Procedure 2-1

Table 2-1  Operations with Automation Support (Part 1 of 2)

Operation

Reference

Import operations:

* VNE Server imports

« Device configuration imports

« Security demand imports

Import from VNE Server on page ISU-10-2 of the
Sentinel User Guide

Device Configuration Imports (DCI) on
page ISU-10-21 of the Sentinel User Guide

Modeling Network Security on page ND-3-53 of
the NetDoctor User Guide

Network analysis operations:

¢ Configure/Run NetDoctor

« Configure/Run IP Flow Analysis

« Failure Analysis

¢ Security Demand Analysis

Configure/Run NetDoctor on page ND-3-3 of the
NetDoctor User Guide

Generating a Report from a Template on
page ND-3-9 of the NetDoctor User Guide

Configuring and Running a Flow Analysis on
page FA-2-5 of the Flow Analysis User Guide

Configuring and Running a Failure Impact
Analysis on page FA-3-1 of the Flow Analysis
User Guide

Modeling Network Security on page ND-3-53 of
the NetDoctor User Guide

IT Sentinel/Release 11.5
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Table 2-1  Operations with Automation Support (Part 2 of 2)

Operation

Reference

Network reports:

« Scenario web reports

Network Difference Reports

Object/Attribute Difference Reports

¢ User-defined reports

¢ Flow Analysis reports

« Failure Analysis reports

Security Demand Analysis Reports

Generate Scenario Web Report on
page ISU-11-1 of the Sentinel User Guide

Network Difference Reports on page ISU-11-5 of
the Sentinel User Guide

Object/Attribute Difference Reports on
page ISU-11-7 of the Sentinel User Guide

User-Defined Reports on page ISU-11-3 of the
Sentinel User Guide

Selecting Reports on page FA-2-10 of the Flow
Analysis User Guide

Configuring and Running a Failure Impact
Analysis on page FA-3-1 of the Flow Analysis
User Guide

Generating Security Reports on page ND-3-60 of
the NetDoctor User Guide

End of Table 2-1

AUG-2-4

IT Sentinel/Release 11.5



Automation User Guide for IT Sentinel 2—Defining and Scheduling Automation Tasks

Creating and Scheduling an Automation Task

After creating all the steps needed for a task (as described in Procedure 2-1),
you can define and schedule the task.

Procedure 2-2 Defining and Scheduling an Automation Task

1 Choose Automation > Configure/Run Automation Tasks (from the System window)
or File > Automation > Configure/Run Automation Tasks (from the Project Editor
window).

O The Configure/Run Automation Tasks dialog box (Figure 2-3) appears.

2 Ifyou are creating a new task, click New and enter a descriptive name in the Task
field.

3 To edit an existing task, select it in the Automation Task Manager and click Edit.

0 The Automation Task Details dialog box (Figure 2-4) appears.

4 In the Task Steps table of the Automation Task Details dialog box, add the steps
to run:

4.1 Inthe Task Step Type column, click in the first empty row and select the step
type from the pull-down menu.

A step type appears in this menu only if your model directories contain at least
one automation (.af) file of the specified type. Therefore, this list might not
include all supported step types.

4.2 In the Automation Settings File menu, click in the corresponding field and
select the task step you want to run from the pull-down menu. This menu
includes all automation files of the specified type found in your model
directories.

5 Under Task Options, specify the task options and the source and destination
scenarios. (For more information, see Table 2-3 on page AUG-2-9.)

6 Click Edit Schedule to specify when you want Sentinel to run the task. (For more
information, see Table 2-4 on page AUG-2-12.)

7 Configure your settings and close the dialog boxes:
7.1 Click OK in Schedule Automation Tasks dialog box.
7.2 Click OK in the Automation Task Details dialog box.
7.3 Click OK in the Automation Task Manager.

End of Procedure 2-2

IT Sentinel/Release 11.5 AUG-2-5
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Task Execution Requirements

For the Sentinel computer to run an automation task, the following conditions
must be true:

1)

2)

The Sentinel computer and user must be able to access all files and
resources necessary to run the task. For example, if the task relies on
resources from a shared network drive, Sentinel must be able to access
that drive automatically (that is, with no manual intervention before the task
execution time).

On UNIX computers, the login user runs the automation task. The
Automation module uses the UNIX “cron” utility to determine if the login
user has permission to run the task.

On Windows computers, there are two possible sets of requirements:

a) If the OPNET preferences automation.username and
automation.password are specified, the tasks are scheduled using the
Windows task scheduler supplied with Windows 2000 and later versions
of Windows.

b) If these preferences are not specified, your computer must have the
Windows “at” utility installed. The login user must also have
administrative privileges, but does not need to be the administrator.

The computer and user running the automation task must be authorized to
obtain licenses from the OPNET License Server. An administrator can
create a special file (called “user_auth”) on the License Server; this file tells
the License Server to grant licenses to authorized users and computers
only. For more information, see Restricting License Users on

page AG-3-35 of the Administrator Guide.

Note—Itis good practice to search the FAQ database periodically and check for
updated information about the Automation module. To search the FAQ
database, go to http://www.opnet.com/support and follow the “FAQ” link. To
obtain a list of useful FAQs, search for the string "automation”.

Configure/Run Automation Tasks Dialog Box

The Automation Task Manager dialog box lists all defined automation tasks and
their individual schedules. To open this window, choose one of the following:

From the System window: Automation > Configure/Run Automation Tasks

From the Project Editor: File > Automation >
Configure/Run Automation Tasks

AUG-2-6
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Figure 2-3 Configure/Run Automation Tasks Dialog Box

:—li-]l:onfigure,.-"Run Automation Tasks o =[S

Mame | Scheduls d Hew |
nightly_check Task runz daily at 12:00 AM, starting on Thu, June 17, 2004, ;
l-g—_. Edit
weekly_check Task runs weekly on every day at 12:00.2M, starting on Thu, J... __II

Bun Selected Taskl Login Settings. .. |

Delete
Duplicate
Fename

Enable

LI Disable

Ok | Cancel I Help

Ao

Table 2-2  Configure/Run Automation Tasks Dialog Box

Option

Description

Name column

Lists all defined automation tasks.
To edit a task name, single-click on the Name field.

To open atask in the Automation Task Details dialog box,
double-click on the Name field (see Table 2-3 on
page AUG-2-9).

Schedule column

Shows the schedule of each task. You can double-click
on atask to open it in the Automation Task Details dialog
box (see Table 2-3 on page AUG-2-9).

New

Create a new automation task

Edit

Edit the selected task in the Automation Task Details
dialog box (see Table 2-3 on page AUG-2-9).

Delete

Delete the selected task

Duplicate

Duplicate the selected task

Rename

Rename the selected task

Enable

Enable the task schedule

Disable

Disable the task schedule. When the schedule of a task
is disabled, that task will not run automatically.

Run Selected Task

Run the selected task immediately. This might cause the
software to exit and restart.

Login Settings

Specify the user name and password to use when
running an automation task. This option is relevant on
Windows computers only. For more information, see
Task Execution Requirements on page AUG-2-6.

End of Table 2-2

IT Sentinel/Release 11.5

AUG-2-7



2—Defining and Scheduling Automation Tasks Automation User Guide for IT Sentinel

Automation Task Details Dialog Box

The Automation Task Details dialog box appears when you select a task in the
Automation Task Manager and click Edit. You use this dialog box to specify the
steps to be run by a task, the input and output projects/scenarios for the task,
and the schedule for running the task.

Figure 2-4 Automation Task Details Dialog Box

—#]automation Task Detai |

— Task Steps

# | Task Step Tupe Automation Settings File ;I Add Step |
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Table 2-3  Automation Task Details Dialog Box

Option Description

Edit Schedule Edit the task schedule. For more information, see Edit
Schedule Dialog Box on page AUG-2-12.

Exit after Task Completion If this option is selected, the OPNET program exits
automatically after it runs the automation task. This is the
normal setting when scheduling unattended runs.

Hide OPNET windows during If this option is selected, the scheduler hides all OPNET

automation windows that normally appear as part of the scheduled
operations. This is the normal setting when scheduling
unattended runs.

Output Project/Scenario The output project/scenario stores the final state of the
network when the automation task ends. For more
information, see Output Scenarios on page AUG-2-10.

Source Project/Scenario The source project/scenario to open or create at the
outset of the task run. For more information, see Source
Scenarios on page AUG-2-10.

Task Steps This table lists all steps to be run by the automation task.

« To enter a new step or edit an existing step, select the
type in the Task Step Type column, then select the
step in the Automation Settings File column. The list of
available steps is based all automation files found in
your model directories.

« To change the order in which steps are executed, click
the Move Up and Move Down buttons.

End of Table 2-3

Task Steps

The Task Steps table lists all steps to be run by the automation task. You can
do the following operations in this table:

» To create or change a task step—see Procedure 2-3 on page AUG-2-9.

» To change the order in which steps are executed—click the Move Up and
Move Down buttons.

Procedure 2-3 Creating or Changing a Task Step

1 Inthe Task Steps table, click in a row of the Task Step Type column.

O A pull-down menu appears, and lists all available step types. A step type
appears in this menu only if your model directories contain at least one
automation (.af) file of the specified type. Therefore, this list might not include all
supported step types.

IT Sentinel/Release 11.5 AUG-2-9
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If you know that an automation file of a specified type exists, but the type does not
appear in this menu, the most likely reason is that the directory where the file
resides in not included in your model directories list. To add the directory, choose
File > Model Files > Add Model Directory from the main Sentinel window.

2 Select the desired step type.

3 Click in the Automation Settings File column.

O A pull-down menu appears, and lists all automation files of the specified step
type.

If the automation file you want to select does not appear on this list, choose File >
Model Files > Add Model Directory from the main Sentinel window.

4 Select the desired automation file.

End of Procedure 2-3

Source Scenarios

The source scenario is the scenario that the task opens or creates when it starts
running. You can select one of the following options for the Source
Project/Scenario:

» Existing—The scheduler opens an existing project and scenario immediately
before it runs a task. Select this option if you want each task run to start with
the same scenario (for example, if the task starts with an existing network
and then updates it by importing new network data).

* None—The scheduler creates a new project and scenario immediately
before it runs a task. Select this option if you want the task to create a new
network model (for example, by importing an entire network from VNE
Server).

Output Scenarios

Depending on the operations in the task, a task run might change the network
so that the output scenario differs from the source scenario. You can select one
of the following options for the Output Project/Scenario:

» Same as Above—Overwrite the source scenario with the output scenario.
This option is useful if you want to preserve the output scenario but not the
source scenario.

» Do not save changes—With this option selected, Sentinel does not save the
output scenario when the task run ends. This option is useful if you only want
to report on the current state of your network, and do not need to store this
information for later use (for example, to use in a network difference report).

AUG-2-10
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» Duplicate Existing Scenario—Save the final network to a duplicate of the
source network. Use this option if you want to keep a record of the network
state at the start of each run. This can be useful for running network
difference reports.

» Specify—Save the final network to a specific project and scenario. If
Generate Unigue Scenario Name is selected, the output file is saved with a
time-stamped scenario name.

If you want to create network difference reports that track network changes over
time, select the Specify option and make sure that Generate Unique Scenario
Name is selected. With these two options selected, each run creates a new,
unique output scenario in the specified project.

Note—Whenever possible, use a unique output project for every task, so that
multiple tasks do not try to use the same output project. This reduces the risk of
project contention, as described in Project Contention and Locking.

For more information about creating network difference reports, see Network
Difference Reports on page ISU-11-5 of the Sentinel User Guide.

Project Contention and Locking

When a project is in use, Sentinel locks that project so that only the active task
can modify it. If two tasks use the same output project, there might be occasions
when the scheduler runs task A, then tries to run task B while A is still running.
When this occurs, the scheduler waits a specified interval for task A to end
before it runs task B. This interval is specified by the
automation_lock_max_wait_time preference. During this interval, Sentinel
checks every 60 seconds to see if the output project is available. If the project
is still locked at the end of the specified wait time, Sentinel enters a message in
the automation log and the task run ends. To avoid these situations, it is good
practice (whenever possible) to specify a unique output project for each task.

Note—If Sentinel exits abnormally while a task is running, the output project
might remain locked even after the program restarts. If Sentinel exits
abnormally, restart the program, choose File > Unlock Projects..., and unlock
any projects that are not currently in use.

IT Sentinel/Release 11.5
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Edit Schedule Dialog Box

To edit the schedule of an existing task, open the task in the Automation Task
Details dialog box and click Edit Schedule. This opens the Edit Schedule dialog
box, shown in Figure 2-5 and described in Table 2-4.

Note—The Automation Module cannot schedule a task more frequently than
once a day. If you need to run a task more frequently, create multiple versions
of the same task and run them at staggered intervals. For example, suppose
you want to run a task every six hours. To do this, you would create four
versions of the same task, with schedules that are six hours apart. Thus task_1
might run at 1:00 a.m., task_2 at 7:00 a.m., and so on.

Edit Schedule Dialog Box

Figure 2-5 Edit Schedule Dialog Box
x|

v Schedule Task
— Scheduls Details

IDail.'r' =l & Every |1 dayls]

" wheekdays [Monday through Friday]

Time: 0 j i uli] j
StatDate: Fi  [20 x| [May  x[|2008 =]
I ErdDate: Fi |20 =] |May  =[[oo0s =]

Cancel | Help

Table 2-4 Edit Schedule Dialog Box

Item Description

Schedule Task Specifies whether automated task is enabled
« |f selected, the automated task runs when scheduled.

« If cleared, the automated task does not run.

Schedule Details Specifies when the automated task is run. The schedule
includes the following details:

* Frequency—Specifies whether task is run daily,
weekly, or monthly.

« Time—Specifies the time of day that the task starts.

« Start Date / End Date—Specifies the starting date and
ending date (optional) that the task runs.

End of Table 2-4
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Automation Logs

During an automation run, OPNET keeps a log of errors and significant events.
This automation log is written to a tab-delimited ASCII file. Automation logs can
be viewed in the IT Sentinel log viewer (see Log Viewer on page ISU-4-23) or
directly from an Automation menu (Procedure 2-4).

Procedure 2-4 Viewing an Automation Log

1 Choose one of the following menu items:

* From the System window: Automation > Open Automation Log Manager

» From the Project Editor: File > Automation > Open Automation Log Manager

O The Automation Log Manager dialog box opens (Figure 2-6). You can use this
window to open an automation log and to delete obsolete logs.

Figure 2-6 Automation Log Manager Dialog Box
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2 Select the log you want to open, then click Open.

—To sort by log name or date, click
=l on the Task or Date heading

O The Automation Log opens in an advanced viewer (as described in Advanced

Log Viewer on page 1SU-4-24). The columns displayed in the automation log are
described in Table 2-5.

Figure 2-7 Automation Log
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Table 2-5 Automation Log Columns

Label Description
Date Time and date when the event occurred.
Severity Severity level of the event. Possible values (from most to least

severe) and their color codes are:
 Error (red)

« Warning (yellow)

 Information (green)

You can change the assigned colors by choosing Edit >
Viewer Preferences... from the menu bar.

Category Category of the automation task step that generated the log message:
Automation Engine, Import from Device Configurations, and so on.

Class Class of the log message. Most log messages are either error
messages or information messages.

Message The entire log message. To view an entire error message,
double-click in the Message field of the log browser.

End of Table 2-5

End of Procedure 2-4
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Preferences

The Automation module adds the following preferences to IT Sentinel.

auto_log_directory

Specifies the directory in which to save automation logs. If this preference is not
set, the logs are placed in <HOVE>/ op_admi n/ aut omat i on/ | ogs.

The value of this preference changes only at startup.

Data Type string

Default Value

automation_lock_max_wait_time

Specifies the maximum time (in minutes) that the automation engine waits to get

a lock.
Data Type integer
Default Value 60

automation.password

Specifies the password used for running automation tasks. This preference is
stored in encrypted format.

Type password

wn

Default Value

IT Sentinel/Release 11.5 AUG-2-15
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