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Change History
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1 Introduction

1 Introduction

The Cisco Meeting Server software can be hosted on specific servers based on Cisco Unified
Computing Server (UCS) technology or on a specification-based VM server. Cisco Meeting
Serverisreferred to as the Meeting Server throughout this document.

Note: Cisco Meeting Server software version 3.0 onwards does not support X-Series servers.

There are two layers to the Cisco Meeting Server: a platform and an application. The platform is
configured through the Mainboard Management Processor (MMP). The application runs on this
managed platform with configuration interfaces of its own.

The MMP is used for low level bootstrapping and configuration. It presents a command line
interface. On Cisco Meeting Server 2000, the MMP command line interface is accessed
through the Serial Over LAN connection. In virtualized deployments (the Cisco Meeting Server
1000, and specification based VM servers) the MMP is accessed on virtual interface A.

Application level administration (call and media management) is undertaken via the API, or for
straightforward deployments, via the Web Admin Interface which can be configured to run on
any one of the available Ethernet interfaces.

Note: The Cisco Meeting Server software is referred to as the Meeting Server throughout the
remainder of this guide.

1.1 How to use this Document

This guide describes the MMP, and unless otherwise indicated, the information applies equally
to the Cisco Meeting Server 2000, the Cisco Meeting Server 1000 and virtualized
deployments.

These documents can be found on cisco.com.
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Figure 1: Cisco Meeting Server documentation for version 3.8
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1 Introduction

1.2 Accessing the MMP

1.2.1 Cisco Meeting Server 2000

The MMP command line interface is accessed via the Serial Over LAN connection on the Cisco
Meeting Server 2000. Before the MMP can be used, the Serial Over LAN connection must be
configured with an IP address and credentials. Refer to the Cisco Meeting Server 2000
Installation Guide for details on configuring the Serial Over LAN connection.

After initial configuration, use an SSH client to connect to the IP address of the Serial Over LAN
connection and login to the MMP using the credentials of the configured admin account.

1.2.2 Virtualized deployments (Cisco Meeting Server 1000 and specification based

VM servers)

In virtualized deployments, the MMP is accessed through the VSphere console tab (on virtual

interface A) and requires the login credentials of an MMP admin user (see MMP User Account

Commands). These are set up as part of the installation procedure; see the Cisco Meeting
Server Installation Guide for Virtualized Deployments.

1.2.3 Differences in specific commands between Cisco Meeting Server platforms

There are a few differences running a Cisco Meeting Server 2000 compared to a virtualized
Cisco Meeting Server.

shutdown Not available through MMP. Use Do not use the vSphere power but-
Cisco UCS Manager to power ton. Use the shutdown command
down blade servers before remov- | instead.
ing power.

health Not available through MMP. Use Not available
Cisco UCS Manager.

serial Returns serial number of server. Not available

dns Do not specify an interface. Do not specify an interface.
For example For example
dns add forwardzone dns add forwardzone
<domain-name> <server <domain-name> <server
ip> ip>

user evict Available from version 2.9 Available
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1 Introduction

1.3 Transferring files to and from the MMP

Files can be transferred to and from the MMP using the Secure File Transfer Protocol (SFTP).
On Windows we recommend WinSCP (http://winscp.net/eng/index.php), although any client
can be used. SFTP is used for transferring the following files:

B Software upgrade images

® Configuration snapshots

B Security certificates

® |icense files

® System log files (as directed by Cisco Support)

® Crash diagnosis files (as directed by Cisco Support)

Connect your SFTP client to the IP address of the MMP which can be found using the ipv4

MMP or ipvée MMP command (as appropriate). Log in using the credentials of an MMP admin
user (see MMP User Account Commands).

1.3.1 Which files you see in the SFTP client

After configuration you should see the following files listed when you access the MMP using
SFTP (bear in mind that you may have different names for everything other than license.dat but
the following are the example file names used in the installation and deployment guides):

® Server.crt, webbridge.crt
® |icense.dat (required name)
® poot.json and live.json

B server.key, webbridge.key

B cacert.pem, privkey.pem, server.pem

1.4 What MMP Commands are Available?

To see a list of commands that are available and their parameters type:
help

To see more details about one command type:
help <command name>

These commands are described in the following sections. All the commands are entered at the
MMP command line interface prompt. An example is:
iface (a|blc|d) <speed> (on]|off)

where

() indicates a choice of options, use one of them - without the brackets
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<> indicates a parameter that you must enter the appropriate value for

[ ]indicates an optional parameter

Some commands are followed by one or more examples in blue within the same table cell:

iface (a|blc|d) Displays the network interface configuration for the
specified interface

Note that the A, B, C and D interfaces are restricted to full
duplex auto negotiation.

1.5 Writing and Completing MMP Commands

The following functionality can be used in MMP commands:

Tab: press the Tab key to auto-complete a command. For example pressing Tab after typing
help ticreateshelp timezone.However, if thereis more than one possible command,
pressing tab a second time does not provide an alternative. For example pressing Tab after
help we provides help webadmin and pressing again does not provide help webbridge

Left and right arrow keys move the cursor along the line of a typed command
Up and down arrow keys cycle through the command history

Quotation marks: to enter multiple word arguments use “” for example

pPki csr demo CN:'"callbridge.example.com" OU:"Cisco Support" O:Cisco L:'"New
York" ST:NY C:US

Keyboard shortcuts can be used:

CTRL-p: displays the previous command

CTRL-n: displays the next command in the command history
CTRL-d: deleted the character under cursor, or exits when used in an empty line
CTRL-c: abort the current executing command

CTRL-a: jumps to the beginning of the line

CTRL-e: jumps to the end of the line

CTRL-I: clears the terminal

CTRL-k: deletes from the cursor position to the end of the line
CTRL-m: equivalent to the Return key

CTRL-w: deletes word left from cursor

CTRL-u: deletes current line

CTRL-f: moves forward a character

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 10
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® CTRL-b: moves backward a character

B CTRL-t: swaps current character with the previous character

1.6 Reserved Ports

Port 8081 is reserved on loopback if the webadmin is enabled, but is not reserved if the
webadmin is disabled. Port 8080 is always open.

Port 5060 is always open, while port 5061 is only open if certificates are applied to the Call
Bridge.

1.7 Summary of MMP additions and changes
Version 3.8 supports the MMP additions described in this section.

Enabling secure communication between Meeting Server and Cisco Unified Communications
Manager/IMP Server

The commands for TLS verification between Meeting Server and Cisco Unified
Communications Manager/IMP server are listed below:

callbridge ucm certs <cert- Adds the CA trusted certificate for Cisco Unified Communications
bundle> Manager.

callbridge ucm verify Enables/disables TLS verification between Meeting Server and Cisco
<enable/disable> Unified Communications Manager.

callbridge ucm certs none Removes the certificate added for TLS verification between Meeting

Server and Cisco Unified Communications Manager.

callbridge imps certs <cert- Adds the CA trusted certificate for IMP server.

bundle>

callbridge imps verify Enables/disables TLS verification between Meeting Server and IMP
<enable/disable> server.

callbridge imps certs none Removes the certificate added for TLS verification between Meeting

Server and IMP server.

Configuring web app session timeout

Administrators can set the web app session timeout, in hours using the command below:

callbridge wc3jwt expiry Sets the web app session timeout in hours. Accepts integers from 1 to 24.
<expiry time in hours> When unset defaults to 24.

Note: Restart call bridge for the changes to be applied.

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 11
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2 Network Commands

2.1 Network Interface (iface) Commands

iface (alblc|d) Displays the network interface configuration for the
specified interface

Note that the A, B, C and D interfaces are restricted to full
duplex auto negotiation.

iface <interface> mtu <value> Sets the maximum transmission unit size in bytes for an
iface a mtu 1400 interface.

Note: In all Meeting Server 2000 deployments as well as
VM and Meeting Server 1000 deployments running
VMWare Version 6.7U2 and newer, the MTU applies to
both incoming and outgoing packets. Packets received
that are larger than the configured MTU will be dropped by
the interface, causing packet loss and poor quality and in
some rare cases, connection issues. In VM and Meeting
Server 1000 deployments running VMWare versions prior
to 6.7U2, the MTU only applies to outgoing packets,
allowing packets larger than the configured MTU to still be
received by the interface.

The default MTU is 1500 bytes.

MTU should be configured on the network to ensure
packets are not dropped by the interface due to these
MTU restrictions.

2.2 IP Commands

2.2.1 IPv4 commands

ipvd (al|blc|d) Lists configured and observed network values

ipv4d (a|b|c|d) dhcp Enables dhcp on the specified interface

ipv4d (a|b|c|d) (enable|disable) | Enables/disables the specified interface
Note: This command does not clear the configuration, only
disablesiit.

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 12



2 Network Commands

ipv4 (alb|c|d) add <server IP
address>/<Prefix Length>
<Default Gateway>

ipv4 a add 10.1.2.3/16 10.1.1.1

ipv4 (alb|c|d) del <server IP
address>

Configures the interface with an ipv4 address with specified
prefix length and default gateway for egress packets. The
example configures A with address 10.1.2.3 on subnet
10.1.0.0/16. If there is no more specific route, packets exiting
via A will be sent via gateway 10.1.1.1.

Removes the IPv4 address on the specified interface

ipv4d (alb|c|d) default

Selects the interface of last resort for outbound connections.
When connecting to remote hosts it is not always known from
context which interface should be used. By comparison,
responses to connections initiated by remote hosts will use
the interface on which the connection was accepted. This is
sometimes referred to as the strong IP model

ipv4d (al|blc|d) route add
<address>/<prefix length>
ipv4d (al|b|c|d) route del
<address>/<prefix length>

ipv4d b route add 192.168.100.0/24

Adds a static route so you can route a specific subnet out of
the specific interface. This is for unique routing scenarios
where multiple interfaces are enabled, and you want to ensure
that traffic for a specific subnet is routed out to the gateway of
that particular interface

Note: Generally manual configuration of a default route is not
required and may cause issues.

All traffic destined for 192.168.100.x will go out of interface b
to interface b’s gateway

2.2.2 IPv6 commands

The Meeting Server supports multiple IPv6 addresses per interface, and automatically
configured addresses and static addresses.

ipvé (alblc|d)

Lists configured and observed network values

Cisco Meeting Server Release 3.8 : MMP Command Line Reference
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ipvé (a|b|c|d) enable Starts auto-configuration of the specified interface for IPv6. A
link-local address is generated. Duplicate Address Detection
(DAD) is completed and, if SLAAC is enabled, then Router
Solicitations are sent. If a Router Advertisement is received,
then

e any advertised prefixes are used to construct global
addresses

¢ any RDDNS options are used to configure DNS

e ifthe "managed" or " other" flags are set, then DHCPV6 is
started. If Router Advertisements do not have the
"managed" or " other" bits set, then DHCPv6 will not be
used

If no Router Advertisement is received after three Router
Solicitations are sent, then DHCPv6 will start.

ipvé (a|b|c|d) disable Disables IPv6 for the specified interface

ipv6 <interface> slaac Enables/disables SLAAC

(enable|disable)

ipvé (a|b|c|d) add When SLAAC is disabled, it is necessary to add static
<address>/<prefix length> addresses and static router addresses. To add a static router,
ipvé a add 2001::2/64 Note that SLAAC discovered addresses and routers can

coexist with statically configured addresses.

The Meeting Server supports automatically configured
addresses and static addresses. To statically configure an
IPv6 address on the specified interface use this command

ipvé (a|b|c|d) del <address> Removes the IPv6 address
ipv6é a del 2001::2/64

ipv6é <interface> router add|del
<address>

2.3 Network Diagnostic Commands

2.3.1 IPv4 network diagnostic commands

After you have enabled IPv4, you can you use the following commands.

ping <target Ping from the Meeting Server to the target IP address or hostname
address|hostname>

traceroute <target To traceroute from the Meeting Server to the target IP address or
address|hostname> hostname

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 14
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2.3.2 IPv6 network diagnostic commands

After you have enabled IPv6, you can you use the following commands.

ping6 <target Ping from the Meeting Server to the target IPv6 address or hostname
address|hostname>

traceroute6 <target To traceroute from the Meeting Server to the target IPv6 address or
address|hostname> hostname

2.3.3 Packet capture

Note: Although packets can be captured by the Meeting Server, due to the high packet rate that
the Meeting Server operates at, packets may be dropped from the packet capture rather than
disturb the normal operation of the Meeting Server in handling calls. To avoid dropped packets
in the packet capture, Cisco recommends capturing packets at your network switch rather than
on the Meeting Server.

pcap (al|b|c|d) Starts immediate packet capture on the specified interface and stops
when you press Ctrl-C. The name of the pcap file is then displayed. This
file can then be downloaded via SFTP.

The pcap command captures packets in multiple files, on rotation.
When a pcap file size exceeds 500MB, the packets are capturedin a
new file. Meeting server saves upto four pcap files with a total maximum
file size limit of 2GB at any given time. Once the fourth pcap file size
exceeds 500MB, the oldest pcap file is deleted and continues to
capture packets in the new file.
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2 Network Commands

pcap (alb|c|d|any) any will allow packet capture on multiple interfaces, i.e. any enabled
[snaplen <n>] [filter interfaces (interfaces that are not enabled will be skipped).

<pcap-filter-expression>] | Ngte: \When capturing from multiple interfaces, this requires additional

disk space as each interface is captured to a separate temporary file
and the files are then merged when the capture is stopped. So the
available storage when capture on multiple interfaces is half what is
available when capturing on a single interface.

snaplen truncates each packet captured to the maximum number (n)
of bytes if it is longer. As a result, more packets can fit into the same file-
size limit.

filter selects only packets matching the criteria in the string. This
reduces the capture to only packets of interest, and avoids wasting disk
space on the others. The parsing of this string and the packet filtering
are performed with exactly the same underlying libraries as used by
tcpdump, so this has exactly the same expressive power and
performance. The filter expression can be up to around 4080 characters
long, if required

snaplen and £ilter options added from version 3.1.

2.4 QoS/DSCP Commands

The Meeting Server supports QoS/DSCP values in DSCP Hex (not TOS). We follow the
requirement of US Federal government institutions to allow any DSCP value between 0 and 63
for backwards compatibility even though not every value is standard.

We support input as decimal, hexadecimal (case insensitive) and octal; enter 46, Ox2E (or
0x2e), or 056, respectively, with the same result.

For example, EF Audio, AF31 Signaling/Data, AF41 Video is:
EF = Ox2E DSCP Hex, AF31 = 0x1TA DSCP Hex, AF41 = 0x22 DSCP Hex

DSCP settings can be defined with independent values for IPv4 and IPv6. For example, setting
0a&m to Ox4 for IPv4 and 0x6 for IPv6 results in SSH traffic being marked with 0x4 for IPv4
connections and 0x6 for IPv6 connections.

Note: A service restart is required for changes to take effect: we recommend rebooting the
Core server.

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 16
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dscp (4]6) <traffic type>
(<DSCP value>|none)

dscp 4 voice Ox2E
dscp 4 voice 46

dscp 4 oa&m 0x22

dscp 4 oa&m none

Sets the DSCP traffic . DSCP traffic categories and the traffic types
within those categories are:

= signaling (SIP, AS-SIP signaling)

= gssured-voice (any audio for AS-SIP)

= yoice (any other audio)

= assured-multimedia (video for AS-SIP)

= multimedia (any other video)

=  multimedia-streaming (webbridge media) (not currently used)
= |ow-latency (not currently used)

= 0a&m (webadmin, LDAP, SSH, SFTP)

(0oa&m = operations, administration and management)

Sets oa&m for IPv4

Removes the setting

dscp assured (true|false)

dscp assured true

Itis possible to configure both assured and non-assured DSCP
values for the " voice" and " multimedia" traffic types - see above.
Use this command to force the use of the assured or non-assured
value.

For example, to force the use of the assured-voice and assured-
multimedia DSCP values for all voice and video data, use this
command.
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3 DNS Commands

dns

Displays the current DNS configuration details

dns add forwardzone <domain-name>
<server ip>

dns add forwardzone example.org
192.168.0.1

dns del forwardzone <domain-name>
<server ip>

Configures a forward zone.

A forward zone is a pair consisting of a domain name and at
least one server address. If a name is below the given
domain name in the DNS hierarchy, then the DNS resolver
can query the given server. Multiple servers can be given
for any particular domain name to provide load balancing
and fail over. Acommon usage is to specify "." asthe
domain name i.e. the root of the DNS hierarchy, which

matches every domain name.

Deletes a specified forward zone

dns add trustanchor <anchor>

dnsadd trustanchor ". IN DS 19036 8 2
49AAC11D7B6F6446702E54A1607371607A1A4
1855200FD2CE1CDDE32F24E8FB5"

dns del trustanchor <zonename>
dns del trustanchor

Adds a trust anchor for Domain Name System Security
Extensions (DNSSEC).

Trust anchors should be specified in DNS Resource Record
form inside quotation marks - see the example. See [1] for
details.

Removes a trust anchor.

The zonename is the domain name in the Resource Record
(RR) representing the anchor. The example removes the
trust anchor installed in the example above.
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dns add rr <DNS RR>

dns add rr "sipserver.local. IN A
172.16.48.1"

dns add rr "_sip._tcp.example.com.
86400 IN SRV 0 5 5060
sipserver.local."

dns del rr <owner-name> <type>
dns del rr _sip._tcp.example.com. SRV
dns del rr sipserver.local. A

To configure the DNS resolver(s) to return values which are
not configured in external DNS servers or which need to be
overridden, custom Resource Records (RRs) can be
configured which will be returned instead of querying
external DNS servers.

We accept RRs in quotation marks with the following
format:

OWNER <OPTIONAL TTL> CLASS TYPE TYPE-
SPECIFIC-DATA

For example,
Arecords sipserver.local. INA 172.16.48.1

AAAA records example.com. aaaa
3ffe:1900:4545:2:02d0:09ff:fef7:6d2¢c

SRV records _sip._tcp.example.com. 86400 IN SRV 0 5
5060 sipserver.local

Note: if you wish to create create multiple RRs for a single
record type then you need to create them using an external
DNS server. The Meeting Server does not support multiple
RRs for a single record type and will only save the latest RR.
For example, the Meeting Server will only save 1 SRV
record for

_sipinternaltls._tcp, etc...it will not save 2 different RRs for
_sipinternaltls._tcp.

dns lookup <alaaaa|srv> <hostname>
dns lookup srv _sip._tcp.example.com

The lookup " drills" through SRV results. Thatis, when an
SRV record returns a domain name this is resolved by A and
AAAA lookups.

dns flush

This flushes the DNS cache of of the Meeting Server.
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4 Firewall Commands

The MMP supports the creation of simple firewall rules for the media interfaces. After setting up
the firewall rule on an interface, enable the firewall on that interface.

Note: This is not intended to be a substitute for a full standalone firewall solution.

Firewall rules must be specified separately for each interface.

Each firewall rule for an interface is identified by a tag. These can be seen in the status output,
for example:
Interface :a

Enabled : false
Default policy : allow

Tag Rule

0 drop 80

CAUTION: We recommend using the serial console, if available, to configure the firewall,
because using SSH means that an error in the rules would make the SSH port inaccessible.

firewall <iface> default Before the firewall can be enabled on an interface, a
(allow|deny) default policy must be set using this command.

The allow policy allows all packets that do not match any
rule, and the deny policy discards all packets that do not
firewall a default deny match any rule

When no rules are configured this will drop every packet
oninterface a.

firewall <iface> enable Enables the firewall on the specified interface.
firewall <iface> disable Disables the firewall on the specified interface.
firewall <iface> Displays the current firewall settings for a given interface
firewall a Displays the status and rule set for the interface a
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firewall <iface> allow <port> Add rules with these commands.

[/<proto>] [from <host>[/<prefix>]] The <port> argument can be specified either as a number
(e.g."80") oras service name from the IANA service
firewall <iface> deny <port> name registry (e.g. " http").

[/<proto>] [from <host>[/<prefix>]] The protocol argument is either tcp or udp. If omitted, the
rule matches both TCP and UDP packets.

firewall a allow http/tcp Allows TCP packets on port 80 on interface A
firewall a deny 678 Drops all packets on port 678 on media interface A

An optional £xrom clause limits the hosts to which a rule
applies. This is specified as an IPv4 or IPv6 address with
an optional prefix length to denote a subnet.

firewall a allow ssh from 192.168.1.0/28 | Allows SSH access to interface a from the 256 IPv4
address between 192.168.1.0 and 192.168.1.255

firewall <iface> delete <tag> To delete arule, use its tag with this command.

firewall a delete 0 Deletes the single rule above this table.

Cisco Meeting Server Release 3.8 : MMP Command Line Reference 21


http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml

5 LDAP Commands

5 LDAP Commands

The new 1dap option is added to user add MMP command enables configuring details of an
LDAP server, directory search parameters, TLS settings, and enabling or disabling LDAP
authentication.

To enable adding LDAP users, a new option, [1dap] is added to the command:

user add <username> (admin|crypto|audit|appadmin|api) [ldap]

Note: Meeting Server API does not support access to users with LDAP authentication.

The output of the help ldap command is:

cms> help ldap
Configure LDAP client for MMP users

Usage:

ldap

ldap server <hostname|address> <port>
ldap protocol (ldap|ldaps)

ldap binddn <username>

ldap basedn <base DN>

ldap login_attr <attribute>

ldap filter <filter>

ldap remove <binddn|filter|trust>
ldap trust <crt bundle>

ldap verify (enable|disable)

ldap min-tls-version <minimum version string>
ldap enable

ldap disable

ldap status

Note:

The user list MMP command is extended to include logged in LDAP users.

The only user rule parameters that apply to LDAP users are max_failed_logins, max_idle,
and max_sessions. Other parameters of this command do not apply to LDAP users.

The user expire MMP command is not supported for LDAP users.
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ldap

Displays information about the Idap configuration.

ldap server <hostname|address> <port>

Specifies the LDAP server with hostname or IP
address, and port number. This is mandatory.

ldap protocol (ldap|ldaps)

Specifies the Idap protocol to use. To use a secure
connection to the LDAP server, Idaps must be
used. It is mandatory to specify the protocol.

ldap binddn <username>

ldap binddn
cn=binduser,oi=user,dc=domain,dc=com

ldap binddn "cn=bind user,o=My
Company ,dc=domain,dc=com"

ldap binddn domain\\username

Adds the distinguished name with which to bind to
the directory server for lookups.The binddn
parameter is optional. If not specified, anonymous
bind requests are used.

The bind user must have search permission in the
directory. This command prompts for an optional
bind password.

If spaces are included in the argument, then the
argument has to be quoted. If backslashes are
included, they must be escaped with a preceding
backslash.

ldap basedn <base DN>

Specifies the base distinguished name to use as
search base. It is mandatory to specify basedn.

If spaces are included in the argument, then the
argument has to be quoted. If backslashes are
included, they must be escaped with a preceding
backslash.

ldap login_attr <attribute>

Specifies the LDAP attribute name such as uid,
userPrincipalName, or sAMAccountName, which
uniquely identifies users. The attribute value must
match the pre-configured MMP user name for
successful login. Specifying an attribute is
mandatory.

ldap filter <filter>
ldap filter (& (objectClass=¥*)

(memberOf=CN=admins ,DC=example, DC=com) )

Sets up an LDAP search filter. Specifying a filter is
optional. If no filter is specified, the default value
(objectClass=*) is used.

A valid LDAP filter syntax must be used and it must
be enclosed in parentheses.

ldap remove (binddn|filter|trust)

Removes binddn, filter, or trust parameters that
have been set up earlier.
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ldap trust <crt bundle> Configures the system to use a particular bundle of
certificates to validate the certificate.

To use a secure connection to the LDAP server,
this must be configured with a trusted CA.

ldap verify (enable|disable) Enables or disables certificate verification for
connection to the LDAP server.

To use a secure connection to the LDAP server,
certificate validation must be enabled. When
disabled, Meeting Server does not request or
check the trust certificates.

ldap min-tls-version <minimum version string> | Configures the minimum TLS version that the
system will use. Possible values are 1.0, 1.1, and
1.2. The default is version 1.2.

ldap enable Enables the LDAP service.
ldap disable Disables the LDAP service.
ldap status Displays the status of the Idap service as:

running - indicates that the service is running

not running - the service is enabled but not
running. Check the logs for more information.

disabled - the service is disabled
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6 Scheduler Commands

Scheduling meetings is enabled by the new Scheduler component, which can be configured by

the new scheduler MMP commands.

The configuration details of the email server are provided via the new scheduler MMP

commands listed below:

scheduler

scheduler status

Displays current status of the Scheduler.

scheduler (enable | disable)

Enables or disables the Scheduler.

scheduler restart

Restarts the Scheduler.

scheduler https listen <interface>
<port>

Configures an interface:port pair for the Scheduler to listen
on.

scheduler https listen none

Disables the Scheduler's management APl interface.

scheduler https certs <key-file>
<crt-fullchain-file>

Configures the server certs used in the management API but
also the certs used when making outbound connections.For
example, the c2w link or any API calls to the Call Bridge.

scheduler https certs none

Removes certificate configuration for the management API.

scheduler c2w certs <key-file> <crt-
fullchain-file>

Configures the certificate bundle presented to a Web Bridge
3.

scheduler c2w certs none

Removes certificate configuration for the TLS connection to
Web Bridge 3.

scheduler c2w trust <crt-bundle>

Configures the trust bundle for verifying connections to the
Web Bridges.

scheduler c2w trust none

Removes the certificate bundle for the Web Bridge 3 from the
Scheduler's trust store.

scheduler email server <hostname |
address> <port>

Configures the SMTP server to which the Scheduler will send
emails.

scheduler email server none

Removes email server configuration from the Scheduler.

scheduler email username <smtp user-
name>

Configures the email account used for authentication with the
SMTP server. This account must have appropriate
permissions to be able to send emails on behalf of the
meeting organizers.

Note: Emails to participants will not sent from the account
configured using this command, but will be sent using the
From address of the meeting organizer.
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scheduler email remove username Removes the email username configured for SMTP authen-
tication.

scheduler email protocol <smtp | Specifies the Scheduler's communication with the email

smtps> server as:

smtp: over plain text TCP (smtp)

smtps: over an encrypted TLS channel

scheduler email auth (enable | dis- Enables or disables SMTP authentication.

able)

scheduler email starttls (enable | Enables or disables opportunistic TLS for SMTP connections.
disable)

scheduler email trust <bundle> | none | (Optional) Allows configuration of a trust bundle for the email
server. If configured, verification is done for the certificate of
the email server using the configured bundle.

If not configured, verification of the certificate is not done.

scheduler email common-address Configures the common email address and a display name on
<address@mail.domain> "<Display the Meeting Server. The Scheduler sends the meeting invites
name>" from the common email address to the participants.

If left blank, the Scheduler sends the email invites from the
organizer’s email address.

scheduler email common-address Removes the common email address and display name that
none has been configured.
scheduler timedLogging Retrieves timed logging status.

scheduler timedLogging (webBridge|ap- | Activateslogging forthe specified time period.
ilemail) <time>
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/ Provisioning with Certificates

Use the following PKI (Public Key Infrastructure) commands.

The key file should contain an RSA or DSA key encoded as either PEM or DER with the file name
extension being .key, .pem, or .der . The certificate file should be an x509 certificate encoded
as PEM or DER with the file name extension being .crt, .cer, .pem, or .der.

File names can include alphanumeric characters, hyphens and underscore characters followed
by one of the extensions above. You can choose the per-service certificate and key file names;
even using the same pair of files for every service.

The private key and certificate files should be uploaded via SFTP.

pki

Displays current PKl usage.

pki list

Lists PKl files i.e. private keys, certificates and certificate
signing requests (CSRs).

pki inspect <filename>

Inspect a file and shows whether the file is a private key,
a certificate, a CSR or unknown. In the case of
certificates, various details are displayed. If the file
contains a bundle of certificates, information about each
element of the bundle is displayed.

Both PEM and DER format files are handled.

pki match <key> <certificate>

This command checks whether the specified key and a
certificate on the system match. A private key and a cer-
tificate are two halves of one usable identity and must
match if they are to be used for a service e.g. HTTPS.

pki verify <cert> <cert bundle/CA
cert> [<CA cert>]

pki verify server.pem bundle.pem
rootca.pem
pki verify server.pem bundle.pem

A certificate may signed by a certificate authority (CA)
and the CA will provide a " certificate bundle" of
intermediate CA certificates and perhaps a CA
certificate in its own file. To check that the certificate is
signed by the CA and that the certificate bundle can be
used to assert this, use this command.

pki unlock <key>

Private keys are often provided with password-
protection. To be used in the Meeting Server, the key
must be unlocked.

This command prompts for a password to unlock the
target file. The locked name will be replaced by an
unlocked key with the same name
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pki csr <key/cert basename> For users happy to trust that Cisco meets requirements

[<attribute>:<value>] for generation of private key material, private keys and
associated Certificate Signing Requests can be

pki csr dbserver generated.

CN:server(0l.db.example.com <key/cert basename> is a string identifying the new key

subjectAltName:server02.db.example.com and CSR (e.g. "new" results in " new.key" and

"new.csr" files)

Attributes for the CSR can be specified in pairs with the
attribute name and value separated by a colon (" :").
Attributes are:

CN: commonName which should be on the certificate.
The commonName should be the DNS name for the
system.

OU: Organizational Unit

O: Organization

L: Locality

ST:State

C: Country

emailAddress: email address

The CSR file can be downloaded by SFTP and givento a
certificate authority (CA) to be signed. (Alternatively, the
CSR file can be used in the 'pki sign' command to
generate a certificate locally.) On return it must be
uploaded via SFTP. It can then be used as a certificate.

Note: pki csr <key/cert basename>
[<attribute>:<value>] takes subjectAltName
as an attribute. IP addresses and domain names are
supported for subjectAltName in a comma separated
list. For example:

pki csr testl CN:example.exampledemo.com
subjectAltName:exampledemo.com

pki csr test2 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia
subjectAltName:exampledemo.com

pki csr test3 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia
subjectAltName:exampledemo.com,
192.168.1.25, server.exampledemo.com,
join.exampledemo.com,
test.exampledemo.com

Keep the size of certificates and the number of
certificates in the chain to a minimum; otherwise TLS
handshake round trip times will become long.
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pki selfsigned <key/cert basename>
[<attribute>:<value>]

pki selfsigned dbca CN:"my company CA"
OU: "My company" O:cms L:Raleigh ST:"North
Carolina" C:US

You can use this command to generate self-signed
certificates.

<key/cert basename> identifies the key and certificate
which will be generated, e.g. " pki selfsigned new"
creates new.key and new.crt (which is self-signed).
Attributes for the certificate can be specified in pairs
with the attribute name and value separated by a colon
(":"). Attributes are:

CN: commonName. If the certificate is used as end-
entity certificate, the commonName should be the DNS
name for the relevant service..

OU: Organizational Unit

O: Organization

L: Locality

ST:State

C: Country

emailAddress: email address

Self-signed certificates can be used to sign CSRs. They
are useful to deploy on internal services such as the
database cluster. For external services such as Web
services, use an external CA.

pki sign <csr/cert basename> <CA
key/cert basename>

pki sign dbserver dbca

pki sign dbclient dbca

This command signs the csridentified by <csr/cert
basename> and generates a certificate with the same
basename, signed with the CA certificate and key
identified by <CA key/cert basename>.

The files <csr/cert basename> and <CA key/cert
basename> should have been generated by the
commands 'pki csr' and 'pki selfsigned' respectively.

pki pkcsl2-to-ssh <username>

pki pkcsl2-to-ssh john

Public SSH keys stored in PKCS#12 files can be used
but need to be processed first. This command extracts
a useable public key from a PKCS#12 file uploaded with
the name <username>.pub.You are prompted to enter
the password for the pkcs#12 file. After completion, the
pkcs#12 file is replaced with a useable key without
password protection.

Note: Any other data contained in the pkcs#12 file is
lost.

The key of an uploaded PKCS#12 file john.pub for user
john can be made useable by executing this command

pki

Displays current PKl usage.
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pki list Lists PKl files i.e. private keys, certificates and certificate signing
requests (CSRs).
pki inspect <filename> Inspect a file and shows whether the file is a private key, a certificate,

a CSR or unknown. In the case of certificates, various details are
displayed. If the file contains a bundle of certificates, information
about each element of the bundle is displayed.

Both PEM and DER format files are handled.

pki match <key> <cer- This command checks whether the specified key and a certificate on
tificate> the system match. A private key and a certificate are two halves of
one usable identity and must match if they are to be used for a ser-
vice e.qg. callbridge.

A certificate may signed by a certificate authority (CA) and the CA will
pki verify <cert> <cert provide a " certificate bundle" of intermediate CA certificates and
bundle/CA cert> [<CA cert>] perhaps a CA certificate in its own file. To check that the certificate is
signed by the CA and that the certificate bundle can be used to

. . assert this, use this command.
pki verify server.pem

bundle.pem rootca.pem
pki verify server.pem
bundle.pem

pki unlock <key> Private keys are often provided with password-protection. To be
used in the Meeting Server, the key must be unlocked.

This command prompts for a password to unlock the target file. The
locked name will be replaced by an