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Introduction

This document describes the steps and configurations neceskaryintegrating Cisco Unified
Communications Manager (Cisco UCM) relddsB, Cisc&xpresswayand E release X8ahdMicrosoft
Lync2013 Server(5.0.8308.55pto interoperatein a single domainEndpoints are configured on both
Cisco UCM andync2013Server The goal othis integration is toenable end users o@isco CUCM and
Lync2013Serverto makeend to end Audio/Video (AV) callx] hocconference calland share desktop.

Key Points

1 This testing has been performed with IPv4 using TLS for signaling between CisdditiGabft
Lync 2013erver CiscoExpresswayC & Cisco Expresswdy

1 Though the solution has been tested with signglenabled for TLS, it is not mandatory to use TLS
and can be deployed with TCP

1 BasicAudio/video calls and desktop sharing between Cisco and skype clients works successfully.

The following items were tested:
AV

1 Basic outbound and inbound calling betwdgmc 2013 Serve€isco UCM and Jabber users with
complete audio and video

Ad hoc conference
Desktop Share

Call hold and resume
Call transfer

Call forward

Call park

= =4 4 -4 a4 -a -2

Voicemaildeposit/retrieval
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System Components

Hardware Requirements
The following hardware wassted

1 Cisco UCGE240M3S VMWare Hosunning ESXi 5.5
1 Microsoft Windows Server 2012 running Hypér
M Cisco End Points DXDX80

Software Requirements

The following softwarevas tested
1 Cisco Unified Communications Manager verditis.1.1190026
1 MicrosoftLync 2013 Servetersion5.0.8308.556
1 CiscoExpresswayC version X8.8.1
1 Jabber Client for Windowgersion11.6.0 Build 35037
1 Lync 2013AndroidClient 6.11.0.0
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1 Lync 20130SClient 6.7.0.216
1 Lync 2013Vindows MobileClient 6.3.1558.0

Features

This section lists supported and unsupported features. Deviance from the configuration presented in
this guide is not supported by Cisco. Please see the Limitations sketawm for more mformation.

Features Supported:

AV.
9 Basic outbound and inbound calling betwdgmc 2013Cisco UCM and Jabber users
1 Call hold and resume

1 Conference

Features Not Supported or Not Tested:
AV:
9 Call transfer using Android mobile clients Egnc 2013s not supported

Caveats
These are the known limitations, caveats, or integration issues:

1 Basic audio only calls from Cisco users towards iOS clients fail.

1 Call transfer fronLync 2013nobile clients to Cisco users are failing.

9 Call hold/resume on endpui fails (call drops) for a call frohhync 2013nobile client to cisco end
point and cisco endpoint initiates the hold/resume.

9 Call hold on Cisco endpoint fails (call drops) from cisco endpolntrto 2013nobile client and
cisco end point initiates thedid/resume.

9 Call hold on Cisco end point fails (call drops) for a video call from cisco endploymct@013

mobile client and cisco end point initiates the hold/resume.

IM/Chat session fails (no chat can be initiated) from Cisco endpoint towards Lyeec.Ser

No Presence is observed on either side

= =
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InfrastructureConfiguratio

Cisco Certificates

Certificates secure client and server identities. After root certificates are installed, certificates get added
to the root trust stores to secure connections between users and hosts, including devices and application
users.

For best practices on indlimg certificates inQJCM, Expresswayservers, please refer to the
documentatiors at

CUCM:

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/ll 5 1/CUCM BK_ A09578D7 0
0_adminguidecucmimp_1151/CUCM_BK_A09578D7_00_admiidefor-cucnm
1105 _chapter 01110.pdf

Expressway:

http://www.cisco.com/c/en/us/support/unifiedcommunications/expresswaseries/products
installationrand-configuratiorrquideslist.html

Note: The below configuration uses TLS with port 5061 betwagart 2013Berver and Expresswy)
ExpresswayC andCisco €M, Cisco UCMNd Expresswag. TLS is not a mandate to configure the
supported features, if you are using TCP please use the default TCP port 5060.
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Active DirectoryRoot CertificateConfiguration

User Configuration
1. In Active Directory, open Active Directory Users and Computers
2. Righ click on Users, navigate to Nevdser
3. Enter the details of users as shown in the screen shot below

File Action View Help
e 2@ 0| XE= He T auTah

] Active Directory Users and Com|| Name = Descriptio ~ |
b 1 Saved Queries
4 33 lynclabsp.local
p || Builtin
p 1 Computers
p 2! Domain Controllers
p | ForeignSecurityPrincipal:
p = Managed Service Accour
b =1 Microsoft Exchange Sect
p (&1 RTC Accounts

] Usg

1 Delegate Control...
Find...

New ‘ Computer

All Tasks Contact

View Group

InetOrgPerson
msExchDynamicDistributionList
mslmaging-PSPs

MSMQ Queue Alias

Printer

-
& User T User
> <] [Shared Folder

Refresh
Export List...

Properties

Figurel: Active Directory Users and Computers
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Published Certfficates | Member Of | Password Replication | Dialin | Object
Secuity | Envionment | Sessions |  Remote control
Remote Desktop Services Profle | COMs | Attribute Editor

General | Address | Account | Profle | Telephones | Organization

& testuserl
First name: | | Initials: I:I

Last name: |

Description: |

|
Lisplay name: |tEStIJSE|"| |
|
|

Office: |

Telephone number: | || Cther... |

E-mail: |testuser'| Etekvizionlabs.com |

Web page: | || Other... |

Figure2: Active Directory Uset
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Published Certfiicates | Member Of | Password Replication | Dialin | Object
Security | Environment | Sessions | Remote control
Remote Deskiop Services Profle | COM+ | Attribute Editor

General | Addrezz | Account | Profile | Telephones | Organization

~Lserlogon name:

|testuser'| | | Etekvizionlabs.com W |

|User logan name (pre-Windows 2000):
| TEKVIZIONLABS | |testusert

| LogonHours.. || LogOnTo.. |

[ ] Unlock account

Accourt options:

[ User must change password at next logon

[#*] Password never expires

[ Store password using reversible encryption

Account expires
(@) Never
() End of: Wednesday, November 30, 2016

Figure3: Active Directory Uset
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Create a Certificate Template in the Certificate Authority

The default certificate templates are not provisioned with required client and server authenticatidn,
have only server authentication enablegb,a custom template with both client and server authentication
isrequired. The following captures illustrate the steps required to create a client server authentication
certificate template to be used duringélcertificate generation.

ile Action  View elp
e 2|0

|| 3 Certification Authority (Local) Intended Purpose
4 gi lynclabsp-DC-CA
1 Revoked Certificates
] Issued Certificates
|| Pending Requests
|| Failed Requests

|| Certificate Temnlatac!
Manage

_New

Starts Certificate Templates snapin

Figure4: Certificate AuthorityCreate New Certificate Templaie
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File Action View Help

= EY

) ertificate Tem)| es (dc.lync
] Certificate Templates (d lal

Template Display Name
5l Authenticated Session
1 Basic EFS

H Code Signing

5 Trust List Signing

@ User

5l Administrator

H cep Encryption

&l Domain Contreller
@ Enrcllment Agent

= Exchange Enrollment Agent (Offline requ...

@ Router (Offline request)
5] User Signature On

Schema Version

Computer I Duplicate Template I

@ Enrellment Agent (Co
[l Root Certification Aut
5l Subordinate Certificati
HEFs Recovery Agent

All Tasks

b

Properties

Help

] Exchange Signature Only
5 Smartcard Logon
= Exchange User

Verti,
31
3.1
31
3.1
31
41
4.1
41
4.1
41
4.1

3.1
5.1
3.1
6.1
6.1
6.1

71

< 5

<] m

1>

[ Actions

| Certificate Template... +-

More Actions 4
More Actions b

Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs

Figure5: Certificate Authaty- Create New Certificate Templaze
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Subject Name | Server | Issuance Requirements
Superseded Templates | Extensions
Compatibiity | General | Request Handiing

Template display name:

IServerandWebOient I

Template name:
ServerandWebClient

Renewal period:
| 6||weeks

[ Publish certficate in Active Directory

[ ] Do not automatically reenroll if a duplicate certificate exists in Active
Directory

Figure6: Certficate Authaity- Create New Certificate Templage
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Subject Name | Server | Issuance Requirements
Compatibiity | General Cryptography

Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
Celtiﬁcate Template Information
E]Issuance Policies

Key Usage

Description of Application Policies:
Server Authentication

Figure7: Certificate Authaty- Create New Certificate Templade
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An application policy defines how a certificate can be
used.

Application policies:
Server Authentication

l Add... H Edit... H RemoveJ

[IMake this extension critical

Figure8: Certificate Authaty- Create New Certificate Templafe
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An application policy (called enhanced key usage in Windows 2000)
defines how a certificate can be used. Select the application policy required
for valid signatures of certificates issued by this template.

n

Directory Service Email Replication

Disallowed List

Document Signing

Domain Name System (DNS) Server Trust

Eary Launch Antimalware Driver

Embedded Windows System Component Verification

Encrypting File System

Figure9: Certificate Authoty- Create New Certificate Template
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File Action View Help
= 70

ﬁ Certification Authority (Local) Intended Purpose
4 gl lynclabsp-DC-CA
| Revoked Certificates
[ Issued Certificates
|| Pending Requests
|| Failed Requests

(=] CetifiestaTamntatac]

’ Manage

I New Certificate Template to Issue

View

Refresh
Export List...

Help

Enable additional Certificate Templates on this Certification Authority

FigurelQ: Certificate Authnty- Create New Certificate Templafe
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(% Enable Certificate Templates | x |

Select one Certificate Template to enable on this Cerification Authority.

Note: If a certfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose A
) Key Recovery Agent Key Recovery Agent
& ocsp Response Signing OCSP Signing
] RAS and IAS Server Client Authentication, Server Authentication
& Router (Offline request) Client Authentication
@ ServerandWebClient Server Authentication, Client Authentication |
%] Smartcard Logon Client Authentication, Smart Card Logon i
E Smartcard User Secure Email, Client Authentication, Smart Card Logon
B Trust List Signing Microsoft Trust List Signing =
& User Signature Only Secure Email, Client Authentication
&) Workstation Authentication Client Authentication
v
OK || Cancel

Figurell: Certificate Authoty- Create New Cédficate Template8
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il certsrv - [Certification Authority (Local)\lynclabsp-DC-CA\Certificate Templates] | = [9| X
File Action View Help

e 26

i;] Certification Authority (Local) Name Intended Purpose

4 g lynclabsp-DC-CA & ServerandWebClient Server Authentication, Client Authentic...
|| Revoked Certificates
| ] Issued Certificates
] Pending Requests
|| Failed Requests
| Certificate Templates

Figurel2: Certificate Authnty- Create New Certificate Templa®e
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Submit a certificate request in the Certificate Authority
Below is the process for creating a certificate request inGeetificate Authority

1. Navigate tahttps://<IP_Address_of CA>/certsrv
Microsoft Active Directory Certificate Services — lynclabsp-DC-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Figurel3: Certificate AuthorityCertificate Request

Microsoft Active Directory Certificate Services - lynclabsp-DC-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anl advanced certificate request.

Figurel4: CertificateAuthority-Certificate Reques2

Microsoft Active Directory Certificate Services — lynclabsp-DC-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the
following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoded PKCS #7 file.

Figurel5: CertificateAuthority-Certificate Reques3
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2. Copy the Generated CSR in to the text field shown below

3. {StSOG GKS /SNIATAOI (S this$Haltempiafe we hageNstd&edliny R2 S0 /
Create a Certificate Template in the Certificate Authority

4. Clicksubmit and download the certificate

Microsoft Active Directory Certificate Services — lynclabsp-DC-CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source (such as a \Web server)
in the Saved Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

< >

Certificate Template:

| ServerandWebClient I v

Additional Attributes:

Attributes:

Figurel6: CertificateAuthority-Certificate Request
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Download a root certificate from CA

Microsoft Active Directory Certificate Services — lynclabsp-DC-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other
program. By using a certificate, you can verify your identity to people you communicate with

over the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory
Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Figurel7: Certificate AuthoriyDownload CA certificaté
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Microsoft Active Directory Certificate Services — tekvizionlabs-DC01-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA cerificate, certificate chain, or CRL, select the certificate and encoding
method.

CA certificate:

Current [tekvizionlabs-DCO01-CA] -

Encoding method:

= DER
Base 64
Install CA certificate
|D0wnlead CA cerificate |
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Figurel8: Certificate Autority-Download CA certificat2
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Cisco UCM Configuration
Loading certificates on Cisco UCM

Navigation Cisco Unified OS Administrati@&curity>Certificate Management
Cisco UCM should trust Expressviay

Cisco UCM Server Certificate
Cisco UCM by default has a ss&tined certificate installed. This should be replaced with a certificate
generated from a trusted certificate authority.

Generate a CSR

Certificate List

@1 Generate Seff-signed 1% Upload Certificate/Certificate chain| |81, Generate CSR
(3} ES)

— Status

® 31 records found

Certificate List (1 - 31 of31) Rows per Pagel 50 v
Find Certificate List where | Certificate V| begins with VI H Find || Clear Filter IE
Certificate A
5 Common Name Type Distribution

Figurel9: Cisco UCM Generate CBER

SetCertificate PurposeCallManager

SetDistribution: This will be the node to which you are generating a certificate
SetCommon NameThis will be the node to which you are gegating a certificate
SetParent DomainThis will be the domain of the UCM node

PoOpdbPE
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Generate Certificate Signing Request

[_-% Generate [g Close

r Status
:! Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type
r Generate Certificate Signing Request
Certificate Purpose** | CallManager hd
Distribution™® clus30pub.tekvizionlabs.com v
Commen Name* clus30pub.tekvizionlabs.com
Subject Alternate Names (SANs)
Parent Domain tekvizionlabs.com
Key Type** RSA
Key Length* 2048 v
Hash &lgorithm * SHAZ256 v

| Generate | | Close |

Figure20: Cisco UCM Generate CBR

Once the CSR is created, open the CSR, copy the content of the C8Rwarttid steps shown iBubmit
a certificate request in the Certificate Authorifgr creating a certificate request and downloading the
certificate

Upload root certificate to Cisco UCM
Follow the instructions iownload a root certificate from (& download the root certificate authority
that issued the Expresswdly certificate

1. Click Upload Certificate/Certificate Chain
2. SelectCertificate PurposeCall Managetrust
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Upload Certificate/Certificate chain
Dé Upload [g Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose* CallManager-trust I v
Description(friendly |

name)
Upload File \ Browse... _:

| Upload || Close I

Figure21: Cisco UCM Upload root certificateGall Manageitrust

After upload is done, click on the certificate you uploaded and it should look similar to the one below.
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Certificate Details for tekvizionlabs-DC01-CA, CallManager-trust

— Certificate Settings

File Mame tekvizionlabs-DCO1-CA.pem
Certificate Purpose CallManager-trust
Certificate Type trust-certs

Certificate Group product-cm

Description(friendly name) Sianed Certificate

— Certificate File Data

[ -
Yersion: V3

W : 156

To: Sun Feb 16 09:06:48 CST 2020
Subject Name: CHN=tekvizionlabs-DC01-CA, DC=tekvizionlabs, DC=com
Key: RSA (1.2.840.113549.1.1.1)

Key value:
3082010a0282010100a5c7d070856af7a252520211cch2381eeb32800bd0d584fb98b57ba780aa7e0
64945581e7e9fd25ddeb19a7322c220cac870491cb4dae8de95ab5cddd7afe8e7556e954cead90be2d9
ch&0e909ee304deaaccetbd2b6175226fefc8b7a7efc96c278ef9c44a91121c9%badBd2bed07f628c7F
165e6f8d00eeel19850b45b8acdf7aaledodObf62af058d2a754837f47913a2e888c2594c752ebba0bo
cfd705c337436dd7b44f1028d2494335ff226f4290a27905a69c2c6c728b3ca7f9b5e8e7391b50dd17F ¢

| Delete | | Download .PEM File | | Download .DER File |

Figure22: Cisco UCM root certificate example

In similar, uploadte root certificate to tomcatrust
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Upload Certificate fCertificate chain

Eéi Upload H Close

r Status
@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain

Certificate Purpose ® tomcat-trust ¥
Description(friendly name)
Upload File Cheose File | root_cert_tek..nlabs.cer.cer

Upload | | Close |

Figure23: Cisco UCM Upload root certificatetomcattrust
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Upload Server Certificate
5. 1 TGSNI GKS OSNIATFAOIN GSUppads SNERRADE 1GRYISINBA S AOL &
E% Generate Self-signed | Gg' Upload Certificate/Certificate chain I E]O Generate CSR

— Status
31 records found
Certificate List (1 - 31 of31) Rows per 50 v
Find Certificate List where I Certificate VI begins with VI H Find || Clear Filter IE
Certificate A A
i Common Name Type Distribution

Figure24: Cisco UCM UplodkrverCertificateto CallManageiTrustl

6. SetCertificate PurposeCall Manager
7. Browse and upload the file

Figure25: Cisco UCM Uplo&krverCertificateto CallManage2
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