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Introduction 
This document describes the steps and configurations necessary for integrating Cisco Unified 

Communications Manager (Cisco UCM) release 11.5, Cisco Expressway-C and E release X8.8 and Microsoft 

Lync 2013 Server (5.0.8308.556) to interoperate in a single domain. Endpoints are configured on both 

Cisco UCM and Lync 2013 Server. The goal of this integration is to enable end users on Cisco CUCM and 

Lync 2013 Server to make end to end Audio/Video (AV) calls, ad hoc conference calls and share desktop. 

Key Points: 

¶ This testing has been performed with IPv4 using TLS for signaling between Cisco UCM, Microsoft 
Lync 2013 Server, Cisco Expressway-C & Cisco Expressway-E 

¶ Though the solution has been tested with signaling enabled for TLS, it is not mandatory to use TLS 
and can be deployed with TCP 

¶ Basic Audio/video calls and desktop sharing between Cisco and skype clients works successfully.  

 

The following items were tested:  

AV: 

¶ Basic outbound and inbound calling between Lync 2013 Server, Cisco UCM and Jabber users with 
complete audio and video 

¶ Ad hoc conference 

¶ Desktop Share 

¶ Call hold and resume 

¶ Call transfer 

¶ Call forward 

¶ Call park 

¶ Voicemail deposit/retrieval  
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Network Topology 

 

System Components 

Hardware Requirements 
The following hardware was tested 

¶ Cisco UCS-C240-M3S VMWare Host running ESXi 5.5 

¶ Microsoft Windows Server 2012 running Hyper-V  

¶ Cisco End Points DX70, DX80 

Software Requirements 
The following software was tested: 

¶ Cisco Unified Communications Manager version 11.5.1.11900-26 

¶ Microsoft Lync 2013 Server version 5.0.8308.556 

¶ Cisco Expressway-C version X8.8.1 

¶ Jabber Client for Windows Version 11.6.0 Build 35037 

¶ Lync 2013 Android Client (6.11.0.0) 
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¶ Lync 2013 iOS Client (6.7.0.216) 

¶ Lync 2013 Windows Mobile Client (6.3.1558.0) 

 

Features 
This section lists supported and unsupported features. Deviance from the configuration presented in 

this guide is not supported by Cisco.  Please see the Limitations section below for more information.  

 

Features Supported: 

AV: 

¶ Basic outbound and inbound calling between Lync 2013, Cisco UCM and Jabber users 

¶ Call hold and resume 

¶ Conference 

 

 

Features Not Supported or Not Tested: 

AV: 

¶ Call transfer using Android mobile clients for Lync 2013 is not supported 

 

Caveats 
These are the known limitations, caveats, or integration issues: 

¶ Basic audio only calls from Cisco users towards iOS clients fail. 

¶ Call transfer from Lync 2013 mobile clients to Cisco users are failing. 

¶ Call hold/resume on endpoint fails (call drops) for a call from Lync 2013 mobile client to cisco end 
point and cisco endpoint initiates the hold/resume. 

¶ Call hold on Cisco endpoint fails (call drops) from cisco endpoint to Lync 2013 mobile client and 
cisco end point initiates the hold/resume. 

¶ Call hold on Cisco end point fails (call drops) for a video call from cisco endpoint to Lync 2013 
mobile client and cisco end point initiates the hold/resume. 

¶ IM/Chat session fails (no chat can be initiated) from Cisco endpoint towards Lync Server. 

¶ No Presence is observed on either side 
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Infrastructure Configuration 

Cisco Certificates 
Certificates secure client and server identities. After root certificates are installed, certificates get added 

to the root trust stores to secure connections between users and hosts, including devices and application 

users.  

For best practices on installing certificates in CUCM, Expressway servers, please refer to the 

documentations at  

CUCM: 

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/11_5_1/CUCM_BK_A09578D7_0

0_admin-guide-cucm-imp_1151/CUCM_BK_A09578D7_00_admin-guide-for-cucm-

1105_chapter_01110.pdf 

Expressway: 

http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-

installation-and-configuration-guides-list.html 

Note: The below configuration uses TLS with port 5061 between Lync 2013 Server and Expressway-C; 

Expressway-C and Cisco UCM; Cisco UCM and Expressway-C . TLS is not a mandate to configure the 

supported features, if you are using TCP please use the default TCP port 5060.  

 

  

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/11_5_1/CUCM_BK_A09578D7_00_admin-guide-cucm-imp_1151/CUCM_BK_A09578D7_00_admin-guide-for-cucm-1105_chapter_01110.pdf
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/11_5_1/CUCM_BK_A09578D7_00_admin-guide-cucm-imp_1151/CUCM_BK_A09578D7_00_admin-guide-for-cucm-1105_chapter_01110.pdf
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/admin/11_5_1/CUCM_BK_A09578D7_00_admin-guide-cucm-imp_1151/CUCM_BK_A09578D7_00_admin-guide-for-cucm-1105_chapter_01110.pdf
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html
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Active Directory Root Certificate Configuration 

User Configuration 
1. In Active Directory, open Active Directory Users and Computers 
2. Right click on Users, navigate to New->User 
3. Enter the details of users as shown in the screen shot below 

 

Figure 1: Active Directory Users and Computers 
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Figure 2: Active Directory User-1 
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Figure 3: Active Directory User-2 
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Create a Certificate Template in the Certificate Authority 
The default certificate templates are not provisioned with required client and server authentication, and 

have only server authentication enabled. So, a custom template with both client and server authentication 

is required.  The following captures illustrate the steps required to create a client server authentication 

certificate template to be used during the certificate generation. 

 

Figure 4: Certificate Authority- Create New Certificate Template-1 
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Figure 5: Certificate Authority- Create New Certificate Template-2 
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Figure 6: Certificate Authority- Create New Certificate Template-3 
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Figure 7: Certificate Authority- Create New Certificate Template-4 
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Figure 8: Certificate Authority- Create New Certificate Template-5 
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Figure 9: Certificate Authority- Create New Certificate Template-6 
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Figure 10: Certificate Authority- Create New Certificate Template-7 
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Figure 11: Certificate Authority- Create New Certificate Template-8 
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Figure 12: Certificate Authority- Create New Certificate Template-9 
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Submit a certificate request in the Certificate Authority 
Below is the process for creating a certificate request in the Certificate Authority 

1. Navigate to https://<IP_Address_of_CA>/certsrv 

 

Figure 13: Certificate Authority-Certificate Request-1 

 

Figure 14: Certificate Authority-Certificate Request-2 

 

Figure 15: Certificate Authority-Certificate Request-3  
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2. Copy the Generated CSR in to the text field shown below 
3. {ŜƭŜŎǘ ǘƘŜ /ŜǊǘƛŦƛŎŀǘŜ ¢ŜƳǇƭŀǘŜ Ψ{ŜǊǾŜǊŀƴŘ²Ŝō/ƭƛŜƴǘΩΣ this is the template we have created in 

Create a Certificate Template in the Certificate Authority 
4. Click submit and download the certificate 

 

Figure 16: Certificate Authority-Certificate Request-4 
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Download a root certificate from CA 

 

Figure 17: Certificate Authority-Download CA certificate-1 
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Figure 18: Certificate Authority-Download CA certificate-2 
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Cisco UCM Configuration 

Loading certificates on Cisco UCM 
 

Navigation: Cisco Unified OS Administration/Security->Certificate Management 

Cisco UCM should trust Expressway-C 

Cisco UCM Server Certificate 

Cisco UCM by default has a self-signed certificate installed. This should be replaced with a certificate 

generated from a trusted certificate authority. 

Generate a CSR 

 

Figure 19: Cisco UCM Generate CSR-1 

1. Set Certificate Purpose: CallManager 
2. Set Distribution: This will be the node to which you are generating a certificate 
3. Set Common Name: This will be the node to which you are generating a certificate 
4. Set Parent Domain: This will be the domain of the UCM node 



© 2016 Cisco Systems, Inc. All rights reserved.  
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 26 of 141 

 

 

Figure 20: Cisco UCM Generate CSR-2 

Once the CSR is created, open the CSR, copy the content of the CSR and follow the steps shown in Submit 

a certificate request in the Certificate Authority for creating a certificate request and downloading the 

certificate 

Upload root certificate to Cisco UCM 

Follow the instructions in Download a root certificate from CA to download the root certificate authority 

that issued the Expressway-C certificate 

1. Click Upload Certificate/Certificate Chain 
2. Select Certificate Purpose: Call Manager-trust 
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Figure 21: Cisco UCM Upload root certificate to Call Manager-trust 

After upload is done, click on the certificate you uploaded and it should look similar to the one below. 
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Figure 22: Cisco UCM root certificate example 

In similar, upload the root certificate to tomcat-trust 
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Figure 23: Cisco UCM Upload root certificate to tomcat-trust 
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Upload Server Certificate 

5. !ŦǘŜǊ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ŘƻǿƴƭƻŀŘ ƛǎ ŎƻƳǇƭŜǘŜ ŎƭƛŎƪ ƻƴ ΨUpload /ŜǊǘƛŦƛŎŀǘŜκ/ŜǊǘƛŦƛŎŀǘŜ ŎƘŀƛƴΩ 

 

Figure 24: Cisco UCM Upload Server Certificate to CallManager-Trust-1 

6. Set Certificate Purpose: Call Manager 
7. Browse and upload the file 

 

 

Figure 25: Cisco UCM Upload Server Certificate to CallManager-2 












































































































































































































