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Advanced Web Reporting Highlights

- Massively Scalable Reporting Tool with Same Reporting Format and
Functionality as On-box and Security Management Appliance Reporting

- Running on Customer-Provided Server
- Sold and Supported by Cisco

- Competitively-Priced Single-Source (Web Security Appliance
logs only) License
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Advanced Web Reporting

Alternative Web Reporting Solution for Scalability and Specific Use Cases

Scalability Use Cases

>25,000 Users Group-Based Reporting
Extended Storage Enhanced L4TM Reports
Historical Data Import
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Advanced Web Reporting:

Same Reports as On-Box, Scalable for Large Customers

Overview

Users

Websites

URL Catagories

Application Visibility

Anti-Malware
Client-Malware Risk
Web Reputation Filters
L4 Traffic Monitor
Reports by Location
SOCKS

- All Reports have Drill-Down Capabilities to View Individual Transactions
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Same Report Format as On-Box

Overview 4 | & | saveasbasnboard
Data Source Host
30 Days v || “"Ii' [(x lanhostg |
Top URL Categories by Total Transactions Top URL Categories by Transactions Blocked
Advertisements I dvertisements [
Astrology [ Business and Industry

Computer Securiry. |

3 Business and Industry | 3
s Computer Security T S| & Computersand internet
2 Computers and Internet I 3 infrastructure |
5 inance o Online Communities
2 Infrastructure Il & Saas and 826 |
£ Online Communities 2 Search tngines and Portals |
Professional Networking | shopping
SaaS and B2B [l Social Networking |
o 250 500 750 1,000 1,250 1,500 1,750 2,000 2,250 2,500 2,750 o 100 200 300 400 500 600 700 800 900 1,000 1,100
Transactions Transactions
I Transactions Il Transactions
N 1m ago
URL Categories Matched
x_webcat_code full > | bytes.in > | Bandwidth-Used = | Bandwidth_Saved_by_Blocking > | Time_Spent © | Allowed_URL_Category - | Monitored_URL Category > | Warned_URL_Category > | Blocked_by_URL_Category > | Other_Blocked_Tr 2l ions_Blocked = | T Completed > | Total_Transactions -
Computer Security 157537109 150.24 MB b 0249:3500 0 0 0 0 110K 110K 154K 264K
Business and 26415064 25.19MB 0b 00:04:1800 0 0 (i 0 10 10 187K 188K
Industi
Unclassified 1710119 163MB ob 0057:3000 0O 0 i 0 0 0 785 785
Computers and 395580 386.31 KB b 00:21:21.00 0 0 0 0 183 183 285 468
Intemet
Advertisements 540073 527.42KB [ 00:13:3400 0 0 0 0 43 43 201 250
Shopping 523173 51091 KB ob 00:10:0400 0 0 (il 0 6 6 81 87
Search Engines and 540622 527.95KB b 00:36:5000 0 0 0 0 5 5 78 83
Portals
Uncategorized URLS 377412 368.57KB 0b 00:23:4400 0 0 0 0 g8 8 69 77
Infrastructure 12802484 1221 MB ob 00:07:0500 0 0 0 0 6 6 70 76
Online Communities 84493 8251KB b 00:01:0400 0 0 0 i 1 1 62 63
<1 ] y
«prev 1 2 nexts
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Directory Group-Based Reporting

OVerVieW + & Save As Dashboard
Data Source Host

Week v Al S|y \ % *[all hosts]
Top Users by Transactions Blocked Top Users by Bandwicith Used
10»126»18647_ ——

10410.252- 10.126.186.47

10.76.70.53 10.76.70.53

0 05 1 15 2 25 3 35 45 55 0 0.02 0.04 0.06 0.08 0.1 012 014 0.6
count_blocked bytes_allowed in MB
M count_blocked 71 bytes_allowed in MB

Users
user_id Bandwidth_Used © | Bandwidth_Saved_by_Blocking Blocked_by_URL_Cateqory = = Blocked_by_Anti_Malware - | Blocked_by_Application Blocked_by_Web_Reputation Other_Blocked_Ti Warned_T | Campleted Transactions_Blocked © | Total_Transactions =
10.126.186.47 144.85KB ob 0 3 o 136 6 142
10.4.10.252 160.08 KB ob 0 0 0 13 1 14
10.76.70.53 1.06 KB ob o 0 0 2 a 2
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Roles can be Configured to see Reports only for Specific Directory Groups




Accurate Metrics for Management

- WSA: On-Box Reports
- SMA: Centralized Reports (aggregated from WSASs)
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Understand Business Trends

5 5 ] — e Measure Productivity

sssss

= = - Analyze Security Threats

S e Plan for the Future

.......................................
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Reports for Variety of Audiences

O

Human Resources Network
and Legal Operations
|
- Threat Analysis - Investigations - Bandwidth Policy
, Control
- Forensics - Measure
Productivity - Capacity Planning

- Security Policy
Control - Acceptable Use
Policy Enforcement
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Drill Down High Level Reports for Transaction-Level Detail

Top Users by Transactions Blocked

19216899103 [N
19216899102 -
19216899107 -

mkt_users .
13073769@9.913 55191 192.168.99.111 TCP_MISS/20@ 238 GET
http://@.93.channel.facebook.com/x/2256199771 /601880089 /true/p_l0@@@0775595612=0 "LAB-DEMO\scamarda@aD"

DIRECT/@.93. channel -Facebook com tex‘t,’plaln ALLON NBRS 11- DeFaultGroup Authentlcate -DefaultGroup- NONE NO

eng_user3 .

finance_user4 . <IW_snet, 6 L=
Local]l,"
eng_user! . : :
eng_users .

guest_user2 .
1,000 2,000 3,000 4,000

Transactions

High Level: Granular:
Top Applications « Detailed Info for Each

- Top Websites Web Transaction
- Top Categories

cisco - Top Users



Reporting and Tracking:

One Interface, Variety of Use Cases

Top Users by Transactions Blocked

192.168.99.103 |

192.168.99.102 -

192.168.99.107 -
mkt_users .
eng_user3 .

finance_userd .

eng_user1 .
eng_users .
guest_user2 .

1,000 2,000 3,000 4,000

Transactions

High Level Reports:
Observe Overall Trends
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13@7376909.913 55191 192.168.99.111 TCP_MISS/2@@ 238 GET

http: //@.93.channel.facebook.com/x/2256199771/6@1830089 /true/p_l00R@0775595612=0 "LAB-DEMO\scamarda@AiD"
DIRECT/@.93.channel.facebook.com text/plain ALLOW_WBRS_11-DefaultGroup-futhenticate-DefaultGroup-NONE -NO
CIM =mmk £ A m oW wonowow oo wownow i e WO MW ME amARaAL Samamal o BE

[L

:“: 1307376909.913 55191 192.168.99.111 TCP_MISS/200@ 238 GET
http://@.93.channel.facebook.com/x/2256199771/6@1880@89 /true/p_10@000775595612=0 "LAB-DEMO\scamarda@AD"

. | DIRECT/@.93. channel Facebook com textfplaln ALLON HBRS 11-DefaultGroup-Authenticate-DefaultGroup-NONE -NO

Wty =y =3 IN_snet, -, "-","-","Facebook General", "Fac|

<IW_snet,6. 1,
[Local] e
fear : 0 0 0z | dvc_ip=192.168.99

Web Tracking (Transaction Records:
Conduct Investigations



Reporting Use Case

go" Human Resources

¢§ Wants to:

@ Observe Web Usage Trends
L 4
@ Make Policy Changes to Improve Productivity
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Generate Reports, Dri

Top URL Categories by Total Transactions
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| Down for More Detail

Top Domains for Category by Total Transactions
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Transactions

Top URL Categories:

- Shopping is Second
Highest Category
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Drill Down:
- Top Domains in Shopping Category



Take Action with Policy Changes, Measure Success

HR Implements New Policy: | wme s s

- Block Top Shopping Websites Identified
in Reports =

Measure Success of Policy Change
Using WSA Reports:

- Compare Usage of Non-productive
Websites Before and After

- Calculate Savings from Lowered
Bandwidth Usage

]
CISCO



Tracking Use Case

Human Resources and Legal are
conducting an investigation of a user’s
web activity in the past 30 days.
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Transaction Records for Forensic Investigation

User D or Glisnt|p Sales_usert prev n 2 34 56 7 8 9 10 nexdt»
Website _time * Bandwidth +  Disposition + Website + dvc_ip host + user_id x_webcat_code_full +
. - THMS9M1 6:15:42.409 PM 172KB - digitalhermit.com 192168.243.101 wsad sales_usert  Online Communities
Transaction Type All a4 THOM1 21513346 PM  B4.19KB - infospace.com 192168248101  wsa3  sales_user! Reference
DEFAULT - CASE

7HM8M1 2:08:03.229 PM 758 b DEFAULT - CASE afcyhf.com 192.168.248101 wsad sales_user!  Computers and Internet
7M9M1 2:03:10.545 PM 23004 KB DEFAULT - CASE sportbet.com 192168.243.101 wsad sales_user!  Gambling
7HM8M1 2:00:09.352 PM 185.96 KB DEFAULT - CASE successfuloffice.com 192168.248.101 wsad sales_user!  Business and Industry
71911 1:58:06 676 PM 256.64 KB DEFAULT - CASE chapmanchoice.com 192.168.248.101 wsad sales_user!  Business and Industry
7HM8M1 1:55:34.190 PM 146.48 KB DEFAULT - CASE heartlandbc.org 192.168.248.101 wsad sales_user!  Health and Nutrition
7HM9M1 1:52:21 B53 PM 17.49 KB DEFAULT - CASE arcyebservices.com 192.168.248.101 wsad sales_user!  Computers and Internet
THOM1 1:47:36.277 PM 1.72KB - newwschanneld.com 192168.248.101 wsad sales_user!  News
THM9M1 1:43:36.445 PM 2518KB DEFAULT - CASE firstauto.com 192.168.248.101 wsad sales_user!  Business and Industry
7HM8M1 1:42:35.049 PM 758 b DEFAULT - CASE Idubtrp.net 192.168.248101 wsad sales_userl  Advertisements
THOM1 1:39:47 252 PM 88.80 KB ALLOW -WBRS: 89 webmd.com 192168248101 wsa3 sales_user!  Health and MNutrition
7H9M1 1:35:30.472 PM 88235 KB ALLOW -WBRS: 65  adp.com 192.168.245.101 wsad sales_userl  Business and Industry
THM8M1 1:32:01.007 PM 869.36 KB DEFAULT - CASE consumerwatchdog.org 192168.243.101 wsad sales_user!  Health and Nutrition
7HM8M1 1:27:11.940 PM 506.71 KB DEFAULT - CASE myvideo.de 192.168.248.101 wsad sales_user!  Streaming Media
THSM1 1:25:53.297 PM 20394 KB DEFAULT - CASE mogwitd.com 192168.248.101 wsad sales_userl  Shopping

- Easily get Transaction History by Searching for a Username

- Details Shown in Transaction History can be Customized
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16+ Billion Instant Fast

Transactions Report Generation Web Tracking
Stored Search
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