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Data Center Security Requirements 
 

Scalability: Need for policy enforcement for high speed networks 

Segmentation: Policy between specific groups, users, or applications  

Resiliency: High availability is imperative for applications 

Expanded Deployment Options: Policy enforcement on inter-DC traffic 

Threat Management: Threat correlation with contextual analysis   

Virtualization: Security for east-west traffic in multi-hypervisor environments   
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Edge Security NOT Designed for the DC 

Å Only sees symmetric traffic 

 

Å Mostly sees Internet apps and micro-apps 

 

Å Static scalability for predictable data volume, limited by 

edge data connection 

 

Å Monitors Ingress and Egress traffic.  

 

Å Only requires a physical appliance. Virtual devices (if 

any) limited to one hypervisor 

  

Å Standard deployment takes days or weeks 

 

Å Vendor support focused on traditional network 

deployments 

Å Must manage asymmetric traffic 

 

Å Sees customized and home-grown applications 

 

Å Requires dynamic scalability to secure high volume data 

bursts 

 

Å Security needs to be integrated in-line (East/West) 

  

Å Requires both a physical and a virtual solution. 42% of 

DCs have multiple hypervisors 

 

Å Must be deployed in hours or minutes 

 

Å The DC requires specialized support for planning, 

design, and implementation 

Internet Edge Security Data Center Security 
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1. Security Must Be Designed for the DC 

 Network Integration Optimum Performance Threat-Based Security 

ÅMust be deployed dynamically  
and quickly 

ÅTies data center and security 
policy together 

ÅGives the right tool  
to the right team 

ÅOptimized for DC data bursts 

ÅHighly available and resilient 

ÅMatches security performance  
to network performance 

ÅSupports asymmetric traffic. 

ÅNorth-south and East-west 
protection 

ÅSignature and signatureless 
protection 

ÅReputation-based protection 

ÅCustom application inspection 
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2. Security Must Address The DC Architecture 
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