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‘Data Center Evolution

WHERE
ARE YOU

NOW?

Traditional Virtualize Internal, Virtual Private
Data Center Center Private Clouds Clouds (VPC)

Consolidate Virtualize the Standardize Automate Service
Assets Environment Operations Delivery



Data Center Security Requirements

Virtualization: Security for east-west traffic in multi-hypervisor environments

Scalability: Need for policy enforcement for high speed networks

Resiliency: High availability is imperative for applications

Expanded Deployment Options: Policy enforcement on inter-DC traffic

Segmentation: Policy between specific groups, users, or applications

Threat Management: Threat correlation with contextual analysis



Edge Svecurity_ Nels Designed for the DC

Internet Edge Security Data Center Security

A Only sees symmetric traffic
A Mostly sees Internet apps and micro-apps

A Static scalability for predictable data volume, limited by
edge data connection

A Monitors Ingress and Egress traffic.

A Only requires a physical appliance. Virtual devices (if
any) limited to one hypervisor

A Standard deployment takes days or weeks

A Vendor support focused on traditional network
deployments
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1. Security Must Be Designed for the DC

A Must be deployed dynamically A Optimized for DC data bursts
and quickly A Highly available and resilient

A Ties data center and security A Matches security performance
policy together to network performance

A Gives the A Supports asymmetric traffic.

to the right team

A
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A North-south and East-west
protection

A Signature and signatureless
protection

A Reputation-based protection
A Custom application inspection
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2. Security Must Address The DC Architecture

- -

East | West Traffic Traffic Inter-DC Traffic
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