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Topics we will touch today 

ÅSP WI-Fi Business Drivers 

ÅPasspoint for automated logon 

ÅMobile Offload ς Wholesale models 

ÅWi-Fi Calling 

ÅManaged Wi-Fi and Location Based Services 

ÅLicensed Smallcells 



SP Wi-Fi Business Models and Value 
Creation 

Retention & Loyalty 
Increase customer stickiness 

by offering free mobile 

Internet through public Wi-Fi  

Save Money Make Money 

Mobile Data Offload 
Optimize mobile data 

network or deploy offload 

services  

Managed Services 
Increase B2B revenues 

with managed wireless 

services 
Location Analytics 

Create new revenues through 

location data analytics 

Location-Based Advertising 
Generate new revenue streams  

via mobile advertising 



Public Wi-Fi Network Must Generate 
Perceived Value to succeed 

How to create perceived value for the public Wi-Fi? 
Service providers are focusing on 3 key areas: 

Å Experience  
(high speed and automatic login) 

Å Cost 

Å Coverage 

Source:  Ψ¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²Ƙŀǘ /ǳǎǘƻƳŜǊǎ ²ŀƴǘ ŦǊƻƳ ²ƛ-CƛΩ ŀ /ƛǎŎƻ L.{D /ǳǎǘƻƳŜǊ wŜǎŜŀǊŎƘ  
(Insights from United States and Latin America Study Results), May 2012  

Most Important Wi-Fi Network Features 



National / International Wi-Fi 
Roaming = Additional Revenues 

Source:  Ψ¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²Ƙŀǘ /ǳǎǘƻƳŜǊǎ ²ŀƴǘ ŦǊƻƳ ²ƛ-CƛΩ ŀ /ƛǎŎƻ L.{D /ǳǎǘƻƳŜǊ wŜǎŜŀǊŎƘ  
(Insights from United States and Latin America Study Results), May 2012  

86% of users will be willing to pay a low 
fixed monthly fee to get their Wi-Fi 
enabled devices connected nationally or 
internationally  

Interest in National / International Wi-Fi Roaming 



Mobile Advertising and Personalized 
Marketing to Generate New Revenues 

Consumers are open for mobile advertising and personalized marketing in order to get 
free Wi-Fi. This creates a new revenue source for service providers 

Source:  Ψ¦ƴŘŜǊǎǘŀƴŘƛƴƎ ²Ƙŀǘ /ǳǎǘƻƳŜǊǎ ²ŀƴǘ ŦǊƻƳ ²ƛ-CƛΩ ŀ /ƛǎŎƻ L.{D /ǳǎǘƻƳŜǊ wŜǎŜŀǊŎƘ  
(Insights from Latin America Study Results), May 2012  

Interest in Accepting Advertising for Free Public Wi-Fi 
Interest in Accepting Personalized Marketing for Free 
Public Wi-Fi 



PASSPOINT 
FOR 
AUTOMATED 
LOGON 



²ƘŀǘΩǎ Wrong With Legacy Wi-Fi Today?  
 
ÅTerminal powers up in urban setting and scan environmentðfinds ~100 Wi-Fi networks.  
How should it select the right network without excessive battery drain? 

 

ÅTerminal doesnôt recognize SSID, so it doesnôt know whether it has the proper security 
credentials 

 

ÅTerminal doesnôt know whether Wi-Fi network provides internet access, so it doesnôt 
know whether to attempt association 

 

ÅTerminal associates to network, but userôs email doesnôt work (happens with Web-
auth/WISPR when user doesnôt launch browser) 

 

ÅNetwork selection is just too complicated for non-techie users 
ïE.g., network name (SSID) does not match Venue Name 

 

ÅSo the user end up turning off Wi-Fi so that they can at least access through their 3G/4Gé 

 

Not exactly optimal Wi-Fi utilization! 



Hotspot 2.0 Components 
Roam, Authenticate, Monetize 

SEAMLESS 
 

Simplifies 
network 

discovery and 
selection for  

seamless cellular  
data offload 

SECURE 
 

Extends 
existing SIM-

based 
authentication 

techniques 
over 

encrypted Wi-
Fi 

RELIABLE 
 

Carrier-class 
solution 

PROFITABLE 
 

Enables location-
based and value-
added services 

802.1x , EAP-SIM 
Auto SIM  
credentials 

Encrypted 
Wi-Fi  
Link 

802.11i 
 

1 

802.11u 

2 3 4 

aƻōƛƭŜ άŎƻƴŎƛŜǊƎŜέ ǎŜǊǾƛŎŜ 
Mobile Service Advertisement 

Protocol (MSAP) 



Packet Flow (example)  

Beacon with 802.11u Interworking IE  

Probe Request 

Probe Response 

GAS Initial Request 

GAS Initial Response 

GAS Comeback Request 

GAS Comeback Response 

802.1X (EAPOL-Start) 

802.1X (EAP-Identity Request) 

802.1X (EAP-Identity Response) 

802.1X (EAP-Auth. Exchange) RADIUS (EAP-Auth. Exchange) 

RADIUS (Access-Accept) 
802.1X (EAP-Success) 

Pre-association protocol 

using 802.11 public action frames 

for GAS L2 transport 
 
ANQP provides NAI Realm, 3GPP 

PLMN ID, etc. so mobile can select 

roaming candidate network 

Realm and EAP 

Method learned from 

GAS exchange 

HS2.0/802.11u-

enabled 

connection 

manager 

supplies 

SSID to join 

AAA Server AP/WLC 

улнΦммǳ ŘƻŜǎƴΩǘ ŎƘŀƴƎŜ 
your typical WLAN 

authentication 
procedure below this 

dotted line 

Used if response 
requires GAS 

fragmentation 

Authentication (null) 

Authentication Response 

Association Request (SSID) 

Association Response (AID) 

4-Way Handshake (PTK, GTK) 

Number of queries 
and query content 

is mobile 
implementation 

dependent 



ÅImmediate Account Provisioning (release 2) - The process of establishing a 
new user account at the point of access will be streamlined, eliminating user 
steps and driving a common provisioning methodology across vendors 

ÅOff-the-shelf Passpoint device will be able to sign-up, register for service, 
and securely download certificates 

ÅOnline Sign-up using Web Browser, using HTTPS(OSU, Online Sign Up 
server) 

ÅService Remediation ς Handling of expired subscription, expired password 
or certificates, require Remediation server, BSS Transition feature from AP 

ÅPolicy ς Network Operator Selection priority 

ïCan be downloaded from Home operator via OMA-DM or SOAP/XML  

ïΧƻǊ ŀƭƭƻǿ Ƴŀƴǳŀƭ ŎƘŀƴƎŜ ōȅ ŜƴŘ-user 

ÅHotSpot άLŎƻƴέ ǇŜǊ {t ǿƛƭƭ ōŜ ŀǾŀƛƭŀōƭŜ ǘƻ ǳǎŜǊ ǘƻ ǎŜƭŜŎǘ 

ÅSecurity enhancement (WPA2 Hole-196 mitigation)  

NEW: Passpoint Release 2 



Online Signup 
ÅAirport example ς airport hotspots 

offering connectivity via two SPs: SP1 
and SP2 
ï NOTE: airport is an arbitrary 

example venue 

ÅUsers with  credentials authenticate 
autonomously (release 1) 

ÅUsers without  credentials may follow 
OSU procedure (release 2) 
ï Mobile discovers OSUs are available 

ï Choices are shown to user 

ï User chooses SP1 or SP2 

ï Mobile connects securely to 
selected OSU server (SP1 or SP2), 
with anonymous EAP 

ï Credentials are provisioned and 
communicated to AAA-server 

ï Subsequent access/authentication 
can be autonomous 

AAA
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Hotspot

AAAHTTP
AAAAAA

AAAOSUS

LAN
SP Core 

Network

Service Provider #1 Network

LANInternet

AAAAAA

AAAOSUS

Service Provider #2 Network

OSU_NAI

ACLs

AAAAAA

CA

CA

LAN
SP Core 

Network



OSU CallFlow 



ÅRelease 1 ς 100s of devices certified 

ÅAll new Cisco APs and WLCs are certified 

ÅRelease 2 ς certification started in August 2014 

ÅSmartphones with support: 
ïiPhone 5 and newer 

ïSamsung Galaxy S3, S4, S5, Note and more 

ïLG Volt and more 

ïHTC M and more 

 

Åhttp://www.wi -fi.org/certified-products-advanced-search 

 
 

Passpoint Status 
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MOBILE 
OFFLOAD 



ÅImprove indoor data services 

ÅProvide equivalent services to 3G/4G 

ÅIntegrate into mobile charging 

ÅFulfill legal obligations (data retention, lawful intercept etc.) 

ÅEnable new revenue streams (Managed Wi-Fi, Location 
Services etc.) 

Mobile Offload Requirements 



Delivering Converged Control 
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Wi-Fi Access to Mobile Core 
Protocols and Options 

LTE Core 

Home 

Network 

Core 

AP 

TWAG 

WLC 

AP 

Aggregati

on Switch 

AP 

WLC 

AP 

Optional 

NAT 

Portal DHCP AAA 

PGW/LMA 

GGSN 

3G Core 

PCRF HLR OCS CGF 

Internet Services 

Internet Services 

Internet Services 

 GTP 

Gnô  

AP/CP

E 

Access Network 

Policy 

MNO Home Network Policy 

Hotspot 

Public/Large 
Venue 

Community Wi-Fi 
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 PMIP/GTP 
S2a  



Wi-Fi Access to Mobile Core 
(Wholesale models SP2SP) 

Roaming 

Partner 

Core 

Home 

Network 

Core 

AP 

TWAG 

WLC 

AP 

Aggregati

on Switch 

AP 

WLC 

AP 

Optional 

NAT 

Wholesale Provider or Home SP 

Retailer 

Providers 

Portal DHCP AAA 

PGW/LMA 

GGSN 

Roaming 

Partner 

Core 

PCRF HLR OCS CGF 

Internet Services 

Internet Services 

Internet Services 

 GTP 

Gnô  

AP/CP

E 

Access Network 

Policy 

MNO Home Network Policy 

Hotspot 

Public/Large 
Venue 

Community Wi-Fi 
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