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Topics we will touch today

A SPWI-FiBusiness Drivers

A Passpoinfor automated logon

A Mobile Offloadc Wholesale models

A Wi-Fi Calling

A Managed WAFi and Location Based Services
A LicensedSmallcells




SP WA Business Models and Value
Creation

Save Money

2
2

Retention & Loyalty
Increase customer stickiness
by offering free mobile
Internet through public Wi-Fi

Mobile Data Offload
Optimize mobile data
network or deploy offload
services

Managed Services |
&3
Increase B2B revenues [
with managed wireless

) services
Location Analytics g

Create new revenues through =]
location data analytics

LocationBased Advertising |m
Generate new revenue streams [
via mobile advertising
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Public WAFI Network Must Generate ...,
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Perceived Value to succeed

Most Important WiFi Network Features
How to create perceived value for the public-FA/? P

Service providers are focusing on 3 key areas:

A Experience
(high speed and automatic login) High Level of Seaurity

A COSt MNetwork Coverage

A Coverage Autorated Login
Simple Manual Login [N

Mational and International -
Roaming

Active Choice to Select Metwork [l

Speed of Network
Low Cost to Use

Unlimited Data Usage

Mone of the Above [l

Access to Unique Content [l N =828
0% 20% 40% B0% 80%
* Dan't Knows remowved from Percentage of Respondents
Famplia.
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(Insights from United States and Latin America Study Results), May 2012



National / International WA S,
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Roaming = Additional Revenues

Interest in National / International \Aki Roaming

=

- 60%
? Average = 4.3/5
) 4 =

86% of users will be willing to pay a low
fixed monthly fee to get their Wi
enabled devices connected nationally or

internationally .
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Mobile Advertising and Personalized ... .,

CISCO. s

Marketing to Generate New Revenues

Consumers are open for mobile advertising and personalized marketing in order to ge
free WiFi. This creates a new revenue source for service providers

: : - : . Interest in Accepting Personalized Marketing for Free
Interest in Accepting Advertising for Free PublieRiVi PHng J

o Public WAF
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PASSPOINT
FOR .
~ AUTOMATED
LOGON
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2 K| Wepag With Legacy Wi Today?

A Terminal powers up in urban setting and scan environmentd finds ~100 Wi-Fi networks.
How should it select the right network without excessive battery drain?

A Terminal doesnd recognize SSID, so it doesnd know whether it has the proper security
credentials

A Terminal doesnd know whether Wi-Fi network provides internet access, so it doesna
know whether to attempt association

A Terminal associates to network, but user& email doesna work (happens with Web-
auth/WISPR when user doesnd launch browser)

A Network selection is just too complicated for non-techie users
I E.g., network name (SSID) does not match Venue Name

A So the user end up turning off Wi-Fi so that they can at least access through their 3G/4Gé

Not exactly optimal Wi-Fi utilization!
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Hotspot 2.0 Components

Roam, Authenticate, Monetize

802.1x , EABIM

Auto SIM
(((.) ) credentials
‘ Encrypted
Wi-Fi
802.11u Link
802.11i

SEAMLESS

Simplifies
network
discovery and
selection for
seamless cellular,

RELIABLE

Carrier-class

solution

a2zoAfS aO02y OASNAH!
Mobile Service Advertisement
Protocol (MSAP)

SECURE

Extends
existing SIM-
based
authentication
techniques

PROFITABLE

Enables location-

based and value-
added services

TOMORROW
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Packet Flow (example)
m ".' q m AAA Server

/ ana o

Beaconwith-802.11u Infnr\l\/nrl(ing 1E

Probe Ppnlnpct ODbIlE

Probe Dncpnncn

gepenade
Pre-association protocol
using 802.11 public action frames
for GAS L2 transport

Used if response
requires GAS
fragmentation

SAS Comeback Request
GAS Comeback Response ANQP providesNAIRealm, 3GPP
=J™="PLCMN ID, etc. so mobile can select
roaming candidate network

Authentication (nll“)

Al lthpnfir*afinnlf\)pcpnnqp

HS2.0/802.11u- pesociation Request(SSID)

enabled " =
Association Dpcpnnqp (AID) a

connection
manager 802.1X(EAPOL-Start) authenticatio
. H Procea e Delo
Supplllgs 802.1X (IZAD-Idnnhf\J/ annncf) {otted =
SSID to join 802.1X (EAP-Identity Response) Realm and EAP
802 1X (EAP-Auth. Exchange) RADIUS (EAP-Auth. Exchange) Method learned from

RADIUS (A(‘r‘pcq-Ar‘r‘ppr) GAS eXChange

802.1X (IZAD-QIIPPQQQ)
A-\I\Iay Handshake (PTK, (?.TK)




NEW:PasspoinRelease 2

Almmediate Account Provisioning (release Zheprocess of establishing a
new user account at the point of access will be streamlined, eliminating user
steps and driving a common provisioning methodology across vendors

AOff-the-shelfPasspointievice will be able to sigup, register for service,
and securelydownload certificates

AOnline Sigrup using Web Browser, using HTTPS(OSU, Online Sign Up
servel

AService RemediatiogHandling of expired subscription, expired password
or certificates, require Remediation server, BSS Transition feature from AP

APolicyc Network Operator Selection priority
I Can be downloaded from Home operator via OMK or SOAP/XML
iX2NJ Ftf2¢ YI ydusdr OKIy3aS o0& SyR
AHotSpota L O2y ¢ LISNJ {t oAttt o0S | OFAfl of

ASecurity enhancement (WPA2 Hdl@6 mitigation) T[T £ Je—
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Online Signup

r
Hotspot

OSU_NAI
ACLs

‘\N
8

N
y,

( )
Service Provider #1 Network

A Airport exampleg airport hotspots
offering connectivity via two SPs: SP1
and SP2

T NOTE: airport is an arbitrary
example venue
A Userswith credentials authenticate
autonomously (release 1)

A Userswithout credentials may follow
OSWrocedure (release)

T Mobile discovers OSUs are available

T Choices are shown to user

T User chooses SP1 or SP2

T Mobile connects securely to
selected OSU server (SP1 or SP2),
with anonymous EAP

I Credentials are provisioned and
communicated to AAAerver

T Subsequent access/authentication
can be autonomous
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OSUCallFlow

o o Establish TLS Session jwv-l“:mm ordy ) -
) 7
o SOAP. spnPostDevData (reguesifteasan, Devinto « DevDetall MOs ) -
7
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Passpointtatus

ARelease & 100s of devices certified

AAIl new Cisco APs and WLCs are certified
ARelease 2 certification started in August 2014
ASmartphones with support:

I iIPhone 5 and newer

I Samsung Galaxy S3, S4, S5, Note and more
i LG Volt and more

i HTC M and more

Anhttp://www.wi -fi.org/certified-productsadvancedsearch
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MOBILE
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Mobile Offload Requirements

Almprove indoor data services

AProvide equivalent services to 3G/4G

Alntegrate into mobile charging

AFulfill legal obligations (data retention, lawful intercept etc.)

AEnable new revenue streams (ManagedRdiLocation
Services etc.)
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Delivering Converged Control
w® | |

LI

P

Radio
Network
Controller

() (> O 9,

Femto Wi-Fi
Controller Gateway

Macro Licensed Trusted
Coverage Femto Unlicensed
Cell Cell SP Wi

{ P { P

HS 2.0 I-WLAN
Inter-Tech H/O IPSec Access

Un-trusted
Wi-Fi AP

UE
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WI-FI Access to Mobile Core Al
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Protocols and Options

Access Network o P MNO Home Network Policy
Policy [ I HLR ocs PCRF CGF
=0

“
Internet Services
LTE Core

PGW/LMA

l Aggregati ! Internet Services
on Switch | ; % 3G Core —
\%\“}‘“\? o e e e e e o o o
Vo <~ | ;

\(

L ‘4 PMIP/GTP

< Optional

Public/Large NAT

Venue

Home Internet Services

Q'
Network > 2

CommunityWi-Fi



WI-FiI Access to Mobile Core Sl
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(Wholesale models SP2SP)

Portal DHCP AAA

Access Network MNO Home Network Policy
Policy . HLR OCS PCRF CGF
AP !
1
1
1
LC I ‘ ! .
A PMIP/GTP Roaming 4 Internet Services
: 1 S2a Partner
Aggregati = _ 00 ™ BRG] TR T e e e e Roaming Internet Services
on Switch Partner

Optiohal
NAT |

1

1

1

Public/Large
Venue
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CommunityWi-Fi



