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Cisco APIC-EM

An Application Platform for Enterprise WAN and Access Networks

A Virtual (ISO VM) or appliance-based
A Provides user policy abstraction and automation

A Simplification of complex network configuration with
Cisco® application best practices

A Existing and new installations (Catalyst®, ISR, ASR, WLC)

Ready-to-deploy applications (October 2015):
BEN EFlTS IWAN (with a license)

Brownfield support Plug-n-Play (free)
Ready-to-use-applications Path Trace (free)
Open, northbound API
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APIC-EM Application Overview at GA

“p == ——

BRANCH

Day 0
Plug-and-Play App

Zero touch deployment of routers /
switches / APs

Accelerated roll-out: Eliminates
tech visits and shrinks deployment
from months to minutes
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Public

Day 1
Cisco IWAN App
Guided, fast auto-provisioning of

|l WAN solution wit
best practices

From 1000 CLI commands to 10
GUI clicks per branch

Cloud

Day 2
Path Trace App

Discover path between two end
pointsbased om % topder t s O

Rapidly troubleshoot congestion and
ACL issues and lower OPEX for
trouble ticket processing by 98%



APIC-EM PnP Application P

Use Case: Auto-Discovery and Provisioning

New Router PnP Application
IT New Switch ﬁ
BENEFITS
Simple Workflow Zero Touch Open
Provisioning Architecture

Increased Security. Decreased

Zero Touch Deployment. :
‘ No On-Site Expert Needed Chance of Misconfiguration.

Shortened Deployment Time.




Network Plug and Play (PnP)

Deployment

Device receives target
iImage and configuration

Discovery

Device can reach
PnP Server on APIC-EM

No Staging

No Staging Required
PnP Runs from Cisco
Factory-Default Configuration

Switches (Catalyst®)  Wireless Access Points
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Network Plug and Play (PnP) 1 Componentsy

PnP Server

Cloud Redirect Service Central Server on APIC-EM

=N Optional
PnP Helper App B ciscomy) [Op ] Manages sites, devices, images,
[ Optional ] «~ \Roadmap Phase 2 licenses, workflow
Delivers bootstrap, status II =~ — Provides Northbound REST APIs
J and troubleshooting checks i
I ~—
/ — '
/ ! - =
GetConsoIe -
Redpark RJ45  Redpark RJ45 -
Apple 8pin Apple 30pin Blﬁértf)(c))?r?ﬂ?jir?ter l* - PnP Protocol
Runs between
PnP Agent Agent and Server
Runs on Cisco® switches, routers, Open Schema

and wireless access points
Automates the deployment process
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PnP 1 Discovery Options

\ DHCP DHCP with options 60 and 43
Server g ‘ROWA- .
1000006 PnP string: 5A1D;B2;K4;1172.19.45.222;J80

Wireless Access Points DNS DNS lookup

St pnpserver.localdomain ---- 172.19.45.222 (PnP Server)

Cloud re-direction - roadmap (Q4CY2015)

( "Cll's'.':l‘;' : https://devicehelper.cisco.com/device-helper re-directs to 172.19.45.22
(PnP Server)

@ —Cl - USB-based bootstrapping

Manual - using the Cisco® Installer App
- iPhone, iPad, Android, (roadmap - Windows mobile and PC)

e

Others
Any other manual or automated discovery method i Scripting, AN, EEM, NAP, etc.



https://devicehelper.cisco.com/device-helper

PnP 1 DHCP Discovery Example

Option 43 Format

5A = PnP DHCP ID
1D = PnP DHCP debug on

Sample DHCP Server Config 10 = PP DHGP debug af
ip  dhcp pool pnp_pool token.K = <protocol>
1: XMPP-starttls;
network 10.51.89.160 255.255.255.248 2 XMPP-socket.
default - router 10.51.89.254 3: XMPP-tls;
4: HTTP;

option 43 ascii "5A1D;B2;K4;110.51.89.147;J80 5 HTTPS

token.B = <address type> 1:host; 2:ipv4; 3:ipv6
token.l = <remote server ip add / hostname>
token.J = <remote server port>

token.P = <server jid>

token.N = user <name>

token.O = <password>

Resulting PnP Profile in running-config
pnp profile pnp- zero - touch

transport http ipv4 10.51.89.147 port 80

e,
CIsco



PnP i1 Simple & Secure & Consistent

APIC-EM PnP Dashboard APIC-EM PnP REST API Support

Device Repository
and Database

\ , PnP REST API

APIC-EM Bulk Import/Export

: \ APIC-EM API
Automation Framework

(i.e. Python scripts,
configuration generator, etc)

&EXVWRPHUTTV ([LVWLQJ
Automation Frameworks

pa—1 Switches Routers

] (Catalyst) (SIRUA13)
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