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Keynote Address ïThink Like a Hacker, Defend Like a Ninja
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Welcome

Intro to Cyber Security

Thinking like a Hacker

Defending like a Ninja
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ÅCyber is NOT just the Internet, it is so much more

ÅNetworks exist everywhere ïit is a heterogeneous environment

ÅThe networks might be connected to the Internet but equally will 
not be (or should not be!)

ÅExamples

Process control network (eg; SCADA)

GPS satellite service

Classified government network
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ÅAll forms of digital or electronic activities

ÅIncludes networked activities

ÅActivities conducted through a digital network

ÅContent/information accessed via digital networks
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ÅProtection of cyber space

ÅProtection will include óconventionalô concepts:

Confidentiality

Integrity

Availability

ÅExploitation of opportunities in cyber space

ÅExploitation of opportunities include:

Gathering intelligence on threat actors

Intervention against adversaries (countermeasures)
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Å State sponsored Cyber operations

Includes Cyber Warfare, Espionage and 

Å Ideological and Political Extremism

Indoctrination, recruitment, and radicalization

Hacktivism

Å Criminal organizations ïProfit Motivated

Traditional organized criminal groups vs. Organized cybercriminal groups.

Organized criminals use virtual world to augment physical world activities.

Cyber criminal group based activities entirely in virtual world.

Å Low level or individual ïPersonal Gain

ñScript kiddieò to Hacker.

Motivation ranges from individual fame to vengeance.
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ÅTypical Hacking Steps

Reconnaissance

Scanning and Enumeration

Gaining Access

Maintaining Access

Covering Attack

ÅSome less sophisticated attacks

DoS, DDoS, Botnets

Spam
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ÅFootprinting

Gathering information about the target

ÅCommon Information Sources and Tools

Your corporate web site

Social Engineering

Google Hacking

DNS ïwhois, nslookup

ÅQuick Demo ïGoogle Hacking

Search for people.lst or passwd or htaccess etc



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 11

ÅIdentifying live systems

ÅDiscovering open ports

ÅIdentify the OS and services

ÅScan for vulnerabilities

ÅCommon tools

ICMP

TCP Half Open SYN

TCP Full Open

ÅBest Defence

IPS, FW and Anomaly Detection
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ÅLooking for Web Site, Application and User Vulnerabilities

ÅSQL Injection and XSS make up ~ 30% of all attacks

ÅSpear Phishing, Zero Day, APT

ÅBypasses network based defences!

ÅBest Defence

Email and Web Application Firewalls ïsuch as Ironport and Scansafe

Endpoint protection ïVirus scan, Application and OS patching, CSA

User Education
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ÅPassword Attacks

ÅPrivilege Escalation

ÅRoot Kits

Application Level

Kernel Level

Library Level
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ñTreat your password like your toothbrush. Donôt let 
anybody else use it, and get a new one every six 
months.ò

Clifford Stoll

Author
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ÅTrue, but itôs STILL one of the biggest 
ways we get in!

ÅUser level access usually leads to 
privilege escalation

Buffer overflows

Application errors

Passwords in configuration files

SNMP Community Strings
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Source: http://techcrunch.com/2009/12/14/rockyou-hacked/
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1. 123456

2. 12345

3. 123456789

4. password

5. iloveyou

6. princess

7. 1234567

8. rockyou

9. 12345678

10. abc123

éout of 32,603,388
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ÅA list of ñdefaultòusernames and passwords

ÅAn ever increasing list of known usernames learned through 
enumeration exploits (finger, smb null session, /etc/passwd 
access, previously exploited systems, etc)

ÅñJoeòaccounts:

Accounts whose passwords are the same as the username

ÅFeed into brute force tools like Medusa, Metasploit Auxiliary 
modules, internally written expect scripts
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ÅThe GPU has revolutionized password cracking

ÅFrom brute forcing to Rainbow Table generation, GPUs have been used 
to dramatically speed computation times

ÅA single nVidia GTX 295 can take less than 5 days to exhaust a 
keyspace of 69 characters, 8 in length

ÅChange that to 9 in length and the time to crack increases to 5½ months

ÅEach additional GPU can cut the time in half
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http://hashcrackers.thruhere.net/
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ÅAndrew Zonenbergôs ñDistributed Hash 
Crackeròfrom RPI

ÅCross-platform GPU-Accelerated!

ÅRecent updates dramatically increased 
cracking speed

1M hashes/sec - IOS salted-MD5

3000M hashes/sec - MD4/NTLM

2500M hashes/second - MD5

ÅMD5 is basically insecure - Use SHA-
256

http://rpisec.net/attachments/20/cracker.pdf

http://ariia.cs.rpi.edu/whitedwarf/index.php

http://rpisec.net/attachments/20/cracker.pdf
http://ariia.cs.rpi.edu/whitedwarf/index.php
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ÅRainbowcrack and tables

ÅJohn The Ripper

ÅGPU-based brute forcers

ÅMulticore/distributed crackers

MPICH patch for John The Ripper

Ton-o-laptops/Cloud servers (Amazon EC2, etc)

ÅPoor hash encryptors and the scripts to break them 
(Coldfusion, IBM, Internally written óprotection routinesôwe 
find, etc) 
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ÅPassword entropy is the amount of randomness in a password or how 
difficult it is to guess
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Å In Feb 2011, a security firm CEO threatened to release the real identities of 
Anonymous hactivists

ÅAnonymous used simple SQL injection to gain access and bring down the company!



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 30



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 31


