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Welcome
Intro to Cyber Security
Thinking like a Hacker

Defending like a Ninja




What is Cyber?

A Cyber is NOT just the Internet, it is so much more
A Networks exist everywhere T it is a heterogeneous environment

A The networks might be connected to the Internet but equally will
not be (or should not be!)

A Examples
Process control network (eg; SCADA)
GPS satellite service
Classified government network



What is Cyber Space”?

A All forms of digital or electronic activities
A Includes networked activities
A Activities conducted through a digital network

A Content/information accessed via digital networks



What is Cyber Security?

A Protection of cyber space

AProtection will incl
Confidentiality
Integrity
Availability

A Exploitation of opportunities in cyber space

A Exploitation of opportunities include:

Gathering intelligence on threat actors
Intervention against adversaries (countermeasures)



Who are we up against?
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Threat Spectrum — Cyber adversaries

A State sponsored Cyber operations
Includes Cyber Warfare, Espionage and

A ldeological and Political Extremism
Indoctrination, recruitment, and radicalization
Hacktivism

A Criminal organizations i Profit Motivated
Traditional organized criminal groups vs. Organized cybercriminal groups.
Organized criminals use virtual world to augment physical world activities.
Cyber criminal group based activities entirely in virtual world.

A Low level or individual T Personal Gain
ANScKkddea t o Hacker.
Motivation ranges from individual fame to vengeance.



Threat Economy: Today
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Think Like a Hacker

A Typical Hacking Steps
Reconnaissance
Scanning and Enumeration
Gaining Access
Maintaining Access
Covering Attack

A Some less sophisticated attacks
DoS, DDoS, Botnets
Spam



Reconnaissance

A Footprinting
Gathering information about the target

A Common Information Sources and Tools
Your corporate web site
Social Engineering
Google Hacking
DNS 1 whois, nslookup

A Quick Demo i Google Hacking
Search for people.Ist or passwd or htaccess etc



Scanning and Enumeration (Network)

A ldentifying live systems
A Discovering open ports
A ldentify the OS and services
A Scan for vulnerabilities

A Common tools
ICMP
TCP Half Open SYN
TCP Full Open

A Best Defence
IPS, FW and Anomaly Detection

Initiator Listener
connect( ) listenl )
SYN
TCB initialized to
SYN-ACK SYN-RECEIVED state
Success code
returned by
connect( ) “
TCB transitions to
ESTABLISHED state
(Data packets exchanged)
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Congestion Window
C 0x80 Reduced (CWR)
E Ox40 ECN Echo (ECE)
U 0x20 Urgent
A 0x10 Ack
P 0x08 Push
R 0x04 Reset
S 0x02 Syn
F 0x01 Fin

Congestion Notification
T

ECN (Explicit Congestion
Notification). See RFC
3168 for full details, valid

states below.
Packet State DSB  ECN bits
S 00 11
Syn-Ack 00 01
Ack 01 oa
Mo Congestion ©1 0O

Mo Congastion 10 oo

Congaestion 11 oo
Raceiver Responsa 11 o1
Sendir Aasponse 11 11

TCP Options
T

0 End of Options List

1 No Operation (NOP, Pad)
2 Maximum segment size
3 Window Scale

4 Selective ACK ok

8 Timestamp

Checksum
e —————

Checksum of entire TCP
segment and pseudo
header (parts of IP header)

Offset
T —

Number of 32-bit words in
TCP header, minimum value
of 5. Multiply by 4 to get
byte count.

RFC 793
T ————

Please refer to RFC 793 for
the complete Transmission
Control Protocol (TCP)
Specification.



Scanning and Enumeration (\Web Hacking)

A Looking for Web Site, Application and User Vulnerabilities
A SQL Injection and XSS make up ~ 30% of all attacks

A Spear Phishing, Zero Day, APT

A Bypasses network based defences!

A Best Defence
Email and Web Application Firewalls T such as Ironport and Scansafe
Endpoint protection T Virus scan, Application and OS patching, CSA
User Education



Web Hacking Threats

Credential /Session Prediction, 2.9%
Brute Force, 4.03% //‘ Misconﬁguration. 2.26%
" _——Stolen Credentials, 2.26%
. ——Process Automation, 2.1%
———Known Vulnerability, 2.1%
. ~—Cross Site Request Forgery (CSRF), 1.77%
~—Content Spoofing, 1.61%
\Q*Administration Error, 1.45%
~—Abuse of Functionality, 1.45%
0OS Commanding, 1.29%
\\\\ —~DNS Hijacking, 1.29%
\. —Banking Trojan, 1.29%
\\\ Redirection, 1.13%
‘“Insufficient Authentication, 1.13%

Unintentional Information Disclosure, 4.35%

Predictable Resource Location, 4.35%

~—
~

Denial of Service, 8.06%

/
g
Cross Site Scripting (XSS), 12.58%

b

—Unknown, 18.87%

SQL Injection, 18.87% -
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Source: http://techtimely.wordpress.com/2011/04/22/web-hacking-threats/



SLQ Injection and XSS Demo
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Gaining Access

A Password Attacks
A Privilege Escalation

A Root Kits
Application Level
Kernel Level
Library Level

2010 Cisco and/or its affiliates. All rights reserved



Alreat your password like your toothbrush. Dond let

anybody else use it, and get a new one every Six

months.o

Clifford Stoll
Author

il

and/or its affiliates. AII served. Cisco Confidential
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Passwords”? \We Know This Already!

A True, but it& STILL one of the biggest
ways we get in!

A User level access usually leads to
privilege escalation
Buffer overflows
Application errors
Passwords in configuration files
SNMP Community Strings




RockYou Password File Theft

One OF The 32 Million With A RockYou Million With A RockYou

Account? You May Want To Change All Your

Passwords. Like Now. lay Want To Change All Your
Passwords. Like Now.

by MG Siegler on Dec 14, 2009 104 Comments 468 | | _f - 269 @ Buzz it

It's no secret that most people use the same password over
and over again for most of the services they sign up for.
While it's obviously convenient, this becomes a major
problem if one of those services is compromised. And that
looks to be the case with RockYou |, the social network
app maker.

Owver the weekend, the security firm Imperva issued a
warning to RockYou that there was a serious SQL
Injection flaw in their database. Such a flaw could grant
hackers access to the the service's entire list of user names
and passwords in the database, they warned. Imperva said
that after it notified RockYou about the flaw, it was
apparently fixed over the weekend. But that's not before at
least one hacker gained access to what they claim is aff
of the 32 million accounts. 32,603,388 to be exact. The
best part? The database included a full list of unprotected
plain text passwords. And email addresses. Wow.

SouUfeeRttp:/ftechcRimeh com/2B69M2M a/rock IIMacled/




Top 10 “rockyou.com” Passwords

éeout of 32,603, 388
123456
12345
123456789
password
lloveyou
princess
1234567
rockyou
12345678
10. abcl23
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What Hackers Use to Find Bad
Passwords

A A list of fdefaultousernames and passwords

A An ever increasing list of known usernames learned through
enumeration exploits (finger, smb null session, /etc/passwd
access, previously exploited systems, etc)

A foeodaccounts:
Accounts whose passwords are the same as the username

A Feed into brute force tools like Medusa, Metasploit Auxiliary
modules, internally written expect scripts



o
CISCO

Cracking Passwords
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Graphics Processing Units and You

A The GPU has revolutionized password cracking

A From brute forcing to Rainbow Table generation, GPUs have been used
to dramatically speed computation times

A A single nVidia GTX 295 can take less than 5 days to exhaust a
keyspace of 69 characters, 8 in length

A Change that to 9 in length and the time to crack increases to 5% months

A Each additional GPU can cut the time in half



MDS5 Cracks Per Second (in Millions)

1600 -
1400 -
1200 -

1000 -

800 -

600 m M/sec
400

200

Nvidia Nvidia Nvidia Nvidia ATIHD ATIHD
8800m GTX GTX GTX 4770 4850
GTS 260 280 295

http://hashcrackers.thruhere.net/



Distributed GPU Hash Cracking

A Andrew Zonenberg® fDistributed Hash
Crackerofrom RPI

A Cross-platform GPU-Accelerated!

A Recent updates dramatically increased
cracking speed

1M hashes/sec - 10S salted-MD5
3000M hashes/sec - MD4/NTLM
2500M hashes/second - MD5

A MD?5 is basically insecure - Use SHA-
256

http://rpisec.net/attachments/20/cracker.pdf

TR ., - I N |



http://rpisec.net/attachments/20/cracker.pdf
http://ariia.cs.rpi.edu/whitedwarf/index.php

Password Cracking Tools

A Rainbowcrack and tables
A John The Ripper
A GPU-based brute forcers

A Multicore/distributed crackers
MPICH patch for John The Ripper
Ton-o-laptops/Cloud servers (Amazon EC2, etc)

A Poor hash encryptors and the scripts to break them
(Coldfusion, IBM, Internally written @rotection routinesowe

find, etc)



Password Entropy

A Password entropy is the amount of randomness in a password or how
difficult it is to guess

digits 10 (0-9) 3.32 bits
lower-case letters 26 (a-z) 4.7 bits

case sensitive letters and digits 62 (A-Z, a-z,0-9) 5.85 bits
all standard keyboard characters 94 6.55 bits

© 2010 Cis nd/or its affiliates. All rights reserved. Cisco Confidential 27



UNCOMMON ORDER
(i iy
Tr@ub4ddor &3
CAPS? 5%”%MS NOMERAL
PUNCTUATION

(U CAM AOD A FEW MORE BTs To
RCoUMT FoR THE FRCT THAT THIS
I5 ONLY ONE OF A Few ComMmon FoRMATS)

~28 BITS OF ENTROPY

2" = 3 pavs AT
1000 GUESSES /sEC
{ PLAUSIBLE ATALK OV A WEAK REMOTE
WER SERVICE. YES, CRACKING A STOLEM

HEGH 14 FRSTER, BUT i NGT whaT THE
AVERAGE USED SHOVAD wogey ABOUT.)

DIFFICOLTY T GUESS:

EASY

WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WRS A ZERQT

\
AND THERE WAS
SOME SYMBOL...

(1!

DIFFICOLTY TO REMEMBER:
HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

~ HY RBITS OF ENTROPY

2" =550 YEARS AT
1000 GUESSES/SEC

DIFFICOLTY T0 GUESS:!
HARD

DIFFICOLTY TO REMEMBER:
YOUVE ALREADY
MEMORIZED |T

THROUGH 20 YEARS CF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PASSWORDS THAT ARE HARD FOR HUMANS

To REMEMBER, BUT EASY FOR COMPUTERS Tb GUESS.

http://xkcd.com/936



Case Study: HBGary Federal

A In Feb 2011, a security firm CEO threatened to release the real identities of

Anonymous hactivists

A Anonymous used simple SQL injection to gain access and bring down the company!

Access gained Content
through firm'’s Management
public website System

1 The public website used a poorly
written content management system,
vulnerable to a common type of intrusion
known as an SQL injection

Uncomplex
passwords
cracked

emails and encrypted
passwords retrieved
from database

Employee usernames, '

Password encryption and protection
methods employed were antiquated
for the threat environment at that time.
Any passwords made up of a simple
combination were quickly cracked

| I



Then they got the COQO's password...

Personal email,
Twitter and LinkedIn
®

accounts hijacked

Attackers discovered that the C0O0
had reused his password for personal
email, Twitter and LinkedIn accounts

: Company research data purged, attackers
Firm C00 Company defaced and shut down company websites and
Password server servers and wiped backup servers

J
The same password The system was outdated and contained
was reused for a known vulnerability which could
limited access to the provide unauthorised users with root
company server privileges, allowing the attackers to

access gigabytes of company
research data



And with the CEOs Password...
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