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ÅExplosion in data, services, and growth of 
internet usage

Broadband

Video, voice over IP

ÅTechnology tipping point
Mooreôs Law driving down cost

Warehouse scale data centers

Virtualization + automation 

ÅMobile and Wireless
Anytime, any device

Smart, IP-connected devices
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Source: Cisco IBSG

Anywhere, Anyone, 
Any Service

IT Resources and 

Services that are 

abstracted from the 

underlying infrastructure 

and provided On 

Demand and At Scale

in a multitenant and 

elastic environment

Source: The 451 Group ICE
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Proôs & Cons

Public Private Hybrid Community

Deployment Models

Service  Delivery Models

Software as a 

Service (SaaS)

Platform as a 

Service (PaaS)

Infrastucture

as a Service 

(IaaS)

Essential Characteristics

On-

Demand 

Self Service

Broad Network 

Access

Resource

Pooling

Rapid Elasticity
Measured 

Service

Visual Model of NISTôs

Definition of Cloud 

Computing

Source: http://blogs.zdnet.com/Hinchcliffehttp://www.csrc.nist.gov/groups/SNS/cloud-computing/index.html

http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.html
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.html


© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 6

DMTF

OGF

ITU-T

CSA

SNIA

CCIF

IEEEIETF

ISOC
CloudAudit

MEF

NCOICOCC

OCM

TMF

OASIS

ISO

Cloud Security Alliance ïmajor players
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Data

OS & Applications

VMs/Containers

APIôs

Core 

connectivity

Abstraction

Hardware

Facilities

Consumer

Provider

Data

OS & Applications

Integration and 

middleware

APIôs

Core 

connectivity

Abstraction

Hardware

Facilities

Provider

Applications

Data

Integration and 

middleware

APIôs

Core 

connectivity

Abstraction

Hardware

Facilities

Provider

Meta 

data
Conte

nt

APIôs

Presentation 

modality

Presentation 

Platform

Consumer

IaaS PaaS SaaS

Security Is Shared
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ÅData Location and Ownership

ÅShared infrastructure means granular access control

ÅJumping over the regulatory requirements bar

ÅAligning security policies: cloud service and internal

ÅWhat security knowledge/skills/clearance for personnel

ÅWhat are the DR attributes for the cloud service?

ÅWhat CIA controls are in place for cloud service?

ÅIs security part of the negotiated Service Level Agreement?

ÅSecurity incident procedure: disclosure and resolution

ÅContingencies for cloud service provider failure
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Background checks, access monitoring

Vulnerability alerts, patching

Compliance requirements

Disaster recovery

IT Security

Operations

Infrastructure cloud security, plus 

Secure connection to cloud services

Secure B2B communications

Data security

Platform as a 

Service (PaaS)

Infrastructure and platform cloud security, plus 

Access to administrative controls 

App security, code reviews 

Content monitoring, filtering, and data loss prevention (DLP)

Software as a 

Service (SaaS)

Threat defense

Multitenancy security

Protection against distributed denial-of-service (DDoS) attacks

Change management, separation of duties (SoD)

Infrastructure as

a Service (IaaS)
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Corporate Border

Branch Office

Applications 

and Data

Corporate Office

Policy

Attackers CustomersPartners
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Policy

Corporate Border

Branch Office

Applications 

and Data

Corporate Office

Home Office

Attackers
Coffee 

Shop
Customers

Airport

Mobile 

User Partners

Platform

as a Service

Infrastructure

as a Service
X

as a Service
Software

as a Service


