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Cybercrime ?



Cybercrime 

• Definition 

All criminal offences which are 

committed with the aid of, or targeted 

at, communication devices in a 

network. Eg.: the Internet, the 

telephone line or the mobile network.

• In information security there are very 

real threats, and the main threat is 

crime

• Cybercrime is just like any other type of 

crime only with different tactics



Types/techniques of Cyber Crimes

• Spam

• Identity Theft

• Cyber fraud

• Phishing

• Extortion

• Bot/Botnets

• Malware

• DoS/DDoS

• Etc.



Emergency Response 

• The public have grown used to stories 

about identity theft, hacking, stolen data 

and they‟re no longer shocked into action 

when they hear about it. 

• Familiarity breeds contempt which is good 

news for criminals because the public stops 

being on its collective guard.

• But what if there was a way of a network 

being able to predict the next attack, a 

network that could detect even the smallest 

of threats and self-correct to avoid an 

attack? 



How big is the problem, and who are the perpetrators

From notoriety to eCrime

Originally hackers and „script kiddies‟ seeking headlines and notoriety

Now moved to extortion and organised crime (Russian mafia and highly 

organised criminal gangs) - Botnets for hire

Revenue from eCrime greater than narcotics

eCrime difficult to investigate





Cyber Crime is the new-age 

mafia, it is even bigger than the 

illegal drugs industry.



Feel the pain – Do you want to be in the news ?

http://www.timesonline.co.uk/tol/news
http://online.wsj.com/home


What’s all the fuss about DOS Attacks?



Source: DTI Information Security Breaches Survey 2006 – full survey results 

Distributed Denial of Service Attacks – What and How?

DOS is the deliberate denial of a service or services.
• DOS is not an attempt to penetrate systems, to steal or alter data.

• The attacker seeks to render a system inoperative, while keeping his identity secret.

DDOS is a DOS attack launched from multiple sources.

• Launching an attack from multiple sources  increases the

potency of the attack and makes the task of tracing the source

more difficult.



Who is the target?

Question: Who is a DOS target ?.

Answer: Any connected addressable device.

Some targets are more likely, Governments, 

organisations, prominent companies, 

controversial companies or researchers, 

sporting bodies etc. But in essence anybody

can fall victim.

Question: Are there any specific sectors at risk?

Answer: Online businesses – retail, gambling, 

government, ISP‟s Banking, Utilities and Business to business

Question: Are there any Compelling Events? 

Answer: Organisations might be targeted on particular events Big events e.g. 

gambling site when it‟s the Grand National. “Rebellions” against Government web 

sites

Question: What happens?

Answer: Ultimately bring the web site down which results in lost revenue, loss of 

goodwill i.e. customers can‟t get on the site. Impact third party organisations e.g. B2B 

sites



What is the solution?



BT DDOS Solution 

Its an integrated offer with BTnet:

The service is delivered via BTnet, with integration traffic inspection

Detection & Mitigation Solution

A system of detectors across BTNet monitors the internet traffic directed at a website  to 

identify traffic surges and unusual patterns of activity which could signify a DDoS attack.  

When an attack is identified, the traffic is diverted through a mitigation device which filters 

out attack traffic and allows genuine traffic to continue on to your site. 

Key factors in BT‟s detection and scrubbing solution include: 

monitoring of all traffic destined for your whole network, regardless of where it has come 
from.

a unique profile of expected traffic for each client.

automated responses.

cleansing and removal of bad traffic. 

Customer portal showing intelligence reports.  

Quick Time to React – 10 minutes V 30 minutes

The BT Management Portal ensures that your entire internet accessible infrastructure is 

safe, 24/365.  Our time window between spotting and reacting to suspicious activity is 10 

minutes -considerably faster than the normal 30 minutes.  
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BT DDOS Solution                    ………………….contd.

Superior Solution:

Quicker Response Time – 10 minutes V 30 minutes industry norm

Minimal Network Latency

BT already has extensive experience, in protecting our clients from all forms of security 

attacks: 

BT denies 14 million unauthorized connection attempts each day, prevents two million 

viruses per month and blocks five million spam messages each day.

BT hosts and protects over 1,000 websites and over 1,500 firewalls for customers, many of 

which are „mission critical‟ to our client organizations.



What‟s in it for the customers? 

More cost-effective alternative to DIY measures

This enables you to protect your organisation‟s brand and revenue while maximising 
investment in your online infrastructure.

Network based services.  No equipment is sited at your premises, for easier maintenance.

A fast reaction time, with minimal false positives.

Mitigation of high-volume traffic and application layer attacks, for a strong, multi-layered 
defence.

Expertise and resources which adapt your security to match ever-evolving threats.

Dedicated 24/365 monitoring 

Individual customer log-ins to the portal, for secure and confidential use.

Single or multiple IP address ranges monitored, for equal protection across all your network 
zones.

Online customer reports to monitor and assess your transactions.

Alert thresholds defined by you to meet your needs.  



Questions?


