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Introduction

This document shows you how to configure a Microsoft Internet Authentication Service (MS IAS) server to
support Cisco Airespace Vendor Specific Attributes (VSAs). The Vendor Code for Cisco Airespace VSASs is
14179.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

» Knowledge of how to configure a MS IAS server

» Knowledge of the configuration of Lightweight Access Points (LAPs) and Cisco Wireless LAN
Controllers (WLCs)

» Knowledge of Cisco Unified Wireless Security Solutions

Components Used
The information in this document is based on these software and hardware versions:

* Microsoft Windows 2000 server with IAS

» Cisco 4400 WLC that runs software version 4.0.206.0
» Cisco 1000 Series LAPs

« 802.11 a/b/g wireless client adapter with firmware 2.5
« Aironet Desktop Utility (ADU) version 2.5

The information in this document was created from the devices in a specific lab environment. All of the



devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Note: This document is intended to give the reader an example on the configuration required on the MS IAS
server to support Cisco Airespace VSAs. The MS IAS server configuration presented in this document has
been tested in the lab and works as expected. If you have trouble configuring the MS IAS server, contact
Microsoft for help. Cisco TAC does not support Microsoft Windows server configuration.

This document assumes that the WLC is configured for basic operation and that the LAPs are registered to
WLC. If you are a new user trying to setup the WLC for basic operation with LAPs, refer to Lightweight AP
(LAP) Registration to a Wireless LAN Controller (WLC).

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

In most wireless LAN (WLAN) systems, each WLAN has a static policy that applies to all clients associated
with a service set identifier (SSID). Although powerful, this method has limitations because it requires clients
to associate with different SSIDs in order to inherit different QoS and security policies.

However, the Cisco Wireless LAN Solution supports identity networking, which allows the network to
advertise a single SSID and specific users to inherit different QoS or security policies based on their user
profiles. The specific policies that you can control using identity networking include:

 Quality of Service When present in a RADIUS Access Accept, the QoS-Level value overrides the
QoS value specified in the WLAN profile.

* ACL When the Access Control List (ACL) attribute is present in the RADIUS Access Accept, the
system applies the ACL-Name to the client station after it authenticates. This overrides any ACLs
that are assigned to the interface.

¢ VLAN When a VLAN Interface—-Name or VLAN-Tag is present in a RADIUS Access Accept, the
system places the client on a specific interface.

« WLAN ID When the WLAN-ID attribute is present in the RADIUS Access Accept, the system
applies the WLAN-ID (SSID) to the client station after it authenticates. The WLAN ID is sent by the
WLC in all instances of authentication except IPSec. In case of web authentication, if the WLC
receives a WLAN-ID attribute in the authentication response from the AAA server, and it does not
match the ID of the WLAN, authentication is rejected. Other types of security methods do not do this

« DSCP Value When present in a RADIUS Access Accept, the DSCP value overrides the DSCP value
specified in the WLAN profile.

« 802.1p—Tag When present in a RADIUS Access Accept, the 802.1p value overrides the default
specified in the WLAN profile.

Note: The VLAN feature only supports MAC filtering, 802.1X, and Wi-Fi Protected Access (WPA). The
VLAN feature does not support web authentication or IPSec. The operating system's local MAC Filter
database has been extended to include the interface name. This allows local MAC filters to specify which
interface the client should be assigned. A separate RADIUS server can also be used, but the RADIUS serve
must be defined using the Security menus.

Refer to Configuring Identity Networking for more information on identity networking.



Configure the MS IAS for Airespace VSAs

In order to configure the MS IAS for Airespace VSAS, you need to complete these steps:

1. Configure the WLC as an AAA Client on the MS IAS
2. Configure the Remote Access Policy on the MS IAS

Note: The VSAs are configured under the Remote Access Policy.

Configure the WLC as an AAA Client on the MS IAS
Complete these steps in order to configure the WLC as an AAA client on the MS IAS:

1. Click Programs > Administrative Tools > Internet Authentication Service in order to launch IAS
on the Microsoft 2000 server.

2. Right—click the Clients folder and choose New Client in order to add a new RADIUS client.
3.In the Add Client window, enter the name of the client and choose RADIUS as the Protocol. Then,
click Next.

In this example, the client name is WLC-1.

Note: By default, the protocol is set to RADIUS.

Add Client E3

MName and Protocol
Agssign a name and protocol for the client.

Type a friendly name and protocol for the client.

Friendly name: |WLC-1

Protocol: IRADIUS j

Bach I Next > I Cancel

4. 1n the Add RADIUS Client window, enter the Client IP address, Client—Vendor, and Shared
secret. After you enter the client information, click Finish.

This example shows a client named WLC-1 with an IP address of 172.16.1.30, the Client-Vendor is
set to Cisco, and the Shared secret is ciscol123:



Add RADIUS Client E3

Client Information
Specify information regarding the client.

Client address (IP or DNS):

|1?2.18.1.30 Verify... |

ClientYendor:

|Cisoo j
" Client must always send the signature attribute in the request

§haled SEC[el: Ixxxxxxxx

Confirm shared secret: Ixxxxx,‘x,‘

< Back I Finish I

Cancel

With this information, the WLC named WLC-1 is added as AAA client of the IAS server.

" Internet Authentication Service =] B3
Action  Wiew @-’|{:'E] R E; I
Tre= | Friendy Name | Address [ Protocol | Glient-vendor
P85 Ireerne: Authesricabon Service (Loca) 8 7216130 RADIUS
A Cients
&) Remote Access Logging
# --g" Remote Access Polickes
« | v

The next step is to create a Remote Access Policy and configure the VSAs.




Configure the Remote Access Policy on the MS IAS

Complete these steps in order to configure a new Remote Access Policy on the MS IAS:

1. Right—click Remote Access Policies and choose New Remote Access Policy.

The Policy Name window appears.
2. Enter the name of the policy and click Next.

Add Remote Access Policy [ X|

Paolicy Name
Specify a friendly name for the policy.

A Remote Access Policy is a set of actions which can be applied to a group of users

meeting certain conditions.

Analogous to rules you can apply to incoming mail in an e-mail application, you can
specify a set of conditions that must be matched for the Remate Access Policy to apply.

You can then specify actions to be taken when the conditions are met.

Policy friendly name:

birespace V54|

< Back I Next > I

Cancel

3. In the next window, select the conditions for which the Remote Access Policy will apply. Click Add

in order to select the conditions.

| | T |
Cardtiors Selact the type of alirbute b add, and then chck the Add button
Determine the condhions to malch
Alinbute lypes:
Mame ] Descnption
Specly tha condilions lo maich Called-Staton-d Fhore numbe: daled by use:
: CalingStahiondd Fhare number fram which cal ongnated
Cordliors: Clent-Fendl-Name Frendly name for the BADIUS clent (145 only)
Chent IPAdcress IP acdrasz of RADIUS clent 145 oniy)
ClentVendor Marufachurer of RADIUS prosy on NAS. 1AS ond
Dayfird TimeRednc..  Time perode and daye of weak duling which us
FramedPretoza The prolocol to be used
NASderhli= Strg darhilwrg Ihe NAS coginaling the reques!
NASAP-Address IP acdress of the RAS cngnabng the request (|2
NAS-Foet-Type Type ol physical poet used by the NAS cnginahn
Sesyice-Type Type of service user has requested
Tured Type Tuireding protozelz b be wed
Windows Gioups Windows groups that usa balongs to
add.. feraes | | | | |
¢Bock | Nes | Concel | ] e |

4. From the Attribute types menu, select these attributes:

¢ Client-IP-Address Enter the IP address of the AAA client. In this example, the WLCs IP
address is entered so that the policy applies to packets from the WLC.




Client-IP-Address [ 2]

Type aword or a wild card (for example, abc.”):
|1 72.16.1.30

0K I Cancel I

¢+ Windows Groups Select the Windows group (the user group) for which the policy will
apply. Here is an example:

[ Gows _____________________HH|

The following groups are currently in this condition.

Groups:

Name I
CAT-TD-2K\Test-Clients

EE move

0K I Cancel |

Add Remote Access Policy [ X]

Conditions
Determine the conditions to match.

Specify the conditions to match.

Conditions:

‘Client-IP-Address matches

Windows-Groups matches "CAT-TD-2KAT est-Clients"

Add.. Remove Edit.. |

< Back I Next > I Cancel




This example shows only two conditions. If there are more conditions, add those conditions as well
and click Next.

The Permissions window appears.
5. In the Permissions window, choose Grant remote access permission.

After you choose this option, the user is given access, provided the user matches the specified
conditions (from step 2).

Add Remote Access Policy [ X|
Permissions

Determine whether to grant or deny remote access permission.

You can use a Remaote Access Policy either to grant certain access privileges to a
aroup of users, or to act as a filter and deny access privileges to a group of users.

If a user matches the specified conditions:

« igrant remote access permissior

" Deny remote access permission

< Back I Next > I Cancel

6. Click Next.
7. The next step is to set up the user profile.

Even though you might have specified that users should be denied or granted access based on the
conditions, the profile can still be used if this policy's conditions are overridden on a per—user basis.



Add Remote Access Policy [ X] l

User Profile
Specify the user profile.

You can now specify the profile for users who matched the conditions you have

specified.

Note: Even though you may have specified that users should be denied access, the
profile can still be used if this policy's conditions are overridden on a per-user basis.

Edit Profile... I

< Back

a.In order to configure the user profile, click Edit Profile on the User Profile window.

The Edit Dial-in Profile window appears.

Edit Dial-in Profile i B3 [
Authentication I Encryption I Advanced I
Dialin Constraints IP I Multilink. I I

" Disconnect if idle for:

" Restrict maximum session to:

I Restrict access to the following days and times:

I1 _|:' min.
I1 _lj min. s

Ed\f |

™ Restrict Dial-in to this number only: I
1 Restrict Dial-in media:

O FoDl

[ Token Ring
Owireless - IEEE 802.11
Owireless - Other

[ Cable

-

|

o |

Cancel |

Apply |

b. Click the Authentication tab, then choose the authentication method that is used in the

WLAN.



This example uses Unencrypted Authentication (PAP,SPAP).

Edit Dial-in Profile HE|

Diakin Constraints | IP | Multiink |
Authentication I Encryption | Advanced | I

Check the authentication methods which are allowed for this connection.

Extensible Authentication Protocol i

Select the EAP type which is acceptable for this policy.

| Protected EAP (PEAP) || Corfigure..

" Microsoft Encrypted Authentication version 2 [MS-CHAP v2)
[ Microsoft Encrypted Authentication (MS-CHAP)

[ Encrypted Authentication ([CHAP)
[V Unencrypted Authentication (PAP, SPAPE

Unauthenticated Access

r Allow remote PPP clients to connect without negotiating
any authentication method. i

| oK | Cancel | Apply |

c. Click the Advanced tab. Remove all the default parameters and click Add.

Edit Dial-in Profile K E3

Dialin Constraints I IP | Multilink. ]
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Remote
Access Server.

Parameters:
Name | Vendor | Value

0K Cancel Apply




d. From the Add Attributes window, select Service-Type, then choose the Login value from

the next window.

Add Attributes
To add an attibus to the Profle, sebect the atrbute and dick Add

e |

RADIUS attributes:
Nare [ Vendor [ Desciiption Al
Replptiezsage FADIUS Standyd  Mazsage to be dsplayed ta user when ashenscat
Servica-Typs RADIUS Standard  Type of smivice user has iequested
TuwmeldssgamantiD FADIUS Standard  Tunnel to which a seszon i o be assgned
Tunel-Ciant-bueh-lD RADIUS Standard  Name used by the burne! inbator cunrg the authen
Tumel-Cient-Endpt RADIUS Standard  |P adcress cf the mbator end of the lunnel
TumnelMedum-Tyoe RADIUS Standard  Transpoit medum lo use when ciesbng a lunnel lo
TumelPassvord FADIUS Standad  Fassword lor sutherhcshng to & remole server

USR-ADCM-Twe
USRATCallrput-Fite

lonoreUzerDian-Piopaitiss Microsoft

U.S. Robotics, |.
U.S. Robotics, |.

Felalvs praleence assgned bo sach lunned vihen
Grown |0 lor a patculs turnsked sscson
Neme uzed by the buresl teemingon durng Ihe aulk
IP addiess of the servs end of the lunrsd

Ugad 1o suppot piopeetaiy NAS fazluss

TumelPrelersrcs BADIUS Standad

TurrekPol-Gious-D FADIUS Standsd

TumelSernsehuhiD RADIUS Standad

TurrelServee-Endol BADIUS Standad

TurrelTyps BADIUS Standard  Turnelng protocals to be usad
Verdo-Spacic BADIUS Standad

ChacoAV-Par Cizco Cizco AV Pai VSA

lgcee the user's diakin propertes
Desciiotion nat avalable
Dezciiphion rot avalabke

USRATCal DulpueFiter U S Robotics, | Desciiption not avalable
USRAT Inpur Fiter U S Robotics. | Desciiption rot avalable
USRAT Duput Fler U S Roborics. |

Enumerable Attribute Information ]

Allribube name:
ISml o=

Attibule number.
G

Attrioute fomat
IErumalu

Altibube value:

RiCS, Dezciipion ot avalable v
4| | »

| oo |

e.Next, you need to select the Vendor—Specific attribute from the RADIUS attributes list.

"
Add Attributes B4 B3 || Muktivalued Attribute Information T

To add an aftrbues lo the Prolie, select the atibute and cick Add

FADIUS attribubes:
Name | Vendoi |_Dascaption |
FRepl-Meszage FADIUS Slandaid  Message to be displaped lo user when aulhentcah
Sermce-Type FADIUS Slardaid  Tups ol serace weer has requedad

Turrabasigamant|D
TurewtClert i 1D
TurnstClertEndpt
Tumnstdeadum-Tyoe
TunePaovad
TurralPrefaercs
TPt Groun 1D
TurnstServartuthdD
Turne=ServarEndpt
TunakTwe

Vendar Specific
CiscordV-Pair

USH-ACCM-Tyoe
USRAT-Ca-lrpul Fiter
USRAT Cal Dutput Far

RADIUS Standaid
RADILS Standard
FADIUS Standmd
RADIUS Slarndad
FADIUS Standaid
RADIUS Standaid
RADILS Stardad
RADIUS Standad
FADIUS Stardad
RADIUS Standaid
RADIUS Standad

Cisco

Ignare-UserDiain-Properber Microsclt

U.S. Robetice, |...
U.S. Robatice. |
LS Robetics. |

Turealto which a sestion & o ba asgned

Name uzad by the hunel iriator during the authen
IF addiess of the riliator end of the turne
Transport medum lo use when creahing & bunnel fo
Pasaword for aulbinlicalng 10 & reoohs eovel
Ralaive pralerence asegned to each lurned wnen
Group |0 for 3 particidar haveled session

Kame used by the lunnel taiminator during the auth
IF addiess of the smiver end of the lumnesl
Turnaing protocek: 1o be wead

Uszed o support propastary NAS features

Cisco &V Fair VSA

Ignare the user's did-n properbes

Descrpbion nol avaldie

Dascaption not avalable

Dascrption ot availsbie

USA-AT Irput-Fiter U.S RAabehics, | Deascoption not available
USH-AT-Oulputs ke UU.S. Robehics, |
|

Descrphion not avalsble -
| »

add | Cioss

Alinkubs nems.
IVendepacﬁc

Attribue aumber:
[z

Attribue foimat:
|Odetsum

Altnbute vabiss:
Verdar | Vahe

| | |

f. In the next window, click Add in order to select a new VSA.

The Vendor—Specific Attribute Information window appears.
g. Under Specify network access server vendor, choose Enter Vendor Code.
h. Enter the Vendor Code for Airespace VSAs. The Vendor Code for Cisco Airespace VSAS is

14179.

i. Because this attribute conforms with the RADIUS RFC specification for VSAs, choose Yes.

It conforms..



¥endor-Specific Attribute Information [ 2| X] I

Attribute name:

|Vendor-5pecific

Specify network access server vendor.
" Select from list: I RADILS Standard =

¢ Enter Vendor Code: I1 4173

Specify whether the attribute conforms to the BADIUS RFC specification for
vendor specific attributes.

" No. It does not conform.

Configure Attribute...

| oK I Cancel

j- Click Configure Attribute.

k. In the Configure VSA (RFC compliant) window, enter the Vendor—assigned attribute
number, the Attribute format and the Attribute value, which depend on the VSA that you
want to use.

For setting the WLAN-ID on a per-user basis:

¢ Attribute Name Airespace—WLAN-Id
¢ Vendor—assigned attribute number;j
¢ Attribute Format Integer/Decimal
¢ Value WLAN-ID

Example 1

Configure ¥SA (RFC compliant) [ 2] ]
Wendor-assigned attribute number:
|1
Attribute format;
IDecimaI j

Attribute value:
|2

| 0K I Cancel

For setting the QoS profile on a per-user basis:

¢ Attribute Name Airespace—-QoS-Level

¢ Vendor—assigned attribute number¢

¢ Attribute Format Integer/Decimal

0 Value - Silver; 1 — Gold; 2 — Platinum; 3 — Bronze



Example 2

Configure ¥SA (RFC compliant) [ 2] x|

Wendor-assigned attribute number:
|2

Attribute format;
I Decimal Ll

Attribute value:

[4

| oK I Cancel

For setting the DSCP Value on a per-user basis:

¢ Attribute Name Airespace-DSCP
¢ Vendor—assigned attribute aumber£
¢ Attribute Format Integer/Decimal
¢ Value DSCP Value
Example 3

Configure ¥SA (RFC compliant) [ 2 | X]

Wendor-assigned attribute number:
|3

Attribute format;
I Decimal Ll

Attribute value:
|4s

| 0K I Cancel

For setting the 802.1p—Tag on a per-user basis:

O Attribute Name Airespace—-802.1p-Tag
¢ Vendor—assigned attribute numbera
¢ Attribute Format Integer/Decimal
¢ Value 802.1p-Tag
Example 4



Configure ¥SA (RFC compliant) [ 2| X]

Wendor-assigned attribute number:

[4

Attribute format;

I Decimal LI

Attribute value:
|5

| oK | Cancel

For setting the Interface (VLAN) on a per—user basis:

¢ Attribute Name Airespace—-Interface—Name
¢ Vendor—assigned attribute number¥
¢ Attribute Format String
¢ Value Interface-Name
Example 5

Configure ¥SA (RFC compliant) [ 2] ¥]

Wendor-assigned attribute number:
|5

Attribute format;

I String ZI
Attribute value:

Ivlan‘l a

| oK | Cancel

For setting the ACL on a per-user basis:

¢ Attribute Name Airespace—ACL-Name
¢ Vendor—-assigned attribute number]
¢ Attribute Format String
¢ Value ACL-Name
Example 6



Configure ¥SA (RFC compliant) [ 2| X]

Wendor-assigned attribute number:
|8

Attribute format;
I String j

Attribute value:
|ACL1|

| oK I Cancel

8. Once you have configured the VSASs, click OK until you see the User profile window.
9. Then, click Finish in order to complete the configuration.

You can see the new policy under Remote Access Policies.

} Internet Authentication Service !E] E
| ation Yiew (@ = | Om B R
Tree | Name | order |

i/ Inkernet Authentication Service (Local) EjAr&-;pa-:e VSA
. Clients

+1- ] Remoke Access Logging

=5 d

+! .3

Remote Access Polcies

Example Configuration

In this example, a WLAN is configured for web authentication. Users are authenticated by the MS IAS
RADIUS server, and the RADIUS server is configured to allot QoS policies on a per—user basis.




X @

) retps: /172,161 30/ scroensffra ¥ o

-

Accounting Servers ———

MONITOR WLANS CONTROLLER WIRELESS SECURITY
WLANS > Edit
WLANS
WLANS WLAN 1D
W LANS WLAN SSID SSID-WLC2
AP Gr P A
General Policies
Radio Policy Al v
Admin Status [¥] Enabled
Sesuon-TinmeoRr (56cs) O ] —
Qualty of Service (QoS) Siver (best effort) = ~
WMM Policy 1 Omabled-—m——
7920 Phone Support [[)Chent CAC Lmit [[] AP CAC Limit
Broadcast SSID [¥) Enabled
Aironet 1E_ [Flenatied
< Allow AAA Override [+ Enabled B
Cliert Exchusion Z]Enabled ** |60
Timeout Value (secs)
DMHCP Server [) Overnde
DHCP Addr. Assignment [ ] Required
Interface Name nternal v
MFP Version Required 1
MFP Signature M
Generation [¥] (Global MFP Disabled)
M-REAP Local Switching [
* H-REAP Local Switcheng not supported with IPSEC, L2TP, FPTP
and FORTRESS authanbications
Radius Servers
—— - Authenticaton Servers
~Server 1 1P:172.16.1.1, Port:1812 ¥ none ¥
& ——— e

T ——

Save Configuration  Ping  Logout Rafresh
MANAGEMENT COMMANDS HELP
_SBack | Apply | #
Security Policles
Layer 2 Securty None v

CRANITE

[ MAC Fitenng

Layer 3 Secunty None v
] web Policy *

® Authentication (O Passthrough

Freauthenbcahion

- v
Acy |hone

* web Policy cannot be used in combination with IPsec

and L2TP

& wWhen chent axclusion 1 enabled, » tmeout value of

zero means mfinuty(wil requre admnistrative overnde

to reset excluded chents)

*+* CKIP is not supported by 10xx APs

b
— -
S @ imremet

As you can see from this window, web authentication is enabled, the authentication server is 172.16.1.1, an
AAA override is also enabled on the WLAN. The default QoS setting for this WLAN is set to Silver.

On the IAS RADIUS server, a Remote Access Policy is configured which returns the QoS attribute Bronze i
the RADIUS accept request. This is done when you configure the VSA specific to the QoS attribute.

Configure ¥SA (RFC compliant) [ 2] x|

Wendor-assigned attribute number:

|2

Attribute format:

I Decimal

Attribute value:

E

o]

Cancel

See the Configure the Remote Access Policy on the MS IAS section of this document for detailed informatic
on how to configure a Remote Access Policy on the MS IAS server.

Once the MS IAS server, the WLC, and the LAP are configured for this setup, the wireless clients can use

web authentication in order to connect.



Verify

Use this section to confirm that your configuration works properly.

When the user connects to the WLAN with a user ID and password, the WLC passes the credentials to the |
IAS RADIUS server which authenticates the user against the conditions and the user profile configured in th
Remote Access Policy. If the user authentication is successful, the RADIUS server returns a RADIUS acceg;
request which also contains the AAA override values. In this case, the QoS policy of the user is returned.

You can issue the debug aaa all enable command in order to see the sequence of events that occurs during
authentication. Here is a sample output:

(Cisco Controller) > debug aaa all enable

Wed Apr 18 18:14:24 2007: User admin authenticated

Wed Apr 18 18:14:24 2007: 28:1f:00:00:00:00 Returning AAA Error 'Success' (0) for
mobile 28:1f:00:00:00:00

Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97¢c

Wed Apr 18 18:14:24 2007: StructureSize........ccoceveevvciveneeeenns 70
Wed Apr 18 18:14:24 2007: resultCode.........ccccveveeeiiciiiineeninns 0
Wed Apr 18 18:14:24 2007: protocolUsed..........ccccceveeeiiinnnnennn. 0x00000008

Wed Apr 18 18:14:24 2007: ProxyState.......cccccovcvvveeeiiivnnnenn,
28:1F:00:00:00:00-00:00
Wed Apr 18 18:14:24 2007: Packet contains 2 AVPs:

Wed Apr 18 18:14:24 2007: AVP[01] Service—TYpe.....ccccceeiriirirreearanns
0x00000006 (6) (4 bytes)
Wed Apr 18 18:14:24 2007: AVP[02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)
Wed Apr 18 18:14:24 2007: User admin authenticated
Wed Apr 18 18:14:24 2007: 29:1f:00:00:00:00 Returning AAA Error 'Success' (0) for
mobile 29:1f:00:00:00:00
Wed Apr 18 18:14:24 2007: AuthorizationResponse: Oxbadff97¢c

Wed Apr 18 18:14:24 2007: StructureSize........ccoceveevvciveieecenns 70
Wed Apr 18 18:14:24 2007: resultCode.........cccveveeeiiciiineeeninns 0
Wed Apr 18 18:14:24 2007: protocolUsed..........cccceveeeiiivinnennn. 0x00000008

Wed Apr 18 18:14:24 2007: proxyState.......cccccecvvveeeiiiinnnenn,
29:1F:00:00:00:00-00:00
Wed Apr 18 18:14:24 2007: Packet contains 2 AVPs:

Wed Apr 18 18:14:24 2007: AVP[01] Service—TYpe.....cccccveeiriirirreearanns
0x00000006 (6) (4 bytes)
Wed Apr 18 18:14:24 2007: AVP[02] Airespace / WLAN-Identifier..............

0x00000000 (0) (4 bytes)

Wed Apr 18 18:15:08 2007: Unable to find requested user entry for User-VLAN10

Wed Apr 18 18:15:08 2007: AuthenticationRequest: Oxa64c8bc

Wed Apr 18 18:15:08 2007: CallbacK.......ccccvveeeiiiiiieeeeiiie. 0x8250c40

Wed Apr 18 18:15:08 2007: ProtocolType.......cccvvveeeiiiiiiieeeeie 0x00000001

Wed Apr 18 18:15:08 2007: ProxyState.......cccccecvvveeeiviivnnnenn.

00:40:96:AC:E6:57-00:00

Wed Apr 18 18:15:08 2007: Packet contains 8 AVPs (not shown)

Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Successful transmission of Authentication Packet
(id 26) t0 172.16.1.1:1812, proxy state 00:40:96:ac:e6:57-96:ac

Wed Apr 18 18:15:08 2007: 00000000: 01 1a 00 68 00 00 00 00 00 00 00 00 00 00 00 00
he

Wed Apr 18 18:15:08 2007: 00000010: 00 00 00 00 01 0d 55 73 65 72 2d 56 4c 41 4e 31
...... User-VLAN1

Wed Apr 18 18:15:08 2007: 00000020: 30 02 12 fa 32 57 ba 2a ba 57 38 11 bc 9a 5d 59
0...2W.*W8...]Y

Wed Apr 18 18:15:08 2007: 00000030: ed ca 23 06 06 00 00 00 01 04 06 ac 10 01 1e 20
e,

Wed Apr 18 18:15:08 2007: 00000040: 06 57 4c 43 32 1a Oc 00 00 37 63 01 06 00 00 00
WLC2....7c.....

Wed Apr 18 18:15:08 2007: 00000050: 01 1f 0a 32 30 2e 30 2e 30 2e 31 1e 0d 31 37 32
...20.0.0.1..172

Wed Apr 18 18:15:08 2007: 00000060: 2e 31 36 2e 31 2e 33 30 .16.1.30



Wed Apr 18 18:15:08 2007: 00000000: 02 1a 00 46 3fcf 1b cc e4 ea 41 3e 28 7e cc bc
2L AS(~
Wed Apr 18 18:15:08 2007: 00000010: 00 el 61 ae 1a Oc 00 00 37 63 02 06 00 00 00 03

Wed Apr 18 18:15:08 2007: 00000020: 06 06 00 00 00 01 19 20 37 d0 03 e6 00 00 01 37
........ 7.7

Wed Apr 18 18:15:08 2007: 00000030: 00 01 ac 10 01 01 01 c7 7a 8b 35 20 31 80 00 00
e z.5.1...

Wed Apr 18 18:15:08 2007: 00000040: 0000000000 1b  ......

Wed Apr 18 18:15:08 2007: ****Enter processincomingMessages: response code=2

Wed Apr 18 18:15:08 2007: ****Enter processRadiusResponse: response code=2

Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Access—Accept received from RADIUS server
172.16.1.1 for mobile 00:40:96:ac:e6:57 receiveld = 0

Wed Apr 18 18:15:08 2007: AuthorizationResponse: 0x9802520

Wed Apr 18 18:15:08 2007: StructureSize........ccoccveevvciveneeeenns 114
Wed Apr 18 18:15:08 2007: resultCode.........cccveveeeiiciiiieeenins 0
Wed Apr 18 18:15:08 2007: protocolUsed..........cccceveeeiiirinnennn. 0x00000001

Wed Apr 18 18:15:08 2007: proxyState.......cccccecvvveeeivivinnenn,
00:40:96:AC:E6:57-00:00
Wed Apr 18 18:15:08 2007: Packet contains 3 AVPs:
Wed Apr 18 18:15:08 2007: AVP[01] Airespace / QOS-Level....................
0x00000003 (3) (4 bytes)
Wed Apr 18 18:15:08 2007: AVP[02] Service—TYpe......ccccveevrvirrrreearnnns
0x00000001 (1) (4 bytes)
Wed Apr 18 18:15:08 2007: AVP[03] Class.....cccccceevvvieeeeiiiiieneeennn
DATA (30 bytes)
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Applying new AAA override for station
00:40:96:ac:e6:57
Wed Apr 18 18:15:08 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57
source: 48, valid bits: 0x3
gosLevel: 3, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
vlanlfName: ", aclName: '
Wed Apr 18 18:15:12 2007: AccountingMessage Accounting Start: Oxa64c8bc
Wed Apr 18 18:15:12 2007: Packet contains 13 AVPs:
Wed Apr 18 18:15:12 2007: AVP[01] User—-Name..........cccocvveeeeiivnnennn.
User-VLAN10 (11 bytes)
Wed Apr 18 18:15:12 2007: AVP[02] Nas—PoOrt.........ccccvvveeeiicvnnnennn.
0x00000001 (1) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[03] Nas—Ip—Address.........cccccvvveeeinunnn
Oxacl0011le (-1408237282) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[04] NAS-Identifier.........cccceveeevnnneen.
0x574c4332 (1464615730) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[05] Airespace / WLAN-Identifier..............
0x00000001 (1) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[06] Acct—Session—Id..............cccuvuen.n.
4626602¢/00:40:96:ac:e6:57/16 (29 bytes)
Wed Apr 18 18:15:12 2007: AVP[07] Acct—=AuthentiC.............cccuvveeeens
0x00000001 (1) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[08] Tunnel=Type......cccccveeiririrrraennns
0x0000000d (13) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[09] Tunnel-Medium-Type........cccceveerrnns
0x00000006 (6) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[10] Tunnel-Group=Id...........cccceeeerrunnnn
0x3230 (12848) (2 bytes)
Wed Apr 18 18:15:12 2007: AVP[11] Acct-=Status—Type........cccceeevrurrnn..
0x00000001 (1) (4 bytes)
Wed Apr 18 18:15:12 2007: AVP[12] Calling—Station-Id......................
20.0.0.1 (8 bytes)
Wed Apr 18 18:15:12 2007: AVP[13] Called-Station-Id........................
172.16.1.30 (11 bytes)

As you can see from the output, the user is authenticated. Then, AAA override values are returned with the
RADIUS accept message. In this case, the user is given the QoS policy of Bronze.



You can verify this on the WLC GUI as well. Here is an example:

\ n a . J » » z'- 8 %
0 > BB AP SR & - & Address | ) etps:(172.16.1. 30)screees e ¥ B Go P 0 4 R
Save Configurstion  Ping  Logout Refrash

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Monitor Clients > Detail <Back | ULink Test | Remove
Summary Client Properties AP Properties
Statistics
ntrolle MAC Address 00:40:96:8¢C:06:57 AP Address 00:0b:85:5b:fb:d0
‘ 1P Address 20002 AP Name ap:5b:fb:do
b User Name User-VLAN1O 29 Type 802.11s
Known | Port Number 1 WLAN SSID SSID-WLC2
ROgUe Interface internal Status Associated
; ; : VLAN [D 20 Association [D
onts CCX Version CCXv3 802.11 Authenbcation Open System
E2E Version Not Supported Reason Code 0
Mobikty Role Local Status Code 0
Mobilty Peer 1P Address NA CF Pollable Not Implemented
Policy Manager State RUN CF Poll Request Not Implemented
Short Preamble Not Implemented
Security Information
PBCC Not Implemented
Security Policy Completed Yes Channel Agility Not Implemented
Pokoy Type WA Timeout 0
it K o WEP State WEP Disable
EAP Type N/A
Quality of Service Properties
WMM State Oesabled
Q;E—L.e-:l Bro'-;c
Oiff Serv o I PGt (OSCPT dsabled 7
802.1p Teg disabled
Averags Datas Rate disabled A
0] @ irkeret

Note: The default QoS profile for this SSID is Silver. However, because AAA override is selected and the
user is configured with a QoS profile of Bronze on the MS IAS server, the default QoS profile is overridden.

Troubleshoot

You can use the debug aaa all enable command on the WLC to troubleshoot the configuration. An example
of the output of this debug in a working network is shown in the Verify section of this document.

Note: Refer to Important Information on Debug Commands before you use debug commands.
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