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Introduction 

VPN gateways operate in dynamic environments. Multiple variables can affect each VPN connection, for example, intranet 
configurations that frequently change, the various roles each user may inhabit within an organization, and logins from 
remote access sites with different configurations and levels of security. The task of authorizing users is much more 
complicated in a dynamic VPN environment than it is in a network with a static configuration.

Dynamic access policies (DAP), a new feature introduced in software release v8.0 code of the Adaptive Security Appliance 
(ASA), enable you to configure authorization that addresses the dynamics of VPN environments. You create a dynamic 
access policy by setting a collection of access control attributes that you associate with a specific user tunnel or session. 
These attributes address issues of multiple group membership and endpoint security. 

For example, the security appliance grants access to a particular user for a particular session based on the policies you define. It generates a DAP 
during user authentication by selecting and/or aggregating attributes from one or more DAP records. It selects these DAP records based on the 
endpoint security information of the remote device and/or AAA authorization information for the authenticated user. It then applies the DAP record 
to the user tunnel or session.

DAP and AAA Attributes 

DAP complements AAA services and provides a limited set of authorization attributes that can override attributes that AAA provides. The security 
appliance can select DAP records based on the AAA authorization information for the user. The security appliance can select multiple DAP records 
depending on this information, which it then aggregates to assign DAP authorization attributes. 

You can specify AAA attributes from the Cisco AAA attribute hierarchy, or from the full set of response attributes that the security appliance 
receives from a RADIUS or LDAP server as shown in Figure 1.

Figure 1. DAP AAA Attribute GUI 
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DAP and Endpoint Security Attributes 

In addition to AAA attributes, the security appliance can also obtain endpoint security attributes by using posture assessment methods that you 
configure. These include Basic Host Scan, Secure Desktop, Standard/Advanced Endpoint Assessment and NAC as shown in Figure 2. Endpoint 
Assessment Attributes are obtained and sent to the security appliance prior to user authentication. However, AAA Attributes, including the overall 
DAP record, are validated during user authentication.

Figure 2. Endpoint Attribute GUI 

 

Default Dynamic Access Policy 

Prior to the introduction and implementation of DAP, access policy attribute/value pairs that were associated with a specific user tunnel or session 
were defined either locally on the ASA, i.e., (Tunnel Groups and Group Policies) or mapped via external AAA servers. However, in the v8.0 
release, DAP can be configured to complement or override both local and external access policies. 

DAP is always enforced by default. However, for administrators who prefer the legacy policy enforcement method, for example, enforcing access 
control via Tunnel Groups, Group Policies and AAA without the explicit enforcement of DAP can still obtain this behavior. For legacy behavior, 
no configuration changes to the DAP feature, including the default DAP record, DfltAccessPolicy, are required as shown in Figure 3.

Figure 3. Default Dynamic Access Policy 



 

Nevertheless, if any of the default values in a DAP record are changed, for example, the Action: parameter in the DfltAccessPolicy is changed from 
its default value to Terminate and additional DAP records are not configured, authenticated users will, by default, match the DfltAccessPolicy DAP 
record and will be denied VPN access. 

Consequently, one or more DAP records will need to be created and configured to authorize VPN connectivity and define which network resources 
an authenticated user is authorized to access. Thus, DAP, if configured, will take precedence over legacy policy enforcement.

Configuring Dynamic Access Policies 

When using DAP to define which network resources a user has access to, there are many parameters to consider. For example, identifying whether 
the connecting endpoint is coming from a managed, unmanaged or untrusted environment, determining selection criteria necessary to identify the 
connecting endpoint, and based on endpoint assessment and/or AAA credentials, which network resources the connecting user will be authorized to 
access. To accomplish this, you will first need to become familiar with DAP features and functions as shown in Figure 4.

Figure 4. Dynamic Access Policy 

 

When configuring a DAP record, there are two major components to consider:

●     Selection Criteria including Advanced Options



●     Access Policy Attributes

The Selection Criteria section is where an administrator would configure AAA and Endpoint attributes used to select a specific DAP record. A 
DAP record is used when a user’s authorization attributes match the AAA attribute criteria and every endpoint attribute has been satisfied.

For example, if the AAA Attribute Type: LDAP (Active Directory) is selected, the Attribute ID string is memberOf and the Value string is 
Contractors, as shown in Figure 5a, the authenticating user must be a member of the Active Directory group Contractors to match the AAA 
attribute criteria. 

In addition to satisfying the AAA attribute criteria, the authenticating user will also be required to satisfy the endpoint attribute criteria. For 
example, if the administrator configured Cisco Secure Desktop (CSD) to determine the posture of the connecting endpoint and based on that 
posture assessment, the endpoint was placed in the CSD Location Unmanaged, the administrator could then use this assessment information as 
selection criteria for the endpoint attribute shown in Figure 5b.

Figure 5a. AAA Attribute Criteria 

 

Figure 5b. Endpoint Attribute Criteria 

 

Thus, to match the DAP record shown in Figure 6, the authenticating user must be a member of the Contractors Active Directory group and its 
connecting endpoint must satisfy the CSD policy value “Unchanged,” to be assigned the DAP record.

Figure 6. AAA and Endpoint Attribute Criteria Match 



 

AAA and Endpoint attributes can be created using the tables as described in Figure 6 and/or by expanding the Advanced option to specify a logical 
expression as shown in Figure 7. Currently, the logical expression is constructed with EVAL functions, for example, EVAL (endpoint.av.
McAfeeAV.exists,"EQ","true","string") and EVAL (endpoint.av.McAfeeAV.description,"EQ","McAfee VirusScan Enterprise","string"), that 
represent AAA and/or endpoint selection logical operations. 

Logical Expressions are useful for adding selection criteria other than what is possible in the AAA and endpoint attribute areas above. For example, 
while you can configure the security appliances to use AAA attributes that satisfy any, all or none of the specified criteria, endpoint attributes are 
cumulative, and must all be satisfied. To let the security appliance employ one endpoint attribute or another, you need to create appropriate logical 
expressions under the Advanced section of the DAP record.

Figure 7. Logical Expression GUI for Advanced Attribute creation 

 

The Access Policy Attributes section as shown in Figure 8 is where an administrator would configure VPN access attributes for a specific DAP 
record. When a user’s authorization attributes match the AAA, Endpoint and/or Logical Expression criteria; the configured access policy attribute 
values in this section will be enforced. Attribute values specified here will override those values obtained from the AAA system, including those in 
existing user, group, tunnel group, and default group records. 

A DAP record has a limited set of attribute values that can be configured. These values fall under the following tabs as shown in the Figures 8 
through 14:

Figure 8. Action —Specifies special processing to apply to a specific connection or session. 

 



●     Continue—(default) Click to apply access policy attributes to the session.

●     Terminate—Click to terminate the session.

●     User Message—Enter a text message to display on the portal page when this DAP record is selected. Maximum 128 characters. A user 
message displays as a yellow orb. When a user logs on, it blinks three times to attract attention, and then it is still. If several DAP records are 
selected, and each of them has a user message, all of the user messages display. Additionally, you can include in such messages URLs or 
other embedded text, which require that you use the correct HTML tags.

Figure 9. Network ACL Filters Tab—Lets you select and configure network ACLs to apply to this DAP record. An ACL for DAP can 
contain permit or deny rules, but not both. If an ACL contains both permit and deny rules, the security appliance rejects the ACL 
configuration. 

 

●     Network ACL drop-down box—Select already configured network ACLs to add to this DAP record. Only ACLs having all permit or all 
deny rules are eligible, and these are the only ACLs that display here.

●     Manage—Click to add, edit, and delete network ACLs.

●     Network ACL list—Displays the network ACLs for this DAP record.

●     Add—Click to add the selected network ACL from the drop-down box to the Network ACLs list on the right.

●     Delete—Click to delete a highlighted network ACL from the Network ACLs list. You cannot delete an ACL if it is assigned to a DAP or 
other record.

Figure 10. Web-Type ACL Filters Tab—Lets you select and configure web-type ACLs to apply to this DAP record. An ACL for DAP can 
contain only permit or deny rules. If an ACL contains both permit and deny rules, the security appliance rejects the ACL configuration. 

 

●     Web-Type ACL drop-down box —Select already configured web-type ACLs to add to this DAP record. Only ACLs having all permit or all 
deny rules are eligible, and these are the only ACLs that display here.

●     Manage... —Click to add, edit, and delete web-type ACLs.

●     Web-Type ACL list —Displays the web-type ACLs for this DAP record.



●     Add —Click to add the selected web-type ACL from the drop-down box to the Web-Type ACLs list on the right.

●     Delete —Click to delete a web-type ACL from the Web-Type ACLs list. You cannot delete an ACL if it is assigned to a DAP or other 
record.

Figure 11. Functions Tab—Lets you configure file server entry and browsing, HTTP proxy, and URL entry for the DAP record. 

 

●     File Server Browsing—Enables or disables CIFS browsing for file servers or share features.

●     File Server Entry—Allows or denies a user from entering file server paths and names on the portal page. When enabled, places the file 
server entry drawer on the portal page. Users can enter pathnames to Windows files directly. They can download, edit, delete, rename, and 
move files. They can also add files and folders. Shares must also be configured for user access on the applicable Microsoft Windows servers. 
Users might have to be authenticated before accessing files, depending on network requirements.

●     HTTP Proxy—Affects the forwarding of an HTTP applet proxy to the client. The proxy is useful for technologies that interfere with proper 
content transformation, such as Java, ActiveX, and Flash. It bypasses mangling/rewriting process while ensuring the continued use of the 
security appliance. The forwarded proxy modifies the browser’s old proxy configuration automatically and redirects all HTTP and HTTPS 
requests to the new proxy configuration. It supports virtually all client side technologies, including HTML, CSS, JavaScript, VBScript, 
ActiveX, and Java. The only browser it supports is Microsoft Internet Explorer.

●     URL Entry—Allows or prevents a user from entering HTTP/HTTPS URLs on the portal page. If this feature is enabled, users can enter web 
addresses in the URL entry box, and use clientless SSL VPN to access those websites.

●     Unchanged—(default) Click to use values from the group policy that applies to this session.

●     Enable/Disable—Click to enable or disable the feature.

●     Auto-start—Click to enable HTTP proxy and to have the DAP record automatically start the applets associated with these features.

Figure 12. Port Forwarding Lists Tab —Lets you select and configure port forwarding lists for user sessions. 

 

●     Port Forwarding—Select an option for the port forwarding lists that apply to this DAP record. The other attributes in this field are enabled 
only when you set Port Forwarding to Enable or Auto-start.

●     Unchanged— Click to use values from the group policy that applies to this session.



●     Enable/Disable—Click to enable or disable port forwarding.

●     Auto-start—Click to enable port forwarding, and to have the DAP record automatically start the port forwarding applets associated with its 
port forwarding lists.

●     Port Forwarding List drop-down box—Select already configured port forwarding lists to add to the DAP record.

●     New—Click to configure new port forwarding lists.

●     Port Forwarding Lists—Displays the port forwarding list for the DAP record.

●     Add—Click to add the selected port forwarding list from the drop-down box to the Port Forwarding list on the right.

●     Delete—Click to delete selected port forwarding list from the Port Forwarding list. You cannot delete an ACL if it is assigned to a DAP or 
other record.

Figure 13. Bookmarks tab—Lets you select and configure bookmarks/URL lists for user sessions. 

 

●     Enable bookmarks—Click to enable. when this box is not selected, no Bookmark lists display on the portal page for the connection

●     Manage—Click to add, import, export, and delete Bookmark lists.

●     Bookmarks Lists (Drop-down) —Displays the bookmark lists for the DAP record.

●     Add—Click to add the selected bookmark list from the drop-down box to the bookmark list box on the right.

●     Delete—Click to delete the selected bookmark list from the bookmark list box. You cannot delete a bookmark list from the security 
appliance unless you first delete it from DAP records.

Figure 14. Method Tab—Lets you configure the type of remote access permitted. 

 

●     Unchanged—Continue with the current remote access method set in the group-policy for the session.



●     AnyConnect Client—Connect using the Cisco AnyConnect VPN Client.

●     Web-Portal—Connect with clientless VPN.

●     Both-default-Web-Portal—Connect via either clientless or the AnyConnect client, with a default of clientless.

●     Both-default-AnyConnect Client—Connect via either clientless or the AnyConnect client, with a default of AnyConnect.

As mentioned previously, a DAP record has a limited set of default attribute values, only if they are modified will they take precedence over 
existing AAA, user, group, tunnel group, and default group records. If additional attribute values outside the scope of DAP is required, for example, 
Split Tunneling Lists, Banners, Smart Tunnels, Portal Customizations, …etc, will then need to be enforced via AAA, user, group, tunnel group, and 
default group records. In this case, those specific attribute values will complement DAP and will not be overriding. Thus, the user will get a 
cumulative set of attribute values across all records.

Aggregating Multiple Dynamic Access Policies 

An administrator can configure multiple DAP records to address many variables. As a result, it is possible for an authenticating user to satisfy the 
AAA and Endpoint attribute criteria of multiple DAP records. In consequence, Access Policy Attributes will either be consistent or conflict 
throughout these policies. In this case, the authorized user will get the cumulative result across all matched DAP records. 

This also includes unique attribute values enforced via authentication, authorization, user, group, tunnel group, and default group records. The 
cumulative result of Access Policy Attributes creates the Dynamic Access Policy. Examples of combined Access Policy Attributes are listed in the 
Tables below. These examples depict the results of 3 combined DAP records.

The action attribute shown in Table 1 has a value that is either Terminate or Continue. The aggregated attribute value will be Terminate if the 
Terminate value is configured in any of the selected DAP records and Continue if the Continue value is configured in all of the selected DAP 
records.

Table 1. Action Attribute

Attribute Name DAP#1 DAP#2 DAP#3 DAP

Action (Example 1) continue continue continue continue

Action (Example 2) Terminate continue continue terminate

The user-message attribute shown in Table 2 contains a string value. The aggregated attribute value will be a line-feed (hex value 0x0A) separated 
string created by linking together the attribute values from the selected DAP records. The ordering of the attribute values in the combined string is 
insignificant.

Table 2. User-Message Attribute

Attribute Name DAP#1 DAP#2 DAP#3 DAP

user-message the quick brown fox Jumps over
the quick<LF>brown 
fox<LF>jumps over

The Clientless feature enabling attributes (Functions) shown in Table 3 contain values that are Auto-start, Enable or Disable. The aggregated 
attribute value will be Auto-start if the Auto-Start value is configured in any of the selected DAP records. 

The aggregated attribute value will be Enable if there is no Auto-start value configured in any of the selected DAP records, and the Enable value is 
configured in at least one of the selected DAP records. 

The aggregated attribute value will be Disable if there is no Auto-start or Enable value configured in any of the selected DAP records, and the 
“disable” value is configured in at least one of the selected DAP records.

Table 3. Clientless Feature Enabling Attributes (Functions)
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