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Cisco Internetwork Operating System (10S) Software IAEMZHIT Shf= IPv6 /845y MK BAREIZXR L TH—ERBHE
(Denial of Service (DoS)) . BLUBHEMICEENDI—FEERTTEIMBUINFELET. KIEBHEHZIAT BTNy
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HBROANEEEZRZITET, AEBEEERASNESICIIRFOBRENRET SAEEMH O LG LBERICI L INDAHEN
NHYET,

DRAATIE, KIEHERLAOBEDOY I bz 7HRELTLET,
A7 ENAHYIEUTICTHERRIEETT,
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BAGEICESERIE. RFEBEICIDIAXDIELAXGHRTHY . REEX LD TRARDOMENHHEEICIE. HERIXAEEL
FY

HURR
MHENTFET SHA

FEEZTHDIE, IPv6ZEFIHATEELZIOSTIPVEARESINTE Y., HEENEFETHI/N—2a 20 108 #FHTH5ETHOELT
EP

IPv6ZHR— L TSR THO>THEAM VI T —REEFELETNIERBEHMEICZYE LEFRFA, BRIV F T —XIZEWLTIPEE



SELIZEIET BIZIE, no ipv6 address & no ipvb enable MEADIY Y FEJRELHEITNIEHY EFH A, IPVBEREL-BE
EEFTFELTULWEHWMERIZEITS show ipvb interface A< FOHBAFZEZLUTIZRLET,

DRATLT IPV6 BRESNTVELAYR—FINTORWMEEE., ZOHAFLREIS— AvtE—UNKRRENET,

Router#show ipv6 int

~CZORTMNEAIZEY ET,

THRORTOBEIRBENHY ET

Router#show ipv6 interface

Serial1/0 is up, line protocol is up

IPv6 is enabled, link—local address is FE80::A8BB:CCFF:FE00:D200
Global unicast address (es) :

2001:1:33::3, subnet is 2001:1:33::/64

Joined group address(es) :

FF02::1

FF02::1:FF00:3

FF02::1:FF00:D200

MTU is 1500 bytes

ICMP error messages |imited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

Router#

MBA A=A RERIETHEAN A —T A XT IPv6 DERESNTULVSIL—HF TIL, ipv6 unicast-routing A4 O—/\JL
[CERESNTWELSTH, COMBICHT HHEHENTFELET, show ipvb interface AT Y REFERATHIE. LWTFhhDA
UB—TIAART IPv6 BERESNTVENEINZHBITEET,

Cisco A THREFDY I bz 7 2RI HICIE, #BIZOS A 2L show versiond Y2 FEEFTL., YATLNFT—ZEHE
IZRRLFET, Cisco 10S YT kT F7IL “Internetwork Operating System Software” & L < [XHEIZ 108" &¢RRLZET., ¥
DT CEAITA A—DEHEINDMEIC RRSNEGEICEYBITINTULET), #HULT “Version” & 10S 1) IJ—REHRRRS
nEd, 0SS LSD)hd Cisco MIEERIE “show version” AT FALZWEEO., BLARTEZITAEENHYET,.

LITOFIE Cisco BT 10S JIJ—X 12.3(6) . €4 *—2 4% €2600-JS-MZ Ai\gEIL CTWZBAZ EERLTULVET

Cisco Internetwork Operating System Software 10S (tm)

(2600 Software (C2600-JS-MZ), Version 12.3(6), RELEASE SOFTWARE (fc1)

Cisco 10S DFMAICEAT SIS HFEMIILLTD RL 8B LTS,

http://www. cisco. com/warp/public/620/1. html
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IPv6 /845y FDIIBIZ, EBEULAFELET., BEAF—T AR (DFY, 6tod FURILBEED FURIL) EHEBA VA
—JIAADELLTYH, O—HILET AV D OZELEFEHRE/ Y F T, AEBUIFIBINIAEEELAHYEST, T
EBE/ Ty ME6tod FURILEBZBIEL, FURILDAEC S AIDKMBIIHEZTILELTEEE A,

A EERT HICE. FEICHTES I IPV6 /N7y FEO—AILRY FT—IDOEETIRLELHY., 178y TUEEMN
b RITTHERETEFEEA,

CDRHREIL. Cisco Bug ID CSCef68324 (&&Ei1i—H0#) TXEIEEShTWET,
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Major Release Availability of Repaired Releases
Affect;illigg—Based Rebui Id Maintenance
12.0S 12.0(26) S6
12.0(27)S5
12.0(28)S3
12.0(30) S2 12.0(31)S
12. 0SX Vulnerable; contact TAC
Vulnerable; migrate to 12.0(31)S or later
12.0SL Vulnerable; migrate to 12.0(31)S or later
12. 0ST Vulnerable; migrate to 12.0(31)S or later
12. 0SY Vulnerable; migrate to 12.0(31)S or later
Affect;illigl—Based Rebui Id Maintenance
12.1XU Vulnerable; migrate to 12.3(15) or later
12.1XV Vulnerable; migrate to 12.3(15) or later
12.1YB Vulnerable; migrate to 12.3(15) or later
12.1YC Vulnerable; migrate to 12.3(15) or later
12.1YD Vulnerable; migrate to 12.3(15) or later
12. 1YE Vulnerable; migrate to 12.3(15) or later
12.1YF Vulnerable; migrate to 12.3(15) or later
12.1YH Vulnerable; migrate to 12.3(15) or later
12.1Y1 Vulnerable; migrate to 12.3(15) or later
Affect;illigi—Based Rebui Id Maintenance

Vulnerable; migrate to fixed 12.3(14)T2 or

12.2B
later
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2BC
2BW

. 2BY

2BX
2BZ
20X
2CY
20Z

. 2DD

. 2DX

2EU
2EW
2EWA

. 2EX

2EY
2EZ
2JA
24K
2MB
2MC

. 2MX

.28

. 2SE

. 2SEA

2SEB
2SEC
250

. 2SU

.28V
. 2SW

. 28X

. 2SXA

. 2SXB
12
12

2SXD
2SXE

. 28Y

. 287

Vulnerable; contact
Vulnerable; migrate

Vulnerable; migrate
later

Vulnerable; migrate
Vulnerable; migrate
Vulnerable; contact
Vulnerable; contact
Vulnerable; contact

Vulnerable; migrate
later

Vulnerable; migrate
later

12.2(20) EU1
Vulnerable; migrate
12. 2 (25) EWA1

Vulnerable; migrate
later

12. 2(25) EY1

Vulnerable; migrate
Vulnerable; contact
Vulnerable; contact
Vulnerable; migrate

Vulnerable; migrate
later

12.2(14)S14
12.2(18) 89
12.2(20) S8
12.2(25) 84

Vulnerable; migrate
later

Vulnerable; migrate
later

Vulnerable; contact

Vulnerable; migrate
later

Vulnerable; contact

Vulnerable; migrate
later

Vulnerable; migrate
later

12.2(17d) SXB8
12.2(18) SXD4
12.2(18) SXE1

Vulnerable; migrate
later

Vulnerable; migrate

TAC
to 12.3(15) or later
to fixed 12.3(14)T2 or

to 12.3(7)X14 or later
to 12.3(7)X14 or later
TAC
TAC
TAC
to fixed 12.3(14)T2 or

to fixed 12.3(14)T2 or

to 12.2(25)EWA

to 12.2(25)SEA or

12.2(25)EZ
to 12.3(4) JA or later
TAC
TAC
to 12.4(2)MR
to fixed 12.3(14)T2 or

to 12.2(25)SEB or

to 12.2(25)SEB or

12.2(25) SEB
12. 2(25) SEC
TAC
to fixed 12.3(14)T2 or

12.2(26) SV
TAC
to 12.2(17d) SXB8 or

to 12.2(17d) SXB8 or

to 12.2(17d) SXB8 or

to 12.2(20)S8 or later
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2T

2XA
2XB

. 2XC

2XD
2XE
2XF
2XG
2XH
2X1
2XJ
2XK
2XL
2XM
2XN
2XQ
2XR
2XT
2XU
2XW
2XZ

C2YT

.2YU

.2YV

.2YZ

. 2ZA

.2ZC

. 27D
. 2ZE

. 2ZF

. 276G

. 2ZH

.27J

L2721

. 2IN

. 220

. 2ZP
Affected 12. 3-Based

Release

12.2(13)T16
12.2(15)T16
Vulnerable;
Vulnerable;

Vulnerable;
later

Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;
Vulnerable;

Vulnerable;
later

Vulnerable;
later

Vulnerable;
later

Vulnerable;

Vulnerable;
later

Vulnerable;
later

Vulnerable;
Vulnerable;

Vulnerable;
later

Vulnerable;

Vulnerable;
later

Vulnerable;
later

Vulnerable;

Vulnerable;
later

Vulnerable;
later

Vulnerable;

migrate
migrate

migrate

migrate
migrate
contact
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate
migrate

migrate

migrate

migrate

migrate

migrate

migrate

contact
migrate

migrate

contact

migrate

migrate

contact

migrate

migrate

contact

Rebui Id

12.3(3h)

to 12.3(15) or later
to 12.3(15) or later
to fixed 12.3(14)T2 or

to 12.3(15) or later
to 12.3(15) or
TAC

to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.3(4)JA or later
to 12.3(15) or later
to 12.3(15) or
to 12.3(15) or
to 12.3(15) or
to 12.2(15)T16 or

later

later
later
later
later
later
later
later
later

later

later
later

later

to fixed 12.3(14)T2 or

to fixed 12.3(14)T2 or

to 12.2(20)S8 or later
to 12.2(17d) SXB8 or

to fixed 12.3(14)T2 or

TAC
to 12.3(15) or later
to fixed 12.3(14)T2 or

TAC
to fixed 12.3(14)T2 or

to fixed 12.3(14)T2 or

TAC
to fixed 12.3(14)T2 or

to 12.2(15)T16 or

TAC

Maintenance
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3BC

. 3BW

3JUA
3JK

3T

. 3XA

. 3XB

3XC
3XD

. 3XF

. 3XG

. 3XH

. 3X1

. 3XJ

. 3XK
. 3XL

. 3XM

3XQ
3XR
3XS
3XT
3XuU

. 3XW

. 3XX

. 3XY

3YA
3YD

3YG
3YH
3Y1

12. 3(5e)
12. 3 (6e)
12.3(9d)
12.3(10d)
12.3(12b)
12.3(13a)
12. 3 (5a)B5

Vulnerable;
later

12.3(NDT9
12.3(8)T8
12.3(11)T5
12.3(14) T2
Vulnerable;

Vulnerable;
later

12.3(2) XC3
Vulnerable;
Vulnerable;

Vulnerable;
later

Vulnerable;

Vulnerable;
later

12.3(MX14

Vulnerable;
later

Vulnerable;
Vulnerable;

Vulnerable;
later

12. 3(4) X0t
12. 3(7) XR4
Vulnerable;
Vulnerable;
Vulnerable;

Vulnerable;
later

Vulnerable;

Vulnerable;
later

12. 3(8) YAT
Vulnerable;
12.3(11) YF3
12.3(8)YG2
Vulnerable;

12.3(8)YI1

migrate

contact

migrate

contact
contact

migrate

contact

migrate

migrate

contact
contact

migrate

migrate
contact
migrate

migrate
migrate

migrate

contact

migrate

12.3(15)

12.3(13a)BC
to fixed 12.3(14)T2 or

12.3(4) JA
12.3(2) JK

TAC
to fixed 12.3(14)T2 or

TAC
TAC
to fixed 12.3(14)T2 or

TAC
to fixed 12.3(14)T2 or

to 12.3(11)YF3 or

TAC
TAC
to fixed 12.3(14)T2 or

to 12.4(1) or later
TAC

to 12.4(2)T or later
to 12.3(11)YF3 or

to 12.4(1) or later

to fixed 12.3(14)T2 or

TAC

to 12.3(8)YI1 or later



12.3YJ 12.3(11)YJ

12. 3YK Vulnerable; contact TAC

12.3YQ 12.3(14) YQ1

12. 3YS 12.3(11)YS

12. 3YT 12.3(14)YT

12. 3YU 12.3(14) YU
Affect;ill;:—Based Rebui Id Maintenance

12.4 12.4(1)

12. 4MR 12.4(2)MR

12. 47 12.4(2)T
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