Cisco SYSTEMS

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. Introduction 1-1
All rights reserved.



About This Tutorial

* Identify the need for configuration
management tools

+ Describe the features and benefits of
RME

* View various scenarios explaining
how to use several RME functions

* Provide guidelines for System
Administrators

* Provide links to documentation on
CiscoWorks and RME
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About This Tutorial

The CiscoWorks Resource Monitor Essentials (RME) tutorial provides self-paced training focused on using
RME to perform configuration management tasks. RME is a set of tools used to automate the collecting,
monitoring, changing, and tracking of changes to device configuration information; saving both time and
effort for the network administrator.

RME is available with the purchase of the CiscoWorks LAN Management Solution (LMS) bundle. The LMS
bundle is a suite of network management applications used for configuring, administering, monitoring, and
troubleshooting a Cisco-based network.

The tutorial is structured as a series of self-paced modules, or chapters, that conclude with self-administered
exercises. The tutorial explores Resource Manager Essentials’ architecture, features, and installation. Also
included as part of the tutorial is a helpful reference section containing links to technical documents on
component products, concepts, and terminology. The tutorial material is presented through text, illustrations,
hypertext links, and typical scenarios.

This tutorial is not intended to teach you how to manage a network or what to use the collected data for, but
rather to introduce you CiscoWorks RME and its rich set of time-saving tools that will simplify the process of
managing a network.
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How the Tutorial Is Organized

. Discuss the various challenges of performing
Introduction to RME configuration management and how RME can help

Learn about the rich set of features and time-saving
RME Product Features tools in RME

Using several examples, learn how to jump start

RME Scenarios RME and use it for various configuration

management tasks

Guidelines

L . Review important system requirements, installation
System Administration guidelines, and RME administrative functions

Helpful Links to Reference CiscoWorks and RME
Material

A comprehensive set of links to information on
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How This Tutorial Is Organized
The tutorial is divided into five chapters:
Chapter 1: Introduction to RME

ﬂ

This chapter identifies the need for configuration management and the difficulties in collecting necessary
data using traditional methods. RME is introduced as a set of tools to save time and effort to collect data and

perform tasks associated with configuration management.

Chapter 2: RME Product Features

This chapter discusses the key features of RME through both discussions of the major functional

components and screen shots of specific tasks.

Chapter 3: RME Scenarios

This chapter walks you through step-by-step examples to provide hands-on experience using RME. The
case studies begin with steps on how to get started, followed by using various RME feature to achieve

specific results.

Chapter 4: RME System Administration

This chapter provides information about RME client and server requirements, software installation guidelines,

and additional administrative tasks not covered in the getting started scenario.

Chapter 5: References

This chapter contains a list of additional product information, such as links to related white papers and

documentation.
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Chapter 1 Outline
ﬂ

* Managing Today’s Network

- The proactive need
- A closer look at the challenges

- Solutions and pitfalls to network
management

* Cisco’s Solution

- Resource Manager Essentials

- CiscoWorks LAN Management
Solution (LMS)
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Chapter 1 Outline

Welcome to the CiscoWorks Resource Manager Essentials (RME) v4.0 tutorial! Before introducing RME,
the first step is to acknowledge the importance of performing network management in today’s environment.
As will be discussed, there is a real need for managing the network proactively, however, the effort to collect
and analyze the necessary data is often time-consuming, repetitive, and often error-prone. The most
common traditional mechanism for performing network management will be discussed along with associated
pitfalls.

This will set the stage to introduce the need for a tool to minimize effort and errors. RME is presented as
Cisco’s solution to performing network management to achieve all the benefits while minimizing the
challenges. Chapter 2 will then focus on all the features of RME, followed by usage scenarios in Chapter 3.
Finally, Chapter 4 will present further administrative information for using RME.
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Managing Today’s Network
The Proactive Need
ﬂ

A Network Usage and
Technology

Growth

‘ 2220 23 1n Network Resources
j ﬂ&' (Support Staff, $$)

>

+ Operation of the network is crucial to the success of a business

Many faults can be traced to incorrect configurations

» Use and complexity far outpacing staff resources

* Urgent need for current network configuration; Network assessments
on large-scale networks are time consuming and prone to errors
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The Proactive Need to Managing Today’s Network

There is no doubt that networks are the foundation that most organizations depend on for their day-to-day
mission critical operations. Businesses today rely on their networks to provide reliable and responsive
communications and services for departments and business partners located in every corner of the globe,
enabling file and application sharing and providing portals for e-commerce services.

With the network being such a crucial element in the operation of a business, the management of the
network is essential. In particular, the configuration of network infrastructure devices contain the very rules
that determine how and what packets are forwarded, thus dictating the overall network behavior. However,
managing the configuration of devices can be daunting; it includes every changeable aspect of the device,
such as the individual modules, software images, and each line of the configuration file. Further complicating
the task is the fact that the use and complexity of networks continues to increase exponentially, while the
staff and other resource committed to its operation remain steady at best.

Managing your network’s configuration is not optional; it is essential to the business that it supports. Help is
needed to overcome the obstacles in managing the configuration of the network.

RME v4.0 Tutorial © 2005 Cisco Systems, Inc.
All rights reserved.

Introduction 1-7



Managing Today’s Network

Reasons for Network Failures

ﬂ

Types of Network Operations Failures

Failure Type Rea;::nc;%rt:;lure
Configuration Errors 39%
Upgrade Errors 27%

Data Entry Errors 10%
Maintenance Errors 10%
Version Control Errors 7%
Other 7%

Source: Sage Research, Inc.

76% of network failures are attributed to configuration, upgrade, and entry errors!
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Reasons for Network Failures

It can be argued that one of the most important aspects of a network is its configuration; after all, the
configuration of devices contain the rules for forwarding packets and hence dictate the operation of the
network. Therefore, configuration management, inventory reporting, and network change management tasks
become an essential aspect of day to day operations. In fact, a survey of network managers revealed that
roughly 75% of all network operations failures are directly related to tasks considered to be within the
configuration management domain. Further, these presented failure categories point at human
error...overworked, under trained, under funded?

Many readers may be thinking how hard can it be to change a configuration or update a device image? Or,
what devices have changed over the past 24 hours? Sure, a few devices may not be a problem, but how
about 20, 50, or 100 before heading home?
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Managing Today’s Network
A Closer Look at the Challenges

* Undesirable Network Behavior
What changed?
Who made the change?
When was the change made?

* Current Configuration Knowledge
What devices are running 10S v12.01?
How many switch slots are empty?
What devices are not yet configured for TACACS?

« Large Scale Upgrades
All devices need their community strings changed.
All 7200 routers need to be upgraded to 10S v 12.03(t).

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. All rights reserved Introduction 1-9

A Closer Look at the Challenges

Let's now discuss some plausible day-to-day network management tasks faced by many network
administrators. The previous page talks about the cause of failures, but doesn’t begin to even mention how to
fix them. Often times it is painfully obvious that the network is not running right (non-stop phone calls from
angry users). The network administrator is now under the gun to determine what changed? Who made the
change? and when was the change made? Far too often this exercise is akin to looking for a needle in a
haystack. The network administrator can begin by using telnet to access devices and executing a ‘show run’.
But that assumes he is aware of how the configuration file is suppose to look.

There always seems to be someone that wants information about the current network, and of course needed
the information yesterday. Questions like — What devices are running I0S v12.01? and How many switch
slots are empty? Surely, any network administrator can find this information, but at what cost. Accessing
every device to retrieve the information could take hours and is prone to human error (missing devices, bad
tabulation, etc). Of course, this first assumes you have a list of devices readily handy. If the network
administrator is thorough, this information will be available the next time someone asks the question...that is
of course assuming the network doesn’t change.

As discussed on the previous page, it may be easy to change a few devices, but what about thousands?
How would you handle changing the SNMP community strings on all devices? Again telnet access to every
device is time consuming and error-prone especially for the overworked network administrator who wanted to
go home at 5 o’clock with all the other employees.
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Managing Today’s Network

Common Solutions and Pitfalls

« Command Line Interface CLI

T - Statistics (Show Commands)
! Access via Telnet .

'~ Virtual Terminal ¢ - Device Configuration (Config t)

Ua
All management tasks can be
I

A@; handled using the CLI, but...

* Potential Pitfalls

- Need up-to-date list of devices
and passwords

- Human Error (fat finger, missing
a device, etc.)

- Correlating Statistics

- Time Consuming

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. All rights reserved Introduction 1-10

Common Solutions and Pitfalls

There is no real magic to performing configuration management tasks, all data is readily available through
the Command Line Interface (CLI). The CLI provides direct access to the set-up, configuration, and statistics
of a device. In fact, most skilled network administrators can quickly make necessary changes in this manner.
So telnet, show commands, and ‘config t’ will always be important tools for configuration management tasks.
This problem comes from when these tasks need to be performed for thousands of devices on an ever
changing network. The biggest challenge being time! Cut and paste can help eliminate most errors, but even
the most diligent can forget a device or two a couple hours into a task in the middle of the night. Plus, in the
case of gathering data, the gathering part may be the easy portion of the task, the data still needs to be
correlated and perhaps analysed before the goal of the task is achieved.
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Managing Today’s Network

Tool Requirement

* Network Management Tools Should...

- Relieve Network Administrators from mundane repetitive
tasks

- Save time and prevent errors in performing large scale
configurations and image upgrades

- Quickly report up-to-date device information

3\
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Tool Requirement

The past few pages should have clearly detailed the need for a tool to assist the network administrator in
performing many network management tasks. The minimum goals of a network management tool should be
to relieve the network administrator from mundane repetitive tasks, save time for configuration tasks, quickly
provide up-to-date information, and to avoid configuration mistakes due to human errors.
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Cisco’s Solution
Resource Manager Essentials (RME)

ﬂ

CiscoWorks Resource Manager Essentials (RME)
provides the foundation for stable network operations reducing
costly, error prone, repetitive processes used to configure,
monitor, and troubleshoot the network

* GUI-based Configuration Management tool

* Reduces errors and staff hours spent on network administration L"?}
* Automates tedious and difficult update tasks

« Offers powerful troubleshooting tools with fault and error detection

* Tracks all inventory, configuration, and software changes to devices

Web
Client
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CiscoWorks Resource Manager Essentials (RME)

Cisco realizes that to efficiently maintain and troubleshoot a large network, network administrators need
access to current network information and efficient tools to help in configuration and troubleshooting tasks.
Since their time is at a premium, these tools need collect and process the information with little or no
operator intervention.

CiscoWorks Resource Manager Essentials (RME) does exactly this, meeting the main goals of what a
configuration management tool should do — automating mundane repetitive tasks, quickly providing up-to-
date information, and simplifying large scale configuration and image deployments — minimizing complexity
and saving time in the network administrator’s busy day. RME achieves this by continuously collecting
inventory and configuration information allowing the network administrator to quickly view up-to-date
information and to determine if any changes occurred since the previous collection. Earlier it was mentioned
that recognizing that a network is not functioning properly is easy, determining what changed is difficult; now
RME handles that task automatically, minimizing down time and saving effort. Need to know what devices
are running 10S 12.01, just a simple query of the inventory will provide the necessary data. Need to update
those devices to IOS version 12.1, simply schedule a software management job to handle all the details.
Again, saving time and effort, thus freeing up the network administrators time!

RME is an easy-to-use, intuitive resource for managing the network. The Web-based client interface with
simple point-and-click tasks allows the network administrator to take advantage of the features of RME
quickly and easily. After some minor setup, RME will continually collect device information and track any
changes that may occur. No longer does the network administrator have to spend long hours gathering
information or troubleshooting “what changed.”

RME includes many time-saving features, including the ability to change many device configurations at one
time or upgrading software images for multiple devices, all while the network administrator is at home asleep.
The value of RME will quickly become apparent as it saves valuable time and effort and provides the
answers to the “why” questions immediately!
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Cisco’s Solution
RME Automation
ﬂ

Manual Process

S~ /‘E
@ ?}% - 5 minutes per device '@‘:@\
9=—=)

- 3 devices Q“

simultaneously

Login and change passwords Document changes |, 5% error rate 800 devices
) . @ 23 hrs/quarter
3 min. 2 min. 92 hrslyear

Automated with RME
g? - CatOS and 10S

= Telne -
HTTP devices can be ==
= scheduled in the @‘Q{
— = same job @

RME 3omes * RME automates
NetConfig Password Wizard gzzlt?rﬁ:an:tg:iin 800 devices
® & .25 hrs/quarter
5 min. + 5 minutes to 1.0 hrs/year
prepare a single
NetConfig job
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RME Automation

The figure above shows an example of automation using RME that will not only save time, but minimize
errors as well. It has been stated before that network management tasks do not require special tools,
however, the use of tools can certainly save a company time and money.

For example, if the task at hand is to change the passwords on 800 devices. Let's take a look at this task
using both a traditional manual approach and using the NetConfig tool within RME.

Manual (Command Line Interface)
Assumption: Network administrator has a list of the devices and access to them.
Step 1: Access the device, login, and change the passwords — 3 minutes
Step 2: Update any documentation detailing this fact — 2 minutes

Job Completion: 5 minutes per device, working on 3 at the same time with a 5% error rate results in a
total time of approximately 23 hours or nearly 3 days of one person’s time!

RME (NetConfig)
Assumption: RME has been properly configured. Multiple jobs are created to break-up the project.

Step 1: Access RME, launch and configure NetConfig Password wizard (select devices, enter new
passwords, schedule job) — 5 minutes

Step 2: NetConfig performs password change, updates RME database with new passwords, archives
new configuration files, and produces a change record automatically! — No operator time required

Job Completion: 5 minutes per NetConfig job creation (300 devices/job, 3 jobs), 0% error rate results
in a total time of approximately 15 minutes.

Analysis

The manual process takes 92 times longer than when using RME not to mention the automated
documentation detailing the exact change made and when it was made by NetConfig. RME achieves multiple
goals — saving time, automating mundane task, and simplifying large scale deployment!

Note: CatOS and IOS devices can be scheduled in the same job. Also, all 800 devices could be scheduled
in one job if the job parameters are the same!
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Cisco’s Solution

RME Time Savings
™ Ciscocom |

RME Time Savings!

Manual RME

Software Update 299 hrs/year 31 hrslyear

Gathering Configuration Info 89 hrslyear .36 hrslyear

Device Configuration Change 92 hrs/year 1 hrlyear

Total Time per Year 481 hrslyear 32 hrslyear
I
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RME Time Savings

The network administrator is a busy person and time is a valuable commodity. Yet information is needed and
configuration tasks need to be performed. RME provides a collection of tools to simply do what the network
administrator doesn’t have time to do, freeing time up so they can go about their business of providing a
consistent, worry free network for the users.
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Cisco’s Solution

CiscoWorks LAN Management Solution (LMS‘

Sl - RME v4.0 is available in the
(LMS) CiscoWorks LAN Management
Solution (LMS) bundle of
applications
Internetwork + All applications within a

Performance Monitor

CiscoWorks bundle require the
V- Common Services to be
IR installed

Campus Manager

Resource Manager
Essentials

CiscoView

Common Services
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CiscoWorks LAN Management Solution (LMS)

So where does one find RME. RME v4.0 is available in the CiscoWorks LMS (LAN Management Solution)
bundle of Cisco network management products. The applications within the CiscoWorks bundles all rely
upon the Common Services (CS) software that is installed on the CiscoWorks server. These services
provide the necessary background processes for accessing the database, web services, network discovery,
process management, security, and more.

All applications share the same device database information, simplifying the use of all applications and
speeding up the startup time. Other CiscoWorks applications included in the LMS bundle are:

» CiscoView — Graphical device-management providing real-time device status and operational and
configuration functions.

» Campus Manager — Suite of applications designed for connectivity discovery, detailed topology views,
virtual LAN/LAN Emulation (VLAN/LANE) and ATM configuration, end-station tracking, and
Layer2/Layer 3 path-analysis.

» Device Fault Manager (DFM) — Provides real-time fault analysis for Cisco devices.
» Internetwork Performance Monitor (IPM) — Response time and availability troubleshooting application.

Note(s):

* The CiscoWorks Small Network Management Solution (SNMS) bundle also contains a earlier and
restricted version of RME.
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Thank You!

Continue on to Chapter 2 to discover the many features of RME used to maintain device information,
manage software images, update configuration files, view Syslog messages, and track changes to the
network.
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Chapter 2 Outline
ﬂ

* RME Overview

 RME Management Services
Inventory

Device Configuration

Software Image

Syslog Analysis

Tracking Changes

* Device Center
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Chapter 2 Outline

Hopefully, Chapter 1 has excited you to the possibilities of Resource Manager Essentials (RME). This
chapter discusses the key features of RME and how it can be used to help manage and troubleshoot
problems on the network. In this chapter, RME is reintroduced and its main services are presented along
with some of the key features in RME and a functional flow. In addition, each of the functional areas will be
discussed in more detail — what they provide, their key features, how it works, and samples of the associated
tasks. And lastly, the chapter briefly discusses the Device Center application which provides a collection of
all CiscoWorks collected data for a specific device, and launch points for other CiscoWorks network
management tasks.

By the conclusion of this chapter, the reader should have a good understanding of the components of RME
and what is possible with them. Chapter 3 will then provide the jump start to using RME through a series of
scenarios that takes you from getting started using RME, to managing the inventory, software images, and
configuration archive.
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« RME Management Services
— Inventory
— Device Configuration
— Software Image
— Syslog Analysis
— Tracking Changes

 Device Center
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RME Overview

Resource Manager Essentials is a suite of tools used to simplify
management operations of a Cisco Network

Change Manager
Audit

Changes that
occur to the . .
network Configuration

Changes that Manager
occur to the

RME Server 4

Inventory

Collect Detailed Device Information

Pull, Edit, Compare and Push

devices Manager

Audit

Configuration Files

Pull and Push Software Images

Trails Software ¢

SYS10y
ARIYSIS

RME Tool Suite

RME v4.0 Tutorial

RME Overview

RME is the cornerstone application for the CiscoWorks LMS bundle of infrastructure management tools

focusing primarily on configuration management tasks.
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RME Features 2-4

It includes many automated features that simplify

configuration management tasks, such as performing software image upgrades or changing configuration
files on multiple devices. RME also includes some fault-management features, such as filtering of Syslog
messages.

RME consists of the following major components:

* Inventory Manager - Builds and maintains an up-to-date hardware and software inventory providing
reports on detailed inventory information.

» Configuration Manager — Maintains an active archive of multiple iterations of configuration files for

every managed device and simplifies the deployment of configuration changes.
+ Software Manager — Simplifies and speeds software image analysis and deployment.

» Syslog Analysis — Collects and analyzes Syslog messages to help isolate network error conditions.
* Change Audit Services — Continuously monitors incoming data versus stored data to provide

comprehensive reports on software image, inventory, and configuration changes.

» Audit Trails - Continuously monitors and tracks changes made to the RME server by the system
administrator

Each of these components will be examined in more detail in the next section.

RME v4.0 Tutorial
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RME Features
ﬂ

Simplify and Automate Management Operations!

> Builds a complete inventory of Cisco network devices

— Quickly create reports on detailed inventory information (device types, software
versions, memory, flash characteristics, etc.)

» Builds an archive of configuration files iterations
— Compare and search configurations
> Builds a repository of software images

» Manages deployment of configuration changes and software image
updates

» Simplifies monitoring of critical network resources
» Tracks changes to all devices and changes to the RME server

» Reduces chances of human error in data collection and change
deployment

» Optional Job Approval requires certain jobs to be approved before

ey are run J:i /Af i”“ zy/llﬂj t%/j:/
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RME Features

Chapter 1 talked about goals of a configuration management tool. Plainly put, a good configuration
management tool should make the life of a network manager simpler — saving time, simplifying, and
automating. RME succeeds at all these goals. Chapter 1 mentioned that all needed configuration data can be
retrieved using telnet and a lot of time and patience. RME automates all collection activities, and simplifies
the device configuration modification tasks. The above list is the short version of the many features of RME
and its associated components. The remainder of this chapter will highlight many of features of RME and
how to use them in your daily tasks. The savvy reader will also certainly discover many additional uses for
the tools.

Bottom line, RME saves time and reduces errors, resulting in better network operations.
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RME Functional Flow
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RME Functional Flow

The key to RME is its ability to keep the database up-to-date with all configuration information including
device inventory, software images, and configuration files. A benefit of this activity is the ability for RME to
detect and report changes. RME uses various transport protocols necessary (i.e. SNMP, Remote Copy
Protocol (RCP), Secure Copy Protocol (SCP), TFTP, Telnet, Secure Shell (SSH), and HTTPS) to access the
devices and retrieve the necessary data.

Note:

* You can set the management protocol order for each of the management tasks using RME >
Administration. The select the management tasks for which you would like to set the preferences for.
For better performance, set TFTP as the first protocol. For unreliable WAN connections, use RCP.

The best part about using RME for your network management needs is that many of its features are
automatic, freeing the network administrator from mundane data collection activities. To start using RME,
the administrator has to add the devices to be managed and provide the proper access credentials (SNMP
community strings, passwords). Most of the collection activities already have a default schedule and begin
collecting as soon as the devices are added.

User access to RME is through a standard web browser (refer to Chapter 4 for specific versions and client
requirements). RME relies on the CiscoWorks server for common services. These services within
CiscoWorks are call Common Services (CS), such as the database engine, online help, security, login,
application launching, job and process management, and the Web server.

Now, let’s take a look at RME and its components in more detail, starting with the RME Inventory.
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 Device Center
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Inventory Management
What is it?

ﬂ

» An up-to-date database about the
details of the devices in the network:

M Know the number, type, and capacity
of all devices running on the network.

M Keep track of additions, deletions,
and changes to network devices.

M Maintain detailed device information,
such as chassis type, software
version, memory characteristics, and
interface settings.

» Starting point for other management
functions
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What is Inventory Management?

Inventory Management is basically knowing what Cisco devices are actively deployed in the network and
basic information about them - How many 7200 routers are there? What devices are running 10S v12.01?
How many empty switch slots are there?

Inventory Management provides comprehensive device information, including hardware and software details.
This information is crucial for network maintenance, upgrades, administration, troubleshooting, and basic
asset tracking. The inventory information can also be leveraged by other applications needing access to this
same information without the need for additional device queries. Network administrators must often be able
to quickly provide information to management on the number and types of devices being used on the
network. The more information network administrators have in one central place about all the devices, the
easier it is to locate necessary information, resolve problems quickly, and provide detailed information to
upper management.

Inventory Management is also the starting point for many other management activities. For example, to

upgrade the software image of a device, information about the amount of RAM, the modules installed, and
the current software version is needed. All this data is collected by RME Inventory Management!
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Inventory Management
Key Features
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Inventory Management - Key Features

Since device inventory and component information is regularly collected and stored in the RME database,
the Inventory Management function provides readily available up-to-date reports on hardware and software
characteristics of Cisco devices.
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RME contains numerous pre-defined inventory reports including detailed device reports which provides
information on software versions, switch modules, and interfaces on each device. Chassis reports which
contain information on available slots and slot capacity that can can assist in capacity planning activities.
RME also allows the user to create custom reports which basically equates to performing a query on the
database using user selected variables and conditions. For example, RME easily helps you answer the
question, “What devices have less than 32MB of RAM?”

Again these questions can all be answered the traditional way by using telnet to access the device, running
the appropriate show command, and recording the information. But how much easier is it when the data has
already been collected?

RME v4.0 Tutorial
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How Inventory Management Works

The first order of business is adding devices to be managed by RME. The devices are added from the
Device and Credentials Repository (DCR) which is a component of Common Services (briefly discussed
next). RME can be configured to automatically import any device from the DCR into RME, or it can also be
done in a more selective manner. The first scenario in Chapter 3 will have more details on this topic.

Once RME is informed of the devices to be managed (the SNMP read community string for the device must
also be in the DCR), RME polls the MIB of the device and retrieves all necessary inventory information.

Inventory Management can now be configured to automatically re-retrieve the inventory information on a
periodic basis in order to keep the database current and to detect any changes. (By default, a schedule
exists.) If any changes are detected in hardware or software components, the inventory database will be
updated and a change audit record will be created to inform the network administrator of the change and as a
means to document the event. This helps to ensure that the information displayed in the inventory reports
reflect the current state of network devices.
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Managed Devices
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Inventory Management - Managed Devices

The previous page mentioned the Device and Credential Repository or DCR. The DCR is a component of
the Common Services (CS) and all CiscoWorks applications use to access and manage the devices in
CiscoWorks. The DCR allows for a common repository for device and credential information. No additional
device data (software image, configuration file, etc.) is stored in the DCR. In this way, if credentials change
(SNMP community strings, passwords, etc) on a device, the information only needs to be updated in one
common place and all associated CiscoWorks applications will continue to work with the new credentials.

RME can subscribe to all or a subset of the devices in the DCR. RME keeps a local copy of the information
which is continuously synchronized with the DCR. Therefore, if an RME application changes a device
credential (i.e. NetConfig changing the SNMP community strings), the local data store is updated and
immediately synchronized with the DCR so all other CiscoWorks applications are made aware of the change.
The devices within the DCR and RME can also be grouped into logical groupings to assist in the selection of
devices for various tasks.

Note(s):
* Groups created under the Common Service can also be used for RME tasks. A user is not restricted
to using the groups only under RME.

* If other CiscoWorks applications are installed, such as Campus Manager, similar groups of devices
are created for Campus Manager. The user can select from these devices as well when performing
RME tasks.

* For more information on the DCR, its use, and the deployment of CiscoWorks, see the Common
Services User Guide. A link to this guide can be found in Chapter 5 of this tutorial.
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Grouping of Devices
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Grouping of Devices

Most every RME task is executed against a set of devices. When thousands of devices are being managed
this will present some difficulties when trying to select specific devices for the task. For instance, a thousand
devices are being managed and a detailed hardware report needs to be run for only the 7200 routers.

RME, and CiscoWorks in general, uses the concepts of groups to simplify the selection of devices. All
CiscoWorks applications introduce default groupings. For example, Common Services has default system
groups that categorize devices by type in a hierarchical manner (routers, 7200 router, etc). When selecting
devices for an RME task, these groups can be used. A device can belong to multiple groups.

RME, and other CiscoWorks applications, also allow users to create their own groups. These groups are
created using a set of rules and can be configured to be automatically populated or only with user
intervention basically making for dynamic and static groups. Further, groups can be limited to only the
original creator, or other CiscoWorks users.

This powerful feature further simplifies the use of RME if useful groups are created. Each device also has 4
user fields associated with it (stored in the DCR) that can be used to help define groups. For example, User
Field 1 could be assigned to device location.

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. RME Features 2-12
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Inventory Management Sample Report - Detailed Device Report

The above picture is an example of the Detailed Device report. It includes system, chassis, bridge,
processor, and module information presented in an easy to read format. This report was executed in a matter
of seconds for a single device, but can also be run for a number of devices at one time. This provides a vivid
example of the power of RME as the data in this report for even a single device using telnet and show
commands would have taken quite some time to retrieve, and certainly would not be as well presented. Now
multiply this by many devices, and the power of Inventory Management becomes even more evident.

Note(s):

» The data field labeled ‘Updated at’ is a time stamp of when RME collected the data presented.
» The picture also shows a list of the other pre-defined system reports that can be quickly generated.
* RME also allows for the creation of custom inventory reports, as illustrated in Chapter 3.
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Report Options
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RME is all about making network management easier and automating mundane tasks. This picture shows
how the report generator can be used to schedule a report to be run on a periodic basis. This ability can
assist in many troubleshooting activities and even allow for the automated reporting while safely at home.

Tip:

It is important to remember that reports are based on the data in the database and do not directly

contact the device. Therefore, a periodic inventory report only makes sense if an inventory collection occurs
between the subsequent running of the report, else the data will be identical.

RME v4.0 Tutorial
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Device Configuration Management

What is it?
PRSI ciscocom |

» To be well informed about the configuration
history of devices in the network:

M Keep multiple iterations of device
configurations (compare, download, etc.)

M  Simplify and control configuration changes to
multiple devices

M Track what changes were made, when the
changes were made, and who made the
changes

» Modify devices configurations with a variety of
tools and templates to help create, compare,
and deploy configuration files
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What is Device Configuration Management?

Since network problems can often be traced to an incorrectly configured network device, device configuration
management can be defined as the practice of being well informed about the configuration of devices in the
network. Being “well informed” about the configuration of devices in the network means that in the event
anything happens to a device, its configuration can be quickly restored. This would indicate that there should
be some mechanism to record each version of configuration file for each device. This allows for the rapid
restoration to a previous configuration and the ability to track changes between versions.

Device configuration management should also include mechanisms to simplify the actual configuration of
devices. Although perfectly functional, using telnet to access multiple devices can be time consuming and
possibly error prone if typing is not the forte of the administrator.

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. RME Features 2-16
All rights reserved.



Device Configuration Management
Key Features

ﬂ

> Supports an up-to-date archive by automatically identifying and
storing changes to configuration files

> Supports configuration file searching and comparing

> Config Editor tool allows for full screen editing and downloading of
configuration files

> NetConfig tool uses templates to make the same change to
multiple devices at one time

> Baseline Templates tool to create a set of commands containing
placeholders for device-specific values to be substituted. Deploy to
one or more devices or used to check for compliance.

> Supports one time passwords

RME v4.0 Tutorial ©2005 Cis

stems, Inc. Al rights reservec RME Features 2-17

Device Configuration Management - Key Features

RME Configuration Manager includes several mechanisms to ensure that the configuration archive is
populated with multiple versions of every device’s configuration file. As new versions are retrieved, they are
compared against the latest archived version and if any differences are noted a Change Audit record is
created, acting as both documentation and possibly a heads up to why something is amiss. The existence of
this archive makes performing several tasks much simpler for the network administrator including: searching
to determine which device is configured with certain commands and comparing versions of configurations.

Configuration manager also has several tools useful in making changes to configurations, such as: Config
Editor and Baseline Templates.

» The Config Editor tool allows the network administrator to make changes using a full screen editor and
to then download those changes as part of a scheduled job.

» Baseline Templates, available in NetConfig, simplifies making the same change to many devices at
once through the use of predefined command templates. For example, to change passwords on
routers, the user would select the devices, select the password template, enter the new password, and
schedule the download job; NetConfig would handle all the command syntax. The baseline template
tool is similar to the NetConfig tool except all templates are created by the network administrator
(NetConfig also allows for user created templates, but with hard-coded parameters). Uses for the
Baseline Template tool are to create baseline configurations to assist in deploying new jobs. The
templates would have all commands in the baseline and the network administrator would enter the
proper parameters for each device and then schedule the download job. Further, using the baseline
template, the network administrator can check to make sure deployed devices are conforming to the
template by running a compliance report.

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. RME Features 2-17
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How Device Configuration Management Works

Configuration Manager is similar in operation as Inventory Manager. The first order of business is to create
an archive of configurations and keep it up-to-date. The archive can be kept current using several
mechanisms as described below.

» The first is to configure a schedule for retrieval. This method retrieves the configuration file and
compares it with the latest version in the archive, if different, a Change Audit record is generated and
the retrieved file becomes the latest in the archive.

» The second is to poll for the MIB variable indicating the time the configuration was last changed. If this
is different then the value for the latest archived version, then the image is retrieved. Obviously, this
method is not as resource intensive as the first.

» The third method is to configure the devices to send Syslog messages to RME. The Syslog Analysis
function has an automated task that will retrieve and archive a configuration if a Syslog message is
received indicating a change has occurred. Of course, the second and third method still makes sure
the retrieved file is different than the latest in the archive to ensure that each archived version is
different then the previous.

Once populated, the network administrator can search the archive, compare configurations, and use the
archived versions as a starting point for using the several configuration tools.
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Compare Example

Comparing configurations files is an excellent way to see what changed or how close two different devices
are. The Compare Config report (as well as any configuration report) allows you to view the configuration file
in a processed format displaying Configlets or groups of like commands (i.e. all interface commands). The
Compare Config report includes a special Configlet, ‘Diffs Only’, that allows the user to quickly see the
differences between the two files. If both files have the same command, but with different parameters then
the command will be displayed in red. If the command is in one configuration, but not the other, then it will be
displayed in blue.

Four options are available for comparing configurations:

» Startup vs. Running - Compares the Start-Up configuration with the Running configuration. These
configurations are fetched from the device.

* Running vs. Latest Archived - Compares the running configuration with the most recently archived
configuration. The Running configuration is fetched from the device.

» Two Versions of the Same Device - Compares two archived configuration versions.
» Two Versions of Different Devices - Compares any two configurations in the configuration archive.
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Config Editor

The Config Editor tool included with RME Configuration Manager allows the network administrator to edit and
download configuration files to devices using a GUI instead of the commonly used command-line interface.
Use Config Editor to edit individual device configurations from the archive, and download them to a device.
A copy of the updated configuration will automatically be stored in the configuration archive.

Note(s):
» Config Editor is a full screen editor allowing for the user to modify, edit, or delete commands.
» No syntax checking is performed!
* Interactive commands are possible using the following syntax:
#INTERACTIVE
command1<R>response1<R>response2
command2<R>response1
#ENDS _INTERACTIVE
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NetConfig

The NetConfig tool provides wizard-based templates to simplify and reduce the time it takes to roll out global
changes to network devices. These templates can be used to execute one or more configuration commands
on multiple devices at the same time. For example, if you want to change passwords on a regular basis to
increase security on devices, you can use the appropriate password template to update passwords on all

devices at once. A copy of all updated configurations will be automatically stored in the configuration
archive.

NetConfig comes with many predefined templates that allow you to use a simple GUI to change many
common device configuration parameters. These predefined templates include corresponding rollback
commands. Therefore, if a job fails on a device, the configuration will be returned to its original state.

Note(s):

* Network Administrators can also create new templates and assign CiscoWorks users without the
Network Admin user role permission to run various templates. The assigned user must be a valid
CiscoWorks user. If RME has been registered with a Cisco Secure ACS Server, then the user should
be a valid ACS user. Also, the user must have the appropriate CiscoWorks privileges (Network
Operator or Network Administrator) to use NetConfig. Use the Permission Report to check required
privileges to perform task.
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Baseline Templates

Baseline Templates allow for the creation of a set of commands containing placeholders for device-specific
values to be substituted. These templates can now be run against a set of devices (of the same type or
category) and the placeholders populated with the appropriate value for each device (with NetConfig
templates, all devices included in the job get the same value for the command placeholders). Baseline
Templates can be used to identify a set of standardized policy based commands that you would want to have
on a set of like devices.

When a new device of the same type is added to the network, use a previously created Baseline Template to
quickly bring the device into compliance with corporate policy. Baseline Templates can be created for any
device or interface type.

Baseline Templates can also be used to compare existing device configurations against the templates to
determine which devices are non-compliant to the baseline template. The non-compliant devices can also be
brought into compliance as part of the same job.
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Software Image Management
What is it?
ﬂ

» To control and simplify the routine
deployment of software upgrades:

M Keep current repository of images
to quickly recover from failure or
upgrade

M Maintain history of software image
upgrades

M Distribute directly to device or use
another device as a remote staging
device
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What is Software Image Management?

So far this chapter has discussed the management of both the hardware devices and their configuration files.
The third piece to consider for overall configuration management of the devices in the network is the system
software or operating system of the device. For complete coverage, it makes sense to have a repository of
the software images being used on the network so that in the case of failure the image can be pushed back
down to the device. Also, since improvements to the software are always being made, it would be nice to
have a tool to help in the deployment of the new images that reduces the time and effort to upgrade devices
to a new image.
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Software Image Management
Key Features
ﬂ

> Reliably distributes single or multiple images in a single
deployment operation

> Automates the many time-consuming steps while
reducing the error-prone complexities of the upgrade
process

> Repository of current images allows for rapid recovery
from failure

> Image can be deployed from repository or from another
device flash

> Ability to identify critical bugs in software
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Software Image Management - Key Features

Perhaps the biggest feature of the Software Image Management function within RME is its ability to reduce
the time and effort it takes to upgrade many devices in the network. Software Image Management allows for
the creation of a single job that can upgrade multiple devices reliably and unattended.

Software Image Management is flexible enough to perform the upgrades from the server or by first deploying
to a remote devices and then having the other devices retrieve the image from the remote device reducing
WAN traffic. As the job is being created, Software Image Management will check to see if the device to be
upgraded has enough resource for the image in the repository to be downloaded, thus reducing errors.

RME also has numerous reports that link to Cisco.com to help track the bugs reported for various images.
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How Software Image Management Works

Before any images can be deployed to network devices, the software images must be first imported into
RME to be maintained in the software repository. RME does include a mechanism to perform a baseline
import from all devices on the network, and a job can be schedule to ensure that all unique images on the
network are in the repository. In the case of failure, the proper image can now be deployed back to the
device or its replacement.

To upgrade a device to a image not in the repository, it to must first be imported to the repository. This can
be achieved from another device, a file, or most likely from Cisco.com. Prior to being imported from
Cisco.com, the device to be upgraded can be analyzed to determine if it has the proper resources to run the
proposed image.

Any image that is stored in the repository can now be distributed to one or more compatible devices on the
network. Software distribution is performed in a reliable manner controlled by the network administrator.
Each step of the deployment process is recorded, so if failure occurs, the network administrator will know
exactly why. Once upgraded, Change Audit will generate a change record to document the event.
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Software Image Management
Bugs Summary Report
ﬂ

Cisco SysTEMs Total Bugs Summary Report Reported bugs
Generated on Jan 18 2005 15:00:07 PST for selected

devices
Cisco 7200 Series Routers
" Imace Image Total .
Device Mame Category ety Status Eurs Catastrophic Severe
nmtg-remote-7200 cisco.com Cisco 7204 Router  12.1(2) & 1007 31 265
nirtg-branch- Cizco 7204 Router  12.1(2) & 1007 3
7200 cizco.com
nimtg-hep-core- Cisco 7204¥HR 12377 ED 2500 155 1322
T200vxr cizco.com Router

Drill down to
Back to Top view bug details

Cisco 2600 Series Multiservice Platforms

" Image Image Total .
Device Mame Category Vet Status g Catastrophic Severe
nimtg-remote- ~ ~
2620 bisen com | QAL SITEMS BugToolkit Summary Report:Bug Details
. Generated on Jan 18 2005 15.08.58 PST
Showing 1-20 of 31 recards 1<] 4] Goto page: I 1  of2pages B2l
Bug T Subject Found “ersion Fixed YWerzion  Festure Severity Status
1. CSCefl0E11 Crazh on %FIB-2-IFINDEHILLEGAL: &n irternal softwars error ocoured 12.2017d)SHBM OTHERS 1 e}
2. CECeedb00a fail to read diskD once flazh disk iz removed and reinzert 12.0023)=¥06 OTHERS 1 (u]
3. CECefBasv P interface flaps when SHMP copy of config is performed 12.1014)E03 SMMP 1 ©
4. CSCeg01297 System crash caused by pkt of incorrect lengthAP header checksum 12.2(18.06.03) 12.2018) OTHERS 1 R
K SHDO3,12 201 7d)
SHE0E,12.1(25.4)
E
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Bugs Summary Report

The Bug Summary Report displays a summary of the software image bugs for selected devices. This list is
retrieved from Cisco.com, hence a Cisco.com account is required to execute this report.
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Software Image Management

Upgrade Analysis Report
™ Ciscocom |

Cisco Svsrems Resource Manager Essentials

Upgrade Analysis Report
Analysis Result for nmitg-branch-7200.cisco.com with image: ¢7200-jk9035-mz.122-26.bin

Device Information FLASH Riashd TELMET
Running Image Mame: C7200-JK2035-M Upgrade one of flash cards to 16 Upgrade from 65 MBto 128 Telnet access not required for this
Running Image Yersion: 12.102) MB. B device.
BootROM Version: 11.1(13CA N
Running Image Festure: ENTERPRISEIFIREWALL 2 PLUS Use Upgrade Analysis to
~ GDES determine if the device to be
(SATER R CHATD upgraded has sufficient

resources for the new image

Does the device have sufficient RAM to hold the new software?
Have the minimum ROM version requirements been met?
Is the Flash memory large enough to hold the new software?

Do I need to add Telnet access information for the device to the Device and
Credential Repository?

M Have I performed an upgrade path and NVRAM analysis on my Catalyst devices?
M Does the module firmware on my IPX/IGX/BPX devices need to be upgraded?
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Upgrade Analysis Report

To avoid common resource related errors when upgrading the software image on a device, first use the
Upgrade Analysis option to determine the impact to, and prerequisites for a new software deployment using
images that reside in either Cisco.com or the image repository. An administrative task allows for the setting
of certain criteria for an image to match in order to be analyzed against the device to be upgraded, to
determine possible required hardware upgrades (boot ROM, Flash memory, RAM, and access).
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Software Image Management

Add Images Example

File Hame

c2900x]-c3h209s-mz.120-
ST 0kin
c2800x]-c3h218s-mz 120-
56 hin

r
r
2. O
r
r

C29350-iBg2-mz.121-9 EAT bin

Image Famihy

c2A00KL-c3h2-mz-112 5 5-SA6 hin | C2900XL

C2900xLLRE

C2800¥LLRE

2850

Fiter by: | File Marme

Image Type Version
SYSTEM_SWW 11 2851548
SYSTEM_SWY 12.005WC10
SYSTEM_SWY 12 0(5CE
SYSTEM_Sv 12.1(3EAT

Size Status

111 MB Unknown

1.64 MB Unknawn

1.83MB Unknowen

238 MB Unknoten

=l

at

Filter

Showing B record

o

Jan 13 2005 12:32:50

Jan 13 200512:3218

Jan 13 2005 12:32:51

Jan 13 2005 12:32:52

Added as part of
Jok-1024
Added as part of
Jok-1024
Added as part of
Joh-1024

Added a= part of
Job-1024

-~ Select an item to delste. >
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RME Software
Repository

| Add || Delete || Update Status
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RME allows for the importing of images into the repository from several different locations — another device,
file, or Cisco.com. Images must be in the repository in order to be distributed to a device. The screen shot
above shows the images currently in the repository.

A special import can be scheduled to import a baseline of images from the network. Similarly, a
synchronization job can be schedule to ensure the repository contains all unique images of the network.
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Software Image Management
Image Distribution Example

Distribution Method

o By devices [Basic] T
By devices [&dvance Showigl3ieconis
Device Information Module Information Imzge Options Storage Options Errors
By image [¥ SUPERVISORSD00
- . 1| P runtg-demo- 1-2part 1000BaseX  [woatBD00-supks.8-1-3.hin(10.42 ME) =] [bootilash(e.8 MEAEOME) =]
Use remote Staglng 6000 cisco.com Superyisor Mo
(GEIC)
I¥ 1 5-Multilzyer
2 B =| HonUpgradsbi
TR e INDnUpgradab\e J INDnUpgradab\e J lonUpgradable
¥ 2.45 port
|| & 10M00BaseTH (R- | MNonUpgradable =] [MonUpgradable [®] ronparadeble

45)

Hotes: (')Read Only Flash  (*)Running Image for RFF device (*)image in CCO  (*)Recommended Option

Step 20fS5-
o]

Remote
SNMP, Staging
Telnet, RCP, (Once over the
or TFTP .x WAN)
P _— —

~_
A
N .

RME Software
Repository N
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—

Image Distribution

RME allows the network administrator to schedule a job that will reliable distribute images to one or more
devices. A software distribution job will record each step of the task so that if a failure occurs the network
administrator will know exactly how to fix it. Images can be distributed directly from the server to the device,
or by first distributing the image to a remote device and then have other devices retrieve it from there.
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Software Image Management
Controlled Image Distribution

Job Schedule and Options
Scheduling Job Options

Fun Type: I Once vI [ Reboot immedistely after downloading.
[~ Do not insert nesw boot commands into configuration file.
Date: [14 Jan 2005 | (2] =t [021=] [35 =]

¥ Use current running image as TFTP fallback image.

Job Infi
o ° [ Backup current running image. Job parameters

allow for precise
control

Job Description: |F'ush riew demo cat image

[~ onerror, stop processing subsedue

E-miil: I [~ Enable Job Passwird
Comments:
| ;I Lzer Name:l
Passwurd:l

Schedule job to run ;
unattended at the Enahle Passwurd.l

appropriate time Ll

pprop Execution: % Parallel & Seguertisl
Reboot : % Parallel  Sequentizl

* - Required Field

Stepdofs-
oo [ e [ v [ oo
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Controlled Image Distribution

Like most jobs in RME, the software distribution job allows the network administrator to closely control
how the job is to be run. Not only can the job be scheduled to run at a specific time, but the administrator
can also choose what to do to the device once the image is downloaded.

Additionally, you can enter the e-mail addresses to which the job will send status notices. (Separate
multiple addresses with commas.) E-mail notification is sent when job is created, started, deleted,
canceled, and completed.

The Job Options include:
* Reboot the device after downloading the software image
+ Update the device configuration with new boot commands
» Failure policy — Specify what the job should do if it fails to run on the device.

» Enable Job Password — if job approval is enabled the user can the option to have RME ignore the
username in the RME database and uses the newly entered username and passwords instead.

» Execution and Reboot order (parallel or sequential) - Based on your network topology and to
minimize the impact on your network, you can schedule the upgrades job either sequentially or in
parallel. For example, if devices A, B, and C are networked sequentially, then you must upgrade
device C first, then device B, then device A. If you upgrade device B first, you might no longer have
access to device C.
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Syslog Analysis
What is it?
ﬂ

» Track behavior of a device in the form of a message categorized
by severity and function in real-time:

M Messages sent by a device advertising a configuration change,
error, or fault condition

M Use filters to delete unnecessary messages and to execute a script
in response to condition indicated in Syslog message

M Identify and resolve problems quickly without having to decide what

to monitor
Eacility Severity Mnemonic Description
@ LINK 3 UPDOWN Interface EO is down
- SYS 2 MALLOCFAIL Memory allocation of 28 bytes failed
RCMD 4 RSHPORTATTEMPT Attempt to connect to RSHELL from 171.69.71.80
SYS 5 CONFIG | Configured from 192.168.76.225 by snmp
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What is Syslog Analysis?

One of the best forms of management is done by the device itself, and is communicated via Syslog
messages. Syslog messages indicate some behavior or activity on a device. These can be strictly
informational or can indicate a configuring change or even a failure. Imagine being informed of a network
problem by the source and not by some irate user.

To leverage these useful messages, RME includes numerous reports to allow the user to view the received
messages, and even allows for the configuration of an activity upon the receipt of select messages.

Of course to take advantage of this feature, devices must first be configured to forward Syslog messages to
RME. This can be done easily using NetConfig!
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Syslog Analysis

Key Features

> Supports filtering of unwanted Syslog messages

> Can trigger user-defined scripts in response to specific
Syslog messages

> Provides reports to quickly view Syslog events by
severity, device, or message

Generate reports by

Forward Syslog device, severity,

messages to analysis [ | facility, etc.
@I @ software
/.

o E y Perform automatic

- \~  action based on

received Syslog

RME v4.0 Tutorial © 2005 Cisco Systems, Inc. Al rights reserved RME Features 2-34

messages

l Filter unwanted

Syslog Analysis - Key Features

Since devices can send literally hundreds of messages a day, with many not being overly useful, RME allows
for the creation of message filters to discard messages not critical to management activities. Conversely,
some of the received messages may be so important that they need to be viewed and responded to prior to
the next time someone happens to look at a Syslog report. In this case, a filter can be created to launch a
task (email, URL, script) upon receipt of that message.

Finally, the available Syslog reports allow for their viewing by severity or by device, and includes the ability to
create custom reports by message.
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Syslog Analysis

How it Works

Syslog
Messages

g? ‘.':I'
< .. B

Local Server
Syslog
Message File

Local Server
Syslog

Message File
‘c Update |
Filters

Web Site

Messages
reflect Server
time zone

Message timestamp
converted to GMT
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How Syslog Analysis Works

In order to utilize the Syslog Analysis features, devices must first be configured to forward Syslog
messages to either the RME server or a remote Syslog Analysis Collection (SAC) server. The remote
SACs are used to distribute Syslog message collection and processing in order to reduce Syslog traffic
and processing on the RME server. All messages collected and processed by the remote SACs are
periodically forwarded to the RME server, which maintains a central repository for all Syslog messages.

Syslog messages received by a collector are stored in the local Syslog facility on the server and are
periodically read by the Syslog Analysis function for processing. Each message is compared against user-
defined filters to determine if the message is considered important enough to keep. Messages not filtered
are stored in the Syslog database (time stamp is converted to GMT) and checked against another set of
user-defined filters to determine if the message should initiate a user-defined script (automated action).
The database is then used to produce the various Syslog reports (messages displayed using the server
time zone).

Any user-defined filters used for reducing the Syslog messages to be included in the Syslog database will
be forwarded to any defined SAC.

Note(s):

» Syslog Analysis has some message filters enabled by default. These include: Link Up/Down, PIX,
Severity 7, and 10S Firewall Audit Trail messages are filtered out.

» PIX firewall devices generate a large number of Syslog messages. Thus, it has a tendency to lock
the Syslog function on Windows servers due to the massive number of messages from the firewall.

» Creating your own filters or enabling/disabling filters is easy. Go to the tasks Resource Manager
Essentials > Tools > Syslog > Message Filters.
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Syslog Analysis

Sample Report

ﬂ

Bisco Srarius Resource Manager Essentials
Syslog Analyzer Severity Level Summary Reportat Jan 14 2005 141657 Pacific Standard Time(GhT -0800:00)

Showing 1-7 of T records

Severity Level

1. Sevetity Level 0
2. Sevetity Level 1
3. Severity Level 2
4. Severity Level 3
5. Severity Level 4
B. Severity Level 5
7. Severity Level 6

Rows per page: I 20 'I

1<) ] cotopage: I 1 of 1 pages (@) [ 3]

Total number of records

Syslog messages by severity for a
selected group of devices over a
selected time period

1<] <] Gotopage: I 1  oflpag

Cisco Srsteus Resource Manager Essentials

Syslog Analyzer Severity Level 5at Jan 14 2005 14:17:01 Pacific Standard Time{GhT -08:00:00)

Showving 1-3 of 3 records

Interface Timestamp
1.1821658.159.106 Jan 12 20035
15:06:49
21921681405 Jan 12 2005
16:28:59
3.192168.1405 Jan 12 2005
16:28:59

Rows per page: I 20 'l

RME v4.0 Tutorial

1<) ] Goto page: I 1 of1 pages 20

Faﬁ!;:‘i:[i;irb_ Severity Mnemonic Description Details
SYS 5 COMFIG Configured from titp: 192168135 222003501121 5061 4296- g
192.168.140.1 .cfy by console
svs SCONFIG  Configured from i 92.168.138 zzrzntl Syslog message details I
192.168.140 8.cfy by console
S¥S SCONFIG_|  Configured from titp: i1 92 168 156 22200501121 62922906 B

192.168.140 8.cfy by console

© 2005 Cisco Systems, Inc. All rights reserved
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Syslog Analysis Sample Report — Severity Level Summary

The Syslog Severity report lists the number of Syslog messages received (and not filtered) for each Syslog
severity level for a selected time period and group of devices. Clicking on the number of received messages
will show details of each individual Syslog message.
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Tracking Changes

What is Change Audit and Audit Trail?
ﬂ

» Change Audit is a record of all inventory,
configuration, and software changes made
in the managed network:

M Know what change was made, when it was
made, and who made it

M  Quickly identify network issues caused by
changes

» Audit Trail is a record of all changes that
are performed on the RME server by the
RME administrator
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What is Change Audit and Audit Trail?

One of the most powerful features of RME s its ability to detect changes to the inventory, configuration files,
and software images. Not only is this a great way to see what changed, when, and by who, but it is also an
automatic way to document any changes made to the network.

Audit Trail tracks and reports changes that the RME administrator makes on the RME server. The list of
changes that a system administrator can make to the RME server is huge and includes reports on changing
preference settings, deleting devices, changing device attributes, changing policies or schedules,
adding/editing Syslog filters, and more. For a complete list, refer to the RME User Guide.
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Change Audit
Key Features

ﬂ

> Comprehensive record IR
of who changed what, Management
when, and how

. - : Configuration
> Car_n trlg_ger user-defined S g Management
scripts in response to s 0:
specific changes > Do)
- Config File Software
> Integration with trap - Software Image
Image Management

receivers
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Change Audit - Key Features

The Change Audit feature within RME provides reports to make it easy to quickly view changes that have
been made to a specific device, by a specific user, or during a specific time period. It provides a
comprehensive record of who changed what, when, and how. This can help narrow down the source of
problems when trying to troubleshoot a network error.

Similar to Syslog automated actions, Change Audit can also be configured to perform an automated action
(Email, script, trap) when a specific change occurs.
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Change Audit

How it Works

Current Data Incoming Data

.—> 44—

Configuration f’“anf.e
' Archive Alelis

.‘J‘ 1 -) .
DEIWVILEDS]

Change
Record
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How Change Audit Works

Change Audit is pretty straight forward — the incoming data is compared against the most recent data in the
database, if it is different then a change record is created to document the finding. The change record
includes details of the change and how it was detected.
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Change Audit

Sample Report

Lsco Srsrus Resource Manager Essentials .
Change Audit 24 Hour Reportat.Jan 12 2005 16:37:21 Pacific Stancard Time(GT -08:00:001
Showving 1-2 of 2 recards 1<] ¢] Goto page: 1 ofl pages [= 20
Device Hame User Hame Application Hame  Host Hame Creation Time Connection Mode Message Detailz Grouped Records
1. nintg-demo-6000 cisco.com  admin MetConfig STAGE-2 Jan 122005162319 TFTP Configuration Dovenload (Job 0 1023)  Details More Recards
2. nmtg-demo-2955c cisco.com  admin MNetConfig 192165.138.22 Jan12 2005 16:23:28 ShiMP Configurstion Download (Job : 1023) @iz More Records
Rows per pace: [20 ] Which device changed 144 Gotopage of 1 pages (@) [» ]
Who made change
Type of change
From what host
Time of discovered Details of change |
How change made

How change was found
CiscoWorks finds the changes for you!

Cisco Svstems Archive Mgmt
Config Diff Viewer: nmtg-demo-6000.cisco.com Config wed Jan 12 16357 56 PST 2005

show: C Raw  Processed Current Conﬂg Previous cOnfig
Configlets nmitg-demo-6000.cisco.com:RUNHING: Version:2 nmitg-demo-6000.cisco.com:RUHHING: Version:1
= = ) syslog syslog
o Canfiglets et Iogging server 19216813822
s D Diff Gnly
Oy [ i
| New line in config file I
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Change Audit Sample Report

Change Audit reports can be run against a selected group of devices and/or for a selected change type
(software image change, inventory change, configuration change, etc.) over a selected period of time.

The above report was generated for the previous 24 hours and shows two changes that were detected by
Change Audit. The listing shows that NetConfig job number 1023 was responsible for the change to the
configuration files. Clicking on the Details link, it launches a Configuration Diff Report showing that the
current configuration includes one additional command; the additional line “set logging server
192.168.138.22" was added to the new configuration line.

Using Change Audit services, the user quickly knows what change was made, who made the change, and
when the change was made.

Note(s):

» The Config Diff Viewer illustrates the changes in the current and previous configuration files. Use the
legend below to understand the color-coded changes.

Legend
Red = Same command, different parameters

Blue = Command in one file not in the other
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Device Center

Overview

ﬂ

> Provides summary information about

the device data collected by RME

4]
4]

4}

Device type
24 hour change records

Summary of Syslog messages
received

Configuration and Inventory archive
time

CDP neighbors

» Links to tools, reports, and valuable
management tasks

» Can be launched by clicking on
device name link in many RME
reports

RME v4.0 Tutorial

Device Center - Overview

The Device Center provides information for a single device that includes both data and links from all
CiscoWorks applications registered to Common Services. Device Center provides a central point from where
you can see a summary and reports for the selected device, invoke various tools on the selected device, and
perform the tasks that can be performed on the selected device.

Cista Svstins

rmtg-cemc-3512.cisd | 6o

D sspsmeszest
eatest

EEET—

Ciscaores | Help | ot

Jevee IP Addiess 132,168 1407

20 hour Svslog Wessage Surmay

COF Neighto's.

Down
-~ Switch Port Usage Report - Unused Down
-~ Switch Port Usage Repart - Unused Up
- T End Host Report

- Edit Config
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After launching Device Center, you can perform device-centric activities, such as changing device attributes,
updating inventory, Telnet etc. depending on the applications which are installed on the Common Services
Server. You can also launch Element Management tools, reports, and management tasks from the Device

Center.

The Device Center has a launch point from CiscoWorks Homepage, but is discussed here because it is
easily launched by clicking on the hyper-linked device name in most RME reports.

RME v4.0 Tutorial
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Device Center
Device Summary Information

ﬂ

Device Center

Summary information about
device data collected by RME

Device IP Address 192.168.140.7
Device Type Cisco Catalyst 3512 XL
24-hour Change Audit Summary Number of records: 8
Inventaory Last Collected Time Jan 21 2005 00:30:10 PST
Configuration Last Archived Time Jan 25 2005 15:30:05 PST Details
Emergencies; 0 Alerts; 0 Critical; O Errors: 0
Wamings: 2 Motifications: 4 Informational: O

| Click on record count to launch Change Audit Report

| Click Details to view device config file I

24-hour Syslog Message Summary

COP Meighbors  nmtg-demo-E000. cisco.com, nmig-deme-2955¢. cisco. com
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Device Summary Information

The summary window pane in the Device Center provides a quick look the the device name, type, and its
CDP neighbors, but more importantly information on change records, Syslog messages received by RME,
and a link to the configuration file for the device.
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Device Center
Quick Links to Tools, Reports, and Tasks

Quick links to tools, reports, and tasks for device
(Includes tasks for all registered CiscoWorks applications)

Tools

- Management Station to Device
= Ping

= Telnet

== Trace Route

= Edit Device Credentials

= Packet Capiure

= SHMP Set

= SHMP Walk

= Cluster Management Suite
= Cisco Wiew

Reports

= Change Audit Report

«=  Credential Verification Report

+= Detailed Device Report

= Syslog Messages Report

= Switch Port Usage Report - Recently
Down

«= Switch Port Usage Report - Unused Down

Switch Port Usage Report - Unused Up

UT End Host Report

Functions Available

Management Tasks

= Add Images to Software Repository
= Anabyze using Cisco.com lmage
= Anabyze using Repositony Image
= Check Device Credential

= Distribute Images

= Edit Config

= Syni Archive

= Update Inventory

= Wiew Config

= Wiew Pending Jobs
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Quick Links to Tools, Reports, and Tasks

Once you have Device Center open for the device, you now have quick access to tools, command line
utilities, common CiscoWorks reports and tasks. All these links are especially invaluable when trying to

troubleshoot the device.
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Thank You!

This concludes a brief look at many of the amazing features in RME. Chapter 3 will explore the use of many
of these feature through a series of scenarios.
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