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About This Tutorial
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Identify the need for traffic
management

Describe the industry
standards and Cisco’s
implementation of traffic
management

Provide common traffic
management scenarios

Provide helpful guidelines on
installation and
troubleshooting PVM

Provide links to helpful
documentation
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About This Tutorial

The Cisco Performance Visibility Manager (PVM) tutorial provides self-paced training
focused on using the PVM software to collect and view network traffic statistics from
multiple NAMs and their associated switches and routers.

The Network Analysis Module (NAM) for Cisco Catalyst 6500 series switches and 7600
series internet routers is a network monitoring system that combines a rich set of
embedded data collection and analysis capabilities with a Web—based management
console. And all of this functionality resides on a single blade in a Cisco Catalyst switch. In
addition, the NAM has dedicated resources for all management functions, thus eliminating
any load it might impose on the host switch. The traffic data collected by the NAM is based
on Remote Monitoring(RMON), RMON2, mini-RMON, Switch Monitoring(SMON), High—
Capacity Monitoring(HCRMON) and DiffServ Monitoring (DSMON) standards.

While the NAM provides visibility into a wealth of traffic statistics at discrete points in the
network, a typical enterprise will have deployed multiple NAMs at strategic locations to
provide visibility into traffic on important segments of the network. A network administrator
can glean valuable information about the network if there was a way to correlate and
aggregate information from these strategically deployed NAMs. Cisco Performance
Visibility Manager provides this ability, by aggregating and correlating information from
multiple NAMSs. It provides a wide range of reports and the ability to view select information
from anywhere in the network.

The tutorial is structured as a series of seli—paced modules, or chapters, that conclude with
self—administered exercises. Also included is a helpful reference section containing links to
technical documents on component products, concepts and terminology. The material is
presented through text, helpful illustrations, hypertext links and common usage and
troubleshooting scenarios.
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Who Should Use This Tutorial

This tutorial was written as a technical resource for network administrators responsible for managing and
troubleshooting their network and assumes that you have an understanding of networking principles and
network management concepts.

Prerequisites

Users of the PVM should have at least the following prerequisites:

A basic understanding of the operation and configuration of their network, including the topology, device
inventory, and security requirements

A basic understanding of switching; knowledge of how to configure and use the Cisco Catalyst® 6500 series
switches or 7600 series internet routers

A basic understanding of spanning using an analyzer port on a Cisco Catalyst switch

A basic understanding of Simple Network Management Protocol (SNMP) and Management Information Bases
(MIBs)

A thorough understanding of the Cisco Network Analysis Module (NAM), its various versions, concepts and
configuration details

Estimated Completion Time
10 hours
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How the Tutorial Is Organized
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Chapter 1: Introduction
Chapter 2: Using Cisco PVM 1.0
Chapter 3: Common Scenarios
Chapter 4: Administration and Troubleshooting
Chapter 5: Reference Material

How This Tutorial Is Organized

The tutorial is divided into five chapters. Each chapter begins with the learning objectives specific to that
chapter and concludes with a series of self~assessment exercises based on the chapter objectives. Multiple—
choice exercises are provided at the end of each chapter to enable you to assess your understanding of the
material presented. A summary of each chapter is presented below.

Chapter 1 — Introduction

This chapter introduces the need for obtaining an aggregated view of traffic through your network. It briefly
discusses the Cisco NAM and its integrated Cisco Traffic Analyzer software. An overview of Cisco’s solution
for gaining the aggregated view is presented by introducing Cisco PVM, before learning about the features
and capabilities of Cisco PVM in Chapter 2 and applying them to common network management scenarios in
Chapter 3.

Chapter 2 — Using Cisco PVM

This chapter discusses the key features of Cisco PVM to provide you with an understanding of the product as
a whole, as well as each of the tasks necessary to configure Cisco PVM for monitoring and reporting. First,
Cisco PVM architecture is outlined to identify how all the components work together. Second, an overview of
the tasks necessary to configure Cisco PVM is provided. Third, to familiarize you with the various reporting
views and capabilities of Cisco PVM, an overview of the monitoring and reporting suites available is provided.
Fourth, a roadmap to using Cisco PVM is presented with a logical workflow depicting how to use Cisco PVM.

Chapter 3 — Common Scenarios

This chapter provides a walk—through of several common scenarios and how PVM can be used to help you in
monitoring and assessing your network. These scenarios reinforce the concepts learned in Chapter 2 and
enable to user to see how these concepts can be used practically to solve their network issues.
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Chapter 4 — Administration & Troubleshooting

This chapter provides information on product requirements, general installation guidelines and tips for
troubleshooting and avoiding common problems when using the PVM. For more detailed information on
installation, please refer to the user guide. A link to the user guide can be found in the reference material
section.

Chapter 5 — Reference Material

This chapter provides a comprehensive list of additional product information, such as links to white papers
and documentation.
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Chapter 1 Objectives

Today’s networks are the foundation for the communications on which organizations depend for their day—to—
day and mission—critical operations. Enterprise networks and their administrators these days are tasked with
providing fast, secure, and reliable networking capabilities for the ever—expanding list of services that users
and businesses demand. Today’s network infrastructure has to support these varied and quickly changing
services to deliver the same high quality voice, media, and data services that legacy systems have provided.
These services are converging on the network infrastructure, whose complexity has grown immensely in the
past few years.

As the complexity of the network and the need for network services increases, the task of the network
managers and engineers grows correspondingly more complex. And under the pressure of increased
productivity and budget reductions, network engineers are expected to do much more with much less. To
work within these constraints, network engineers have to ensure that network resources are used efficiently
and for the proper business reasons. Cisco believes that one key to your success is implementing effective
performance monitoring tools that enable you to proactively manage your network. Let’s look at how
performance monitoring might be just what you need to manage your network and workload effectively and
the answer Cisco has to the performance management issues that you face.
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Challenges in Performance Monitoring
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Voice traffic?
Streaming media?
Interactive sessions?

Conversation
Pair stats?

Host stats?

Jitter???
Packet loss???
response-time?2?

Latency???
Congestion???

Voice monitoring?
VLAN traffic stats?

Cisco PVM 1.0 © 2006, Cisco Systems, Inc. All rights reserved 10

Challenges in Performance Monitoring

What are the challenges that network engineers and managers face when it comes to managing networks that
support voice, streaming media, or data services? You face many issues. One that needs to be addressed is
the existence of different types of traffic with differing performance requirements that run on the same network
infrastructure. For example, voice and media traffic are very sensitive to the variations in delay of packet
delivery, whereas data is not. Voice and media traffic are more tolerant of packet loss, whereas data is not.
There are quality—of—service (QoS) solutions, such as Differentiated Services (DiffServ) and Multi-protocol
Label Switching (MPLS), which allow you to prioritize traffic and reserve network resources to address these
different requirements. But still, how do you know that these technologies have been implemented correctly to
meet your service objectives? How do you measure the success of these technologies?

Another issue that you may face when running different services and applications on your network is that
network management solutions often require different management services to collect the various types of
data that give you meaningful performance information about each networked service. There are both
standards—based and proprietary solutions for gathering data about applications, voice, DiffServ, virtual LANs
(VLANS), and LANS, just to name a few. But if you run all these applications and services on your network,
how do you find a monitoring system that collects and reports on all of them in a way that does not adversely
impact your network, and yet gives you the information you need without being so complex that you need a
development team to implement and integrate it?

Yet another issue that you may face when it comes to managing your network is identifying the complex
patterns of users and applications that consume your network resources. Any form of proactive monitoring,
whether it is implementing QoS strategies in your network or capacity planning for anticipating growth in
network and system resources, requires a detailed understanding of how your network is being used and by
whom. Answering this question was easier when networks consisted primarily of shared network devices, but
gathering performance data has become more difficult in switched network environments because there is no
single source from which to gather performance data.
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The Key to Traffic Management
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Visibility: The Answer to Some of Our Monitoring Needs

What is needed to solve some of the challenges that you face when it comes to managing your network?
Visibility, the ability to see and analyze the traffic that consumes the resources on your network, will help you
solve many of the management problems just mentioned. Visibility means many things in the context of
today’s complex networks, so to understand what is required and why, let’s look at the issues in more detail.

Network traffic consists of discrete units called packets. Everything you want to know about the traffic on your
network exists in the protocol headers of a packet. By examining the headers that are created at different
protocol layers, you can identify who is talking with whom, what QoS priority has been assigned to a packet,
what application created the packet, and so on. Just from the information in the packet headers, you can
create very meaningful reports that help you understand how your network is being used. Collecting
information from the packet itself is the best way to gain visibility into your network.

But visibility is not just about what you gather, it is also about where you gather it from. Most networks today
employ some form of Layer 2 switching and VLANS at critical points in the network such as aggregation points
and server farms where a significant percentage of network traffic converges. Collecting data from the switch
itself provides visibility into the packets that traverse your network, the switch fabric, the switch ports that
provide access to application servers, and trunk ports where traffic aggregates. Monitoring the traffic that
flows through the ports, VLANs, and Cisco EtherChannel® tunnels on a switch serve as an extremely
valuable collection point for performance monitoring that cannot be gathered anywhere else.

Monitoring at the switch provides other benefits as well. It also offers the ability to monitor critical devices,
such as servers, closest to their source at the port that connects the devices to the network. This enables you
to collect information from a response-time perspective because traffic can be time stamped as it enters and
exits ports. Collecting response-time data provides a direct way to measure the end user’s experience of your
network. That is visibility!
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Cisco’s Solution: Performance Visibility Manager

The Network Analysis Module (NAM) for Cisco Catalyst 6500 series switches and Cisco
7600 series Internet routers, as well as for ISRs, referred to herein as the NAM, is a
network monitoring system that combines a rich set of embedded data collection and
analysis capabilities with a web—based management console. And all of this functionality
resides in a single module. In addition, the NAM has dedicated resources for all
management functions, thus eliminating any load it might impose on the host switch. Now,
large volumes of performance data can be gathered about the switch and the traffic
traversing it without impacting the switch itself.

Cisco PVM builds on the rich traffic analysis capabilities of the NAM, by allowing the user to
aggregate and correlate information from multiple NAMs. By leveraging the intelligent traffic
and response time monitoring capabilities of Cisco Network Analysis Modules (NAM),
Cisco PVM provides an integrated end—to—end view of application and network behavior,
host to application—tier communications, and various performance baselines. Acting as a
central performance dashboard, Cisco PVM can continuously and proactively monitor for
performance violations so that abnormalities can be identified and addressed before they
become problems.

Cisco PVM aggregates and correlates data from multiple NAMs and network devices to
analyze traffic on your network. It provides details about the protocols, hosts,
conversations, differentiated services, VLANS, switch ports, and router interfaces. Cisco
PVM performs TopN analysis to identify top talkers and top protocols in the network. It
supports several data visualization modes including tabular text and graphics so that you
can easily see what is going on in your network. The system also stores the collected and
analyzed information for historical reporting and further analysis on demand.
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The Cisco PVM User Guide is available online as Cisco.com. You can download and print the guide using
Adobe Reader through your Web browser, or you can order a copy of the guide (P/N OL-8620-01).

The User Guide provides information and specific procedures for:
< An overview of the application
e Setup
« Monitor
* Reports
« ART
o Alerts
» Administration
* NAM Import File Formats
* Report Samples
< Database Archiving

As mentioned in the previous chapter, Cisco PVM leverages the Cisco Network Analysis Module to gather
traffic statistics from the network. In release 1.0, Cisco PVM is focused on providing a centralized NAM
solution along with several key features.
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Key Features of PVM
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Key Features of Cisco PVM

Data Collection and Aggregation

Cisco PVM collects traffic statistics from multiple NAMs and their associated devices. Once traffic statistics
are collected, it aggregates this information and presents the information in a high—level operations view that
enables the user to quickly pinpoint trouble spots in their network. Cisco PVM also presents information in
multiple ways so that the user can quickly access and visualize the mst relevant information and make
intelligent decisions based on the data.

Cisco PVM collects the data from several MIBs in the NAM and also from the associated Switch or Router.
From the NAM, Cisco PVM gathers information from the following MIBs : RMON |, RMON II, DSMON and
ART . From the associated Switch or Router, Cisco PVM gathers information from the Interface Tables, and
SMON MIBs.

Traffic and Bandwidth Utilization Analysis

Cisco PVM allows the user to perform traffic analysis based on the data collected. The user can gain visibility
into the network by performing a TopN analysis to find out:

a. Which applications are using the most bandwidth?
b. Which locations are using the most bandwidth?
c. Which hosts are using the most Bandwidth?

Cisco PVM allows the user to perform Application Analysis by fully leveraging the NAMs capabilities to
differentiate traffic based on static ports, dynamic ports and HTTP sub—classification by URL. The user can
also perform Hosts and Conversations analysis that enables them to identify the top talkers in the network and
who they are talking to.

Since Cisco PVM also collects information from Switches and Routers, it gives you the ability to perform
VLAN analysis by identifying applications, hosts and protocols that are consuming bandwidth on a given
VLAN. It also allows you to analyze information per port on the Router or Switch, watch the link utilization on
individual ports and plan and take action accordingly.
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Application Response Time Monitoring

Cisco PVM'’s Application Response Time monitoring feature allows you to measure response time at the
server and the network to identify if a given performance problem is caused by the network or the server. It
allows the user to measure response times for individual applications, hosts and subnets/locations by
correlating application response time data from multiple NAMs. Based on the configuration, it allows you to
visualize application response time in near real time and troubleshoot response time problems by drilling
down to the appropriate NAM cards or devices. It presents current and historical performance data in intuitive
tables and graphs that allows quick and easy access to the relevant data.

Real Time, Historical and Trending Reports

Cisco PVM features a strong reporting engine. A comprehensive report set that includes real-time and
trending reports allows the user to do effective capacity planning, trend analysis and network status
monitoring. Cisco PVM can retain performance data for up to three years, and this retention period is user
configurable. The ability to provide real-time and near—term historical information is very valuable in
troubleshooting a network performance problem, allowing you to distinguish what is happening now as
supposed to what has happened in the recent past.

Proactive Monitoring

Cisco PVM allows the user to baseline their network traffic. Once setup, Cisco PVM automatically baselines
and learns your network traffic patterns, and can alert you in case of any deviations. This allows you to
proactively monitor the network and identify performance problems before the end users are affected.
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Cisco PVM Architecture

PVM adopts a 3—tier architecture, consisting of the Collection Layer, the Mediation Layer and the Presentation
Layer.

Collection Layer

The Collection Layer consists of device adapters that are tasked with gathering traffic statistics from the
various configured devices. These device adapters collect information via SNMP, and are of 2 types: the NAM
Adapter and the Switch/Router Adapter. This layer features load balancing, with failover protection : adapters
are spawned as and when needed to handle collection for new devices, and are restarted automatically if they
stop abnormally.

Mediation Layer

The Mediation Layer consists of processes that act upon the data gathered by the Collection Layer. Collected
data is stored in the application data store, and the mediation layer processes correlate the data from various
sources, and aggregate the information according to user—specified groups. These processes are also
responsible for the base—lining and alerting features of Cisco PVM.

Presentation Layer

The Presentation Layer consists of the web application and a robust reporting engine, and is responsible for
interacting with the user and presenting the analyzed data.
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Supported Cisco Devices:

NM-NAM

WS-SVC-NAM-1

WS—-SVC-NAM-2

Cisco Catalyst 6500 Series Switches

Cisco 7600 Series Routers

Cisco Branch Routers (2600, 2800, 3660, 3700 and 3800 series)
Supported NAM Software versions:

NAM Release 3.4 and 3.5
Scalability Factors

NM-NAMs or NAM1/NAM2

Collection Interval

Data Retention Period

Cisco PVM 1.0 © 2006, Cisco Systems, Inc. All rights reserved 18

Supported Devices

NAM support in Cisco PVM encompasses the NM-NAM, NAM 1 and NAM 2. These NAMs can be used in the
Cisco Catalyst 6500 series switches, 7600 routers and the 2600, 2800, 3660, 3700 and 3800 series Branch
Routers. Cisco PVM supports the 3.4 and 3.5 software versions of the NAM Traffic Analyzer.

Note: NAM software Release 3.3 is not supported.

Scalability

Cisco PVM is scalable to 100 NAM 1/NAM 2’s and 300 NM—NAMs. It can also be configured to collect traffic
statistics from the devices at certain intervals. This collection interval defaults to 5 minutes but is configurable
from 1 minute to 1 hour. The collected data is aggregated into hourly, daily and monthly information, and can
be retained for user—configurable lengths of time.

The retention period for aggregated data defaults to 3 months of hourly data, 1 year of daily data and 3 years
of monthly data. The raw traffic statistics collected by the collection layer is retained for 2 days before being
purged from the application data store. All these scalability factors play a role in the hardware configuration
needed to support PVM.

Cisco PVM features a rich GUI interface that allows up to 5 concurrent users access to the traffic data.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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Hardware Requirements
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Minimum Server Requirements
2 Intel Xeon CPU - 3.4 GHz
2 GB RAM

4 GB HD space available for the application and 3rd—party
software

70 GB HD space available in the host installation directory
100 MB Ethernet card

Minimum Client Requirements
Pentium 4 Processor

256 MB RAM
Recommended Server Configurations

Maximum NAMs CPUs RAM Disk Space
5 NAM-2s 2 Intel Xeon — 3.4 GHz 2GB 70 GB
50 NAM-2s + 50 4 Intel Xeon — 3.4 GHz 4GB 850 GB in high—performance array
NM-NAMs configuration
100 NAM—-2s + 300 4 Intel Xeon Dual-Core — 3.0 GHz 8 GB 4,600 GB in high—performance
NM-NAMs array configuration
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Minimum Server Requirements
To support up to five NAM-2s, you'll need 70 GB available in the installation directory plus 4 GB for the PVM
application itself and third—party software. On the server, the following network infrastructure is required:
« Reserve 100 MB Ethernet Administrative ports 1521, 8443, 443, 161, 162, and 1099
» Configure the network devices for delivery and collection of statistical data
« Configure port 1099 for LDAP

Minimum Client Requirements

To support up to five NAM-2s, you'll need 70 GB available in the installation directory plus 4 GB for the PVM
application itself and third—party software.

Recommended Configurations

Cisco PVM supports a maximum of 200 NAM-2s, or the equivalent of 100 NAM—-2s plus 300 NM-NAMs. The
hardware requirements for Cisco PVM installations differ depending on the number of NAMs your system is
intended to support. The requirements are broken down into three configurations:

» Large — used in configurations of up to 200 NAM—2s or 300 NM-NAMs + 100 NAM-2s
« Medium — used in configurations of up to 50 NM-NAMs + 50 NAM-2s
* Small — used in configurations of up to 5 NAM-2s

If the minimum hardware requirements are not met, Cisco PVM may not install or run properly.
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Software Requirements
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— Server
¢ Red Hat Linux Advanced Server Version 3 with Kernel 2.4 (Update 2 or higher)
* Adobe Reader 6.01 — 6.04

- Client
* Windows XP or 2000

« |IE 6.0 (JavaScript and cookies enabled)
¢ Adobe Reader 6.01 — 6.04
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Software Requirements

Internet Explorer 6.0 SP2 is recommended. Users running Windows 2000 and IE 6.0 SP1 must ensure that
all Microsoft updates for both windows and IE have been installed.

To ensure that the correct browser functionality is enabled, go to Tools > Internet Options > Advanced in the
browser menu and click Restore Defaults > Apply > OK.

Enabling Java

Sun Java Runtime Environment (JRE) version 1.4 or greater needs to be installed. To ensure that all Sun
Java options are enabled for SSO and other functionality, go to Tools > Internet Options > Security in the
browser menu, select Custom Level, and ensure that Scripting of Java applets is enabled.
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PVM Workflow
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PVM Workflow

A typical user can expect to perform the above sequence of actions to configure and use PVM. A default
Administrator user is available in the system immediately after installation, but the installation procedure asks
you to change the default password to prevent unauthorized access to the system. The following sections
explain each of these steps in more detail.
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Installation Guidelines
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Partition Management

Cisco PVM requires that a certain amount of disk space be available in specific directories for the installation
to proceed. The following directories or partitions are required:

» Oracle data partition — default: /Ju01
« Install directory — default: /opt/CSCOpvm
» Oracle install directory — default: /opt/oracle

Note: Cisco PVM's install procedure asks the user to specify the Install directory and the Oracle data partition
during the installation process. However, the Oracle install directory is fixed and cannot be changed.

Disk Space Requirements
The individual partition’s disk space requirements are as follows:
PVM and Oracle install directory (/opt) > 3.5 GB of free disk space

Oracle data partition (/Ju01) > 70 GB of free disk space (depending on the number of NAMs you want to
support in PVM)

The install will not proceed if the above disk space requirements are not met. If installing on a network
directory, it is necessary to ensure that the correct permissions are set for the user on the network directory.

If the environment you are installing in is configured for NIS, make sure that ‘oracle’ and ‘pvmadm’ users are
not created, since Cisco PVM will create these users.
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Install Procedure
Insert DVD into DVD drive.
Open a command shell and go to the DVD drive root (login as root).
Example: cd /dev/cdrom
Start the install using ./installpvm.
Follow the prompts and change the install directories if necessary.
Install the License File:
su —pvmadm
cp sp_license.dat <PVM_INSTALL_DIR>/server/etc
Install the SSL Certificate if necessary (you can use the java keytool utility to generate one if needed):
cd <PVM_INSTALL_DIR>/j2sdk142/bin

keytool —genkey —keyalg RSA —storepass <password> —keystore
$IBOSS_HOME/server/default/conf/ssl.keystore

Note: If you have a public SSL certificate, you can use that in lieu of the self-generated certificate using
keytool. Use the procedure specified by the issuer of the certificate to install it.

Start PVM using pvm start.
Check the PVM GUI at:
https://<hostname>:8443/ or https://<hostname>:8443/acapweb/

Uninstall Procedure

When you uninstall Cisco PVM, you will remove all of the application’s components and data files from the
server. The uninstall will stop the Cisco PVM application and remove its components, as well as Oracle and
the corresponding data files. Removing Cisco PVM involves executing the uninstall routine, which is Unix
shell script:

$ su —root

$ cd $PVM_BASE/server/bin

$ ./uninstall_pvm.sh

The uninstall routine for Cisco PVM performs the following steps:
» Stops Cisco PVM and Oracle.

« Removes Cisco PVM and Oracle application files.

* Removes the Oracle database.

« Cleans up system files and environment variables.
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Licensing

Cisco PVM requires a license file to be installed to operate in the non—evaluation mode. The license file is not
included in the Cisco PVM distribution; instead, Cisco PVM must first be installed on a host computer and
then a license file must be acquired and installed for that particular host. This chapter describes how to install
and test the Cisco PVM license file.

Cisco PVM uses the FLEXIm License Manager for its licensing operations.

License Modes and License Packs
Cisco PVM functions in the following modes depending on the type of license acquired:

No License file: Evaluation Mode (90 days). This mode of operation is limited to 90 days irrespective of how
many times PVM is installed.

Valid license file:
» Demo License (6 months)
» Production License (valid for duration of license)

Without a valid license file installed, Cisco PVM will operate in Evaluation mode and will cease operating after
90 days. When a valid license file is installed, Cisco PVM will operate in Production mode. The Production
license has no expiration date. Changes to the license file (such as adding NAMs over the number of current
supported licenses) do not require reinstallation of Cisco PVM. In this case, replace the current license file on
the Cisco PVM host computer with the new license file and issue the command Imreread.
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Base Software

The Cisco PVM base software kit includes the necessary software for installing PVM on a single server
running Red Hat Linux. Licensing right—to—use is based on the number of Cisco Catalyst 6500 Series and
Cisco 7600 Series Network Analysis Modules (NAM 1/2) and Cisco Branch Routers Series Network
Analysis Modules (NM-NAM) managed by the Cisco PVM software. In addition to purchasing the base
software kit, you are also required to purchase one of the following license options.

e CPVM-1.0-6K-10 — license for up to 10 NAM1/NAM2
e« CPVM-1.0-6K-25 — license for up to 25 NAM1/NAM2
e CPVM-1.0-6K-50 — license for up to 50 NAM1/NAM2
« CPVM-1.0-NM-10 - license for up to 10 NM-NAMs
¢ CPVM-1.0-NM-25 — license for up to 25 NM-NAMs
e CPVM-1.0-NM-50 - license for up to 50 NM-NAMs

License File Installation
The following steps need to be taken to install the license file:
Obtain a license from the Cisco website.
Once the license file is obtained from Cisco, it should be placed in: <PVM_INSTALL_DIR>/server/etc

Licensing Operations

By virtue of the fact that Cisco PVM uses the FLEXIm licensing server, Cisco PVM provides the following
useful licensing operations that can be performed via the command line:

Imstat — indicates the status of the license server, whether it is up or down.

Imreread — re—reads the license file. This is necessary when the license file (sp_license.dat) is replaced as
in the case of obtaining new licensed features.

Imhostid — provides the host id information that is necessary for generating the license file. All license files
are node locked to the host computer for which PVM is installed.
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User Administration & Security

As part of user administration and security, Cisco PVM provides the authentication,
authorization and auditing capabilities listed below.

Authentication

Based on the standard Java SDK security features, Cisco PVM provides:

» Username/Password Authentication — The username and passwords are stored in the
local database

* LDAP Authentication

+ X509 Server Authentication supported by SSL/TLS — This feature is provided by the standard Java SDK which
comes packaged with Cisco PVM. The ‘keytool’ utility can be used to generate a X508 server authentication
certificate. This is done as part of install, since PVM provides only secure (https) access to the PVM GUIL.

LDAP Authentication and Authorization

If you have set up your system to invoke Lightweight Directory Access Protocol (LDAP)
user authentication and authorization, login IDs and passwords are not assigned through
Cisco PVM user management. Check with your system or network administrator for login
information.

Authorization

As part of the authorization feature, Cisco PVM provides LDAP Integration. If LDAP

integration is not desired, Cisco PVM allows you to perform user configuration via the PVM
GUI.
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Auditing

Cisco PVM maintains security logs as part of the auditing feature. If necessary, the Admin can look at these
logs to trace back user actions.

Administrator and General User Privileges

Depending on whether you are a Cisco PVM Administrator or a General User, you can access either some
or all system functions. Access permissions are set by the Administrator, and determine the tabs and
functions you'll see in the GUI. Administrators can view all tabs and functions, while General Users are
limited to Monitor, Reports, and ART reporting functions, as well as the Change Password function under
the Admin tab.

All users can click the Help link available at the top of every Cisco PVM window to view topics that pertain
to all system functions. For example, if you are a General User, you can see how the NAMs, collection
parameters, Data Source Groups, and ART Groups are set up in the system, but you cannot create or edit
them.

User Access to Cisco PYM GU Functions by User Type

Cisco PYM GUI Function Administrator |General User
Setup
MAMS, Switches, Routers: add, edit, delete, view, X

enable, and disable

Thresholds: add, edit, delete, viewy, enahle, and disahle x

Data Source Groups: add, edit, delete, and view x

Systemn Preferences: view and edit =

Menitor

Run and view near real-time and real-time maonitoring b %

charts for single and aggregated MNAM data

Reports

Run, view, and schedule histarical reports for single x x
and aggregated MNAM data

ART

Add, edit, delete, and view ART Groups x

Run ART reports b %
Alerts

Yiew Threshold-crossing alarms =

Yiew system events b

Admin

Wiew security events =

Add, edit, delete, and viewr user accounts x

Change other users' passwords =

Change own password = %
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User Management

Cisco PVM Administrators can view and manage system users under the Admin tab. The General User will
only see the Password menu item in the left menu. The login ID and password that you receive from your
Administrator determines which access permissions you have.
Change Password
All users can change their own passwords. If you are an Administrator, you'll change the pvmadm login
password the first time you run Cisco PVM. This action will ensure that other users cannot access the
administrator functions. Refer to the Cisco PVM Installation Guide for details on logging in to PVM for the
first time and changing the default Administrator password.
Creating a New User
To add a new user to the system, you'll enter the:
* Login ID — must be unique or the system will reject creation of the new user
« Name — not required, but you can enter the user’s full name in this field
» Password — use 1 to 29 characters
e Confirm Password — must match the Password entry
« Account Type — defaults to either General User or to the type selected in the last set of filter criteria
you used to filter the list of users
Editing a Current User

Cisco PVM Administrators can edit users currently in the system. For example, the Administrator may
want to change a user type from General User to Administrator. When you edit a current user, all fields are
available for modification except for the Login ID, which must remain unique.

After changes have been saved to the system, new group permissions and passwords will take effect for
subsequent login sessions. Existing login sessions for the edited user (if any) are not affected.
Security Logs

Cisco PVM uses HTTPS to provide secure communication between the browser client and the server
components. The security configuration is set in the system and does not require any user intervention or
setup. PVM polls system data for security violations and other events, including:

e Login events

e Logout events

e Login failures

¢ NAM Traffic Analyzer launch events from the PVM GUI

Administrators can display the logged events under the Admin tab, and can filter events occurring by time
period, severity, log type, source, and cause.
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Device Setup Overview

There are 3 ways to setup devices in PVM:
« Add a device through the GUI.
« Import devices from a CiscoWorks DCR CSV export file.
< Import devices from a user—defined CSV file.

The number of devices (NAMS) you can configure in PVM deﬁends on the license pack you have purchased.

You can configure a NAM and the associated device on which the NAM resides. You can configure only the
NI,IAM if you sct) choose, however, you cannot configure only a Switch or Router. Cisco PVM Setup for NAMs
allows users to:

« View a list of all NAM devices currently loaded in the system.

« View a subset of NAM devices by filtering them based on their names.
« Manually add a NAM device to the system.

e Add multiple NAM devices by importing from a comma—delimited file.
» View and edit NAM device attributes.

» Delete NAMs and their supporting switches and routers.

NAM Database

The system automatically runs a background process that periodically updates the contents of the NAM
database (once per minute). The list of NAMSs loaded into the system can change due to:

< Addition or removal of devices from the system
» Changes in device relationships
» Operational changes to system devices

. Yt%u can enable or disable collection for the NAM and its associated device independently of each
other.
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Single Sign-0On (SSO)

The single sign—on feature is available wherever you see a NAM name. The credentials used to perform
single sign—on are obtained from either the User ID / Password entries from the NAM set up , or the actual
login information of the Cisco PVM user. These credentials are used without user intervention of any kind. If
both fail to login successfully to the NAM, the NAM login page will be dlsplamed so that the user can login
using different credentials. However, the credentials entered directly at the NAM login page are not stored
anywhere by Cisco PVM.

The default value for the SNMP timeout parameter can be tweaked based on your network configuration,
However, using the v2 setting for the SNMP version is recommended to prevent degraded performance for
SNMP traps sent using getBulk requests.

About Switches and Routers

Similar to NAMs, supporting switch and router devices can be added to Cisco PVM either manually or
through the import function on the NAM home page. You might want to add a switch or router to collect
interface statistics, for example, since the system retrieves this data from switches and routers and not from
AMs. It is not necessary, however, to add supporting device information when adding NAMs; the Cisco
PVM NAM edit function provides an optlon for adding supporting switch and router device information after
NAM collection has already begun in the system. The Cisco PVM System-wide Collection Cycle setting
applies to both switches and routers and to NAMs. A switch or router device can be added to the system only
if it currently hosts a NAM. Additionally, since the functional emphasis of Cisco PVM is centralized NAM
management, the NAM home page displays NAM device information only.

Collection Overview

Collection interval is system wide and ranges from 1 — 60 minutes. SNMP Data is collected from: Interface .
Tables, RMON1, RMON2, SMON, DSMON, ART MIBs. Configuration information is read from the application
data store at the beginning of every collection cycle and collection for new devices is initiated, if necessary,
by launching new collection agents.

Traffic statistics are cached when they are collected, and the database is updated only if a ‘delta’ is found
from the previously collected data. This minimizes database updates.

The default collection interval is 5 minutes, and can be reset under Setup > Preferences. This collection
cycle applies to all NAMs, switches, and routers you have set up in the system. Additionally, NAMs available
in Cisco PVM can have data collections (and therefore report aggregation statistics) turned on or off to isolate
network traffic problems or analyze the hardware setup.

It is important to note that although Cisco PVM automatically begins collecting traffic statistics for a NAM as
soon as it is added to the system, collection of data in the ART database occurs only if you have set up one
or more ART Groups under ART > Setup. A Reporting Interval value is available for each ART Group you
create that sets the ART—related data polling interval for the NAM device included in the ART Group.

Traffic statistics

Cisco PVM uses both a NAM adapter and a switch/router adapter to collect data. The system allows users to
set a system—wide collection interval that controls the freqfuency of the data collection by waiting for the
interval between completion of a collection and the start of the next. The adapters monitor performance data
from all the data sources on devices that have been set up in Cisco PVM, such as SPAN and NetFlow Data
Export (NDE), on the NAMs as well as the VLANs and ports on the switches and routers.

The following MIBs supply performance data to PVM:
* Interfaces

* RMON1
* RMON2
+ SMON

« DSMON

e Application Response Time (ART)
The following statistics are collected by the NAM Adapter:
* Application—level conversation
e Client-Server Response Time
« Layer 3 host (IP host)
e Layer 2 host (MAC host)
e Application Protocol
» Differentiated Service Code Point
The following statistics are collected by the Switch/Router Adapters:
« Interface statistics if the router is hosting the NAM or
e Ethernet and VLAN statistics if the switch is hosting the NAM.
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NAM Setup - Add through GUI
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Cisco Svsrens i logout | Help | About
Cisco Performance Visibility Manager
Setup Setup | Monitor | Reports |  ART |  aAlerts | Admin
«HAM i
+Ds6 Name or Address: | Filter [ Clear | System-wide Collection Cycle: 5 min
= Thresholds .
e 3 items found, displaying all items. 1
«Preferances
| Name. +|Address | Tepe |Host Address | status
™ Ham 151 172,16.11,151 HM_NAM Enabled
¥ namlab-2800-1-NM.trendium.com 172,16,11,101 NM_MamM Enabled
[T namlab-6500-1-HM.trendium, com 172,16,11,161 Hap_2 172,16,11,160 Enabled
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## pddrass: | I | **RW Community String:
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|
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#%* Raguirad fiald f sdding switch or router
Cisco PYM 1.0

PVM allows the user to setup devices in two ways:
* Adding through GUI
< Importing via a CSV File

Add NAM through GUI

The Setup tab defaults to the NAMs window, where all functions for adding or modifying NAMs and their
supporting devices are available, including an access button for the NAM Traffic Analyzer. You may want to
edit a NAM to add its supporting device (switch or router) information, or to include the ID and password for
signing on to the NAM Traffic Analyzer from links in reports.

You might use the Enable/Disable functions on the NAMs screen to troubleshoot collection problems by
shutting down or re—enabling collection for one or more specific NAMs. The System—wide Collection Cycle
defaults to five minutes; this cycle is set under Setup > Preferences.

You can add a NAM individually using the Add A New NAM window in the Setup GUI or import NAMs from
Device Credential Repository Exports. If you choose to add a NAM without adding its supporting
switch/router information, you’ll see a hyperlink in the Edit NAM window, beneath the NAM and Parameters
sections, that says, “Add Switch/Router.” Clicking the link opens the Switch/Router and Parameters sections
so that the window appears similar to the figure above.
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NAM Setup — Import from CSV file
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Import from CSV File

Clicking the Import button from the NAMs window opens the Import NAM dialog. From the dialog, you can
browse to a local CSV file, then upload it to the PVM server. The system runs a daemon that checks for new
device information once per minute.

Only devices that do not already exist in the system will be imported. If a device already exists in Cisco
PVM, the system logs an exception to the system log table.

The import process will list the status of the import in the Alerts page. Since the import process takes up to a
minute to start processing the import file, click refresh on the Alerts page after a few minutes to see the
status of the import.

To import device attributes and credentials for NAMs and their associated switches and routers, you can
use:

CSV files generated by the CiscoWorks DCR Export Utility (DCR v3) or

User—defined CSV files containing a header record that specifies the meta data for describing and parsing
the file.

DCR v3 Files
The Cisco PVM Import Manager supports keywords in CSV files generated by the CiscoWorks DCR Export
Utility, including:

management_ip_address

host_name

domain_name

display_name

snmp_v2_ro_comm_string
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Troubleshooting Device Setup
The following general guidelines should be followed when setting up devices in Cisco PVM:

For more detailed troubleshooting help, refer to Online Help or the Cisco PVM Troubleshooting Guide.

Ensure the NAMs are collecting the data you want to see.

Make sure you have created data source groups that have the appropriate data sources.

Check the Alerts to see if there are any issues that have been reported as causing a problem.

If you see any SNMP Timeouts for devices, change the Timeout value in the Device setup page.
Ensure that you can ‘ping’ the devices from the machine hosting Cisco PVM.

Make sure that you have checked the ‘Enabled’ checkbox for the device.
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Data sources in PVM

In the context of Cisco PVM, a data source is a source of data that PVM can monitor and use for collection
and reporting of traffic statistics. NAMs collect statistics from different data sources. For example, SPAN
sessions, NDE exports, and RSPANs can all be considered NAM data sources.

Cisco PVM can collect information from any data source that the NAM is monitoring. The information
collected for these data sources come from the MIBs that the NAM supports. Cisco PVM can collect
information for switch ports and their associated VLANS. The information collected for VLANs comes from
the SMON MIB. Ethernet statistics are collected from the RMON MIB and Interface information from the MIB
Il Interface table. Cisco PVM can also collect information for associated router interfaces. The information for
the Interfaces comes from the MIB Il Interface table.

Collection for the associated devices (Switches and Routers) follows these rules:

If the device supports mini-RMON, the statistics will be collected from the EtherStats table in the RMON MIB
as well as the MIB Il Interface table. So in the case of the Catalyst 6500 Switch and 7600 Series Router,
Cisco PVM will display Ethernet statistics, and Interface statistics.

If the device does not support mini-RMON, as in the case of the 2800/3800 Series Edge Routers, statistics
are collected from the interface (ifTable) table specified in MIB Il. In this case, Cisco PVM will display the
interface statistics only.
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Data Source Groups (DSGSs)

A Data Source Group (DSG) is a logical collection of raw data sources that can be
customized into groups for NAMs, switches, and routers. Cisco PVM uses DSGs to
calculate statistics over multiple data sources. DSGs are essential for Monitoring and
Reporting functionalities, as well as for setting up Thresholds.

There are two types of DSGs :
* NAM Type —a group of data sources from NAMs
e Switch/Router Type — a group of data sources from Switches and Routers

When creating DSGs, include data sources that carry trafflc%/ou want to monitor and
ensure that the data makes sense if aggregat_ed. Because of the reasons outlined in the
last section, exercise care when grouping Switches and Routers in data source groups. If
ou ?rou a Edge Router data source with a 7600 Series Router data source or a
Catalyst 6500 Series Switch data source, you will see only the Edge Router data source
in Int?rface reports and the other two data sources in the Ethernet Statistics and Error
reports.

Default Data Source Groups
Cisco PVM creates default data source groups whenever a switch or router is added.
« When a Router is added, a default ALL_INTERFACES group is created.

« When a Switch is added, in addition to the ALL_INTERFACES group, a default
ALL_VLAN group is created.

Note: Although PVM allowsfyou to group together Switch and Router data sources,
there is no Aggregated view for Switch/Router data source groups, since Switches and
Routers do not support the same set of statistics.

You can view the default DSGs using the DSG Edit function under the Setup tab, but
these DSGs cannot be modified. You can, however, add, edit, and delete your own
DSGs for switches and routers.

Switch/Router DSGs

Switch/Router DSGs can be chosen when viewing reports in the Switch/Router or the
VLAN suites under the Monitor or Reports tabs. You can also choose these DSGs,
including the defaults and any new DSGs you've created for Switches or Routers, when
defining Thresholds for Switch/Router or VLAN statistics. Data sources for switches and
routers are the interfaces in the SNMP Interface table. They can be Ethernet ports,
Ether Channels, or VLANS.

NAM DSGs

You can add, edit, or delete a NAM DSG under the Setup tab. Examples of data sources
available for NAMs include:

* NetFlow

*  WLAN-Monitor

« ERSPAN

* NDE (NetFlow Data Export)

Adding DSGs

The Add a New Data Source Group window allows you to create DSGs for multiple
NAMs or switch/routers. The system will not, however, allow creation of a DSG:

« with the same name as an existing DSG
 starting with the name “SYSTEM_" or
» that contains the same set of data sources as an existing DSG.

The system will not allow creation of two DSGs with identical devices and data sources.
However, you can add data sources across multiple NAMs or switch/routers in a single
window. After you assign data sources to the group from one device, you can selec
another device of the same type and add its data sources to the group also.
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Data Source Group Views

The Cisco PVM GUI allows you to select key traffic views based on NAM aggregation data types using a
drop—down menu available in the parameters panes for Monitor and Reports. Once you select a DSG,
then you'll select a view based on the data you want to see collated in the report. These data views are

found next to the DSG drop—down lists in both the Monitor and Reports parameter panes.

Note: The Data Source view is sometimes called the single view. The PVM GUI always lists this view,
however, as Data Source. The All NAM view becomes All Device when a switch or router DSG has been
selected for the report.

Report Types

Data views represent which data sources PVM will use in a report. They differ from the report types — such
as Cumulative Rates, Current Rates, or TopN — that define the format of the displayed report. The displays
can be either graphical (TopN) or tabular (Rates). Both the data view and report type drop—down lists are
adjacent to the DSG drop—down in the Monitor and Reports parameter panes.

You can select which data to view on generated reports:
» Data Source — a single, specific data source from the selected DSG
e All NAM - data sources grouped by each NAM defined in the selected DSG
e Aggregated — a combined view across all NAMs in a Data Source Group
These data views can be represented schematically.

Data View Schematic

The red line in the above figure encircles theoretical data sources from specific NAMs as defined in the
DSG:

Sources 2, 3, and 4 are from the NAM named “West".
Sources 2 and 3 are from the North NAM.
Sources 1 and 2 are from the East NAM.

North NAM

West NAM

Switch

Data

Following are examples of the three data view types based on these theoretical NAMs and data sources. The
figures depict which data sources from the DSG are included in each of the data views.
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Data Source View

North NAM

West NAM East NAM

12 34 .

Y, \__| |Switch
T

—

~ Data sources

Data Source }—-——) W -3

The red circle in this figure indicates that data from only a single data source (W3) from the selected DSG
will be used to generate the report. The data coming from W3 is a subset of the selected DSG, which
contains all the data sources from all the NAMs that are encircled by the red line in the figure. When
specifying report parameters in the PVM GUI, you would select the DSG containing the data sources
shown above, then select Data Source from the drop—down list next to the selected DSG.

When you select a DSG and the Data Source to run a report in PVM, the system automatically populates
an additional drop—down list that displays all of the data sources defined for that DSG. In the case above,
you would:

Select the DSG.
Select Data Source as the data view.

Select W3 from the Data Source drop—down list (in the Reports parameters pane, this list lies adjacent to
the data view selection).

To determine which DSG you want to select initially, you could also view the individual DSGs defined under
Setup > DSG.
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All NAMs View

North NAM

East NAM
] Switch
D —— (12) 34
Data sources
All NAM

N -2
MNorth e and 3

W-23
West > and 4

E -1
East > and 2

The red ovals in the figure above show that data sources from all of the NAMs defined in the selected DSG
will be used to generate the report. In this case, if multiple NAMs have been defined in the DSG, the report
will display the data from each NAM on separate pages, which you can navigate through using the links in
the report header. The individual NAMs are also listed in the TOC.

Note: This view is called All Device in the report parameters when a switch or router DSG has been

selected for the report.
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Aggregated View

North NAM

Switch

West NAM East NAM

Aggregated = p——» W-3

This figure shows that the entire DSG has been selected for generating the report. Here, PVM generates a
report that shows data collated for all NAMs in the DSG, rather than displaying a separate page for each
NAM. This view is sometimes called the combined view.

Note: DSGs containing both switch and router data sources do not support the Aggregated data view.
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Cisco PVM Features
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Traffic Analysis

Monitoring

Reporting
Application Response Times
Alerts

Base-lining
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Traffic Analysis

Cisco PVM allows the user to perform traffic analysis on their network. By collecting, aggregating and
correlating the information from various points in the network, Cisco PVM allows the user to see relevant
traffic statistics quickly and easily. When the user uses the Cisco PVM traffic analysis features to analyze
traffic through their network, the user can answer questions like:

Which applications are consuming bandwidth?

How much bandwidth is consumed by business—critical applications versus recreational
traffic?

Who is talking to whom? And from what locations?

What is the distribution of traffic over a period of time?

What is the typical utilization of your LAN links?

What applications are running in the network?

What is their current performance?

What are the load and distribution statistics for these applications?
Which applications are talking to whom?

What are the QoS policies?

What is the duration of the conversations?

Cisco PVM also allows the user to perform advanced analysis of the traffic in the following ways:
TopN Analysis
Cisco PVM allows the user to look at the Top N figures for the following categories:

Cisco PVM 1.0

Hosts — Analyze which hosts are overloaded
Conversations — Analyze who is talking to whom
Protocols — Analyze what protocols are being used to do the talking.

© 2006 Cisco Systems, Inc
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Multi—-dimensional Analysis

Cisco PVM also allows the user to perform the following types of analysis to quickly view the relevant
information:

e Cumulative Rate Analysis — Analyze traffic based on historical data

« Current Rate Analysis — Analyze traffic based on recently collected data

* Grouped Analysis — Analyze traffic from multiple sources singly, collectively or based on groupings
Monitoring

The Cisco PVM Monitoring feature is useful in obtaining information that is near real-time, i.e., up to 7 days
old. This feature is very helpful in troubleshooting issues where information from the past few days needs to
be analyzed quickly and efficiently to obtain an idea of traffic patterns and trouble spots. The Monitoring
feature has the following characteristics:

e Used for near real-time traffic analysis

* Has an auto—refresh feature

< Displays Trending charts

» Displays Real-Time charts

* Reports are not archived

* Reports run automatically whenever the Monitor tab or a report is selected
Reporting

Cisco PVM provides a Reporting feature which can be used for longer term analysis of traffic. This feature
has the following characteristics:

« Used for historical traffic analysis

e Allows scheduling

« Archives reports

« Has Trending and Real-Time charts available
Monitoring versus Reporting Functionality

The following table summarizes the similarities and differences in the functions available under the Cisco
PVM Monitor and Reports tabs:

Comparison of Monitoring versus Reporting Functionality

Function Monitoring Reporting

General Purpose Real-time monitoring of Historical reporting
data sources

Available data ranges * Today e Today

(report scope) = |_ast minute or hour = Current week, month,

year

e FPrevious day, week,
maonth, year

= Date range

*Previous calendar day,
week, month, vear

*Date range

Crverview display hd ]
Reports Run Automatically h N
Display Auto-Refresh hd I
Real-Time Charts link N A
Trending Reports link A N
Scheduling M A
Archiving I A
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Report Suites

Cisco PVM provides a rich set of report suites in both the Monitoring and Reporting sections. The reports
available under the Monitor and Reports tabs differ as follows:

Monitor

Overview — this is the default report that opens automatically whenever you log in to the system or
when you select the Monitor tab.

Applications

Hosts (IP) and Hosts (MAC)

Conversation

DSCP, DSCP Application and DSCP Host

Switch/Router Interface, Ethernet Traffic and Ethernet Error
VLAN ID and VLAN Priority

You can view the Generate Reports menu by clicking the expansion icon in the upper left corner of the
Monitor GUI.

Reports

Applications and Application Details

Hosts (IP), Hosts (MAC) and Host Details

Conversation

DSCP, DSCP Application and DSCP Host

Switch/Router Interface, Ethernet Traffic and Ethernet Error
VLAN ID and VLAN Priority

The table below shows the available report suites.

Cisco PVM 1.0

Suite Name Description

Chve rview Displays, in graphic format, the Top M active hosts, Top M active DICP applications and
Top M active applications monitared on the selected DSG.

Applications Applications reports provide the ability to see which applications are consuming network
bandwidth. Reports on the number of packets and bytes for each application
pratocol.

Switch/Raouter Displays Port Mame, Bytes, Packets, Broadcast Packets, Multicast Packets, and Errars

collected for switches and routers.
The Interface report also shows the % utilization of the links.

Conversations Displays data on the conversation traffic between warious sources and destinations.
Infarmation displayed includes Source IP address, Destination IP address, Packets,
and Bytes/. Reports on Source/Destination IP Addresses, Packets/Bytes.

DSCP Differentiated Services Code Paint reports include data on specific encoded information
related to how the packet traverses the netwark. These reports display data on the
Aggregation Group, InfOut Packets, InfOut Bytes, Application protocaols, and Host IP
address.

Hosts Host reports provide an analysis of the traffic for each specific host. These reports
display data on the Host IP address, InfOut Packets, InfOut Bytes, and Mon—unicast,
Broadcast and Multicast Packets collected.

WLANS Displays data on the WYLAN 1D, Errors, Packets, Bytes, Mon—unicast Packets, and Non—
unicast Bytes collected.

© 2006 Cisco Systems, Inc
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Monitoring Features

The Monitor tab allows you to monitor resources based on information from a single NAM or from multiple
NAMSs across the network, in near real time. This gives the operator the ability to monitor specific sections
of the network or to access an All NAMs view that displays multiple NAMs across the network for quick
comparisons.

Real-Time Charts allow you to perform real-time monitoring of any metric from generated reports.
Trending Reports allow you to perform trend analysis based on historical data from generated reports.
You can click on any of the hyperlinks available in a generated report to:

e Drill-down to a report detalil

e Open a Trending Report

¢ Open a Real-Time Chart

« Open the NAM Traffic Analyzer for the NAM chosen to generate the report
Drill-Down Capabilities

The following table summarizes the reports to which you can drill-down from reports generated under both
Monitor and Reports:

Drilt-Down Capabifity

Cisco PVM rep

Report Name Drill-Dovsn Reports Available
Crverview *Host Details
= Application Details
+OSCP Applications
Applications Application Details
Haosts (IP) Haost Details
Hosts (MALC) TR

Conversations

= Source Host Details
= Destination Host Details

DsCcP

[RTFN

DSCP Application

Application Details

DSCF Host Host Details
Switch/Router INAA,
WLAM 1D Applications
WLAR Priority [RI72N

rts:

» Each time you see a Host IP address, you can drill down to the host details.

« Each application allows you to drill down to the application details.

< Each time you see a NAM name, you can click on the name to open a new window for the individual
NAM GUI and automatically sign him in.

* Real-time charting drill-down: each time you see an “R” hyperlink, you can click on the “R” to open a
new window to monitor this report row details graphed in real-time. Drill-down capability is available

on both Data Source view and All NAM view, for all tabular reports.

« Trend Reports drill-down: each time you see a “T” hyperlink, you can click on the “T” to drill down to
this report row details graphed against the selected time period. This drill-down capability is available

for Data Source, All NAM, and Aggregated views for all tabular reports.

Cisco PVM 1.0
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Parameters — Data Views
The reports available under both Monitor and Reports support each of the data views:
e Data Source
e Al NAM
» Aggregated

Data Source Group: | 161_D5G ;l |Data Source |T|:u|:| M ;l

im-ALL SPAN =

iData Source

namlab-6500-

* Today | Last |1 = IMinute-

" Erom: ||:|4,n“1r:'|f2|:||:|6 2:45 PM 8] o |n4,n*1?,fznne z:45 P [8] | Refresh

Data Source:

esh

Note: Because switch and router data sources do not support the same set of statistics,
data cannot be aggregated for Data Source Groups containing both switches and
routers. Therefore, Data Source Groups containing both switch and router data sources
do not support the Aggregated view for monitoring and reporting.

Parameters — Report Views

Available Report Types

Report Tab Report Type(s) Available
Crerview Monitor only TopM only
Host Details Reparts only = Cumulative Rates

s Current Rates

Application Details Reports only * Cumulative Rates

= Current Rates

All other reports Maonitor and Reports All

The reports %ou can generate under the Monitor tab can be viewed as either graphical
(TopN) or tabular (Cumulative or Current Rates). The only report under Monitor that does
not allow tabular views is the Overview report. The value of N — or the number of graph
bars that appear in any TopN view — is configurable under Setup > Preferences.

The table above shows Host and Application Details reports, which can be generated
directly from the Reports tab Generate Reports menu. They are available through
Monitor by drilling down from Applications or Host reports, but do not support the TopN
view.
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Monitor Navigation Options
The Monitoring page has the following features:

Para
Each

meters Pane
time you select a report from the Generate Reports menu, the system will generate that report based

on the last set of parameters selected in the parameters pane. You can change those parameters at any
time by expanding the parameters pane using the icon at the upper right corner of the Monitor GUI. Once
you change the parameters, you can either click Refresh to regenerate the report, or choose a time interval
and check the AutoRefresh checkbox.

Report Header Navigation

TOC — Gives a tree—view of the contents in the report.

First, Prev, Next, Last & Goto — Navigation links to move around in a multi-page report.
Page Number — You can also directly enter the page number in the text field.

Size — You can enlarge or reduce the report using the % size drop down

Print — Print the current report.

Back — Navigate to the previous report.

Download — You can download the report and save it in PDF, Excel, or RTF formats.

These are shown in the figure below.

= Network

monitor | Reports | ART | alkrs | admin O e—
o

Monitor

» Application

Applications

Data Source Gruup:lnl\ MAM ;I IAggrEgatEd ;I ICumuIativE Rates ;I

= Hosts

Data Source: [tam 151-ERzPAN =l

= Conversations

 Today © Last |L = |Minutes | [T AutoRefresh

» DSCP Group

= sSwitch/Router

= WLANS

¥
T
% | © From |04/16/2006 5:15 PN [ 1oy [04/17/2006 3:15 P 78] | Refresh
T
T

TOC First Prev MNext Last Goto Page -:-fl 100% - Download Print

Monitor Applications - Cumulative Rates CiscoSvsicus
04/17/2006 12:00 AM through 04/17/2006 03:18 PM
DataSource Group: All NAM

T snmgp E1SM 267G

The individual reports and their features are shown in the following pages.
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Network Overview Report

= Metwaork £
Qwerview
| Data Source Group:|161_DSG ;I IData Source;l ITDD N;I
= Application
Data Source: | namlab-6500-1-NM -ALL SPAN =
= Hosts

* Today | Last |1 £ [Minutes -] I AutoRefresh
 From |04/16/2006 3:43 PM (78] 7o, [04/17/2006 343 P [[5] | Refresh |

TOG First Prev Next Last Goto Page u:ufl 100% = Download Print

Monitor Overview Ciscolvsiius
04/17/2006 12:00 AM through 04/17/2006 03:44 PM
DataSource Group:  161_DSG

NAM(Type):  namlah-6500-1-NM (NAM_2)

= Conversations
= DECP Group
= Switch/Router

Al ala i ala

= VLANS

DataSource Name: ALL SPAN

Top 10 Hosts (n Bytes) Top 10 Applications Bytes)

wi3z168.201.11 (715G

m17216.11.37 (6.26 0)
1721611161 (3.55C)
miF21e1.7E 12,93 0)
Wi7216.1142(2.17 G
S17Z16.9.86(1.97 )
mi7216.9.8911.960)
17216.9.82 i1.96 G)
mi7216.11.71 (509,64 M)
W17216.180.71 48533 M)

Wshmp (42.36 G
Wtcp-1226 (16.70 Gy
ssh (7.86 G}

Wtcp-12235 (340,57 M}
Emicrosoft-ds (203,63 M)
memb (18145 My
Mpop2 (17626 M)

ion (173.89 M)

m:mtp (170.74 M)
memb (149.26 M)

Top 10 DSCP Applications (Eytes)

25.00 G0

Wshmp (19.07 G)

e Btcp-1226 (8.38 G)
Z20.00 G ‘ ssh (3,93 0

The Overview Report generates automatically using the TopN view, showing the TopN
number of:

* Hosts
* Applications and
* DSCP Applications.

When the report opens, the Generate Reports menu and parameters pane are hidden
and the report displays the All NAM data view, where no specific Data Source is
selected. The above figure shows these expanded, as well as the data view changed to
Data Source, the selected Data Source Group and its accompanying Data Source. Note
also the hyperlinked NAM name beneath the report title, which opens the NAM Traffic
Analyzer for this specific NAM in a new window.

The number (N) of graph bars that appear in each TopN view can be set in Setup >
Preferences to a value of 1 — 15.
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Applications Top N Report

@) _Generate Reports || setup | Monitor | Re
= Metwork ¥ Monitor
= Application -3

Data Source Group:l.\?\ll MaM - | I All MAM -~ ITDD M -

Applications

Data Source: [nam 151-ERSPAN =

= Hosts =
Fs r

T = % Taday (" Last |1 i IMlnutes —| I AutoRefresh
- DSCP Group =l o |01f26f2006 12:13 FM | 78] To: IDl,-’Z?,-’ZDDEu 12:13 pM [[8]  Refresh |
= Switch/Router ¥
- YLANS B TOC First Prew MNext Last Goto age Sie ) 100% T Download Print Back

Monitor Applications - Top N CiscoSvsieus
01/27/2006 00:00 AM through 01/27/2006 12:13 PM
DataSource Group: All NAM

HAM {Type) : HAM 161 (HAM 2}

< Wznmp
350.00 G+

Enbt-session

300,00 G+ smb
Winfs
Wftp-data

250,00 G+

g 200,00 GF Selnets
& 15000 G4 _ Wicp-1226

nfs

100.00 G e

S0.00GE  snin
N

Page 1 01 2 All HAM View Generated on 1/27./2006 12:13:33 PM

With the exception of the Overview, whenever a TopN report is displayed, you can switch the view between
all available metrics. The metrics displayed in tabular report columns appear as links with green
backgrounds above the TopN chart. For example, n the case of Applications, these metrics are Bytes and
Packets. In the case of Hosts (IP), the available metrics include In Bytes, Out Bytes, In Packets, and Out
Packets.

The link to the NAM that appears beneath the report title opens the Cisco NAM Traffic Analyzer, allowing
you to probe more deeply into the NAM's configuration, network parameters, diagnostics, and other
settings. These NAM links appear in reports for Data Source and All NAM views; Aggregated views show
data across multiple NAMs in a Data Source Group simultaneously, and therefore do not display hyperlinks

to individual NAMSs.
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Applications Cumulative Report

9 Eetup Monitor ‘I Repart ]

Manitor

TOC First Prev Next Last Goto Page J of & Download Print

Monitor Applications - Cumulative Rates Ciscalvsicus
01/27/2006 00:00 AM through 01/27/2006 12:14 PM
DataSource Group: All HAM

NAM (Type) : NAM 151 (NM_NAM)

i) 106 1275 K

I R

T R poops 129 4473K =
T R nbtdsta 9.05K 234 M

TR amb 905K 234 M

T R nkt-name 11.76 K 113 M

T B =zomp S70M 285G

I R znmptrap 330 3E02 K

T R nfs J360K 43T

T R pormapper TASK 1.04 M

I B udp-1057 12 768

Tabular reports such as the Cumulative Rates report contain multiple interactive elements. In addition to
the NAM hyperlink for Data Source and All NAM views, tabular reports also contain sorting arrows in the
column headers that allow you to sort metrics and other variables in ascending or descending order. The
sort capability can save you time by avoiding navigation through multiple pages of the report to find, for
example, the most active protocols in an Applications report.

The “T” and “R” hyperlinks open the Trend Report and Real-Time Chart, respectively, for an individual
protocol, host, IP address, DSCP group, VLAN, or device. The Trend Report opens directly in the report
viewer, showing raw data for the last 12 hours overlain with a polynomial trend. The Real-Time Chart
opens in a pop-up window, displaying true real—-time data that is updated every 5 seconds by data source
and variable (metric per second rate).

Tabular reports also contain hyperlinks to individual protocols that open the Application Details report for
that protocol directly in the report viewer. The details report allows you to view more deeply into the activity
of the selected protocol by IP address, as shown on the following page.
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Application Details Report

Monitar

TOC First Prev MNext Last Goto : Download Print

| »

Cizeo Sveteus

Monitor Application Details - Cumulative Rates
For Time Period: 01/27/2006 00:00 AM - 01/27/2006 12:14 PM
DataSource Group: All NAM

NAM (Type):  HAM 161 (NAM 2) Protocol: w-etherZipicmp

R 10.19.254 1 1018234 1 | 1] 264 i]

T

T R17216.01 17216041 1602 K 1417 K 145 M 116 M
T RI17216.0.2 1721602 15935 K 1356 K 142 M 141 M
T RI17216.0.3 172.16.0.3 224 K 224 K 23556 K 23556 K
T RI1721604 172168.04 69 =] B.07 K B.07 K
T RI17216.08 17216.0.8 T3 HITK 222M 2.34M
T RI172161.3 17216813 256K 474K 273.92K ST0.96 K
T RI1721615 1721615 75 75 TA5 K TO5 K
T RI1721616 1721616 2528 K 2815 K 267 M 310M
T RI17216.165 172.16.1.65 37 427 JATH 36.39 K
I RI17216166 172161 66 1624 K 1471 K 156 M 1.34 M 'I

The Application Details report is available in the Monitor GUI only by drilling down from a specific
application (a hyperlink in the Protocol column). Notice that from here, you can still view Trend Reports
and Real-Time Charts for individual IP addresses, as well as drill-down to the Host Details report for that
address. Once again, the Monitor GUI allows you to view Host Details only through drill-down from other
reports. Application and Host Detail reports are available from the Generate Reports menu under the
Reports tab only.
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Switch/Router Report

«  GenerateReports | Sstup | Monitor | Reports | ART | alerts | admin IO
= Metwork Monitar 4]
= Application .
bl Data Source Group: | SYSTEM_172.16.11.100_ALL_INTERFACES - | |All NAM || cumulative Rates ~|
= Hosts

= Conversations

Data Source:

TEM 172.16,11.100 ALL INTERFACES

SYSTEM_172.16.11.160_ALL_INTERFACES

o Today i Last

* DSCP Group SYSTEM_172.16.11.160_ALLVLAMN

i IR R S R

= Switch/Router

€ Fpom: |01/26/2006 12:17 PM | T8 yay [01/27/2006 12:17 PM | [T5] | Refresh I
Interface

BblaEr TR TOC First Prev MNext Last Goto Page B 100%' Download Print Back

Ethernet Errar =

. WLANS £ Monitor Interface - Cumulative Rates

01/27/2006 00:00 AM through 01/27/2006 12:18 PM

DataSource Group: SYSTEM_172.16.11.100_ALL_INTERFACES
Device (Type) : Router 100 {(NM_ROUTER)

T R FastBthernet0 34 228K 064 K 584 M 113K &13 a o
T R FastithernetOn 3.36M 334 M 45799 M 107G M7T21K 13 1]
T R Analysis-Modulel /0 332M 10.04 b 107 G 196G 241 815 a

This suite provides reports on metrics from switches and routers. Reports contain:
« Ethernet statistics if the switch/router supports the mini-RMON MIB.
« Interface statistics if the switch/router does not support the mini-RMON MIB.
Statistics displayed include:

Interface — Reports on the Interface Name, In/Out Bytes, In/Out Packets, In/Out Non—unicast Packets,
In/Out Discards, In/Out Errors, and In/Out Link Utilization percentages.

Ethernet Traffic Statistics — Reports on the Port Name, Bytes, Packets, Broadcast Packets, Multicast
Packets, and Errors collected.

Ethernet Error Statistics — Reports on the Port Name, Dropped Events, CRC Align Errors, Undersize
Packets, Oversize Packets, Fragments, Jabbers, and Collisions collected.

For switches and routers that do not support the mini-RMON MIB, the Interface Report displays in/out
traffic, the amount of discarded traffic data, the number of errors, and the percent link Utilization. The
interface data collection includes data for both edge and core routers and switches. For switches and
routers that support the mini-RMON MIB, the Ethernet Traffic Report displays traffic by NAM and the Data
Source Group assigned in Cisco PVM. For switches and routers that support the mini-RMON MIB, the
Ethernet Error Report displays detailed errors by NAM and the Data Source Group assigned in Cisco PVM.
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Conversations Report

‘Manitar

57 Setwp | Monitor | Reports | ART | alets | admin I
¥

TOC First Prev MNext Last Goto age Download Print

Monitor C tion - C lative Rates CiscoSrsreus
01/27/2006 00:00 AM through 01/27/2006 12:26 PM
DataSource Group: All NAM
NAM (Type) : NAM 161 (NAM_2)
TR 172161138 1721611358 172.16.1 85 17216.1 .65 nbt-zession TOA6 M 1552 G
TR 17216165 17216.1 65 172.16.11.38 1721611355 nht-zession 69.59 M 851G
T R 172161138 172161138 172.16.1 65 172161 65 smb £9.23 M 1545 G
TR 17216165 17216.1 65 172.16.11.38 1721611355 smk E9.19 M G549 G
T R 17216986 17216.9.86 172.16.11.161 1724611161 20| 3555 M 394G
TR 17216987 17216957 172.16.11.161 1721611161 20| 3515 M 380G
T R 17216981 17216951 172.16.11.161 1724611161 20| 3485 M 386G
TR 17216982 172164952 172.16.11.161 1721611161 20| 3485 M 386G
I R 17216985 17216985 172.16.11.161 1724611161 20| 3454 M 386G
I R 1721411161 1721611161 172.16.2.86 172.16.9.86 snm, 26,65 M 1833 G
I R 1721611161 1721611161 17216587 17216957 20| 26.35 M 1795 G
T R 1721611161 1721611161 17216581 1721695 20| 2613 M 1783 G

, TR 172181114 1773 1R 11 1R1 17216 9 /7 177 1R AR snmn IR17 M 178G

The Conversations suite contains a single Conversation Report that displays data on the traffic between
various sources and destinations. Notice the numerous drill-down links for source and destination IP
addresses as well as the protocol. The IP address links open the Host Details report, and the protocol links
open the Application Details report.

Since a large number of conversations can occur during a given time period on a single NAM, the
Conversation Report normally presents a large number of pages. You can reduce the number of pages in
the report by either shortening the reporting time period or by reporting on specific hosts only. You can do
this by adjusting your selections in the parameters pane, as shown on the following page.

Conversation report parameters

Data Source Group: | SYD_TEST x| |all MaM | |Cumulative Rates =]

Data Source: |N.ﬁ.M 151-Internal ;l
Only A Subset OF All Hosts Are Displayed.

Source IP: I I I I Search Husls:ln':'-”
Destination IP: I 5 I 5 I 5 I Search | yosts: I all

% Today (" Last |1 = IMinutes -| I AutoRrefresh
 Fromu |04/17/2006 11:27 AM 78] oy |04/18/2006 11:27 am 5] | Refresh |

To limit the number of conversations in a single report, you can search for specific hosts by IP address, or
select the source and destination IPs from the Hosts drop—down lists. Alternatively, you can select just
the Source or Destination address, click Refresh, and the resulting report will contain far fewer
conversations and be easier to navigate.

You can also limit the reporting period used in the data display. For example, you can select the Last 20
Minutes or the Last 1 Hour, click Refresh, and the number of conversations is substantially reduced in
the report.
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DSCP Report
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The Differentiated Services Code Point (DSCP) suite reports on specific encoded information related to
how a packet traverses the network. DSCP monitoring allows you to validate and fine—tune planning and
Quality of Service (QoS) allocations.

DSCP reports are based on the data obtained from the DSMON MIB, which is an extension of RMON-2
that looks into the IP header of every packet to identify the code point that defines how that packet should
be handled by DiffServ—enabled devices. DSMON MIB allows creation of DSCP counter aggregation
profiles for up to 64 values that can be grouped for aggregation. Each DSCP value may be given a different
treatment by a forwarding device, affecting which packets get dropped or delayed during periods of network
congestion. The DSCP reports show traffic information for the various configured DSCP aggregation
groups.

Aggregation Profiles

By monitoring DSCP bits, throughput for different services can be determined. The DSMON MIB allows
different DSCP values to be aggregated into aggregation groups, and associates these groups with
aggregation profiles for the following reasons:

e To reduce the number of DSCP counters to monitor.

« Some DSCP values may never be used in a network.

« Different DSCP values may have similar packet treatments.
* To reduce the network management station polling data.

Cisco PVM aggregates the DSCP statistics collected from multiple NAMs. For reporting purposes, Cisco
PVM assigns each DSCP profile a unique ID in the database. The system distinguishes one profile from
another by examining the definition of each profile. Cisco PVM treats profile definitions as follows:

« If two profiles have the same name but differing DSCP groups, the system will assign a new ID to one
of the groups, the data will be aggregated separately, and the groups will appear as two different
profiles in the reports.

« If two profiles have the same definition but differing names, the system ignores the name of the new
profile and aggregates the newly collected data along with other data belonging to the previously
existing profile.

In each case, the system sends an alert that Administrators can view under the Cisco PVM Alerts tab.
Note: Aggregation Groups are configured in the NAM Traffic Analyzer, external to Cisco PVM.

The DSCP Report provides details on the Aggregation Index and traffic. The DSCP Application Report
displays details on the Aggregation Index, applications, and traffic. The DSCP Hosts Report displays
information on the Aggregation Index, host IP address, and traffic.
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Hosts Report
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Host reports provide an analysis of the traffic for each specific host, including the host IP and MAC
addresses. The Hosts (IP) Report displays traffic information by host IP address. The report contains drill—
down links to the Host Details report for individual IP addresses. The Hosts (MAC) Report displays traffic
information by MAC address, but does not display drill-down links to a details report.
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Host Details Report
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The Host Details Report is available in the Monitor GUI from any report that displays an IP address. In the
Reports GUI, this report is available directly from the Generate Reports menu. It displays detailed traffic
information by application, including the network address of the host, the name of the application, number
of packets collected and number of bytes collected. Drill-down links are also available to detailed reports
for applications and other host addresses.
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VLAN Report
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The VLANS suite displays detailed information on data collected for each VLAN ID and VLAN Priority. The
VLAN ID Report details traffic collected per second over the selected time interval by VLAN identifier.
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Real-time Chart
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Real-Time Charts are available from all tabular reports except for those displaying Aggregated data views.
Once you open the chart from the “R” hyperlink in the tabular report, you can select another Data Source or

Variable (metric/second rate) at any time and the chart will refresh with the new selections automatically.
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Trending Chart
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Trend Reports are available from all tabular reports. Once you open the report from the “T” hyperlink in the
tabular report, Cisco PVM shows the individual data points collected for the given report period and shows

the trend for the given period.
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Reporting Features

The Reporting feature in Cisco PVM can be used to perform historical traffic analysis. Cisco PVM retains
the collected traffic information for long periods of time, and the user can use the reporting feature to view
this data. Reporting features a flexible scheduling engine, which allows you to run reports periodically, at a
later date, or right now, on the traffic or statistic you are interested in. Once run, these reports are
automatically archived, and available for historical analysis.

The Report feature has the following features:

e Flexible Scheduling.

e Archival of reports.

* Report Portal to view Scheduled, Running and Completed Reports.
Reporting Dashboard
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b
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+ Switch/Router " Recuring Run The Report | Every Day =1
* YLANS T"'nel (Hh:Mm AM/PM)

Start I |
until I |

Report Period
The user can choose from the following:
e Today — Run a report for today.
* Current — Run a report for the current week, month or year.
» Previous n — Run a report for the previous n days, weeks, years , taking today into account.
¢ Previous n Calendar — Run a report for the previous n calendar days, weeks, years
* From — Run a report for the specified date/time range.

Report View

Select the DSG you want to run the report on and the aggregation scheme you want. If the aggregation
scheme is data source, select the data source. Then select the report view you want.

Schedule

You can name a report and specify when you want it to run: immediately, once at a specific date and time,
or recurring. Once you schedule a report for a future time point and click Run, the report appears under
the Schedules tab in View Schedules.
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Report Archives

@ Generate Reports f Setup 1 Maonitor ] Reports ‘ ART T Alerts ‘[ Adrnin _

* Application 2 Docurnent Narme Warsion Finizhed
Applications Applications Curnulative Aggreqated Version 1 1/26/2006 Ti156 PM
Application Details Version 2 1/26/2006 5:18 PM

ot - Version 3 1/27/2006 10:14 Am

: Version 4 172772006 10:15 AM
» Conversations ¥
Wersion 5 1/27/2006 10:15 AM
: DEEE brop x7 Version & 1/27/2006 10124 AM
= Switch/Router ¥ Version 7 1/27/2006 10:43 AM
= WLANS ¥ Wersion & 172772006 10:59 AM
scheduled Reports Verzion 9 1/27/2006 11:01 AM
. Version 10 1/27/2006 11:05 AM
« Wiew Schedules S
Archived Reports Applications Curnulative AllMar Version 1 1/26/2006 7129 PM

e e o Wersion 2 1/26/2006 7:30 PM

= - Verzion 2 1/26/2006 7137 PM

v Applications

- Yersion 4 172672006 7137 PM

s Convensatons Verzion 5 1/26/2006 7138 PM

2 DSER Version & 1/26/2006 7:41 PM

* Hosts Werzion T 1/26/2006 7:53 PM

« Switch/Router Wersion & 1/26/2006 5:06 PM

= WLANS Mersion 3 1/26/2006 5:3% PM

G Version 10 1/26/2006 3:34 PM

The Archived Reports menu provides quick navigation to the repository of all reports available in the
archive database. The first menu item shows the archive for the report currently selected under the
Generate Reports menu (such as Application Details or DSCP).

The Report Archive contains a repository of all archived reports for each report suite in the Reports GUI.
Following is a sample Report Archive display for the Hosts suite; clicking a Version link opens the report.
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Additional report Parameters

The Reports GUI displays an extra section in the report setup window called Report Parameters when you
select the following reports from the Generate Reports menu:

* Application Details

« Hosts (IP)
¢ Host Details
« DSCP Host

e Hosts (MAC)
* Conversation

Each Report Parameters section contains either an extra drop—down list or address box or both. When
running an Application Details report, you must select the specific protocol for which you want to see data.

When running a Host Details report, you must select the specific host for which you want to see data; when
running either a Hosts (IP) or DSCP Host report, this parameter is optional. In this section, you must either
select a specific host from the Hosts drop—down list (Host Details report), or leave the default All selection
to return data for all hosts in the Data Source Group (Hosts (IP) and DSCP Host reports).

When running a Hosts (MAC) report, you must either run the report for all MAC addresses in a selected
Data Source Group or specify a single address using the Host MAC address block in the Report
Parameters section. You can leave the Host MAC address block blank to return a list of all MAC addresses
in the Data Source Group you selected, or you can enter a MAC address to see data for that address only.

When running a Conversation report, you must either run the report for all sources and destinations in the
Data Source Group or select the specific hosts for which you want to see data in the Report Parameters
section. In this section, you can select:

« All sources and destinations (default)
e One source and all destinations
» All sources and one destination
* One source and one destination

Note: You can use wildcards in any of the address blocks to narrow the list of hosts; the Hosts (MAC)
address block requires a complete, valid MAC address.
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Application response Time
ART allows you to:

* Measure response time at the server and the network to identify if the performance
problem is caused by the network or the server

Measure response times for individual applications, hosts and subnets/locations by
correlating application response time data from multiple NAMs

Visualize Application Response time in near real time
View current and historical performance data in intuitive tables and graphs

dTro_ubIeshoot Response time problems by drilling down to the appropriate NAMs or
evices

* Enable Application Response time collection on NAMs

The ART GUI allows all users to generate Server Response Time, Network Flight Time,
Client/Server Investigation, and Client/Server Response Time reports based on ART
Groups set up by Cisco PVM Administrators. You can also view report schedules and
archives for each report t¥pe. Cisco PVM Administrators can set up ART Groups that
define aggregation of ART data by data source.

Cisco PVM enables ¥ou to troubleshoot performance problems by collecting Application
Response Time (ART) data from NAMs and correlating the data fo clients and servers.
Administrators set up ART data collection definition using defined domains of NAM data
sources that have little or no interaction with one another. ART Groups enable you to
quickly find relevant NAMs and identify and troubleshoot performance problems.

All Cisco PVM users can generate the following ART reports:

Network Fli?ht Time — enables you to find out whether the network or the server is the
cause for delayed responses

Server Response Time — shows the response times for each server in an ART Group

Client/Server Investi1gation — shows the response times for each client/server pair of a
data source in an ART group by client IP

Client/Server Response Time — enables you to check whether a response time
problem exists between two sites by showing the response times for each client/server
pair in an ART Group created specifically for client NAMSs.

Reports you generate under the Cisco PVM ART tab can display aggregated Application
Response Time data from the last 24 hours, or from the previous days, weeks, months,
or years, depending on when the NAM began collecting ART data.

About Historical Data

Historical ART data associated with a data source is maintained in the database even if
that data source is removed from an ART Group. Cisco PVM records the time the data
source was removed, but maintains the original data source in ART report search criteria
that belong to a time interval during which that data source still existed in the ART Group.

ART Group

Grouping of data sources for which ART collection will occur. The concept is similar to
that of Data Source Groups (DSGs), but ART Groups are explicitly for Application
Response Time collection.

To monitor response times across the network, you will need to create an ART group
which contains data sources from the appropriate NAMs Collection will be enabled on
NAMs if not already enabled for the data sources in the ART Group.

PVM uses the NAM default values for response time buckets while enabling ART
collection in the NAM. If a data source is present in 2 ART Groups, the second
configuration will override the first.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc 61



An ART Group has the following features:

Grouping of data sources for which ART collection will occur. The concept is similar to
that of Data Source Groups (DSGSs), but ART Groups are explicitly for Application Response Time
collection.

To monitor response times across the network, you will need to create an ART group which contains
data sources from the appropriate NAMs

Collection will be enabled on NAMs if not already enabled for the data sources in the ART Group.

PVM uses the NAM default values for response time buckets while enabling ART collection in the
NAM.

If a data source is present in 2 ART Groups, the second configuration will override the first.

Understanding ART Groups

An ART Group is defined as a set of data sources for one or more NAMs attached to client and server
machines. All ART reports in Cisco PVM are run based on ART Groups created by Administrators.
Before creating an ART Group, you should decide:

» which client, server, or client/server pair you want to monitor and

» the data source(s) from the NAMs closest to each client and server that you want to see in
the reports.

Cisco PVM displays all ART Groups that have been defined in the system in tabular form under ART >
Setup; groups can be added, edited, or deleted from this window. ART data collection is functionally
separate from all other statistics, where users create Data Source Groups to view data under Monitor
and Reports. In the case of ART, you must create ART Groups if you want to view ART reports.
Additionally, ART functionality includes only reporting capability and not monitoring; ART reports
function as snapshots of response—time activity.

Creating ART Groups

Cisco PVM 1.0

Creating ART Groups allows Administrators the convenience of being able to quickly select client and
server NAMs for monitoring and reporting by limiting the number of relevant NAMs available for
selection. The ART Group creation process involves the following steps:

» Enter a group name and description.

» Select the NAM to populate the list of all available data sources.

» Select the NAM data source(s) for which you want to collect ART data.
» Repeat steps 2 and 3 to select more NAMs if desired.

» Specify the Report Interval (in seconds), which specifies the ART—related polling interval
for the NAM device.

» Specify the Max Entries value, which represents the maximum number of data points the
NAM device can store in that polling interval for ART—related data.

» Specify the Maximum Response Time (in milliseconds).

Caution: If the same data source is added to more than one ART Group, the three parameter values
(Report Interval, Max Entries, and Maximum Response Time) must be the same as the other ART
Group(s) containing the same data sources to maintain consistency. If you attempt to enter values for
a data source that differ between the ART Groups in which it appears, the system will return an error
message indicating that the new ART Group cannot be saved because the values you entered don’t
match those in the previously created ART Group.
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ART Data Collection

Cisco PVM automatically begins collecting traffic statistics for a NAM as soon as it is added to the system.
However, collection of data into the ART database occurs only if ART Groups have been set up in Cisco
PVM. Itis important to note that even if the NAM has been configured to collect ART statistics, you will not
be able to view the data in ART reports until ART Groups have been set up in Cisco PVM. Cisco PVM is
able to recognize whether ART data collection has been disabled for a specific data source, and will raise
an alert since data collection has ceased. To restart collection in this case:

« delete and re—apply the data source to an ART Group or

« check whether the data source’s attached device needs to be enabled in Cisco PVM Setup or has
another problem that requires troubleshooting.

If a data source is part of any ART Group, then PVM will enable data collection for that source. To disable
data collection entirely in Cisco PVM, the data source must be removed from all ART Groups.

Note: Historical ART information associated with a data source is maintained in the database even if the
data source is removed from an ART Group.

Adding an ART Group
Factors to Consider

* Unless you have a specific need to collect ART data over the long term, ART groups should normally
be created for short—term monitoring and troubleshooting of problematic areas of the network to avoid
storage of unnecessary or excessive data.

* ART report data will be more meaningful and easier to interpret if you limit the number of data source
types you attach to each NAM within an ART Group.

« To generate Network Flight Time reports, it is necessary to include both server and client NAMs in a
single ART Group.

* To ensure easier ART Group selection when generating reports, give careful consideration to the
name you assign to each group; the drop—down group selection lists in report parameters shows only
the group name and not the description.

Note: Although Cisco PVM collects data from both server and client NAMs, the system cannot identify
which NAM is closest to each server or client. Therefore, when you generate ART reports, the system lets
you decide which NAMs you want to see. If you have a significant number of NAMs, remember that you
can name individual NAMs to give them a more meaningful designation when they appear in Cisco PVM
drop—down lists.

Report Interval — the ART—related data polling interval by the NAM device, in seconds. The default value
is 1800 seconds (30 minutes).

Maximum Entries in Table — the maximum number of data points the NAM device can store in the
assigned polling interval for ART—related data. The default value is 500.

Maximum Response Time — the maximum time, in milliseconds, that the NAM will wait for a response
between a client/server pair before tagging the data as timed out. The default value is 3000 milliseconds.

The next few pages provide directions on how to generate the reports themselves.
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Server Response Time Chart
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The Server Response Time (SRT) report shows the response times for each server associated with a data
source in an ART Group. The SRT report can be used to analyze whether slow network response time is
due to a particular server. Since a data source may belong to multiple ART Groups, a selection of ART
Group is needed to present the relevant data. You can select a specific protocol, if desired, or view data for
all protocols in the selected ART Group.

SRT Report Generation Process
To generate a report, specify the:

* Reporting period — the number of previous days (defaulted to today), weeks, months, or years, or a
specific date range that defaults to the previous 30 minutes

e Server IP — optional

* ART Group — the system provides a list for selection based on the selected reporting period and
optional server IP

< Protocol — defaults all protocols available, but provides a list for selection based on the selected ART
Group, reporting period, and optional server IP

* Report Type — tabular or TopN chart display
e Scheduling — immediately, at a later time, or recurrent
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Server Response Time Chart
Report
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The Server Response Time report (Figure 5-24) displays the server response time for each server
assigned to an ART Group, including:

*  NAM name

» Server IP address with a drill-down link to the Host Details report
* Protocol with a drill-down link to the Application Details report

e Number of clients

« Average response time

e Minimum response time

¢ Maximum response time

e Number of retries

¢ Number of late responses

The Server Address hyperlinks open the Host Details report for each IP address, and the Protocol
hyperlinks open the Application Details report for each protocol.
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Client Server Response Time Chart
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The Client/Server Response Time (CSRT) report displays the average round—trip delay times for all the
Client/Server pairs that exist for the data sources in a selected ART Group.

CSRT Report Generation Process

To generate a CSRT report, enter the following parameters:

* Reporting period — the number of previous days (defaulted to today), weeks, months, or years, or a
specific date range that defaults to the previous 30 minutes.

« ART Group — provides a list of available groups for selection based on the selected reporting period.
* Report Type — either tabular (default) or TopN.
e Scheduling — immediately, at a later time, or recurrent.

Before selecting the ART Group, you'll need to click the Search ART Groups button to populate the drop—
down list. Because ART Groups are not always long—lived, the system searches for groups that contain
data during the time period you specify. If you receive a message that no ART Groups were found, you
can change the report period and search again.
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Client Server Response Time Chart
Report
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The CSRT report displays response times, in milliseconds, between specific servers and clients, and
contains drill-down links to the Host and Applications Details reports.
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Client Server Investigation Chart
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The Client—Server Investigation Report (CSIR) shows the response times for each Client-Server pair of the
data source in a selected ART Group and client IP address.

Note: You must be familiar enough with your network setup to be able to determine which NAMs reside
closest to servers and clients.

CSIR Report Generation Process
To generate a CSIR report, enter the following parameters:

* Reporting period — the number of previous days (defaulted to today), weeks, months, or years, or a
specific date range that defaults to the previous 30 minutes.

e Client IP — a required field with no set default value.

* ART Group — provides a list of available groups for selection based on the entered client IP and
selected reporting period.

e Client—side NAMs — provides a list of NAMs based on the selected client IP, ART group, and reporting
period.

» Scheduling — immediately, at a later time, or recurrent.
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Client Server Response Time Chart
Report

TOC First Prev Next Last Goto Download Print

Client Server Investigation Report CiccoSvereu
For Time Period: 01/27/2006 00:00 AM - 01/27/2006 02:08 PM
ART Group: all

NAM(Type): HAM 161 (NAM_2)
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17218878 172161145 zzh TE0 0.0o 40.00 i) 1]
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The CSIR report displays the following information:

Cisco PVM 1.0

The name of the ART Group whose data sources were used to run the report

The name of the NAM for which the client and server protocol information is displayed
The host address of the server with drill-down to the Host Details report

The host address of the client with drill-down to the Host Details report

The protocol running between the displayed servers and clients, with drill-down to the Application
Details report

The average response time, in milliseconds, between the client and server for the displayed protocol
The minimum response time, in milliseconds, between the client and server for the displayed protocol
The maximum response time, in milliseconds, between the client and server for the displayed protocol
The number of retried responses between the displayed client and server for the specific protocol

The number of late responses between the displayed client and server for the specific protocol
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Network Flight Time Report
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The Network Flight Time (NFT) report enables you to discover whether the network or the server is causing
delayed response times. Network Flight Time is calculated as the difference of the response times on the
NAM closer to the client versus the NAM closer to the server.

The response time collected by the NAM at the client location represents the total average round trip delay
time of the request and response.

The response time collected by the NAM at the server location represents the average server latency time.
Texas can therefore calculate the average network flight time for the request between the client and the
server:

Network Flight Time = Total Round Trip Time — Server Latency Time

Note: You must be familiar enough with your network setup to be able to determine which NAMs reside
closest to servers and clients.
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Network Flight Time Report
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NFT Report Generation Process

To generate an NFT report, enter the following parameters:

» Reporting period — the number of previous days (defaulted to today), weeks, months, or years, or a
specific date range that defaults to the previous 30 minutes

e Client IP — a required field with no set default value
« ART Group — provides a list of available groups for selection upon search
» Server IP — provides a list of available NAMs for selection upon search

» Client—side NAMs — provides a list of NAMS based on the selected client IP, ART group, server IP,
and reporting period upon search

» Server—side NAMs — provides a list of NAMs for selection excluding those selected as client-side
NAMs upon search

« Scheduling — provides the option to run a report immediately, at a later time, or recurrently.
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Network Flight Time Report
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The Network Flight Time report contains the following information:

Cisco PVM 1.0

Server Response Time — an average based on the ART information provided by the selected server—
side NAMs.

Client Response Time — an average based on the ART information provided by the selected client—
side NAMs.

Network Flight Time — the difference between the client and server response times.

NFT per Protocol table — shows average values for Server Response Time (SRT), Client Response
Time (CRT), and NFT, and contains hyperlinks to the Network Flight Time per Protocol report. You
can click on a protocol link to view a protocol-specific NFT report, where the values displayed are
specific to the protocol rather than the average over all protocols.

© 2006 Cisco Systems, Inc

72



Network Flight Time Report
Report
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The Network Fljght Time per Protocol report displal)_(s an NFT graphic s_lpe_cific to individual protocols for a
Client/Server NAM pair, rather than the average NFT for all protocols. This report is available only through
the hyperlinks in the Network Flight Time per Protocol summar%/ table at the bottom of the Network Fligh
Time'report. This figure appears similar to the NFT Report on the previous page because that report
displays only a single protocol for http.

e The NFT per Protocol report shows the following information:
« The host address of the server
e The host address of the client
e The name of the ART Group selected to run the original NFT report
e The name of the protocol selected from the NFT report protocol summary table
« The NAM(s) closest to the server whose data source(s) are included in the selected ART Group
« The NAM(s) closest to the client whose data source(s) are included in the selected ART Group|
e The response time in milliseconds versus the collection time point for the selected protocol, including:
» Client Response Time
e Server Response Time
* Network Flight Time

Cisco PVM 1.0 © 2006 Cisco Systems, Inc 73



Alerts

Alerts consist of three general types:
« NAM alarms — violations of criteria set in an external interface and sent through SNMP.
* Threshold violations — violations of criteria set in Cisco PVM.
« System events — notifications of licensing errors, timeouts, and system health information.

Dynamic Threshold Alert Calculation Process
For every data aggregation period, the system performs the following functions for each statistic:

Aggregates all the data collected for a specific metric (measurement) during the specified aggregation
period.

Compares the results with the Dynamic Threshold value calculated based on the deviation from the
baseline that corresponds to the severity level assigned to the specific Threshold.

Raises an alert if the result is greater than the percentage deviation assigned to the Threshold.

System Health
System—generated alerts include system health events. Cisco PVM monitors the following metrics:
e CPU utilization of each CPU on the system
* RAM utilization
< Disk utilization for each of the locally and remotely mounted file systems and
« Tablespace utilization for all tablespaces in the Cisco PVM database.

The NAM can generate alarms for NAM MIB Thresholds and Switch (RMON) Thresholds. Threshold—
generated alarms are for Thresholds set in PVM. Threshold alerts can also generate SNMP traps. You can
enable the SNMP trap and enter the community string under Setup > Thresholds.

NAM Alarms

NAM-generated alerts result from a violation of criteria configured for the device in either the NAM Traffic
Analyzer or a third—party SNMP application. The violations are read from the RMON MIB, and include
violations for:

* Rising Threshold Crossed
e Falling Threshold Crossed
All NAM alerts are listed as minor in the Cisco PVM alert viewer.

Threshold Violations

Threshold—generated alerts result from violations of user—defined criteria set in Cisco PVM. These alerts
appear when a Threshold is violated for an assigned traffic metric with data aggregated for any data source
in a specified Data Source Group. Administrators assign specific metrics, Data Source Groups, and alert
severity levels using Setup > Thresholds. Administrators can define two types of Thresholds in Cisco
PVM:

Dynamic Thresholds — the Cisco PVM server performs automatic baselining for each statistic—specific
attribute and metric combination based on previous data collection. User—defined percentage deviations
from the baseline are translated into alerts, increasing in severity with the degree of deviation.

Fixed Thresholds — the system generates an alert once a user—defined minimum value for a specific metric
has been exceeded.
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Alerts Page

Cisco SvsTems

Alerts

= Alerts

. ~ToAT Logout | Help | About
Cisco Performance Visibility Manager @ Your EVALlicense will expire in 41 days. Server Time: 047192006 10:18:04 AM EDT
[ setup | Monitor | Reports | ART | Alerts |

From Date: 04/19/2006 09:17 AM El To Date: |D4.-"19.-f2006 10:17 aM El Description: I Clear |

Log Type: | ;I Severity: I 'I Cause: I 'I Filter |

19 items found, di 1to 12. [First/Prev] 1, 2 [Next/Last]

Severity 3 | Date 5 | Description ¢| Log Type | Statistic $| Log Source Typs ¥

@ critical 04/19/2006 09:59:41 HOST_269488300_1 Generic Host Statistics Cisco PUM

@ Critical 04/19/2006 09:59:41  HOST_269482300_1 Generic Host Statistics Cisco PUM

@ Critical 04/19/2006 09:59:41 HOST_269485300_1 Generic Host Statistics Cisco PYM

@ Critical 04/1%/2006 09:59:38 HOST_L678446764_1 Genetic Host Statistics Cisco PYM

@ Critical 04/19/2006 09:59:34 HOST_1342771372_1 Genaric Host Statistics Cisco PUM

@ Critical 04/19/2006 09:59:34 HOST_1342771372_1 Generic Host Statistics Cisco PYM

@ Critical 04/19/2006 09:58:54 HOST_1695223980_1 Genetic Host Statistics Cisco PYM

@ Major 04/19/2006 09:57:00 HOST_2524084780_1 Genatic Host Statistics Cisco PUM

2 Minor 04/19/2006 09:55:39  Switch Thrashold Intf Mani-2 Rising Threshold Crossed Switch

@ Critical 04/19/2006 09:29:41  HOST_269485300_1 Genetic Host Statistics Cisco PYM

@ Critical 04/19/2006 09:29:41 HOST_269488300_1 Generic Host Statistics Cisco PUM

@ Critical 04/19/2006 09:29:41  HOST_269482300_1 Generic Host Statistics Cisco PUM

Alert Severity Color Codes
Cisco PVM displays a color—coded icon next to each alert in the list indicating severity:

Cisco PVM 1.0

Red — Critical

Orange — Major
Yellow — Minor
Cyan — Warning
Green — Cleared

Blue — Indeterminate
Gray — Information

Note: A Cleared alert has either had its Threshold adjusted, or the current traffic level no longer violates the
Threshold level of the previous alert. A given alert might go through all the severity levels unless it is
cleared quickly or the severity level set in Thresholds is adjusted.

Displaying Alerts

Cisco PVM displays a paginated, continuous list of performance alerts in descending order by date, and

allows you to filter alerts by time period and other criteria. The display time period defaults to the last hour.
The maximum number of alerts that the GUI will display is 1,000. An alert will remain in the GUI list until it
falls to greater than the last 1,000 alerts logged in the system.
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Alert Detail

Alert Detail

Log Id:
Log Type:
Date:
Severity:
Statistic:
Cause:

Managed
Dbject Id:

Managed
Object Name:

Description:

Log Content:

36890
Rizing Threshald Crossed
2006-04-19 09:55:39.0

Minor

Unknown

4

172.16.11.160

Switch Threshold Intf Mani-2

EventDescription==5witch Thrazhold Intf Mani-2
AlarmVariable==etherStatzOctets, 6000
Alarmyalue==11840566

The Alert Detail window contains the following information:

* Log Id — the sequential number of the alert as it appears in the database

* Log Type — the type of alert generated (such as Generic, Rising Threshold Crossed, System Health)
< Date - the date and time the alert was generated

» Severity — the severity level of the alert

» Statistic — the type of traffic (statistic) upon which the violation is based

e Cause

— Either Generic (known to the system) or Unknown

* Managed Object Id — the classification of the managed object as it appears in the database

« Managed Object Name — the name of the managed object as it appears in the database
« Description — the device, metric, Threshold, or system check that generated the alert
< Log Content — detailed information about the actual alert as contained in the database, such as:

Cisco PVM 1.0

» The baseline value at the time of the alert

* The value that was actually violated

» The DSG assigned to the Threshold (for Threshold violations only)
» The data source that generated the traffic

» The traffic metric monitored, such as bytes, packets, or errors

» A device-specific identifier
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Baselining

In Cisco PVM, baselining is automatically performed for metrics that have thresholds set
for them. Baselines are configurable as daily, weekly or monthly moving averages.
Dynamic threshold violations are based on the baseline and a percentage of the
standard deviation. These percentages are configurable. The default severity levels for
dynamic threshold crossings are:

* 40% - Warning
* 60% - Minor
* 80% - Major
* 100% - Critical

You can configure and modify performance threshold values for Data Source Groups
(DSGs), Application Response Time (ART) Groups, statistics, and metrics that generate
alerts once those values have been violated. Alerts appear as individual events under the
Alherts E]akidin the Cisco PVM dashboard, but Thresholds are customized under Setup >
Thresholds.

Understanding Threshold Settings

Threshold values are relative to a baseline and standard deviation. The Cisco PVM
server automatically determines the baseline for each traffic type and metric (or
measurement) combination based on previous data collection statistics. Deviations from
the baseline are translated into alerts, increasing in severity with the degree of deviation
from the baseline. The Threshold value is actually a percentage of standard deviation
above the sum of baseline and standard deviation. When you define a Threshold, you
a_reI specifying the minimum severity at which the Alert Viewer will notify you of the
violation.

Standard Deviations and Baselines

Using standard deviations (SDs) in generating threshold violations helps to avoid alerts
for short spells of traffic spikes. The baseline as defined in Cisco PVM is a rolling
average of hourly data over a group of data sources specific to the traffic type and its
assoclated metric. The baseline calculation period is the moving average of data
collected during the rolling interval. The hourly data is the average metric value for all the
collections in that hour, further averaged for all the data sources in a Data Source or ART
Group. The final Threshold value is therefore a percentage of standard deviation:

+ above the sum of the baseline and SD or
* below the difference between the baseline and the SD.

For every data aggregation period, Cisco PVM calculates the baseline and the standard
deviation for each Threshold you've defined in the system. The data for computing the
baseline and standard deviation is the average of the measured value (metric) for all the
collections in that period of time, further averaged for all the data sources in the Data
Source Group.

Because Dynamic Thresholds adapt to the typical traffic pattern, these Threshold types
are set as a percent of standard deviation, where 100% equals the calculated standard
deviation. Dynamic Thresholds also involve the severity level definition, which will
interpret different Threshold percentages as different severity levels. For example, 150%
of the standard deviation may represent the Major severity level, whereas 200% of the
standard deviation may represent the Critical level.

Baseline Period Settings

The duration of the Baseline Period (the rolling interval used to calculate the moving
average) is set in the Preferences window.
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Currently the baseline is calculated as a daily moving average for each configured
Threshold. A Threshold can be configured on any of the metrics available in the reports.
Threshold calculations occur after every collection cycle.

Fixed Thresholds

Cisco PVM allows users to define Threshold values in two ways: Fixed and Dynamic.
Fixed Threshold values remain static over time based on a set value for a selected
metric (such as Packets), allowing you full control of alert notifications for the severity
levels they assign to individual Thresholds. Cisco PVM uses fixed metric values for each
severity level and will raise alerts when these values have been exceeded. The system
triggers an alert if the fixed value you have assigned has been crossed. Fixed Thresholds
therefore do not use baselines to trigger alerts.

Information entered in the Fixed Threshold Value fields depends on the metric you are
monitoring. For Fixed Thresholds, these values represent the fixed values for each
severity level, starting with the level indicated in the Severity field. For example, if you
select Major, then the system will only show the fixed percentages for Major and Critical,
and will raise alerts when only these values have been exceeded. Fixed Values can have
any value greater than zero, including fractional values up to 24 characters long. You will
enter these values in the Add a New Threshold screen for every Fixed Threshold you
create.

Dynamic Thresholds

With Dynamic Thresholds, you assign Severity Percentage values that represent the
percentage deviation from the baseline for each severity level, starting with the level
Indicated in the Severity field. Dynamic Thresholds adapt automatically to typical traffic
patterns, then generate alerts at default percentages set under Setup > Preferences or
using percentages you assign when you create or edit a Dynamic Threshold.

When using Dynamic Thresholds, the Cisco PVM server will perform automatic
baselining for each statistic—specific attribute and metric combination based on previous
data collection. Deviations from the baseline will be translated into alerts, increasing in
severity with the degree of deviation. Over time, the Dynamic Threshold values will
change based on the accumulated historical data and will automatically adjust the alerts
to notify you of anomalies.

Information entered in the Threshold Severity Percentage fields depends on the type of
Threshold you are creating. For Dynamic Thresholds, these values represent the
percentage deviations for each severity level, starting with the level indicated in the
Severity field. Dynamic Threshold severity percentage values must be between 0 — 100,
including fractional values up to 24 characters long.

The Threshold Setup GUI displays a list of all the Thresholds configured in the system by
name, associated Data Source Group, statistic type, associate metric, severity, and
status (enabled/disabled). The list can be filtered by:

* Name

* ART / Data Source Group

» Statistic

* Severity

» Baseline values appear for Dynamic Thresholds only.
Disabling Thresholds to Suspend Alerts

Administrators can suspend alerts for individual Thresholds defined in Setup. Under the
Setup GUI, Thresholds can be disabled if you no longer need or want to view traffic—
related violations in the Alert Viewer. The Threshold definitions remain in the system, and
they can be re—enabled if desired. Disabled Thresholds do not generate alerts.
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Add a Dynamic Threshold

To add a dynamic threshold, click on the Add button and select the appropriate statistic, metric and other
parameters. Do not check the ‘Fixed Threshold” checkbox.

Add A New Threshaold

* Name: I * Statistic: IHost Statistics ;I
* Description: I * Matric: I ;I
* Savarity: Iﬁ * Data Source Group I ;I
Fixed Threshold: |~ | severity Percentage (2] *1paddress: [ [ [ |
Critical: llUU— Application: I— Filter |
Major: ISU— Ij
Minor: IE,D—
e
SNMP Trap: [
* Aggregation Period: m
* Reguired fald

ok Reset Cancel
Statistics and Metrics

Cisco PVM is able to monitor a variety of performance statistics, or traffic types, and their associated
metrics, or units of measure. After you've selected the statistic type for a Threshold, Cisco PVM
automatically populates the Metric drop—down list with the measurements available for that statistic.
Depending on the statistic selected, you can configure a Threshold for the following specific statistics:

e Applications
* ART (Application Response Time)
» Data Source Traffic

« MAC

e Host

* Switch/Router and
* VLAN.

The metrics available for creating Thresholds are relevant to the selected traffic type. The Metric list is
populated with different units of measure depending on the statistic you select for Threshold monitoring.
Additionally, other fields appear on the screen that depend on the statistic selected.
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Aggregation Periods and the System—Wide Collection Cycle

When defining a Threshold, you'll set an Aggregation Period that represents the time interval used for
aggregating the statistic measurements. This value is constrained by the System—wide Collection Cycle in
the following ways:

When you create a Threshold, the system automatically lists the appropriate multiples of the Collection
Cycle in the Aggregation Period drop—down list.

The Aggregation Period that you set for individual Thresholds must be greater than or equal to the
Collection Cycle.

The system will not aggregate Threshold data for time intervals that are less than the system—wide setting
for data collection from the NAMs.

Changes to the System—wide Collection Cycle

If the System—wide Collection Cycle (set in Setup > Preferences) is reset to a value higher than the
Aggregation Periods for currently defined Thresholds, the system will automatically set the Aggregation
Periods equivalent to the Collection Cycle. If you edit a Threshold that was originally defined with a setting
lower than the new collection setting, you'll see the error messages:

“Aggregation Period must be greater than Collection Cycle”
“Aggregation Period must be a multiple of Collection Cycle”

In this case, the Edit Threshold window reflects the old Aggregation Period. You can change the
Aggregation Period for the Threshold to a value that is greater than or equal to the new Collection Cycle
and click OK to clear the error messages.

Low Traffic Situations

If the Aggregation Period has been set too low for the amount of traffic generated by a given statistic (such
as VLAN), the system might not be able to calculate a baseline value. In this case, at least one time interval
over the last 24 hours has no data. If you set the Aggregation Period to a higher value for that statistic, the
system will automatically recalculate the baseline for the last 24 hours. The baseline value appears in the
list of Thresholds under Setup > Thresholds and in the Edit Thresholds window for each Dynamic
Threshold you have defined.

Add a Fixed Threshold

Fixed Thresholds do not use dynamically calculated baselines, but fixed severity percentage values
instead. When creating a Fixed Threshold, you'll check the Fixed Threshold box and the Fixed Value box
will automatically expand, containing fields for the minimum severity level you specified in the Severity
drop—down list and all levels greater than that minimum. For example, if you want to assign a severity level
of Major to the alert, the expansion box will show fields for Major and Critical levels only.

The Aggregation Period is the time interval, in minutes, used for aggregating the statistical data. This
drop—down list is populated with values calculated dynamically as multiples of the System-Wide Collection
Cycle set in Setup > Preferences.

Caution: The Aggregation Period is not applicable to Application Response Time statistics.
Changing baseline and threshold parameters

The Preferences window allows Cisco PVM you to view and edit system—-wide configuration parameters.
These parameters are used throughout Cisco PVM for data collection, Threshold setup, and Application
Response Time (ART) reports. These settings are available in Cisco PVM as part of the Setup GUI to allow
easy access to system-wide defaults. Settings such as the System—-wide Collection Cycle and Threshold
severity levels can be customized through other Setup menu items, such as NAM and Thresholds.

The Preferences option under the Setup tab is used to assign default values that affect the entire system.
For example, the System—Wide Parameters section contains settings for the Collection Cycle and the
number of graph bars that appear in all TopN report views. The default Threshold Severity Levels used for
d)k/]nan%iclz;\dlly calculated baselines are also set here, although they can be customized for individual Dynamic
Thresholds.

Baseline and Observation Periods

The Baseline Period setting is the duration, in days, in which the baseline for Thresholds is calculated.
Another way to think of the Baseline Period is as the rolling time interval used to calculate the moving
average. The default value is 1 day.

The Observation Period is the frequency at which the baseline will be recalibrated; at the end of each
Observation Period, the values for the last baseline period are examined, and the baseline value is updated
accordingly. The default value is 60 minutes.

The Baseline Period must be greater than the Observation Period, and an even multiple of it. For example,
the system will reject an Observation Period of 1500 minutes (25 hours) if the Baseline Period is 1 day.
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This chapter provides useful usage scenarios for Cisco PVM. It consists of three scenarios that present an
overall look at the features available in Cisco PVM and how they can help you in addressing your network
monitoring and troubleshooting needs.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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Login
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Go to: https://I<pvm server>:8443/

Login as the admin user

CiscoSrsiEms . AT Hel, About
Cisco Performance Visibility Manager S e
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Enter the Login ID and Password you've been given by your Cisco PVM System Administrator, or the default
login information in the Cisco PVM Installation Guide if this is your first time running the application after
installation.

This screen also has two system navigation links:

Help opens a new window containing topics matching the Cisco PVM User Guide. All users can view this
content, even though all users do not have access to all PVM functions.

About opens a pop—up window that shows the current PVM version and build numbers. This information is
important should you require support.

Since Cisco PVM supports only secure communications using SSL, if the installed SSL certificate is not from
a trusted authority, a security alert dialog may pop up asking you if you want to proceed. Click on Yes to
proceed, or install the certificate by clicking on View Certificate and then Install Certificate in the ensuing pop
up dialog.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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Scenario 1 — Traffic Profiling

T T Cisco.com

Setup [ setup T woniar Dooakr sl | aamin

= NAM 2 ce Groups

=D3G a Mame: I Device Types: I ;I Filter | Clear |
= Thresholds
5 itens found, displaying all items. 1
* Preferences | Name | Description = | Type T
I~ Al Ham All MAM HAM Type
T DSa switch DSG Switch Switch/Routar Type
T Mani_test Switch/Router Type
T S¥STEM_172.16.11.160_ALLVLAN W0LaM data source group for 172,16,11,160 Switch/Router Type -
I SvSTEM_172.16.11,180_ALL INTERFAS b Ports data source group for 172,16.11,160 Switch/Router Type
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Scenario

Most enterprise networks have many protocols running on their network. Network engineers need to be able
to monitor these protocols to not only see which protocols are using the available bandwidth and fine—tune
them, but also to monitor unwanted protocols from being used. To do that, follow these steps:

Step 1:

Create a data source Group which contains the data sources on which you want to profile the
application traffic.

a. Click on Setup —> DSG.
b. Click on Add.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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=AM ata Source Group
=056 I|
#Name: [APP_PROFILE_DSG *Type: |NAM Type T
= Thresholds I I c I _I d
Descriptions | M
= Preferences Switch/Router Type
Select Device: Select Data Source(s):
10.253.65.97 f DAaTA PORT L -
10.253.65.95 e DATA PORT 2
10.253.65.99 ERSPAN
MAM 151 @ ETH_WLAN-1
narmlab-2300-1-NM.trendium.com ETH_WYLAN-104

narnlab-6500-1-NM.trendium.com ETH_WYLAN-105 g
ETH_WLAN-106 d|

*Selected Device Data Source(s):

namlab-6500-1-HM trendium.com - ALL SPAN

Remove |

* Raguired fiald h
Ok Reset Cancel
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Step 1 (Contd):

c. Enter the Name
d. Select the NAM Type in the Type dropdown
e. Select the device.
f. Click on theright arrow to see the data sources from the device.
g. Select the appropriate data source and click on the down arrow to add the data source to the group.
h. Once you have added all the data sources, click on OK to create the data source group.
Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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When you click on the Monitor

«_ GenerateReports [ sc g | Monitor | Reparts T aRT Tab, a Network Overview report
+ Network = is automatically launched for b E
= Application 2

= Source Group: [ APP_PROFILE_D5G ] | c T - | the first DSG in the list. Use the

applications drop downs to select the

-a Source: | namlab-6500-1-MM trendium.com-ALL S X )
+ Hosts £ appropriate DSG, View and
= Conversations £  Today € Last ll— s IMinutes jv Ll2caneeet Report
+ DECP Group % | U erom: [04/03/2006 3:35 P 78] 1a: [04/04/2006 3:35 PM s
= Switch/Router T
- YLANS =8| TOC First Prev MNext Last Goto -DFS Download Print Back
Monitor Applications - Cu e Rates g 2 CiscaSvstiius
nammnnﬁpfz:nn AM :mgs PM This sl Detivarsion e )
DataSource Group: APP_PROFILE_DSG
I somy 61.23 M 235G
T tcp1226 9376 M 1525 G
T tcp-1225 1.80M 371.49M
I url-mstch-1 81432 K 30161 M
T =mip 46143 1 29258 M
T ngt-zession 20794 M
T zmb 17521 M
I syslog The report shows the Py 58.92 M
I g Cumulative Rates for the TEATK 27 40
T ot-reme Applications. If you would like 208.02 K Z2EE M
T socks to view the TopN, you can 3089K 21.00M
T harp select TopN from the drop 23821 K 1722 M
I icm down list and click on Refresh. 9785k 1187
I men-messenger You can also click on the TIBTK 962ZM
L e arrows next to the metric to 2y SE
sort the table.
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Step 2:
Go to the Monitor tab and select the Applications Report Suite.
a. Click on the Monitor Tab.

b. Click on the right arrow button at the top left corner to toggle the menu, and the down arrow button
at the top right corner to toggle the parameters page.

c. Select the DSG you just created, and the Aggregated view type.
d. From the Menu on the left, click on the Applications menu item and select the Applications Report.

Note: You might find that the report displays a “No data found” message. This happens when Cisco PVM
does not have any traffic information collected from the NAM whose information you are currently viewing,
but has data for the other NAMs in the data source group. Click on Next in the navigation bar to view the
information for the other NAMs. If Cisco PVM does not have information for any of the NAMs in the data
source group, it displays a pop up error message “There are no pages to display”. In this event, select a
different data source group.
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* | Data source Group: [RFF_PROFILE_OSG =] | RETRITINEIN =] [Cumulative Fates =]
applications
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DataS« Group: All NAM
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T R1I721602 172160 1535 K
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The list of hosts that were
using this application protocol
is shown to aid in monitoring.
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Step 3:
If you find a protocol that is using excessive bandwidth, you can find out who is using it.

a.

b.
c.
d

Click on the Protocol of interest.

PVM will list the hosts that were using the protocol and the amount of traffic they generated.

You can analyze the host in detail by clicking on the Host IP.
You can also analyze the trends by clicking on the ‘T’ hyperlink

Cisco PVM 1.0
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= Application -3
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Step 4:

You can also schedule these reports to be run at a given time for later perusal.
Click on the Reports Tab. By default the Applications Report page is shown.
Select the report period.

Select the data source group and specify the view type.

Enter a report name.

Schedule the report to run at a given time.

Click Run.

S0 o0 oW
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Step 5:

a. Scheduled reports are visible from the View Schedules menu
Click on the Schedules tab to see scheduled reports.
Reports that have already been run are available in the Completed tab.

® o o T

item.

Click on the report hyperlink to view it.
You can also view reports of a particular type by selecting the appropriate report suite in the

Archived Reports menu section.

Cisco PVM 1.0
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T TTTT TR Cisco.com

ARTSetp  J._sewp. ] _Monitor_]_Reports] ART | @ lens.]__admin__ IR

=Reports T ART
- Setup Raup I NAM: I Data Filter I Clear |
Mame: Source :
Scheduled Reports
. i isplayi items. 1
«iew Schedulas 4 items found, displaying all items
|A.RT Group Mame v|Descripti0n |Interua| |Ma>< Entries |Resp Time |
Archived Reports
|_ 234 234 1200 500 2000
= Current Report Archives
I_ ART1 ARTL 1200 so0 2000
= Networl: Flight Time
- O All 120 500 2000
= Server Response Time
. . n ff 2&400 B335 2000
= Client/Server Investigation r

9 | e | B | [ ooee

» Client/Server Response

Cisco PVM 1.0 © 20086, Cisco Systems, Inc. All rights reserved 90

Scenario

Network engineers are getting calls to troubleshoot user issues. They would like to proactively monitor the
network and troubleshoot issues before users become aware of them. Assume that users are complaining of
intermittent slow response times from a particular server. Cisco PVM can be used to monitor response times
from the server and alert the network engineer to potential trouble, allowing the engineer to take the
appropriate action before the users see any degradation in performance. The following steps allow the user
to proactively monitor the network:

Step 1:

Create an ART Group that carries traffic you are interested in.
a. Click on ART Tab.

b. Click on Add.
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Cisco.com
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DescHption: I

91

Step 1. (Contd.):

Click on the Add button.

Sa@ ™~ o o o

Click on OK.

Cisco PVM 1.0

Enter a Name for the ART Group.

Enter the appropriate Report Interval
Select the NAM from the drop—down
Select the appropriate data source from the NAM

Repeat steps e—g to add all the data sources.
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Step 2:

Create a Threshold for the Application Response Time of the server you are interested in.

a. Click on the Setup Tab

b. Click on the Thresholds Menu item.

c. Click on Add

Cisco PVM 1.0

© 2006 Cisco Systems, Inc

92



Scenario 2 — Proactive Monitoring

T T Cisco.com

Setwn | sewn | monor | epots | aRr | aers | admin

= AN Add A Mew Threshold
=DEG
»Thresholds * Name: lm d H * statis f |aRT =
« Preferences * Description: l— h * Matric: |Average 0 ionse Time -]
* Severitys [Warning 2] | © * ART Group |SERWER_RESPONSE_TIME -
Fixed Threshold: [~ | severity Ppercentage (2) vsemvertpaddr j: [ [ [ [
Sihcal IlDD— Application: l— Filter |
Major: ISU— Ij
Minor: IE,U—
Warning: |4U—
SNMP Trap: [ J
* Raguirad fiald
Ok Reset Cancel
Cisco PVM 1.0 © 2006, Cisco Systems, Inc. All rights reserved 93

Step 2. (Contd.):

Enter the Name for the Threshold.

Select the severity of the Alert to be issued.

Select ART from the Statistics drop—down.

Select the Average Response Time metric.

Select the ART Group you just created.

Enter the IP Address of the server you want to monitor.
jo Click on OK to create the Threshold.

STa ™o a

Note: To find out which servers and clients are talking to each other, you can use the Client Server
Response Time Report. Click on the Reports Menu item and select Client Server Response Time.
Click on Search ART Groups, select an ART group from the drop down and click on Run.

Cisco PVM 1.0 © 2006 Cisco Systems, Inc
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= Alerts
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@ Critical 04/05/2006 15:52:59 HOST_1510674604_1 Fenertic Host Statistics Cizco PWM
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Step 3:

PVM will now start base—lining the Average Response time for that server. If the Thresholds are

crossed, it issues

an alert.

a. To view alerts, click on Alerts Tab.
b. To view a specific alert click on the severity hyperlink of the appropriate alert.

Cisco PVM 1.0
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Step 3. (Contd.):

c. PVM displays the details of the Threshold violation.

Cisco PVM 1.0
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Scenario 3 - Troubleshooting
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Scenario

You are base-lining your response times from the server farm. An alert is issued that a critical

corporate server has a very high response time when compared to the baseline. You want to find
out if the apparent slow response time is due to the network or the application. Once you find that
the problem is indeed with the network, you want to know where the problem is and correlate the
response time problem in context with other traffic in your network.

Step 1:

Run a Network Flight Time Report for the server and a client in the ART group for which the alert was

issued.
Click on the ART tab.
Click on Reports —> Network Flight Time
Enter the parameters.
Click on Run

o 0o T W

Note: All ART Reports perform pre-filtering. That is, if Cisco PVM does not have any rerponse time

information from an ART group for the selected time period and parameters, you will not see any
ART groups in the drop-down list. In this event, try broadening the serach by changing the report

period to a longer time frame, and also by changing the parameters like Client IP Address etc.

Cisco PVM 1.0
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Scenario

3 - Troubleshooting

Generate Reports
= Network
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Monitor Interface - Cumulative Rates

04/06/2006 12:00 AM through 04/06/2006 11:16 AM

DataSource Group: SYSTEM_172.16.11.160_ALL_INTERFACES
Device (Type) : namlabh6500-1-SN1.trendium.com (NAM_SWITCH)
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Assume that the NFT indeed shows that the problem is with the network. To find out where the problem

is, you check the Lin
Step 2:
Check the link utilization
a. Click on the Monitor

k Utilization of the client Branch Router.

on the client Branch Router.
Tab

b. Click on Switch/Router —> Interface
c. Inthe Parameters Pane, select the appropriate DSG and time period.
d

Click on Refresh

Note: You will see a report as soon as you click on Switch / Router = Interface. Click on the Down
Arrow at the top right hand side to toggle the display of the Parameters pane and select the

appropriate paramet

Cisco PVM 1.0
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Scenario 3 - Troubleshooting

T T T T T T Cisco.com

Setup Setup T: a I Reparts I AR I Alerts i
=MAM
*DSG Name or Address: I Filter Clear System-wide Collection Cycle: 5 min
= Threshalds
Frei 6 items found, displaying all items. 1
s Prererences
|Name ¢|Address Q‘Type $|Host Address ¢‘ Status ¢|
I_ 10.253.65.97 10.253.65.97 WAM_2 Enablad
I- 10.253.65.98 10.253.65.98 WAM_2 Enabled
I- 10.253.65.99 10.253.65.99 WAM_2 Enabled
I_ MAM 151 172,16,11,151 WIM_MAK Enabled
¥ namlab-2800-1-HM.trendium, com 172,16,11,101 HM_NAM Enabled
[ namlab-£500-1-MM.trandium. com 1721611161 MAM_2 172,16.11.160 Enabled

Delete Disable Cannect

c
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Knowing that some application is eating up bandwidth on the branch router, you use the Single Sigh—
On feature of PVM to logon to the NM-NAM on the branch router and check for the applications that
are using that particular link.

Step 3:

Using the PVM Single Sign—On feature, logon to the Branch Router NM-NAM for further
troubleshooting.

a. Click on the Setup Tab

b. Check the appropriate NAM

c. Click on Connect

PVM takes you to the NAM Overview page.
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Cisco PVM 1.0 © 2006, Cisco Systems, Inc. All rights reserved 99

You find that a multi—- GB FTP transfer was initiated by a host. You report this to the network planning
group and close the ticket.

Step 4:

Using the PVM Single Sign—On feature, logon to the Branch Router NM-NAM for further
troubleshooting.

Click on Monitor —> Apps

Select the appropriate data source

Top protocols are shown.

Select the FTP (For ex) protocol and click on details to view the hosts using that protocol.

o 0o T @
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Overview

Archiving & Purging

Cisco PVM 1.0 © 2006, Cisco Systems, Inc. All rights reserved 101

Database Management Overview
PVM uses 2 database instances to store data:

OLTP Database — OLTP database is the application data store, where login information,
configuration information etc. is stored, as well as the initial repository for collected traffic
information. The raw traffic data is stored in the OLTP database until it is purged (in 2
days). The data for the Monitor charts comes from this database.

OLAP Database — The OLAP database is used as the long—term data store for traffic
data. No configuration information is stored in this database. This database contains the
aggregated information, based on the hourly, daily and yearly retention periods. The data
for Historical Reports comes from this database.

Note: Raw traffic data is converted periodically from the OLTP database into an
aggregated form in the OLAP database

Default DB Usernames, Roles, and SIDs

Cisco PVM uses the following instance ID’s and username passwords for the oracle
database instances

OLTP:
SID: CNAM  User:cnam/cnaml Role: USER
OLAP:
SID: SPDW  User : tadw / tadw Role: USER
OLTP & OLAP: User : tadwop / tadwop Role: Operator
* It is recommended that the DBA change the passwords after installation.
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Archiving

Cisco PVM provides a way to archive the data in the application data store. This archival feature is based
on the oracle import/export utilities. The archive file is a oracle .dmp file that is compressed using the gzip
utility. The following aspects need to be kept in mind when dealing with data archival:

« Archiving is disabled by default. When enabled, only data since the last archive is archived.

* What data can be archived? Configuration information from the OLTP database, and Traffic statistics
from the OLTP and OLAP databases

« Archived data can be re—imported. Re—imported data will not be re—archived.
« Archives are run at 3:00 am when enabled (those without the —I switch).
« The archives are 7 day rolling archives
« Offline storage of archives is left to the user.
To schedule archiving, use the following command as pvmadm user:
$ archive -p <Operator password> -f <File location> -<flag> start
To stop archival use the following command as pvmadm user
$ archive —p <Operator password> stop
The following flags are available and can be used in any combination:
e | - Perform archive immediately
e H- Consider historical data
e T-Consider non-historical data
e C - Archive configuration objects
Import of Archives
Data that has been archived can be re-imported into PVM . To re-import the data, the follow these steps:
Unzip the archive file. An example of the command to use would be:
$gunzip —c <archive fine name>|cpio —icvB “*TC*"
Use the standard oracle import utility to import the data. Use the appropriate Oracle SID:

If you are importing configuration information or near-realtime data from the OLTP database use the CNAM
SID.

If you are importing historical data from the OLAP database, use the SPDW SID:
$su — oracle
$imp file=<unzipped file name> userid=tadwop/tadwop @CNAM ignore=y
OR
$imp file=< unzipped file name> userid=tadwop/tadwop @SPDW ignhore=y
Purging and Retention Periods

The data that is stored in the two instances of the database in Cisco PVM is periodically purged, so as to
allow the user to better manage the data and provide speedy access to the relevant data. The data that is
purged from the database depends on the retention periods for each type of data. Cisco PVM is
programmed by default to retain information for a certain amount of time. For the raw traffic data in the
OLTP database, the retention period is 2 days, and data more than 2 days old is automatically purged. For
the historical data in the OLAP database, what is purged is based on the retention period for OLAP
Aggregate Data. The default is 3 months for daily data, 1 year of daily data and 3 years of monthly data.
The purge process is enabled by default.

You can configure the data retention periods:
¢ Inthe OLTP database, change the values of RETENTIONPERIOD in the TA_RETENTION table.

* Inthe OLAP database, change the values of RETENTIONPERIOD in the RETENTION table (you
need to log in as dw/password in order to access this table).
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Troubleshooting
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Go to:
http://www.cisco.com/en/US/products/ps6768/prod troubleshooting
quide book09186a008063d44c.html
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The Cisco PVM Troubleshooting Guide is available online at Cisco.com. You can download and print the
guide using Adobe Reader through your Web browser, or you can order a copy of the guide (P/N OL-8619—
01).

The guide provides the following PVM information:
e Deployment FAQs & Troubleshooting
» Setup FAQs & Troubleshooting
e Monitor and Reports FAQs & Troubleshooting
¢ ART FAQs & Troubleshooting
» General FAQs & Troubleshooting
e Trace Files
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Reference Materials

Below are links to documents and Web pages that provide further details on Cisco Performance Visibility
Manager and Network Analysis Modules (NAMS).

Cisco Performance Visibility Manager
Release Notes

Quick Start and Documentation Guide
User Guide

Troubleshooting Guide

Installation Guide

Cisco Catalyst 6500 and Cisco 7600 Series NAM (NAM-1, NAM-2)
Quick Start Guide

Product Literature (Data Sheets, Case Studies, Bulletins)

Questions and Answers

Cisco Branch Routers Series NAM (NM-NAM)
Quick Start Guide

Product Literature (Data Sheets, Case Studies, Bulletins)

Questions and Answers

Cisco Network Analysis Module Software (Traffic Analyzer)
Release Notes

User Guide

Online Bug Tracker

Search for known problems using the Cisco bug tracking system tool, called Bug Toolkit. To access Bug
Toolkit, perform the following steps:

Go to URL:

Log in to Cisco.com.

Click Launch Bug Toolkit.

Locate the product in the list of Cisco Software Products.
Click Next.
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