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About This Tutorial

• Identify the need for real-time fault 
management & analysis

• Describe the industry standard and 
Cisco tools for device fault analysis

• Provide several important scenarios 
for using DFM to manage device 
faults

• Provide helpful install and 
maintenance guidelines for system 
administrators

• Provide links to helpful reference 
documents on CiscoWorks, DFM, and 
fault analysis

About This Tutorial
The CiscoWorks Device Fault Manager (DFM) tutorial provides self-paced training focused on using DFM for 
viewing device faults occurring in Cisco devices. DFM is available with the purchase of the CiscoWorks LAN 
Management Solution (LMS) bundle. The LMS bundle is a suite of network management applications used 
for configuring, administering, monitoring, and troubleshooting a Cisco-based network. It enables network 
administrators to effectively manage their LAN and campus networks.
This tutorial will focus on how to use and administer DFM. More information on other CiscoWorks products 
can be found in separate tutorials and is highlighted later in this chapter.
The tutorial is structured as a series of self-paced modules, or chapters, that conclude with self-administered 
exercises. Also included as part of the tutorial is a helpful reference section containing links to technical 
documents on component products, concepts, and terminology. The tutorial material is presented through 
text, illustrations, hypertext links, and typical scenarios.
This tutorial is not intended to teach you how to manage or analyze faults in a network, but rather to introduce 
you DFM, which will help you achieve these tasks.
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How the Tutorial Is Organized

Chapter 1
Managing Device Faults in a 

Cisco Network

Chapter 2
DFM Features for Cisco 

Device Fault Management

Chapter 3
Scenarios

Chapter 4
System Administration 

Guidelines

Chapter 5
Helpful Links to Reference 

Material 

Review the importance of network 
management, the tools, and the data available

Learn how DFM can help a user to detect and 
analysis faults in a Cisco network

Using an example, learn how DFM can help 
manage Cisco device faults

Review important system requirements, installation 
guidelines, and system troubleshooting tools

A comprehensive set of links to information on 
CiscoWorks and DFM

How This Tutorial Is Organized
The tutorial is divided into five chapters. Each chapter outlines its specific learning objectives, and concludes 
with a series of self-assessment exercises based on the chapter objectives. The multiple-choice exercises 
provide a means for you to assess your understanding of the material presented in a given chapter. A 
summary of each chapter is listed below.

Chapter 1: Managing Device Faults in a Cisco Network
This chapter identifies the need for fault management and the many challenges related to managing and 
analyzing the faults when they do occur. This chapter will first identify the need for fault management and 
next formalize its definition before describing the challenges that make this area of network management so 
difficult. Finally, the chapter will introduce DFM, the main CiscoWorks application used for fault management. 

Chapter 2: Using DFM for Cisco Device Fault Management
This chapter discusses the key features of DFM in a manner that allows you to understand not only the 
product as a whole, but any reason for the individual tasks necessary for using DFM. Before getting into the 
specifics on how to use the various functions of DFM, the chapter discusses DFM architecture, to provide an 
understanding of how all the components work together and interface with other tools. The roadmap to using 
DFM is presented in a logical workflow showing how you would begin and continue to use DFM.
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Chapter 3: Scenarios
This chapter walks you through several scenarios to provide hands-on experience using DFM. The 
scenarios begin with steps on how to get started, followed by day-to-day monitoring activities and 
customized configurations. These scenarios will help to reinforce the information learned in Chapter 2. 

Chapter 4: System Administration Guidelines
This chapter provides information about client and server requirements, software installation guidelines, 
and tips for troubleshooting and avoiding common problems when using DFM. Detailed instructions on 
installing the software can be found in the various product installation guides. A link to these installation 
guides can be found in the references section (Chapter 5).

Chapter 5: References
This chapter contains a comprehensive list of additional product information, such as links to white papers 
and documentation.

Chapter Questions and Answers
This section contains the answers to the questions that conclude each chapter.
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Chapter 1Chapter 1

Managing Device Managing Device 
Faults in a Cisco Faults in a Cisco 
NetworkNetwork
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Chapter 1 Outline

• The Importance of Device Fault 
Management

• What is Fault Management?

• Challenges to Managing Device Faults

• Introduction to CiscoWorks Device Fault 
Manager

Chapter 1 Outline 
When asked to describe what network management is, many are quick to indicate that it is the ability to find 
faults in the network. Though this is just one of the many faucets of network management, its importance is 
obvious based on the response to the network management query. This chapter will first identify the need for 
fault management and then formalize its definition before describing the challenges that can make this area 
of network management so difficult. Finally, the chapter will introduce Cisco’s primary CiscoWorks 
application used for managing faults in the network, Device Fault Manager or DFM. 
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The Importance of Device Fault Management

Why can’t I 
attach to the 

corporate 
server?

Why can’t I 
attach to the 

corporate 
server?

I can’t get 
my e-mail
I can’t get 
my e-mail

The 
network 
is slow!!

The 
network 
is slow!!

I can’t get to 
the partner’s 

web site

I can’t get to 
the partner’s 

web site

How would you begin to solve their problems? Where do you 
start to look? How could tools help in this situation?

How would you begin to solve their problems? Where do you 
start to look? How could tools help in this situation?

Help

The Importance of Device Fault Management
Looking at a typical day in the life of a network administrator readily highlights the need for fault 
management. Although the server or other resource outside the management scope of the network 
administrator can cause many of the issues that are blamed on the network, to the user it is always the 
network’s fault.
Unfortunately, many of the complaints are real network problems, and finding the cause of them can be a 
real challenge. Most notable among the challenges are where to start looking for the cause, and what to look 
for. 
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What is Fault Management?

The ability to:
• Quickly and easily detect, isolate, 

and correct network faults:
– Monitor not only up and down status, 

but also potential problems

– Provide valuable insight into the 
relative health of a device and the 
network

– Address problems before network 
service degradation impacts users

• Minimize downtime and service 
degradation!

What is Fault Management? 
With the need for fault management so easily recognized, it can be defined as the ability to quickly and easily 
isolate, detect, and correct the conditions leading to undesirable network behavior. Typically, network 
managers perform fault management activities after the problem has already occurred. Unfortunately, as will 
be discussed in more detail later in this chapter, the presence of a problem doesn’t always indicate what the 
actual cause is, resulting in a tremendous amount of effort and time on the part of the network administrator 
to hunt down the culprit. 
A better solution would be to employ fault management tools that proactively monitor the network for 
indicators that the device or network is beginning to degrade. The network administrator would now know 
exactly what to fix, avoiding costly network service degradation.
This sounds easy enough, so why is it so hard in practice? Before answering this question, let’s first define 
what a fault is.



© 2005 Cisco Systems, Inc. 
All rights reserved.

Introduction 1-9DFM v2.0 Tutorial

Introduction 1-9© 2005 Cisco Systems, Inc. All rights reserved.DFM v2.0 Tutorial

What Constitutes a Fault?

FAULT
Any condition that leads to unexpected or undesirable behavior

FAULT
Any condition that leads to unexpected or undesirable behavior

Root CauseRoot Cause

Goal: Early fault detection. The earlier the symptoms are detected,
the sooner the fault condition can be isolated and corrected,

minimizing the impact to network service.

Goal: Early fault detection. The earlier the symptoms are detected,
the sooner the fault condition can be isolated and corrected,

minimizing the impact to network service.

SymptomSymptom
SymptomSymptom

SymptomSymptom
SymptomSymptom

Characterized/detected by:

Need to determine 
in order to correct:

Easier

More difficult

Detection/IsolationDetection/Isolation

What Constitutes a Fault? 
In simple terms, a fault is any condition that leads to unexpected or undesirable behavior. Typically, the 
altered behavior is fairly easy to detect (for example, poor response time). The resulting behavior of the fault 
condition can be seen as a symptom of the fault, but may not directly point to the actual condition that caused 
the fault. The real challenge of fault management is to isolate the root cause of the condition that leads to the 
altered behavior. Like a doctor making a diagnosis, you look at the symptoms to try to locate the problem, but 
unfortunately, many faults may exhibit the same symptoms (for example, long latency is a symptom that may 
be caused by many different faults).
A primary goal of any fault management system is to detect the symptoms and isolate the condition early, to 
allow for correction before network service degradation starts. We now begin to see one of the reasons why 
fault management is so difficult; next, we will look at an example that further highlights the difficulties of 
implementing a fault management solution.
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Challenges to Managing Device Faults

DetectionDetection • Response time tests
• SNMP trap from device indicating problem or error condition
• Syslog message from device indicating problem or error condition
• Irate user!

Possible
Root Cause
Possible

Root Cause
• Router port going up and down
• Too many ACLs in router (slow processing)
• Buffer allocation problems
• High bandwidth due to backup

SymptomSymptom • The XYZ application is exhibiting poor response time

• The real challenge!
– Where to start looking?
– What fault could be causing the slow response?
– What MIB variable(s) must be polled to detect this fault?
– What is an acceptable range for the MIB variable(s)?
– What other conditions must also be occurring?
– How often to poll for this information?

IsolationIsolation

Challenges to Managing Device Faults
The following example is used to illustrate the challenges of performing fault management:
The XYZ application is experiencing poor response time. This is the symptom of the fault condition. The 
symptom may have been discovered in many ways, including through periodic response time tests; through 
SNMP trap or Syslog messages from a device in the path to the server, indicating some kind of problem; or 
as in many cases, through a report from an upset user.
The network administrator now knows there is a problem, but does not know the cause. Possibilities the 
network administrator might consider include a router port going up and down; too many ACLs in a router, 
slowing down packet forwarding; buffer allocation problems; high bandwidth due to the backup application 
running; or possibly a defective device.
So a problem has been detected, but not yet isolated. To isolate the problem, the network administrator must 
answer some difficult questions, including:

• Where to start looking?
• What fault could be causing the slow response?
• What MIB variable(s) must be polled to detect this fault?
• What is an acceptable range for the MIB variable(s)?
• What other conditions must also be occurring?
• How often to poll for this information?

This example should highlight the need for tools to assist in fault management. Many fault management tools 
allow the network administrator to write rules to find various faults. However, the writing of these rules is 
subject to the same questions the network administrator must answer when finding a fault in a reactive 
manner. To write the rules, the network administrator would potentially need to have a design engineer’s 
knowledge about the devices on the network. Clearly, fault management is a difficult task. 
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Introduction to CiscoWorks DFM

DFM detects the symptoms or 
unexpected conditions on a 
Cisco device 

DFM automatically looks for a 
range of common problems at 
the device and VLAN level 
without requiring users to write 
rules or set polling or threshold 
values

DFM reports these conditions 
as Alerts and can notify 
network administrators of 
these conditions

Summary of all faults 
detected for the Cisco 

devices managed using DFM

Summary of all faults 
detected for the Cisco 

devices managed using DFM

Introduction to CiscoWorks DFM
Traditionally, fault management applications have simply determined whether a device was up or down. With 
the complexity of network infrastructure equipment in networks today, a device can be up but performing 
badly, resulting in network performance degradation. Most fault managers therefore allow the network 
administrator to selectively poll specific MIB variables to determine the overall health of a device. Doing so, 
however, requires a great deal of knowledge to determine what constitutes a healthy device, and what MIB 
variables to poll to determine its health. Further, many times a single MIB variable does not tell the whole 
story; multiple variables in conjunction with events are required determine a particular health index.
DFM addresses these issues head-on by providing device-specific fault management out of the box. You 
don’t have to write complex rules or spend vast amounts of time performing difficult configurations. 
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Introduction to CiscoWorks DFM
A Quick Look at DFM Alerts

DFM comes pre-configured with built-in intelligence to determine the proper 
operation of Cisco Devices and automatically provide actionable information

Summary of all faultsSummary of all faults

Problem-focused analysis, including chassis, 
fan, memory, network adapters, power supplies, 
processors, and system

Problem-focused analysis, including chassis, 
fan, memory, network adapters, power supplies, 
processors, and system

Drill-downs to events 
causing the alert

Drill-downs to events 
causing the alert

A Quick Look at DFM Alerts
DFM has the built-in intelligence to determine what variables and events to look for to determine the health of 
a Cisco device, without user intervention, for true fault management. DFM correlates events and determines 
their importance so that the event viewer is not flooded with useless information. The events for a device is 
aggregated together and the user can view the alerts easily for all devices in the DFM Alerts and Activities 
window.  For example, rather than reporting that all of the ports on a card are down, DFM reports only one 
alert that there is a interface problem with the device.  The user can then drill down into the alert and see the 
events that the card is down. 
Chapter 2 of this tutorial will provide a lot more details on the alerts, events, and notification methods 
provided by DFM.
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Introduction to CiscoWorks DFM 
Where to Find DFM

Internetwork
Performance Monitor

Device Fault
Manager

Campus Manager

Resource Manager
Essentials

CiscoView

LAN Management 
Solution
(LMS) 

• DFM is available in the 
CiscoWorks LMS solution 
bundle

• LMS contains other 
CiscoWorks applications 
for Cisco device 
configuration and 
performance management

CiscoWorks Common Services

Where to Find Device Fault Manager (DFM)
DFM is available as one of several applications in the CiscoWorks LAN Management Solutions (LMS) 
bundle. It cannot be purchased separately. To run DFM as a standalone application on a server would 
require that you first install CiscoWorks Common Services. Common Services provides the web server, 
security authentication, and GUI desktop interface for DFM and other CiscoWorks applications. The other 
applications in the LMS bundle include:

• CiscoView—Graphical device management application; provides managers with browser access to 
real-time device status and operational and configuration functions.

• Resource Manager Essentials (RME)—Provides network inventory, device change management, 
network configuration, software image management, network availability, and Syslog analysis tools.

• Campus Manager (Campus)—Designed for managing Cisco powered switched networks, this 
application includes Layer 2 device and connectivity discovery, workflow application server discovery 
and management, detailed topology views, end-station tracking, Layer 2 and 3 path analysis tools, IP 
phone location, and phone call tracing.

• Internetwork Performance Monitor (IPM) )—Configures and gathers performance statistics for IP SLAs 
(Service Level Agreements) agents embedded in Cisco IOS devices. IP SLAs send synthetics test 
traffic from the Cisco IOS devices to a target device.  The test traffic is measured for network 
latencies, errors, and jitter (voice and video traffic).  IPM gathers these statistics for historical reports.  
Test operations are available for upper layer protocols as well as voice and video.
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Introduction to CiscoWorks DFM 
Devices Supported By DFM

• Support for numerous Cisco devices: 
– Broadband Cable 
– Content Networking 
– DSL and LRE 
– Interfaces and Modules 
– Optical 
– Routers 
– Security and VPN 
– Storage Networking 
– Switches and Hubs 
– Universal Gateways and Access Servers 
– Voice and Telephony 
– Wireless 
– Third Party Servers 

Go to URL: 
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/dfm/dev_sup/dfm2_0.htm

to view the complete supported device table for DFM 2.0

Go to URL: 
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/dfm/dev_sup/dfm2_0.htm

to view the complete supported device table for DFM 2.0

Devices Supported by DFM
There are too many devices supported by DFM to list all of them here in this tutorial.  To find out if a 
particular device is supported by DFM, refer to the supported device table for DFM 2.0 found at:
http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cw2000/dfm/dev_sup/dfm2_0.htm 
If the device is supported and DFM fails to display the device, then check one of the following: 

• The SNMP server may not be set in the device.  
• The SNMP credentials are incorrect. Verify that the device attributes are correct in the CiscoWorks 

Device and Credential Repository (DCR). See User Guide for CiscoWorks Common Services for more 
information. 

• The management station cannot reach and successfully ping the device.  
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Continue on to Chapter 2 to learn about the features of DFM for device fault management. 
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Chapter 2Chapter 2

DFM Features For DFM Features For 
Cisco Device Fault Cisco Device Fault 
ManagementManagement
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Chapter 2 Outline

• DFM Overview
– What is DFM?
– Functional Overview

• Fault Management Using DFM
– Alerts & Activities
– Event Details
– Fault History
– Event Notification
– Polling & Threshold Customization

• Understanding How DFM Works

Chapter 2 Outline
Hopefully Chapter 1 has excited you to the possibilities of performing fault management using DFM. This 
chapter discusses the key features of DFM by first reintroducing DFM and providing a functional flow, 
followed up with more details about the features of DFM. The final section of this chapter briefly explains how 
DFM works – what to poll, what threshold to use, etc.
By the conclusion of this chapter, the reader should have a good understanding of the components of DFM 
and what is possible with them. Chapter 3  will then provide the jump start to using DFM through a series of 
scenarios that takes you from getting started through customization. 
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DFM OverviewDFM Overview

DFM Overview
• Fault Management Using DFM
• Understanding How DFM Works
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• Out of the Box Analysis
– Looks for a wide range of faults
– Thresholds and polling pre-set based on testing and experience 

– This can also be manually adjusted

– Intelligently correlates information to minimize flooding event screen
– Highest severity problem shown per device - drill down to see all alerts 

detected for device

• Fully Integrated with CiscoWorks
– DFM automatically populated from CiscoWorks shared device inventory
– Uses CiscoWorks or Access Control Server security roles
– DFM data displayed on Common Services Device Center application 

(after DFM is registered with CiscoWorks home page)

What is Device Fault Manager?

Problem Focused Fault Analysis for Cisco DevicesProblem Focused Fault Analysis for Cisco Devices

What is Device Fault Manager?
The CiscoWorks Device Fault Manager (DFM) application provides a fault analysis tool for Cisco-specific 
network devices. The application is designed to provide insight and information about the operational health 
of the Cisco devices in the network. The key distinction and differentiating value is that, in addition to 
identifying whether devices are up or down (the so-called "green/red" management), DFM considers 
potential problems by polling the devices for specific information and then correlating this information to 
diagnose the problem. Perhaps the best part of DFM is that there are no rules to write to detect and diagnose 
these potential problems - DFM comes ready to use right out of the box. DFM is fully integrated with 
CiscoWorks and therefore automatically is populated with devices from the Device and Credentials 
Repository (DCR) and immediately begins monitoring for faults.
From an end-user perspective, DFM provides network management operators with early insight into potential 
problems within the network infrastructure without any cumbersome configuration (though customization is 
possible). Using this proactive management method, problem areas can be addressed before they escalate 
to cause service degradation within the network.
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DFM Engine

DFM Functional Architecture

SNMP 
Queries

Per Polling 
Settings

Threshold
Settings

Threshold
Settings

SNMP
Port

Trap
Receiving

Port

Trap
Forwarding

Port

Notification 
Services

Notify based 
on user 
criteria

Notify based 
on user 
criteria

EmailEmail

TrapTrap

SyslogSyslog

Users

DFM Alerts 
& Activities 

Display

Third Party
NMS or Event 

Notification System

Raw Traps

DFM Server

Traps

Fault History DB
(Stores 31 days of 

data)

Fault History 
Display

DFM Functional Architecture
As previously mentioned, the monitoring “rules” come preloaded in DFM, meaning DFM knows the exact MIB 
variables to poll for and the rules for determining the devices overall health based on the retrieved values. 
DFM additionally uses various traps to determine the overall health of a device.
Although DFM can and does collect SNMP traps from the managed devices, the main purpose of this feature 
is to provide diagnostics. Generic MIB-II traps (such as Link Up and Link Down) are used to expedite the port 
and interface operational diagnostics and pinpoint unstable conditions (such as interface flapping). DFM is 
not considered a general trap receiver and therefore does not display details about many traps. Therefore, it 
is important to forward these traps onto a trap collection system like HP OpenView. A handful of traps, 
however, are presented to reflect some important operational and performance changes that otherwise 
cannot be diagnosed by DFM (for example, Loss Of Signal in the optical switches).
When DFM detects certain events, an Alert is generated and displayed on the Alert and Activities console. 
Alert notification customization is also available by creating Notification Groups consisting of a set of events 
and alerts on a set of devices. Alerts fitting the parameters detailed in a Notification Group can then be sent 
out as E-Mail, SNMP Trap, or a Syslog Message allowing for flexible notification of detected conditions.
DFM also stores 31 days of fault history to help in the analysis of devices on a device.
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Fault Management Using Fault Management Using 
DFMDFM

• DFM Overview
Fault Management Using DFM

• Understanding How DFM Works
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Fault Management Using DFM
Alerts & Activities

Consolidated real-time view of the 
operational status of the network

Consolidated real-time view of the 
operational status of the network

Drill-down to Alerts 
and Activities Details
Drill-down to Alerts 

and Activities Details
Drill-down to 

Detailed Device View
Drill-down to 

Detailed Device View

User 
Alert 

Views

User 
Alert 

Views

DFM Tools
(see next page)
DFM Tools

(see next page)

Severity of Alert
(see next page)

Severity of Alert
(see next page)

Alerts & Activities
The Alerts and Activities display is the main DFM task used on a day-to-day basis. It provides a consolidated 
real-time (updated every 30 seconds) view of the operational status of the network. The display is designed 
to leave up and running, providing an ongoing monitoring tool. When a fault occurs on the network, DFM 
generates an event or events that are rolled up into an alert and is shown on the Alerts and Activities display. 
To minimize device alerts displayed or to focus monitoring efforts, Alert Views are employed to show a 
subset of the devices being monitored by DFM. Additionally, filtering by alert or event severity and status is 
also available.
The Alert and Activities display is just the starting point for viewing network fault activity. From this display, 
numerous drill downs are available to see more information about alerts, events, and device details.
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Fault Management Using DFM 
Alerts & Activities Legend

Severity of 
Alert

- Critical

- Warning

- Informational 
Unidentified Trap

- InformationalNo 
Icon

Last
Change

- Alert updated within         
last 15 minutes

- Alert updated within 
last 16 - 30 minutes

- Alert updated within 
last 31 - 45 minutes

No 
Diamonds

- Alert was updated 
over 46 minutes ago

- Export current tabular 
display to a PDF file

- Opens the filter page for 
refining the alerts 
displayed

- Opens printer friendly 
version of display

- Opens DFM tools 
window with link to 
Fault History

- Opens DFM help 
window

Alerts and Activities Legend
As shown in the graphic above, the Alerts and Activities display uses icons as a means of quick glance 
status (severity and Last Change), and as launch points for additional tools.
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Fault Management Using DFM 
Alerts and Activities Details

Drill down on Alert ID from Alerts & Activities 
display to see which events caused the alert

Drill down on Alert ID from Alerts & Activities 
display to see which events caused the alert

Tools drop-down list 
(launch tool for selected 

device or event – list 
depends on CiscoWorks 

configuration)

Tools drop-down list 
(launch tool for selected 

device or event – list 
depends on CiscoWorks 

configuration)

CommandsCommands

Drill-down to 
Event Details
Drill-down to 
Event Details

Alerts and Activities Details
The Alerts and Activities display provides a consolidated view of alerts detected on the network. Each alert 
can be comprised of one or more events. To see the details about a particular alert, drill down to the details 
by clicking on the Alert ID. This launches the Alerts and Activities Detail display. It lists each of the individual 
events detected on the device containing the alert. Information on the individual events including the time of 
last change help in determining the nature of the faults. 
From this display, the network administrator can perform various actions in handling the alert. First, the alert 
can be acknowledged indicating that it has been reviewed. The network administrator may decide to suspend 
further monitoring of a device while troubleshooting and resolution procedures take place or can add an 
annotation to the alert to inform other team members of the resolution status.
Finally, the Alerts and Activities Detail display allows for the launching of several other CiscoWorks tools to 
assist in the troubleshooting and resolution efforts.
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Fault Management Using DFM 
Event Details

Drill down on Event ID from Alerts & Activities Detail 
display to see the MIB attribute values for the Event

Drill down on Event ID from Alerts & Activities Detail 
display to see the MIB attribute values for the Event

Reason for Event
(Actual MIB value and 
configured threshold)

Reason for Event
(Actual MIB value and 
configured threshold)

Relevant Event 
Information

Relevant Event 
Information

Event Details
Like the Alerts and Activities display, the Alerts and  Activities Detail display shows a summary of 
information. To see actual values from the device that triggered the event, click on the Event Id to launch 
Event Details. This display list actual variables and their value during the last polling cycle and any 
associated threshold helping the network administrator determine the extent of the condition.
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Detailed Device View

Suspend or resume 
monitoring of any 

component

Suspend or resume 
monitoring of any 

component

Drill down on Device Name link from Alerts & 
Activities display to display Detailed Device View

Drill down on Device Name link from Alerts & 
Activities display to display Detailed Device View

Detailed Device View

Memory components

For aggregated devices, (i.e. with MSFC), user can launch a 
separate Detailed Device View on the MSFC)

For aggregated devices, (i.e. with MSFC), user can launch a 
separate Detailed Device View on the MSFC)

Examine monitored 
components of a device and 

current MIB values

Examine monitored 
components of a device and 

current MIB values

Detailed Device View
As will be detailed in the next section of this chapter, DFM discovers the different components of a device to 
further define how it is to be managed. The Detailed Device View provides information on the devices and 
device components that DFM is managing. 
The Detailed Device View (DDV) can be launched by clicking on the device name within the Alerts and 
Activities display or using a separate task under the Device Management tab. The Detailed Device View 
display can not only be used to view current values retrieved by DFM for the different managed components, 
but to also choose to un-manage (suspend polling) specific components.
Aggregated Devices
The illustration above shows a DDV for a Cisco Catalyst 6500 switch. This switch contains an MSFC card (a 
contained device). If you select the MSFC card, the DDV displays the managed state of the subcomponent 
on the right side of the display and a new DDV launch point is provided. To display a DDV for the MSFC 
card, click Launch New DDV For This Device. The new DDV appears,
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Fault History

Can be launched from:
- Fault History Tab (search by Device, Group, Alert, Event)
- Alerts & Activities Tools (24 hour history for all current view alerts)
- Alerts & Activities Details (launched for selected event)

Can be launched from:
- Fault History Tab (search by Device, Group, Alert, Event)
- Alerts & Activities Tools (24 hour history for all current view alerts)
- Alerts & Activities Details (launched for selected event)

Fault History saves 
up to 31 days of data
Fault History saves 

up to 31 days of data

Fault History
Fault History stores and allows you to view the history of DFM events and alerts for the past 31 days. The 
stored history includes alert information and annotations, and event information and properties (for example, 
the values of MIB attributes at the time of the event, polling and threshold information, and utilization 
information). 
Fault History can be launched in a variety of ways:

• From the Alerts and Activities display (icon in upper right-hand corner) – provides fault history for the 
last 24 hours for all alerts within the current view.

• From the Alerts and Activities Detail display (pull down menu tool list) – provides fault history for last 
24 hours for the selected event.

• From the tasks within the Fault History tab – allows for granular searching of the database.
• From the Common Services Device Center – fault history for device displayed in device center for 

either the last 24 hours or 31 days.
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Device Center Integration

DFM information can 
be found on Device 

Center report
(launched from 

CiscoWorks Home page 
or from tools drop down 

list on Alerts and 
Activities Detail screen)

DFM information can 
be found on Device 

Center report
(launched from 

CiscoWorks Home page 
or from tools drop down 

list on Alerts and 
Activities Detail screen)

Summary fault information for 
selected device 

Summary fault information for 
selected device 

Quick link to Fault History 
for selected device

Quick link to Fault History 
for selected device

Device Center
The CiscoWorks Device Center application provides information for a single device that includes both data 
and links to all CiscoWorks applications registered to Common Services. Device Center provides a central 
point from where you can see a summary and reports for the selected device, invoke various tools on the 
selected device, and perform the tasks that can be performed on the selected device.
After launching device center, you can perform device-centric activities, such as changing device attributes, 
updating inventory, Telnet etc. depending on the applications which are installed on the Common Services 
Server. You can also launch Element Management tools, reports, and management tasks from the Device 
Center.
The Device Center has a launch point from CiscoWorks Homepage, but is discussed here because it can be 
launched for a device from the DFM Alerts and Activities Detail pull down tools list. The Device Center 
summary shows information regarding any current alert for the device and also includes a link to the Fault 
History report.
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Fault Management Using DFM 
Notification Services

Alerts/Events matching Notification 
Group parameters can be forwarded as:

• Email
• Syslog
• Trap

Alerts/Events matching Notification 
Group parameters can be forwarded as:

• Email
• Syslog
• Trap

Notification Group consists of:
• Alert Severity/Status
• Event Type/Severity/Status
• Set of Devices

Notification Group consists of:
• Alert Severity/Status
• Event Type/Severity/Status
• Set of Devices

Notification Services
The Alerts and Activities display is one of the main ways to use DFM on a day-to-day basis but would require 
constant visual contact to be alerted to changes in the fault state of the network. To free the network 
administrators from 24/7 visual contact with the Alerts and Activities display, DFM allows for alternate means 
to notify personnel – E-mail, SNMP traps, and Syslog message. Each of these notification mechanisms 
would provide a summary of the alert/event. The receiver of the notification could then return to DFM for 
more details.
Notifications are sent based on subscriptions to notification groups. Basically a notification group is a set of 
events and alerts occurring on a set of devices. This allows for different recipients or notification mechanisms 
for different devices and alerts for ultimate notification flexibility.
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Polling & Threshold Customization

DFM comes pre-configured 
with polling and threshold 
values. These values can 

also be modified

DFM comes pre-configured 
with polling and threshold 
values. These values can 

also be modified

Custom polling and 
threshold groups can also 

be created to support 
troubleshooting and/or finer 

granularity monitoring

Custom polling and 
threshold groups can also 

be created to support 
troubleshooting and/or finer 

granularity monitoring

Polling and Thresholds
Though DFM comes pre-configured with polling and threshold parameters, DFM can be customized to 
modify these parameters for all members of a class or to create custom classes or groups and define specific 
polling and threshold values for them. What can’t be created is the ability to poll variables not currently polled 
by DFM.
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• DFM Overview
• Fault Management Using DFM

Understanding How DFM Works
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Periodically query (poll) Cisco device
for specific values used to determine

status and health of the device

Compare retrieved values
against threshold values to 
help proactively determine
if an undesired condition is

about to occur or is occurring

Compare retrieved values
against threshold values to 
help proactively determine
if an undesired condition is

about to occur or is occurring

DFM

How does DFM determine what 
to poll for each device type?

How does DFM determine what 
to poll for each device type?

What is your CPU utilization?

My CPU utilization is 91%

CPU threshold for device type voice gateway is 90%;
91% > 90%, so generate an event to inform user

How DFM Works
DFM leverages device status and health information, which is stored locally on the device in a Management 
Information Base (MIB). Each variable in a MIB has a unique “address” known as an Object Identifier (OID). 
These OIDs are the same on each like device. DFM leverages this structured information to perform its 
analysis. DFM knows which MIB variables it needs from each type of device to perform its analysis.
DFM asks each device for this information using a Simple Network Management Protocol (SNMP) query. 
The SNMP packet contains the OID of the MIB variable it wants to receive. When the SNMP agent on the 
device receives this query, it retrieves the requested variable (using the OID) and returns the value to the 
requester.
Upon receipt of the requested value, DFM must make a judgment on this value to determine if it indicates a 
potential fault condition. Many variables are simply true or false values, simplifying this judgment. Others are 
a numerical indication about some aspect of the device. For this type of value, DFM must compare it against 
some predefined threshold to determine the health of this aspect of the device. 
As mentioned previously in this tutorial, DFM already knows which MIB variables to poll for each device to 
determine the health and status of the device. The necessary threshold values have also been predefined 
based on extensive testing. This allows DFM to begin fault and performance monitoring nearly right out of the 
box after the devices are added to the DFM inventory. 
The upcoming pages will explain how DFM determines what to monitor for each device type and how to 
modify thresholds and polling periods, if needed.
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DFM System Defined Groups

DevicesDevices DCRDCR

DFMDFM

CS Device GroupsCS Device Groups
Polling defined

per 
Device Group

Polling defined
per 

Device Group

Thresholds 
defined per 
Grouping

Thresholds 
defined per 
Grouping

Added to

CS Creates

DFM Creates

DFM System Defined GroupsDFM System Defined Groups

DFM System Defined Groups
DFM comes with built-in knowledge to determine  how to group the device components for the devices 
added to DFM, what to poll for, and how often to poll each component. For example, all routers are polled 
and managed at the system level identically, and all 1 GB interfaces (variables and thresholds) are grouped 
together; thus, they are all managed exactly the same. 
Thus, for polling and analysis to take place by DFM, DFM must first place its devices and their components 
into its proper set of System Defined Groups.  Each of these groups have been created by DFM. The 
concept of grouping devices is used throughout all CiscoWorks products, in fact, as devices are added to the 
DCR, there are placed into a group based on their device type. These system defined device groups are the 
same groups that DFM has rules written for.
As the devices are brought into DFM from the DCR, DFM performs a discovery of the device to determine its 
manageable components and places each of the components into one of the DFM system defined groups 
that already exist and have polling and threshold setting already defined.
At this point all the manageable components in DFM have been grouped into appropriate bins so that DFM 
knows what to poll for and how to determine the health based on the value of the variables polled for.  Since 
each device should only be polled once during a cycle, the polling frequency is determined by device type 
and DFM polls for all variables for all managed components detected for that class of variables.
Thresholds are a little different and threshold exist not only for the device group, but also for each managed 
component group. So a router will be polled using the polling parameters for the router group and the 
returned values will be compared against the threshold group for routers, and the threshold groups for each 
managed component (i.e. I GB interface).
The graphic above shows the group hierarchy – device groups are located under Common Services (devices 
put into groups when added to DCR) and the component groups are located under the system defined 
groups for DFM. DFM system defined groups cannot be added, modified, or deleted.
The next few pages will show how to determine membership of groups, how to create new groups, and how 
to change priority so devices belonging to two groups know which parameters to use.
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Ports & Interfaces Managed

Routers

By default,
Trunk ports are in a Managed state

and Access ports are in an Unmanaged state

By default,
Trunk ports are in a Managed state

and Access ports are in an Unmanaged state

By default,
all Interfaces in the 

MIB are in a Managed
state

By default,
all Interfaces in the 

MIB are in a Managed
state

Access Ports

Switches

Trunks

Ports & Interfaces Managed
As just previously mentioned, when a device is added to DFM, DFM assigns the device interfaces and ports 
to DFM system defined groups depending on their type.
Every device, device port, and device interface belongs to at least one system-defined group; in fact, they 
can belong to several. When a device belongs to several groups, DFM uses the settings of the overriding 
group, discussed later in the tutorial. The overriding group is the highest priority device group to which the 
device belongs.
Thus, all interfaces belong to a system defined group and can be placed in a Managed or Unmanaged state.  
By default, DFM uses the following rules to place device ports and interfaces in a Managed state:

• Ports on switches - By default, DFM manages trunk ports but does not manage access ports.  A trunk 
port is a port that is connected to another Layer 2 device (such as a switch, bridge, or hub).  An 
access port is a port that is either not connected to any device, or is connected to a non-Layer 2 
device (such as a router).

• Interfaces on routers - By default, DFM manages all interfaces listed in a device ifTable.
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Polling Group Membership

DFM > Configuration > Polling and Thresholds > Polling Parameters

List of devices 
belonging to 

Routers Polling 
Group

List of devices 
belonging to 

Routers Polling 
Group

Parameters Polled
and current values
Parameters Polled
and current values

Routers

Polling Group Membership
A polling group determines the frequency in which a device is polled to retrieve the necessary MIB values for 
DFM to perform its analysis. Launching the Polling Parameters task will present a list of device groups 
(remember polling is for device groups only). Select a group and then select View. A table will be displayed 
showing all devices that are members of that group. Also displayed are the current polling parameters (both 
default and current) for each managed component type.
Again, in the event a device belongs to two polling groups, the Overriding Group will list the polling 
parameters used by DFM for this device.
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Modifying Polling

DFM > Configuration > Polling and Thresholds > Polling Parameters

Click Edit to view/change the 
polling interval or enable/ 

disable actual polling

Click Edit to view/change the 
polling interval or enable/ 

disable actual polling

ROUTERS

Before these changes take 
effect, the user must run the 

Apply Changes task

Before these changes take 
effect, the user must run the 

Apply Changes task

Routers

Modify Polling
If the network administrator determines that the polling for a particular group is not adequate for whatever 
reason, simply select the group from the Polling Parameters task and click Edit. Change the values as 
necessary and save them. 
Note(s):

• Before these changes take effect, the user must run the Apply Changes task (refer to Chapter 3, 
Scenario for an example). 

• Notice that the Polling Parameters task also has a Factory Setting button to return polling settings to 
their original value.
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Threshold Device Group Membership

DFM > Configuration > Polling and Thresholds > Managing Thresholds

List of devices 
belonging to 

Routers Device 
Threshold Group

List of devices 
belonging to 

Routers Device 
Threshold Group

• Threshold categories 
assigned to Routers Device 
Group

• Parameters within category 
and current value

• Threshold categories 
assigned to Routers Device 
Group

• Parameters within category 
and current value

ROUTERS

Routers

Threshold Device Group Membership
Threshold group membership is a little more tricky and must be looked at by device thresholds and 
component group thresholds. Though the concept is the same, the component threshold membership 
viewing has an additional step.
To view threshold membership, use the Managing Thresholds task. The group selector appears slightly 
different than the polling group selector. The device groups under the Common Services application are the 
same, but the thresholds group selector also has the component groups found under the DFM heading. To 
view membership in a threshold device group, select the group and click View.
Like the polling group membership view, the threshold device group view lists the members in the selected 
device group along with the threshold category and the default and current threshold settings. 
Note:

• If the device belongs to more than one group, the Overriding Group column lists the threshold group 
that DFM will use to analyze this device.
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Threshold Component Group Membership

DFM > Configuration > Polling and Thresholds > Managing Thresholds

Membership
(See Next Page)
Membership

(See Next Page)

• Threshold categories 
assigned to 1 GB Ethernet
Interface Group

• Parameters within category 
and current value

• Threshold categories 
assigned to 1 GB Ethernet
Interface Group

• Parameters within category 
and current value

1GB Ethernet

Threshold Component Group Membership
To view the members of a component threshold group, this requires an additional step. First, select the 
threshold component group to view membership for. The component groups require you to expand the DFM 
and System Defined Group headings. The component groups then fall under one of the following three 
headings: 

• Access Port
• Trunk Port
• Interface

Expand the appropriate heading and select the threshold component group (only groups with members are 
listed), and click View.
This table view of the threshold component group is slightly different; listed are the threshold category names 
and the default and current value. To see the actual membership of the group, click the View Interfaces
hyperlink in the first column. (Illustrated on next page.)
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Threshold Component Group Membership Continue …

Interfaces in the 1 GB Ethernet
Interface Threshold Group

Interfaces in the 1 GB Ethernet
Interface Threshold Group

Threshold Component Group Membership(Cont)
Selecting the View hyperlink causes a new window to be displayed listing the devices and their interfaces or 
ports that are members of this threshold component group. 
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Modifying Thresholds

DFM > Configuration > Polling and Thresholds > Managing Thresholds

Threshold 
Category 

Parameters

Threshold 
Category 

Parameters

Enable/Disable Threshold 
Categories assigned to 

selected Group

Enable/Disable Threshold 
Categories assigned to 

selected Group

After modifying values changes must be 
applied using the Configuration > Polling 

and Thresholds > Apply Changes task

After modifying values changes must be 
applied using the Configuration > Polling 

and Thresholds > Apply Changes task

1GB Ethernet

Modifying Thresholds
Like the modification of the polling parameters there may come a time when the network administrator 
deems it necessary to modify the threshold parameters for one of the threshold groups. Using the Managing 
Thresholds task, select the threshold group to modify and click Edit. Change the values as necessary and 
save them. Before these changes take effect, the user must run the Apply Changes task. Notice that the 
Managing Thresholds task also has a Factory Setting button to return threshold settings to their original 
value.
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Creating Custom Groups

What if you want to poll/threshold routers differently (i.e. critical vs. normal)?What if you want to poll/threshold routers differently (i.e. critical vs. normal)?

User-defined 
Customizable 

Groups

User-defined 
Customizable 

Groups

DeviceDevice Trunk PortTrunk PortInterfaceInterfaceAccess PortAccess Port

Customizable Group 1
Customizable Group 2
Customizable Group 3
Customizable Group 4
Customizable Group A
Customizable Group B
Customizable Group C

Customizable Group 1
Customizable Group 2
Customizable Group 3
Customizable Group 4
Customizable Group A
Customizable Group B
Customizable Group C

Customizable Group 1
Customizable Group 2
Customizable Group 3
Customizable Group 4
Customizable Group A
Customizable Group B
Customizable Group C

Customizable Group 1
Customizable Group 2
Customizable Group 3
Customizable Group 4
Customizable Group A
Customizable Group B
Customizable Group C

Polling & ThresholdsPolling & Thresholds ThresholdsThresholds ThresholdsThresholds ThresholdsThresholds

For each Group Type, DFM provides 7 customizable groups

Creating Custom Groups
The basic scheme for managing device works fine in a network where all devices are considered equally 
as important, but what happens if you need to troubleshoot a device or want to manage one set of routers 
differently. DFM provides for this case through the use of Customizable Groups. Basically, the devices 
and/or components that you wish to manage differently are put into there own custom group and then the 
polling and threshold parameters for the custom group can be modified to meet the management needs.
Customizable groups are the only user-defined groups for which you can set polling and threshold 
parameters. They are provided so you can create groups that fit your needs. DFM provides 28 
customizable groups, which are divided into four categories:

• Device
• Access port
• Interface
• Trunk port

DFM includes 7 customizable groups for each of these groups. 3 customizable groups (A, B, and C) are 
for troubleshooting single devices or components, and 4 of them (1, 2, 3, and 4) are for customizing 
polling and thresholds for multiple devices and/or components. These groups are found under the User-
Defined Group heading of a group selector. These groups cannot be deleted or cannot have their names 
changed.
To create and use custom groups, follow these steps and the upcoming pages in this chapter:

1. Select a customization group name
2. Populate the group with devices and/or components
3. Modify the polling and/or thresholds for the group
4. Finally, change the priority of the customizable group to be higher than the member devices system 

defined (or default) group
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Select a Customizable Group and Add Devices

DFM > Configuration > Other Configurations > Group Administration

Launches wizard to create 
membership in a Custom Group

Launches wizard to create 
membership in a Custom Group

Select a Customizable Group and Add Devices
When using the Group Administration task (see Chapter 3 for a usage example), the group selector includes 
a User-Defined Group heading. Under this heading will be the 4 basic group types and 7 customizable 
groups under it. Select the Customizable Group to populate and follow the wizard to populate with members. 
Since these groups cannot be created or deleted, use the Edit button to populate the group.
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Modify Polling/Threshold Parameters for Custom Group

Use appropriate task to 
modify polling and/or 

thresholds for 
customizable group

Use appropriate task to 
modify polling and/or 

thresholds for 
customizable group

DFM > Configuration > Polling and Thresholds > Polling Parameters

Select Factory Settings to reset values 
back to the original DFM values

Select Factory Settings to reset values 
back to the original DFM values

DFM > Configuration > Polling and Thresholds > Managing Thresholds

Modify Polling/Threshold Parameters for Custom Group
After populating the customizable group, the next step is to modify the polling and threshold values. This is 
done as explained earlier, but instead of selecting one of the System Defined Groups, select the appropriate 
Customizable Group. 
Note(s):

• The Customizable Groups are displayed in the group selector once they have at least one member in 
the group.

• Factory Settings will reset the values back to the original DFM settings.
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Set Priority for Custom Group

Since members can now belong to more 
than one group, which values are used?

Since members can now belong to more 
than one group, which values are used?

DFM > Configuration > Polling and Thresholds > Setting Priorities

Move groups up or 
down to determine 

priority 
(higher up in list equals 

higher priority)

Move groups up or 
down to determine 

priority 
(higher up in list equals 

higher priority)

Select group type to 
change priority for

Select group type to 
change priority for

After modifying values changes must be 
applied using the Configuration > Polling 

and Thresholds > Apply Changes task

After modifying values changes must be 
applied using the Configuration > Polling 

and Thresholds > Apply Changes task

Setting Priority for Custom Group
The astute reader will realize that the device or component in the customizable group will now be a member 
of at least two groups, so how does DFM determine to use the new polling/threshold settings for the devices 
in the Customizable Group instead of the polling/threshold settings for the devices original System Defined 
Group? DFM achieves this by assigning priority to each of the groups. So by making the priority of the 
Customizable Group higher than the priority of the devices original System Defined Group, DFM will manage 
the devices using the parameters for the Customizable Group instead.
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Priority Verification

nmtg-hq-core-3725.cisco.com is a member of the 
Routers device group and Customizable Group 1, 
but DFM will use settings found in Customizable 

Group 1 since it is a higher priority group

nmtg-hq-core-3725.cisco.com is a member of the 
Routers device group and Customizable Group 1, 
but DFM will use settings found in Customizable 

Group 1 since it is a higher priority group

View Overriding 
Group

Priority Verification
To verify this fact, once the priority has been altered and the changes have been applied, go back to the 
membership for the original system group. Since the devices placed in the Customizable Group are still 
members of this system group they will be listed as members. However, since they belong to two groups and 
the Customizable Group has higher priority, the Overriding Group for these devices will be the Customizable 
Group. Meaning that even though these devices are members of the displayed system group, the will be 
analyzed by DFM using the parameters of the Customizable Group.
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Thank You!

This completes a quick look at the features of DFM. Continue on to Chapter 3 where most of these features 
can be seen in the context of real world examples.
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CustomizationCustomization

• Getting Started

• Preparing DFM for Use

Customization

• Alerts & Activities
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Customization

• Custom Group
– Polling

– Thresholds

– Priority

• Alert View

• Notification

Customization
In its most basic form, use of DFM is simply looking at the discovered alerts and their details. This section 
will look at how to customize DFM so that devices of the same type are polled and/or evaluated (thresholds) 
differently from similar devices. Also, DFM will be customized to allow for the viewing and automatic 
notification based on alerts and/or events from specific devices.
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Customization 
Create Custom Device Group

We need to 
monitor the core 

routers more 
frequently the the 

other routers 

Let’s start by 
creating a 

new device 
group 

Select Customizable 
Group 1 to create a new 

device group
(Remember polling is done 

by device group)

Select Customizable 
Group 1 to create a new 

device group
(Remember polling is done 

by device group)

DFM > Configuration > Other Configurations > Group Administration

Customizable Groups 
can only be edited and 
not created or deleted

Customizable Groups 
can only be edited and 
not created or deleted

Create Custom Device Group
For the remained of this chapter, we introduce Ted, the IT manager for east coast operations of a large firm 
and one of his brightest engineers Sally. The company was always in a reactive mode when it came to 
management of the network and Sally convinced Ted to purchase and install CiscoWorks to help them work 
more efficiently. As part of the CiscoWorks roll out, Ted wants to test the features of DFM against the core 
routers as they are the most critical in the network by increasing the polling frequency and lowering the 
thresholds on numerous utilization based variables. Sally has previously populated the DCR with a number 
of devices.
The first order of business is to make a new group to contain the core routers. Remember, polling of devices 
is based upon device groups. The system default group, Routers, will poll all routers the same, therefore, a 
new device group must be created in order to change polling behavior for the core routers.
Sally uses the following steps to create a new device group containing the core routers:

1. Select DFM > Configuration > Other Configurations > Group Administration. The Group 
Administration and Configuration dialog is displayed.

2. The dialog contains a Group Selector used to determine the parent of a new group or to select an 
existing group to edit. In this case, Sally is actually going to edit an existing group (new device groups 
are actually just an edit of one of the 7 customizable device groups). Sally expands the DFM, User 
Defined, and Customizable Groups entries and selects Customizable Group 1. Information about 
this group is displayed on the right side of the dialog.

3. Click Edit to perform the next step.
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Customization 
Create Custom Device Group (Continue …)

Enter description, 
membership rules, and 

visibility

Enter description, 
membership rules, and 

visibility

Enter the rule(s) to 
determine membership 

in the group

Enter the rule(s) to 
determine membership 

in the group

Use pull down lists for 
all possible object 

types, variables, and 
operators

Use pull down lists for 
all possible object 

types, variables, and 
operators

Create Custom Device Group (Continue …)
4. Step 1 of the Edit Group 4 step wizard is displayed. Use the first step to define properties of the 

group. The name of the group can not be changed, therefore it is beneficial to add a meaningful 
description as to the contents and use of this group. Also determine how the membership of the group 
will be updated: automatically (device meets membership rules) or manually (user adds or deletes all 
members). Finally, determine the visibility scope of the group: All users versus currently logged in 
user only. Click Next > when finished editing the properties.

5. The second step of the wizard is used to enter the rules for membership (skipping this step will allow 
user to add members manually). Use the various drop down boxes to create the rule(s) that 
determine group membership. In this case, Sally selects the Object Type to be Routers, the Variable
to be Name, the operator to be contains and the value to be core. Note that the variable depends on 
the object and not all variables require a value. 

6. Click Add Rule Expression to add the rule. Click Next > when finished creating the membership 
rules.
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Customization 
Create Custom Device Group (Continue …)

Devices meeting rulesDevices meeting rules

Add or delete devices if 
necessary

Add or delete devices if 
necessary

Summary information 
for new group

Summary information 
for new group

Create Custom Device Group (Continue …)
7. Step 3 of the wizard displays the devices meeting the rule criteria on the right side of the dialog. The 

left side includes all the non matching devices. Devices can be added or deleted to the membership 
if desired and DFM will automatically create the appropriate rules. (If no rules where added during 
step 2 of the wizard, the right side of the dialog will be blank and the user can simple select the 
desired membership from the left hand side.) When membership is correct, click Next >.

8. Step 4 of the wizard displays a summary of the group. If all appears correctly, click Finish.
Customizable Group 1 now contains the two core routers.


