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Using the Command Line Interface (CLI)

The following topics explain how to use the command line interface (CLI) for Secure Firewall Threat Defense
devices and how to interpret the command reference topics. Use the CLI for basic system setup and
troubleshooting.

\}

Note When you deploy a configuration change using the Secure Firewall Management Center or Secure Firewall
device manager, do not use the threat defense CLI for long-running commands (such as ping with a huge
repeat count or size); these commands could cause a deployment failure.

* Logging Into the Command Line Interface (CLI), on page 2
» Command Modes, on page 3

* Syntax Formatting, on page 5

* Entering Commands, on page 6

* Filtering Show Command Output, on page 7

» Command Help, on page 9
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. Logging Into the Command Line Interface (CLI)

Logging Into the Command Line Interface (CLI)

To log into the CLI, use an SSH client to make a connection to the management IP address. Log in using the
admin username (default password is Admin123) or another CLI user account.

You can also connect to the address on a data interface if you open the interface for SSH connections. SSH
access to data interfaces is disabled by default. To enable SSH access, use the device manager (management
center or device manager) to allow SSH connections to specific data interfaces. You cannot SSH to the
Diagnostic interface.

You can create user accounts that can log into the CLI using the configure user add command. However,
these users can log into the CLI only. They cannot log into the device manager web interface. You can use
the device manager to configure external authentication.

Console Port Access

In addition to SSH, you can directly connect to the Console port on the device. Use the console cable included
with the device to connect your PC to the console using a terminal emulator set for 9600 baud, 8 data bits, no
parity, 1 stop bit, no flow control. See the hardware guide for your device for more information about the
console cable.

The initial CLI you access on the Console port differs by device type.
* ASA hardware platforms—The CLI on the Console port is the regular threat defense CLI.

* Other hardware platforms—The CLI on the Console port is Secure Firewall eXtensible Operating System
(FXOS). You can get to the threat defense CLI using the connect command. Use the FXOS CLI for
chassis-level configuration and troubleshooting only. For the Firepower 2100, you cannot perform any
configuration at the FXOS CLI. Use the threat defense CLI for basic configuration, monitoring, and
normal system troubleshooting. See the FXOS documentation for information on FXOS commands for
the Firepower 4100 and 9300. See the FXOS troubleshooting guide for information on FXOS commands
for other models.
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Command Modes

The CLI on a threat defense device has different modes, which are really separate CLIs rather than sub-modes
to a single CLI. You can tell which mode you are in by looking at the command prompt.

Regular Threat Defense CL I

Use this CLI for threat defense management configuration and troubleshooting.

>
Diagnostic CLI

Use this CLI for advanced troubleshooting. This CLI includes additional show and other commands,
including the session wlan console command needed to enter the CLI for the wireless access point on
an ASA 5506W-X. This CLI has two sub-modes; more commands are available in Privileged EXEC
Mode.

To enter this mode, use the system support diagnostic-cli command in the threat defense CLI.

» User EXEC Mode. The prompt reflects the system hostname as defined in the running configuration.

firepower>

* Privileged EXEC Mode. Enter the enable command to enter this mode (press enter without entering
a password when prompted for a password). Note that you cannot set a password for this mode.
Access is protected by the account login to the threat defense CLI only. However, users cannot enter
configuration mode within Privileged EXEC mode, so the extra password protection is not necessary.

firepower#

Expert Mode

Use Expert Mode only if a documented procedure tells you it is required, or if the Cisco Technical
Assistance Center asks you to use it. The use of expert mode is unsupported under any other circumstances.

To enter this mode, use the expert command in the threat defense CLI.
The prompt is username@hostname if you log in using the admin user. If you use a different user, only
the hostname is shown. The hostname is the name configured for the management interface. For example,

admin@firepower:~$

FXOSCLI

With the exception of the ASA hardware models, FXOS is the operating system that controls the overall
chassis. Depending on the model, you use FXOS for configuration and troubleshooting. From FXOS,
you can enter the threat defense CLI using the connect command.

For all appliance-mode models (models other than the Firepower 4100/9300), you can go from the threat
defense CLI to the FXOS CLI using the connect fxos command.

The FXOS command prompt looks like the following, but the prompt changes based on mode. See FXOS
documentation for details about FXOS CLI usage.
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Firepower-module2>
Firepower-module2#
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Syntax Formatting

Command syntax descriptions use the following conventions:

Convention Description

command Command text indicates commands and keywords that you enter literally as
shown.

variable Variable text indicates arguments for which you supply values.

[x] Square brackets enclose an optional element (keyword or argument).

[x]y] Square brackets enclosing keywords or arguments separated by a vertical bar

indicate an optional choice.

{x|y} Braces enclosing keywords or arguments separated by a vertical bar indicate a
required choice.

[x {y|z}] Nested sets of square brackets or braces indicate optional or required choices
within optional or required elements. Braces and a vertical bar within square
brackets indicate a required choice within an optional element.
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Entering Commands

When you log into the CLI through the console port or an SSH session, you are presented with the following
command prompt:

You type the command at the prompt and press Enter to execute the command. Additional features include:

* Scrolling through command history—You can use the up and down arrow keys to scroll through the
commands that you have already entered. You can reenter or edit and reenter the commands in the history.

» Completing commands—To complete a command or keyword after entering a partial string, press the
space or Tab key. The partial string must match a single command or keyword only for it to be completed.

* Abbreviating commands—In the regular CLI, you cannot abbreviate commands. You must enter the full
command string. However, in the diagnostic CLI, you can abbreviate most commands down to the fewest
unique characters for a command; for example, you can enter Show ver instead of show version.

* Stopping command output—If a command produces a lot of output, you can get out of it by pressing the
q key.

* Stopping long-running commands—If a command is not returning output fast enough, and you want to
try a different command, press Ctrl+C.
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Filtering Show Command Output

You can filter the output of show commands by piping the output to filtering commands. Piping output works
with all show commands but is most useful when dealing with commands that produce a lot of text.

To use the filtering capabilities, use the following format. In this case, the vertical bar | after the show
command is the pipe character and is part of the command, not part of the syntax description. The filtering
options come after the | character.

show command | {grep|include|exclude|begin} regular expression
Filtering Commands
You can use these filtering commands:
* grep—Display only those lines that match the pattern.
« include—Display only those lines that match the pattern.
+ exclude—Exclude all lines that match the pattern, show all other lines.

* begin—Find the first line that includes the pattern, and display that line and all subsequent lines.

regular_expression

A regular expression, typically a simple text string. Do not enclose the expression in single or
double-quotes, these will be seen as part of the expression. Also, trailing spaces will be included in the
expression.

The following example shows how to change the output of the show access-list command to show only those
rules that apply to the insidel 2 interface.

> show access-list | include insidel_2

access-list NGFW _ONBOX ACL line 3 advanced trust ip ifc insidel 2 any ifc insidel 3 any
rule-id 268435458

event-log both (hitcnt=0) 0x2c7£5801

access-list NGFW_ONBOX ACL line 4 advanced trust ip ifc insidel 2 any ifc insidel 4 any
rule-id 268435458

event-log both (hitcnt=0) 0xf170cl5b

access-list NGFW _ONBOX ACL line 5 advanced trust ip ifc insidel 2 any ifc insidel 5 any
rule-id 268435458

event-log both (hitcnt=0) 0xce627c77

access-list NGFW _ONBOX ACL line 6 advanced trust ip ifc insidel 2 any ifc insidel 6 any
rule-id 268435458

event-log both (hitcnt=0) 0xe37dcdd2

access-list NGFW_ONBOX ACL line 7 advanced trust ip ifc insidel 2 any ifc insidel 7 any
rule-id 268435458

event-log both (hitcnt=0) 0x65347856

access-list NGFW _ONBOX ACL line 8 advanced trust ip ifc insidel 2 any ifc insidel 8 any
rule-id 268435458

event-log both (hitcnt=0) 0x6d622775

access-list NGFW_ONBOX ACL line 9 advanced trust ip ifc insidel 3 any ifc insidel 2 any
rule-id 268435458

event-log both (hitcnt=0) 0xcl579ed7

access-list NGFW_ONBOX ACL line 15 advanced trust ip ifc insidel 4 any ifc insidel 2 any
rule-id 268435458

event-log both (hitcnt=0) 0x1d1a8032

access-list NGFW_ONBOX ACL line 21 advanced trust ip ifc insidel 5 any ifc insidel 2 any
rule-id 268435458
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event-log both (hitcnt=0) 0x£f508bbd8

access-list NGFW_ONBOX ACL line 27 advanced trust ip ifc insidel 6 any ifc insidel 2 any
rule-id 268435458

event-log both (hitcnt=0) Oxa6bedeb8

access-list NGFW_ONBOX ACL line 33 advanced trust ip ifc insidel 7 any ifc insidel 2 any
rule-id 268435458

event-log both (hitcnt=0) 0x699725ea

access-list NGFW_ONBOX ACL line 39 advanced trust ip ifc insidel 8 any ifc insidel 2 any
rule-id 268435458

event-log both (hitcnt=0) 0xd2014e58

access-list NGFW_ONBOX ACL line 47 advanced trust ip ifc insidel 2 any ifc outside any
rule-id 268435457

event-log both (hitcnt=0) Oxeabbddée
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Command Help

Help information is available from the command line by entering the following commands:

* ?to see a list of all commands.
» command_name ? to see the options for a command. For example, show ?.

* string? to show the commands or keywords that match the string. For example, n? shows all commands
that start with the letter n.

» help command_nameto see the syntax and limited usage information for a command. Enter help ? to
see which commands have help pages.
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a-cleare

* aaa-server active, fail, on page 15

* app-agent heartbeat, on page 16

* asp inspect-dp egress-optimization, on page 18
* asp load-balance per-packet, on page 19
* asp packet-profile, on page 21

« asp rule-engine transactional-commit, on page 22
* base-url, on page 24

* blocks, on page 26

* capture, on page 28

* capture-traffic, on page 36

* clear aaa-server statistics, on page 41

* clear access-list, on page 42

« clear arp, on page 43

* clear asp, on page 44

* clear bfd, on page 46

* clear bgp, on page 47

* clear blocks, on page 50

* clear capture, on page 51

* clear clns, on page 52

* clear cluster info, on page 53

« clear configure key chain, on page 54

* clear conn, on page 55

* clear console-output, on page 57

* clear counters, on page 58

« clear cpu profile, on page 59

* clear crashinfo, on page 60

* clear crypto accelerator statistics, on page 61
* clear crypto ca crls, on page 62

* clear crypto ca trustpool, on page 63

* clear crypto ikevl, on page 64

« clear crypto ikev2, on page 65

* clear crypto ipsec sa, on page 66

* clear crypto isakmp, on page 68
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» clear crypto protocol statistics, on page 69
* clear crypto ssl, on page 70

* clear dhepd, on page 71

* clear dheprelay statistics, on page 72

* clear dns, on page 73

* clear dns-hosts cache, on page 74

» clear efd-throttle, on page 75

* clear eigrp events, on page 77

* clear eigrp neighbors, on page 78

* clear eigrp topology, on page 79
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aaa-server active, fail

To reactivate a AAA server that is marked failed, use the aaa-server activecommand. To fail an active AAA
server, use the aaa-server fail command.

aaa-server groupname {active | fail} host hosthame

Syntax Description active Sets the server to an active state.
fail Sets the server to a failed state.
groupname AAA server group or realm name.
host hostname FQDN or IP address of the server being acted upon.
Command History Release Modification
6.2.1 This command was introduced.
Usage Guidelines Without this command, servers in a group that failed remain in a failed state until all servers in the group fail,

after which all are reactivated. You can find the server group or realm name, as well as all the AAA server
information in the output of the show aaa-server command.

Examples

The following example shows the state for server 192.168.125.60 in group1, and manually reactivates
it:

> show aaa-server groupl host 192.68.125.60

Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: FAILED. Server disabled at 11:10:08 UTC Fri Aug...
>

> aaa-server groupl active host 192.168.125.60

>

> show aaa-server groupl host 192.68.125.60

Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: ACTIVE (admin initiated). Last Transaction at 11:40:09 UTC Fri Aug...

Related Commands Commands Description

clear aaa-server satistics| Clears AAA server statistics.

show aaa-server Displays AAA server statistics

test aaa-server Verify the configuration for a AAA server.
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app-agent heartheat

To configure the heartbeat message interval for the app-agent (application agent) running on the threat defense
device, use the app-agent heartbeat command.

app-agent heartbeat [interval milliseconds] [retry-count integer]

Syntax Description

Command Default

interval Specifies the time interval in milliseconds between heartbeat messages. You can adjust
milliseconds the interval in increments of 100 milliseconds. The default is 1000. The allowed range
is 100 to 6000 for release 6.2.2 and following, but 300 to 6000 for older releases.

A loss of consecutive heartbeat messages up to the retry count triggers a failure
notification to the rest of the system. The default of 1000 milliseconds provides an
aggressive failure detection setting with the risk of false failure detections.

retry-count integer Specifies the number of times the app-agent should retry the heartbeat message if there
is no response, or the app-agent receives an error response for the heartbeat message,
from 3 to 10. The default is 3.

For the Firepower 2100, the default interval is 6000 milliseconds and the retry count is 10. You cannot use
this command to change these values.

For other device models, the default interval value is 1000 milliseconds, and the retry count is 3.

Command History

Usage Guidelines

Release Modification
6.1 This command was introduced.
6.2.2 The allowed interval range was changed to 100 to 6000.

The primary responsibility of the app-agent running on the threat defense device is to interface and communicate
between the threat defense modules and Firepower 2100, 4100, and 9300 FXOS chassis.

The heartbeat communication channel serves the purpose of monitoring the health of the link between the
FXOS chassis and the threat defense application agent. The threat defense application sends request messages
to the FXOS chassis supervisor at a certain interval, with retries at a set number of times until a proper response
is received from the FXOS chassis supervisor.

The heartbeat mechanism between the threat defense app-agent and FXOS chassis supervisor also monitors
the Hardware Bypass feature for failure. For certain interface modules on the Firepower 2100, 4100, and
9300, you can enable the Hardware Bypass feature. Hardware Bypass ensures that traffic continues to flow
between an inline interface pair during a power outage. This feature can be used to maintain network
connectivity in the case of software or hardware failures.

Examples

The following example sets the app-agent heartbeat interval to 600 milliseconds and the retry count
to 6 times:
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> app-agent heartbeat interval 600 retry-count 6

Related Commands  Command Description
show app-agent Shows the app-agent status.
show inline-set Shows inline set information.
show interface Shows interface status information.
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. asp inspect-dp egress-optimization

asp inspect-dp egress-optimization

To enable egress optimization, use the asp inspect-dp egress-optimization command. To disable egress
optimization, use the No form of this command.

Egress optimization is a performance feature targeted for selected IPS traffic. The feature is enabled by default
on all threat defense platforms.

)

Command Default

Note We strongly recommend you leave this feature enabled. Disable it only if advised to do so by Cisco TAC.

asp inspect-dp egress-optimization
no asp inspect-dp egress-optimization

Egress optimization is enabled by default.

Command History

Usage Guidelines

Release Modification

6.4 This command was introduced.

Egress optimization is intended to be enabled at all times to improve performance. Disable egress optmization
only on the advice of Cisco TAC for troubleshooting purposes.

Examples

The following example shows how to enable egress optimization:

> asp inspect-dp egress-optimization

Related Commands

Command Description

show conn state Displays information about flows eligible for egress optimization. Use
egress_optimization this command on the advice of Cisco TAC.

show asp inspect-dp Show statistics related to egress optimization.

egress-optimization

clear asp inspect-dp Clear statistics related to egress optimization.
egress-optimization
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asp load-balance per-packet

To change the load balancing behavior on multiple cores to be per packet, use the asp |oad-balance per-packet
command. To restore the default load-balancing mechanism, use the no form of this command.

asp load-balance per-packet
no asp load-balance per-packet

Command Default

Per-packet load-balancing is disabled by default.

Command History

Release Modification

6.1 This command was introduced.

Usage Guidelines

The job of the load balancer is to distribute packets to CPU cores and to maintain packet order. By default, a
connection can only be processed by one core at a time. Due to this behavior, the cores will be under-utilized
if there are a small number of interfaces/RX rings in use when compared to the number of cores. For example
if there are only two Gigabit Ethernet interfaces in use on the threat defense device, then only two cores will
be used. (A Ten Gigabit Ethernet interface has 4 RX rings and a Gigabit Ethernet interface as 1 RX ring.)

You may want to optimize the load balancer by enabling per-packet load balancing so you can use more cores.

The default load-balancing behavior optimizes overall system performance when you have many interfaces
in use, while the per-packet load balancer optimizes the overall system performance when you have a smaller
number of interfaces that are active.

If you enable per-packet load balancing, when one core processes packets from an interface, another core can
receive and process the next packet from the same interface. Therefore, it is possible for all cores to process
packets from the same interface simultaneously.

Per-packet load balancing will improve performance if:

* The system drops packets

* The show cpu command shows CPU usage far less than 100%—The CPU usage is a good indicator of
how many cores are being used. For example, on an 8-core system, if two cores are used, Show cpu
shows 25%; four cores: 50%; six cores: 75%.

* There are a small number of interfaces that are in use

\)

Note Typically if there are less than 64 concurrent flows on the threat defense, then enabling per-packet load

balancing will incur more overhead than its benefit.

Examples

The following example shows how to change the default load-balancing behavior:

> asp load-balance per-packet
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Related Commands  Command Description

clear asp load-balance history | Clears and resets the ASP load balancing per packet history statistics.
OK

show asp load-balance Displays a histogram of the load balancer queue sizes. OK
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asp packet-profile

Command Default

To obtain statistics on how a threat defense device handles network traffic, use the asp packet-profile
command. To disable packet profiling, use the no form of this command.

The Accelerated Security Path or ASP process determines how many packets were fastpathed by a prefilter
policy, offloaded as a large flow, fully evaluated by access control (Snort), and so on.

asp packet-profile
no asp packet-profile

Packet profiling is enabled by default.

Command History

Usage Guidelines

Release Modification

6.5 This command was introduced.

Packet profiling is intended to be enabled at all times. If the CPU usage is high due to statistics collection and
further computation, then the feature can be disabled.

Examples

The following example shows how to enable packet profiling:

> asp packet-profile

Related Commands

Command Description

show asp packet-profile Displays statistics for the packets that traversed through dataplane only,
the dataplane and Snort, and offloaded to hardware.

clear asp packet-profile Clear statistics related to packet profiling.
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. asp rule-engine transactional-commit

asp rule-engine transactional-commit

Use the asp rule-enginetransactional-commit command to enable or disable the transactional commit model
for the rule engine.

asp rule-engine transactional-commit  option
asp rule-engine transactional-commit  option

Syntax Description

Command Default

option Enables the transactional commit model for the rule engine for the selected policies.
Options include:

* access-group—Access rules applied globally or to interfaces.

« nat—Network address translation rules.

By default, the transactional commit model is disabled.

Command History

Usage Guidelines

Release Modification

6.6 This command was introduced.

By default, when you change a rule-based policy (such as access rules), the changes become effective
immediately. However, this immediacy comes at a slight cost in performance. The performance cost is more
noticeable for very large rule lists in a high connections-per-second environment, for example, when you
change a policy with 25,000 rules while the device is handling 18,000 connections per second.

The performance is affected because the rule engine compiles rules to enable faster rule lookup. By default,
the system will also search uncompiled rules when evaluating a connection attempt so that new rules can be
applied; since the rules are not compiled, the search takes longer.

You can change this behavior so that the rule engine uses a transactional model when implementing rule
changes, continuing to use the old rules until the new rules are compiled and ready for use. Using the
transactional model, performance should not drop during the rule compilation. The following table clarifies
the behavioral difference.

Model Before Compilation | During Compilation After Compilation

Default Match old rules. Match new rules. Match new rules.

(Connections per second rate will decrease.)

Transactional | Match old rules. Match old rules. Match new rules.

(Connections per second rate will be
unaffected.)

An additional benefit of the transactional model is that, when replacing an ACL on an used in an access group,
there is no gap between deleting the old ACL and applying the new one. This reduces the chances that
acceptable connections will be dropped during the operation.
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2

Tip Ifyou enable the transactional model for a rule type, there are syslog messages to mark the beginning and the
end of the compilation. These messages are numbered 780001 and following.

Example

The following example enables the transactional commit model for access groups:

> asp rule-engine transactional-commit access-group
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(Optional) Configures the base URL of the Clientless VPN. This URL is used in SAML metadata, which is
provided to third-party IdPs, so that IdPs can redirect endpoint users back to the FTD.

(Optional) From Version 7.1, this command configures the base URL of the SAML service provider for VPN
authentication. This URL is used in SAML metadata, which is provided to third-party IdPs, so that IdPs can
redirect endpoint users back to the FTD.

To disable this feature, use the no form of this command

base-url { value string }
no base-url

Syntax Description

Command Default

Command Modes

base-url URL of the Clientless VPN

None.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

6.3 This command was added.

» When base-url is configured, it is the base URL of AssertionConsumerService and SingleLogoutService,
and is displayed in show saml metadata.

* When base-url is not configured, the base URL is created from the FTD’s hostname and domain-name.
For example, https://ssl-vpn.cisco.com is the base URL in show saml metadata when hostname is
“ssl-vpn” and domain-name is “cisco.com”.

» When neither base-url or hostname and domain-name are configured, show saml metadata displays an
error.

The following example sets up a base-url:

ciscoftd(config) # webvpn
ciscoftd(config-webvpn)# saml idp myIdp
ciscoftd(config-webvpn-saml-idp) # base url https://ClientlessVPN.com
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Related Commands | Command |Description

signature Enable or disable signature in SAML request. By default, the signature is disabled.

timeout Configures the SAML IdP timeout.

trustpoint | Configures the trustpoint in saml-idp sub-mode.

url Configures the SAML IdP URL.

local-base-url | Configures the local base URL of the SAML service provider for VPN authentication
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To allocate additional memory to block diagnostics (displayed by the show blocks command), use the blocks
command. To set the value back to the default, use the no form of this command.

blocks queue history enable [memory_size]
no blocks queue history enable [memory_size]

Syntax Description

Command Default

memory_size (Optional) Sets the memory size for block diagnostics in bytes, instead of applying
the dynamic value. If this value is greater than free memory, an error message
appears and the value is not accepted. If this value is greater than 50% of free
memory, a warning message appears, but the value is accepted.

The default memory assigned to track block diagnostics is 2136 bytes.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

To view the currently allocated memory, enter the show blocks queue history command.
If you reload the threat defense device, the memory allocation returns to the default.

The amount of memory allocated will be at most 150 KB, but never more than 50% of free memory. Optionally,
you can specify the memory size manually.

Examples

The following example increases the memory size for block diagnostics:
> blocks queue history enable

The following example increases the memory size to 3000 bytes:

> blocks queue history enable 3000

The following example attempts to increase the memory size to 3000 bytes, but the value is more
than the available free memory:

> blocks queue history enable 3000
ERROR: memory size exceeds current free memory

The following example increases the memory size to 3000 bytes, but the value is more than 50% of
the free memory:

> blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory
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Related Commands Command Description
clear blocks Clears the system buffer statistics.
show blocks Shows the system buffer usage.
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To enable packet capture capabilities for packet sniffing and network fault isolation, use the capture command.
To disable packet capture capabilities, use the no form of this command.

Capture network traffic:
capture capture name [type {asp-drop [all | drop-code] | raw-data | isakmp |
ikevl | ikev2] | inlinetag [tag] }]1 {interface { interface name | data-plane|

management-plane| cplane } } [ buffer buf size] [ filesize file size] [ ethernet-type type
1 [ headers-only ] [ packet-length bytes] [ circular-buffer 1 [ trace [ trace-count number
] [ match protocol { host source ip | source ipmask | any4 | any6} [ operator
src port] {host destip | destipmask | any4 | any6} [ operator dest_port ] ]

Capture cluster control-link traffic:

capture capture name typelacpinterface interface id [ buffer buf size] [ packet-length
bytes] [ circular-buffer ] [real-time [dump ] [ detail ]]

capture capture name interfacecluster [ buffer buf size] [ ethernet-type type] [
packet-length bytes] [ circular-buffer 1 [trace [trace-count number ]] [ real-time [ dump
] [detail 1] [trace] [ match protocol { host source ip | source ipmask | any4 |

any6 } [ operator src_port] { host dest ip | destipmask | any4 | any6} [ operator
dest_port ] ]

Ingress switch capture packets for Secure Firewall 3100 model devices:

capture capture_name switch interface interface_name

Switch capture packets for Secure Firewall 4200 model devices:

capture capture_name switch interface interface_name [ direction { both | egress | ingress} |

Capture packets cluster-wide:

cluster exec capture capture name [ persist ] [ include-decrypted ]

Remove the packet capture or a parameter from the capture. Omit parameters if the intention is to remove the
capture entirely.

no capture capture name [ arguments ]

Stop the packet capture without removing it:

capture capture_name stop

Syntax Description

any4 Specifies any IPv4 address instead of a single IP address and mask.
any6 Specifies any IPv6 address instead of a single IP address and mask.
all Captures all packets dropped by the accelerated security path.
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asp-drop drop-code

(Optional) Captures packets dropped by the accelerated security path. The drop-code
specifies the type of traffic that is dropped by the accelerated security path. See the
CLI help for a list of drop codes. You can enter this keyword with the packet-length,
circular-buffer, and buffer keywords, but not with the interface or ethernet-type
keyword. In a cluster, dropped forwarded data packets from one unit to another are
also captured.

buffer buf _size

(Optional) Defines the buffer size used to store the packet in bytes. Once the byte
buffer is full, packet capture stops. When used in a cluster, this is the per-unit size,
not the sum of all units. The maximum buffer size supported is 32 MB.

The buffer size and file size options are mutually exclusive.

capture_name Specifies the name of the packet capture. Use the same name on multiple capture
statements to capture multiple types of traffic. When you view the capture
configuration using the show capture command, all options are combined on one
line.

data-plane Specifies the captured packets on the dataplane interface.

direction (Optional. Supported only on Secure Firewall 4200 model devices.) Specifies the

direction of the switch traffic to be captured. It can be one of the following:

* both—To capture switch bi-directional traffic
* egress—To capture switch egressing traffic

* ingress—To capture switch ingressing traffic

management-plane

Specifies the captured packets on the management interface.

circular-buffer

(Optional) Overwrites the buffer, starting from the beginning, when the buffer is
full.

ethernet-typetype

(Optional) Selects an Ethernet type to capture. Supported Ethernet types include
8021Q, ARP, IP, IP6, IPX, LACP, PPPOED, PPPOES, RARP, and VLAN. An
exception occurs with the 802.1Q or VLAN type. The 802.1Q tag is automatically
skipped and the inner Ethernet type is used for matching.

file-sizefile-size

(Optional) file-size specifies capturing packets to a file on disk .
file-size specifies the size of capture file from 32 MB to 10 GB.

The capture file will be created in flash memory (disk0:/) with the name
capture_name.pcap .

When the file-size is configured, the hard disk memory (file) is used to write the
captured data in the capture buffer. The captured data gets stored in the disk based
on the filename.

The buffer size and file size options are mutually exclusive.

header s-only

(Optional) Selects Layer 2 and Layer 3/4 headers of packet to capture without data.

host source_ip, dest_ip Specifies the single IP address of the host to or from which the packet is being sent.
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include-decrypted

(Optional) Captures decrypted IPsec packets which contain both normal and
decrypted traffic once they enter the firewall device. It also captures packets of
SSL decrypted traffic. However, this option is not applicable for VTI tunnel as
packets are seen in decrypted format only on the VTT interface; not on the outside
like for crypto map VPN.

inline-tag tag

Specifies a tag for a particular SGT value or leaves it unspecified to capture a tagged
packet with any SGT value.

interface
interface_name

Sets the name of the interface on which to use packet capture. You must configure
an interface for any packets to be captured except for type asp-drop. You can
configure multiple interfaces using multiple capture commands with the same
name. To capture packets on the management plane, you can use the interface
keyword with asa_mgmt_plane as the interface name.You can specify cluster as
the interface name to capture the traffic on the cluster control link interface. To
capture packets on the internal backplane interface when you enable the management
center access on a data interface, specify nlp_int_tap. If the type lacp capture is
configured, the interface name is the physical name.

ikevl, ikev2

Captures only IKEv1 or IKEv2 protocol information.

isakmp

(Optional) Captures ISAKMP traffic for VPN connections. The ISAKMP subsystem
does not have access to the upper layer protocols. The capture is a pseudo capture,
with the physical, IP, and UDP layers combined together to satisfy a PCAP parser.
The peer addresses are obtained from the SA exchange and are stored in the IP
layer.

lacp

(Optional) Captures LACP traffic. If configured, the interface name is the physical
interface name.

mask

The subnet mask for the IP address, for example, 255.255.255.0 for a Class C mask.

match protocol

Specifies the packets that match the five-tuple to allow filtering of those packets
to be captured. You can use this keyword up to three times on one line.

operator src_port,
dest_port

(Optional) Matches the port numbers used by the source or destination. The
permitted operators are as follows:

* [t—Iess than

* gt—greater than

* eg—equal to

* neg—mnot equal to

* range—range

packet-length bytes

(Optional) Sets the maximum number of bytes of each packet to store in the capture
buffer.

persit

(Optional) Captures persistent packets on cluter units.

raw-data

(Optional) Captures inbound and outbound packets on one or more interfaces.
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stop

Stop the packet capture without removing it. Use the no form of the command with
this option to restart the capture.

trace trace_count

(Optional) Captures packet trace information, and the number of packets to capture.
This option is used with an access list to insert trace packets into the data path to
determine whether or not the packet has been processed as expected.

type

(Optional) Specifies the type of data captured.

The defaults are as follows:

* The default type is raw-data.

 The default buffer sizeis 512 KB.

* The default Ethernet type is IP packets.

* The default packet-length is 1518 bytes.

* The default direction is ingress.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

6.2.1 This command was updated to store the contents of all the active captures to files on
flash or disks at the time of box crash.

6.2.3 The options asa_mgmt_plane and asa_dataplane were renamed to management-plane
and data-plane respectively.

6.2.3.x The options any4 and any6 were introduced to capture [Pv4 and IPv6 network traffic
respectively.

6.3 The option [file-sizefile-size] allows you to capture file size in MB (32-10000).

6.7 The interfacenlp_int_tap interface name was added to capture packets on the internal
backplane interface when you enable the management center access on a data interface.

7.4 The direction keyword was added to capture switch traffic that flows in egress, ingress,

or both directions. This keyword is applicable only for Secure Firewall 4200 model
devices.

Capturing packets is useful when troubleshooting connectivity problems or monitoring suspicious activity.
You can create multiple captures. The capture command is not saved to the running configuration, and is not
copied to the standby unit during high availability.

The threat defense device is capable of tracking all IP traffic that flows across it and of capturing all the IP
traffic that is destined to it, including all the management traffic (such as SSH and Telnet traffic).

The threat defense architecture consists of three different sets of processors for packet processing; this
architecture poses certain restrictions on the capability of the capture feature. Typically most of the packet
forwarding functionality in the threat defense device is handled by the two front-end network processors, and
packets are sent to the control-plane general-purpose processor only if they need application inspection. The
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packets are sent to the session management path network processor only if there is a session miss in the
accelerated path processor.

Because all the packets that are forwarded or dropped by the threat defense device hits the two front-end
network processors, the packet capture feature is implemented in these network processors. So all the packets
that hit the threat defense device can be captured by these front end processors, if an appropriate capture is
configured for those traffic interfaces. On the ingress side, the packets are captured the moment the packet
hits the interfaces, and on the egress side the packets are captured just before they are sent out on the wire.

To save the captured data, packet capture automatically writes captured data to the physical storage on the
fly, without having to use the copy command. The capture size is supported up to 10 GB. Captures larger
than 100 MB are automatically compressed.

Save the Capture

The contents of any active capture on threat defense device are saved when the box crashes. When you activate
captures as part of the troubleshooting process, you must note the following points:

* The size of capture buffer to use and if there is enough space on flash/disk.

* The capture buffer should be marked as circular for all the use cases, so that captured packets are the
most recent before crash.
The name of the file for saving contents of an active capture is in the format of:
[<context_name>.]<capture_name>.pcap

The context_name indicates the name of the user context in which capture is activated in the multi-context
mode. For the single context mode, the context_name is not applicable.

The capture_name indicates the name of the capture that is activated.

The capture save happens before the console or crash dump. This increases the crash downtime by about 5
seconds for a 33 MB capture buffer. The risk of a nested crash is minimal because copying the captured
contents to a file is a simple process.

View the Capture

* To view the packet capture at the CLI, use the show capture name command.
* To save the capture to a file, use the copy capture command.

* To see the packet capture information with a web browser, use the
https.//FTD-ip-address/admin/captur e/capture_name[/pcap] command.

You are prompted for a username and password. See the configureuser add command to add a username
to the local database.

If you specify the pcap keyword, then a libpcap-format file is downloaded to the web browser and can
be saved using the web browser. (A libcap file can be viewed with TCPDUMP or Ethereal.)

If you copy the buffer contents to a TFTP server in ASCII format, you will see only the headers, not the details
and hexadecimal dump of the packets. To see the details and hexadecimal dump, you need to transfer the
buffer in PCAP format and read it with TCPDUMP or Ethereal.
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Delete the Capture

Entering no capture without any keywords deletes the capture. To preserve the capture, specify the interface
keyword; the capture is detached from the specified interface, and the capture is preserved.

Clustering

You can precede the capture command with cluster exec to issue the capture command on one unit and run
the command in all the other units at the same time. After you have performed cluster-wide capture, to copy
the same capture file from all units in the cluster at the same time to a TFTP server, enter the cluster exec
copy command on the master unit.

cluster exec capture capture_name arguments
cluster exec copy /pcap capture: cap_name tftp://location/path/filename.pcap

Multiple PCAP files, one from each unit, are copied to the TFTP server. The destination capture file name is
automatically attached with the unit name, such as filename A.pcap, filename B.pcap, and so on. In this
example, A and B are cluster unit names.

\}

Note A different destination name is generated if you add the unit name at the end of the filename.

Limitations

The following are some of the limitations of the capture feature. Most of the limitations are caused by the
distributed nature of the threat defense architecture and by the hardware accelerators that are being used in
the threat defense device.

* For inline SGT tagged packets, captured packets contain an additional CMD header that your PCAP
viewer might not understand.

« [f the 802.1Q tag in the packets is different than that of the configured sub-interfaces, such packets are
not captured. The packets are ignored because they are not associated with any named interface.

« Ifthere is no ingress interface and therefore no global interface, packets sent on the backplane are treated
as control packets. These packets bypass the access list check and are always captured.

¢ The show capture command shows the correct reason when capturing a specific asp-drop. However, the
show capture command does not show the correct reason when capturing all asp-drops.

The packet capture feature with the file-size option has the following limitations:
* Applicable only for Firepower 4100/9300 series.
* For existing capture, you cannot add the file size option.
* The copy command is not supported.
* Real-time, trace, linear, and circular buffer are not supported.

» If the number of captures with the file size option is increased, the performance of the system will be
reduced.

* If the system load is high, it leads to packet capture data loss.
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Examples

To capture a packet, enter the following command:

> capture captest interface inside
> capture captest interface outside

On a web browser, you can view the content of the capture command that was issued, named
“captest,” at the following location:

https://171.69.38.95/admin/capture/captest
To download a libpcap file (that web browsers use) to a local machine, enter the following command:
https://171.69.38.95/capture/http/pcap

The following example shows how to capture a packet in the single-mode when the threat defense
Device crashes:

> capture 789 interface inside

The contents of capture ‘789’ is saved as 789.pcap file.

The following example shows how to capture a packet in the multi-mode when the threat defense
crashes:

>capture 624 interface inside

The contents of capture ‘624’ in admin context is saved as admin.624.pcap file.

The following example shows how to capture ARP packets:

> capture arp ethernet-type arp interface outside

Capture for Clustering

To enable capture on all units in the cluster, you can add the cluster exec keywords in front of each of these
commands.

The following example shows how to create an LACP capture for the clustering environment:
> capture lacp type lacp interface gigabitEthernet0/0
The following example shows how to create a capture for control path packets in the clustering link:

> capture cp interface cluster match udp any eq 49495 any
> capture cp interface cluster match udp any any eq 49495
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The following example shows how to capture data path traffic through the cluster:

> capture abc interface inside match tcp host 1.1.1.1 host 2.2.2.2 eq www
> capture abc interface inside match dup host 1.1.1.1 any

Capture for Switch
The following example shows how to create and start an egress traffic capture for a switch:

> capture switchegress_cap switch interface gigabitEthernet0/0 direction egress
> no capture switchegress_cap switch stop

Related Commands Command Description
clear capture Clears the capture buffer.
copy capture Copies a capture file to a server.
show capture Displays the capture configuration when no options are specified.
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To intercept and capture packets passing through the threat defense interface, use the captur e-tr affic command.
You can capture traffic on a specified threat defense domain that matches the integer expression from the list
of options presented, either the management interface (brl) or traffic interfaces.

capture-traffic

You are prompted for the domain and TCP dump options.

Syntax Description

domain

Specifies the domain where traffic is captured:

» 0—brl, captures traffic from the management interface

* 1—Router, captures traffic from the configured data interfaces

Prints each packet (minus its link level header) in ASCII. Handy for capturing web
pages.

Sets the operating system capture buffer size to buffer size.

Exits after receiving count packets.

Before writing a raw packet to a savefile, checks whether the file is currently larger
than file_size and, if so, close the current savefile and open a new one. Savefiles after
the first savefile will have the name specified with the -w flag, with a number after it,
starting at 1 and continuing upward. The units of file size are millions of bytes
(1,000,000 bytes, not 1,048,576 bytes).

Dumps the compiled packet-matching code in a human readable form to standard
output and stop.

Dumps packet-matching code as a C program fragment.

Dumps packet-matching code as decimal numbers (preceded with a count).

Prints the list of the network interfaces available on the system and on which tcpdump
can capture packets. For each network interface, a number and an interface name,

possibly followed by a text description of the interface, is printed. The interface name
or the number can be supplied to the -1 flag to specify an interface on which to capture.

This can be useful on systems that do not have a command to list them (Windows
systems, or UNIX systems lacking ifconfig -a); the number can be useful on Windows
2000 and later systems, where the interface name is a somewhat complex string.

The -D flag will not be supported if tcpdump was built with an older version of libpcap
that lacks the pcap_findaclldevs() function.

Prints the link-level header on each dump line.

Uses spi@ipaddr algo:secret for decrypting IPsec ESP packets that are addressed to
addr and contain Security Parameter Index value spi. This combination may be repeated
with comma or newline separation.
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Prints ‘foreign’ IPv4 addresses numerically rather than symbolically (this option is
intended to get around serious brain damage in Sun's NIS server usually it hangs forever
translating non-local internet numbers).

The test for ‘foreign’ [Pv4 addresses is done using the IPv4 address and netmask of
the interface on which capture is being done.

If that address or netmask are not available, available, either because the interface on
which capture is being done has no address or netmask or because the capture is being
done on the Linux 'any' interface, which can capture on more than one interface, this
option will not work correctly.

Uses file as input for the filter expression. An additional expression given on the
command line is ignored.

If specified, rotates the dump file specified with the -w option every rotate seconds
seconds.

Savefiles will have the name specified by -w which should include a time format as
defined by strftime(3). If no time format is specified, each new file will overwrite the
previous.

Ifused in conjunction with the -C option, filenames will take the form of ‘file<count>’.

Puts the interface in ‘monitor mode’; this is supported only on IEEE 802.11 Wi-Fi
interfaces, and supported only on some operating systems.

Does not attempt to verify TCP checksums.

This is useful for interfaces that perform the TCP checksum calculation in hardware;
otherwise, all outgoing TCP checksums will be flagged as bad.

Makes stdout line buffered. Useful if you want to see the data while capturing it.
Example, “tcpdump -1 | tee dat” or “tcpdump -1 > dat & tail -f dat”.

Lists the known data link types for the interface and exit.

Loads SMI MIB module definitions from file module.

This option can be used several times to load several MIB modules into tcpdump.

Uses secret as a shared secret for validating the digests found in TCP segments with
the TCP-MDS option (RFC 2385), if present.

Does not convert addresses (i.c., host addresses, port numbers, etc.) to names.

Does not print domain name qualification of host names.

Example, if you give this flag then tcpdump will print “nic” instead of “nic.ddn.mil”.

Does not run the packet-matching code optimizer. This is useful only if you suspect a
bug in the optimizer.

Does not put the interface into promiscuous mode. Note that the interface might be in
promiscuous mode for some other reason; hence, *-p' cannot be used as an abbreviation
for “ether host {local-hw-addr} or ether broadcast'.
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Quick output. Prints less protocol information so output lines are shorter.

Assumes ESP/AH packets to be based on old specification (RFC1825 to RFC1829).
If specified, tcpdump will not print replay prevention field.

Because there is no protocol version field in ESP/AH specification, tcpdump cannot
deduce the version of ESP/AH protocol.

Reads packets from file (which was created with the -w option). Standard input is used
if file is ““-”.

Prints absolute, rather than relative, TCP sequence numbers.

Snarfs snaplen bytes of data from each packet rather than the default of 68 (with
SunOS’s NIT, the minimum is actually 96). 68 bytes is adequate for IP, ICMP, TCP,
and UDP but may truncate protocol information from name server and NFS packets
(see below). Packets truncated because of a limited snapshot are indicated in the output
with “[|proto]”, where proto is the name of the protocol level at which the truncation
has occurred.

Note that taking larger snapshots both increases the amount of time it takes to process
packets and, effectively, decreases the amount of packet buffering. This may cause
packets to be lost. You should limit snaplen to the smallest number that will capture
the protocol information you're interested in. Setting snaplen to 0 means use the required
length to catch whole packets.

Forces packets selected by ‘expression’ to be interpreted the specified type. Currently
known types are aodv (Ad-hoc On-demand Distance Vector protocol), cnfp (Cisco
NetFlow protocol), rpc (Remote Procedure Call), rtp (Real-Time Applications protocol),
rtcp (Real-Time Applications control protocol), snmp (Simple Network Management
Protocol), tftp (Trivial File Transfer Protocol), vat (Visual Audio Tool), and wb
(distributed White Board).

Does not print a timestamp on each dump line.

Prints an unformatted timestamp on each dump line.

-ttt

Prints a delta (micro-second resolution) between current and previous line on each
dump line.

-tttt

Prints a timestamp in default format proceeded by date on each dump line.

-ttttt

Prints a delta (micro-second resolution) between current and first line on each dump
line.

Prints undecoded NFS handles.

Makes output saved via the -w option “packet-buffered”; i.e., as each packet is saved,
it will be written to the output file, rather than being written only when the output
buffer fills.

The -U flag will not be supported if tcpdump was built with an older version of libpcap
that lacks the pcap _dump_flush() function.
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When parsing and printing, produces (slightly more) verbose output. For example, the
time to live, identification, total length and options in an IP packet are printed. Also
enables additional packet integrity checks such as verifying the IP and ICMP header
checksum.

When writing to a file with the -w option, report, every 10 seconds, the number of
packets captured.

Even more verbose output. For example, additional fields are printed from NFS reply
packets, and SMB packets are fully decoded.

Even more verbose output. For example, telnet SB... SE options are printed in full.
With -X Telnet options are printed in hex as well.

Write the raw packets to file rather than parsing and printing them out. They can later
be printed with the -r option. Standard output is used if file is “-”.

Used in conjunction with the -C option, this will limit the number of files created to
the specified number, and begin over writing files from the beginning, thus creating a
‘rotating’ buffer. In addition, it will name the files with enough leading Os to support
the maximum number of files, allowing them to sort correctly.

When parsing and printing, in addition to printing the headers of each packet, prints
the data of each packet (minus its link level header) in hex. The smaller of the entire
packet or snaplen bytes will be printed. Note that this is the entire link-layer packet,
so for link layers that pad (e.g. Ethernet), the padding bytes will also be printed when
the higher layer packet is shorter than the required padding.

When parsing and printing, in addition to printing the headers of each packet, prints
the data of each packet, including its link level header, in hex.

When parsing and printing, in addition to printing the headers of each packet, print
the data of each packet (minus its link level header) in hex and ASCII.

This is very handy for analyzing new protocols.

When parsing and printing, in addition to printing the headers of each packet, prints
the data of each packet, including its link level header, in hex and ASCII.

Sets the data link type to use while capturing packets to datalinktype.

Drops privileges (if root) and changes user ID to user and the group ID to the primary
group of user.

Command History

Release

Modification

6.1

This command was introduced.

Usage Guidelines

By default the capture-traffic command produces one line of text per every packet it intercepts. Each line
includes: a time stamp; the protocol name; the source and destination addresses (for IP packets, these are IP
addresses; for other protocols, capture-traffic does not print any identifiers unless explicitly asked to do so
(see the -e command line description)); and information including TCP sequence numbers, flags, ARP/ICMP
commands, and so on.
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To capture VLAN-tagged traffic that is passing through the data interface, ensure that you include the 'vlan'
option in the capture-traffic filter. For example, the host 1.1.1.1 option does not capture any packets of
VLAN-tagged traffic. Whereas the vian 100 host 1.1.1.1 option captures packets of VLAN-tagged
traffic.

N

Note The pcap file (output of the capture-traffic or debug dagcommand) displays untranslated details of the
packet that was received; the Connection Eventslist (management center) displays translated packet details
that are actually applied with the policies.

To stop the capture, type Control + C. If you use -w outputfile option, the packet capture will be saved with
that file name in /var/common/. Otherwise it is written to the display.

Examples

The following example shows how to capture traffic from the management interface:

> capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection? 0

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

-V
Related Commands  Command Description
show traffic Displays traffic statistics.
show interface Displays interface status information.
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clear aaa-server statistics

To reset statistics for AAA servers, use the clear aaa-server statistics command.

clear aaa-server statistics [LOCAL | groupname [host hostname] | protocol protocol ]
Syntax Description groupname (Optional) Clears statistics for servers in a group.
host hostname (Optional) Clears statistics for a particular server in the group.
LOCAL (Optional) Clears statistics for the LOCAL user database.
protocol protocol (Optional) Clears statistics for servers of the specified protocol. Enter ? to see

the available protocols.

Command Default Removes all AAA server statistics across all groups.
Command History Release Modification
6.2.1 This command was introduced.
Examples

The following example shows how to reset the AAA statistics for all server groups:

> clear aaa-server statistics

The following example shows how to reset the AAA statistics for an entire server group:

> clear aaa-server statistics svrgrpl

The following example shows how to reset the AAA statistics for a specific server in a group:

> clear aaa-server statistics svrgrpl host 10.2.3.4

Related Commands  Commands Description

show aaa-server Displays AAA server statistics
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clear access-list

To clear an access-list counter, use the clear access-list command.

clear access-list id

Syntax Description id Name of an access list.
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

When you enter the clear access-list command, you must specify the id of an access list to clear the counters.
Use the show access-list command for a list of ACLs.

Examples

The following example shows how to clear a specific access list counter:

> clear access-list inbound

Related Commands

Command Description

show access-list Displays the access list entries by number.

show running-config access-list | Displays the access list configuration that is running on the adaptive
security appliance.
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clear arp

To clear dynamic ARP entries or ARP statistics, use the clear arp command.

clear arp [statistics | interface name]

clear arp .

Syntax Description statistics Clears ARP statistics.
interface_name Clears statistics for the specified interface.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears all ARP statistics:

> clear arp statistics

Related Commands  Command Description
show arp statistics Shows ARP statistics.
show running-config arp Shows the current configuration of the ARP timeout.
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To clear accelerated security path (ASP) statistics, use the clear asp command.

clear asp

inspect-dp ack-passthrough |

instance number
load-balance history

access-list acl hame]]}

{ cluster counter |

dispatch | drop [flow | frame] | eventdp-cp |
inspect-dp egress-optimization | inspect-dp snort { counters |
[ queue number ]]1 | queue-exhaustion [ snapshot number 1} |
overhead | packet-profile | table [arp | classify | filter [

Syntax Description

access-list acl_name

Clears the hit counters only for a specified access list.

arp

Clears the hits counters in ASP ARP tables only.

classify

Clears the hits counters in ASP classify tables only

cluster counter

Clears cluster counters.

counters Clears the data-path inspection Snort counters.

dispatch Clears dispatch statistics.

event Clears data-path to control-plane event statistics.

filter Clears the hits counters in ASP filter tables only

flow Clears the dropped flow statistics.

frame Clears the dropped frame/packet statistics.

inspect-dp Clears counters for empty TCP ACK packets that bypassed Snort inspection.

ack-passthrough

inspect-dp
egress-optimization

Clears egress optimization statistics.

inspect-dp snort

Clears data-path inspection Snort statistics.

instance number

Clears the counters by instance ID.

load-balance history

Clears the history of ASP load balancing per packet and reset the number of times
an automatic switch occurred

over head

Clears all ASP multiprocessor overhead statistics.

packet-profile

Clears packet profile statistics.

queue number

Clears the counters by instance ID and queue ID.

queue-exhaustion

Clears the data-path inspection Snort queue snapshot.

snapshot number

Clears the queue exhaustion by snapshot ID.
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table Clears the hit counters in ASP ARP tables and ASP classify tables.
Command History Release Modification

6.1 This command was introduced.

6.4 The clear asp inspect-dp egress-optimization command was introduced.

6.5 The packet-profile keyword was added.

7.0 The inspect-dp ack-passthrough keyword was added.

Examples

The following example clears all dispatch statistics:

> clear asp dispatch

Related Commands  Command Description

show asp Shows ASP statistics.
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clear bfd

To clear all bi-directional forwarding detection (BFD) counters, use the clear bfd counter s command.

clear bfd counters [Id local_discr | interface name | ipv4 ip_address | ipv6 ip_address]

Syntax Description  |d local_discr (Optional) Clears BFD counters for the specified local discriminator, 1 -
4294967295.
interface_name (Optional) Clears BFD counters for the specified interface.
ipv4 ip_address (Optional) Clears BFD counters for the specified neighbor IPv4 address.
ipv6 ip_address (Optional) Clears BFD counters for the specified neighbor IPv6 address.
Command History Release Modification
6.3 This command was introduced.
Examples

The following example clears all BFD counters:

> clear bfd counters

Related Commands  Command Description

show bfd Shows BFD protocol information, including packets dropped, neighbors, and
map entries.
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clear bgp .

To reset Border Gateway Protocol (BGP) connections using hard or soft reconfiguration, use the clear bgp
command.

clear bgp {[* | external ] [ipv4unicast [as number | neighbor_address | tablemap] | ipv6
unicast [as number | neighbor_address]] [soft] [in | out] | as number [soft] [in | out]
| neighbor_address [soft] [in | out] | tablemap}

Syntax Description

Specifies that all current BGP sessions will be reset.

as_number (Optional) Number of the autonomous system in which all BGP peer sessions
will be reset.

external Specifies that all external BGP sessions will be reset.

in (Optional) Initiates inbound reconfiguration. If neither the in nor out keywords
are specified, both inbound and outbound sessions are reset.

ipv4 unicast Resets BGP connections using hard or soft econfiguration for IPv4 address
family sessions.

ipv6 unicast Resets BGP connections using hard or soft econfiguration for IPv6 address

family sessions.

neighbor_address (Optional) Specifies that only the identified BGP neighbor will be reset. The

value for this argument can be an IPv4 or IPv6 address.

out (Optional) Initiates inbound or outbound reconfiguration. If neither the in nor
out keywords are specified, both inbound and outbound sessions are reset.

soft (Optional) Clears slow-peer status forcefully, and moves it to original update
group.

table-map Clears table-map configuration information in BGP routing tables. This
command can be used to clear traffic-index information configured with the
BGP Policy Accounting feature.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

The clear bgp command can be used to initiate a hard reset or soft reconfiguration. A hard reset tears down
and rebuilds the specified peering sessions and rebuilds the BGP routing tables. A soft reconfiguration uses
stored prefix information to reconfigure and activate BGP routing tables without tearing down existing peering
sessions. Soft reconfiguration uses stored update information, at the cost of additional memory for storing the
updates, to allow you to apply a new BGP policy without disrupting the network. Soft reconfiguration can be
configured for inbound or outbound sessions.
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Examples

In the following example, all the BGP sessions are reset:

> clear bgp *

In the following example, a soft reconfiguration is initiated for the inbound session with the neighbor
10.100.0.1, and the outbound session is unaffected:

> clear bgp 10.100.0.1 soft in

In the following example, the route refresh capability is enabled on the BGP neighbor routers, a soft
reconfiguration is initiated for the inbound session with the neighbor 172.16.10.2, and the outbound
session is unaffected:

> clear bgp 172.16.10.2 in

In the following example, a hard reset is initiated for sessions with all routers in the autonomous
system numbered 35700:

> clear bgp 35700
In the following example, a soft reconfiguration is configured for all inbound eBGP peering sessions:
> clear bgp external soft in

In the following example, all outbound address family IPv4 multicast e BGP peering sessions are
cleared:

> clear bgp external ipv4 multicast out

In the following example, a soft reconfiguration is initiated for the inbound sessions for BGP neighbors
in IPv4 unicast address family sessions in autonomous system 65400, and the outbound session is
unaffected:

> clear bgp ipv4 unicast 65400 soft in

In the following example, a hard reset is initiated for BGP neighbors in IPv4 unicast address family
sessions in the 4-byte autonomous system numbered 65538 in asplain notation:

> clear bgp ipv4 unicast 65538

In the following example, a hard reset is initiated for BGP neighbors in IPv4 unicast address family
sessions in the 4-byte autonomous system numbered 1.2 in asdot notation:

> clear bgp ipv4 unicast 1.2
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The following example clears the table map for IPv4 unicast peering sessions:

> clear bgp ipv4 unicast table-map
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clear blocks

To reset the packet buffer counters such as the exhaustion condition and history information, use the
clear blocks command.

clear blocks [exhaustion {history | snapshot} | export-failed | queue [history [corelocal

[number] 7]
Syntax Description core-local [number] (Optional) Clears system buffers queued by application for all cores, or if you
specify the core number, a specific core.
exhaustion (Optional) Clears the exhaustion condition.
export-failed (Optional) Clears the export failed counters.
history (Optional) Clears the history.
queue (Optional) Clears queued blocks.
snapshot (Optional) Clears the snapshot information.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Resets the low watermark counters to the current available blocks in each pool. Additionally, this command

clears the history information stored during the last buffer allocation failure.

Examples

The following example clears the blocks:

> clear blocks

Related Commands  Command Description
blocks Increases the memory assigned to block diagnostics.
show blocks Shows the system buffer utilization.
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clear capture

To clear the capture buffer, use the clear capture command.

clear capture {/all | capture name}

Syntax Description fall Clears packets on all interfaces.
capture_name Specifies the name of the packet capture.
Command History Release Modification
6.1 This command was introduced.
Examples

This example shows how to clear the capture buffer for the capture buffer “example.”

> clear capture example

Related Commands  Command Description
capture Enables packet capture capabilities for packet sniffing and network fault
isolation.
show capture Displays the capture configuration when no options are specified.
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clear clns

To clear Connectionless-mode Network Protocol (CLNP) information, use the clear clns command.

clear cIns {isneighbors | neighbors | traffic}

Syntax Description is-neighbors Clears intermediate-system neighbor routes.
neighbors Clears all CLNS neighbor routes.
traffic Clears CLNS protocol statistics.
Command History Release Modification
6.3 This command was introduced.
Examples

This example shows how to clear all CLNS neighbor routes:

> clear clns neighbors

Related Commands  Command Description

Displays Connectionless-mode Network Protocol (CLNP) network information.

show clns
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clear cluster info

To clear cluster statistics, use the clear cluster info command.

clear cluster info {flow-mobility counters | health details | trace | transport}

Syntax Description flow-mobility counters Clears the cluster flow-mobility counters.

health details Clears cluster health information.

trace Clears cluster event trace information.

transport Clears cluster transport statistics.
Command History Release Modification

6.1 This command was introduced.
Usage Guidelines To view cluster statistics, use the show cluster info command.

Examples

The following example clears cluster event trace information:

> clear cluster info trace

Related Commands  Command Description

show cluster info Shows cluster statistics.
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clear configure key chain

To remove the key chains that are configured., use the clear configure key chain command.

clear configure key chainkey-chain-name

Command History Release Modification
6.4 This command was introduced.

Usage Guidelines Use the clear configure key chain command to remove the configured key chain.
Examples

The following example shows how to remove the configured key chain.

> clear configure key chain CHAINI
>

Related Commands  Command Description
key chain Configure the key chains for ospfv2 authentication.
show key chain Displays the configured key chains.
show running key chain | Displays the key chain details that is currently active.
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clear conn .

To clear a specific connection or multiple connections, use the clear conn command.

clear conn [ vrf { name
ip[-ip] [ netmask mask ]
name | tag} attribute }

domain_nickname\\ ] user_group_name] |

global }7 {all | protocol {tcp | udp | sctp} | address
port port [-port] | inlineset name | security-group {
user [ domain_nickname\] user_name | user-group [

zone [ zone_name ] [ data-rate ]}

Syntax Description

addressip[-ip]

Clears connections with the specified source or destination IP address (IPv4
or IPv6). To specify a range, separate the IP addresses with a dash (-). For
example: 10.1.1.1-10.1.1.5

all

Clears all connections, including to-the-box connections. Without the all
keyword, only through-the-box connections are cleared.

inline-set name

Clears connections that match the specified inline set.

netmask mask

(Optional) Specifies a subnet mask for use with the given IP address.

port port[-port]

Clears connections with the specified source or destination port. To specify
arange, separate the port numbers with a dash (-). For example: 1000-2000

protocol {tcp | udp | sctp}

Clears connections with the specified protocol.

security-group {name|tag}
attribute

Clears connections with the specified security group attribute.

user [domain_nickname\]
user_name

Clears connections that belong to the specified user. When you do not
include the domain_nickname argument, the system clears connections for
the user in the default domain.

user-group
[domain_nickname\\]
user_group_name]

Clears connections that belong to the specified user group. When you do
not include the domain_nicknameargument, the system clears connections
for the user group in the default domain.

zZone [zone_nhame]

Clears connections that belong to a security zone.

[vrf {name | global}]

If you enable virtual routing and forwarding (VRF), also known as virtual
routers, you can limit the command to a specific virtual router using the
vrf namekeyword. Specify vrf global to limit the command to the global
virtual router. If you omit this keyword, the command applies to all virtual
routers.

data-rate (Optional) Clears the current maximum data-rate stored.
Command History Release Modification

6.1 This command was introduced.

6.6 The vrf and data-rate keywords was added.
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Usage Guidelines When you make security policy changes to the configuration, all new connections use the new security policy.
Existing connections continue to use the policy that was configured at the time of the connection establishment.
To ensure that all connections use the new policy, you need to disconnect the current connections so they can
reconnect using the new policy using the clear conn command. You can alternatively use the clear local-host
command to clear connections per host, or the clear xlate command for connections that use dynamic NAT.

When the device creates a pinhole to allow secondary connections, this is shown as an incomplete connection
in the show conn command output. To clear this incomplete connection, use the clear conn command.

\}

Note This command does not clear connections to the Management interface; it can only clear management
connections to a data interface or the Diagnostic interface.

Examples

The following example shows how to view all connections and then clear the management connection
from 10.10.10.108:

> show conn all

TCP mgmt 10.10.10.108:4168 NP Identity Ifc 10.0.8.112:22, idle 0:00:00,
bytes 3084, flags UOB

> clear conn address 10.10.10.108

The following example shows how to clear connection maximum data-rate stored in the extension
memory:

> clear conn data-rate
Released conn extension memory for 10 connection (s)

Related Commands Commands Description
clear local-host Clears all connections by a specific local host or all local hosts.
clear xlate Clears a dynamic NAT session, and any connections using NAT.
show conn Shows connection information.
show local-host Displays the network states of local hosts.
show xlate Shows NAT sessions.
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clear console-output

To remove the currently captured console output, use the clear console-output command.

clear console-output

clear console-output .

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example shows how to remove the currently captured console output:

> clear console-output

Related Commands

Command

Description

show console-output

Displays the captured console output.

show running-config
console timeout

Displays the idle timeout for a console connection to the device.
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clear counters

To clear the protocol stack counters, use the clear counters command.

clear counters [all | summary | top n] [detail] [protocol protocol name [counter name] ]

[threshold n]
Syntax Description all (Optional) Clears all filter details.
counter_name (Optional) Specifies a counter by name. Use the show counter s protocol
command to see available counter names.
detail (Optional) Clears detailed counters information.

protocol protocol_name (Optional) Clears the counters for the specified protocol.

summary (Optional) Clears the counter summary.

threshold n (Optional) Clears the counters at or above the specified threshold. The range
is 1 through 4294967295.

top n (Optional) Clears the counters at or above the specified threshold. The range
is 1 through 4294967295.

Command Default The clear counters summary detail command is the default.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the protocol stack counters:

> clear counters

Related Commands  Command Description

show counters Displays the protocol stack counters.
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clear cpu profile

To clear the CPU profiling statistics, use the clear cpu command.

clear cpu profile

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to delete the crash file:

> clear cpu profile

Related Commands Command Description
show cpu Displays information about the CPU.
show cpu profile Displays CPU profiling data.
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clear crashinfo

To delete the contents of the crash file in flash memory, use the clear crashinfo command.

clear crashinfo [module {0 | 1}]

A-RCommands |

Syntax Description ~ module {O| 1} (Optional) Clears the crash file for a module in slot 0 or 1.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example shows how to delete the crash file:

> clear crashinfo

Related Commands

Command Description

crashinfo force Forces a crash of the system.

crashinfo test Tests the ability of the system to save crash information to a file in flash memory.
show crashinfo Displays the contents of the crash file stored in flash memory.
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clear crypto accelerator statistics

To clear the global and accelerator-specific statistics from the crypto accelerator MIB, use the clear crypto

accelerator statistics command.

clear crypto accelerator statistics

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example entered in global configuration mode, displays crypto accelerator statistics:

> clear crypto accelerator statistics

>

Related Commands

Command

Description

clear crypto protocol statistics

Clears the protocol-specific statistics in the crypto accelerator MIB.

show crypto accelerator
statistics

Displays the global and accelerator-specific statistics in the crypto
accelerator MIB.

show crypto protocol statistics

Displays the protocol-specific statistics from the crypto accelerator MIB.

Cisco Secure Firewall Threat Defense Command Reference .



. clear crypto ca crls

A-RCommands |

clear crypto ca crls

To empty the CRL cache of all CRLs associated with a specified trustpoint, all CRLs associated with the
trustpool from the cache, or the CRL cache of all CRLs, use the clear crypto ca crls command.

clear cryptocacrls [trustpool | trustpoint trust point_name]

Syntax Description

trustpoint The name of a trustpoint. If you do not specify a name, this command clears all
trust_point_name CRLs cached on the system. If you give the trustpoint keyword without a
trustpointname, the command fails.

trustpool Indicates that the action should be applied only to the CRLs that are associated
with certificates in the trustpool.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following independent examples clear all of the trustpool CRLs, clears all of the CRLs associated
with trustpoint123, and removes all of the cached CRLs from the device:

> clear crypto ca crl trustpool
> clear crypto ca crl trustpoint trustpointl23
> clear crypto ca crl

Related Commands

Command Description

show crypto cacrl Displays all cached CRLs or CRLs cached for a specified trustpoint.
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clear crypto ca trustpool

To remove all certificates from the trustpool, use the clear crypto catrustpool command.

clear crypto catrustpool noconfirm

Syntax Description noconfirm Suppresses user confirmation prompts, and the command will be processed
as requested.

Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears all certificates:

> clear crypto ca trustpool
>

Related Commands  Command Description
crypto catrustpool Exports the certificates that constitute the PKI trustpool.
export
crypto catrustpool Imports the certificates that constitute the PKI trustpool.
import
crypto catrustpool Removes a single specified certificate from the trustpool.
remove
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clear crypto ikev1

To remove the IPsec IKEv1 SAs or statistics, use the clear crypto ikevl command.

clear cryptoikevl {sa [ip _address] | stats}

Syntax Description

saip_address Clears the SA. To clear all IKEv1 SAs, use this option without specifying an
IP address. Otherwise, specify the IPv4 or IPv6 address of the SA to clear.

stats Clears the IKEv1 statistics.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example removes all of the IPsec IKEv1 statistics from the threat defense device:

> clear crypto ikevl stats
>

The following example deletes SAs with a peer IP address of 10.86.1.1:

> clear crypto ikevl sa 10.86.1.1
>

Related Commands

Command Description

show ipsec sa Displays information about [PSec SAs, including counters, entry, map
name, peer [P address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear crypto ikev2

To remove the IPsec IKEv2 SAs or statistics, use the clear crypto ikev2 command.

clear cryptoikev2 {sa [ip _address] | stats}
Syntax Description saip_address Clears the SA. To clear all IKEv2 SAs, use this option without specifying an
IP address. Otherwise, specify the IPv4 or IPv6 address of the SA to clear.
stats Clears the IKEv2 statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example removes all of the IPsec IKEv2 statistics from the threat defense device:

> clear crypto ikev2 stats
>

The following example deletes SAs with a peer IP address of 10.86.1.1:

> clear crypto ikev2 sa 10.86.1.1
>

Related Commands  Command Description

show ipsec sa Displays information about [PSec SAs, including counters, entry, map
name, peer [P address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear crypto ipsec sa

A-RCommands |

To remove the IPsec SA counters, entries, crypto maps or peer connections, use the clear cryptoipsec sa

command.

clear cryptoipsecsa [counters | entry ip address {esp | ah} spi | inactive | map map_name

| peer ip_address]

Syntax Description ah

Authentication header.

counters

Clears all IPsec per SA statistics.

entry ip_address

Deletes the tunnel that matches the specified IP address/hostname, and protocol,
and SPI value.

esp

Encryption security protocol.

inactive

Clears all inactive IPsec SAs.

map map_name

Deletes all tunnels associated with the specified crypto map as identified by
map name.

peer ip_address

Deletes all IPsec SAs to a peer as identified by the specified hostname or IP
address.

Spi Identifies the Security Parameters Index (a hexidecimal number). This must
be the inbound SPI. We do not support this command for the outbound SPI.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines To clear all IPsec SAs, use this command without arguments.
Examples

The following example removes all of the IPsec SAs from the threat defense:

> clear crypto ipsec sa

>

The following example deletes SAs with a peer IP address of 10.86.1.1:

> clear crypto ipsec sa peer 10.86.1.1
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Related Commands  Command Description

show ipsec sa Displays information about IPSec SAs, including counters, entry, map
name, peer IP address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear crypto isakmp

To clear ISAKMP SAs or statistics, use the clear crypto isakmp command.

clear cryptoisakmp [sa | stats]

Syntax Description sa Clears IKEv1 and IKEv2 SAs.
stats Clears IKEv1 and IKEv?2 statistics.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines To clear all ISAKMP operational data, use this command without arguments.
Examples

The following example removes all of the ISAKMP SAs:

> clear crypto isakmp sa
>

Related Commands  Command Description

show isakmp Displays information about ISAKMP operational data.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear crypto protocol statistics

To clear the protocol-specific statistics in the crypto accelerator MIB, use the clear crypto protocol statistics

command.

clear crypto protocol statistics protocol

Syntax Description

protocol Specifies the name of the protocol for which you want to clear statistics. Protocol
choices are as follows:

« all—All protocols currently supported.

* ikevl—Internet Key Exchange (IKE) version 1.

* ikev2—Internet Key Exchange (IKE) version 2.

* ipsec—IP Security (IPsec) Phase-2 protocols.

* other—Reserved for new protocols.

* srtp—Secure RTP (SRTP) protocol

* ssh—Secure Shell (SSH) protocol

* ss—Secure Socket Layer (SSL) protocol.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example clears all crypto accelerator statistics:

> clear crypto protocol statistics all

>

Related Commands

Command

Description

clear crypto accelerator
statistics

Clears the global and accelerator-specific statistics in the crypto accelerator
MIB.

show crypto accelerator
statistics

Displays the global and accelerator-specific statistics from the crypto
accelerator MIB.

show crypto protocol statistics

Displays the protocol-specific statistics in the crypto accelerator MIB.
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clear crypto ssl

To clear SSL information, use the clear crypto ssl command.

clear cryptoss {cache [all] | errors | mib | objects}
Syntax Description cache Clears expired sessions in the SSL session cache.
all (Optional) Clears all sessions and statistics in the SSL session cache.
errors Clears SSL errors.
mib Clears SSL MIB statistics.
objects Clears SSL object statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears all SSL cache sessions and statistics:

> clear crypto ssl cache all

Related Commands Command Description

show crypto sd Displays the SSL information.
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clear dhcpd

To clear the DHCP server bindings and statistics, use the clear dhcpd command.

clear dhepd {binding [all | ip_address] | statistics}

Syntax Description all (Optional) Clears all dhepd bindings.
binding Clears all the client address bindings.
ip_address (Optional) Clears the binding for the specified IP address.
statistics Clears statistical information counters.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the dhepd statistics:

> clear dhcpd statistics

Related Commands  Command Description

show dhcpd Displays DHCP binding, statistic, or state information.
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clear dhcprelay statistics

To clear the DHCP relay statistic counters, use the clear dhcprelay statistics command.

clear dhcprelay statistics

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the DHCP relay statistics:

> clear dhcprelay statistics

Related Commands Command Description
show dhcprelay statistics Displays DHCP relay agent statistic information.
show running-config dhcprelay Displays the current DHCP relay agent configuration.
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clear dns

To clear IP addresses associated with fully qualified domain name (FQDN) hosts, as resolved through DNS
requests, use the clear dns command.

clear dns [ host fgqdn name] [ ipcache [ counters]]

Syntax Description host fgdn_name (Optional) Specifies the fully qualified domain name whose IP addresses you
want to clear. If you do not specify a host, all DNS resolutions are cleared.

ipcache [counters] Clear all the entries from the IP cache obtained through DNS snooping, which
is used in direct internet access policy-based routing.

Specify counter sto simply reset all the hit counts for entries in the cache without

deleting them.
Command History Release Modification
6.1 This command was introduced.
7.1 The ipcache [counters] keywords were added.

Examples

The following example clears the IP addresses associated with the specified FQDN host:
> clear dns host www.example.com

The following example clears the IP cache. After you remove the IP cache, the system repopulates
the cache using new DNS queries of the domain names in the network-service objects and object
groups. Until the DNS queries are completed, traffic destined to domain names will no longer be
classified for the network-services group that contains the domain names of the cleared IP cache
entries.

> clear dns ip-cache

Related Commands Command Description

show dnshosts Shows the DNS resolution for a specific host.
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clear dns-hosts cache

To clear the DNS cache, use the clear dns-hosts cache command.

clear dns-hosts cache

Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears the DNS cache:

> clear dns-hosts cache

Related Commands Command Description

show dns-hosts Shows the DNS cache.
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clear efd-throttle

To clear throttle from throttled elephant flows and bypass Snort inspection, use the clear efd-throttle command.

clear efd-throttle .

clear efd-throttle { IPv4_address | |Pv6 address/prefix | all bypass | any { source port {

destination_IPv4_address
destination IPv4 _address
any { tcp bypass | udp bypass} } } } }

| udp bypass }

| destination IPv6_address/prefix | any } | any {
| destination_IPv6_address/prefix | any { destination_port { tcp bypass

Syntax Description

IPv4_address

Clears the throttled elephant flow for the specified IPv4 address (5-tuple).

IPv6_address/prefix

Clears the throttled elephant flow for the specified IPv6 address.

all Clears throttle and inspects all elephant flows.
bypass (Optional) Clears throttle and bypasses Snort inspection for all elephant flows.
any * Use as an abbreviation for source address and mask of 0.0.0.0 0.0.0.0 and
/0
« Use for any source port or destination port.
source_port Clears throttle for connections with the specified source port.

destination_port

Clears throttle for connections with the specified destination port.

tep Clears throttle for TCP connections only.

udp Clears throttle for UDP connections only.
Command History Release Modification

7.2 This command was introduced.

Examples

The following example shows how to clear throttling of a throttled elephant flow and continue Snort

inspection on that flow:

> clear efd-throttle 172.16.77.0 255.255.255.0 1234 172.16.4.0 255.255.255.0 80 tcp

The following example shows how to clear throttling of a throttled elephant flow and bypass Snort

inspection for that flow:

> clear efd-throttle 172.16.77.0 255.255.255.0 1234 172.16.4.0 255.255.255.0 80 tcp bypass

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |
. clear efd-throttle

The following example shows how to clear throttling of all throttled elephant flows and continue
Snort inspection on all the flows:

> clear efd-throttle all

The following example shows how to clear throttling of all throttled elephant flows and bypass Snort
inspection for all the flows:

> clear efd-throttle all bypass
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clear eigrp events

To clear the EIGRP event log, use the clear eigrp events command.

clear eigrp [as number] events

Syntax Description  as number (Optional) Specifies the autonomous system number of the EIGRP process for
which you are clearing the event log. Because the device only supports one
EIGRP routing process, you do not need to specify the autonomous system
number (process ID).

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines You can use the show eigrp events command to view the EIGRP event log.
Examples

The following example clears the EIGRP event log:

> clear eigrp events

Related Commands  Command Description

show eigrp events Displays the EIGRP event log.
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clear eigrp neighbors

To delete entries from the EIGRP neighbor table, use the clear eigrp neighbors command.

clear eigrp [as number] neighbors [ip addr | if name] [soft]

Syntax Description

Command Default

as_number (Optional) Specifies the autonomous system number of the EIGRP process for
which you are deleting neighbor entries. Because the device only supports one
EIGRP routing process, you do not need to specify the autonomous system
number (AS), which is the process ID.

if_name (Optional) The name of an interface. Specifying an interface name removes all
neighbor table entries that were learned through this interface.

ip_addr (Optional) The IP address of the neighbor you want to remove from the neighbor
table.

soft Causes the device to resynchronize with the neighbor without resetting the
adjacency.

If you do not specify a neighbor IP address or an interface name, all dynamic entries are removed from the
neighbor table.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

The clear eigrp neighbor scommand does not remove neighbors that were manually defined from the neighbor
table. Only dynamically discovered neighbors are removed.

You can use the show eigrp neighbors command to view the EIGRP neighbor table.

Examples
The following example removes all entries from the EIGRP neighbor table:

> clear eigrp neighbors

The following example removes all entries learned through the interface named “outside” from the
EIGRP neighbor table:

> clear eigrp neighbors outside

Related Commands

Command Description

show eigrp neighbors | Displays the EIGRP neighbor table.
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clear eigrp topology

To delete entries from the EIGRP topology table, use the clear eigrp topology command.

clear eigrp [as number] topology ip addr [mask]

Syntax Description  as number (Optional) Specifies the autonomous system number of the EIGRP process.
Because the device only supports one EIGRP routing process, you do not need
to specify the autonomous system number (AS), which is the process ID.

ip_addr The IP address to clear from the topology table.

mask (Optional) The network mask to apply to the ip-addr argument.
Command History Release Modification

6.1 This command was introduced.

Usage Guidelines This command clears existing EIGRP entries from the EIGRP topology table. You can use the show eigrp
topology command to view the topology table entries.

Examples

The following example removes entries in the 192.168.1.0 network from EIGRP topology table:

> clear eigrp topology 192.168.1.0 255.255.255.0

Related Commands  Command Description

show eigrp topology Displays the EIGRP topology table.
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* clear object-group, on page 118
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clear facility-alarm output

To de-energize the output relay and clear the alarm state of the LED in the ISA 3000, use the clear
facility-alarm output command

clear facility-alarm output

Command History

Usage Guidelines

Release Modification

6.3 This command was introduced.

This command de-energizes the output relay and clears the alarm state of the output LED. This turns off the
external alarm. However, this command does not fix the alarm condition that triggered the external alarm:
you still must resolve the problem. Use the show facility-alarm status command to determine the current
alarm conditions.

Examples

The following example de-energizes the output relay and clears the alarm state of the output LED:

> clear facility-alarm output

Related Commands

Command Description

show alar m settings Displays all global alarm settings.

show environment Displays the status of the input alarm contacts.
alarm-contact

show facility-alarm Displays status information for triggered alarms.
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clear failover statistics

To clear the high availability statistic counters, use the clear failover statistics command.

clear failover statistics

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

This command clears the statistics displayed with the show failover statistics command and the counters in
the Stateful Failover Logical Update Statistics section of the show failover command output.

Examples

The following example shows how to clear the high availability statistics counters:

> clear failover statistics

Related Commands

Command Description
show failover Displays information about the high availability configuration and operational
statistics.
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clear flow-export counters

To reset runtime counters for NetFlow statistical and error data to zero, use the clear flow-export counters

command.

clear flow-export counters

Command History Release Modification
6.3 This command was introduced.
Examples

The following example shows how to reset NetFlow runtime counters:

> clear flow-export counters

Related Commands  Command Description

show flow-export Displays all NetFlow runtime counters.

counters

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |

. clear flow-offload

clear flow-offload

To clear counters and statistics for offloaded flows, use the clear flow-offload command.

This command is available on threat defense on the Firepower 4100/9300 chassis.

clear flow-offload statistics

Syntax Description statistics Resets to zero statistics for all offloaded flows.

Command History Release Modification
6.3 This command was introduced.
Examples

Following is an example of clearing all flow counters:

> clear flow-offload statistics

Related Commands  Commands Description

show flow-offload Displays dynamic flow offload counters, statistics, and information.

configureflow-offload | Enables or disables dynamic flow offload.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

clear flow-offload-ipsec .

clear flow-offload-ipsec

To clear information related to IPsec flow offload, use the clear flow-offload-ipsec command.

clear flow-offload-ipsec

statistics

Syntax Description

statistics Clear statistics related to IPsec flow offload.

Command History

Release Modification

72 This command was introduced.

Example

The following example clears all IPsec flow offload statistics.

> clear flow-offload-ipsec statistics

Related Commands

Command

Description

show flow-offload-ipsec

Displays IPsec flow offload statistics and information.
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clear fragment

To clear the operational data of the IP fragment reassembly module, enter the clear fragment command.

clear fragment {queue | statistics [interface name] }

Syntax Description queue Clears the IP fragment reassembly queue.

statisticsinterface_name Clears the IP fragment reassembly statistics. You can optionally specify an
interface name to clear statistics for that interface only. Otherwise, statistics for
all interfaces are cleared.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines This command clears either the currently queued fragments that are waiting for reassembly (if the queue

keyword is entered) or clears all IP fragment reassembly statistics (if the statistics keyword is entered). The
statistics are the counters, which tell how many fragments chains were successfully reassembled, how many

chains failed to be reassembled, and how many times the maximum size was crossed resulting in overflow
of the buffer.

Examples

The following example shows how to clear the operational data of the IP fragment reassembly module:

> clear fragment queue

Related Commands  Command Description
show fragment Displays the operational data of the IP fragment reassembly module.
show running-config Displays the IP fragment reassembly configuration.
fragment
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clear gc

To remove the garbage collection (GC) process statistics, use the clear gc command.

clear gc

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to remove the GC process statistics:

> clear gc

Related Commands Command Description

show gc Displays the GC process statistics.
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clear igmp

To clear all IGMP counters, group caches, and traffic, use the clear igmp command.

group [interface name] | traffic}

clear igmp {counters [if name]

Syntax Description counters[if_name] Clears IGMP statistical counters. You can optionally specify an interface name
to clear the counters for that interface only.

group [interfacename]  Deletes IGMP group cache entries. You can optionally specify an interface name
to delete the groups associated with that interface only.

This command does not clear statically configured groups.

traffic Clears traffic counters.
Command History Release Maodification

6.1 This command was introduced.

Examples

The following example clears the IGMP statistical counters:

> clear igmp counters

The following example shows how to clear all discovered IGMP groups from the IGMP group cache:
> clear igmp group

The following example clears the IGMP statistical traffic counters:

> clear igmp traffic

Related Commands  Command Description

show igmp Shows IGMP information.
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clear ikev1

To remove the IPsec IKEv1 SAs or statistics, use the clear ikevl command.

clear ikevl {sa [ip address] | stats}
Syntax Description saip_address Clears the SA. To clear all IKEv1 SAs, use this option without specifying an
IP address. Otherwise, specify the IPv4 or IPv6 address of the SA to clear.
stats Clears the IKEv1 statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example removes all of the IPsec IKEv1 statistics from the threat defense device:

> clear ikevl stats
>

The following example deletes SAs with a peer IP address of 10.86.1.1:

> clear ikevl sa 10.86.1.1

>
Related Commands  Command Description
show ipsec sa Displays information about [PSec SAs, including counters, entry, map

name, peer [P address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear ikev2

To remove the IPsec IKEv2 SAs or statistics, use the clear ikev2 command.

clear ikev2 {sa [ip_address] | stats}

Syntax Description

saip_address Clears the SA. To clear all IKEv2 SAs, use this option without specifying an
IP address. Otherwise, specify the IPv4 or IPv6 address of the SA to clear.

stats Clears the IKEv?2 statistics.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example removes all of the IPsec IKEv2 statistics from the threat defense device:

> clear ikev2 stats
>

The following example deletes SAs with a peer IP address of 10.86.1.1:

> clear ikev2 sa 10.86.1.1

>
Related Commands  Command Description
show ipsec sa Displays information about [PSec SAs, including counters, entry, map

name, peer [P address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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To clear interface statistics, use the clear interface command.

clear interface .

clear interface [physical_interface[.subinterface] | interface name]
Syntax Description interface_name (Optional) Identifies the interface name.
physical_interface (Optional) Identifies the interface ID, such as gigabitethernet0/1.
subinterface (Optional) Identifies an integer between 1 and 4294967293 designating a logical
subinterface.

Command Default

By default, this command clears all interface statistics.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example clears all interface statistics:

> clear interface

Related Commands

Command

Description

show interface

Displays the runtime status and statistics of interfaces.

show running-config interface

Displays the interface configuration.
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To clear statistics for certain legacy features, use the clear ip command.

clear ip {audit count [global] | verify statistics} [interface interface name]

Syntax Description

audit count [global]

Clears the count of signature matches for an audit policy. If you do not specify
the interface keyword, counts for all signatures are cleared globally. You can
optionally include the global keyword to specify this explicitly (you cannot
specify both global and interface).

interfaceinterface name

(Optional) Clear statistics for the specified interface only.

verify statistics Clears the number of packets dropped for Unicast Reverse Path Forwarding
(RPF).
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

These features are normally not enabled, so typically there are no statistics to clear.

Example

The following example clears the IP audit count for all interfaces.

> clear ip audit count

Related Commands

Command

Description

show ip audit count

Displays the Unicast RPF statistics.

show ip verify statistics

Displays the Unicast RPF statistics.

show running-configip
audit name

Shows the configuration for the ip audit name command. Besides hame, you
can check on the interface and signatur e configuration.

show running-configip
verify rever se-path

Shows the ip verify reverse-path configuration.
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clear ipsec sa

To remove the IPsec SA counters, entries, crypto maps or peer connections, use the clear ipsec sa command.

clear ipsec sa .

clear ipsecsa [counters | entry ip_address {esp | ah} spi | inactive | map map_name |

peer ip_address]

Syntax Description

ah

Authentication header.

counters

Clears all IPsec per SA statistics.

entry ip_address

Deletes the tunnel that matches the specified IP address/hostname, and protocol,
and SPI value.

esp Encryption security protocol.
inactive Clears all inactive IPsec SAs.
map map_name Deletes all tunnels associated with the specified crypto map as identified by map

name.

peer ip_address

Deletes all IPsec SAs to a peer as identified by the specified hostname or IP
address.

Spi Identifies the Security Parameters Index (a hexidecimal number). This must be
the inbound SPI. We do not support this command for the outbound SPI.
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

To clear all IPsec SAs, use this command without arguments.

Examples

The following example, issued in global configuration mode, removes all of the IPsec SAs from the

threat defense:

> clear ipsec sa

>

The following example, entered in global configuration mode, deletes SAs with a peer IP address of

10.86.1.1:

> clear ipsec sa peer 10.86.1.1

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |

. clear ipsec sa

Related Commands  Command Description

show ipsec sa Displays information about IPsec SAs, including counters, entry, map
name, peer IP address and hostname.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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clear ipv6 dhcp
To clear DHCPv6 statistics, use the clear ipv6 dhcp command.

clear ipv6dhcp {client [pd] | interface interface name | server} statistics

Syntax Description client [pd] Clears the DHCPv6 client statistics. Add the pd keyword to clear the Prefix
Delegation client statistics.

interface interface name Clears the DHCPv6 statistics for the specified interface.

server Clears the DHCPvV6 server statistics.
Command History Release Modification
6.2.1 This command was introduced.
Example

The following example clears the DHCPvO6 client statistics:

> clear ipv6 dhcp client statistics

Related Commands  Command Description

show ipv6 dhcp Shows DHCPV6 statistics.
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clear ipv6 dhcprelay

To clear the IPv6 DHCP relay binding entries and statistics, use the clear ipv6 dhcprelay command.

clear ipv6 dhcprelay {binding [ip address] | statistics}

Syntax Description binding Clears the IPv6 DHCP relay binding entries.

ip_address (Optional) Specifies the IPv6 address for the DHCP relay binding. If the IP
address is specified, only the relay binding entries associated with that IP address
are cleared.

statistics Clears the IPv6 DHCP relay agent statistics.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example shows how to clear the statistical data for the IPv6 DHCP relay binding:

> clear ipv6 dhcprelay binding
>

The following example shows how to clear the statistical data for the [IPv6 DHCP relay agent:

> clear ipv6 dhcprelay statistics

Related Commands  Command Description

show ipv6 dhcprelay Shows the relay binding entries created by the relay agent.
binding

show ipv6 dhcprelay Shows the IPv6 DHCP relay agent information.
statistics
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clear ipv6 mid traffic

To clear the IPv6 Multicast Listener Discovery (MLD) traffic counters and reset them, use the clear ipv6é mld
traffic command.

clear ipv6 mld traffic

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the traffic counters for [Pv6 MLD:

> clear ipv6é mld traffic
>

Related Commands  Command Description

show ipv6 mid traffic | Show IPv6 MLD traffic counters.
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clear ipv6 neighbors

To clear the IPv6 neighbor discovery cache, use the clear ipv6 neighbors command.

clear ipv6 neighbors

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines This command deletes all discovered IPv6 neighbor from the cache; it does not remove static entries.
Examples

The following example deletes all entries, except static entries, in the IPv6 neighbor discovery cache:

> clear ipvé neighbors
>

Related Commands Command Description

show ipv6 neighbor Displays IPv6 neighbor cache information.
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clear ipv6 ospf

To clear OSPFv3 routing parameters, use the clear ipv6 ospf command.

clear ipv6 [process id] [counters] [events] [force-spf] [process] [redistribution] [traffic]

Syntax Description counters Resets the OSPF process counters.
events Clears the OSPF event log.
for ce-ospf Clears the SPF for OSPF processes.
process Resets the OSPFv3 process.
process id Clears the process ID number. Valid values range from 1 to 65535.
redistribution Clears OSPFv3 route redistribution.
traffic Clears traffic-related statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear all OSPFv3 route redistribution:

> clear ipv6 ospf redistribution
>

Related Commands  Command Description

show running-config Shows the running configuration of OSPFv3 processes.
ipv6 router
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clear ipv6 prefix-list

To clear routing IPv6 prefix-lists, use the clear ipv6 prefix-list command.

clear ipv6 prefix-list [name]

A-RCommands |

Syntax Description name Clears the named IPv6 prefix-list.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the list] IPv6 prefix-list:

> clear ipv6 prefix-list listl
>

Related Commands

Command Description

show running-config Shows the running configuration of IPv6 prefix-lists.

ipv6 prefix-list
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clear ipv6 route

To delete routes from the IPv6 routing table, use the clear ipv6 route command.

clear ipv6route [management-only] {all | ipve-prefix/prefix-length}

Syntax Description management-only Clears only the IPv6 management routing table.

ipve-prefix/prefix-length  Clears routed for the IPv6 prefix.

all Clears all IPv6 routes.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines The clear ipv6 route command is similar to the clear ip route command, except that it is IPv6-specific.

The per-destination maximum transmission unit (MTU) cache is also cleared.

Examples

The following example deletes the IPv6 route for 2001:0DB8::/35:

> clear ipvé route 2001:0DBS8::/35

Related Commands  Command Description

show ipv6 route Displays IPv6 routes.
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clear ipv6 traffic

To reset the IPv6 traffic counters, use the clear ipv6 traffic command.

clear ipv6 traffic

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines Using this command resets the counters in the output from the show ipv6 traffic command.
Examples

The following example resets the IPv6 traffic counters.

> clear ipvé traffic
>

Related Commands  Command Description

show ipv6 traffic Displays IPv6 traffic statistics.
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clear isakmp

To clear ISAKMP SAs or statistics, use the clear isakmp command.

clear isakmp [sa | stats]

Syntax Description sa (Optional) Clears IKEv1 and IKEv2 SAs.
stats (Optional) Clears IKEv1 and IKEv2 statistics.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines To clear all ISAKMP operational data, use this command without arguments.
Examples

The following example removes all of the ISAKMP SAs:

> clear isakmp sa
>

Related Commands  Command Description

show isakmp Displays information about ISAKMP operational data.

show running-config crypto | Displays the entire crypto configuration, including IPsec, crypto maps,
dynamic crypto maps, and ISAKMP.
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To clear the IS-IS data structures, use the clear iSis command.

clearisis {* | Ispfull | ribredistribution [level-1 | level-2] [network prefix] [network mask] }

Syntax Description *

Clears all IS-IS data structures.

level-1

(Optional) Clears Level 1 IS-IS redistributed prefixes from the redistribution
cache.

level-2

(Optional) Clears Level 2 IS-IS redistributed prefixes from the redistribution
cache.

Ispfull

Clears the IS-IS LSPFULL state.

network _mask

(Optional) The network ID in the A.B.C.D format for the network mask for the
specific network prefix you want to clear from the RIB. If you do not provide a
network mask for the prefix, the major net of the prefix will be used for the
network mask.

network _prefix

(Optional) The network ID in the A.B.C.D format for the specific network prefix
you want to clear from the redistribution Routing Information Base (RIB). If you
do not provide a network mask for the prefix, the major net of the prefix will be
used for the network mask.

rib redistribution

Clears prefixes in the IS-IS redistribution cache.

Command History Release

Modification

6.3

This command was introduced.

Usage Guidelines If the link-state PDU (LSP) becomes full because too many routes are redistributed, use the clear isislIspfull
command to clear the state after the problem has been resolved.

We recommend that you use the clear isisrib command in a troubleshooting situation only when a Cisco
Technical Assistance Center representative requests you to do so following a software error.

Examples

The following example clears the LSPFULL state:

> clear isis lspfull

The following example clears the network prefix 10.1.0.0 from the IP local redistribution cache:

> clear isis rib redistribution 10.1.0.0 255.255.0.0
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clear isis .

Related Commands

Command Description
show clns Shows CLNS-specific information.
show isis Shows IS-IS information.

show routeisis

Shows IS-IS routes.
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clear kernel cgroup-controller

To clear the kernel’s cgroup controller statistics, use the clear kernel cgroup-controller command.

clear kernd cgroup-controller [cpu | memory]

Syntax Description cpu (Optional) Clears the cpu/cpuacct controller statistics.
memory (Optional) Clears memory controller statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the cgroup-controller statistics:

> clear kernel cgroup-controller

Related Commands  Command Description

show kernel Displays cgroup controller statistics.
cgroup-controller
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clear lacp .

To clear EtherChannel LACP port channel statistics, use the clear lacp command.

clear lacp [channel_group _number]

Syntax Description

Command Default

channel_group_number  (Optional.) Clears the channel group information by number, between 1 and 48.

If you do not specify a number, statistics for all port channels are cleared.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear the port channel statistics:

> clear lacp 12

Related Commands

Command Description

show lacp Displays port channel information.
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clear lisp eid

To clear the Lisp EID table, use the clear list eid command.

clear lisp eid [ip_address]

Syntax Description  ip_address Removes the specified IP address from the EID table.
Command History Release Modification
6.2 This command was introduced.

Usage Guidelines The device maintains an EID table that correlates the EID and the site ID. The clear lisp eid command clears
EID entries in the table.

Related Commands  Command Description

clear cluster info Clears the flow mobility counters.
flow-mobility counters

show cluster info Shows flow mobility counters.
flow-mobility counters

show conn Shows traffic subject to LISP flow-mobility.

show lisp eid Shows the EID table.
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clear local-host (Deprecated)

To reinitalize per-client run-time states such as connection limits and embryonic limits, use the clear local-host
command.

clear local-host [hostname | ip_address] [all] [zone]

Syntax Description all (Optional) Clears all connections, including to-the-box traffic. Without the all
keyword, only through-the-box traffic is cleared.
hostname or (Optional) Specifies the local hostname or IPv4 or IPv6 address.
ip_address
zone (Optional) Clears all connections in traffic zones.
Command Default Clears all through-the-box run-time states.
Command History Release Modification
6.1 This command was introduced.
7.0 This command was deprecated. Use the clear conn address command to clear

connections to local addresses.

Usage Guidelines When you make security policy changes to the configuration, all new connections use the new security policy.
Existing connections continue to use the policy that was configured at the time of the connection establishment.
To ensure that all connections use the new policy, you need to disconnect the current connections so they can
reconnect using the new policy using the clear local-host command. You can alternatively use the clear conn
command for more granular connection clearing, or the clear xlate command for connections that use dynamic
NAT.

The clear local-host command releases the hosts from the host license limit. You can see the number of hosts
that are counted toward the license limit by entering the show local-host command.

Examples

The following example clears the run-time state and associated connections for the host 10.1.1.15:

> clear local-host 10.1.1.15

Related Commands  Command Description
clear conn Terminates connections in any state.
clear xlate Clears a dynamic NAT session, and any connections using NAT.
show local-host Displays the network states of local hosts.
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clear logging

To clear the logging buffer, use the clear logging command.

clear logging {buffer | counter option | queuebufferwrap | unified-client}

Syntax Description buffer Clears the internal logging buffer.

counter destination Clears the counters and statistics for the specified logging destination. Specify all
to clear the statistics for all logging destinations. Alternatively, you can specify one
of the following to limit the action to that one destination: buffer, console, mail,
monitor, trap.

queue bufferwrap Clears the saved FTP and flash logging buffer queues.

unified-client Clears the logging statistics from the unified logging client, loggerD.
Command History Release Modification

6.1 This command was introduced.

6.3 The unified-client keyword was added.

6.6 The counter keyword was added.

Examples

This example shows how to clear the contents of the log buffer:

> clear logging buffer

The following example shows how to clear the contents of the saved log buffers:
> clear logging queue bufferwrap

The following example shows how to clear the statistics of loggerD service:

> clear logging unified-client

Related Commands Command Description
logging savelog Specify an optional flash file name.
show logging Displays logging information.
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clear mac-address-table

To clear dynamic MAC address table entries, use the clear mac-address-table command.

clear mac-address-table [interface name]

Syntax Description  interface_name (Optional) Clears the MAC address table entries for the selected interface.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example clears the dynamic MAC address table entries:

> clear mac-address-table

Related Commands

Command Description

show mac-address-table | Shows MAC address table entries.
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clear memory

To clear the queues and statistics for a memory tool, use the clear memory command.

clear memory {delayed-free-poisoner | profile [peak] | tracking}

Syntax Description delayed-free-poisoner  Returns all memory held in the delayed free-memory poisoner tool queue to the
system without validation and clears the related statistical counters. You enable
this feature using the memory delayed-free-poisoner enable command.

profile [peak] Clears the memory buffers held by the memory profiling function. Include the
optional peak keyword to clear the contents of the peak memory buffer.

Use the no memory profile enable command to stop memory profiling before
clearing the profile buffers.

tracking Clears memory tracking information collected by the memory tracking enable
command.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears the delayed free-memory poisoner tool queue and statistics:

> clear memory delayed-free-poisoner

Related Commands  Command Description
memory Enables the various memory tools.
show memory Displays a summary of the delayed free-memory poisoner tool queue usage.

delayed-free-poisoner

show memory profile | Displays memory profiling results.

show memory tracking | Displays memory tracking results.
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clear mfib counters

To clear Multicast Forwarding Information Base (MFIB) router packet counters, use the clear mfib counters
command.

clear mfib {cluster-stats | counters [source or_group [source]] }

Syntax Description cluster-stats Clears MFIB cluster synchronization statistics.

count Clears MFIB route and packet count data. When you use count with no arguments,
route counters for all routes are cleared.

source_or_group [group] (Optional) The source or group IPv4, IPv6, or name. If you specify both, specify
the source first. The source address is a unicast address.

Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears all MFIB router packet counters:

> clear mfib counters

Related Commands Command Description

show mfib Displays MFIB route and packet count data.
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clear nat counters

To clear NAT policy counters, use the clear nat counters command.

clear nat counters [interface name] [ip_addrmask | {object | object-group} name] [trandated
[interface name] [ip_addr mask | {object | object-group} name]]]

Syntax Description  interface name (Optional) Specifies the source or destination (translated) interface.
ip_addr mask (Optional) Specifies an IP address and subnet mask.
object name (Optional) Specifies a network object or service object.
object-group name (Optional) Specifies a network object group
translated (Optional) Specifies the translated parameters.

Command History Release Maodification
6.1 This command was introduced.
Examples

This example shows how to clear the NAT policy counters:

> clear nat counters

Related Commands

Command Description

show nat Displays the protocol stack counters.
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clear object

To clear the hit counts of network-service objects, use the clear object command.

clear object [ id object name | network-service ]

Syntax Description id name (Optional) Clear the counter of the specified network-service object. Capitalization
matters. For example “object-name” does not match “Object-Name.”

networ k-service (Optional.) Clear the counters of all network-service objects. This action is the
same as you would get by specifying no parameters on the command.

Command Default Without parameters, all objects hit counts are cleared.
Command History Release Modification
7.1 This command was introduced.
Example

The following example clears the hit counts of all objects.

> clear object

Related Commands Command Description

show obj ect Shows network-service objects and their hit counts.
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clear object-group

To clear the hit counts of objects in a network or network-service object group, use the show object-group
command.

clear object-group [ object_group_name ]

Syntax Description object_group_name The name of the object group whose counters should be cleared. If you do not
specify a name, counters for all object groups are cleared.

Command History Release Modification
6.1 This command was introduced.
7.1 This command was extended to work with network-service objects.
Examples

The following example shows how to clear the hit count for the object group named “Anet”:

> clear object-group Anet

Related Commands Command Description

show obj ect-group Shows object group information.
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clear ospf .

To clear OSPF process information, use the clear ospf command.

clear ospf [vrf name | all]

{counters [neighbor interface] | events | force-spf | process

/noconfirm | redistribution | traffic}

Syntax Description

counters

Clears the OSPF counters.

neighbor interface

(Optional) Clears statistics for that neighbor only.

events

Clears the OSPF event log.

for ce-spf

Clears the incremental SPF statistics.

process /noconfirm

Restarts the OSPF routing process.

redistribution

Clears OSPF route redistribution statistics.

traffic

Clears OSPF traffic-related statistics.

[vrf name | all]

If you enable virtual routing and forwarding (VRF), also known as virtual routers,
you can limit the command to a specific virtual router using the vrf name
keyword. If you want the command to affect all virtual routers, include the all
keyword. If you include neither of these VRF-related keywords, the command
applies to the global VRF virtual router.

Command History

Usage Guidelines

Release Modification
6.1 This command was introduced.
6.6 The [vrf name | all] keywords were added.

This command does not remove any part of the configuration, it clears statistics only.

Examples

The following example shows how to clear all OSPF neighbor counters:

> clear ospf counters

Related Commands

Command

Description

show ospf

Shows all OSPF information from the running configuration.
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clear packet-debugs

To remove the debug logs from the database, use the clear packet-debugs command.

clear packet-debugs

Command History Release Modification
6.4 This command was introduced.
6.5 This command was changed from clear packet debugsto clear packet-debugs.

Usage Guidelines Use the clear packet-debugs command to remove all the debug logs from the database.

Examples

The following example shows how to remove all debug logs stored in the debug logs database.

> clear packet-debugs

Related Commands  Command Description

debug packet-start Starts writing debug logs to the database.
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clear packet-tracer

To remove persistent packet tracers, use the clear packet-tracer command.

clear packet-tracer

Command History Release Modification
6.3 This command was introduced.

Usage Guidelines Persistent packet tracers are those you configure with the persist keyword on the packet-tracer command.
Examples

The following example shows how to remove all persistent packet tracers.

> clear packet-tracer
>

Related Commands  Command Description

packet-tracer Configures packet tracers.
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clear path-monitoring

To clear path monitoring settings on the interface, use the clear path-monitoring command.

clear path-monitoring [ interface name ]

Syntax Description I nterface name Removes the path-monitoring settings configured on the specified interface.
Command History Release Modification

7.2 This command was introduced.

Examples

The following example clears the path monitoring settings on the outsidel interface:

> clear path-montoring outsidel

Related Commands  Command Description

show path-monitoring | Shows path-monitoring metric information.
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clear pclu

To clear PC logical update statistics, use the clear pclu command.

clear pclu

Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears PC information:

> clear pclu

Related Commands Command Description

show pclu Shows PCLU information.
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To clear PIM traffic counters and mappings, use the clear pim command.

clear pim {counters | group-map [rp-address] | reset | topology [group]}

Syntax Description counters

Clears the PIM traffic counters.

group-map [rp-address]

Deletes group-to-rendezvous point (RP) mapping entries from the RP mapping
cache. You can optionally specify the name of a rendezvous point to clear entries
for that RP only. The name can be:

» Name of the RP, as defined in the Domain Name System (DNS) hosts table.

* IP address of the RP. This is a multicast IP address in four-part
dotted-decimal notation.

reset Forces MRIB synchronization through reset. All information from the topology
table is cleared, and the MRIB connection is reset. You can use this option to
synchronize states between the PIM topology table and the MRIB database.
topology [group] Clears existing PIM routes from the PIM topology table. Information obtained
from the MRIB table, such as IGMP local membership, is retained. You can
optionally specify the multicast group address or name to be deleted from the
topology table. The name can be one of the following:
» Name of the multicast group, as defined in the DNS hosts table.
* [Pv4 or IPV6 address of the multicast group.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears the PIM traffic counters:

> clear pim counters

The following example deletes group-RP mapping entries at the 23.23.23.2 RP address:

> show pim group-map

Group Range Proto Client Groups RP address Info
224.0.1.39/32% DM static 0 0.0.0.0

224.0.1.40/32% DM static 0 0.0.0.0

224.0.0.0/24%* L-Localstatic 1 0.0.0.0

232.0.0.0/8%* SSM config 0 0.0.0.0

224.0.0.0/4%* SM config 0 9.9.9.9 RPF: ,0.0.0.0

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

224.0.0.0/4
> clear pim group-map 23.23.23.2

> show pim group-map

SM

clear pim .

BSR 0 23.23.23.2 RPF: Gi0/3,23.23.23.2

Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static 0 0.0.0.0

224.0.1.40/32* DM static 0 0.0.0.0

224.0.0.0/24* L-Localstatic 1 0.0.0.0

232.0.0.0/8%* SSM config 0 0.0.0.0

224.0.0.0/4~* SM config 0 9.9.9.9 RPF: ,0.0.0.0
224.0.0.0/4 SM static 0 0.0.0.0 RPF: ,0.0.0.0

Related Commands Command Description

show pim

Displays PIM traffic information.
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clear prefix-list

To reset the hit count of the prefix-list entries, use the clear prefix-list command.

clear prefix-list [prefix_list name]

Syntax Description prefix_list_name (Optional) The name of the prefix list from which the hit count is to be cleared.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example shows how to clear prefix-list information from a list named first_list:

> clear prefix-list first list

>
Related Commands  Command Description
show prefix-list Displays information about a prefix list or prefix list entries.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands
clear priority-queue statistics .

clear priority-queue statistics

To clear the priority-queue statistics counters for an interface or for all configured interfaces, use the clear
priority-queue statistics command

clear priority-queue statistics interface_name

Syntax Description  interface_name (Optional) Clears priority-queue statistics for the specified interface.
Command History Release Modification

6.3 This command was introduced.

Examples

The following example clears priority-queue statistics for all interfaces.

> clear priority-queue statistics

Related Commands  Command Description

show priority-queue Shows the priority queue statistics for a specified interface or for all interfaces.
statistics
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To clear statistics for specified processes running on the threat defense device, use the clear process command.

clear process {cpu-hog | internals}

Syntax Description cpu-hog Clears CPU hogging statistics.
internals Clears process internal statistics.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear CPU hogging statistics:

> clear process cpu-hog

Related Commands  Command Description

cpu hog Triggers real-time CPU hog detection information.

granular-detection

show processes Displays a list of the processes that are running on the threat defense.
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clear resource usage

To clear resource usage statistics, use the clear resource usage command.

clear resourceusage [detail | resource { [rate] resource name | all}]

Syntax Description detail Clears all resource usage details.
resource [rate] Clears the usage of a specific resource. Specify all (the default) for all resources.
resource_name Specify rateto clear the rate of usage of a resource. Resources that are measured

by rate include conns, inspects, and syslogs. You must specify the rate keyword
with these resource types. The conns resource is also measured as concurrent
connections; only use the rate keyword to view the connections per second.

Resources include the following types:

* Conns—TCP or UDP connections between any two hosts, including
connections between one host and multiple other hosts.

* Hosts—Hosts that can connect through the device.
* | PSec—IPSec management tunnels that connect through the device.

» Mac-addresses—The number of MAC addresses allowed in the MAC
address table.

* Routes—Routing table entries.

* SSH—SSH sessions.

+ Storage—Storage limit size of directory in MB.
* Telnet—Telnet sessions.

* VPN—VPN resources.

» Xlates—NAT translations.

Command Default The default resource name is all, which clears all resource types.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears the system-wide usage statistics:

> clear resource usage resource all
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Related Commands Command Description

show resour ce types Shows a list of resource types.

show resour ce usage Shows the resource usage of the device.
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clear route .

To remove dynamically learned routes from the routing table, use the clear route command.

clear route [vrf name
1]

| all] [ management-only ] [all | ip _address[ip_mask or_prefix

Syntax Description

all

Specifies that all learned routes are to be removed.

ip_addressmask_or_prefix

The IPv4 or IPv6 destination address and mask or prefix of the route to be
removed. If you do not specify a route, all dynamically learned routes are
removed.

management-only

(Optional) Clears the management routing table. You can specify a destination
address to clear a specific management route.

[vrf name | all]

If you enable virtual routing and forwarding (VRF), also known as virtual routers,
you can limit the command to a specific virtual router using the vrf name
keyword. If you want the command to affect all virtual routers, include the all
keyword. If you include neither of these VRF-related keywords, the command
applies to the global VRF virtual router.

Command History

Release Modification

6.1 This command was introduced.

6.6 The [vrf name | all] keywords were added.

7.1 Starting with version 7.1, for units that are part of a high availability group or
cluster, this command is available on the active or control unit only. The command
clears routes from all units in the HA group or cluster. In previous releases, the
command clears routes on the unit on which it is run only.

Examples

The following example shows how to remove all dynamically learned routes.

> clear route

Related Commands

Command

Description

show route

Displays route information.
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clear rule hits

To clear rule hit information for all evaluated rules of access control policies and prefilter policies and reset
them to zero, use the clear rule hits command.

clear rulehits [id]

Syntax Description id (Optional) The ID of a rule. Including this argument clears the rule hit information
only of the specified rule .

Use the show access-list command to identify a rule ID.

Command Default If you do not specify a rule ID, the rule hit information for all the rules are cleared and reset to zero.

)

Note Exercise caution while using this command as the action is irreversible.

Command History Release Modification
6.4 This command was introduced.

Usage Guidelines The rule hit information covers only the access control rules and prefilter rules.
Examples

Following is an example of clearing all rule hit information:

> clear rule hits

Related Commands Command Description

show rule hits Displays the rule hit information for all evaluated rules of access control policies
and prefilter policies.

show cluster rulehits | Display rule hit information for all evaluated rules of access control policies and
prefilter policies from all nodes of a cluster in an aggregated format.

cluster exec show rule |Display rule hit information for all evaluated rules of access control policies and
hits prefilter policies from each node of a cluster in a segregated format.

cluster exec clear rule | Clears rule hit information for all evaluated rules of access control policies and
hits prefilter policies and reset them to zero, from all nodes in a cluster.
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clear service-policy

To clear operational data or statistics for enabled policies, use the clear service-policy command.

clear service-policy .

clear service-policy [global | interface intf | shape | user-statistics]

Syntax Description

Command Default

global

(Optional) Clears the statistics of the global service policy.

interface intf

(Optional) Clears the service policy statistics of a specific interface.

shape

(Optional) Clears the statistics of the shape policy.

user-statistics

(Optional) Clears the global counters for user statistics but does not clear the
per-user statistics. This feature is not supported by threat defense.

By default, this command clears all the statistics for all enabled service policies.

Command History

Usage Guidelines

Release

Modification

6.1

This command was introduced.

Some inspection engines let you selectively clear statistics. See the clear service-policy inspect commands.

Examples

The following example shows how to clear service policy statistics for the outside interface.

> clear service-policy interface outside

Related Commands

Command

Description

clear service-policy
inspect

Clears service policy statistics for the GTP, M3UA, and RADIUS inspection
engines.

show service-policy

Displays the service policy.

show running-config
service-policy

Displays the service policies configured in the running configuration.
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clear service-policy inspect gtp

To clear GTP inspection statistics, use the clear service-policy inspect gtp command.

clear service-policy inspect gtp {pdp-context {all | apn ap name | ims IMS _value | ms-addr
IP_address | tid tunnel ID | version verson _num} | requests [map name | version
version_num] | statistics [IP_address] }

Syntax Description

pdp-context {all |apn  Clears Packet Data Protocol (PDP) or bearer context information. You can specify
ap_name|imsi the contexts to clear using the following keywords:

IMS_value | ms-addr
IP_address|tid tunnel_ID

| version version_numj « apn ap_name—Clear contexts for the specified access point name.

« all—Clear all contexts.

« imsi IMS_value—Clear contexts for the specified IMSI hexadecimal
number.

» ms-addr IP_address—Clear contexts for the specified mobile subscriber
(MS) IP address.

« tid tunnel_ID—Clear contexts for the specified GTP tunnel ID, a
hexadecimal number.

* version version_num—Clear contexts for the specified GTP version (0-255).

requests [map name | Clears GTP requests. You can optionally limit the requests to clear using the
version version_numj following parameters:

» map name—Clears requests associated with the specified GTP inspection
policy map.

* version verson_num-—Clears requests for the specified GTP version (0-255).

statistics [IP_address] Clears GTP statistics for the inspect gtp command. You can clear the statistics
for a specific endpoint by specifying the endpoint’s address.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example clears GTP statistics:

> clear service-policy inspect gtp statistics
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Related Commands Command Description
show service-policy Displays GTP statistics.
inspect gtp
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clear service-policy inspect m3ua

To clear M3UA inspection statistics, use the clear service-policy inspect m3ua command.

clear service-policy inspect m3ua {drops | endpoint [ip_address] }

Syntax Description drops Clears M3UA drop statistics.

endpoint [ip_address] Clears M3UA endpoint statistics. You can optionally include the IP address of
an endpoint to clear only the statistics for that endpoint.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to clear statistics from M3UA inspection. Use the show version of this command to view

the statistics.

Examples

The following example clears M3UA endpoint statistics:

> clear service-policy inspect m3ua endpoint

Related Commands  Commands Description

show service-policy Displays the M3UA statistics.
inspect m3ua
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clear service-policy inspect radius-accounting

To clear RADIUS accounting users, use the clear service-policy inspect radius-accounting command.

clear service-policy inspect radius-accounting users {all ip_address | policy map}

Syntax Description all Clears all users.
ip_address Clears a user with this IP address.
policy_map Clears users associated with this policy map.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears all RADIUS accounting users:

> clear service-policy inspect radius-accounting users all
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To disable all the shuns that are currently enabled and clear the shun statistics, use the clear shun command.

clear shun [statistics]

Syntax Description statistics (Optional) Clears the interface counters only.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example shows how to disable all the shuns that are currently enabled and clear the
shun statistics:

> clear shun

Related Commands

Command Description

shun Enables a dynamic response to an attacking host by preventing new connections
and disallowing packets from any existing connection.

show shun Displays the shun information.
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clear snmp-server statistics

To clear SNMP server statistics (SNMP packet input and output counters), use the clear snmp-server statistics

command.

clear snmp-server statistics

Command History Release

Modification

6.1

This command was introduced.

Examples

The following example shows how to clear SNMP server statistics:

> clear snmp-server statistics

Related Commands Command

Description

show snmp-server
statistics

Displays SNMP server configuration information.
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clear snort statistics

To clear Snort statistics (packet counters, flow counters, and event counters), use the clear snort statistics
command.

clear snort statistics

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to clear Snort statistics:

> clear snort statistics

Related Commands Command Description

show snort statistics Displays information about the Snort services configuration.
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clear snort tis-offload

To clear Snort statistics related to SSL hardware acceleration (connections, encryption, decryption), use the
clear snort tls-offload command. Consult Cisco TAC to help you debug your system with this command.
This command is available only on the following managed devices, which support SSL hardware acceleration:

* Firepower 2100 with threat defense
* Firepower 4100/9300 with threat defense

For information about TLS crypto acceleration support on Firepower 4100/9300 threat defense container
instances, see the FXOS Configuration Guide.

TLS crypto acceleration is not supported on any virtual appliances or on any hardware except for the preceding.

clear snort tls-offload [proxy | tracker]

Syntax Description proxy (Optional.) Clears statistics for the proxy only.
tracker (Optional.) Clears statistics for the tracker only.
Command History Release Modification
6.2.3 This command was introduced.

The following example shows how to clear statics for the proxy:

> clear snort tls-offload proxy

Related Commands  Command Description
show snort tls-offload Show statistics for all Snort processes.
debug snort tls-offload Displays error debug messages of all types for all Snort processes.
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clear ssl

To clear SSL information for debugging purposes, use the clear ssl command.

clear ss {cache [all] | errors | mib | objects}

Syntax Description cache[all] Clears expired sessions in SSL session cache. Add the optional all keyword to
clear all sessions and statistics in SSL session cache.

errors Clears ssl errors.
mib Clears SSL MIB statistics.
objects Clears SSL object statistics.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines DTLS cache is never cleared because it would impact AnyConnect functionality.
Examples

The following example shows clearing ssl cache and clearing all sessions and statistics in SSL session
cache.

> clear ssl cache

SSL session cache cleared: 2
No SSL VPNLB session cache
No SSLDEV session cache

DLTS caches are not cleared
> clear ssl cache all
Clearing all sessions and statistics
SSL session cache cleared: 5
No SSL VPNLB session cache
No SSLDEV session cache

DLTS caches are not cleared
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clear sunrpc-server active

To clear the pinholes opened by Sun RPC application inspection, use the clear sunrpc-server active command.

clear sunrpc-server active

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use the clear sunrpc-server active command to clear the pinholes opened by Sun RPC application inspection
that allow service traffic, such as NFS or NIS, to pass through the device.

Examples

The following example shows how to clear the SunRPC services table:

> clear sunrpc-server active

Related Commands

Command Description
show sunrpc-server Displays information about active Sun RPC services.
active

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |
. clear threat-detection rate

clear threat-detection rate

To reset threat detection rate statistics to zero, use the clear threat-detection rate command.

clear threat-detection rate

Command History Release Modification
6.3 This command was introduced.
Examples

> clear threat-detection rate
>

Related Commands Command Description

show threat-detection | Shows threat detection rate statistics.
rate
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clear threat-detection scanning-threat

To remove information on the attackers and targets identified through scanning threat detection, use the clear
threat-detection scanning-threat command.

clear threat-detection scanning-threat [attacker [ip _address [mask]] | target [ip_address
[mask] ] ]

Syntax Description  attacker [ip_address (Optional.) Clears attackers only. You can supply an IP address and optional

[mask]] mask to clear a single attacker.
target [ip_address (Optional.) Clears targets only. You can supply an IP address and optional mask
[mask]] to clear a single target.
Command Default All attackers and targets are cleared.
Command History Release Modification
6.3 This command was introduced.
Examples

The following example shows current scanning threats, then clears them.

> show threat-detection scanning-threat

Latest Target Host & Subnet List:
192.168.1.0
192.168.1.249

Latest Attacker Host & Subnet List:

192.168.10.234
192.168.10.0
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.9

> clear threat-detection scanning-threat

0 J oy U Ww N

Related Commands  Command Description

show threat-detection | Shows scanning threat attackers and targets.
scanning-threat
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clear threat-detection shun

If you configure scanning threat detection to automatically shun attackers, you can remove hosts from the
automatic shun list using the clear threat-detection shun command. Use the clear shun command to stop
shunning a manually shunned host.

clear threat-detection shun [ip address [mask] ]

Syntax Description

Command Default

ip_address [mask] (Optional) Releases a specific IP address from being shunned. The subnet mask
is optional. The address can be IPv4 or IPv6 (with optional prefix length).

All shunned attackers are released.

Command History

Release Modification

6.3 This command was introduced.

7.4 Support for IPv6 addresses was added.
Examples

The following example shows the shun list, then releases host 10.1.1.6.

> show threat-detection shun

Shunned Host List:

10.1.1.6

198.1.6.7

> clear threat-detection shun 10.1.1.6

Related Commands

Command Description

show threat-detection | Shows shunned hosts.
shun
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clear threat-detection statistics

To reset threat detection statistics to zero, use the clear threat-detection statistics command.

clear threat-detection statistics [tcp-intercept]

Syntax Description tcp-inter cept (Optional) Clears TCP Intercept statistics.
Command History Release Modification

6.3 This command was introduced.

Examples

The following example clears all threat detection statistics.

> clear threat-detection statistics

Related Commands  Command Description

show threat-detection Shows threat detection statistics.
statistics
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clear traffic

To reset the counters for transmit and receive activity, use the clear traffic command.

clear traffic
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

The clear traffic command resets the counters for transmit and receive activity that is displayed with the
show traffic command. The counters indicate the number of packets and bytes moving through each interface
since the last clear traffic command was entered or since the device came online. And the number of seconds
indicate the duration the device has been online since the last reboot.

Examples

The following example shows the clear traffic command:

> clear traffic

Related Commands

Command Description

show traffic Displays the counters for transmit and receive activity.
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clear vpn-sessiondb statistics

To clear statistics for VPN sessions, use the clear vpn-sessiondb statistics command.

clear vpn-sessiondb statistics {all | anyconnect | failover | global | index number | ipaddress
IP_address | 121 | name username | ospfv3d | protocol protocol | ra-ikevl-ipsec |
ra-ikev2-ipsec | tunnel-group name | vpn-lb | webvpn}

Syntax Description

all Clears statistics for all sessions.

anyconnect Clears statistics for AnyConnect VPN client sessions.
failover Clears statistics for failover IPsec sessions.

global Clears statistics for global session data.

index index_number

Clears statistics of a single session by index number. The output of the show
vpn-sessiondb detail command displays index numbers for each session.

ipaddress |P_address

Clears statistics for sessions of the IP address that you specify.

12l

Clears statistics for VPN LAN-to-LAN sessions.

protocol protocol

Clears statistics for specific protocols. Enter "?" to see the list of protocols.

ra-ikevl-ipsec

Clears statistics for IPsec IKEv1 sessions.

ra-ikev2-ipsec

Clears statistics for IPsec IKEv2 sessions.

tunnel-group groupname

Clears statistics for sessions for the tunnel group (connection profile) that you
specify.

vpn-1b Clears statistics for VPN load balancing management sessions.
webvpn Clears statistics for clientless SSL VPN sessions.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example clears statistics for all VPN sessions:

> clear vpn-sessiondb statistics all
INFO: Number of sessions cleared : 20
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Related Commands Commands Description

show vpn-sessiondb Displays information about VPN sessions.
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clear weep

To reset Web Cache Communication Protocol (WCCP) information, use the clear wcep command.

clear weep [web-cache | service number]

Syntax Description web-cache Specifies the web-cache service.

Service-number A dynamic service identifier, which means the service definition is dictated by
the cache. The dynamic service number can be from 0 to 254.

Command History Release Modification
6.1 This command was introduced.
Examples

The following example shows how to reset the WCCP information for the web-cache service:

> clear wccp web-cache

Related Commands  Command Description

show wcep Displays the WCCP configuration.
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clear webvpn statistics

To clear statistics for remote access VPN, use the clear webvpn statistics command.

clear webvpn statistics

Command History Release Modification
6.2.1 This command was introduced.
Example

The following example clears remote access VPN statistics:

> clear webvpn statistics

Related Commands Commands Description

show webvpn Displays information about remote access VPN.
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clear xlate .

To clear current dynamic NAT translation and connection information, use the clear xlate command.

clear xlate [global ipl[-ip2] [netmask mask]] [local ipl[-ip2] [netmask mask]] [gport
portl[-port2]] [lport portl[-port2]] [interface if name] [type type]

Syntax Description

global ipl[-ip2] (Optional) Clears the active translations by global IP address or range of
addresses.

gport portl[-port2] (Optional) Clears the active translations by the global port or range of
ports.

interfaceif_name (Optional) Displays the active translations by interface.

local ipl[-ip2] (Optional) Clears the active translations by local IP address or range of
addresses.

Iport portl[-port2] (Optional) Clears the active translations by local port or range of ports.

netmask mask (Optional) Specifies the network mask or IPv6 prefix to qualify the global
or local IP addresses.

type type (Optional) Clears the active translations by type. You can enter one of the
following types:

 dynamic—Specifies dynamic translations.
* portmap—-Specifies PAT global translations.
* static—Specifies static translations.

* twice-nat—Specifies a manual NAT translation.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

The clear xlate command clears the contents of the translation slots (“xlate” refers to the translation slot).
Translation slots can persist after key changes have been made. Always use the clear xlate command after
adding, changing, or removing NAT rules.

An xlate describes a NAT or PAT session. These sessions can be viewed with the show xlate detail command.

There are two types of xlates: static and dynamic. A static xlate is a persistent xlate that is created using a
static NAT rule. The clear xlate command does not clear static entries. Static xlates can only be removed by
removing the static NAT rule from the configuration. If you remove a static rule from the configuration,
preexisting connections that use the static rule can still forward traffic. Use the clear local-host or clear conn
command to deactivate these connections.

A dynamic xlate is an xlate that is created on demand with traffic processing. The clear xlate command
removes dynamic xlates and their associated connections. You can also use the clear local-host or clear conn
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command to clear the xlate and associated connections. If you remove a dynamic NAT rule from the
configuration, the dynamic xlate and associated connections may remain active. Use the clear xlate command
to remove these connections.

Examples

The following example shows how to clear the current translation and connection slot information:

> clear xlate global

Related Commands  Command Description
clear local-host Clears local host network information.
show conn Displays all active connections.
show local-host Displays the local host network information.
show xlate Displays the current translation information.
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clear zero-trust

To clear the zero trust sessions and statistics, use the clear zero-trust command.

When a session is cleared, all existing cookies in the browser are deemed invalid and the users are redirected
for authentication. This helps the administrator to block access to a rogue user or a compromised application.
The user still has access to the application even if the session is cleared by the administrator. The user is

redirected for authentication only when the user tries to navigate inside the page or the browser refreshes the

page.
clear zero-trust sessions [ application | application-group | user ]

clear zero-trust statistics

Syntax Description  application Clears zero trust sessions for an application
application-group Clears zero trust sessions for an application group
user Clears zero trust sessions for an user
Command Default ~ None
Command History Release Modification
7.4 This command was introduced.
Usage Guidelines =~ None
Related Commands  Command Description
show zero-trust Displays the run-time zero trust statistics and session information

show cluster zero-trust | Displays cluster statistics

show running-config Displays the zero trust running configuration
zero-trust

show counters protocol | Displays the counters that are hit for zero trust flow
zero_trust
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cluster control-node unit

To set a new unit as the control unit of a device cluster, use the cluster control-node unit command.

cluster control-node unit unit_name

Syntax Description unit_name Specifies the local unit name to be the new control unit. To view member names,
enter cluster control-node unit ? (to see all names except the current unit), or
enter the show cluster info command.

Command History Release Modification
6.1 This command was introduced.
7.3 This command was changed from cluster master unit to cluster control-node
unit.
Usage Guidelines You will need to reconnect to the main cluster IP address.
Examples

The following example sets device2 as the control unit:

> cluster control-node unit device2

Related Commands  Command Description
cluster enable Enables clustering on a unit.
cluster exec Sends a command to all cluster members.
cluster remove unit Removes the unit from the cluster.
show cluster info Shows cluster information.
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cluster disable .

To disable clustering on a unit, use the cluster disable command.

cluster disable
Command History Release Modification
6.5 This command was introduced.
Usage Guidelines This command lets you manually remove a cluster unit from the cluster. This command leaves the clustering

configuration intact so you can later re-add it to the cluster using the cluster enable command.

Examples

The following example disables clustering on a unit:

> cluster disable

Related Commands Command

Description

cluster enable

Enables clustering.

cluster master unit

Sets a new unit as the master unit of a cluster.

cluster remove unit

Removes the unit from the cluster.

show cluster info

Shows cluster information.

cluster exec

Sends a command to all cluster members.
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cluster enable

To enable clustering on a unit, use the cluster enable command.

cluster enable

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines For the first unit enabled, a master unit election occurs. Because the first unit should be the only member of

the cluster so far, it will become the master unit. Do not perform any configuration changes during this period.

Examples

The following example enables clustering on a unit:

> cluster enable

Related Commands Command Description
cluster disable Disables clustering.
cluster master unit Sets a new unit as the master unit of a cluster.
cluster remove unit Removes the unit from the cluster.
show cluster info Shows cluster information.
cluster exec Sends a command to all cluster members.
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cluster exec

To execute a command on all units in the cluster, or on a specific member, use the cluster exec command.

cluster exec [unit unit_name] command

Syntax Description unit unit_name (Optional) Performs the command on a specific unit. To view member names,
enter cluster exec unit ? (to see all names except the current unit), or enter the
show cluster info command.

command Specifies the command you want to execute.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Sending a show command to all members collects all output and displays it on the console of the current unit.

Other commands, such as capture and copy, can also take advantage of cluster-wide execution.

Examples

To copy the same capture file from all units in the cluster at the same time to a TFTP server, enter
the following command on the master unit:

> cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Multiple PCAP files, one from each unit, are copied to the TFTP server. The destination capture file
name is automatically attached with the unit name, such as capturel devicel.pcap,
capturel device2.pcap, and so on. In this example, devicel and device2 are cluster unit names.

The following sample output for the cluster exec show port-channel summary command shows
EtherChannel information for each member in the cluster:

> cluster exec show port-channel summary

primary(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— B e it e et ittt e
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)
Secondary:******************************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes G1i0/1 (P)
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Related Commands Command

Description

cluster enable

Enables clustering on a unit.

cluster master unit

Sets a new unit as the master unit of a cluster.

cluster remove unit

Removes the unit from the cluster.

show cluster info

Shows cluster information.

cluster exec

Sends a command to all cluster members.
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cluster exec clear rule hits

To clear rule hit information for all evaluated rules of access control policies and prefilter policies and reset
them to zero, from all nodes in a cluster, use the cluster exec clear rule hits command.

cluster exec clear rulehits [id]

Syntax Description id (Optional) The ID of a rule. Including this argument clears the rule hit information
only of the specified rule .

Use the show access-list command to identify a rule ID. However, not all the
rules are listed in the output of this command. You can trigger a REST API GET
operation on the following URLs to see all the rules and their IDs:

* /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}
/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true
® /api/fmc config/vl/domain/{domainUUID}/policy/prefilterpolicies/{containerUUID}

/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true

Command Default If you do not specify a rule ID, the rule hit information for all the rules are cleared and reset to zero.

)

Note Exercise caution while using this command as the action is irreversible.

Command History Release Modification
6.4 This command was introduced.

Usage Guidelines The rule hit information covers only the access control rules and prefilter rules.
Examples

Following is an example of clearing all rule hit information:

> cluster exec clear rule hits

Related Commands  Command Description

show cluster rulehits | Display rule hit information for all evaluated rules of access control policies and
prefilter policies from all nodes of a cluster in an aggregated format.

cluster exec show rule | Display rule hit information for all evaluated rules of access control policies and
hits prefilter policies from each node of a cluster in a segregated format.
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Command Description

show rule hits Displays the rule hit information for all evaluated rules of access control policies
and prefilter policies.

clear rulehits Clears the rule hit information for all evaluated rules of access control policies
and prefilter policies and resets them to zero.
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cluster exec show rule hits

To display rule hit information for all evaluated rules of access control policies and prefilter policies, from
each node of a cluster in a segregated format, use the cluster exec show rule hits command.

cluster execshowrulehits [id | raw | gt#hit-count | It#hit-count | range#hit-countl#hit-count2]

Syntax Description

Command Default

id (Optional) The ID of a rule. Including this argument limits the displayed
information to the specified rule.

Use the show access-list command to identify a rule ID. However, not all the
rules are listed in the output of this command. You can trigger a REST API GET
operation on the following URLs to see all the rules and their IDs:

* /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}
/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true
® /api/fmc config/vl/domain/{domainUUID}/policy/prefilterpolicies/{containerUUID}

/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true

raw (Optional) Displays the rule hit information in .csv format.

gt #hit-count (Optional) Displays all the rules that have a hit count greater than #hit-count.

It #hit-count (Optional) Displays all the rules that have a hit count lesser than #hit-count.
range #hit-count1 (Optional) Displays all the rules that have a hit count in-between #hit-count1 and
#hit-count2 #hit-count2.

If you do not specify a rule ID, the rule hit information for all the rules are shown.

Command History

Usage Guidelines

Release Modification

6.4 This command was introduced.

The rule hit information covers only the access control rules and prefilter rules.

Examples

The following example displays rule hit information from each node of a cluster in a segregated
format:

> cluster exec show rule hits
unit_l_l (LOCAL) :*****~k~k~k~k~k~k~k~k~k****************************************

RuleID Hit Count First Hit Time (UTC) Last Hit Time (UTC)
268435260 1 06:55:17 Mar 8 2019 06:55:17 Mar 8 2019
268435261 1 06:55:19 Mar 8 2019 06:55:19 Mar 8 2019
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. cluster exec show rule hits

unit_l_3o*************************************************************

RuleID Hit Count First Hit Time (UTC) Last Hit
268435264 1 06:54:43 Mar 8 2019 06:54:43
268435265 1 06:54:57 Mar 8 2019 06:54:57

unit_l_Zo*************************************************************

A-RCommands |

Time (UTC)

Mar 8 2019
Mar 8 2019

RuleID Hit Count First Hit Time (UTC) Last Hit Time (UTC)

268435270 1 06:54:53 Mar 8 2019 06:54:53 Mar 8 2019

268435271 1 06:55:01 Mar 8 2019 06:55:01 Mar 8 2019
Related Commands  Command Description

cluster exec clear rule | Clears rule hit information for all evaluated rules of access control policies and
hits prefilter policies and reset them to zero, from all nodes in a cluster.

show cluster rulehits | Display rule hit information for all evaluated rules of access control policies and

prefilter policies from all nodes of a cluster in an aggregated format.

show rule hits Displays the rule hit information for all evaluated rules of access control policies

and prefilter policies.

clear rulehits Clears the rule hit information for all evaluated rules of access control policies

and prefilter policies and resets them to zero.
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cluster remove unit

To remove the unit from the cluster, use the cluster remove unit command.

cluster remove unit unit_name

Syntax Description unit_name Specifies the local unit name to remove from the cluster. To view member names,
enter cluster remove unit ?, or enter the show cluster info command.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines The bootstrap configuration remains intact, as well as the last configuration synced from the master unit, so

you can later re-add the unit without losing your configuration. If you enter this command on a slave unit to
remove the master unit, a new master unit is elected.

Examples

The following example checks for unit names, and then removes device2 from the cluster:

> cluster remove unit ?

Current active units in the cluster:

device?2

> cluster remove unit device2

WARNING: Clustering will be disabled on unit device2. To bring it back
to the cluster please logon to that unit and re-enable clustering

Related Commands Command Description
cluster enable Enables clustering on a unit.
cluster exec Sends a command to all cluster members.
cluster master unit Sets a new unit as the master unit of a cluster.
show cluster info Shows cluster information.

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |

. cluster reset-interface-mode

cluster reset-interface-mode

To convert a cluster unit to standalone mode after disabling clustering, use the cluster reset-interface-mode
command.

cluster reset-interface-mode

Command History

Usage Guidelines

Release Modification

7.0 This command was introduced.

You must first disable clustering using the cluster disable command. The cluster reset-interface-mode
command clears the threat defense configuration and reboots the logical device. In FXOS for the 4100 series,
the logical device is also converted to a standalone type device. The bootstrap configuration and interface
assignments are maintained.

Examples

The following example disables clustering and then removes the clustering configuration:

> cluster disable
> cluster reset-interface-mode

Broadcast message from root@firepower (Tue Apr 27 18:36:12 2021):

The system is going down for reboot NOW!

Related Commands

Command Description

cluster enable Enables clustering on a unit.

cluster exec Sends a command to all cluster members.
cluster master unit Sets a new unit as the master unit of a cluster.
show cluster info Shows cluster information.
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configure cert-update auto-update

To enable or disable the automatic update of CA certificates on the threat defense device, use the configure
cert-update auto-update command.

configure cert-update auto-update { enable | disable }

Syntax Description  enable Enables automatic update of CA certificates.
disable Disables automatic update of CA certificates.
Command History Release Modification
7.0.5 This command was introduced.

Usage Guidelines

By default, the CA certificates are automatically updated when you install or upgrade threat defense to version
7.0.5. If you want to disable this feature, use the disable keyword. To re-enable the automatic update of the
CA bundles, use the enablekeyword. When you enable the automatic update on the CA certificates, the update
process is executed daily at a system-defined time.

Examples

The following is sample output from the configure cert-update auto-update command:

> configure cert-update auto-update disable

Autoupdate is disabled

> configure cert-update auto-update enable

Autoupdate is enabled and set for every day at 12:18 UTC

Related Commands

Command Description

show cert-update Displays the status of automatic update of CA certificates.

configure cert-update run-now | Instantly attempt to update CA certifications.

configure cert-update test Performs connection checks using the latest CA certificates from the Cisco
server.
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configure cert-update run-now

To instantly execute automatic update of CA certificates, use the configure cert-update run-now command.

configure cert-update run-now [ force ]

Syntax Description force Performs CA certificate updates, even when connection check fails.
Command History Release Modification
7.0.5 This command was introduced.

Usage Guidelines

When you want to instantly update the CA certificates, use the configure cert-update run-now. However,
if the SSL connectivity check fails for even one of the Cisco servers, the process is terminated. To proceed
with the update despite connection failures, use the force keyword. For example, the local CA bundle has
certificates to access several Cisco services such as smart licensing, AMP registration, and ThreatGrid service,
and if the connection to the Cisco smart licensing service fails, the certificates update process is still executed
if you use the configure cert-update run-now force command.

N

Note In an IPv6-only deployment, the automatic update of CA certificates may fail, because, some of the Cisco
servers do not support IPv6. In such cases, force update the CA certificates using the configure cert-update

run-now force command.

Examples

Following is a sample output from the configure cert-update run-now command when the
connection check fails:

> configure cert-update run-now
Certs failed some connection checks.

Following is a sample output from the configure cert-update run-now command when the
connection check succeeds and local CA bundle is updated:

>configure cert-update run-now
Certs have been replaced or was already up to date.

Following is a sample output from the configure cert-update run-now for ce command:

> configure cert-update run-now force
Certs failed some connection checks, but replace has been forced.

Related Commands

Command Description

configure cert-update Enables or disables automatic update of CA certificates every day.
auto-update
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Command Description

show cert-update Displays the status of automatic update of CA certificates.

configure cert-update test Performs connection checks using the latest CA certificates from the Cisco
server.
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configure cert-update test

To verify the CA certificates in the local system are the latest, and if they are out of date, to test the SSL
connectivity to the servers using the new CA bundle, use the configure cert-update test command.

configure cert-update test

Command History

Usage Guidelines

Release Modification

7.0.5 This command was introduced.

The configure cert-update test command compares the CA bundle on the local system with the latest CA
bundle (from the Cisco server). If the CA bundle is up to date, no check is executed and the test result is
displayed as shown in the Examples section below. If the CA bundle is out of date, the connection check is
executed on the downloaded CA bundle and the results are displayed as shown in the Examples section below.

Examples

Following is a sample output from the configure cert-update test command when the local CA
bundle is up to date:

> configure cert-update test
Test succeeded, certs can safely be updated or are already up to date.

Following is a sample output from the configure cert-update test command when the local CA
bundle is out of date and the connection check on the downloaded bundle fails:

> configure cert-update test
Test failed, not able to fully connect.

Following is a sample output from the configure cert-update test command when the local CA
bundle is out of date and the connection check on the downloaded bundle succeeds or the CA bundle
is already up to date:

> configure cert-update test
Test succeeded, certs can safely be updated or are already up to date.

Related Commands

Command Description

configure cert-update Enables or disables automatic update of CA certificates every day.
auto-update

show cert-update Displays the status of automatic update of CA certificates.

configure cert-update run-now | Instantly attempt to update CA certifications.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

configure coredump packet-engine .

configure coredump packet-engine

To enable or disable packet-engine coredump generation, use the configure coredump packet-engine
command.

configure coredump packet-engine {enable | disable}

Syntax Description disable Disables the packet-engine coredump generation.
enable Enables the packet-engine coredump generation.
Command History Release Modification
6.2.1 This command was introduced.
Usage Guidelines Packet-engine coredump generation is enabled by default.

This command is only available on the Firepower 2100 series. When you run this command on an unsupported
platform, the system returns the following message:

This command is not available on this platform.

Examples

The following example disables packet-engine coredump generation.

> configure coredump packet-engine disable

Related Commands  Command Description

show coredump Displays the packet-engine coredump generation settings.
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configure coredump snort3

To enable or disable the Snort 3 core dump generation, use the configure coredump snort3 command.

configure coredump snort3 { enable [ daily | weekly | once] | disable}

Syntax Description

Command Default

disable Disables the Snort 3 full core dump generation.

enable Enables the Snort 3 full core dump generation at all times, removing additional conditions, if
present. The additional conditions are the core dump collection time periods, that is, daily, weekly,
and once.

Snort 3 full core dump generation is disabled by default for a standalone setup. For high availability and
cluster setups, the default core dump generation is daily.

Command History

Usage Guidelines

Release Modification

6.7 This command was
introduced.

Use the configure coredump snort3 command to trigger the generation of a core dump in case of a Snort 3
crash.

High Availability

For high-availability setups, use the configure coredump snort3 command to avoid traffic disruption and
outage. Snort 3 core dump collection occurs:

» If the standby device is in Healthy state on active devices.

« If the device is not in Active state.

Cluster

For cluster setups, use the configure coredump snort3 command to avoid traffic disruption and outage. Snort
3 core collection occurs for a Snort 3 crash only if there are at least two nodes in a cluster and the traffic passes
through the second node.

Examples

The following example shows how to enable the Snort 3 core dump generation at all times:

> configure coredump snort3 enable

Related Commands

Command Description

show coredump Displays the packet-engine core dump generation settings.
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configure disable-https-access

To clear the HTTPS access list, configuring the device to reject HTTPS connection attempts from all IP
addresses, use the configure disable-https-access command.

configur e disable-https-access

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use this command to disable HTTPS access to the device. HTTPS access is required when using the local
manager, device manager.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures the device to reject HTTPS connections from any address:

> configure disable-https-access

Related Commands

Command Description

configure Configures the device to accept HTTPS connections from specified IP addresses.
https-access-list

show https-access-list | Shows the current HTTPS access list.
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configure disable-ssh-access

To clear the SSH access list, configuring the device to reject SSH connection attempts from all IP addresses,
use the configur e disable-ssh-access command.

configure disable-ssh-access

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use this command to disable SSH access to the device. This prevents CLI access except through the Console
port.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures the device to reject SSH connections from any address:

> configure disable-ssh-access

Related Commands

Command Description

configure ssh-access-list | Configures the device to accept SSH connections from specified IP addresses.

show ssh-access-list Shows the current SSH access list.
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configure firewall

To set the firewall mode to transparent or routed mode, use the configure firewall command.

configurefirewall {routed | transparent}

Syntax Description routed Sets the firewall mode to routed firewall mode.
transparent Sets the firewall mode to transparent firewall.
Command Default By default, the device is in routed mode.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines A transparent firewall is a Layer 2 firewall that acts like a “bump in the wire,” or a “stealth firewall,” and is

not seen as a router hop to connected devices.

When you change modes, the device clears the configuration because many commands are not supported for
both modes. If you already have a populated configuration, be sure to back up your configuration before
changing the mode; you can use this backup for reference when creating your new configuration.

)

Note  You cannot switch to transparent firewall mode if you are using the device manager. If you are using the local
manager and you want to convert to transparent mode, you must first use configure manager deleteto remove
the manager, convert to transparent mode, then use configure manager add to point to the management
center.

Examples

The following example changes the firewall mode to transparent:

> configure firewall transparent

Related Commands  Command Description

show running-config Shows the running configuration.

show firewall Shows the firewall mode.
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configure flow-offload

This command enables or disables accelerating certain flows (that is, traffic) by processing them in hardware.
Offloading flow processing to hardware increases performance, and is enabled by default.

Dynamic flow offload is supported on the threat defense on the Firepower 4100/9300 chassis. Dynamic flow
offload enables you to select traffic to be offloaded to hardware, which means it is not processed by the
software or CPU of your threat defense device.

configure flow-offload dynamic whitelist {enable | disable}

Syntax Description

dynamicwhitelist enable Enable dynamic offload.

dynamic whitelist Disable dynamic offload.
disable

Command History Release Modification
6.3 This command was introduced.

Usage Guidelines

For information about dynamic flow offload support and limitations, see the chapter on common rule
characteristics in the Management Center Configuration Guide.

Examples

Following is an example of disabling dynamic offload:

> configure flow-offload dynamic whitelist disable
Following is an example of enabling dynamic offload:

> configure flow-offload dynamic whitelist enable

Related Commands

Commands Description
show flow-offload Displays dynamic flow offload counters, statistics, and information.
clear flow-offload Clears dynamic flow offload flows, counters, or statistics.
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configure high-availability

To disable, suspend, or resume a high-availability configuration (also known as failover) between devices,
use the configure high-availability command.

configurehigh-availability { disable [ clear-interfaces] | resume | suspend [ clear-interfaces
1}

Syntax Description

clear-interfaces (Optional) Clears interface configurations upon disabling or suspending high
availability.
disable Breaks the high-availability relationship between this device and its peer.

You cannot use this option on a locally-managed device; use device manager
instead. If you mistakenly use the disable command, you must follow it with an
threat defense API call using the BreakHA Status resource to complete the action.

resume Resumes a temporarily suspended high-availability configuration between this
device and its peer. The unit will negotiate active/standby status with the peer
unit. You cannot resume a disabled configuration.

suspend Temporarily suspends a high-availability configuration between this device and
its peer. You can later resume the configuration.

If you suspend high availability from the active unit, the configuration is
suspended on both the active and standby unit. If you suspend it from the standby
unit, it is suspended on the standby unit only, but the active unit will not attempt
to fail over to a suspended unit.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

You can configure two devices as a high-availability pair. This is also known as a failover configuration,
where one device can take over if the other device in the pair fails.

You can use the configure high-availability command to manage the high-availability pair if for some
reason you cannot update the configuration in the device manager.

Disabling High Availability
When you disable a high-availability pair, the high-availability configuration is removed from both units.

When using the Management inter facefor manager access: The active unit remains up and passing traffic.
The standby unit interface configuration is erased.

When using a data interface for manager access: See the following details.

* The active unit remains up and passing traffic.

* The standby unit data interfaces are shut down except for the manager access interface, which remains
up using the standby IP address so it can maintain the management connection.

» If the primary unit is in the standby state:
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* The IP addresses for manager access are swapped permanently in the management center
configuration: the primary unit uses the standby IP address, and the secondary unit uses the active
IP address.

« If the management center initiated the management connection, and you specified a hostname for
the device, then you need to update the DNS server so the swapped IP addresses are associated with
the correct hostnames.

* Breaking high availability causes a deployment to the standby unit. If the management connection
is not yet reestablished because of the swapped IP addresses, the deployment may fail. In this case,
you will need to manually trigger the deployment after the management connection is established.
Be sure to complete the standby deployment before deploying changes to the active unit.

Suspending High Availability
You can suspend a unit in a high-availability pair, which is useful when:

* Both units are in an active-active situation, and fixing the communication on the failover link does not
correct the problem.

* You want to troubleshoot an active or standby unit and do not want the units to fail over during that time.

* You want to prevent failover while installing a software upgrade on the standby device.

When you suspend high availability, the currently active device remains active, handling all user connections.
However, failover criteria are no longer monitored, and the system will never fail over to the now
pseudo-standby device.

When using the Management interface for manager access: The standby unit interface configuration is
erased.

When using a data interface for manager access: The standby unit data interfaces are shut down except
for the manager access interface, which remains up using the standby IP address so it can maintain the
management connection.

The key difference between suspending high availability and breaking high availability is that on a suspended
high-availability device, the high-availability configuration is retained. When you break high availability, the
configuration is erased. Thus, you have the option to resume high availability on a suspended system, which
enables the existing configuration and makes the two devices function as a failover pair again.

\}

Note Suspending high availability is a temporary state. If you reload a unit, it resumes the high-availability
configuration automatically and negotiates the active/standby state with the peer.

Examples

The following example shows how to temporarily suspend and then resume a high-availability
configuration.

> show failover

Failover On

Failover unit Primary

Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
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Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.7(0)74, Mate 9.7(0)74
Serial Number: Ours 9A41CKDXQJU, Mate 9A3MFPOHICP
Last Failover at: 19:23:17 UTC Oct 26 2016
This host: Primary - Active
Active time: 776671 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Other host: Secondary - Standby Ready
Active time: 53 (sec)

Interface outside (0.0.0.0): Normal (Waiting)
Interface inside (0.0.0.0): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

(...Output truncated...)
> configure high-availability suspend
Please ensure that no deployment operation is in progress before suspending
high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and
'NO' if you wish to abort: Yes
Successfully suspended high-availability.
> show failover
Failover Off
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
> configure high-availability resume
Successfully resumed high-availablity.
> show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Unit Enrollment Hold action is active, timeout in 1792 seconds
Version: Ours 9.7(0)74, Mate 9.7(0)74
Serial Number: Ours 9A41CKDXQJU, Mate Unknown
Last Failover at: 20:26:06 UTC Nov 4 2016
This host: Primary - Active
Active time: 778071 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)
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Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - App Sync
Active time: 53 (sec)

Interface outside (0.0.0.0): Unknown (Waiting)

Interface inside (0.0.0.0): Unknown (Waiting)

Interface diagnostic (0.0.0.0): Unknown (Waiting)
slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)
(...Output truncated...)
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Related Commands  Command Description

show failover Shows the failover (high-availability) configuration.

show high-availability | Shows the failover (high-availability) configuration. Provides the same output

config as show failover.
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configure https-access-list

To configure the device to accept HTTPS connections from specified IP addresses, use the configure
https-access-list command.

configure https-access-list address list

Syntax Description address list A comma separated list of IP addresses for hosts or networks, in IPv4 Classless
Inter-Domain Routing (CIDR) notation or IPv6 prefix length notation. For
example, 10.100.10.0/24 or 2001:DBS::/96.

To specify all IPv4 hosts, enter 0.0.0.0/0. To specify all IPv6 hosts, specify ::/0.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines You must include all supported hosts or networks in a single command. Addresses specified in this command

overwrite the current contents of the HTTPS access list.

Merely allowing HTTPS access does not permit users to log into the local manager. Access to the configuration
software is controlled by username and password.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures the device to accept HTTPS connections from any IPv4 or IPv6
address:

> configure https-access-list 0.0.0.0/0,::/0
The https access list was changed successfully.
> show https-access-list

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:https

ACCEPT tep anywhere anywhere state NEW tcp dpt:https
Related Commands Command Description

configure Clears the HTTPS access list.

disable-https-access

show https-access-list | Shows the HTTPS access list.
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configure identity-subnet-filter

To add or remove subnets from the list of subnets that receive user-to-IP and Security Group Tag (SGT)-to-1P
mappings from ISE, use the configure identity-subnet-filter command. You should typically do this for
lower-memory managed devices to prevent Snort identity health monitor memory errors.

configureidentity-subnet-filter {add | remove } subnet

Syntax Description add Adds the specified subnet to the list of excluded subnets.
remove Removes the specified subnet from the list of excluded subnets.
subnet Specifies which subnet to add or exclude.

Command History Release Modification
6.7 This command was introduced.
Examples

The following example configures a static IPv6 address for the management interface.

> configure identity-subnet-filter 192.0.2.0/24

Related Commands

Command Description

show Shows the subnets currently being excluded from user-to-IP and SGT-to-IP
identity-subnet-filter mappings.
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configure inspection

To enable or disable the default application protocol inspection engines, use the configureinspection command.

configureinspection protocol {enable | disable}

Syntax Description disable Disables the inspection engine.
enable Enables the inspection engine.
protocol The inspection protocol that you want to enable or disable. See the usage

guidelines section for a list of options.

Command History Release Modification
6.2 This command was introduced.
Usage Guidelines Disable the default inspection engines only at the direction of Cisco Technical Support, or if you are certain

that the associated types of traffic do not occur on your network. For example, if you block all traffic on an
inspected port, you can safely disable inspection on that port. These inspections are applied to all data interfaces.

These inspection engines are separate from Snort inspection. These engines provide the following services:

* Pinhole creation—Some application protocols open secondary TCP or UDP connections either on standard
or negotiated ports. Inspection opens pinholes for these secondary ports so that you do not need to create
access control rules to allow them.

* NAT rewrite— Protocols such as FTP embed IP addresses and ports for the secondary connections in
packet data as part of the protocol. If there is NAT translation involved for either of the endpoints, the
inspection engines rewrite the packet data to reflect the NAT translation of the embedded addresses and
ports. The secondary connections would not work without NAT rewrite. For NAT limitations, see the
NAT chapter in the configuration guide for the manager you are using to configure the device (management
center or device manager).

* Protocol enforcement—Some inspections enforce some degree of conformance to the RFCs for the
inspected protocol.

You can disable, and subsequently enable, the following inspection engines. To see what is currently enabled,
use the show running-config policy-map command and look for the inspect commands. To see details of
the default parameters for each inspection, use the show running-config all policy-map command.

* dcerpc—(TCP port 135.) Distributed Computing Environment/Remote Procedure Calls. The DCERPC
inspection engine inspects for native TCP communication between the Endpoint Mapper (EPM) and
client on well known TCP port 135. Microsoft Remote Procedure Call (MSRPC), based on DCERPC,
is a protocol widely used by Microsoft distributed client and server applications that allows software
clients to execute programs on a server remotely. Inspection provides pinhole creation and NAT services.

» dns—(UDP port 53.) Domain Name System. DNS is inspected on UDP port 53. Inspection provides
NAT services and protocol enforcement. You must enable this inspection engine to use the NAT rewrite
option on NAT rules. NAT rewrite is frequently required when doing NAT between IPv4 and IPv6
networks (NAT64/46).
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esmtp—(TCP port 25.) Extended Simple Mail Transfer Protocol. ESMTP inspection detects attacks,
including spam, phising, malformed message attacks, and buffer overflow/underflow attacks. It also
provides support for application security and protocol conformance, which enforces the sanity of the
ESMTP messages as well as block senders/receivers, and block mail relay. For details on the controls
applied during inspection, use the show running-config all policy-map command and look for the
“policy-map type inspect esmtp _default esmtp map” line and subsequent parameters.

ESMTP application inspection controls and reduces the commands that the user can use as well as the
messages that the server returns. It provides NAT services and protocol conformance. ESMTP inspection
performs three primary tasks:

* Restricts SMTP requests to seven basic SMTP commands and eight extended commands. Supported
commands are the following:

Extended SMTP—AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS, and VRFY.
SMTP (RFC 821)—DATA, HELO, MAIL, NOOP, QUIT, RCPT, RSET.

* Monitors the SMTP command-response sequence.

* Generates an audit trail. Syslog audit record 108002 is generated when an invalid character embedded
in the mail address is replaced. For more information, see RFC 821.

ftp—(TCP port 21.) File Transfer Protocol. Inspection provides pinhole and NAT services.

h323 h225—(TCP port 1720, UDP port 1718.) H.323 inspection supports RAS, H.225, and H.245, and
its functionality translates all embedded IP addresses and ports. It performs state tracking and filtering.
H.323 inspection provides support for H.323 compliant applications such as Cisco CallManager. H.323
is a suite of protocols defined by the International Telecommunication Union for multimedia conferences
over LANs. The device supports H.323 through Version 6, including H.323 v3 feature Multiple Calls
on One Call Signaling Channel.

The two major functions of H.323 inspection are as follows:

* NAT the necessary embedded IPv4 addresses in the H.225 and H.245 messages. Because H.323
messages are encoded in PER encoding format, the ASA uses an ASN.1 decoder to decode the
H.323 messages.

* Dynamically allocate the negotiated H.245 and RTP/RTCP connections. The H.225 connection can
also be dynamically allocated when using RAS.

h323_ras—(UDP ports 1718-1719.) See the description for h323_h225. This inspection is for RAS
signaling.

icmp—(ICMP traffic only.) The ICMP inspection engine allows ICMP traffic to have a “session” so it
can be inspected like TCP and UDP traffic. Without the ICMP inspection engine, we recommend that
you do not allow ICMP through the device (block with an access control rule). Without stateful inspection,
ICMP can be used to attack your network. The ICMP inspection engine ensures that there is only one
response for each request, and that the sequence number is correct. Inspection also provides NAT services.

icmp_error—(ICMP traffic only.) When ICMP Error inspection is enabled, the device creates translation
sessions for intermediate hops that send ICMP error messages, based on the NAT configuration. The
device overwrites the packet with the translated IP addresses. This is necessary to provide meaningful
information in traceroutes that go through the device.
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ip-options—(RSVP traffic only.) IP Options inspection controls which IP packets are allowed based on
the contents of the IP Options field in the packet header. Packets with the Router Alert option are allowed.
Packets with any other options are dropped.

netbios—(UDP source ports 137, 138.) NetBIOS Name Server over IP. NetBIOS application inspection
performs NAT for the embedded IP address in the NetBIOS name service (NBNS) packets and NetBIOS
datagram services packets. It also enforces protocol conformance, checking the various count and length
fields for consistency.

rsh—(TCP port 514.) The RSH protocol uses a TCP connection from the RSH client to the RSH server
on TCP port 514. The client and server negotiate the TCP port number where the client listens for the
STDERR output stream. RSH inspection opens pinholes and supports NAT of the negotiated port number
if necessary.

rtsp—(TCP port 554.) Real-Time Streaming Protocol. The RTSP inspection engine lets the device pass
RTSP packets. RTSP is used by RealAudio, RealNetworks, Apple QuickTime, RealPlayer, and Cisco
IP/TV connections. RTSP applications use the well-known port 554 with TCP (rarely UDP) as a control
channel. The device only supports TCP, in conformity with RFC 2326. This TCP control channel is used
to negotiate the data channels that are used to transmit audio/video traffic, depending on the transport
mode that is configured on the client. The supported RDT transports are: rtp/avp, rtp/avp/udp, x-real-rdt,
x-real-rdt/udp, and x-pn-tng/udp.

sglnet—(TCP port 1521.) The inspection engine supports SQL*Net versions 1 and 2, but only the
Transparent Network Substrate (TNS) format. Inspection does not support the Tabular Data Stream
(TDS) format. SQL*Net messages are scanned for embedded addresses and ports, and NAT rewrite is
applied when necessary.

Disable SQL*Net inspection when SQL data transfer occurs on the same port as the SQL control TCP
port 1521. The security appliance acts as a proxy when SQL*Net inspection is enabled and reduces the
client window size from 65000 to about 16000 causing data transfer issues.

sip—(TCP/UDP port 5060.) Session Initiation Protocol. SIP is a widely used protocol for Internet
conferencing, telephony, presence, events notification, and instant messaging. Partially because of its
text-based nature and partially because of its flexibility, SIP networks are subject to a large number of
security threats. SIP application inspection provides address translation in message header and body,
dynamic opening of ports and basic sanity checks.

skinny—(TCP port 2000.) Skinny Client Control Protocol (SCCP). SCCP (Skinny) application inspection
performs translation of embedded IP address and port numbers within the packet data, and dynamic
opening of pinholes. It also performs additional protocol conformance checks and basic state tracking.

sunrpc—(TCP/UDP port 111.) Sun RPC is used by NFS and NIS. Sun RPC services can run on any
port. When a client attempts to access a Sun RPC service on a server, it must learn the port that service

is running on. It does this by querying the port mapper process, usually rpcbind, on the well-known port
of 111.

The client sends the Sun RPC program number of the service and the port mapper process responds with
the port number of the service. The client sends its Sun RPC queries to the server, specifying the port
identified by the port mapper process. When the server replies, the device intercepts this packet and
opens both embryonic TCP and UDP connections on that port. NAT or PAT of Sun RPC payload
information is not supported.

tftp—(UDP port 69.) Trivial File Transfer Protocol. The inspection engine inspects TFTP read request
(RRQ), write request (WRQ), and error notification (ERROR), and dynamically creates connections and
translations, if necessary, to permit file transfer between a TETP client and server.
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A dynamic secondary channel and a PAT translation, if necessary, are allocated on a reception of a valid
read (RRQ) or write (WRQ) request. This secondary channel is subsequently used by TFTP for file
transfer or error notification. Only the TFTP server can initiate traffic over the secondary channel, and
at most one incomplete secondary channel can exist between the TFTP client and server. An error
notification from the server closes the secondary channel. TFTP inspection must be enabled if static PAT
is used to redirect TFTP traffic.

xdmcp—(UDP port 177.) X Display Manager Control Protocol. XDMCP is a protocol that uses UDP
port 177 to negotiate X sessions, which use TCP when established. For successful negotiation and start
of an XWindows session, the device must allow the TCP back connection from the Xhosted computer.
Use access control rules to permit the back connection through the TCP ports.

During the XWindows session, the manager talks to the display Xserver on the well-known port 6000 |
n. Each display has a separate connection to the Xserver, as a result of the following terminal setting:
setenv DISPLAY Xserver:n, where n is the display number.

When XDMCP is used, the display is negotiated using IP addresses, which the device can NAT if needed.
XDCMP inspection does not support PAT.

Examples

The following example shows the current inspection configuration and disables XDMCP inspection.
You can enable or disable inspection engines, but you cannot change their default behavior. For
example, this output shows that DNS/TCP inspection is disabled. You cannot configure DNS
inspection to apply to TCP traffic using the configure inspection command.

> show running-config policy-map

policy-map type inspect dns preset dns_map

parameters

message-length maximum client auto
message-length maximum 512

no tcp-inspection

policy-map global policy

class inspection default
inspect dns preset _dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options
inspect icmp

inspect icmp error
inspect dcerpc

> configure inspection xdmcp disable

Building configuration...

Cryptochecksum: 46dbeald 51c2089a fcc3e42f 3dafd2db
12386 bytes copied in 0.160 secs
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[CK]
> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect dcerpc
inspect ftp

Related Commands  Command Description

show running-config Shows the policy maps for service policies, including the inspection configuration.
policy-map

show service-policy Shows service-policy statistics, including those for inspection.
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configure log-events-to-ramdisk

To enable or disable connection event logging to RAM disk to improve system performance and reduce disk
wear associated with writing connection events to the Solid State Drive (SSD), use the configure
log-events-to-ramdisk command.

configurelog-events-to-ramdisk {enable | disable}

Syntax Description

Command Default

enable Enables connection event logging to RAM disk.

disable Disables connection event logging to RAM disk. Connection events are then
logged to the SSD.

The default is enabled on the platforms that support the feature.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use this command to toggle between using RAM disk or a physical SSD to log connection events. If enabled,
connection events are logged to RAM disk. If disabled, connection events are logged to the SSD. In the event
of a power loss, connection events logged to RAM disk will be lost.

This command is not available on all device types. When you run this command on an unsupported platform,
the system returns the following message:

This command is not available on this platform.

Examples

The following example disables RAM disk logging.

> configure log-events-to-ramdisk disable

Related Commands

Command Description

show log-events-to-disk | Display the current logging status.

show disk-manager Displays detailed disk usage information for each part of the system, including
silos, low watermarks, and high watermarks.
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configure manager add

To configure the device to accept a connection from or initiate a connection to the management center and/or
CDO, use the configure manager add command.

A\

Caution Adding a remote manager resets the configuration to the factory default.

configuremanager add { hostname | IPv4 address | IPv6 address | DONTRESOLVE }
regkey [nat_id] [ display_name ]

Syntax Description  hostname Specifies the hostname of the management center.
IPv4_address Specifies the IPv4 address of the management center.
IPv6_address Specifies the IPv6 address of the management center.
display_name Provide a display name for showing this manager with the show managers

command. This option is useful if you are identifying CDO as the primary
manager and an on-prem management center for analytics only. If you don't
specify this argument, the firewall auto-generates a display name using one
of the following methods:

* hostname | IP_address (if you don't use the DONTRESOLVE
keyword)

* manager -timestamp

DONTRESOLVE If the management center is not directly addressable, use DONTRESOLVE.
If youuse DONTRESOLVE, then a nat_id is required. When you add this
device to the management center, make sure that you specify both the device
IP address and the nat_id ; one side of the connection needs to specify an
IP address, and both sides need to specify the same, unique NAT ID.

regkey Specifies the unique alphanumeric registration key required to register a
device to the management center. Alphanumeric characters and hyphens (-)
are allowed.

nat_id Specifies an alphanumeric string used during the registration process between
the management center and the device when one side does not specify an
IP address. Specify the same NAT ID on the management center. If you use
a data interface for management, then you must specify the NAT ID on both
the threat defense and management center for registration.

Command History Release Modification

6.1 This command was introduced.
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Release Modification

7.2 Added support for multiple managers: a primary cloud-delivered management
center (CDO) and an on-prem management center for analytics only.

Usage Guidelines A unique alphanumeric registration key is always required to register a device to the management center.

Normally, you need both IP addresses: the management center specifies the device IP address, and the device
specifies the management center [P address. However, if you only know one of the IP addresses, then you
must also specify a unique NAT ID on both sides of the connection to establish trust for the initial
communication and to look up the correct registration key. If you do not know the management center IP
address, then use the DONTRESOLVE keyword instead of the IP address or hostname.

)

Note If you use a data interface for management, then you must specify the NAT ID on both the threat defense and
management center for registration.

If you registered a management center and a device using IPv4 and want to convert them to IPv6, you must
delete and re-register the device on the management center.

To change from management center to the local device manager, use the configure manager deletecommand,
and then use the configure manager local command.

N

Note Before moving a device from one management center to another or changing to the local manager, delete it
from the current management center.

Examples

> configure manager add DONTRESOLVE abcl23 efg456

Related Commands  Command Description

configure manager delete | Removes the managing management center.

configure manager edit Edits the managing management center.

configuremanager local | Configures the local manager.

show managers Shows the current manager.
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configure manager delete
To disable the current manager and enter No Manager Mode, use the configure manager delete command.

A\

Caution Deleting the manager resets the threat defense configuration to the factory default. However, the management
bootstrap configuration is maintained.

configure manager delete identifier

Syntax Description  identifier If you have more than one manager defined, you need to specify the identifier
(also known as the UUID; see the show manager s command). Delete each
manager entry separately.

Command History Release Modification
6.1 This command was introduced.
6.3 The check for high availability mode was added.
7.2 The identifier variable was added for when you have multiple managers
configured.
Usage Guidelines Use this command to remove the current device manager(s). The device is placed in No Manager Mode, where

you can then either add a remote manager (management center) or use the local manager (device manager).
You would use this command when switching between local and remote management, or when a remote
manager is no longer active.

If the device is configured for high availability, you must first break the high availability configuration using
the device manager (if possible) or the configure high-availability disable command. Ideally, break HA
from the active unit.

The command behavior differs based on the current manager.

» Remote—The management center cannot be reachable. If the management center is still communicating
with the threat defense, first remove the device from the management center’s inventory. Then you can
use this command.

* Local—No restrictions. You are immediately moved to No Manager Mode.

Examples

The following example removes the current manager and enters No Manager Mode.

> configure manager delete
If you enabled any feature licenses, you must disable them in

Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
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Cisco Smart Software Manager.
Do you want to continue[yes/no]:yes

DHCP Server Disabled
>

Related Commands  Command Description

configuremanager add | Configures a managing management center for the device.

configure manager local | Configures a local manager.

show managers Shows the current manager.
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configure manager edit

To edit the management center IP address in the threat defense configuration, use the configure manager
edit command.

configure manager edit identifier { hostname {ip _address | hostname} | displayname
display _name }

Syntax Description

identifier Specifies the identifier (UUID) of the management center. Use the show
manager scommand to view the identifier (7.2 or later) or obtain the UUID
from the management center CLI show version command.

hostname {ip_address| Changes the hostname/IP address.
hosthame}

displayname display_name Changes the display name.

Command History

Usage Guidelines

Release Modification
6.7 This command was introduced.
7.2 Added the hostname and displayname keywords.

If you change the management center IP address or hostname, you should also change the value at the device
CLI so the configurations match. Although in most cases, the management connection will be reestablished

without changing the management center IP address or hostname on the device, in at least one case, you must
perform this task for the connection to be reestablished: when you added the device to the management center
and you specified the NAT ID only. Even in other cases, we recommend keeping the management center IP

address or hostname up to date for extra network resiliency.

If the management center was originally identified by DONTRESOLVE and a NAT ID, you can change the

value to a hostname or IP address using this command. You cannot change an IP address or hostname to
DONTRESOLVE.

The management connection will go down, and then reestablish. You can monitor the state of the connection
using the sftunnel-status command.

Examples

The management center UUID definitively identifies the management center; for example, in the
case of management center High Availability, you need to specify the active management center on
the threat defense device.

Enter the show manager s command to view the identifier:

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed
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Management type : Configuration
Once you obtain the UUID, you can edit the IP address on the threat defense device. For example:

> configure manager edit f7ffad78-bfl6-1lec-a737-baa2f76ef602 hostname 10.10.5.1

Related Commands  Command Description

configure manager delete | Removes the managing management center.

configuremanager add | Configures the management center.

show managers Shows the current manager.
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configure manager local

To configure the device to use the local manager, device manager, use the configure manager local command.

configure manager local

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to enable the local manager, device manager. Use the local manager when you do not want

to use a separate management center. By enabling the local manager, you can open the device manager using
a browser at http://management_ip_address.

\}

Note It can take up to 4-6 minutes for the command to complete, because the system must reinitialize its database.

Please be patient.

The local manager is available for most platforms starting with 6.5. If it is not available for your platform,
configure a remote manager using the configure manager add command.

Additional Restrictions

* The device must be in No Manager Mode before you can switch to the local manager. Use the configure
manager delete command to enter No Manager Mode. Use the show manager s command to determine
your current manager.

* The device cannot be operating in transparent firewall mode (see the configurefirewall command). The
local manager supports routed mode only.

Examples

The following example shows how to configure the local manager.

> configure manager local

Related Commands Command Description
configure manager add Configures a managing management center for the device.
configure manager delete Removes the managing management center.
show managers Shows the current manager.
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configure mini-coredump

To enable or disable mini-coredump generation, use the configure mini-coredump command.

configure mini-coredump { enable | disable }

Syntax Description enable Enables the mini-coredump generation.

disable Disables the mini-coredump generation.

Command History Release Modification

7.0 This command was
introduced.
Usage Guidelines Mini-coredump generation is enabled by default.

Snort 3 process dumps huge core files because of its multi-threaded nature. These dumps take a while to be
written onto the hard disk. Until the core is written and a new process is started, Snort’s traffic inspection is
interrupted. Creating mini-coredumps avoid time delays. Mini-coredumps have essential details of the stack
and memory values which aid in debugging.

Example
The following example disables mini-coredump generation.

> configure mini-coredump disable

Related Commands | Command Description

show mini-coredump status Displays the mini-coredump generation settings.
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configure network dns searchdomains

To configure the list of DNS search domains, use the configure network dns sear chdomains command.

configure network dns searchdomains [dndlist]

Syntax Description  dnslist Specifies a comma-separated list of DNS search domains.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to replace the current list of DNS search domains with a new list. These domains are add

to hostnames when you do not specify a fully-qualified domain name in a command, for example, ping system.
The domains are use on the management interface, or for commands that go through the management interface,
only.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures a new search domains list and then ping’s a hostname that is not
fully-qualified.

> configure network dns searchdomains example.com

> show dns system

search example.com

nameserver 10.163.47.11

> ping system www

PING www.example.com (10.163.4.161) 56(84) bytes of data.

64 bytes from www.example.com (10.163.4.161): icmp seg=1 ttl=242 time=8.01 ms
64 bytes from www.example.com (10.163.4.161): icmp seg=2 ttl=242 time=16.7 ms
~C

--- origin-www.cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 7.961/10.216/16.718/3.755 ms

Related Commands  Command Description

configure network dns | Configures DNS servers.
servers

show dns system Shows the current DNS configuration for the management interface.
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configure network dns servers

To configure the DNS servers for the management interface, use the configure network dnsserver scommand.

configure nework dnsservers [dndlist]

Syntax Description dnslist Specifies a comma-separated list of DNS servers.
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

Use this command to replace the current list of DNS servers with a new list. The servers are used on the
management interface only. They cannot resolve fully-qualified domain names for commands that go through
the data interfaces.

Starting with version 6.3, for locally-managed devices only, if the data and management interfaces are using
the same DNS group, the group is updated on your next deployment from the manager, which means that the
changes are also applied to the DNS group used on the data interfaces. The changes for the management
interface are immediate. We recommend that you make all DNS changes from the local manager rather than
use this command.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures the DNS servers for the management interface.

> configure network dns servers 10.163.47.11,10.124.1.10
> show dns system

search example.com

nameserver 10.163.47.11

nameserver 10.124.1.10

Related Commands

Command Description

configure network dns | Configures DNS search domains.
searchdomains

show dns system Shows the current DNS configuration for the management interface.
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configure network hostname

To configure the hostname for the device’s management interface, use the configure network hostname
command.

configure network hosthame name

Syntax Description name Specifies the new hostname.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines The system hostname is defined in more than one place. If you update the hostname from the manager, the

system synchronizes the hostname across all processes. If you use this command when using device manager
(the local manager), you need to deploy changes from device manager to complete the update so that the same
name is used by all system processes.

If the unit is part of a high-availability group, the name applies to the current device only for all processes
except Lina. For the Lina process, the name is synchronized on both units, so you should see the same hostname
in the prompt when access the diagnostic CLI (using system support diagnostic-cli).

Examples

The following example sets the hostname to sfrocks.

> configure network hostname sfrocks

Related Commands  Command Description

show network Shows the management interface configuration.
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configure network http-proxy

To configure an HTTP proxy for the management interface, use the configure network http-proxy command.

configure network http-proxy

Command History Release Modification
6.1 This command was introduced.
6.6 This command now works for a locally-managed system.
Usage Guidelines Use this command to set up an HTTP Proxy address for the device. After issuing the command, you are

prompted for the HTTP proxy address and port, whether proxy authentication is required, and if it is required,
the proxy username, proxy password, and confirmation of the proxy password.

Examples

The following example configures an HTTP proxy for the management interface. In this example,
authentication is configured. The CLI does not display the password that you type.

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

Related Commands  Command Description

configure networ k Disables HTTP Proxy settings.
http-proxy-disable

show network Shows the management interface configuration.
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configure network http-proxy-disable

To remove the HTTP proxy for the management interface, use the configure network http-proxy-disable
command.

configure network http-proxy-disable

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example removes the HTTP proxy for the management interface.

> show network
(...Output Truncated...)
===============[ Proxy Information ]

State : Enabled

HTTP Proxy : 10.100.10.10

Port : 80

Authentication : Enabled

Username : proxyuser

> configure network http-proxy-disable

Are you sure that you wish to delete the current http-proxy configuration? (y/n): y

Configuration successfully deleted.
> show network

(...Output Truncated...)
===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
Related Commands  Command Description
configure networ k Configures HTTP Proxy settings.
http-proxy
show network Shows the management interface configuration.
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delete

To disable the IPv4 configuration of the device’s management interface, use the configure network ipv4

delete command.

configure network ipv4 delete [ management_interface]

Syntax Description management_ interface

Specifies the management interface. If you do not specify an interface, this
command configures the default management interface. This parameter is needed
only if you use the configure management-interface commands to enable more
than one management interface. Multiple management interfaces are supported on
Firepower 4100 and 9300 series devices only. Do not specify this parameter for
other platforms. The management interface IDs on the Firepower 4100 and 9300
are managementO for the default management interface and management1 for
the optional event interface.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to disable the IPv4 configuration of the device’s management interface. If you are connected

to the IP address you delete, you will lose your connection to the device. Ensure that you have an IPv6 address
configured before removing the IPv4 address.

You do not need to delete

the configuration to change the IPv4 address. Use the configure network ipv4

manual or configure network ipv4 dhcp commands if you want to keep IPv4 addressing but you simply
want to change the address.

Examples

The following example deletes the IPv4 address configuration.

> configure network ipv4 delete

Related Commands Command

Description

configure network ipv4
dhep

Configures IPv4 to obtain an address from a DHCP server.

configure network ipv4
manual

Configures IPv4 manually with a static IP address.

show network

Shows the management interface configuration.
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configure network ipv4 dhcp

To configure the management interface to obtain an IPv4 address from a DHCP server, use the configure
network ipv4 dhcp command.

configure network ipv4 dhcp [ management_interface]

Syntax Description ~ management_interface Specifies the management interface. DHCP is supported only on the default
management interface, so you do not need to use this argument.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines Use this command to specify that the device’s management interface receives its IPv4 configuration from a
DHCEP server. The management interface communicates with the DHCP server to obtain its configuration
information.

)

Note If you configure a data interface for management center access using the configure network

management-data-inter face command, you cannot use DHCP for the Management interface; you must set
amanual IP address because the default route, which must be data-inter faces, might be overwritten with one
received from the DHCP server. Although you do not plan to use the Management interface, you must set an
IP address, for example, a private address. This IP address is NATted when the traffic is forwarded to the data

interface.

Examples

The following example configures the management interface to obtain its IPv4 address using DHCP.

> configure network ipv4 dhcp

Related Commands  Command Description

configure network ipv4 | Disables IPv4 networking.

delete

configure network ipv4 | Configures IPv4 manually.

manual

show network Shows the management interface configuration.
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configure network ipv4 dhcp-dp-route

To restore the management interface default IP address, network mask, and gateway, use the configure
networ k ipv4 dhcp-dp-route command. This command does not change other network settings, such as DNS
servers.

)

Note This command is not supported on the Secure Firewall Threat Defense Virtual (threat defense virtual),

Firepower 4100/9300, or ISA 3000.

configure network ipv4 dhcp-dp-route

Command History

Usage Guidelines

Release Modification

6.6 This command was introduced.

You must enter both the IPv4 and IPv6 versions of this command to restore the configuration to the factory
default, even if you did not identify an IP address for one of the versions.

Examples

The following example restores the default configuration for the management interface.

> configure network ipv4 dhcp-dp-route

Creating /etc/sf/sftunnel.conf with header line

Set up management(0 as DHCP ipv4 client with the default route through data interfaces.
>

Related Commands

Command Description

configure network ipv4 | Disables IPv4 networking.

delete

configure network ipv4 | Configures IPv4 via DHCP.

dhep

configure network ipv4 | Configures IPv4 manually.

manual

show network Shows the management interface configuration.
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configure network ipv4 dhcp-server-disable

To disable the DHCP server on the management interface, use the configurenetwork ipv4 dhcp-server-disable
command.

configure network ipv4 dhcp-server-disable

Command History

Usage Guidelines

Release Modification

6.2 This command was introduced.

If there is an active DHCP server on the management interface, you can disable it. When disabled, clients on
the management network will either have to configure static addresses, or you will need to configure a different
device on the network to provide DHCP server services.

If you change the management IP address to use DHCP to obtain an address, the DHCP server (if enabled)
is automatically disabled.

Examples

The following example shows how to check whether DHCP server is enabled, and then how to disable
it.

> show network-dhcp-server

DHCP Server Enabled
192.168.45.46-192.168.45.254

> configure network ipv4 dhcp-server-disable
DCHP Server Disabled

> show network-dhcp-server

DHCP Server Disabled

Related Commands

Command Description

configure network ipv4 Enables the DHCP server on the management interface.
dhcp-server-enable

show dhcp-server Shows the status of the DHCP server on the management interface.

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |
. configure network ipv4 dhcp-server-enable

configure network ipv4 dhcp-server-enable

To enable the optional DHCP server on the management interface, use the configure network ipv4
dhcp-server-enable command.

configure network ipv4 dhcp-server-enable start_ip_address end ip_address

Syntax Description  start_ip_address Specifies the starting and ending IPv4 addresses for the DHCP address pool.
end_ip_address When the management interface receives a DHCP client request, it provides an
address from this pool. The pool must be on the same subnet as the management
IPv4 address.
Do not include the network address, management address, or broadcast address
in the DHCP address pool.
Command History Release Modification
6.2 This command was introduced.
Usage Guidelines If you configure a manual (static) IPv4 address for the management interface, you can configure a DHCP

server to supply addresses to endpoints on the management network.

Before enabling the server, ensure that there is no other DHCP server on the management network. You can
have at most one DHCP server per network, or results can be unpredictable.

)

Note This command is not supported on threat defense virtual devices.

Examples

The following example shows how to configure the DHCP server and show its status.

> configure network ipv4 dhcp-server-enable 192.168.45.46 192.168.45.254
DHCP Server Enabled

> show network-dhcp-server

DHCP Server Enabled

192.168.45.46-192.168.45.254

Related Commands  Command Description

configure network ipv4 Disables the DHCP server on the management interface.
dhcp-server-disable

show dhcp-server Shows the status of the DHCP server on the management interface.
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configure network ipv4 manual

To configure a static IPv4 address on the management interface, use the configure network ipv4 manual
command.

configure network ipv4 manual ipaddr netmask gw [management_interface]

Syntax Description ipaddr Specifies the IP address.
netmask Specifies the subnet mask.
gw Specifies the IPv4 address of the default gateway.

You have the option of specifying data-inter faces, which uses the data interfaces
on the device as a gateway instead of an explicit gateway on the management
network. Use the data interfaces if you do not want to wire the management
physical interface to a separate management network. For management center
data interface management, see the configure network
management-data-inter face command.

Note that the gw in this command is used to create the default route for the device.
If you configure an event-only interface, then you must enter the gw as part of
the command; however, this entry just configures the default route to the value
you specify and does not create a separate static route for the eventing interface.
If you are using an event-only interface on a different network from the
management interface, we recommend that you set the gw for use with the
management interface, and then create a static route separately for the event-only
interface using the configure network static-routes command.

management_interface  Specifies the management interface. If you do not specify an interface, this

command configures the default management interface. This parameter is needed
only if you use the configure management-inter face commands to enable more
than one management interface. Multiple management interfaces are supported
on Firepower 4100 and 9300 series devices only. Do not specify this parameter
for other platforms. The management interface IDs on the Firepower 4100 and
9300 are managementO for the default management interface and management1
for the optional event interface.

Command History Release Maodification
6.1 This command was introduced.
6.2 The data-inter faces keyword was added for gateway.
6.7 The data-inter faceskeyword is now available for the management center management

on a data interface.

Usage Guidelines If you configure a data interface for the management center access using the configure network
management-data-inter face command, you must set a manual IP address (either IPv4 or IPv6). Although
you do not plan to use the Management interface, you must set an IP address, for example, a private address.
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This IP address is NATted when the traffic is forwarded to the data interface. You cannot use DHCP (the
default) because the default route, which must be data-inter faces, might be overwritten with one received
from the DHCP server.

Examples

The following example configures a static IPv4 address on the management interface.

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1

Related Commands  Command Description

configure network ipv4 | Disables IPv4 networking.

delete

configure network ipv4 | Configures IPv4 via DHCP.

dhep

show network Shows the management interface configuration.
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configure network ipv6 delete

To disable the IPv6 configuration of the device’s management interface, use the configure network ipv4

delete command.

configure network ipv6 delete [ management_interface]

Syntax Description management_ interface

Specifies the management interface. If you do not specify an interface, this
command configures the default management interface. This parameter is needed
only if you use the configure management-inter face commands to enable more
than one management interface. Multiple management interfaces are supported
on Firepower 4100 and 9300 series devices only. Do not specify this parameter
for other platforms. The management interface IDs on the Firepower 4100 and
9300 are managementO for the default management interface and management1
for the optional event interface.

Command History Release

Modification

6.1

This command was introduced.

Usage Guidelines

Use this command to disable the IPv6 configuration of the device’s management interface. If you are connected

to the IP address you delete, you will lose your connection to the device. Ensure that you have an IPv4 address
configured before removing the IPv6 address.

You do not need to delete the configuration to change the IPv6 address. Use the configure network ipv6
{manual | dhcp | router } commands if you want to keep IPv6 addressing but you simply want to change the

address.

Examples

The following example deletes the IPv6 address configuration.

> configure network ipvé delete

Related Commands Command

Description

configure network ipv6
dhep

Configures IPv6 via DHCP.

configure network ipv6
manual

Configure IPv6 manually.

configure network ipv6
router

Configure IPv6 via router.

show networ k

Shows the management interface configuration.
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configure network ipv6 destination-unreachable

To enable or disable ICMPv6 Destination Unreachable packets when using IPv6 on the management interface,
use the configure network ipv6 destination-unreachable command.

configure network ipv6 destination-unreachable {enable | disable}

Syntax Description enable Enables Destination Unreachable packets. This setting is the default.

disable Disables Destination Unreachable packets.

Command History Release Modification
6.4.0 Command added.

Usage Guidelines You might want to disable these packets to guard against potential denial of service attacks.
Examples

The following example disables the Destination Unreachable message.

> configure network ipv6 destination-unreachable disable

Related Commands Command Description

configure network ipv6 |Disables IPv6 networking.
delete

configure network ipv6 | Enables or disables Echo Reply packets.
echo-reply

configure network ipv6 | Configures IPv6 manually.
manual

configure network ipv6 | Configures IPv6 via router.
router

show network Shows the management interface configuration.
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configure network ipv6 dhcp

To configure the management interface to obtain an IPv6 address from a DHCP server, use the configure
network ipv6 dhcp command.

configure network ipv6 dhcp [ management_interface]

Syntax Description ~ management_interface  Specifies the management interface. DHCP is supported only on the default
management interface, so you do not need to use this argument.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines Use this command to specify that the device’s management interface receives its IPv6 configuration from a
DHCEP server. The management interface communicates with the DHCP server to obtain its configuration
information.

)

Note If you configure a data interface for management center access using the configure network
management-data-inter face command, you cannot use DHCP for the Management interface; you must set
amanual IP address because the default route, which must be data-inter faces, might be overwritten with one
received from the DHCP server. Although you do not plan to use the Management interface, you must set an
IP address, for example, a private address. This IP address is NATted when the traffic is forwarded to the data
interface.

Examples

The following example configures the management interface to obtain its IPv6 address using DHCP.

> configure network ipvé dhcp

Related Commands  Command Description

configure network ipv6 | Disables IPv6 networking.
delete

configure network ipv6 | Configure IPv6 manually.
manual

configure network ipv6 | Configure IPv6 via router.
router

show network Shows the management interface configuration.
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configure network ipv6 dhcp-dp-route

To restore the management interface default IP address, network mask, and gateway, use the configure
networ k ipv6 dhcp-dp-route command. This command does not change other network settings, such as DNS
servers.

)

Note This command is not supported on the threat defense virtual, Firepower 4100/9300, or ISA 3000.

configure network ipv6 dhcp-dp-route

Command History Release Modification
6.6 This command was introduced.
Usage Guidelines You must enter both the IPv4 and IPv6 versions of this command to restore the configuration to the factory

default, even if you did not identify an IP address for one of the versions.

Examples
The following example restores the default configuration for the management interface.
> configure network ipvé6 dhcp-dp-route

Set up management(0 as DHCP ipv6 client with the default route through data interfaces.
>

Related Commands  Command Description

configure network ipv6 | Disables IPv6 networking.

delete

configure network ipv6 | Configures IPv6 via DHCP.

dhep

configure network ipv6 | Configures IPv6 manually.

manual

show network Shows the management interface configuration.
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configure network ipv6 echo-reply

To enable or disable ICMPv6 Echo Reply packets when using IPv6 on the management interface, use the
configure network ipv6 echo-reply command.

configure network ipv6 echo-reply {enable | disable}

Syntax Description enable Enables Echo Reply packets. This setting is the default.
disable Disables Echo Reply packets.

Command History Release Modification
6.4.0 Command added.

Usage Guidelines

You might want to disable these packets to guard against potential denial of service attacks. Disabling Echo
Reply packets means you cannot use IPv6 ping to the device management interfaces for testing purposes.

Examples

The following example disables the Echo Reply message.

> configure network ipv6 echo-reply disable

Related Commands

Command Description

configure network ipv6 |Disables IPv6 networking.
delete

configure network ipv6 |Enables or disables Destination Unreachable packets.
destination-unreachable

configure network ipv6 | Configures IPv6 manually.
manual

configure network ipv6 | Configures IPv6 via router.
router

show network Shows the management interface configuration.
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configure network ipvé manual

To configure a static IPv6 address on the management interface, use the configure network ipv6 manual
command.

configure network ipv6 manual ip6addr ip6prefix [ip6gw] [management_interface]

Syntax Description ip6addr Specifies the IP address.
ip6prefix Specifies the prefix length.
ip6gw Specifies the IPv6 address of the default gateway.

You have the option of specifying data-inter faces, which uses the data interfaces
on the device as a gateway instead of an explicit gateway on the management
network. Use the data interfaces if you do not want to wire the management
physical interface to a separate management network. For management center
data interface management, see the configure network
management-data-inter face command.

Note that the ip6gw in this command is used to create the default route for the
device. If you configure an event-only interface, then you must enter the ip6gw
as part of the command; however, this entry just configures the default route to
the value you specify and does not create a separate static route for the eventing
interface. If you are using an event-only interface on a different network from
the management interface, we recommend that you set the ip6gw for use with
the management interface, and then create a static route separately for the
event-only interface using the configure network static-routes command.

management_interface  Specifies the management interface. If you do not specify an interface, this

command configures the default management interface. This parameter is needed
only if you use the configure management-inter face commands to enable more
than one management interface. Multiple management interfaces are supported
on Firepower 4100 and 9300 series devices only. Do not specify this parameter
for other platforms. The management interface IDs on the Firepower 4100 and
9300 are managementO for the default management interface and management1
for the optional event interface.

Command History Release Modification
6.1 This command was introduced.
6.2 The data-inter faces keyword was added for gateway.
6.7 The data-interfaceskeyword is now available for management center management on

a data interface.

Usage Guidelines If you configure a data interface for management center access using the configure network
management-data-inter face command, you must set a manual IP address (either IPv4 or IPv6). Although
you do not plan to use the Management interface, you must set an IP address, for example, a private address.
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This IP address is NATted when the traffic is forwarded to the data interface. You cannot use DHCP (the
default) because the default route, which must be data-inter faces, might be overwritten with one received

from the DHCP server.

Examples

The following example configures a static IPv6 address for the management interface.

> configure network ipv6é manual 2001:DB8:3ffe:1900:4545:3:200:£f8ff 64

Related Commands

Command

Description

configure network ipv6
delete

Disables IPv6 networking.

configure network ipv6
dhep

Configures IPv6 via DHCP.

configure network ipv6
router

Configure IPv6 via router.

show networ k

Shows the management interface configuration.
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configure network ipv6 router

To configure the management interface to obtain an IPv6 address from a router using stateless autoconfiguration,
use the configure network ipv6 router command.

configure network ipv6 router [management_interface]

Syntax Description management_interface  Specifies the management interface. If you do not specify an interface, this
command configures the default management interface. This parameter is needed
only if you use the configure management-inter face commands to enable more
than one management interface. Multiple management interfaces are supported
on Firepower 4100 and 9300 series devices only. Do not specify this parameter
for other platforms. The management interface IDs on the Firepower 4100 and
9300 are managementO for the default management interface and management1
for the optional event interface.

Command History Release Modification

6.1 This command was introduced.

Use this command to specify that the device’s management interface receives its IPv6 configuration from a

Usage Guidelines
router. The management interface communicates with the IPv6 router to obtain its configuration information.

Examples

The following example configures the management interface to receive its IPv6 address from a router
using stateless autoconfiguration.

> configure network ipvé router

Related Commands  Command Description

configure network ipv6 | Disables IPv6 networking.

delete

configure network ipv6 | Configures IPv6 via DHCP.

dhcep

configure network ipv6 | Configure IPv6 manually.

manual

show network Shows the management interface configuration.
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configure network management-data-interface

To configure a data interface for management center management instead of the Management interface, use
the configure network management-data-interface command.

configure network managament-data-interface [{ipv4 {dhcp | [ manual ip address netmask
] [ default-gw gateway ip]} | ipv6 [ manual ip_address prefix] [ default-gw gateway ip
1} | ddnsupdate-url https:// username: password @ provider-domain / path

?hosthame=<h>& myip=<a> | namef name | client ip address mask-or-prefix | }
interface id | disable]

Syntax Description

ipv4 Specifies IPv4 for the IP address.

ipv6 Specifies IPv6 for the IP address. To change the [Pv6 address after you enter this
command, you must first delete the [Pv6 address and other settings using
configure networ k management-data-inter face disable and then re-enter the

command.
dhcp Specifies DHCP for the [Pv4 address.
manual ip_address Specifies a manual IP address and netmask or prefix.

netmask-or-prefix

default-gw gateway ip Specifies the address of the default gateway. If you edit the secondary interface
at the CLI, you cannot configure the gateway or otherwise alter the default route,
because the static route for this interface can only be edited in the management
center.

Specifies the DDNS Web type update URL. Specify the username and password
8nypeee at the DDNS provider. Check with your DDNS provider for the correct path.

Before entering the question mark (?) character, press the control (Ctrl) key and
the v key together on your keyboard. This will allow you to enter the ? without
the software interpreting the ? as a help query.

Although these keywords look like arguments, you need to enter this text verbatim
at the end of the URL. The threat defense will automatically replace the <h> and
<a> fields with the hostname and IP address when it sends the DDNS update.

nameif name Sets the name of the interface.

client ip_address Limits data interface access to an management center on a specific network. Note
that this keyword is not part of the wizard when you enter the configur e networ k
managament-data-inter face command without arguments.

interface id Specifies the data interface ID that you want to use for management center
management access. You can only specify one data interface for management
center access.

disable Disables management center management access on a data interface.
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Command History Release Modification
6.7 This command was introduced.
7.3 After you add a secondary management interface in the management center, you can

edit some of its settings at the CLI using this command.

7.4 High Availability support was added.

Usage Guidelines If you do not specify any arguments when you first configure this command, you are prompted with a wizard
to configure basic network settings for the data interface.

)

Note  You should use the console port when using this command. If you use SSH to the Management interface, you
might get disconnected and have to reconnect to the console port. See below for more information about SSH
usage.

You can re-enter this command to change the IPv4 address, but you cannot change the IPv6 address. Instead,
you must first delete the IPv6 address and other settings using configure networ k management-data-interface
disable and then re-enter the command.

If you configure a secondary management interface in the management center, you can edit it using this
command. You cannot manually add the secondary interface at the CLI; you must use the management center.

See the following details for using this command:

* The original Management interface cannot use DHCP if you want to use a data interface for management.
If you did not set the IP address manually during initial setup, you can set it now using the configure
network {ipv4 |ipv6} manual command. If you did not already set the Management interface gateway
to data-interfaces, this command will set it now.

» management center access from a data interface has the following limitations:

* You can only enable manager access on a physical, data interface. You cannot use a subinterface
or EtherChannel. You can also use the management center to enable manager access on a single
secondary interface for redundancy.

* This interface cannot be management-only.
* Routed firewall mode only, using a routed interface.

* PPPoE is not supported. If your ISP requires PPPoE, you will have to put a router with PPPoE
support between the threat defense and the WAN modem.

* The interface must be in the global VRF only.

» SSH is not enabled by default for data interfaces, so you will have to enable SSH later using the
management center. Because the Management interface gateway will be changed to be the data
interfaces, you also cannot SSH to the Management interface from a remote network unless you
add a static route for the Management interface using the configure network static-routescommand.
For threat defense virtual on Amazon Web Services, a console port is not available, so you should
maintain your SSH access to the Management interface: add a static route for Management before
you continue with your configuration. Alternatively, be sure to finish all CLI configuration (including
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the configure manager add command) before you configure the data interface for manager access
and you are disconnected.

* You cannot use separate management and event-only interfaces.

* Clustering is not supported. You must use the Management interface in this case.

For high availability:
* Use the same data interface on both devices for manager access.
» Redundant manager access data interface is not supported.

* You cannot use DHCP; only a static IP address is supported. Features that rely on DHCP cannot be
used, including DDNS and low-touch provisioning.

* Have different static IP addresses in the same subnet.
* Use either IPv4 or IPv6; you cannot set both.

* Use the same manager configuration (configure manager add command) to ensure that the
connectivity is the same.

* You cannot use the data interface as the failover or state link.

When you add the threat defense to the management center, the management center discovers and
maintains the interface configuration, including the following settings: interface name and IP address,
static route to the gateway, DNS servers, and DDNS server. For more information about the DNS server
configuration, see below. In management center, you can later make changes to the management center
access interface configuration, but make sure you don't make changes that can prevent the threat defense
or management center from re-establishing the management connection. If the management connection
is disrupted, the threat defense includes the configure policy rollback command to restore the previous
deployment.

If you configure a DDNS server update URL, the threat defense automatically adds certificates for all
of the major CAs from the Cisco Trusted Root CA bundle so that the threat defense can validate the
DDNS server certificate for the HTTPS connection. The threat defense supports any DDNS server that
uses the DynDNS Remote API specification (https://help.dyn.com/remote-access-api/).

This command sets the data interface DNS server. The Management DNS server that you set with the
setup script (or using the configure network dns server s command) is used for management traffic.
The data DNS server is used for DDNS (if configured) or for security policies applied to this interface.

On the management center, the data interface DNS servers are configured in the Platform Settings policy
that you assign to this threat defense. When you add the threat defense to the management center, the
local setting is maintained, and the DNS servers are not added to a Platform Settings policy. However,
if you later assign a Platform Settings policy to the threat defense that includes a DNS configuration,
then that configuration will overwrite the local setting. We suggest that you actively configure the DNS
Platform Settings to match this setting to bring the management center and the threat defense into sync.

Also, local DNS servers are only retained by management center if the DNS servers were discovered at
initial registration. For example, if you registered the device using the Management interface, but then
later configure a data interface using the configure network management-data-inter face command,
then you must manually configure all of these settings in management center, including the DNS servers,
to match the threat defense configuration.
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* You can change the management interface after you register the threat defense to the management center,
to either the Management interface or another data interface.

» The FQDN that you set in the setup wizard will be used for this interface.

* You can clear the entire device configuration as part of the command; you might use this option in a
recovery scenario, but we do not suggest you use it for initial setup or normal operation.

» To disable data managemement, enter the configure networ k management-data-inter face disable
command.

Examples

The following example sets Ethernetl/1 as the management center management interface using
DHCP.

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

The following example sets Ethernetl/1 as the management center management interface using a
manual IP address.

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to change
the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
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Related Commands Command Description

configure network ipv4 | Configures the Management interface with a manual IPv4 IP address.
manual

configure network ipv6 | Configures the Management interface with a manual IPv6 IP address.
manual

configurepolicy rollback | Restores the previous deployment if the management connection is disrupted.

show network Shows the management interface configuration.

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |

. configure network management-interface

configure network management-interface

To configure management interface settings, such as enabling or disabling management and event channels,
MTU, or TCP port for management center communication, use the configur e networ k management-interface
command.

configure network management-interface { [ disable | disable-event-channd |
disable-management-channel | enable | enable-event-channel | enable-management-channel
| fec] interface id [fec_mode] ] | tcpport number | mtu-event-channel [ bytes] |
mtu-management-channel [ bytes] }

Syntax Description

disable Disables the specified management interface.

disable-event-channel Disables the event channel on the specified interface.

disable-management-channel  Disables the management channel on the specified interface.

enable Enables the specified management interface.

enable-event-channel Enables the event channel on the specified interface.

enable-management-channel  Enables the management channel on the specified interface.

fec Sets the Forward Error Correction (FEC) method for 25 Gbps interfaces.

fec_mode Sets the FEC mode:
* auto (the default)—Sets the mode depending on the transceiver type:
* 25G-SR—Clause 108 RS-FEC

* 25G-LR—Clause 108 RS-FEC

* 10/25G-CSR—Clause 74 FC-FEC
* 25G-AOCXM—cClause 74 FC-FEC
* 25G-CU2.5/3M—Auto-Negotiate
* 25G-CU4/5M—Auto-Negotiate

* 25/50/100G—Clause 91 RS-FEC

* ¢1108-rs—Clause 108 RS-FEC
* cl74-fc—Clause 74 FC-FEC

* cl91-rs—Clause 91 RS-FEC

+ disable—Disables FEC

interface_id Specifies the management interface that you want to enable or disable,
managementO or management1. management0 and management] are
the internal names of these interfaces, regardless of the physical interface
ID.
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Command Default

configure network management-interface .

tcpport number

Configures the TCP port used for communications with the management
center. The default is 8305. Do not specify the SSH (22) or HTTPS (443)
ports if you change the default. Keep the number in the high range above
1024, up to 65535. This command is equivalent to the configur e networ k
management-port command.

mtu-event-channel [bytes]

Sets the MTU of the eventing interface in bytes, between 64 and 9000 if
you enable IPv4, and 1280 to 9000 if you enable IPv6. If you enable both
IPv4 and IPv6, then the minimum is 1280. If you do not enter the bytes,
you are prompted for a value. This command is equivalent to the configure
network mtu command.

mtu-management-channel
[bytes]

Sets the MTU of the management interface in bytes, between 64 and 1500
if you enable IPv4, and 1280 to 1500 if you enable IPv6. If you enable
both IPv4 and IPv6, then the minimum is 1280. If you do not enter the
bytes, you are prompted for a value. This command is equivalent to the
configure network mtu command.

Note If you set a very low MTU, device manager performance
can be affected.

The management0 interface is enabled, and used for both event and management traffic. managementl is

disabled.

The default TCP port is 8305.

The default MTU is 1500 for both management and eventing.
The default FEC for 25Gbps is auto.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

6.6 We added the mtu-event-channel and mtu-management-channel keywords.

7.4 We added the fec keyword for the Secure Firewall 4200 management interfaces
when running at 25Gbps.

For device management, the management center management interface carries two separate traffic channels:
the management traffic channel carries all internal traffic (such as inter-device traffic specific to the management
of the device), and the event traffic channel carries all event traffic (such as web events).

You can optionally configure a separate event-only interface on the management center to handle event traffic
from separate event interfaces on devices, if available (see the management center web interface do perform
this configuration). You can only configure one event-only interface. Event traffic can use a large amount of
bandwidth, so separating event traffic from management traffic can improve the performance of the management

center.

Event traffic is sent between the device event interface and the management center event interface if possible.
If the event network goes down, then event traffic reverts to the default management interface. Separate event
interfaces are used when possible, but the management interface is always the backup.
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On the Firepower 4100/9300, the mgmt-type interface that you assign to the logical device is designated as
the default management0 interface in the threat defense application. You can also configure a separate
eventing-type interface, managementl. After you assign the event interface to the logical device, this interface
is not enabled or configured with network settings. You must access the threat defense CLI and use the
configure networ k management-inter face command to enable it. Then use the configure network {ipv4
| ipv6} manual commands to configure the address(es) for this interface.

The Secure Firewall 4200 includes two management interfaces, one of which can be used for management,
and the other for events.

To configure a management] event interface, enable the interface and then disable management events on
the interface. You can optionally disable events for the management0 interface. In either case, the device will
try to send events on the event-only interface, and if that interface is down, it will send events on the
management0 interface even if you disable the event channel.

Examples

The following example enables managementl, and disables the management channel. By default,
both channels are enabled.

> configure network management-interface enable managementl
> configure network management-interface disable-management-channel managementl
>

The following example changes the port used for communications with the management center.

> configure network management-interface tcpport 8306
Management port changed to 8306.

The following example sets the MTU on the eventing interface to 9000.

> configure network management-interface mtu-event-channel 9000
MTU set successfully to 9000 from 1500 for managementl
Refreshing Network Config...

Interface managementl speed is set to '10000baseT/Full'

>

The following example sets the MTU on the management interface to 1400 using the CLI prompts.

> configure network management-interface mtu-management-channel

Do you want to change the MTU [1500] for managementO interface? (Yes/No): Yes
Enter the new value for MTU [1500]> 1400

MTU set successfully to 1400 from 1500 for managementO

Refreshing Network Config...

Interface management0O speed is set to '10000baseT/Full’

>

Related Commands

Command Description

configure network mtu | Sets the management or eventing interface MTU.
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Command Description

configure network Configures static routes for the management interface.
static-routesipv4/ipve

show network Shows the management interface configuration.
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configure network management-port

To configure the TCP port used for communicating with management center, use the configure networ k
management-port command.

configure networ k management-port number

Syntax Description number

Configures the TCP port used for communications with the management center.
The default is 8305. Do not specify the SSH (22) or HTTPS (443) ports if you
change the default. Keep the number in the high range above 1024, up to 65535.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to change the port used for management connections to the management center. This

command does not change the port used for the local manager, device manager. This command is equivalent
to the configur e networ k management-inter facetcpport command; you do not need to use both commands.

Examples

The following example changes the port used for communications with the management center.

> configure network management-port 8306
Management port changed to 8306.

Related Commands Command

Description

configure network ipv4

Configures IPv4 addressing for the management interface.

configure network ipv6

Configures IPv6 addressing for the management interface.

show network

Shows the management interface configuration.
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configure network mtu

To configure the MTU for the management or eventing interface, use the configure network mtu command.

configure network mtu [ interface id ] [ bytes]

Syntax Description

Command Default

bytes (Optional) Sets the MTU in bytes. For the management interface, the value can
be between 64 and 1500 if you enable IPv4, and 1280 to 1500 if you enable IPv6.

For the eventing interface, the value can be between 64 and 9000 if you enable
IPv4, and 1280 to 9000 if you enable IPv6.

If you enable both IPv4 and IPv6, then the minimum is 1280. If you do not enter
the bytes, you are prompted for a value.

Note If you set a very low MTU, device manager performance can be
affected.
interface id (Optional) Specifies the interface ID on which to set the MTU. Use the show

network command to see available interface IDs, for example management0,
managementl, brl, and ethO, depending on the platform. If you do not specify
an interface, then the management interface is used.

The default MTU is 1500 for both management and eventing.

Command History

Usage Guidelines

Release Modification

6.6 This command was introduced.

This command is equivalent to the configure networ k management-inter face mtu-event-channel and
configure networ k management-inter face mtu-management-channel commands; you do not need to use
both commands.

Examples

The following example sets the MTU on the eventing interface, management1, to 8192.
> configure network mtu 8192 managementl

MTU set successfully to 8192 from 1500 for managementl

Refreshing Network Config...

NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’

NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

The following example sets the MTU on the management interface to 1400 using the CLI prompts.

> configure network mtu
Do you want to change the MTU [1500] for management(0 interface? (Yes/No): Yes
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Enter the new value for MTU [1500]> 1400

MTU set successfully to 1400 from 1500 for managementO
Refreshing Network Config...

Interface management0O speed is set to '10000baseT/Full’
>

Related Commands  Command Description

configure network ipv4 | Configures IPv4 addressing for the management interface.

configure network ipv6 | Configures IPv6 addressing for the management interface.

configure network Sets the management or eventing interface MTU.
management-interface

show network Shows the management interface configuration.
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configure network speed

To set the speed for the management interface or a data interface, use the configure networ k speed command.

)

Note This command is only supported on the Secure Firewall 3100.

configure network speed { speed | sfp-detect [ interface id ]

Syntax Description  interface id (Optional) Specifies the interface ID on which to set the speed. The default is
management(.
sfp-detect Detects the speed of the installed SFP module and uses the appropriate speed.

This setting is the default. Duplex is always Full, and auto-negotiation is always
enabled. This option is useful if you later change the network module to a different
model, and want the speed to update automatically.

Speed Sets the speed to a specific speed. Available speeds depend on the interface.

Command Default The default speed is sfp-detect.

Command History Release Modification
7.1 This command was introduced for the Secure Firewall 3100.
Usage Guidelines We recommend using the default sfp-detect unless you want to set the speed to a specific speed regardless

of the SFP capability.

Examples

The following example sets the speed on the management interface, management0, to 1gbps.

> configure network speed lgbps

Related Commands  Command Description

configure network ipv4 | Configures IPv4 addressing for the management interface.

configure network ipv6 | Configures IPv6 addressing for the management interface.

configure network Sets the management or eventing interface MTU.
management-inter face

show network Shows the management interface configuration.
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configure network static-routes

To add or remove static routes, use the configure network static-routes command.

configurenetwork static-routes {ipv4 | ipv6} {add interface destination netmask or_ prefix gateway

| delete}
Syntax Description add Adds a static route for the management interface.
delete Removes a static route for the management interface. You are prompted to choose
which route to delete.
interface The ID of the management interface. Use the show network command to view
the Management interface ID for your model.
ipv4 Adds or deletes a static route for the IPv4 management address.
ipv6 Adds or deletes a static route for the IPv6 management address.
destination The destination IP address to add or remove, in IPv4 or IPv6 format as appropriate.
For example, 10.100.10.10 or 2001:db8::201.
netmask_or_prefix The network address mask for IPv4, or prefix for IPv6. The IPv4 netmask must
be in dotted decimal format, for example, 255.255.255.0. The IPv6 prefix is a
standard prefix number, such as 96.
gateway The gateway address to add or remove, in IPv4 or IPv6 format as appropriate.
Command History Release Modification
6.0.1 This command was introduced.
Usage Guidelines If you configure an event-only interface using the configure network management-inter face commands,

you need to configure a static route if this interface is on a separate network from the management interface.
Static routes do not affect through-the-box traffic, i.e. traffic on data interfaces. Without static routes, all
management traffic uses the default route specified as the gateway for the default management interface. You
typically do not need static routes when using a single management interface, or if the event-only interface
is on the same network.

\}

Note For the default route, do not use this command; you can only change the default route gateway IP address
when you use the configure network ipv4 or ipv6 commands for the default management interface.

Examples

The following example adds an [Pv4 static route for management interface management1, using a
destination address of 10.115.24.0, a network address mask of 255.255.255.0, and a gateway address
0f 10.115.9.2:
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> configure network static-routes ipv4 add managementl 10.115.24.0 255.255.255.0 10.115.9.2

The following example adds an [Pv6 static route for management interface managementl, using a
destination address of 2001:db8::201, an IPv6 prefix length of 64, and a gateway address of
2001:db8::3657.

> configure network static-routes ipv6 add managementl 2001:db8::201 64 2001:db8::3657
The following example shows how to delete a static route.

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 10.1.1.0
Gateway : 192.168.0.254
Netmask : 255.255.255.0

> configure network static-routes ipv4 delete
Please select which IPv4 Static Route to delete:

1) managementl: dest 10.1.1.0 nmask 255.255.255.0 gw 192.168.0.254
Please enter number of route to delete: 1

Interface: managementl

Destination: 10.1.1.0

Netmask: 255.255.255.0

Gateway: 192.168.0.254

Are you sure that you want to delete this route? (y/n) [nl: y

Configuration updated successfully
> show network-static-routes
No static routes currently configured.

Related Commands  Command Description

configure networ k Configures multiple management interfaces.
management-interface

configure networ k Adds or removes an [Pv4 static route for the management interface.
static-routesipv4

show Shows static routes configured for the management interfaces.
networ k-static-routes
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configure password

To change the password for the user account you are current logged into, use the configur e passwor d command.

configure passwor d

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Using this command, the current user can change their password in CLI. After issuing the command, the CLI
prompts the user for their current (or old) password, then prompts the user to enter the new password twice.

Examples

The following example changes the password for the current user account.

> configure password

Enter current password: oldpassword
Enter new password: newpassword
Confirm new password: newpassword

Related Commands

Command Description

configure user add Adds a user account for CLI access.
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configure policy rollback

To roll back the configuration on the threat defense to the last-deployed configuration, use the configure
policy rollback command.

configure policy rollback

Command History

Usage Guidelines

Release Modification
6.7 This command was introduced.
7.2 Rollback is supported for high availability.

If you use a data interface on the threat defense for management center management (see the configure
networ k management-data-inter face command), and you deploy a configuration change from the management
center that affects the network connectivity, you can roll back the configuration on the threat defense to the
last-deployed configuration so you can restore management connectivity. You can then adjust the configuration
settings in management center so that the network connectivity is maintained, and re-deploy. You can use the
rollback feature even if you do not lose connectivity; it is not limited to this troubleshooting situation.

See the following guidelines:

* Only the previous deployment is available locally on the threat defense; you cannot roll back to any
earlier deployments.

* Rollback is supported for high availability from management center 7.2 onwards.
* Rollback is not supported for clustering deployments.

* The rollback only affects configurations that you can set in management center. For example, the rollback
does not affect any local configuration related to the dedicated Management interface, which you can
only configure at the threat defense CLI. Note that if you changed data interface settings after the last
management center deployment using the configure networ k management-data-inter face command,
and then you use the rollback command, those settings will not be preserved; they will roll back to the
last-deployed management center settings.

» UCAPL/CC mode cannot be rolled back.

* Out-of-band SCEP certificate data that was updated during the previous deployment cannot be rolled
back.

* During the rollback, connections will drop because the current configuration will be cleared.

After the rollback, the threat defense notifies the management center that the rollback was completed
successfully. In management center, the deployment screen will show a banner stating that the configuration
was rolled back.

If the rollback failed, refer to https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.html for common deployment problems. In some cases, the
rollback can fail after management center management access is restored; in this case, you can resolve the
management center configuration issues, and redeploy from management center.
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Examples

The following example rolls back the last deployed configuration.

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:

>

Related Commands  Command Description
configure networ k Configures a data interface for management center management.
management-date-inter face
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configure raid

To manage the SSDs in a RAID, use the configureraid command.

)

Note This command is only supported on the Secure Firewall 3100.

configureraid {add | remove | removesecure} local-disk {1 | 2} [psid]

Syntax Description  add Adds an SSD to the RAID. It can take several hours to complete syncing the new
SSD to the RAID, during which the firewall is completely operational. You can
even reboot, and the sync will continue after it powers up.

psid If you add an SSD that was previously used on another system, and is still locked,
enter the psid. The psid is printed on the label attached to the back of the SSD.
Alternatively, you can reboot the system, and the SSD will be reformatted and

added to the RAID.
remove Removes the SSD from the RAID and keeps the data intact.
remove-secure Removes the SSD from the RAID, disables the self-encrypting disk feature, and

performs a secure erase of the SSD.

local-disk {1 | 2} Specifies the SSD, disk1 or disk2.

Command Default If you have two SSDs, they form a RAID when you boot up.

Command History Release Modification
7.1 This command was introduced for the Secure Firewall 3100.
Usage Guidelines You can perform the following tasks at the threat defense CLI while the firewall is powered up:

* Hot swap one of the SSDs—If an SSD is faulty, you can replace it. Note that if you only have one SSD,
you cannot remove it while the firewall is powered on.

* Remove one of the SSDs—If you have two SSDs, you can remove one.

* Add a second SSD—If you have one SSD, you can add a second SSD and form a RAID.

A

Caution Do not remove an SSD without first removing it from the RAID using this procedure. You can cause data
loss.

Examples

The following example removes disk2 from the RAID and performs a secure erase.
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> configure raid remove-secure local-disk 2

Related Commands  Command Description
show raid Shows the RAID status.
show ssd Shows the SSD status.
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configure snort

To configure advanced behavior for the Snort inspection engine, use the configure snort command.

configure snort .

configuresnort preserve-connection {enable | disable}

Syntax Description

preser ve-connection
{enable| disable}

Whether to preserve existing TCP/UDP connections on routed and transparent
interfaces in case the Snort process goes down. This option is enabled by default,
but you can disable it. When enabled, connections that were already allowed
remain established, but new connections cannot be established until Snort is again
available. When disabled, all new or existing connections are dropped when Snort
goes down.

Non-TCP/UDP connections, such as ICMP pings, are not preserved.

To view the current setting, use the show running-config snort command. When
viewing the entire running configuration, the no form of the snort
preserve-connection command indicates the feature is disabled.

Command History

Usage Guidelines

Release Modification

6.2.02,6.2.3 This command was introduced. However, preserve-connection disableis not supported
with device manager (local management), which re-enables preserve-connection every
time it deploys the configuration.

This command is not available when the threat defense or management center is running
Version 6.2.1, 6.2.2 , 6.2.2 X, or a version earlier than 6.2.0.2, in which case the device
behaves as if the command is disabled, whereby all new or existing connections are
dropped when Snort goes down.

With preserve-connection enabled, if Snort goes down, any existing connections remain established. When
Snort becomes available, these established connections continue to bypass Snort inspection. Any new
connections that require Snort inspection are dropped until Snort becomes available again.

Example

The following example disables preserve-connection.

> configure snort preserve-connection disable

Related Commands

Commands

Description

show conn

Shows connections.

show conn detail

Includes snort inspection information in connection details.

show conn detail long

Includes snort inspection information in long-format connection details.
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configure ssh-access-list

To configure the device to accept SSH connections from specified IP addresses, use the configure
ssh-access-list command.

configure ssh-access-list address list

Syntax Description

address list A comma separated list of IP addresses for hosts or networks, in IPv4 Classless
Inter-Domain Routing (CIDR) notation or IPv6 prefix length notation. For
example, 10.100.10.0/24 or 2001:DBS::/96.

To specify all IPv4 hosts, enter 0.0.0.0/0. To specify all IPv6 hosts, specify ::/0.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

You must include all supported hosts or networks in a single command. Addresses specified in this command
overwrite the current contents of the SSH access list.

Merely allowing SSH access does not permit users to log into the local manager. Access to the configuration
software is controlled by username and password.

If you exclude the IP address from which you are currently logged into the CLI, your connect will be broken.
You will need to change your IP address to regain entry into the CLI.

If the device is a unit in a locally-managed high availability group, your change will be overwritten the next
time the active unit deploys configuration updates. If this is the active unit, your change will be propagated
to the peer during deployment.

Examples

The following example configures the device to accept SSH connections from any IPv4 or IPv6
address:

> configure ssh-access-list 0.0.0.0/0,::/0
The ssh access list was changed successfully.
> show ssh-access-list

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

ACCEPT tep anywhere anywhere state NEW tcp dpt:ssh
Related Commands Command Description

configure Clears the SSH access list.

disable-ssh-access

show ssh-access-list Shows the SSH access list.
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configure ssl-protocol

To configure the SSL protocols clients can use in HTTPS connections to the device, when using the local
manager, use the configure ssl-protocol command.

configure ssl-protocol {protocol_list | default}

Syntax Description  default Enables the default SSL protocol list: TLSv1.1, TLSv1.2.

protocol_list A comma-separated list specifying any of the following protocols: TL Sv1,
TLSv1.1l, TLSv1.2, SSLv3.

Command Default The default setting is TLSv1.1, TLSv1.2.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines This command sets the protocols clients can use for HTTPS web access to the device. This is used with the

local manager, device manager. It is not used with a remote manager.

\}

Note If you use this command to disable the protocol you are currently using to communicate with the device, you
will lose the connection.

Examples

The following example configures the device to accept all SSL protocols for HTTPS connections.

> show ssl-protocol

The supported ssl protocols are TLSvl.l TLSvl.2

> configure ssl-protocol TLSvl,TLSvl.1l,TLSv1l.2,SSLv3

The following ssl protocols are now enabled: TLSvl TLSv1l.1l TLSv1l.2 SSLv3
> show ssl-protocol

The supported ssl protocols are TLSvl TLSvl.1l TLSv1l.2 SSLv3

Related Commands Command Description

show ssl-protocol Shows the currently configured SSL protocols.
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configure tcp-randomization

To disable TCP sequence number randomization, use the configure tcp-randomization command.

configuretcp-randomization {enable | disable}

Syntax Description

enable Change TCP sequence numbers in incoming and outgoing packets randomly to
prevent attackers from anticipating the next packet's sequence number.

disable Do not change TCP sequence numbers in incoming and outgoing packets.

Command Default

TCP sequence number randomization is enabled by default.

Command History

Release Modification

6.2 This command was introduced.

Usage Guidelines

Each TCP connection has two initial sequence numbers (ISNs): one generated by the client and one generated
by the server. The threat defense device randomizes the ISN of the TCP SYN passing in both the inbound
and outbound directions.

Randomizing the ISN of the protected host prevents an attacker from predicting the next ISN for a new
connection and potentially hijacking the new session.

You can disable TCP initial sequence number randomization if necessary, for example, because data is getting
scrambled. For example, you might be using a software test tool, software product, or hardware device that
depends on TCP packets having sequential numbering. Changing the TCP randomization setting affects all
interfaces and all traffic on the device; you cannot change it for specific interfaces or traffic classes.

You should disable TCP sequence number randomization only if you encounter specific problems due to
randomization.

\)

Note  Although you can disable TCP sequence number randomization when using device manager, each time you
deploy the configuration from device manager, the feature is re-enabled. If you want to keep TCP sequence

number randomization disabled, you must re-enter the command after each deployment.

Example

The following example disables TCP sequence number randomization.
> configure tcp-randomization disable

To determine if TCP sequence number randomization is currently enabled or disabled, look in the
running configuration for the set connection random-sequence-number disable command. This
command will be in the global policy policy map, so you can limit your view of the configuration
by using the show running-config policy-map command. If the set connection
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random-segquence-number command does not appear in the configuration, then TCP sequence
number randomization is enabled.

For example, the following shows that TCP sequence number randomization is disabled (the relevant
command is highlighted).

> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
class tcp
set connection random-sequence-number disable

The following example shows that TCP sequence number randomization is enabled because the Set
connection random-sequence-number command is not in the global policy policy map.

> show running-config policy-map
!
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
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inspect icmp
inspect icmp error
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configure unlock_time

To set the length of time after which a user account is automatically unlocked after being locked for exceeding
the maximum number of failed logins, use the configure unlock_time command. This command works in
CC/UCAPL compliance mode only.

configure unlock_time number

Syntax Description

Command Default

number Specifies the unlock time in minutes, from 1 to 9999.

When running in CC/UCAPL mode, the default unlock time is 30 minutes.

When not running in CC/UCAPL mode, user accounts remain locked until you unlock them using the configure
user unlock command. You cannot set an automatic unlock time.

Command History

Usage Guidelines

Release Modification

6.2.1 This command was introduced.

If you are running in CC/UCAPL compliance mode, you can set a global unlock time for locked out users.
After the time expires for a given user who has exceeded the maximum failed login attempts for the user
account, the account is unlocked and the user can try again. Use the configure user maxfailedlogins command
to set the maximum number of failed login attempts you will allow.

Even with an unlock time set, you can unlock a user account at any time using the configure user unlock
command. The user does not need to wait for the unlock time to expire.

Example

The following example configures an unlock time of 60 minutes.

> configure unlock time 60

Related Commands

Command Description
configure user add Adds a new user.
configure user Sets the maximum number of failed logins allowed for a user.

maxfailedlogins

configureuser unlock | Unlocks the account for the specified user.

show user Shows user accounts.
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configure user access

To change the access authorization level for an existing user, use the configure user access command.

configure user access username {basic | config}

Syntax Description username Specifies the name of the existing user.
basic Gives the user basic access. This does not allow the user to enter configuration
commands.
config Gives the user configuration access. This gives the user full administrator rights

to all commands.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines When you create a user account, you specify the user’s access rights. Use the configure user accesscommand

to modify the access level of the specified user. The command takes effect the next time the user logs in.

Examples

The following example changes user jdoe’s access rights to Basic.

> configure user access jdoe basic

Related Commands Command Description
configure user add Adds a new user.
show user Shows the user accounts and access rights.
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configure user add

To create a new user account for CLI access, use the configure user add command.

configureuser add username {basic | config}

configure user add .

Syntax Description

username Specifies the name of the existing user.

basic Gives the user basic access. This does not allow the user to enter configuration
commands.

config Gives the user configuration access. This gives the user full administrator rights

to all commands.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use this command to create a new user with a specified name, access level, and password. The command
prompts for the password. All other account properties are configured with default properties.

Examples

The following example adds a user account named joecool with config access rights. The password

is not shown as you type it.

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

joecool 1001 Local Config Enabled No Never N/A Dis No 5
Related Commands Command Description

configure user access Sets user access level.

configure user aging Sets user password aging.

configure user delete Deletes specified user.

configureuser disable |Disables specified user.

configureuser enable | Enables specified user.

configureuser forcereset | Forces password reset for specified user.
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Command Description

configure user Sets maximum failed logins for specified user.
maxfailedlogins

configureuser password | Sets password for specified user.

configure user Sets strength check requirement on password for specified user.
strengthcheck

configureuser unlock | Unlocks account for specified user.

show user Shows user accounts.
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configure user aging

To set an expiration date for a user’s password, use the configure user aging command.

configureuser aging username max_dayswarn_days

configure user aging .

[ grace period ]

Syntax Description username Specifies the name of the user. You cannot change the admin user aging settings.
max_days Specifies the maximum number of days that the password is valid. Values range
from 1 to 9999.
warn_days Specifies the number of days that the user is given to change the password before
it expires. Values range from 1 to 9999, but must be less than the maximum days
value.
grace period (Optional, FXOS platforms only.) Specifies the number of days after the password
expires that the user can still change the password. On non-FXOS platforms, the
parameter is accepted but the show user output shows the grace period is disabled.
Command History Release Modification
6.1 This command was introduced.
7.0 The grace period parameter was added.
Examples

The following example sets the user’s password to expire in 100 days, and starts warning the user
30 days before password expiration. In the show user output, note the numbers in the Exp and Warn

columns.

> configure user aging jdoe 100 30

> show user
Login
admin
jdoe

Auth Access Enabled Reset Exp Warn Str Lock Max
Local Config Enabled No Never ©N/A Dis No N/A
Local Config Enabled No 100 30 Dis No 5

The following example sets the password to expire in 180 days, starts warning the user 7 days before
expiration, and includes a 7-day grace period.

> configure user aging joeuser 180 7 7

> show user
Login

admin
extuser
joeuser

UID Auth Access Enabled Reset Exp Warn Grace MinL Str Lock Max
100 Local Config Enabled No 10000 7 Disabled 8 Ena No N/A
501 Remote Config Disabled N/A 99999 7 Disabled 1 Dis No N/A
1000 Local Config Enabled Yes 180 7 7 8 Dis No 5
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Related Commands Command Description

configure user add Adds a new user.

configureuser forcereset | Forces password reset for specified user.

configureuser password | Sets password for specified user.

show user Shows user accounts.
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configure user delete

To delete a user account, use the configure user delete command.

configure user delete username

Syntax Description username Specifies the name of the user. You cannot delete the admin user.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example deletes a user account.

> configure user delete jdoe

Related Commands  Command Description

configure user add Adds a new user.

configureuser disable |Disables a user account without deleting it.

show user Shows user accounts.
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configure user disable

To disable a user account without deleting it, use the configure user disable command.

configure user disable username

Syntax Description  username Specifies the name of the user. You cannot disable the admin user.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to disable a user account without deleting it. Disabled users cannot login. Use the configure

user enable command to reenable a disabled user account.
Examples
The following example disables a user account.

> configure user disable jdoe
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

jdoe 1001 Local Config Disabled No 100 30 Dis No 5
Related Commands  Command Description

configure user add Adds a new user.

configure user delete Deletes specified user.

configureuser enable | Enables specified user.

configureuser unlock | Unlocks account for specified user.

show user Shows user accounts.
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configure user enable

To enable a previously disabled user, use the configure user enable command.

configure user enable username

Syntax Description username Specifies the name of the user.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to enable a user and allow login.
Examples

The following example enables a disabled user account. Note the change in the show user Enabled
column.

> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Disabled No 100 30 Dis No 5

> configure user enable jdoe
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

jdoe 1001 Local Config Enabled No 100 30 Dis No 5
Related Commands  Command Description

configure user add Adds a new user.

configureuser disable |Disables specified user.

configureuser forcereset | Forces password reset for specified user.

configureuser unlock | Unlocks account for specified user.

show user Shows user accounts.
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configure user forcereset

To force the user to change their password the next time they log in, use the configure user forcereset
command.

configure user forcereset username

Syntax Description username Specifies the name of the user.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to force the user to reset their password the next time they login. When the user logs in

and changes the password, strength checking is automatically enabled.

Examples

The following example forces the user to reset the password on the next log in.

> configure user forcereset jdoe

Related Commands  Command Description

configureuser password | Sets password for specified user.

configure user Sets strength check requirement on password for specified user.
strengthcheck
show user Shows user accounts.
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configure user maxfailedlogins

To set the maximum number of consecutive failed logins for a user, use the configure user maxfailedlogins
command.

configure user maxfailedlogins username number

Syntax Description

Command Default

username Specifies the name of the user.

number Specifies the maximum number of consecutive failed logins, from 1 to 9999.

No default behaviors or values. However, when you create a new account, the default maximum number of
consecutive failed logins is 5.

Command History

Usage Guidelines

Release Modification
6.1 This command was introduced.
6.2.2 When running in CC/UCAPL compliance mode, you can also configure the

maximum failed login attempts for the admin user.

Use this command to set the maximum number of consecutive failed logins for the specified user before their
account is locked. If the user account becomes locked, use the configure user unlock command to unlock it.

Examples

The following example sets the maximum number of consecutive failed logins to 3.

> configure user maxfailedlogins jdoe 3

Related Commands

Command Description

configure user add Adds a new user.

configureuser password | Sets password for specified user.

configureuser unlock | Unlocks the account for the specified user.

show user Shows user accounts.
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configure user minpasswdlen

To set the minimum length for the password for a user, use the configure user minpasswdlen command.

configure user minpasswdlen username number

Syntax Description username Specifies the name of the user.
number Specifies the minimum length of the password, from 1 to 127.
Command Default There is no minimum password length.
Command History Release Modification
6.1 This command was introduced.
6.2.2 You can now configure a minimum password length for the admin user.
Usage Guidelines Use this command to set the minimum length of the password for the specified user. You are prompted for

the current password for the user account. If the minimum length is longer than the current password length,
you are also prompted to set a new password.

Example

The following example sets the minimum password length to 8 characters. In this example, the current
password is less than the new minimum, so you need to set a new password.

> configure user minpasswdlen jdoe 8

Setting minimum password length to 8

Enter current password: <enter old password>

Enter new password for user jdoe: <enter new password>
Confirm new password for user jdoe: <enter new password>

Setting Minimum password length succeeded

Related Commands  Command Description
configure user add Adds a new user.
show user Shows user accounts.
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configure user password

To set the password on another user’s account, use the configure user password command.

configure user password username

Syntax Description username Specifies the name of the user.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to set a specified user’s password. This command prompts for the user’s password. To

change your own password, use the configure password command instead of this command.

Examples

The following example sets the password on another user’s account. The password is not shown as
you type it.

> configure user password jdoe
Enter new password for user jdoe: newpassword
Confirm new password for user jdoe: newpassword

Related Commands  Command Description
configure password Changes the currently logged-in user’s password.
configure user add Adds a new user.
configure user aging Sets user password aging.

configureuser forcereset | Forces password reset for specified user.

configure user Sets maximum failed logins for specified user.
maxfailedlogins

configure user Sets strength check requirement on password for specified user.
strengthcheck
show user Shows user accounts.
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configure user strengthcheck

To enable or disable the strength requirement for a user’s password, user the configure user strengthcheck
command.

configure user strengthcheck username {enable | disable}

Syntax Description username Specifies the name of the user.
enable Sets the requirement for the specified user's password.
disable Removes the requirement for the specified user’s password.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use this command to enable or disable a strength check, which requires a user to meet specific password

criteria when changing their password. When a user’s password expires or if the configure user for cer eset
command is used, this requirement is automatically enabled the next time the user logs in.

Examples

The following example enables strength checking on a user account.

> configure user strengthcheck jdoe enable

Related Commands  Command Description

configure user add Adds a new user.

configureuser forcereset | Forces password reset for specified user.

configure user Sets maximum failed logins for specified user.
maxfailedlogins

configureuser password | Sets password for specified user.

configureuser unlock | Unlocks account for specified user.

show user Shows user accounts.
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configure user unlock

To unlocks a user account that has exceeded the maximum number of failed logins, use the configure user
unlock command.

configure user unlock username

Syntax Description username Specifies the name of the user.
Command History Release Modification
6.1 This command was introduced.
Examples

The following example unlocks a user account.

> configure user unlock jdoe

Related Commands  Command Description
configure user add Adds a new user.
configure user Sets maximum failed logins for specified user.

maxfailedlogins

show user Shows user accounts.
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conn data-rate

To view the connections on the device that are passing heavy loads of data, use the conn data-rate command.
This command displays per-flow data rate along with the existing connection information. To disable the
collection of connections by data-rate, use the no form of the command.

conn data-rate

no conn data-rate

Command History Release Modification
6.6 This command was introduced.
Usage Guidelines The conn data-r ate command is most useful to determine which connections, and users, might be contributing

the most to the overall load on the device.
When enabled, the conn data-r ate feature tracks two statistics for all connections:
* The current (1-second) data rate in the forward and reverse direction of a connection.

* The maximum 1-second data rate in the forward and reverse direction of a connection.

Examples

The following example shows how to enable the connection data rate collection, verify that the
feature is enabled, and view data rates:

> conn data-rate

> show conn data-rate

Connection data rate tracking is currently enabled.

Use 'show conn detail' to see the data rates of active connections.

> show conn detail

TCP outside: 198.51.100.1/46994 NP Identity Ifc: 203.0.113.1/22,
flags UOB , idle 0s, uptime 9m24s, timeout 1hOm, bytes 68627
Initiator: 198.51.100.1, Responder: 203.0.113.1

data-rate forward/reverse

current rate: 1194/0 bytes/sec <—-==——==—==——————-— current data rate for forward/reverse flows
max rate: 2520/0 bytes/sec <-—==——————-———-——= max data rate for forward/reverse flows
time since last max 0:08:54/NA <-—-—-———-——————— time since last max data rate for

forward/reverse flows

Related Commands  Command Description

show conn data-rate Displays the current state of the connection data rate tracking.

show conn detail Displays filtered connections by data-rate value.

clear conn data-rate Clears the current maximum data-rate value.
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connect fxos

To enter the FXOS Service Manager CLI mode, use the connect fxos command.

connect fxos

Command History Release Modification

6.2.1 This command was introduced.

Usage Guidelines FXOS is the underlying software on Firepower 2100, 4100, and 9300 series devices.

Examples

The following example shows how to enter the FXOS CLI when you started in the threat defense
CLI. Enter ? to see the available commands in FXOS.

> connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

(...remaining copyrights omitted...)

kp-fpr2100-2#

The following example shows what happens if you originally entered the threat defense CLI from
the FXOS CLI (using the connect ftd FXOS command).

> connect fxos
You came from FXOS Service Manager. Please enter 'exit' to go back.
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To copy a file to or from flash memory, use the copy command.

copy [ /noconfirm | /noverify ] [ interface name ] { /pcap capture:/ [ buffer name] | src url
| running-config | startup-config} dest url
Syntax Description  /noverify (Optional) Skips the signature verification when copying development key

signed images.

/noconfirm (Optional) Copies the file without a confirmation prompt.

interface_name (Optional) Specifies the interface name through which the file will be
copied. If you do not specify the interface, the threat defense checks the
data routing table. To use management or any other management-only
interface, which is not part of the data routing table, you must specify it
using this option.

/pcap capture:/ [ buffer_name] Copies the raw packet capture dump of the capture command from the

specified buffer.
running-config Specifies the running configuration stored in system memory.
startup-config Specifies the startup configuration stored in flash memory. The startup

configuration is a hidden file in flash memory.
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copy [l

src-url Specifies the source file, the file you are copying, and the destination file,
dest-url the file you are creati.ng through the copy. You cannot.cop.y between two
remote locations, so if the source file is local, the destination file can be
local or remote. If the source file is remote, the destination file must be
local. Use the following URL syntax for file locations:

« diskO:/[[path/]filename] or flash:/[[path/]filename]—Both flash and
diskO indicates the internal Flash memory. You can use either option.

« diskn:/[[path/]filename]—Indicates optional external flash drive,
where n specifies the drive number.

 smb:/[[path/]filename]—Indicates Server Message Block, a UNIX
server local file system.

« ftp://[[user[: password]@)] server[:port]/[path/]
filename[;type=xx]]—The type can be one of these keywords: ap
(ASCII passive mode), an (ASCII normal mode), ip (Default—Binary
passive mode), in (Binary normal mode).

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server[/path]/filename];int=interface_name]]—Indicates an SCP
server. The ;int=interface option bypasses the route lookup and always
uses the specified interface to reach the Secure Copy (SCP) server.

* system:/[[path/]filename]—Represents the system memory.

« tftp://[[user[: password]@] server[:port]
/[ path/]filename[;int=interface_name]]—Indicates a TFTP server.
The pathname cannot contain spaces. The ;int=interface option
bypasses the route lookup and always uses the specified interface to
reach the TFTP server.

* cluster_trace: —Indicates the cluster_trace file system.

Command History Release Modification

7.1 If you do not specify the interface, the threat defense checks the data routing
table. There is no fallback to the management routing table. Formerly, the default
lookup was the management routing table with fallback to the data routing table.
Due to the merging of the Management and Diagnostic interfaces, the management
routing table is no longer used automatically; you must specify the Management
interface if you want to use it.

6.1 This command was introduced.

Usage Guidelines After you have performed a cluster-wide capture, you can simultaneously copy the same capture file from all
units in the cluster to a TFTP server by entering the following command on the master unit:

cluster exec copy /noconfirm /pcap capture:cap_name tftp://location/path/filename.pcap
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Multiple PCAP files, one from each unit, are copied to the TFTP server. The destination capture file name is
automatically attached with the unit name, such as filename A.pcap, filename B.pcap, where A and B are
cluster unit names.

\)

Note A different destination name gets generated if you add the unit name at the end of the filename.

Examples

The following example makes a copy of the install log.

> copy /noconfirm flash:/install.log flash:/install.save.log
Copy in progress...CC

INFO: No digital signature found

150498 bytes copied in 0.20 secs

The following example shows how to copy a file from the disk to a TFTP server in the system
execution space:

> copy /noconfirm disk0O:/install.log
tftp://10.7.0.80/install.log

The following example shows how to copy the running configuration to a TFTP server:
> copy /noconfirm running-config tftp://10.7.0.80/firepower/devicel.cfg
The following example shows how to copy a development key signed image without verifying it:

> copy /noverify /noconfirm 1fbff.SSA exa 1fbff.SSA

Source filename [lfbff.SSA]?

Destination filename [exa 1fbff.SSA]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCeeeeeeecceecceecceeccecce
CCCCCCCCCCCCceeeeeeceeeeeeeecececececececeececececececececececececececececececcceccecececececececececec
CCCCCcCcceeececececececececececeeecececececececececececccec

Writing file diskO:/exa 1fbff.SSA...
RN R RN R RN R

Digital Signature was not verified
124125968 bytes copied in 61.740 secs (2034851 bytes/sec)

Related Commands

Command Description

write net Copies the running configuration to a TFTP server.
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cpu hog granular-detection

To provide real-time hog detection and set the CPU hog threshold in a short period of time, use the cpu hog
granular-detection command.

cpu hog granular-detection [count number] [threshold value]

Syntax Description

Command Default

count number Specifies the number of code execution interruptions performed. Values are from
1-10000000. The default and recommended value is 1000.

threshold value Ranges from 1 to 100. If not set, the default is used, which varies among platforms.

The default count is 1000. The default threshold varies among platforms.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

The cpu hog granular-detection command interrupts the current code execution every 10 milliseconds, and
the total number of interruptions is the count. The interruption checks for CPU hogging. If there is any, it is
logged. This command reduces the granularity of CPU hog detection in the data path.

Each scheduler-based hog is associated with up to 5 interrupt-based hog entries; each entry could have up to
3 tracebacks. The interrupt-based hog cannot be overwritten; if there is no space, the new one is discarded.
The scheduler-based hog is still reused according to the LRU policy, and its associated interrupt-based hog
is cleared by then.

Examples

The following example show how to trigger CPU hog detection:

> cpu hog granular-detection count 1000 threshold 10

Average time spent on 1000 detections is 10 seconds, and it may take longer
under heavy traffic.

Please leave time for it to finish and use show process cpu-hog to check results.

Related Commands

Command Description

show processes cpu-hog Displays the processes that are hogging the CPU.

clear process cpu-hog Clears the processes that are hogging the CPU.
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cpu profile activate

To start CPU profiling, use the cpu profile activate command.

cpu profileactivate [n_samples [sample-process process name] [trigger cpu-usage cpu%
[process_name] ] ]

Syntax Description

Command Default

n_samples Allocates memory for storing N number of samples. Valid values are from 1 to
100,000.

sample-process Samples only a specific process.

process_name

trigger cpu-usagecpu%  Prevents the profiler from starting until the global 5-second CPU percentage is
[process_name] greater and stops the profiler if the CPU percentage drops below this value.

If you specify a process name, it uses the process’s 5-second CPU percentage
as a trigger.

The n_samples default value is 1000.

The cpu% default value is 0.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

The CPU profiler can help you determine which process is using more CPU. Profiling the CPU captures the
address of the process that was running on the CPU when the timer interrupt fired. This profiling occurs every
10 milliseconds, regardless of the CPU load. For example, if you take 5000 samples, the profiling takes exactly
50 seconds to complete. If the amount of CPU time that the CPU profiler uses is relatively low, the samples
take longer to collect. The CPU profile records are sampled in a separate buffer.

Use the show cpu profile command in conjunction with the cpu profile activate command to display
information that you can collect and that the TAC can use for troubleshooting CPU issues. The show cpu
profile dump command output is in hexadecimal format.

If the CPU profiler is waiting for a starting condition to occur, the show cpu profile command displays the
following output:

CPU profiling started: 12:45:57.209 UTC Wed Nov 14 2012
CPU Profiling waiting on starting condition.

Core 0: 0 out of 10 samples collected.

Core 1: 0 out of 10 samples collected.

Core 2: 0 out of 10 samples collected.

Core 3: 0 out of 10 samples collected.

CP

0 out of 10 samples collected.
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Examples

The following example activates the profiler and instructs it to store 1000 samples, the default. Next,
the show cpu profile command shows that the profiling is in progress. After waiting some time, the
next show cpu profile command shows that profiling has completed. Finally, we use the show cpu
profiledump command to get the results. Copy the output and provide it to Cisco Technical Support.
You might need to log your SSH session to get the full output.

> cpu profile activate
Activated CPU profiling for 1000 samples.
Use "show cpu profile" to display the progress or "show cpu profile dump" to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU profiling currently in progress:
Core 0: 501 out of 1000 samples collected.
CP: 586 out of 1000 samples collected.
Use "show cpu profile dump" to see the results after it is complete or to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU Profiling has stopped.
Core 0 done with 1000 samples
CP done with 1000 samples
Use "show cpu profile dump" to see the results.
> show cpu profile dump
(...output omitted...)

Related Commands Command Description

show cpu profile Displays the CPU profiling progress.

show cpu profiledump | Displays incomplete or completed results for profiling.
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cpu profile dump
To save the results of CPU profiling to a text file, use the cpu profile dump command.

cpu profiledump dest_url

Syntax Description dest_url + disk0:/[[path/]filename] or flash:/[[path/filename]—Both flash and diskO
indicates the internal Flash memory. Can use either option.

« diskn:/[[path/]filename]—Indicates optional external flash drive, where n
specifies the drive number.

« smb:/[[path/]filename]—Indicates a UNIX server local file system. Use
Server Message Block file-system protocol in LAN managers and similar
network systems to package data and exchange information with other
systems.

« ftp://[[user[: password]@] server[:port]/[path/] filename[;type=xx]]—The
type can be one of these keywords: ap (ASCII passive mode), an (ASCII
normal mode), ip (Default—Binary passive mode), in (Binary normal mode).

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server [/path]/filename[;int=interface_name]]—The ;int=interface option
bypasses the route lookup and always uses the specified interface to reach
the Secure Copy (SCP) server.

o tftp://[[user[: password]@] server[:port]
/[ path/]filename[;int=interface_name]]—The pathname cannot contain
spaces. The ;int=interface option bypasses the route lookup and always uses
the specified interface to reach the TFTP server.

* cluster:—Indicates the cluster file system.

Command History Release Modification

6.1 This command was introduced.

Usage Guidelines The CPU profile dump command writes the CPU profiler output to a specified text file in hexadecimal
format.

Examples

The following example stores the most recent CPU profile dump to a file named cpudump.txt:

> cpu profile dump diskO:/cpudump.txt
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Related Commands Command Description

show cpu profiledump | Displays incomplete or completed results for profiling.
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crashinfo force

To force the device to crash, use the crashinfo force command.

crashinfo force/noconfirm {page-fault | watchdog | process process ID}

Syntax Description

Command Default

page-fault Forces a crash as a result of a page fault.

watchdog Forces a crash as a result of watchdogging.

process process _|D Forces a crash of the process specified by process ID. Use the show kernel process
command to see process IDs.

The device saves the crash information file to flash memory by default.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

You can use the crashinfo force command to test the crash output generation. In the crash output, there is
nothing that differentiates a real crash from a crash resulting from the crashinfo for ce page-fault or crashinfo
forcewatchdog command (because these are real crashes). The device reloads after the crash dump is complete.

Caution Do not use the crashinfo forcecommand in a production environment. The crashinfo for ce command
crashes the device and forces it to reload.

Examples

The following example forces a crash due to a page fault.

> crashinfo force /noconfirm page-fault

Related Commands

Command Description

clear crashinfo Clears the contents of the crash information file.

crashinfo test Tests the ability of the device to save crash information to a file in flash memory.
show crashinfo Displays the contents of the crash information file.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

crashinfo test .

crashinfo test

To test the ability of the device to save crash information to a file in flash memory, use the crashinfo test
command.

crashinfo test
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

Entering the crashinfo test command does not crash the device. If a previous crash information file already
exists in flash memory, that file is overwritten.

Examples

The following example shows the output of a crash information file test.

> crashinfo test

Related Commands

Command Description

clear crashinfo Clears the contents of the crash information file.
crashinfo force Forces the device to crash.

show crashinfo Displays the contents of the crash information file.

Cisco Secure Firewall Threat Defense Command Reference .



A-RCommands |
. crypto ca trustpool export

crypto ca trustpool export

To export the certificates that constitute the PKI trustpool, use the crypto catrustpool export command.

crypto catrustpool export filename

Syntax Description filename The file in which to store the exported trustpool certificates.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines This command copies the entire contents of the active trustpool to the indicated filepath in pem-coded format.
Examples

> crypto ca trustpool export disk0:/exportfile.pem
Trustpool certificates exported to diskO:/exportfile.pem
>

> more exportfile.pem

MIIEM]jCCAxqgAwIBAgIBATANBgkghkiGIO9wOBAQUFADB7MQOswCQYDVQQOGEwWJHQIED
MBkGA1UECAWSR3J1YXR1ciBNYW53)aGVzdGVyMRAwWDgYDVQQOHDAdTYWxmb3JkMRow
GAYDVQQKDBFDb21vZG8gQOEgTGltaXR1ZDEhMB8GALUEAWWYQUFBIEN]IcnRpZmlj
YXR1IIFNlcnZpY2VzMB4XDTAOMDEWMTAWMDAWMEOXDTI4MTIzMTIzNTkl1OVowezEL
MAkKGA1UEBhMCROIxGzAZBgNVBAgGMEkdyZWFOZXIgTWEFuY2hlc3R1cjEQMA4GALUE

<More>
Related Commands Command Description
crypto catrustpool Imports the certificates that constitute the PKI trustpool.
import
crypto catrustpool Removes a single certificate from the PKI trustpool.
remove
show crypto catrustpool | Shows the PKI trustpool.
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crypto ca trustpool import

To import the certificates that constitute the PKI trustpool, use the crypto catrustpool import command.

crypto catrustpool import [clean] url url noconfirm [signature-required]
crypto catrustpool import [clean] default noconfirm

Syntax Description clean Removes all downloaded trustpool certificates prior to import.
default Restores the device’s default trusted CA list.
noconfirm Suppresses all interactive prompts.
signature-required Indicates that only signed files are accepted. If the signature-required keyword

is included but the signature is not present or cannot be verified, the import fails.

url url Specifies the location of the trustpool file to be imported.

« diskO:/[[path/]filename]—Indicates the internal Flash memory.

« diskn:/[[path/]filename]—Indicates optional external flash drive, where n
specifies the drive number.

+ smb:/[[path/]filename]—Indicates a UNIX server local file system. Use
Server Message Block file-system protocol in LAN managers and similar
network systems to package data and exchange information with other
systems.

o ftp://[[user[: password]@] server[:port]/[path/] filename[;type=xx]]—The
type can be one of these keywords: ap (ASCII passive mode), an (ASCII
normal mode), ip (Default—Binary passive mode), in (Binary normal mode).

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server [/path]/filename[;int=interface_name]]—The ;int=interface option
bypasses the route lookup and always uses the specified interface to reach
the Secure Copy (SCP) server.

« tftp://[[user[: password]@] server[:port]
/[path/]filename];int=interface_name]]—The pathname cannot contain
spaces. The ;int=interface option bypasses the route lookup and always uses
the specified interface to reach the TFTP server.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines This command provides the ability to validate the signature on the file when a trustpool bundle is downloaded

from cisco.com. A valid signature is not mandatory when downloading bundles from other sources or in a
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format that does not support signatures. Users are informed of the signature status and are given the option
to accept the bundle or not.

The possible interactive warnings are:

* Cisco bundle format with invalid signature
* Non-cisco bundle format

* Cisco bundle format with valid signature

)

Note Unless you have verified the legitimacy of the file through some other means, do not install the certificates
if a file signature cannot be verified.

Examples

The following example restores the default trustpool.

> crypto ca trustpool import clean default noconfirm

Related Commands Command Description
crypto catrustpool Exports the certificates that constitute the PKI trustpool.
export
crypto catrustpool Removes a single certificate from the PKI trustpool.
remove
show crypto catrustpool | Shows the PKI trustpool.
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crypto ca trustpool remove

To remove a single specified certificate from the PKI trustpool, use the crypto catrustpool remove command.

crypto catrustpool remove cert_fingerprint [noconfirm]

Syntax Description  cert_fingerprint The certificate fingerprint in hexadecimal.

noconfirm Specify this keyword to suppress all interactive prompting.
Command History Release Modification

6.1 This command was introduced.

Examples

The following example removes a certificate.

> crypto ca trustpool remove 497904b0eb8719ac47b0bcl1519b74d0

Related Commands

Command Description

clear cryptocatrustpool | Removes all certificates from the trustpool.

crypto catrustpool Exports the certificates that constitute the PKI trustpool.
export
crypto catrustpool Imports the certificates that constitute the PKI trustpool.
import

show crypto catrustpool | Shows the PKI trustpool.
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* debug packet-condition, on page 283
* debug packet-module, on page 285

* debug packet-module trace, on page 287
* debug packet-start, on page 290

* debug packet-stop, on page 291

« delete, on page 292

« dig, on page 293

« dir, on page 295

* dns update, on page 297

* eotool commands, on page 298

* exit, on page 299

* expert, on page 300

« failover active, on page 301

« failover exec, on page 302

« failover reload-standby, on page 305
« failover reset, on page 306

« file copy, on page 307

« file delete, on page 308

« file list, on page 309

« file secure-copy, on page 310

* fsck, on page 311

* help, on page 312

* history, on page 313

* local-base-url, on page 314

* logging savelog, on page 315

* logout, on page 316

* memory caller-address, on page 317
* memory delayed-free-poisoner, on page 319
* memory logging, on page 322

* memory profile enable, on page 323
* memory profile text, on page 324
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* more, on page 327

* nslookup (deprecated), on page 329
* packet-tracer, on page 330

* perfmon, on page 340

* pigtail commands, on page 342

* ping, on page 343

* pmtool commands, on page 346

* reboot, on page 347

« redundant-interface, on page 348
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To show debugging messages for a given feature, use the debug command. To disable the display of debug
messages, use the No form of this command. Use no debug all to turn off all debugging commands.

debug feature [subfeature] [level]
no debug feature [subfeature]

Syntax Description

Command Default

feature Specifies the feature for which you want to enable debugging. To see available
features, use the debug ? command for CLI help.

subfeature (Optional) Depending on the feature, you can enable debug messages for one or
more subfeatures. Use ? to see the available subfeatures.

level (Optional) Specifies the debugging level. The level might not be available for all
features. Use ? to see the available levels.

The default debugging level is 1.

Command History

Usage Guidelines

Release Modification
6.1 This command was introduced.
7.2 This command was modified to include the debug for path monitoring.

Because debugging output is assigned high priority in the CPU process, it can render the system unusable.
For this reason, use debug commands only to troubleshoot specific problems or during troubleshooting sessions
with the Cisco Technical Assistance Center (TAC). Moreover, it is best to use debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the likelihood
that increased debug command processing overhead will affect system use.

You can view debug output in a CLI session only. Output is directly available when connected to the Console
port, or when in the diagnostic CLI (enter system support diagnostic-cli). You can also view output from
the regular threat defense CLI using the show console-output command.

Example

The following example enables DNS debugging and performs an action that generates messages in
the diagnostic CLI. The debug messages start after the “ERROR: % Invalid Hostname” message.
Press enter to get to the prompt. The example then shows what these debug messages would look
like in the show console-output display.

> debug dns
debug dns enabled at level 1.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

firepower# ping www.example.com
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ERROR:

firepower# DNS:

A

A-RCommands |

Invalid Hostname

get global group DefaultDNS handle 1£a0b047

DNS: Resolve request for 'www.example.com' group DefaultDNS
DNS: No interfaces enabled

DNS: get global group DefaultDNS handle 1fa0b047

DNS: Resolve request for 'www.example.com' group DefaultDNS
DNS: No interfaces enabled

firepower# (press Ctrl+a, then d, to return to the regular CLI.)

Console connection detached.
> show console-output
(output redacted)...

Message
Message
Message
Message
Message
Message

#75
#76
#77
#78
#79
#80

DNS:
DNS:
DNS:
DNS:
DNS:
DNS:

get global group DefaultDNS handle 1fa0b047

Resolve request for 'www.cisco.com' group DefaultDNS
No interfaces enabled

get global group DefaultDNS handle 1fa0b047

Resolve request for 'www.cisco.com' group DefaultDNS
No interfaces enabled

Related Commands Command

Description

show debug

Shows the currently active debug settings.

undebug

Disables debugging for a feature. This command is a synonym for no debug.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

debug packet-condition .

debug packet-condition

To apply the filters on the flows that must be debugged, use the debug packet-condition command. To
remove the filters on the flows, use the no form of this command. Use no debug packet-condition to turn
off all the filters on the flows.

debug packet-condition [ position <line> ] match <proto> {any|any4|any6|host
<ip>|<ipv4>|<ipv4_mask>|<ipv6>/<prefixlen>} [ <src_operator> <ports> {any|any4|any6|host
<ip>|<ipv4>|<ipv4d_mask>|<ipv6>/<prefixlen>} ] [ <dest_operator> <ports> ] [ <icmp_type> |
<icmp6_type> ] [ connection <connection-id> ] [ unidirectional ]

Syntax Description

Command Default

position <line> Specifies the position at which the filter should be placed in the list of existing
filters.

<line> indicates the number.

match<proto> Specifies the matching condition for the filter.
{any|any4|any6|host o
<ip> |[<ipvd>|<ipva 1 | <proto> indicates the protocol.
{any|any4|any6|host <ip>|<ipv4>|<ipv4d_mask>|<ipv6>/<prefixien>} indicates

<ipve>/<prefixien>} the IP address options.

<src_operator><port> (Optional) Specifies the port or IP address details of the source.
{any|any4|any6|host
<ip>|<ipvd>|<ipvd_mede |

<ipv6>/<prefixien>}

<dest_operator><port> (Optional) Specifies the port or IP address details of the destination.
{any|any4|any6|host
<ip>[<ipvd>|<ipvd_mesc|

<ipv6>/<prefixien>}

<iomp_type>|<iomp6_type> (Optional) Specifies the ICMP type of the connection.

connection (Optional) Specifies the connection ID of an ongoing connection.
<connection-id>

unidirectional (Optional) Specifies that the debugging should be performed only on packets in
the specified direction. If the variable is not provided, then the default behavior
is bi-directional, wherein the traffic will be matched with both the forward and
the reverse flows of the connection.

Command History

Release Modification
6.4 This command was introduced.
6.5 The command was changed from debug packet condition to debug packet-condition.
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Release Modification
6.6 The command debug packet-condition was enhanced to provide support for ongoing
connections.
Usage Guidelines Because debugging output is assigned high priority in the CPU process, it can render the system unusable.

For this reason, use debug commands only to troubleshoot specific problems or during troubleshooting sessions
with the Cisco Technical Assistance Center (TAC). Moreover, it is best to use debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the likelihood
that increased debug command processing overhead will affect system use.

You can view debug output in a CLI session only. Output is directly available when connected to the Console
port, or when in the diagnostic CLI (enter system support diagnostic-cli). You can also view output from
the regular threat defense CLI using the show console-output command.

Example

The following examples show how you can set filters to the flows that must be debugged.

> debug packet-condition position 7 match tcp 1.2.3.0 255.255.255.0 any4

> debug packet-condition match tcp 1.2.3.0 255.255.255.0 eq www any4 unidirectional
> debug packet-condition match connection 70856531

> no debug packet-condition match tcp 1.2.3.0 255.255.255 eq www unidirectional

Related Commands Command Description
debug packet-start Open the connection to debug logs database and start writing debug logs to the
database.
debug packet-stop Closes the connection to debug logs database and stops writing debug logs to the
database.
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debug packet-module

To set the level for each module to send debug messages, use the debug packet-module command. The level
can be set from 0 (emergencies) to 7 (debug). After a level is set, all the messages with equal or higher severity
are logged.

debug packet-module [ acl | all | appid | daq | pdts | snort-engine | snort-fileprocessor | snort-firewall
] <0-7>

Syntax Description

acl Selects the access control policies in the packet processing path.

all Selects all the modules in the packet processing path.

daq Selects the DAQ information in the packet processing path.

pdts Selects the PDTS (data plane transmit/receive queues to snort) communication

in the packet processing path.

snort-engine Selects the Snort information in the packet processing path.

snort-fileprocessor Selects the Snort file processor information in the packet processing path.

snort-firewall Selects the Snort firewall information in the packet processing path.
Command History Release Modification

6.4 This command was introduced.

6.5 The command was changed from debug packet to debug packet-module.

Usage Guidelines

Because debugging output is assigned high priority in the CPU process, it can render the system unusable.
For this reason, use debug commands only to troubleshoot specific problems or during troubleshooting sessions
with the Cisco Technical Assistance Center (TAC). Moreover, it is best to use debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the likelihood
that increased debug command processing overhead will affect system use.

You can view debug output in a CLI session only. Output is directly available when connected to the Console
port, or when in the diagnostic CLI (enter system support diagnostic-cli). You can also view output from
the regular threat defense CLI using the show console-output command.

Examples

The following example shows how you can set a level to the DAQ information in the packet processing
path.

> debug packet dag 6
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Related Commands Command Description

debug packet-start Open the connection to debug logs database and start writing the debug logs to
the database.

debug packet-stop Closes the connection to debug logs database and stops writing the debug logs
to the database.
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debug packet-module trace

To enable module level packet tracing, use the debug packet-module trace command.

debug packet-module trace

Command History

Usage Guidelines

Release Modification

6.6 This command was introduced.

Because debugging output is assigned high priority in the CPU process, it can render the system unusable.
For this reason, use debug commands only to troubleshoot specific problems or during troubleshooting sessions
with the Cisco Technical Assistance Center (TAC). Moreover, it is best to use debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the likelihood
that increased debug command processing overhead will affect system use.

You can view debug output in a CLI session only. Output is directly available when connected to the Console
port, or when in the diagnostic CLI (enter System support diagnostic-cli). You can also view output from
the regular threat defense CLI using the show console-output command.

Example

The following example shows how you can enable module level packet tracing.
> debug packet-module trace

The following is sample output from the debug packet-module trace command:

ID | Details | Time (ns)

6525759 | TCP 74.125.24.156 : 443 ->192.168.0.31 : 58280 | 19-02-2020
06:48:43.050675868

Further, details of the packet can be derived by using the following command.
> show packet debugs module trace packet-id 6525759

Module: tcp-normalizer

Entry Time: 19-02-2020 06:48:43.050675868 (ns)
kAhhkkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkkhhhkhhkhkhkhkhhkhhkhkhrhkhkkhkhkhkhkhkhhkkkk
Module: translate

Entry Time: 19-02-2020 06:48:43.050684452 (ns)
kAhhkkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkkhhhkhhkhkhkhkhhkhhkhkhrhkhkkhkhkhkhkhkhhkkkk
Module: inspect_snort

Entry Time: 19-02-2020 06:48:43.050688028 (ns)
khhkkhkhhkhkhkkhkhkkhkhhkhkhkhhkkhkhhkhhkhkhkhhhkhkhkhkhrhkhkkhkhkhkhkhkhhkkkk
Module: pdts

Entry Time: 19-02-2020 06:48:43.050691843 (ns)
khhkkhkhhkkhkhkkhkhkkhkhhkhkhkhkhkkhhhkhkhkhkhkhhhkhhkhkhrhkhkkhkhkhkhhkhhkkkk
Module: pdts

Entry Time: 19-02-2020 06:48:43.051417112 (ns)
kAhhkkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkkhhhkhhkhkhkhkhhkhhkhkhrhkhkkhkhkhkhkhkhhkkkk
Module: pdts

Entry Time: 19-02-2020 06:48:43.051421642 (ns)

ER R T R R R R R

Module: tcp-normalizer
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Entry Time: 19-02-2020 06:48:43.051424980 (ns)
R R R R R R I I I I I I I dh E E E b I b b b b E I i
Module: adjacency

Entry Time: 19-02-2020 06:48:43.051438331 (ns)
R R R R R R I I I I I I I h h I E h h E E b h b h b i
Module: fragment

Entry Time: 19-02-2020 06:48:43.051442861 (ns)
R R R R R I I I I I I I I E R I E b b b b dh b i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750763893 (ns)
R R R R R I I I I b I b E E I I b h b I dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750815391 (ns)
R R R R R I I I I I I E E R b I b E b E i dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750831365 (ns)
R R R R R I kI R I I I E E E I b E b h b b E b dE S E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750843286 (ns)
R R R R R I kI I I I I E I I I E b h b h h b b i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750889778 (ns)
R R R R R I I kI I I I E E E I E b b b b dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750911474 (ns)
R R R R I R R I I I I I E E I E I E b b h b I dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750942230 (ns)
R R R R R I I I I I I I I dh h E E I b b b dE i
Module: snort_engine

Entry Time: 19-02-2020 06:48:43.750986576 (ns)
R R R R R I I kI I I I I E E I h h E E b b h b b h h h E S E i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.750999689 (ns)
R R R R I I kR I I I dh E E I E b h b bk h h dE I i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751020193 (ns)
R R R R R I I I I I I E E E b E b h dh E h b E E dE i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751051425 (ns)
R R R R R I I kR R I I I I dh E E E I I b E b E b b i
Module: snort firewall

Entry Time: 19-02-2020 06:48:43.751075029 (ns)
R R R R R I I I I I I E E I E b h b b b b I E i
Module: snort firewall

Entry Time: 19-02-2020 06:48:43.751084804 (ns)
R R R R R I I kI I h dh E I E b h b b E i
Module: snort_engine

Entry Time: 19-02-2020 06:48:43.751099348 (ns)
R R R R R R I Ik I I E h E E E E h dh E E I b I b h b b b b dE i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751118421 (ns)
R R R R R R I kI I E E E E E h dh h E I E b E b b h b b i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751137018 (ns)
R R R R R I I kI I I I E E E h E E E b h b b b I dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.751152753 (ns)
R R R R R I I kI I I I h E E R E b E b h b b b dE I i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.751164197 (ns)
R R R R I kI I E E E E E E h dE E E I I b h b h b b E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.751177072 (ns)
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R R R R R R I I R I I I I I E I I I E b b b b I b i

Module: dag
Entry Time: 19-02-2020 06:48:43.751186609 (ns)
R R R R I I kR I I I I dh E I E b E b E b h b b b I i
Module: dag
Entry Time: 19-02-2020 06:48:43.751203775 (ns)
R R R R R I kR I I I I h dE E E E b E b h b b b dE S E i
Module: dag
Entry Time: 19-02-2020 06:48:43.751224517 (ns)
R R R R I I kR I I I h E I E b E b E h b b dE i
Module: dag
Entry Time: 19-02-2020 06:48:43.751236677 (ns)

R R R R R I R R I b I I h E E E I E b b h b b I E i

Related Commands  Command Description

show packet debugs Displays the list of all the debug traces collected from each module.
moduletrace

debug packet-start Open the connection to debug logs database and start writing the debug logs to
the database.

debug packet-stop Closes the connection to debug logs database and stops writing the debug logs
to the database.
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debug packet-start

To start debugging of packets and to start writing debug logs to the debug log database, use the debug
packet-start command.

debug packet-start

Command History

Usage Guidelines

Release Modification
6.4 This command was introduced.
6.5 This command was changed from debug packet start to debug packet-start.

The debug packet-start opens the connection to the debug log database. Debug logs are not written to the
database unless this command is invoked.

Example

The following example shows how to start debugging packets:

> debug packet-start

Related Commands

Command Description
debug packet-stop Closes the connection to debug logs database and stops writing debug logs to the
database.
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debug packet-stop

To stop debugging of packets and to stop writing debug logs to the debug log database, use the debug
packet-stop command.

debug packet-stop

Command History Release Modification
6.4 This command was introduced.
6.5 This command was changed from debug packet stop to debug packet-stop.

Usage Guidelines The debug packet-stop closes the connection to the debug log database.

Example

The following example shows how to stop debugging packets:

> debug packet-stop

Related Commands  Command Description
debug packet-start Open the connection to debug logs database and start writing debug logs to the
database.
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To delete a file from flash memory, use the delete command.

delete/noconfirm [/recursive] [/replicate] [diskO: | diskn: | flash:] [path/]filename

Syntax Description  /noconfirm Does not prompt for confirmation.
Irecursive (Optional) Deletes the specified file recursively in all subdirectories.
Ireplicate (Optional) Deletes the specified file on the standby unit.
diskO: (Optional) Specifies the internal flash memory.
diskn: (Optional) Indicates optional external flash drive, where n specifies the drive

number. This is typically diskl1:

filename Specifies the name of the file to delete.

flash: (Optional) Specifies the internal flash memory. This keyword is the same as
diskO.

path/ (Optional) Specifies to the path to the file.

Command Default If you do not specify a directory, the directory is the current working directory by default.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines The file is deleted from the current working directory if a path is not specified. Wildcards are supported when

deleting files.

Examples

The following example shows how to delete a file named test.cfg in the current working directory:

> delete /noconfirm test.cfg

Related Commands  Command Description
cd Changes the current working directory to the one specified.
dir List the files in the current directory.
rmdir Removes a file or directory.

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

dig i

To look up the IP address for a fully-qualified domain name, use the dig command.

dig hostname

Syntax Description

hosthame The fully-qualified domain name of a host whose IP address you are looking up.
For example, www.example.com.

Command History

Usage Guidelines

Release Modification

7.1 This command was introduced. It replaced the nslookup command.

Some commands that allow fully-qualified domain names cannot use the DNS servers configured for the
management interface to look up the IP address for the name. If you do not have DNS servers configured for
commands that go through the data interfaces, use the dig command to determine the IP address, then use the
IP address in the command.

The dig command works through the management interface only, and returns information from the DNS
servers configured for the management interface. If you configure different servers for the data interfaces,
using an FQDN on a command that goes through a data interface might return a different IP address, or no
IP address at all if those DNS servers cannot resolve the name.

Example

The following example looks up the IP address of the FQDN www.example.com. The address is
highlighted in the ANSWER section of the output. The SERVER indication near the end of the output
shows the IP address of the DNS server that returned the resolution (the IP address in this example
has been sanitized).

The NOERROR status in the header indicates the request was successful; any other value represents
an error. For example, NXDOMAIN means the domain name does not exist in the responding DNS
server. You can search the internet for more details about reading the output of the Linux dig
command.

> dig www.example.com

; <<>> DiG 9.11.4 <<>> www.example.com

;7 global options: +cmd

;; Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14008

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 88335c9f3dc2cal24e36b5eb60db9067b6caedde2eabbffb (good)
;; QUESTION SECTION:

;WWw.example.com. IN A

;; ANSWER SECTION:

www.example.com. 0 IN A 93.184.216.34
;; AUTHORITY SECTION:
example.com. 58911 IN NS a.lana-servers.net.
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example.com. 58911 IN NS b.iana-servers.net.

;; ADDITIONAL SECTION:
a.lana-servers.net. 0 IN A 199.43.135.53

;7 Query time: 12 msec

;; SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 21:28:07 UTC 2021

;; MSG SIZE «rcvd: 152
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To display the directory contents, use the dir command.

dir [/all] [all-filesystems] [/recursive] [ diskO: | diskn: | flash: | system:] [path]

[filename]
Syntax Description /all (Optional) Displays all files.
/recursive (Optional) Displays the directory contents recursively.
all-filesystems (Optional) Displays the files of all filesystems.
diskO: (Optional) Specifies the internal Flash memory, followed by a colon.
diskn: (Optional) Indicates optional external flash drive, where n specifies the drive
number. This is typically diskl1:
flash: (Optional) Displays the directory contents of the default flash partition.
path (Optional) Specifies a specific path.
filename (Optional) Specifies the name of a file.
system: (Optional) Displays the directory contents of the file system.

Command Default

If you do not specify a directory, the directory is the current working directory by default.

Command History

Release Modification
6.1 This command was introduced.
Examples

The following example shows how to display the directory contents:

> dir

Directory of diskO0:/
1 -rw- 1519

2 -rw- 1516

3 -rw- 1516

60985344 bytes total

10:03:50 Jul 14 2003 my context.cfg
10:04:02 Jul 14 2003 my context.cfg
10:01:34 Jul 14 2003 admin.cfg

(60973056 bytes free)

Related Commands

Command Description
cd Changes the current working directory to the one specified.
pwd Displays the current working directory.
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Command Description
mkdir Creates a directory.
rmdir Removes a directory.
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dns update .

To start DNS lookup to resolve the designated hostnames without waiting for the expiration of the DNS poll
timer, use the dns update command.

dnsupdate [host fgdn _name] [timeout seconds number ]

Syntax Description

host fqdn_name Specifies the fully qualified domain name of the host on which to run DNS
updates.
timeout seconds number Specifies the timeout for the lookup operation, in seconds, from 3-30. The

default is 30.

Command History

Usage Guidelines

Release Modification

6.3 This command was introduced.

This command immediately starts a DNS lookup to resolve the designated hostnames without waiting for the
expiration of the DNS poll timer. When you run DNS update without specifying a hostname, all names that
are used in access control rules, which is known as being activated, are resolved. When the command finishes
running, the system displays [Done] at the command prompt and generates a syslog message.

Examples
The following example performs a DNS update for all FQDNs used in access control rules.

> dns update
INFO: update dns process started

> [Done]

Related Commands Command Description
clear dns Removes FQDN network object DNS resolutions.
show dns Displays FQDN network object DNS resolutions.
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eotool commands

Only use eotool commands under the direction of the Cisco Technical Assistance Center.
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exit

To exit from the CLI, use the exit command.

exit
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines In the regular CLI, the exit and logout commands do the same thing, closing the SSH session with the device.

When you are in expert mode, exit leaves expert mode and returns you to the regular CLI.

When you are in the Diagnostic CLI (System support diagnostic-cli), the exit command also moves you
from Privileged EXEC mode back to User EXEC mode.

Examples
The following example shows how to use the exit command to close the SSH connection to the CLI.

> exit

The following example shows how to use the exit command go from Privileged EXEC mode in the
Diagnostic CLI (represented by the # sign in the prompt) back to User EXEC mode. You can ignore
the Logoff message, your CLI session remains active.

firepower# exit

Logoff
Type help or '?' for a list of available commands.
firepower>
Related Commands  Command Description
logout Logs off from the CLI session.

Cisco Secure Firewall Threat Defense Command Reference .



. expert

expert

To enter expert mode, which is required for some procedures, use the expert command.

A-RCommands |

expert
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use expert mode only if a documented procedure tells you to enter it, or if the Cisco Technical Assistance

Center tells you to use it. The use of expert mode is unsupported under any other circumstances.

A

Caution  You might be able to execute commands in expert mode whose results are not reflected in device manager.
Use documented commands only in expert mode, or commands as directed by Cisco Technical Support, to

avoid unintended results.

Examples

The following example shows how to enter and exit expert mode. The expert mode prompt shows
the username@hostname information.

> expert

admin@firepower:~$
admin@firepower:~$ exit

logout
>

Related Commands Command

Description

exit

Exit from expert mode.
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failover active

To switch a standby device to the active state, use the failover active command. To switch an active device
to standby, use the no form of this command.

failover active
no failover active

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use the failover active command to initiate a failover switch from the standby unit, or use the no failover

active command from the active unit to initiate a failover switch. You can use this feature to return a failed
unit to service, or to force an active unit offline for maintenance. If you are not using Stateful Failover, all
active connections are dropped and must be reestablished by the clients after the failover occurs.

Examples

The following example switches the standby unit to active:

> failover active

Related Commands  Command Description

failover reset Moves a device from a failed state to standby.
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To execute a command on a specific unit in a failover pair, use the failover exec command.

failover exec {active | standby | mate} cmd string

Syntax Description active Specifies that the command is executed on the active unit in the failover pair.
cmd_string The command to be executed. See the CLI help for supported commands.
mate Specifies that the command is executed on the failover peer.
standby Specifies that the command is executed on the standby unit in the failover pair.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

You can use the failover exec command to send commands to a specific unit in a failover pair.

Output from the commands is displayed in the current terminal session, so you can use the failover exec
command to issue show commands on a peer unit and view the results in the current terminal.

You must have sufficient privileges to execute a command on the local unit to execute the command on the
peer unit.

Limitations
» Command completion and context help are not available for the commands in the cmd_string argument.
* You cannot use the debug (undebug) command with the failover exec command.

« If the standby unit is in the failed state, it can still receive commands from the failover exec command
if the failure is due to a service card failure; otherwise, the remote command execution will fail.

* You cannot enter recursive failover exec commands, such as the failover exec mate failover exec mate
command.

» Commands that require user input or confirmation must use the /nonconfirm option.

Examples

The following example uses the failover exec command to display the failover configuration of the
failover peer. The command is executed on the primary unit, which is the active unit, so the information
displayed is from the secondary, standby unit.

> failover exec mate show running-config failover
failover

failover lan interface failover GigabitEthernet0/3
failover polltime unit 1 holdtime 3

failover polltime interface 3 holdtime 15

failover link failover GigabitEthernet0/3
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failover exec .

failover interface ip failover 10.0.5.1 255.255.255.0 standby 10.0.5.2

The following example uses the failover exec command to send the show interface command to
the standby unit:

> failover exec standby show interface
Interface GigabitEthernet0/0 "outside"™, is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.c290, MTU 1500
IP address 192.168.5.111, subnet mask 255.255.255.0
216 packets input, 27030 bytes, 0 no buffer
Received 2 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops
284 packets output, 32124 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "outside":
215 packets input, 23096 bytes
284 packets output, 26976 bytes
packets dropped

0

(SRS BT

5

minute
minute
minute
minute
minute
minute

input rate 0 pkts/sec, 21 bytes/sec

output rate 0 pkts/sec, 23 bytes/sec
drop rate, 0 pkts/sec

input rate 0 pkts/sec, 21 bytes/sec

output rate 0 pkts/sec, 24 bytes/sec
drop rate, 0 pkts/sec

Interface GigabitEthernet0/1 "inside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (10 Mbps)
MAC address 000b.fcf8.c291, MTU 1500
IP address 192.168.0.11, subnet mask 255.255.255.0
214 packets input, 26902 bytes, 0 no buffer
Received 1 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops
215 packets output, 27028 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "inside":
214 packets input, 23050 bytes
215 packets output, 23140 bytes
packets dropped

0

(SRS I

5

minute
minute
minute
minute
minute
minute

input rate 0 pkts/sec, 21 bytes/sec

output rate 0 pkts/sec, 21 bytes/sec
drop rate, 0 pkts/sec

input rate 0 pkts/sec, 21 bytes/sec

output rate 0 pkts/sec, 21 bytes/sec
drop rate, 0 pkts/sec

Interface GigabitEthernet0/2 "failover", is up, line protocol is up

Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
Description: LAN/STATE Failover Interface
MAC address 000b.fcf8.c293, MTU 1500
IP address 10.0.5.2, subnet mask 255.255.255.0
1991 packets input, 408734 bytes, 0 no buffer
Received 1 broadcasts, 0 runts, 0 giants
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0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
0 L2 decode drops
1835 packets output, 254114 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/2) software (0/0)
Traffic Statistics for "failover":
1913 packets input, 345310 bytes
1755 packets output, 212452 bytes
0 packets dropped
minute input rate 1 pkts/sec, 319 bytes/sec
minute output rate 1 pkts/sec, 194 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 1 pkts/sec, 318 bytes/sec
minute output rate 1 pkts/sec, 192 bytes/sec
minute drop rate, 0 pkts/sec

(SN, I, B i

The following example shows the error message returned when issuing an illegal command to the
peer unit:

> failover exec mate bad command
bad command

A

ERROR: % Invalid input detected at '”"' marker.

The following example shows the error message that is returned when you use the failover exec
command when failover is disabled:

> failover exec mate show failover
ERROR: Cannot execute command on mate because failover is disabled

Related Commands  Command Description
debug fover Displays failover-related debugging messages.
debug xml Displays debugging messages for the XML parser used by the failover exec
command.
show failover exec Displays the failover exec command mode.
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failover reload-standby

To force the standby unit to reboot, use the failover reload-standby command.

failover reload-standby

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use this command when your failover units do not synchronize. The standby unit restarts and resynchronizes
to the active unit after it finishes booting.

Examples

The following example shows how to use the failover reload-standby command on the active unit
to force the standby unit to reboot:

> failover reload-standby

Cisco Secure Firewall Threat Defense Command Reference .



. failover reset

A-RCommands |

failover reset

To restore a failed device to an unfailed state, use the failover reset command.

failover reset
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

The failover reset command allows you to change the failed unit to an unfailed state. The failover reset
command can be entered on either unit, but we recommend that you always enter the command on the active
unit. Entering the failover reset command at the active unit will “unfail” the standby unit.

You can display the failover status of the unit with the show failover command.

Examples

The following example shows how to change a failed unit to an unfailed state:

> failover reset

Related Commands

Command Description

show failover Displays information about the failover status of the unit.
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To transfer files from the common directory to a remote host via FTP, use the file copy command.

filecopy host name user_id path filename 1 [filename 2 ... filename n]
Syntax Description host_name Specifies the name or IP address of the target remote host.
user_id Specifies the user on the remote host.
path Specifies the destination path on the remote host.

Command Default

filename_1 through
filename_n

Specifies the names of the files to transfer from the common directory. If multiple
file names are specified, they must be separated with blanks. This argument
supports wildcards.

This command transfers files only from the common directory where the system writes troubleshooting files.

Command History

Release Modification
6.0.1 This command was introduced.
Examples

This example transfers all files in the common directory to the /pub directory on the remote host
sentinel accessed via user jdoe:

> file copy sentinel jdoe /pub *

Related Commands

Command Description
filelist List files in the common directory.
filedelete Delete files from the common directory.

file secure-copy

Transfer files in the common directory via SCP.
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To erase files from the common directory, use the file delete command.

filedelete filename 1 [filename 2 ... filename n]
Syntax Description filename_1 through Specifies the names of the files to delete from the common directory. If multiple
filename n file names are specified, they must be separated with blanks. This argument

Command Default

supports wildcards.

This command operates only on files in the common directory where the system writes troubleshooting files.

Command History

Release Modification
6.0.1 This command was introduced.
Examples

This example deletes a single file:

> file delete 10.83.170.31-43235986-2363-11e6-b278-aff0a43948fe-troubleshoot.tar.gz

Related Commands

Command Description

filelist List files in the common directory.

file copy Transfer files in the common directory via FTP.
file secure-copy Transfer files in the common directory via SCP.
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filelist [

To list the files in the common directory, use the file list command.

filelist [filename 1 ... filename n]
Syntax Description filename_1 through Specifies the names of the files to list from the common directory. If multiple
filename _n file names are specified, they must be separated with blanks. This argument

supports wildcards.

Command History

Usage Guidelines

Release Modification

6.0.1 This command was introduced.

This command lists only files in the common directory where the system writes troubleshooting files. If no
file names are specified, all files in the common directory are listed.

Examples

This example lists the contents of the common directory:

> file list

May 26 17:46 137474048 /core 1464284811 rackham-sfr.cisco.com_diskmanager 11.21145
Jun 27 20:36 1464696832 /core 1467059810 _rackham-sfr.cisco.com lina 6.21293
Related Commands  Command Description
file copy Transfer files in the common directory via FTP.
filedelete Delete files from the common directory.
file secure-copy Transfer files in the common directory via SCP.
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file secure-copy

To transfer files from the common directory to a remote host via SCP, use the file secure-copy command.

file secure-copy host_ name user_id path filename 1 [filename 2 ... filename n]
Syntax Description host_name Specifies the name or IP address of the target remote host.
user_id Specifies the user on the remote host.
path Specifies the destination path on the remote host.
filename_1 through Specifies the names of the files to transfer from the common directory. If multiple
filename_n file names are specified, they must be separated with blanks. This argument

supports wildcards.

Command Default This command transfers files only from the common directory where the system writes troubleshooting files.
Command History Release Modification

6.0.1 This command was introduced.

Examples

This example transfers all files in the common directory to the /tmp directory on the remote host
101.123.31.1 accessed via user jdoe:

> file secure-copy 101.123.31.1 jdoe /tmp *

Related Commands  Command Description
file copy Transfer files in the common directory via FTP.
filedelete Delete files from the common directory.
filelist List files in the common directory.
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fsck

To perform a file system check and to repair corruptions, use the fsck command.

fsck /noconfirm diskn:

Syntax Description diskn: Specifies the flash memory drive, where n is the drive number.

/noconfirm Specifies that the command runs without prompting. This keyword is required.
Command History Release Modification

6.1 This command was introduced.
Usage Guidelines The fsck command checks and tries to repair corrupt file systems. Use this command before trying more

permanent procedures.

If the FSCK utility fixes an instance of disk corruption (due to power failure or abnormal shutdown, for
example), it creates recovery files named FSCKxxx.REC. These files can contain a fraction of a file or a whole
file that was recovered while FSCK was running. In rare circumstances, you might need to inspect these files
to recover data; generally, these files are not needed, and can be safely deleted.

N\

Note The FSCK utility runs automatically at startup, so you may see these recovery files even if you did not manually
enter the fsck command.

Examples

The following example shows how to check the file system of the flash memory:

> fsck /noconfirm diskO:

Related Commands  Command Description
delete Removes all user-visible files.
erase Deletes all files and formats the flash memory.
format Formats the file system.
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To display help information for a specified command, use the help command.

help {command | ?}

Syntax Description

? Displays all commands for which help is available.

command

Specifies the command for which to display the CLI help.

Command History

Usage Guidelines

Release

Modification

6.1

This command was introduced.

The help command displays help information about some commands. You can see help for an individual

command by entering the help command followed by the command name. If you do not specify a command
name and enter ? instead, all commands for which there is help are listed.

You can also get help by entering ? after entering a partial command. This shows you the valid parameters at
that location in the command string.

Examples

The following example shows how to display help for the traceroute command:

> help traceroute

USAGE:
traceroute <destination> [source <src_address|src_intf>]

[numeric] [timeout <time>] [ttl <min-ttl> <max-ttl>]
[probe <probes>] [port <port-value>] [use-icmp]

DESCRIPTION:

traceroute Print the route packets take to a network host

SYNTAX:

destination Address or hostname of destination

src_address Source address used in the outgoing probe packets

src_intf Interface through which the destination is accessible

numeric Do not resolve addresses to hostnames

time The time in seconds to wait for a response to a probe

min-ttl Minimum time-to-live value used in probe packets

max-ttl Maximum time-to-live value used in probe packets

probes The number of probes to send for each TTL value

port-value Base UDP destination port used in probes

use-icmp Use ICMP probes instead of UDP probes
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history .

To display the command line history for the current session, use the history command.

history limit
Syntax Description limit The size of the history list in number of entries. To set the size to unlimited, that
is, to see the full history, enter 0.
Command History Release Modification
6.1 This command was introduced.

Usage Guidelines

You can also use the up arrow to scroll through past commands.

The history view includes sequence numbers for the order in which the commands were entered.

Examples

The following example shows the command history.

> history 0
48 show environment
49 show network-static-routes
50 show network
51 show running-config
52 show service-policy
53 show ntp
54 show cpu
55 show memory
56 history O
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local-base-url

(Optional) Configures the local base URL of the SAML service provider for VPN authentication. In a DNS
load balancing cluster, when you configure SAML authentication on threat defenses, you can specify this
URL to uniquely resolve to the device on which the configuration is applied.

To disable this feature, use the no form of this command

local base-url { url }
no local base-url

Syntax Description

Command Default

Command Modes

url Local base URL of the SAML service provider for VPN authentication.

None.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.4.0  This command was added.

7.2.4  This command was added.

You must use this command in conjunction with the base-ur| command. Versions 7.3.0 and 7.3.1 and versions
lower than 7.2.4 do not support this option.

The following example sets up a local base-url:

ciscoasa (config) # webvpn

ciscoasa(config-webvpn)# saml idp https://idp.com/<app-specific>

ciscoasa (config-webvpn-saml-idp) # base url https://ftd-dns-group.vpn.customer.com
ciscoasa (config-webvpn-saml-idp)# local-base-url https://this-ftd.vpn.customer.com
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logging savelog
To save the log buffer to flash memory, use the logging savelog command.

logging savelog [savefile]

Syntax Description savefile (Optional) The file name for the saved log. If you do not specify the file name,
the system saves the log file using a default time-stamp format, as follows:

LOG-YYYY-MM-DD-HHMMSS . TXT

where YYYY is the year, MM is the month, DD is the day of the month, and
HHMMSSis the time in hours, minutes, and seconds.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Before you can save the log buffer to flash memory, you must enable logging to the buffer; otherwise, the log

buffer never has data to be saved to flash memory. However, if the configured logging buffer size is more
than 2MB, the internal log buffer will not be written to flash memory. Configure buffer logging using
management center (remote) or device manager (local).

\}

Note The logging savelog command does not clear the buffer. To clear the buffer, use the clear logging buffer
command.

Examples

The following example saves the log buffer to flash memory using the file name, latest-logfile.txt:

> logging savelog latest-logfile.txt
>

Related Commands  Command Description
clear logging buffer Clears the log buffer of all syslog messages that it contains.
copy Copies a file from one location to another, including to a TFTP or FTP server.
delete Deletes a file from the disk partition, such as saved log files.
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logout

To exit from the CLI, use the logout command.

logout
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines The logout command lets you log out of the device and end your CLI session. You can also use the exit
command.
Examples

The following example shows how to log out of the device:

> logout
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memory caller-address

To configure a specific range of program memory for the call tracing, or caller PC, to help isolate memory
problems, use the memory caller-address command. The caller PC is the address of the program that called
a memory allocation primitive. To remove an address range, use the no form of this command.

memory caller-address startPC endPC
no memory caller-address

Syntax Description ~ endPC Specifies the end address range of the memory block.
startPC Specifies the start address range of the memory block.
Command Default The actual caller PC is recorded for memory tracing.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Use the memory caller-address command to isolate memory problems to a specific block of memory.

In certain cases the actual caller PC of the memory allocation primitive is a known library function that is
used at many places in the program. To isolate individual places in the program, configure the start and end
program address of the library function, thereby recording the program address of the caller of the library
function.

\}

Note The device might experience a temporary reduction in performance when caller-address tracing is enabled.

Examples

The following examples show the address ranges configured with the memory caller-address
commands, and the resulting display of the show memory caller-address command:

> memory caller-address 0x00109d5c 0x00109e08
> memory caller-address 0x009b0ef0 0x009b0f14
> memory caller-address 0x00cf2l1lc 0x00cf4464
> show memory caller-address

Move down stack frame for the addresses:

pc = 0x00109d5c-0x00109e08

pc = 0x009b0ef0-0x009b0£14
pc = 0x00cf211c-0x00cf4464
Related Commands  Command Description

memory profileenable |Enables the monitoring of memory usage (memory profiling).
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Command Description
memory profiletext Configures a text range of memory to profile.
show memory Displays a summary of the maximum physical memory and current free memory

available to the operating system.

show memory binsize | Displays summary information about the chunks allocated for a specific bin size.

show memory profile | Displays information about the memory usage (profiling) of the device.

show memory Displays the address ranges configured on the device.
caller-address
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memory delayed-free-poisoner

Use the memory delayed-free-poisoner command to set parameters for the delayed free-memory poisoner
tool. To enable the delayed free-memory poisoner tool, use the memory delayed-free-poisoner enable
command. To disable the delayed free-memory poisoner tool, use the no form of this command. The delayed
free-memory poisoner tool lets you monitor freed memory for changes after it has been released by an
application.

memory delayed-free-poisoner {enable | desred-fragment-count frag_count | desired-fragment-size
frag-size | threshold heap use percent | validate | watchdog-percent watchdog limit}
no memory delayed-free-poisoner enable

Syntax Description

Command Default

enable Start operation of the delayed free-memory poisoner tool.

desired-fragment-count  Set the number of memory fragments to keep in the poisoner’s queue. Legal

frag_count values range from 0 to 8192; the default is 16

desired-fragment-size Set the size in bytes of the contiguous free memory fragments to keep in the

frag-size poisoner’s queue. Legal values range from 0 to 268435456, the default is
102400.

threshold heap_use percent Set the percentage threshold of system memory use at which the system will
release memory from the poisoner’s queue, ranging from 0 to 100. The default

is 100.
validate Forces validation of all elements in the delayed-free-poisoner queue.
watchdog-per cent Set the watchdog limit as a percentage of the watchdog threshold, which is 15
watchdog_limit seconds. Values range from 10 to 100. The default is 50.

The memory delayed-free-poisoner enable command is disabled by default.
The default desired-fragment-count is 16.

The default desire-fragment-size is 102400.

The default watchdog-per cent is 50.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Enabling the delayed free-memory poisoner tool has a significant impact on memory usage and system
performance. The command should be used only under the supervision of the Cisco Technical Assistance
Center. It should not be run in a production environment during heavy system usage.

When you enable this tool, requests to free memory by the applications running on the device are written to
a FIFO queue. As each request is written to the poisoner’s queue, each associated byte of memory that is not
required by lower-level memory management is “poisoned” by being written with the value Oxcc.

The freed memory requests remain in the queue until more memory is required by an application than is in
the system free memory pool. When more memory is needed, the poisoner seeks at least
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desired-fragment-count memory buffers of desired-fragment-size bytes in its queue, pulls that memory
from the queue, and validates it. You can tune the time it takes the poisoner to satisfy large memory requests
by changing the values for desired-fragment-size and desired-fragment-count.

If the memory is unmodified, it is returned to the system free memory pool and the poisoner reissues the
memory request from the application that made the initial request. The process repeats until enough memory
for the requesting application is freed.

If the poisoned memory has been modified, then the system forces a crash and produces diagnostic output
which can be used to determine the cause of the crash.

The delayed free poisoner includes a watchdog mechanism to prevent processes from excessive resource
usage. The watchdog threshold is 15 seconds, and when a process executes continuously for that time without
relinquishing the CPU, the poisoner forces a system crash.

You can tune the watchdog behavior by setting the watchdog limit, which indicates a percentage of the 15
second watchdog threshold; the default is 50%. Therefore when the delayed free poisoner is active, by default
if a process executes continuously for 7.5 seconds without relinquishing the CPU, further memory allocation
requests from that process fail until the process is rescheduled. You can tune this behavior by changing the
value of the watchdog limit.

To guard against excessive memory fragmentation and reduce system CPU load, you can set a percentage
threshold of free memory usage at which the poisoner automatically releases memory from its queue to the
system memory pool. (By default, the poisoner does not release memory from its queue until system memory
has been exhausted.)

The delayed free-memory poisoner tool periodically performs validation on all of the elements of the queue
automatically. You can also start validation manually using the memory delayed-free-poisoner validate
command. If an element contains unexpected values, then the system forces a crash and produces diagnostic
output to determine the cause of the crash. If no unexpected values are encountered, the elements remain in
the queue and are processed normally by the tool; the memory delayed-free-poisoner validate command
does not cause the memory in the queue to be returned to the system memory pool.

The no form of the command causes all of the memory referenced by the requests in the queue to be returned
to the free memory pool without validation and any statistical counters to be cleared.

Examples
The following example enables the delayed free-memory poisoner tool:

> memory delayed-free-poisoner enable

The following is sample output when the delayed free-memory poisoner tool detects illegal memory
reuse:

delayed-free-poisoner validate failed because a
data signature is invalid at delayfree.c:328.

heap region: 0x025blcac-0x025b1d63 (184 bytes)

memory address: 0x025blcb4

byte offset: 8

allocated by: 0x0060b812

freed by: 0x0060aelb5
Dumping 80 bytes of memory from 0x025blc88 to 0x025blcd7
025b1c80: ef cd 1c al e1 00 00 OO | ...
025b1c90: 23 01 1c al b8 00 00 00 15 ae 60 00 68 ba 5e 02 | #......... T.hon.
025blcal: 88 1f 5b 02 12 b8 60 00 00 00 00 00 6¢c 26 5b 02 | ..[... ..... 1&[.
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025blcb0: 8e a5 ea 10 ff ff ff ff cc cc cc cc cc cCc CcC CC | wiiiiiiiiinnnnns
025blcc0: cc cc cc cC CC CC CC CC CC CC CC CC CC CC CC CC | wiiiiiiiiinnnns
025blcd0: cc cc cc cc cc cc cc cc ] e e

An internal error occurred. Specifically, a programming assertion was
violated. Copy the error message exactly as it appears, and get the

output of the show version command and the contents of the configuration

file. Then call your technical support representative.

assertion "0" failed: file "delayfree.c", line 191

The following table describes the significant portion of the output.

Table 1: lllegal Memory Usage Output Description

Field Description

heap region The address region and size of the region of memory available for use by the
requesting application. This is not the same as the requested size, which may be
smaller given the manner in which the system may parcel out memory at the time
the memory request was made.

memory address The location in memory where the fault was detected.

byte offset The byte offset is relative to the beginning of the heap region and can be used to
find the field that was modified if the result was used to hold a data structure starting
at this address. A value of 0 or that is larger than the heap region byte count may
indicate that the problem is an unexpected value in the lower level heap package.

allocated by/freed by |Instruction addresses where the last malloc/calloc/realloc and free calls where made
involving this particular region of memory.

Dumping... A dump of one or two regions of memory, depending upon how close the detected
fault was to the beginning of the region of heap memory. The next eight bytes after
any system heap header is the memory used by this tool to hold a hash of various
system header values plus the queue linkage. All other bytes in the region until any
system heap trailer is encountered should be set to Oxcc.

Related Commands

Command Description

clear memory Clears the delayed free-memory poisoner tool queue and statistics.
delayed-free-poisoner

show memory Displays a summary of the delayed free-memory poisoner tool queue usage.
delayed-free-poisoner
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To enable memory logging, use the memory logging command. To disable memory logging, use the No form
of this command.

memory logging 1024-4194304 [wrap [size [1-2147483647] | process process-hame]
no memory logging

Syntax Description

1024-4194304 Specifies the number of logging entries in the memory logging buffer. This is
the only required argument to specify.

]pr ocess process-name Specifies the process to monitor.

Note The Checkheaps process is completely ignored as a process because
it uses the memory allocator in a non-standard way.

size 1-2147483647 Specifies the size and number of entries to monitor.

wrap Save the buffer when it wraps. It can only be saved once. If it wraps multiple
times, it can be overwritten. When the buffer wraps, a trigger is sent to the event
manager to enable saving of the data.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

To change memory logging parameters, you must disable it, then reenable it. Use the show memory logging
command to view the log.

Examples

The following example enables memory logging:

> memory logging 202980

Related Commands

Command Description

show memory logging Displays memory logging results.
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memory profile enable

To enable the monitoring of memory usage (memory profiling), use the memory profile enable command.
To disable memory profiling, use the no form of this command.

memory profileenable [peak peak value]
no memory profileenable [peak peak value]

Syntax Description peak peak_value Specifies the memory usage threshold at which a snapshot of the memory usage
is saved to the peak usage buffer. The contents of this buffer could be analyzed
at a later time to determine the peak memory needs of the system.

Command Default Memory profiling is disabled by default.

Command History Release Modification
6.1 This command was introduced.
Usage Guidelines Before enabling memory profiling, you must first configure a memory text range to profile with the memory

profile text command.

Some memory is held by the profiling system until you enter the clear memory profile command. See the
output of the show memory profile status command.

)

Note The device might experience a temporary reduction in performance when memory profiling is enabled.

Examples

The following example enables memory profiling:

> memory profile enable

Related Commands Command Description

memory profiletext Configures a text range of memory to profile.

show memory profile | Displays information about the memory usage (profiling) of the device.
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memory profile text

To configure a program text range of memory to profile, use the memory profile text command. To disable,
use the no form of this command.

memory profiletext {startPCendPC | all} resolution
no memory profiletext {startPCendPC | all} resolution

Syntax Description all Specifies the entire text range of the memory block.
endPC Specifies the end text range of the memory block.
resolution You must set the resolution of tracing for the source text region, from 1-44582263.
startPC Specifies the start text range of the memory block.
Command History Release Modification
6.1 This command was introduced.
Usage Guidelines For a small text range, a resolution of “4” normally traces the call to an instruction. For a larger text range, a

coarse resolution is probably enough for the first pass and the range could be narrowed down to a set of smaller
regions in the next pass.

After entering the text range with the memory profile text command, you must then enter the
memory profile enable command to begin memory profiling. Memory profiling is disabled by default.

)

Note The device might experience a temporary reduction in performance when memory profiling is enabled.

Examples

The following example shows how to configure a text range of memory to profile, with a resolution
of 100.

> memory profile text all 100

The following example displays the configuration of the text range and the status of memory profiling
(OFF):

> show memory profile status

InUse profiling: OFF

Peak profiling: OFF

Memory used by profile buffers: 0 bytes
Profile:
0x00007e£fc3e0227a8-0x00007efc40aalf8e (00000100)
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\)

Note To begin memory profiling, you must enter the memory pr ofile enable command. Memory profiling
is disabled by default.

Related Commands  Command Description

clear memory profile | Clears the buffers held by the memory profiling function.

memory profile enable | Enables the monitoring of memory usage (memory profiling).

show memory profile | Displays information about the memory usage (profiling) of the device.
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memory tracking

To enable the tracking of heap memory request, use the memory tracking command. To disable memory
tracking, use the no form of this command.

memory tracking {enable | allocates-by-threshold min_allocates | bytes-threshold min_bytes |
filter-from-address-pool address}
no memory tracking enable

Syntax Description enable Enable memory tracking.
allocates-by-threshold Address pool entries for callers must make at least this many allocation calls
min_allocates to be included, from 0-4294967295.

bytes-threshold min_bytes Address pool entries for callers must consume at least this many bytes of
memory to be included, from 0-4294967295.

filter-from-address-pool ~ Exclude address pool entries at this address. To determine an address, first

address enable tracking, then use show memory tracking address. Look for the
“allocated by” address in the “memory tracking address pool” listing. For
example, if you see the following:

...allocated by 0x00007efc3f80e508
You can exclude it using:

filter-from-address-pool 0x00007efc3f80e508

Command History Release Modification
6.1 This command was introduced.
Examples

The following example enables tracking heap memory requests:

> memory tracking enable

Related Commands  Command Description
clear memory tracking Clears all currently gathered information.
show memory tracking Shows memory tracking results.
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more

To display the contents of a file, use the more command.

more [/ascii | /binary | /ebcdic | diskO: | diskl: | flash: | ftp: | http: | https |
tftp: 1 filename

Syntax Description  /ascii (Optional) Displays a binary file in binary mode and an ASCII file in binary

mode.

/binary (Optional) Displays any file in binary mode.

/ebcdic (Optional) Displays binary files in EBCDIC.

diskO: (Optional) Displays a file on the internal Flash memory.

disk1: (Optional) Displays a file on the external Flash memory card.

filename Specifies the name of the file to display.

flash: (Optional) Specifies the internal Flash memory, followed by a colon. In the
ASA 5500 series adaptive security appliance, the flash keyword is aliased to
diskO.

ftp: (Optional) Displays a file on an FTP server.

http: (Optional) Displays a file on a website.

https: (Optional) Displays a file on a secure website.

tftp: (Optional) Displays a file on a TFTP server.

Command Default ASCII mode.

Command History Release Modification
6.1 This command was introduced.

Usage Guidelines The system support view-files command is a better option for finding and viewing log files.
Examples

The following example shows how to display the contents of a local file named “test.cfg”:

> more test.cfg

: Saved

: Written by enable 15 at 10:04:01 Apr 14 2005
XXX Version X.X(X)

nameif v1an300 outside securitylO

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted
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ciscoasa test
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
names
access-list
access-list
access-list
access-list
pager lines 24

icmp permit any outside
mtu outside 1500

ftp 21

h323 H225 1720
h323 ras 1718-1719
ils 389

rsh 514

smtp 25

sglnet 1521

sip 5060

skinny 2000

deny-flow-max 4096
alert-interval 300
100 extended permit icmp any

ip address outside 172.29.145.35 255.255.

no asdm history enable

arp timeout 14400

access—-group 100 in interface outside
|

interface outside
|

route outside 0.0.0.0 0.0.0.0 172.29.145.

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00
23 0:05:00 h225 1:00:00 mgcp 0:05:00 sip
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local
snmp-server host outside 128.107.128.179
snmp-server location my context, USA
snmp-server contact admin@example.com
snmp-server community public

no snmp-server enable traps

floodguard enable

fragment size 200 outside

no sysopt route dnat

telnet timeout 5

ssh timeout 5

terminal width 511

gdb enable

mgcp command-queue 0

A-RCommands |

any

100 extended permit ip any any

udp 0:02:00 icmp 0:00:02 rpc 0:10:00 h3
0:30:00 sip media 0:02:00

Cryptochecksum:00000000000000000000000000000000

end
Related Commands  Command Description
cd Changes to the specified directory.
pwd Displays the current working directory.
system support Find and view the contents of log files.
view-files
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nslookup (deprecated)

To look up the IP address for a fully-qualified domain name, or the reverse, use the nslookup command.

nsookup {hosthame | ip address}

Syntax Description

hosthame The fully-qualified domain name of a host whose IP address you are looking up.
For example, www.example.com.

ip_address The IP address of a host whose fully-qualified domain name you are looking up.
Command History Release Modification

6.1 This command was introduced.

6.6 This command no longer works and is deprecated.

7.1 This command was removed and replaced by dig.

Usage Guidelines

Some commands that allow fully-qualified domain names cannot use the DNS servers configured for the
management interface to look up the IP address for the name. If you do not have DNS servers configured for
commands that go through the data interfaces, use the nslookup command to determine the IP address, then
use the IP address in the command.

The nslookup command is also useful in determining the fully-qualified domain name for a given IP address.

Examples

The following example looks up the IP address for www.cisco.com. The initial Server and Address
information shows the DNS server (which could be a fully-qualified domain name), IP address, and
port. (The addresses in this example are faked.) The following information shows the canonical (real)
host name and IP address for the name you entered.

> nslookup www.cisco.com

Server: 10.102.6.247

Address: 10.102.6.247#53

www.clsco.com canonical name = origin-www.cisco.com.
Name : origin-www.cisco.com

Address: 173.37.145.84

The following example shows how to do a reverse lookup and determine a hostname for an IP address.
The initial information is for the DNS server used. The mapped hostname is indicated by the name
= field.

> nslookup 173.37.145.84

Server: 10.102.6.247
Address: 10.102.6.247#53
84.145.37.173.in-addr.arpa name = www2.cisco.com.
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To enable packet-tracing capabilities for troubleshooting by specifying the 5-tuple to test firewall rules, use
the packet-tracer command. (For clarity, the syntax is shown separately for ICMP, TCP/UDP, and IP packet

modeling. You can replay multiple packets and trace a complete workflow using the pcap keyword.)

packet-tracer input ifc name icmp {sSip | user username} typecode [ident] {dip |
fqdn fgdn-string } [ detailed ] [ xml ]

packet-tracer input ifc name {tcp | udp} {sSip | user username} sport {dip |
fgdn fqgdn-string } dport [ detailed ] [ xml ]

packet-tracer input ifc name rawip {sSip | user username} protocol { dip | fqgdn
fgdn-string } [ detailed ] [ xml ]

packet-tracer input ifc_name pcap pcap_filename [ bypass-checks | decrypted | detailed | persist |
transmit | xml | json | force ]

Syntax Description

bypass-checks (Optional) Bypasses the security checks for simulated packets.
decrypted (Optional) Considers simulated packet as [Psec/SSL VPN decrypted.
code The ICMP code for an ICMP packet trace.

detailed (Optional) Provides detailed trace results information.

dip The destination IPv4 or IPv6 address for the packet trace.

dport The destination port for a TCP/UDP/SCTP packet trace.

fgdn fgdn-string

The fully qualified domain name of the host. Supports the FQDN for IPv4 only.

force Removes existing pcap trace and executes a new pcap file.

icmp Specifies the protocol to use is ICMP.

ident (Optional.) The ICMP identifier for an ICMP packet trace.

inline-tag tag The security group tag value being embedded in the Layer 2 CMD header. Valid

values range from 0 - 65533.

input ifc_name

The name of the source interface on which to trace the packets.

json

(Optional) Displays the trace results in JSON format.

pcap

Specifies pcap as input.

pcap_filename

The pcap filename that contain the packet for tracing.

protocol The protocol number for raw IP packet tracing, 0-255.

persist (Optional) Enables tracing for a long term and also tracing in cluster.
rawip Specifies the protocol to use is raw IP.

sip The source IPv4 or IPv6 address for the packet trace.
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sport The source port for a TCP/UDP/SCTP packet trace.

tep Specifies the protocol to use is TCP.

transmit (Optional) Allows simulated packet to transmit from device.

type The ICMP type for an ICMP packet trace.

udp Specifies the protocol to use is UDP.

user username The user identity in the format of domain\user if you want to specify the user as

the source IP address. The most recently mapped address for the user (if any) is
used in the trace.

xml (Optional) Displays the trace results in XML format.
Command History Release Modification
6.1 This command was introduced.
6.6 The output was enhanced to provide specific reasons for packet allow and drop while
routing the packets.
7.1 The packet-tracer command is enhanced to allow a PCAP file as input for tracing.

Usage Guidelines

In addition to capturing packets, it is possible to trace the lifespan of a packet through the threat defense device
to see if it is behaving as expected. The packet-tracer command enables you to do the following:

* Debug all packet drops in production network.

» Verify the configuration is working as intended.

* Show all rules applicable to a packet along with the CLI lines that caused the rule addition.
+ Show a time line of packet changes in a data path.

* Inject tracer packets into the data path.

The packet-tracer command provides detailed information about the packets and how they are processed by
the threat defense device. If a command from the configuration did not cause the packet to drop, the
packet-tracer command provides information about the cause in an easily readable format. For example if
a packet was dropped because of an invalid header validation, the following message appears: “packet dropped
due to bad ip header (reason).”

While the packet-tracer injects and traces a single packet, the pcap keyword enables the packet-tracer to

replay multiple packets (maximum of 100 packets) and to trace an entire flow. You can provide the pcap file
as input and obtain the results in XML or JSON format for further analysis. To clear the trace output, use the
pcap tracesub command of clear packet-tracer. You cannot use the trace output while the trace is in progress.

Examples

The following example shows how to run packet-tracer with a pcap file as input:

> packet-tracer input inside pcap http_get.pcap detailed xml
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The following example shows how to run packet-tracer by clearing existing pcap trace buffer and
giving a pcap file as input:

> packet-tracer input inside pcap http_get.pcap force

The following example traces a ICMP packet from the inside interface. The result indicates that the
packet will be dropped for the reverse-path verification failure (RPF). The reason for the failure
could be that the traffic entered the outside interface from an address that is known to the routing
table, but is associated with the inside interface, then the device drops the packet. Similarly, if traffic
enters the inside interface from an unknown source address, the device drops the packet because the
matching route (the default route) indicates the outside interface.

> packet-tracer input inside icmp 10.15.200.2 8 0$

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd793b4a0, priority=12, domain=capture, deny=false
hits=621531641, user data=0xd7bbe720, cs_ id=0x0, 13 type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd7dc31d8, priority=1, domain=permit, deny=false
hits=23451445222, user data=0x0, cs_ id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000

Phase: 3

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 10.15.216.0 255.255.252.0 inside
Phase: 4

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside
Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
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output-line-status: up
Action: drop

Drop-reason: (rpf-violated) Reverse-path verify failed

The following example traces a TCP packet for the HTTP port from 10.100.10.10 to 10.100.11.11.
The result indicates that the packet will be dropped by the implicit deny access rule:

> packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: DROP

Config:

Implicit Rule

Additional Information:
Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

packet-tracer .

The following example traces a TCP packet in a directly connected hosts having the ARP entry for

nexthop:

firepower (config) # packet-tracer input inside tcp 192.168.100.100 12345 192.168.102.102 80

detailed
Phase: 1
Type: ROUTE-LOOKUP
Subtype: No ECMP load balancing
Result: ALLOW
Config:
Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any
Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aabe90, priority=12, domain=permit,

hits=17, user data=0x2ae29aabcl00, cs i1d=0x0, use_real addr,

src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
input ifc=any, output ifc=any

Phase: 3

trust

ifc=any
ifc=any,

vlan=0,

flags=0x0, protocol=0

dscp=0x0
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Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=34, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 4

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a8488800, priority=0, domain=inspect-ip-options, deny=true
hits=22, user_ data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside(vrfid:0), output ifc=any

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=36, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options, deny=true
hits=10, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 7

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 21, packet dispatched to next module
Module information for forward flow

snp_fp inspect ip options

snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment
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snp_fp tracer drop
snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 8

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 9

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 192.168.102.102 on interface outside
Adjacency :Active

mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside (vrfid:0)
output-status: up
output-line-status: up

Action: allow

The following example traces a TCP packet that is dropped due to absence of a valid ARP entry for
nexthop. Note that the drop reason provides the tip to check the ARP table.

<Displays same phases as in the previous example till Phase 8>

Result:

input-interface: inside(vrfid:0)

input-status: up

input-line-status: up

output-interface: outside(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-v4-adjacency) No valid V4 adjacency. Check ARP table (show arp) has entry
for nexthop., Drop-location: frame snp fp adj process cb:200 flow (NA)/NA

The following example depicts packet tracer for sub-optimal routing with NAT and a reachable
nexthop:
firepower (config)# sh run route

route inside 0.0.0.0 0.0.0.0 192.168.100.100 1
route outside 0.0.0.0 0.0.0.0 192.168.102.102 10

firepower (config)# sh nat detail

Manual NAT Policies (Section 1)
1 (outside) to (dmz) source static src_real src mapped destination static dest real
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dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

firepower (config)# packet-tracer input dmz tcp 192.168.104.104 12345 10.10.10.10 80 detailed

Phase: 1

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (outside,dmz) source static src real src mapped destination static dest real dest mapped
Additional Information:

NAT divert to egress interface outside(vrfid:0)

Untranslate 10.10.10.10/80 to 9.9.9.10/80

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group TEST global

access-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ae2a8aab5e90, priority=12, domain=permit, trust

hits=20, user data=0x2ae29aabcl00, cs id=0x0, use real addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (outside,dmz) source static src real src mapped destination static dest real dest mapped
Additional Information:

Static translate 192.168.104.104/12345 to 192.168.104.104/12345
Forward Flow based lookup yields rule:

in 1id=0x2ae2a8aa4ff0, priority=6, domain=nat, deny=false

hits=4, user data=0x2ae2a8a9d690, cs_id=0x0, flags=0x0, protocol=0
src ip/id=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input ifc=dmz (vrfid:0), output ifc=outside (vrfid:0)

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=40, user data=0x0, cs_id=0x0, reverse, use real addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=any, output ifc=any

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW
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Config:
Additional Information:

packet-tracer .

Forward Flow based lookup yields rule:

in 1id=0x2ae2a89delb0, priority=0,

domain=inspect-ip-options, deny=true

hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ ifc=dmz (vrfid:0), output ifc=any

Phase: 6

Type: NAT

Subtype: rpf-check
Result: ALLOW
Config:

nat (outside,dmz) source static src_real src _mapped destination static dest real dest mapped

Additional Information:

Forward Flow based lookup yields rule:

out i1d=0x2ae2a8aa53d0, priority=6,

domain=nat-reverse, deny=false

hits=5, user data=0x2ae2a8a9d580, cs_ 1d=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=9.9.9.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0

input_ ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1id=0x2ae2a69a7240, priority=0,
hits=42, user data=0x0, cs_id=0x0,

domain=nat-per-session, deny=false
reverse, use _real addr, flags=0x0, protocol=6

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ ifc=any, output ifc=any

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0,
hits=13, user_data=0x0, cs_id=0x0,

domain=inspect-ip-options, deny=true
reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 9

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 24, packet dispatched to next module

Module information for forward flow
snp_fp inspect ip options
snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat
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Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.100.100 using egress ifc inside(vrfid:0)

Phase: 11

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc outside
Doing adjacency lookup lookup on existing ifc outside

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 13

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 192.168.102.102 on interface outside
Adjacency :Active

mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: dmz (vrfid:0)
input-status: up
input-line-status: up
output-interface: outside (vrfid:0)
output-status: up
output-line-status: up

Action: allow

The following example depicts packet tracer for sub-optimal routing with NAT, where, the packet
is dropped due to non-reachable nexthop:

firepower (config)# sh run route
route inside 0.0.0.0 0.0.0.0 192.168.100.100 1

firepower (config)# sh nat detail

Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src mapped destination static dest real
dest mapped
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translate hits = 3, untranslate hits = 3
Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24
Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

<Displays same phases as in the previous example till Phase 11>

Result:

input-interface: dmz (vrfid:0)

input-status: up

input-line-status: up

output-interface: outside (vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame
snp_fp adjacency internal:5890 flow (NA)/NA

Related Commands

Command Description

capture Captures packet information, including trace packets.

show capture Displays the capture configuration when no options are specified.

show packet-tracer Displays the trace buffer output of the most recently run packet-tracer on a PCAP
file.
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To display performance information at the console, use the perfmon command.

perfmon {verbose | intervalseconds | settings}

Syntax Description

verbose Displays performance monitor information at the console. The default is to not
display information, which is shown as “quiet” in the perfmon settings.

You must be in the Diagnostic CLI to turn off perfmon verbose.

interval seconds Specifies the number of seconds before the performance display is refreshed on
the console.

settings Displays the interval and whether perfmon is quiet or verbose.

Command Default

The default interval is 120 seconds.

Command History

Release Modification

6.1 This command was introduced.

Usage Guidelines

The perfmon command allows you to monitor the performance of the device. Use the show perfmon command
to display the information immediately.

Use the perfmon verbose command to display the information on the console each interval.

The information appears automatically only if you are actually connected to the CLI on the Console port, or
if you are in the Diagnostic CLI (system support diagnostic-cli). If you are in the CLI on a different port,
including the management interface, use the show console-output command to see the automatically-generated
information. Alternatively, do not use this command, and simply use the show perfmon command directly.

We recommend you use this command in the Diagnostic CLI only.

\ )

Note  You cannot turn off verbose from the regular CLI. Instead, you must turn it off from Privileged EXEC mode

in the Diagnostic CLI. See the examples section.

Examples

This example shows how to display the performance monitor statistics every 120 seconds on the
console. In the output, the “Fixup” statistics refer to the related protocol inspection engine.

> perfmon verbose

> perfmon settings
interval: 120 (seconds)
verbose

> show console-output

Message #109 :

. Cisco Secure Firewall Threat Defense Command Reference



| A-RCommands

Message #110 : PERFMON STATS: Current
Message #111 : Xlates 0/s
Message #112 : Connections 0/s
Message #113 : TCP Conns 0/s
Message #114 : UDP Conns 0/s
Message #115 : URL Access 0/s
Message #116 : URL Server Reqg 0/s
Message #117 : TCP Fixup 0/s
Message #118 : TCP Intercept Established Conns 0/s
Message #119 : TCP Intercept Attempts 0/s
Message #120 : TCP Embryonic Conns Timeout 0/s
Message #121 : FTP Fixup 0/s
Message #122 : AAA Authen 0/s
Message #123 : AAA Author 0/s
Message #124 : AAA Account 0/s
0/s

Message #125 : HTTP Fixup
Message #126 :

Average
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s

perfmon .

The following example shows how to turn off verbose mode. You must do so from the Diagnostic

CLL

> system support diagnostic-cli

Attaching to Diagnostic CLI

Type help or '?' for a list of available commands.

firepower> enable

Password: <Press return, do not enter a password>

firepower# perfmon quiet
firepower# perfmon settings
interval: 120 (seconds)
quiet

firepower# <Press Ctrl+a, d>

Console connection detached.
> perfmon settings

interval: 120 (seconds)
quiet

Press 'Ctrl+a then d' to detach.

Related Commands

Command Description

show perfmon Displays performance information.
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pigtail commands

Only use pigtail commands under the direction of the Cisco Technical Assistance Center.

If you want to view logs as they are written, use the tail-logs command instead of pigtail.

A

Caution Do not leave the pigtail process running as it can cause high disk usage. This process may also interfere with
policy deployment if it is running during deployment. For information on how to stop the pigtail process,
contact the Cisco Technical Assistance Center.
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To test connectivity from a specified interface to an IP address, use the ping command. The parameters
available differ for regular ICMP-based ping, TCP ping, and a “system” ping. Also, system pings are from
the management interface, whereas the other types of ping go through the data interfaces. Be sure to use the
correct type of ping for your tests.

ping [interface if name | vrf name] host [repeat count] [timeout seconds] [data pattern]
[size bytes] [validate]

pingtcp [interface if name | vrf name] host port [repeat count] [timeout seconds] [source
host port]

ping system host

Syntax Description

data pattern (Optional, ICMP only.) Specifies the 16-bit data pattern in hexadecimal format,
from 0 to FFFF. The default is Oxabcd.

host Specifies the IPv4 address or name of the host to ping. For ICMP pings, you can
also specify an IPv6 address. IPv6 is not supported for TCP or system pings.

Whether a ping can use a fully-qualified domain name, such as
www.example.com, depends on the availability of a DNS server to resolve the
name. The system pings use the DNS servers for the management interface, but
other types of ping do not use the management DNS servers. You must configure
DNS for the data interfaces for non-system hostname pings to work.

If ping cannot resolve a hostname, use nslookup to determine the IP address
associated with the name, and then ping the IP address.

interfaceif_name (Optional) For ICMP, this is the name of the interface through which the host is
accessible. If not supplied, then the host is resolved to an IP address and the
routing table is consulted to determine the destination interface. For TCP, this is
the input interface through which the source sends SYN packets.

If you specify the inter facekeyword when virtual routing and forwarding (VRF)
is enabled, the ping uses the virtual routing table for the specified interface.

port (TCP only.) Specifies the TCP port number for the host you are pinging, 1-65535.

repeat count (Optional) Specifies the number of times to repeat the ping request. The default
is 5.

size bytes (Optional, ICMP only.) Specifies the datagram size in bytes. The default is 100.

sour ce host port (Optional, TCP only.) Specifies a certain IP address and port to send the ping

from (Use port = 0 for a random port).

system Ping the host through the management interface. Unlike pings through the data
interfaces, there is no default count for system pings. The ping continues until
you stop it using Ctrl+c.
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tcp (Optional) Tests a connection over TCP (the default is ICMP). A TCP ping sends
SYN packets and considers the ping successful if the destination sends a
SYN-ACK packet. You can also have at most 2 concurrent TCP pings running
at a time.

timeout seconds (Optional) Specifies the number of seconds of the timeout interval. The default
is 2 seconds.

validate (Optional, ICMP only.) Validates reply data.

vrf name (Optional.) If you enable virtual routing and forwarding (VRF), also known as
virtual routers, you can choose which virtual routing table to use by specifying
the name of the virtual router. This keyword is exclusive with the interface
keyword.

If you specify the inter facekeyword when virtual routing and forwarding (VRF)
is enabled, the ping uses the virtual routing table for the specified interface.

Command History

Usage Guidelines

Release Modification
6.1 This command was introduced.
6.6 The vrf keyword was added.

The ping command allows you to determine if the device has connectivity or if a host is available on the
network.

When using regular ICMP-based ping, ensure that you do not have ICMP rules that prohibit these packets (if
you do not use ICMP rules, all ICMP traffic is allowed).

When using TCP ping, you must ensure that access policies allow TCP traffic on the ports you specify.

This configuration is required to allow the device to respond and accept messages generated from the ping
command. The ping command output shows if the response was received. If a host is not responding after
you enter the ping command, a message similar to the following appears:

> ping 10.1.1.1
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Use the show interface command to ensure that the device is connected to the network and is passing traffic.
The address of the specified interface name is used as the source address of the ping.

Examples

The following example shows how to determine if an IP address is accessible through a data interface.
Because no interface is specified, the routing table is used to determine how to get to the address.

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:
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ping II

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

The following examples use TCP ping to determine if a host is accessible through a data interface.

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

> ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.

Sending 10 TCP SYN requests to 10.0.0.1 port 21

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrnd

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms

The following example does a system ping to determine if www.cisco.com is accessible through the
management interface. You must use Ctrl+c to stop the ping (indicated by ~C in the output).

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=4 ttl=242 time=8.40 ms
~C

--— origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>

The following example pings an address using the routing table of the virtual router named red.

> ping vrf red 2002::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2002::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/20 ms

Related Commands  Command Description
nslookup Perform a DNS lookup for a hostname or IP address.
show interface Displays information about the interface configuration.
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pmtool commands

Only use pmtool commands under the direction of the Cisco Technical Assistance Center.
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reboot

To reboot the device, use the reboot command.

reboot
Command History Release Modification
6.1 This command was introduced.
Examples
> reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

Broadcast message from root@firepower

The system is going down for reboot NOW!
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redundant-interface

To set which member interface of a redundant interface is active, use the redundant-inter face command.

redundant-interfaceredundant number active-member physical_interface

Syntax Description

Command Default

active-member Sets the active member. Use the show interface command to see available physical
physical_interface interface names, such as GigabitEthernet0/0. Both member interfaces must be
the same physical type.

redundant number Specifies the redundant interface ID, such as redundant 1. Numbers are 1-8.

By default, the active interface is the first member interface listed in the configuration, if it is available.

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Create redundant interfaces in the device manager. When you create the redundant interface, you specify
which is primary. Use this command to change which interface is active during run time.

To view which interface is active, enter the following command:
show interface redundantnumber detail | grep Member

For example:

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2

Examples

The following example changes the active interface for the redundant! interface.

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2

> redundant-interface redundant 1 active-member gigabitethernet0/2

Related Commands

Command Description
clear interface Clears counters for the show interface command.
show interface Displays the runtime status and statistics of interfaces.
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To restore configuration backed up locally from a Secure Firewall Threat Defense device being managed by
a Secure Firewall Management Center, use the restore command. To restore a backup saved to a remote
location, specify additional parameters for location of the backup file and username.

restore remote-manager-backup [ backup tar-file|location [scp-hostname username filepath backup
tar-file] 1]

Syntax Description

remote-manager-backup backup tar-file Restore a local backup created by the Secure Firewall
Management Center. The local backup file is saved on the Secure
Firewall Threat Defense device.

remote-manager-backup location Restore a remote backup created by the Secure Firewall
scp-hostname username filepath backup  Management Center. The remote backup is saved at a
tar-file user-configured location, accessible by an SCP server and

identified by the hostname, username and file path.

Command History

Usage Guidelines

Release Modification

6.3 This command was introduced.

The restore command restores the Secure Firewall Threat Defense system files, Snort DB tables and the
LINA running configuration on the new/ replacement Secure Firewall Threat Defense. The restore command
also ensures that the existing LINA running configuration on the Secure Firewall Threat Defense device is
deleted before the actual restore operation proceeds. This ensures that the Secure Firewall Threat Defense
device carries only the configurations present at the time the backup was taken. All device configurations
except the serial number of the replacement device, will be replaced after a successful restore operation.

The restore operation ensures that the connection between the replacement /new Secure Firewall Threat
Defense device and the original Secure Firewall Management Center is re-established using the universally
unique identifier (UUID), assigned to the original device. After successful restore, the Secure Firewall
Management Center marks all the policies of the device as out-of-date so that any configuration changes on
the Secure Firewall Management Center that may affect the replacement Secure Firewall Threat Defense are
deployed to it, when the device replacement procedure is complete. This ensures that the new Secure Firewall
Threat Defense and Secure Firewall Management Centerconfigurations are in sync.

Examples
The following example shows a restore operation from a local backup file:
> restore remote-manager-backup 10.10.1.168 PRIMARY 20180614055906.tar

The following example shows a restore operation from a remote backup file:

>restore remote-manager-backup location 10.106.140.100 admin /Volume/home/admin
10.10.1.168_PRIMARY 20180614055906.tar
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. restore
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* sa - show a, on page 353

* show b, on page 419

* show c, on page 485

* show d - show h, on page 585
* show i, on page 661

* show j - show o, on page 777
* show p - show r, on page 881
* show s - sz, on page 957
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sa - show a

* sftunnel-status, on page 355

* sftunnel-status-brief, on page 358

* show aaa-server, on page 359

* show access-control-config, on page 362

* show access-list, on page 365

* show alarm settings, on page 370

* show allocate-core, on page 371

* show app-agent heartbeat, on page 373

* show arp, on page 374

* show arp-inspection, on page 375

* show arp statistics, on page 376

* show as-path-access-list, on page 378

* show asp cluster counter, on page 379

* show asp dispatch, on page 380

* show asp drop, on page 381

* show asp event, on page 382

* show asp inspect-dp ack-passthrough, on page 383

* show asp inspect-dp egress-optimization, on page 384
* show asp inspect-dp snapshot, on page 386

* show asp inspect-dp snort, on page 387

* show asp inspect-dp snort counters, on page 389

* show asp inspect-dp snort counters summary, on page 391
* show asp inspect-dp snort queues, on page 392

* show asp inspect-dp snort queue-exhaustion, on page 394
* show asp load-balance, on page 395

* show asp multiprocessor accelerated- features, on page 397
* show asp overhead, on page 398

* show asp packet-profile, on page 399

* show asp rule-engine, on page 401

* show asp table arp, on page 402

* show asp table classify, on page 403

* show asp table cluster chash-table, on page 406

» show asp table interfaces, on page 407
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* show asp table network-service, on page 408
* show asp table routing, on page 410

* show asp table socket, on page 412

* show asp table vpn-context, on page 414

* show asp table zone, on page 416

* show audit-log, on page 417
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sftunnel-status

To view the status of the connection (tunnel) between the device and the managing management center, use

the sftunnel-status command.

sftunnel-status

sftunnel-status .

Command History

Usage Guidelines

Release Modification

6.1 This command was introduced.

Use the sftunnel-status command to view the status of the connection between the device and the managing
management center. If you are using the local manager, device manager, this command does not provide any

information.

Status information includes the following sections:

* SFTUNNEL Status—When the connection was establish and information about management interfaces

used in the connection.

* RUN STATUS—IP address, encryption, and registration status information.

* PEER INFO—Information about the management center and its connection to this device. This section
also includes statistics blocks for several types of messages that might be transmitted between the systems
for various services, including Identity, Health Events, RPC, NTP, IDS, Malware Lookup, CSM_CCM
(used for configuring the device), EStreamer, UE Channel, and FSTREAM.

* RPC status.

Examples

The following is sample output from the sftunnel-status command.

> sftunnel-status

SFTUNNEL Start Time: Tue Oct 11 21:44:44 2016

Both IPv4 and IPv6 connectivity is supported

Broadcast count = 2

Reserved SSL connections: 0O

Management Interfaces: 1

brl (control events) 10.83.57.37,2001:420:2710:2556:1:0:0:37

R R R R R I bk b b b b b b b b b b 3k 3

**RUN STATUS****10.83.57 .41 **F*xksrksxkx

Cipher used = AES256-GCM-SHA384 (strength:256 bits)
ChannelA Connected: Yes, Interface brl

Cipher used = AES256-GCM-SHA384 (strength:256 bits)
ChannelB Connected: Yes, Interface brl
Registration: Completed.

IPv4 Connection to peer '10.83.57.41' Start Time: Tue Oct 11 21:46:00 2016

PEER INFO:

sw_version 6.2.0
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sw_build 2007

Management Interfaces: 1

eth0 (control events) 10.83.57.41,2001:420:2710:2556:1:0:0:41

Peer channel Channel-A is valid type (CONTROL), using 'brl',
connected to '10.83.57.41' via '10.83.57.37"'

Peer channel Channel-B is valid type (EVENT), using 'brl',
connected to '10.83.57.41' via '10.83.57.37"'

TOTAL TRANSMITTED MESSAGES <3> for Identity service

RECEIVED MESSAGES <2> for Identity service

SEND MESSAGES <1> for Identity service

HALT REQUEST SEND COUNTER <0> for Identity service

STORED MESSAGES for Identity service (service 0/peer 0)

STATE <Process messages> for Identity service

REQUESTED FOR REMOTE <Process messages> for Identity service
REQUESTED FROM REMOTE <Process messages> for Identity service

TOTAL TRANSMITTED MESSAGES <2760> for Health Events service
RECEIVED MESSAGES <1380> for Health Events service

SEND MESSAGES <1380> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service

STORED MESSAGES for Health service (service 0/peer 0)

STATE <Process messages> for Health Events service

REQUESTED FOR REMOTE <Process messages> for Health Events service
REQUESTED FROM REMOTE <Process messages> for Health Events service

TOTAL TRANSMITTED MESSAGES <656> for RPC service
RECEIVED MESSAGES <328> for RPC service

SEND MESSAGES <328> for RPC service

HALT REQUEST SEND COUNTER <0> for RPC service

STORED MESSAGES for RPC service (service 0/peer 0)

STATE <Process messages> for RPC service

REQUESTED FOR REMOTE <Process messages> for RPC service
REQUESTED FROM REMOTE <Process messages> for RPC service

TOTAL TRANSMITTED MESSAGES <25131> for IP(NTP) service
RECEIVED MESSAGES <13532> for IP(NTP) service

SEND MESSAGES <11599> for IP(NTP) service

HALT REQUEST SEND COUNTER <0> for IP(NTP) service

STORED MESSAGES for IP(NTP) service (service 0/peer 0)

STATE <Process messages> for IP(NTP) service

REQUESTED FOR REMOTE <Process messages> for IP(NTP) service
REQUESTED FROM REMOTE <Process messages> for IP(NTP) service

TOTAL TRANSMITTED MESSAGES <2890> for IDS Events service
RECEIVED MESSAGES <1445> for service IDS Events service

SEND MESSAGES <1445> for IDS Events service

HALT REQUEST SEND COUNTER <0> for IDS Events service

STORED MESSAGES for IDS Events service (service 0/peer 0)

STATE <Process messages> for IDS Events service

REQUESTED FOR REMOTE <Process messages> for IDS Events service
REQUESTED FROM REMOTE <Process messages> for IDS Events service

TOTAL TRANSMITTED MESSAGES <4> for Malware Lookup Service service

RECEIVED MESSAGES <1> for Malware Lookup Service) service

SEND MESSAGES <3> for Malware Lookup Service service

HALT REQUEST SEND COUNTER <0> for Malware Lookup Service service

STORED MESSAGES for Malware Lookup Service service (service 0/peer 0)

STATE <Process messages> for Malware Lookup Service service

REQUESTED FOR REMOTE <Process messages> for Malware Lookup Service) service
REQUESTED FROM REMOTE <Process messages> for Malware Lookup Service service

TOTAL TRANSMITTED MESSAGES <372> for CSM_CCM service
RECEIVED MESSAGES <186> for CSM _CCM service
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SEND MESSAGES <186> for CSM CCM service

HALT REQUEST SEND COUNTER <0> for CSM CCM service

STORED MESSAGES for CSM CCM (service 0/peer 0)

STATE <Process messages> for CSM CCM service

REQUESTED FOR REMOTE <Process messages> for CSM CCM service
REQUESTED FROM REMOTE <Process messages> for CSM CCM service

TOTAL TRANSMITTED MESSAGES <2907> for EStreamer Events service
RECEIVED MESSAGES <1453> for service EStreamer Events service

SEND MESSAGES <1454> for EStreamer Events service

HALT REQUEST SEND COUNTER <0> for EStreamer Events service

STORED MESSAGES for EStreamer Events service (service 0/peer 0)

STATE <Process messages> for EStreamer Events service

REQUESTED FOR REMOTE <Process messages> for EStreamer Events service
REQUESTED FROM REMOTE <Process messages> for EStreamer Events service

Priority UE Channel 1 service

TOTAL TRANSMITTED MESSAGES <2930> for UE Channel service
RECEIVED MESSAGES <11> for UE Channel service

SEND MESSAGES <2919> for UE Channel service

HALT REQUEST SEND COUNTER <0> for UE Channel service

STORED MESSAGES for UE Channel service (service 0/peer 0)

STATE <Process messages> for UE Channel service

REQUESTED FOR REMOTE <Process messages> for UE Channel service
REQUESTED FROM REMOTE <Process messages> for UE Channel service

Priority UE Channel 0 service

TOTAL TRANSMITTED MESSAGES <2942> for UE Channel service
RECEIVED MESSAGES <11> for UE Channel service

SEND MESSAGES <2931> for UE Channel service

HALT REQUEST SEND COUNTER <0> for UE Channel service

STORED MESSAGES for UE Channel service (service 0/peer 0)

STATE <Process messages> for UE Channel service

REQUESTED FOR REMOTE <Process messages> for UE Channel service
REQUESTED FROM REMOTE <Process messages> for UE Channel service

TOTAL TRANSMITTED MESSAGES <29286> for FSTREAM service
RECEIVED MESSAGES <14648> for FSTREAM service
SEND MESSAGES <14638> for FSTREAM service

Heartbeat Send Time: Wed Oct 12 21:58:31 2016
Heartbeat Received Time: Wed Oct 12 21:59:48 2016

KAKK KKK KA KRR KA KRR KKK KKK KK

**RPC STATUS****10.83.57 .41 **kkkokokhokkxk
'ip' => '10.83.57.41"',
'uuid' => 'c03cb3c2-8fe2-11le6-bce8-8c278d49b0dd",
'ipv6e' => '2001:420:2710:2556:1:0:0:41",
'name' => '10.83.57.41",
'active' => '1",
'uuid gw' => "'"',
'last_changed' => 'Tue Oct 11 19:32:20 2016"'

Check routes:

Related Commands  Command Description

configure manager add | Adds a remote manager, management center.
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sftunnel-status-brief

To view a brief status of the connection (tunnel) between the device and the managing management center,
use the sftunnel-status-brief command.

sftunnel-status-brief

Command History Release Modification
6.7 This command was introduced.
Usage Guidelines Enter the sftunnel-status-brief command to view the management connection status. You can also use

sftunnel-statusto vie