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same-security-traffic

To permit communication between interfaces with equal security levels, or to allow traffic to enter and exit
the same interface, use the same-security-traffic command in global configuration mode. To disable the
same-security traffic, use the no form of this command.

same-security-traffic permit { inter-interface | intra-interface }
no same-security-traffic permit { inter-interface | intra-interface }

Syntax Description

Command Default

Command Modes

inter-interface Permits communication between different interfaces that have the same security level.

intra-interface Permits communication in and out of the same interface.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

7.2(1) The intra-interface keyword now allows all traffic to enter and exit the same interface, and not
just IPsec traffic.

Allowing communication between same security interfaces (enabled by the same-security-traffic
inter-interface command) provides the following benefits:

* You can configure more than 101 communicating interfaces. If you use different levels for each interface,
you can configure only one interface per level (0 to 100).

* You can allow traffic to flow freely between all same security interfaces without access lists.

The same-security-trafficintra-interface command lets traffic enter and exit the same interface, which is
normally not allowed. This feature might be useful for VPN traffic that enters an interface, but is then routed
out the same interface. The VPN traffic might be unencrypted in this case, or it might be re-encrypted for
another VPN connection. For example, if you have a hub and spoke VPN network, where the Secure Firewall
ASA is the hub, and remote VPN networks are spokes, for one spoke to communicate with another spoke,
traffic must go into the ASA and then out again to the other spoke.
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\)

Note  All traffic allowed by the same-security-traffic intra-interface command is still subject to firewall rules.
Be careful not to create an asymmetric routing situation that can cause return traffic not to traverse the ASA.

Examples The following example shows how to enable the same-security interface communication:
ciscoasa(config) # same-security-traffic permit inter-interface
The following example shows how to enable traffic to enter and exit the same interface:
ciscoasa (config) # same-security-traffic permit intra-interface

Related Commands | Command Description

show running-config same-security-traffic | Displays the same-secur ity-tr affic configuration.
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sasl-mechanism .

To specify a SASL (Simple Authentication and Security Layer) mechanism for authenticating an LDAP client
to an LDAP server, use the sas-mechanism command in aaa-server host configuration mode. The SASL
authentication mechanism options are digest-md5 and kerberos.

To disable an authentication mechanism, use the no form of this command.

sad-mechanism { digest-md5 | kerberos server-group-name }
no sasl-mechanism { digest-md>5 | kerber os server-group-name }

\)

Note Because the ASA serves as a client proxy to the LDAP server for VPN users, the LDAP client referred to
here is the ASA.

Syntax Description digest-md5

The ASA responds with an MD5 value computed from the username and password.

kerberos

The ASA responds by sending the username and realm using the GSSAPI (Generic
Security Services Application Programming Interface) Kerberos mechanism.

server-group-name  Specifies the Kerberos aaa-server group, up to 64 characters.

Command Default No default behavior or values. The ASA passes the authentication parameters to the LDAP server in plain

text.

\}

Note We recommend that you secure LDAP communications with SSL using the ldap-over-ss command if you
have not configured SASL.

Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
aaa-server host * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification
7.1(1)  This command was added.
Usage Guidelines Use this command to specify ASA authentication to an LDAP server using SASL mechanisms.
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Both the ASA and the LDAP server can support multiple SASL authentication mechanisms. When negotiating
SASL authentication, the ASA retrieves the list of SASL mechanisms configured on the server and sets the
authentication mechanism to the strongest mechanism configured on both the ASA and the server. The Kerberos
mechanism is stronger than the Digest-MDS5 mechanism. To illustrate, if both the LDAP server and the ASA
support both mechanisms, the ASA selects Kerberos, the stronger of the mechanisms.

When disabling the SASL mechanisms, you must enter a separate N0 command for each mechanism you
want to disable because they are configured independently. Mechanisms that you do not specifically disable
remain in effect. For example, you must enter both of the following commands to disable both SASL
mechanisms:

no sasl-mechanism digest-md5
no sasl-mechanism ker beros server-group-name

The following examples, entered in aaa-server host configuration mode, enable the SASL mechanisms
for authentication to an LDAP server named Idapsvrl with an IP address of 10.10.0.1. This example
enables the SASL digest-md5 authentication mechanism:

ciscoasa(config) # aaa-server ldapsvrl protocol ldap
ciscoasa (config-aaa-server-group) # aaa-server ldapsvrl host 10.10.0.1
ciscoasa (config-aaa-server-host)# sasl-mechanism digest-md5

The following example enables the SASL Kerberos authentication mechanism and specifies
kerb-servrl as the Kerberos AAA server:

ciscoasa (config) # aaa-server ldapsvrl protocol ldap
ciscoasa(config-aaa-server-group) # aaa-server ldapsvrl host 10.10.0.1
ciscoasa(config-aaa-server-host)# sasl-mechanism kerberos kerbsvrl

Related Commands

Command Description

Idap-over-sd Specifies that SSL secures the LDAP client-server connection.
server-type Specifies the LDAP server vendor as either Microsoft or Sun.
Idap attribute-map (global Creates and names an LDAP attribute map for mapping user-defined
configuration mode) attribute names to Cisco LDAP attribute names.
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To add a new SAML IdP, use the saml idp command in webvpn configuration mode. To remove a SAML
1dP, use the no form of this command.

saml idp idp-entitylD
no saml idp idp-entitylD

Syntax Description

base-URL

The Clientless VPN’s base URL. It is used in SAML metadata that is provided
to third-party IdPs, so that IdPs can redirect end users back to the ASA.

clock-skew <value>

Clock skew which will tolerate the NotBefore and NotOnOrAfter SAML
assertions. By default the clock-skew should be disabled. The default value
for the clock-skew is 1 second. The allowed range is 1 - 180 seconds.

idp-entityl D The entity ID of the SAML Idp you are configuring the ASA to use.
internal Set this flag if the IdP is in the internal network.
signature Enable or disable signature in a SAML request.

signature <value>

(Optional) Enable signature and use a specific method in a SAML request.

timeout assertion

Overrides NoOnOrAfter if the sum of NotBefore and timeout is earlier than
NoOnOrAfter.

timeout-in-seconds

The SAML timeout value in seconds. By default, there is no SAML timeout.
NotBefore and NotOnOrA fter in the assertion is used to determine the validity.

trustpoint [idp | sp]
<trustpoint-name>

The trustpoint idp contains the IdP certificate for ASA to verify SAML
assertions.

The trustpoint-name is one of the existing trustpoint names.

The trustpoint sp contains the ASA (SP’s) certificate for IdP to verify the
ASA’s signature or encrypt SAML assertion.

url [sign-in | sign-out]

<value>

The URL is the IdP’s sign-in and sign-out URL.

The value of the URL for signing into the IdP. The url value must contain 4
to 2000 characters.

Command Default

Command Modes

None.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
webvpn * Yes * Yes * Yes —

Cisco Secure Firewall ASA Series Command Reference, S Commands .



. saml idp

sa-shov |

Command History

Usage Guidelines

Examples

Release Modification

9.5(2) This command was added.

9.7(1) The internal attribute was added.

9.8(1) Added SHA2 support and the ability to specify a signature method in a SAML request.

This command configures one or more third party SAML identity provider's settings. The IdP settings are not
used until they are applied in a tunnel group.

The SAML 1dP's sign-in url, sign-out url, signing certificate can be found on the vendor's website. You must
create a trustpoint to hold the IdP's signing certificate. The trustpoint name will be used by trustpoint idp.

Creating an Idp in webvpn mode puts you into saml-idp sub-mode, where you configure the following settings
for this Idp:

» url sign-in—URL to sign in to the Idp.
» url sign-out—URL for redirecting to when signing out of the IdP.
* signature—Enable or disable signature in SAML request. By default, the signature is disabled.

* signature <value>—Enable signature and specify the method as rsa-shal, rsa-sha256, rsa-sha384, or
rsa-sha512. By default the signature is disabled.

* time-out—SAML timeout value in seconds.

* base-url—URL is provided to third-party IdPs to redirect end-users back to the ASA. When base-url is
not configured, the URL comes from the ASA’s hostname and domain-name. For example,
https://ssl-vpn.cisco.com as the base URL in show saml metadata when hostname is “ssl-vpn” and domain
name is “cisco.com.” If neither base-url or hostname/domain-name are configured, show saml metadata
returns an error.

* trustpoint—Assigns an existing trustpoint based on the ASA (SP)'s or IDP certificate that the IdP can
use to verify ASA's signature or encrypt SAML assertion.

The following example shows how to define an Idp, and configure the Idp settings:

ciscoasa (config) # same-security-traffic permit inter-interface
ciscoasa (config-webvpn)# saml idp salesforce_idp

ciscoasa (config-webvpn-saml-idp) # url sign-in
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect

ciscoasa (config-webvpn-saml-idp)# url sign-out
https://asa-dev-ed.my.salesforce.com/idp/endpoint/HttpRedirect
ciscoasa (config-webvpn-saml-idp) # trustpoint idp salesforce_trustpoint
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa_trustpoint
ciscoasa (config-webvpn) # saml idp feide_idp

ciscoasa (config-webvpn-saml-idp) # url sign-in
http://cisco.feide.no/simplesaml/saml2/idp/SSOService.php

ciscoasa (config-webvpn-saml-idp) # trustpoint idp feide_trustpoint
ciscoasa (config-webvpn-saml-idp) # trustpoint sp asa_trustpoint
ciscoasa (config-webvpn-saml-idp) # signature
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ciscoasa (config-webvpn-saml-idp) # timeout assertion 120
ciscoasa (config-webvpn-saml-idp) # base-url https://ssl-vpn.cisco.com

Related Commands | Command Description

authentication | Sets the authentication type for a tunnel group, such as saml.

identity-provider | Names this configuration of a third-party SAML identity provider in the ASA.
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saml idp-trustpoint

To override the trustpoint IdP setting in the SAML IdP configuration, use the saml idp-trustpoint command
in the webvpn tunnel group configuration mode. To remove the IdP trustpoint settings, use the no form of the
command

saml idp-trustpoint name
no saml idp-trustpoint name

Syntax Description

Command Default

Command Modes

rare Name of the IdP
trustpoint.

Not enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
configtunnelwebvpn * Yes * Yes * Yes * No —

Command History

Usage Guidelines

Examples

Release Modification

9.17(1) This command was added.

Existing ASA SAML configurations support only one IDP trustpoint for each configured SAML IDP. The
saml idp-trustpoint command overrides the IdP settings to support the Microsoft Azure multiple application
deployment scenario.

If the IdP trustpoint setting is present in the tunnel-group, the command overrides the trustpoint IdP setting
in the IdP configuration, which is referenced by the saml identity-provider command in the tunnel group.

The following example shows how to override the IdP settings in trustpoint IdP configuration:

ciscoasa (config) # same-security-traffic permit inter-interface
ciscoasa (config-webvpn) # tunnel-group Sales webvpn-attributes
ciscoasa(config-tunnel-webvpn)# saml idp-trustpoint _SmartCallHome_ ServerCA

Related Commands

Command Description

identity-provider | Names configuration of a third-party SAML identity provider in the ASA.
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saml identity-provider

Use this CLI in config-tunnel-webvpn mode to assign a SAML IdP to a tunnel group (connection profile)

saml identity-provider name
no saml identity-provider name

Syntax Description

name The name of the SAML Idp you are configuring the ASA to use.

Command Default

None.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
webvpn * Yes * Yes * Yes * Yes —

Command History

Release Modification

9.5(2) This command was added.

Usage Guidelines

This names this configuration of a third-party SAML identity provider in the ASA.

\}

Note While adding the SAML identity provider name, if you get the error "ERROR: SAML configuration could
not be built", check your tunnel group name to ensure that the tunnel-group name does not contain the following
special characters: &, ", or <. The tunnel group name is added using the tunnel-group webvpn-attributes
command.

Related Commands

Command Description

authentication | Sets the authentication type for a tunnel group, such as saml.

idp Sets the Idp for a third-party SAML identity provider.
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To specify the number of SAST certificates to create in the CTL record, use the sast command in ctl-file
configuration mode. To set the number of SAST certificates in the CTL file back to the default value of 2,
use the nNo form of this command.

sast number_sasts
no sast number_sasts

Syntax Description

Command Default

Command Modes

number_sasts Specifies the number of SAST keys to create. The default is 2. The maximum allowed is 5.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Ctl-file * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(4) The command was added.

CTL files are signed by a System Administrator Security Token (SAST).

Because the Phone Proxy generates the CTL file, it needs to create the SAST key to sign the CTL file itself.
This key can be generated on the ASA. A SAST is created as a self-signed certificate.

Typically, a CTL file contains more than one SAST. In case a SAST is not recoverable, the other one can be
used to sign the file later.

The following example shows the use of the sast command to create 5 SAST certificates in the CTL
file:

ciscoasa

(
config-ctl-file
)# sast 5

Related Commands

Command Description

ctl-file (global) Specifies the CTL file to create for Phone Proxy configuration or the CTL file to

parse from Flash memory.
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Command Description

ctl-file Specifies the CTL file to use for Phone Proxy configuration.
(phone-proxy)

phone-proxy Configures the Phone Proxy instance.
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scansafe

To enable Cloud Web Security inspection for a context, use the scansafe command in context configuration
mode. To disable Cloud Web Security, use the Nno form of this command.

scansafe [ licensekey ]
no scansafe [ licensekey ]

Syntax Description license key Enters an authentication key for this context. If you do not specify a key, the context uses the
license configured in the system configuration. The ASA sends the authentication key to the
Cloud Web Security proxy servers to indicate from which organization the request comes. The
authentication key is a 16-byte hexadecimal number.

Command Default By default, the context uses the license entered in the system configuration.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

9.0(1) This command was added.

Usage Guidelines In multiple context mode, you must allow Cloud Web Security per context.

Examples The following sample configuration enables Cloud Web Security in context one with the default

license and in context two with the license key override:

! System Context

|

scansafe general-options

server primary ip 180.24.0.62 port 8080
retry-count 5

license 366C1D3F5CE67D33D3E9ACEC265261E5
|

context one

allocate-interface GigabitEthernet0/0.1
allocate-interface GigabitEthernet0/1.
allocate-interface GigabitEthernet0/3.1
scansafe

config-url disk0:/one ctx.cfg
|

—

context two
allocate-interface GigabitEthernet0/0.2
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allocate-interface GigabitEthernet0/1.2
allocate-interface GigabitEthernet0/3.2

scansafe license 366C1D3F5CE67D33D3E9ACEC26789534
config-url disk0:/two ctx.cfg

|

Related Commands Command Description

class-map typeinspect scansafe | Creates an inspection class map for whitelisted users and groups.

default user group Specifies the default username and/or group if the ASA cannot
determine the identity of the user coming into the ASA.

http [ s] (parameters) Specifies the service type for the inspection policy map, either HTTP
or HTTPS.

inspect scansafe Enables Cloud Web Security inspection on the traffic in a class.

license Configures the authentication key that the ASA sends to the Cloud

Web Security proxy servers to indicate from which organization the
request comes.

match user group Matches a user or group for a whitelist.

policy-map type inspect scansafe | Creates an inspection policy map so you can configure essential
parameters for the rule and also optionally identify the whitelist.

retry-count Enters the retry counter value, which is the amount of time that the
ASA waits before polling the Cloud Web Security proxy server to
check its availability.

scansafe In multiple context mode, allows Cloud Web Security per context.
scansafe gener al-options Configures general Cloud Web Security server options.
server { primary | backup } Configures the fully qualified domain name or IP address of the primary

or backup Cloud Web Security proxy servers.

show conn scansafe Shows all Cloud Web Security connections, as noted by the capitol Z
flag.
show scansafe server Shows the status of the server, whether it’s the current active server,

the backup server, or unreachable.

show scansafe statistics Shows total and current http connections.
user-identity monitor Downloads the specified user or group information from the AD agent.
whitelist Performs the whitelist action on the class of traffic.
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scansafe general-options

To configure communication with the Cloud Web Security proxy server, use the scansafe general-options
command in global configuration mode. To remove the server configuration, use the no form of this command.

scansafe gener al-options
no scansafe gener al-options

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration
Command History Release Modification
9.0(1) This command was added.
Usage Guidelines You can configure a primary and backup proxy server for Cloud Web Security.
Examples The following example configures a primary server:
scansafe general-options
server primary ip 180.24.0.62 port 8080
retry-count 5
license 366C1D3F5CE67D33D3EJACEC265261E5
Related Commands Command Description

class-map typeinspect scansafe| Creates an inspection class map for whitelisted users and groups.

default user group Specifies the default username and/or group if the ASA cannot determine
the identity of the user coming into the ASA.

health-check application Enables Cloud Web Security application health checking for failover.

http[s] (parameters) Specifies the service type for the inspection policy map, either HTTP or
HTTPS.

inspect scansafe Enables Cloud Web Security inspection on the traffic in a class.
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Command

Description

license

Configures the authentication key that the ASA sends to the Cloud Web
Security proxy servers to indicate from which organization the request
comes.

match user group

Matches a user or group for a whitelist.

policy-map typeinspect scansafe

Creates an inspection policy map so you can configure essential
parameters for the rule and also optionally identify the whitelist.

retry-count Enters the retry counter value, which is the amount of time that the ASA
waits before polling the Cloud Web Security proxy server to check its
availability.

scansafe In multiple context mode, allows Cloud Web Security per context.

scansafe gener al-options

Configures general Cloud Web Security server options.

server {primary | backup}

Configures the fully qualified domain name or IP address of the primary
or backup Cloud Web Security proxy servers.

show conn scansafe

Shows all Cloud Web Security connections, as noted by the capitol Z
flag.

show scansafe server

Shows the status of the server, whether it’s the current active server, the
backup server, or unreachable.

show scansafe statistics

Shows total and current http connections.

user-identity monitor

Downloads the specified user or group information from the AD agent.

whitelist

Performs the whitelist action on the class of traffic.
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scep-enroliment enable

To enable or disable the Simple Certificate Enrollment Protocol for a tunnel group, use the scep-enrollment
enable command in tunnel-group general-attributes mode.

To remove the command from the configuration, use the no form of this command.

scep-enrollment enable
no scep-enroliment enable

Syntax Description ~ This command has no arguments or keywords.

Command Default By default, this command is not present in the tunnel group configuration.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Tunnel-group * Yes — * Yes — —
general-attributes
configuration
Command History Release Modification

8.4(1) This command was added.

Usage Guidelines Only the Cisco Secure Client, Release 3.0 and later, supports this feature.

The ASA can proxy SCEP requests between Secure Client and a third-party certificate authority. The certificate
authority only needs to be accessible to the ASA if it is acting as the proxy. For the ASA to provide this
service, the user must authenticate using any of the methods supported by AAA before the ASA sends an
enrollment request. You can also use Host Scan and dynamic access policies to enforce rules of eligibility to
enroll.

The ASA supports this feature only with an AnyConnect SSL or IKEv2 VPN session. It supports all
SCEP-compliant certificate authorities, including IOS CS, Windows Server 2003 CA, and Windows Server
2008 CA.

Clientless (browser-based) access does not support SCEP Proxy, although WebLaunch—clientless-initiated
Secure Client—does support it.

The ASA does not support polling for certificates.

The ASA supports load balancing for this feature.

Examples The following example, entered in global configuration mode, creates a remote access tunnel group

named remotegrp and enables SCEP for the group policy:
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ciscoasa(config)# tunnel-group remotegrp type remote-access

ciscoasa(config) # tunnel-group remotegrp general-attributes

ciscoasa (config-tunnel-general) # scep-enrollment enable

INFO: 'authentication aaa certificate' must be configured to complete setup of this option.

Related Commands | Command Description
crypto ikev2 enable Enables IKEv2 negotiation on the interface on which IPsec peers
communicate.
scep-forwarding-url Enrolls the SCEP certificate authority for the group policy.

secondary-pre-fill-username clientless | Supplies a common, secondary password when a certificate is
unavailable for WebLaunch support of the SCEP proxy.

secondar y-authentication-server-group | Supplies the username when a certificate is unavailable.
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scep-forwarding-url

To enroll an SCEP certificate authority for a group policy, use the scep-forwarding-url command in
group-policy configuration mode.

To remove the command from the configuration, use the No form of this command.

scep-forwarding-url { none|value [ URL ] }
no scep-forwarding-url

Syntax Description none Specifies no certificate authority for the group policy.

URL  Specifies the SCEP URL of the certificate authority.

value Enables this feature for clientless connections.

Command Default By default, this command is not present.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group-policy * Yes — * Yes — —
configuration
Command History Release Modification
8.4(1) This command was added.
Usage Guidelines Enter this command once per group policy to support a third-party digital certificate.
Examples . : : : .
The following example, entered in global configuration mode, creates a group policy named FirstGroup
and enrolls a certificate authority for the group policy:
ciscoasa (config)# group-policy FirstGroup internal
ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/
Attempting to retrieve the CA/RA certificate(s) using the URL. Please wait ...
Related Commands | Command Description
crypto ikev2 enable Enables IKEv2 negotiation on the interface on which IPsec peers
communicate.
scep-enrollment enable Enables Simple Certificate Enrollment Protocol for a tunnel group.
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Command

Description

secondary-pre-fill-username clientless

Supplies a common, secondary password when a certificate is
unavailable for WebLaunch support of the SCEP proxy.

secondar y-authentication-server-group

Supplies the username when a certificate is unavailable.
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Syntax Description

Command Default

Command Modes

sa-shov |

To set the preferred unit for a failover group when using the preempt command, use the secondary command
in failover group configuration mode. To restore the default value, use the Nno form of this command.

secondary
no secondary

This command has no arguments or keywords.
If primary or secondary is not specified for a failover group, the failover group defaults to primary.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Failover group * Yes * Yes — — * Yes

configuration

Command History

Usage Guidelines

Examples

Release | Modification

7.0(1) | This command was added.

9.0(1) |Earlier software versions allowed “simultaneous” boot up so that the failover groups did not require
the preempt command to become active on the preferred unit. However, this functionality has now

changed so that both failover groups become active on the first unit to boot up.

Assigning a primary or secondary preference to a failover group specifies which unit the failover group
becomes active on when you set the preempt command. Both failover groups become active on the first unit
that boots up (even if it seems like they boot simultaneously, one unit becomes active first), despite the primary
or secondary setting for the group. When the other unit comes online, any failover groups that have the second
unit as a priority do not become active on the second unit unless the failover group is configured with the
preempt command or is manually forced to the other unit with the no failover active command. Ifthe failover
group is configured with the preempt command, the failover group automatically becomes active on the
designated unit.

The following example configures failover group 1 with the primary unit as the higher priority and
failover group 2 with the secondary unit as the higher priority. Both failover groups are configured
with the preempt command, so the groups will automatically become active on their preferred unit
as the units become available.

ciscoasa(config)# failover group 1

ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 100
ciscoasa (config-fover-group) # exit
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ciscoasa(config) # failover group 2

ciscoasa

config-fover-group)# secondary

(
(
ciscoasa (config-fover-group) # preempt 100
ciscoasa (config-fover-group) # mac-address el 0000.a000.a011 0000.a000.a012

ciscoasa (config-fover-group) # exit
ciscoasa (config) #

Related Commands

Command Description

failover Defines a failover group for Active/Active failover.

group

preempt Forces the failover group to become active on its preferred unit when the unit becomes
available.

primary Gives the primary unit a higher priority than the secondary unit.
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secondary-authentication-server-group

To specify a secondary authentication server group to associate with the session when double authentication
is enabled, use the secondary-authentication-server-group command in tunnel-group general-attributes
mode. To remove the attribute from the configuration, use the no form of this command.

secondary-authentication-server-group [interface name] {none| LOCAL |groupname [ LOCAL 1} [
use-primary-username ]
no secondary-authentication-server-group

Syntax Description

Command Default

Command Modes

interface_name (Optional) Specifies the interface where the IPsec tunnel terminates.

LOCAL (Optional) Requires authentication against the local user database if all of the
servers in the server group have been deactivated due to communication failures.
If the server group name is either LOCAL or NONE, do not use the LOCAL
keyword here.

none (Optional) Specifies the server group name as NONE , indicating that

authentication is not required.

groupname [ LOCAL ] Identifies the previously configured authentication server or group of servers.

Optionally, this can be the LOCAL group.

use-primary-username Use the primary username as the username for the secondary authentication.

The default value is none.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Release Modification

8.2(1) This command was added.

This command is meaningful only when double authentication is enabled. The
secondary-authentication-server-group command specifies the secondary AAA server group. The secondary
server group cannot be an SDI server group.

If the use-primary-username keyword is configured, then only one username is requested in the login dialog.

If the usernames are extracted from a digital certificate, only the primary username is used for authentication.
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Examples The following example, entered in global configuration mode, creates a remote access tunnel group

named remotegrp and specifies the use of the group sdi_server as the primary server group and the
group Idap server as the secondary authentication server group for the connection:

ciscoasa(config)# tunnel-group remotegrp type remote-access

ciscoasa(config) # tunnel-group remotegrp general-attributes

ciscoasa (config-tunnel-webvpn) # authentication-server-group sdi_server

ciscoasa (config-tunnel-webvpn) # secondary-authentication-server-group ldap_ server
ciscoasa (config-tunnel-webvpn) #

Related Commands | Command Description

pre-fill-username Enables the pre-fill username feature.

show running-config tunnel-group | Shows the indicated tunnel-group configuration.

tunnel-group general-attributes Specifies the general attributes for the named tunnel-group.

username-from-certificate Specifies the field in a certificate to use as the username for authorization.

Cisco Secure Firewall ASA Series Command Reference, S Commands .



sa-shov |
. secondary-color

secondary-color

To set a secondary color for the WebVPN login, home page, and file access page, use the secondary-color
command in webvpn configuration mode. To remove a color from the configuration and reset the default, use
the no form of this command.

secondary-color [ color ]
no secondary-color

Syntax Description  color (Optional) Specifies the color. You can use a comma separated RGB value, an HTML color value,
or the name of the color if recognized in HTML.

* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue);
the comma separated entry indicates the level of intensity of each color to combine with the
others.

* HTML format is #000000, six digits in hexadecimal format; the first and second represent red,
the third and fourth green, and the fifth and sixth represent blue.

» Name length maximum is 32 characters

Command Default The default secondary color is HTML #CCCCEFF, a lavender shade.

Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes * Yes — — * Yes
configuration
Command History Release Modification

7.0(1) This command was added.

Usage Guidelines The number of RGB values recommended for use is 216, many fewer than the mathematical possibilities.
Many displays can handle only 256 colors, and 40 of those look differently on MACs and PCs. For best results,
check published RGB tables. To find RGB tables online, enter RGB in a search engine.

Examples The following example shows how to set an HTML color value of #5F9EAOQ, which is a teal shade:

ciscoasa

(config) #

webvpn

ciscoasa(config-webvpn) # secondary-color #5F9EAO
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Related Commands

Command

Description

title-color

Sets a color for the WebVPN title bar on the login, home page, and file access page
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secondary-pre-fill-username

To enable the extraction of a username from a client certificate for use in double authentication for a clientless
or an Secure Client connection, use the secondary-pre-fill-username command in tunnel-group
webvpn-attributes mode. To remove the attribute from the configuration, use the no form of this command.

secondary-pre-fill-username { clientless| ssl-client } [ hide]
secondary-pre-fill-username { clientless| sd-client } hide [ use-primary-password |
use-common-password [ type num ] password ]

no secondar y-pre-fill-username

Syntax Description

Command Default

Command Modes

clientless Enables this feature for clientless connections.

hide Hides the username to be used for authentication from the VPN user.

password Enter the password string.

client Enables this feature for AnyConnect VPN client connections. Use the client keyword
S-dlient in 9.8(1)+.

type_num Enter one of the following options:

+ 0 if the password to be entered is plain text.

+ 8 if the password to be entered is encrypted. The password appears as asterisks
as you type.

use-common-password Specifies a common secondary authentication password to use without prompting
the user for it.

use-primary-password Reuses the primary authentication password for secondary authentication without
prompting the user for it.

This feature is disabled by default. Entering this command without the hide keyword reveals the extracted
username to the VPN user. The user receives a password prompt if you specify neither the use-primary-password
nor the use-common-password keywords. The default value of type numis 8.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Tunnel-group * Yes — * Yes — —
webvpn-attributes
configuration
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Command History

Usage Guidelines

Examples

Release Modification

8.2(1) This command was added.

8.3(2) The [ use-primary-password | use-common-password [type_num ] password ] option was
added.

9.8(1) The sd-client keyword was changed to client.

To enable this feature, you must also enter the Secondary-username-from-certificate command in
tunnel-group general-attributes mode.

This command is meaningful only if double authentication is enabled. The secondary-pre-fill-username
command enables the use of a username extracted from the certificate field specified in the

secondar y-user name-from-certificate command as the username for secondary username/password
authentication. To use this secondary-pre-fill username-from-certificate feature, you must configure both
commands.

)

Note Clientless and SSL-client connections are not mutually exclusive options. Only one can be specified per

command line, but both can be enabled at the same time.

If you hide the second username and use a primary or common password, the user experience is similar to
single authentication. Using the primary or common password makes the use of device certificates to
authenticate a device a seamless user experience.

The use-primary-password keyword specifies the use of the primary password as the secondary password
for all authentications.

The use-common-password keyword specifies the use of a common secondary password for all secondary
authentications. If a device certificate installed on the endpoint contains a BIOS ID or some other identifier,
a secondary authentication request can use the pre-filled BIOS ID as the second username and use a common
password configured for all authentications in that tunnel group.

The following example creates an [Psec remote access tunnel group named remotegrp, and specifies
the reuse of a name from the digital certificate on the endpoint as the name to be used for an
authentication or authorization query when the connections are browser-based.

ciscoasa (config)# tunnel-group remotegrp type ipsec_ra
ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username clientless

The following example performs the same function as the previous command, but hides the extracted
username from the user:

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username clientless hide

The following example performs the same function as the previous command, except that it applies
only to Secure Client connections:

ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username client hide
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The following example hides the username and reuses the primary authentication password for
secondary authentication without prompting the user:

ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username client hide use-primary-password

The following example hides the username and uses the password you enter for secondary
authentication:

ciscoasa(config-tunnel-webvpn) # secondary-pre-fill-username client hide use-common-password

khkkkkkkkkk
Related Commands | Command Description
prefill-username Enables the pre-fill username feature.

show running-config tunnel-group | Shows the indicated tunnel-group configuration.

tunnel-group general-attributes | Specifies the general attributes for the named tunnel-group.

user name-from-certificate Specifies the field in a certificate to use as the username for
authorization.
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secondary-text-color

To set the secondary text color for the WebVPN login, home page and file access page, use the
secondary-text-color command in webvpn mode. To remove the color from the configuration and reset the
default, use the no form of this command.

secondary-text-color [ black | white ]
no secondary-text-color

Syntax Description

Command Default

Command Modes

auto Chooses black or white based on the settings for the text-color command. That is, if the primary color
is black, this value is white.

black The default secondary text color is black.

white You can change the text color to white.

The default secondary text color is black.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Webvpn * Yes — * Yes — —

Command History

Examples

Release Modification

7.0(1) This command was added.

The following example shows how to set the secondary text color to white:

ciscoasa

(config) #

webvpn

ciscoasa (config-webvpn) # secondary-text-color white

Related Commands

Command | Description

text-color | Sets a color for text in the WebVPN title bar on the login, home page and file access page
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secondary-username -from-certificate

To specify the field in a certificate to use as the secondary username for double authentication for a clientless
or AnyConnect (SSL-client) connection, use the secondary-user name-from-certificate command in
tunnel-group general-attributes mode.

sa-shov |

To remove the attribute from the configuration and restore default values, use the no form of this command.

secondary-username-from-certificate { primary-attr [ secondary-attr ] | use-entire-name | use-script

}

no secondary-username-from-certificate

Syntax Description

Command Default

Command Modes

primary-attr

Specifies the attribute to use to derive a username for an authorization query from a
certificate. If pre-fill-username is enabled, the derived name can also be used in an
authentication query.

secondary-attr

(Optional) Specifies an additional attribute to use with the primary attribute to derive a
username for an authentication or authorization query from a digital certificate. If
pre-fill-username is enable, the derived name can also be used in an authentication query.

use-entire-name

Specifies that the ASA must use the entire subject DN (RFC1779) to derive a name for an
authorization query from a digital certificate.

use-script

Specifies the use of a script file generated by Adaptive Security Device Manager (ASDM)

to extract the DN fields from a certificate for use as a username.

This feature is disabled by default and is meaningful only when double authentication is enabled.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Tunnel-group
general-attributes
configuration

* Yes

* Yes

Command History

Usage Guidelines
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To use this derived username in the pre-fill username from certificate feature for the secondary
username/password authentication or authorization, you must also configure the pre-fill-username and
secondary-pre-fill-user name commands in tunnel-group webvpn-attributes mode. That is, to use the secondary
pre-fill username feature, you must configure both commands.

Possible values for primary and secondary attributes include the following:

Attribute Definition

C Country: the two-letter country abbreviation. These codes conform to ISO 3166 country
abbreviations.

CN Common Name: the name of a person, system, or other entity. Not available a s a secondary
attribute.

DNQ Domain Name Qualifier.

EA E-mail address.

GENQ Generational Qualifier.

GN Given Name.

I Initials.

L Locality: the city or town where the organization is located.

N Name.

o Organization: the name of the company, institution, agency, association or other entity.

ou Organizational Unit: the subgroup within the organization (O).

SER Serial Number.

SN Surname.

SP State/Province: the state or province where the organization is located

T Title.

UID User Identifier.

UPN User Principal Name.

use-entire-name | Use entire DN name. Not available a s a secondary attribute.

use-script Use a script file generated by ASDM.

\)

Note If you also specify the secondary-authentication-server-group command, along with the
secondary-user name-from-certificate command, only the primary username is used for authentication.
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Examples The following example, entered in global configuration mode, creates a remote access tunnel group

named remotegrp and specifies the use of CN (Common Name) as the primary attribute and OU as
the secondary attribute to use to derive a name for an authorization query from a digital certificate:

ciscoasa(config)# tunnel-group remotegrp type remote-access
ciscoasa(config) # tunnel-group remotegrp general-attributes

ciscoasa (config-tunnel-general) # username-from-certificate CN

ciscoasa (config-tunnel-general) # secondary-username-from-certificate OU
ciscoasa (config-tunnel-general) #

The following example shows how to modify the tunnel-group attributes to configure the pre-fill
username.

username-from-certificate {use-entire-name | use-script | <primary-attr>} [secondary-attr]
secondary-username-from-certificate {use-entire-name | use-script | <primary-attr>}
[secondary-attr] ; used only for double-authentication

Related Commands | Command Description

pre-fill-username Enables the pre-fill username feature.

secondary-pre-fill-username Enables username extraction for clientless or Secure Client
connection

username-from-certificate Specifies the field in a certificate to use as the username for
authorization.

show running-config tunnel-group Shows the indicated tunnel-group configuration.

secondary-authentication-server-group | Specifies the secondary AAA server group. If the usernames are
extracted from a digital certificate, only the primary username is
used for authentication.
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secondary-username-from-certificate-choice

To select the certificate from where the username should be used for pre-fill username field for secondary
authentication or authorization, use the secondary-username-from-certificate-choice command. Use this
command in tunnel-group general-attributes mode. To use the username from the default certificate, use the
no form of the command.

secondary-user name-from-certificate-choice { first-certificate | second-certificate }
no secondar y-user name-from-certificate-choice { first-certificate | second-certificate }

Syntax Description

Command Default

Command Modes

first-certificate Specifies if the username from the machine certificate sent in SSL or IKE to be used

in pre-fill username field for secondary authentication.

second-certificate  Specifies if the username from the user certificate from client to be used in pre-fill

username field for secondary authentication.

The username for prefill is retrieved from the second certificate by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.14(1) This command was added.

The multiple certificates option allows certificate authentication of both the machine and user via certificates.
The pre-fill username field allows a field from the certificates to be parsed and used for subsequent (primary
and secondary)AAA authentication in a AAA and certificate authenticated connection. The username for
prefill is always retrieved from the second (user) certificate received from the client.

Beginning with 9.14(1), ASA allows you to choose whether the first certificate (machine certificate) or second
certificate (user certificate) should be used to derive the username for the pre-fill username field.

This command is available and can be configured for any tunnel groups irrespective of the authentication type
(aaa, certificate, or multiple-certificate). However, the configuration takes effect only for Multiple Certificate
Authentication (multiple-certificate or aaa multiple-certificate). When the option is not used for Multiple

Certificate Authentication, the second certificate is used by default for authentication or authorization purpose.

The following example shows how to configure the certificate to be used for prefill username for
primary and secondary authentication or authorization:
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ciscoasa(config) #tunnel-group tgl type remote-access

ciscoasa (config) #tunnel-group tgl general-attributes

ciscoasa(config-tunnel-general) # address-pool IPv4

ciscoasa(config-tunnel-general)# secondary-authentication-server-group LOCAL/<Auth-Server>

ciscoasa (config-tunnel-general)# username-from-certificate-choice first-certificate
ciscoasa (config-tunnel-general) # secondary-username-from-certificate-choice first-certificate
ciscoasa(config)# tunnel-group tgl webvpn-attributes

ciscoasa (config-tunnel-webvpn)# authentication aaa multiple-certificate

ciscoasa (config-tunnel-webvpn)# pre-fill-username client

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username client

Related Commands Command Description

username-from-certificate-choice | Specify the certificate option for primary authentication.
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secure-unit-authentication

To enable secure unit authentication, use the secure-unit-authentication enable command in group-policy
configuration mode. To disable secure unit authentication, use the secure-unit-authentication disable
command. To remove the secure unit authentication attribute from the running configuration, use the no form
of this command.

secure-unit-authentication { enable | disable }
Nno secur e-unit-authentication

Syntax Description

dissble Disables secure unit authentication.

enable Enables secure unit authentication.

Command Default

Secure unit authentication is disabled.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group-policy * Yes — * Yes — —
configuration

Command History

Release Modification

7.0(1) This command was added.

Usage Guidelines

Examples

Secure unit authentication requires that you have an authentication server group configured for the tunnel
group the hardware client(s) use.

If you require secure unit authentication on the primary ASA, be sure to configure it on any backup servers
as well.

The no option allows inheritance of a value for secure unit authentication from another group policy.

Secure unit authentication provides additional security by requiring VPN hardware clients to authenticate
with a username and password each time the client initiates a tunnel. With this feature enabled, the hardware
client does not have a saved username and password.

\}

Note  With this feature enabled, to bring up a VPN tunnel, a user must be present to enter the username and password.

The following example shows how to enable secure unit authentication for the group policy named
FirstGroup:

Cisco Secure Firewall ASA Series Command Reference, S Commands .



sa-shov |
. secure-unit-authentication

ciscoasa (config)# group-policy FirstGroup attributes
ciscoasa (config-group-policy)# secure-unit-authentication
enable

Related Commands | Command Description

ip-phone-bypass |Lets IP phones connect without undergoing user authentication. Secure unit
authentication remains in effect.

leap-bypass Lets LEAP packets from wireless devices behind a VPN hardware client travel across
a VPN tunnel prior to user authentication, when enabled. This lets workstations using
Cisco wireless access point devices establish LEAP authentication. Then they
authenticate again per user authentication.

user-authentication | Requires users behind a hardware client to identify themselves to the ASA before
connecting.

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| sa-shov

security-group .

security-group

To add a security group to a security object group for use with Cisco TrustSec, use the security-group
command in object-group security configuration mode. To remove the security group, use the no form of this
command.

security-group { tag sgt## | name sg_name }
No security-group { tag sgt## | name sg_name }

Syntax Description

Command Default

Command Modes

tag sgt# Specifies the security group object as an inline tag. Enter a number from 1 to 65533 for a
Tag security type.

An SGT is assigned to a device through IEEE 802.1X authentication, web authentication, or
MAC authentication bypass (MAB) by the ISE. Security group names are created on the ISE
and provide user-friendly names for security groups. The security group table maps SGTs
to security group names.

name Specifies the security group object as a named object. Enter a 32-byte case-sensitive string
sg_nhame for a Name security type. The Sg_name can contain any character including [a-z], [A-Z],

[0-9], [!@#$%"&()-_{}. 1.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Object-group * Yes * Yes * Yes * Yes —
security
configuration

Command History

Usage Guidelines

Release Modification

9.0(1) This command was added.

You can create security group object groups for use in features that support Cisco TrustSec by including the
group in an extended ACL, which in turn can be used in an access rule, for example.

When integrated with Cisco TrustSec, the ASA downloads security group information from the ISE. The ISE
acts as an identity repository, by providing Cisco TrustSec tag to user identity mapping and Cisco TrustSec
tag to server resource mapping. You provision and manage security group access lists centrally on the ISE.

However, the ASA might have localized network resources that are not defined globally that require local
security groups with localized security policies. Local security groups can contain nested security groups that
are downloaded from the ISE. The ASA consolidates local and central security groups.
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To create local security groups on the ASA, you create a local security object group. A local security object
group can contain one or more nested security object groups or Security IDs or security group names. User
can also create a new Security ID or security group name that does not exist on the ASA.

You can use the security object groups you create on the ASA to control access to network resources. You
can use the security object group as part of an access group or service policy.

The following example shows how to configure a security group object:

ciscoasa(config) # object-group security mktg-sg
ciscoasa(config) # security-group name mktg
ciscoasa(config) # security-group tag 1

The following example shows how to configure a security group object:
ciscoasa(config) # object-group security mktg-sg-all

ciscoasa(config) # security-group name mktg-managers
ciscoasa(config)# group-object mktg-sg // nested object-group

Related Commands

Command Description
obj ect-group Creates a security group object.
security
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security-group-tag

To configure a security group tag attribute in a remote access VPN group policy or for a user in the LOCAL
user database, use the security-group-tag value command in group-policy or username configuration mode.
To remove the security group tag attribute, use the no form of this command.

security-group-tag { none|valuesgt }
Nno security-group-tag { none|valuesgt }

Syntax Description

Command Default

Command Modes

none Do not set a security group tag for this group policy or user.
value  Specifies the security group tag number.
sgt

The default is security-group-tag none, which means that there is no security group tag in this attribute set.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Group-policy or * Yes * Yes * Yes * Yes —
username
configuration

Command History

Usage Guidelines

Release Modification

9.3(1) This command was added.

ASA supports security group tagging of VPN sessions. You can assign a Security Group Tag (SGT) to a VPN
session using an external AAA server, or by configuring a security group tag for a local user or for a VPN
group policy. This tag can then be propagated through the Cisco TrustSec system over Layer 2 Ethernet.
Security group tags are useful on group policies and for local users when the AAA server cannot provide an
SGT.

Following is the typical process for assigning an SGT to a VPN user:
1. A user connects to a remote access VPN that uses a AAA server group containing ISE servers.

2. The ASA requests AAA information from ISE, which might include an SGT. The ASA also assigns an IP
address for the user’s tunneled traffic.

3. The ASA uses AAA information to authenticate the user and creates a tunnel.

4. The ASA uses the SGT from AAA information and the assigned IP address to add an SGT in the Layer 2
header.

5. Packets that include the SGT are passed to the next peer device in the Cisco TrustSec network.
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If there is no SGT in the attributes from the AAA server to assign to a VPN user, then the ASA uses the SGT
in the group policy. If there is no SGT in the group policy, then tag 0x0 is assigned.

Examples The following example shows how to configure SGT attributes for a group policy.

ciscoasa (config-group-policy) # security-group-tag value 101

Related Commands | Command Description

show asp tablectssgt-map | Displays the IP address-security group table mapping entries from the IP
address-security group table mapping database maintained in the datapath.

show cts sgt-map Displays the IP address-security group table manager entries in the control
path.
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To set the security level of an interface, use the security-level command in interface configuration mode. To
set the security level to the default, use the no form of this command. The security level protects higher security
networks from lower security networks by imposing additional protection between the two.

security-level number
no security-level

Syntax Description

Command Default

Command Modes

nuThe An integer between 0 (lowest) and 100 (highest).

By default, the security level is 0.

If you name an interface “inside” and you do not set the security level explicitly, then the ASA sets the security
level to 100 (see the nameif command). You can change this level if desired.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was moved from a keyword of the nameif command to an interface configuration
mode command.

The level controls the following behavior:

* Network access—By default, there is an implicit permit from a higher security interface to a lower
security interface (outbound). Hosts on the higher security interface can access any host on a lower
security interface. You can limit access by applying an access list to the interface.

For same security interfaces, there is an implicit permit for interfaces to access other interfaces on the same
security level or lower.

* Inspection engines —Some inspection engines are dependent on the security level. For same security
interfaces, inspection engines apply to traffic in either direction.

» NetBIOS inspection engine—Applied only for outbound connections.

* OraServ inspection engine—If a control connection for the OraServ port exists between a pair of hosts,
then only an inbound data connection is permitted through the ASA.

» Filt ering—HTTP(S) and FTP filtering applies only for outbound connections (from a higher level to a
lower level).
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For same security interfaces, you can filter traffic in either direction.

* NAT control—When you enable NAT control, you must configure NAT for hosts on a higher security
interface (inside) when they access hosts on a lower security interface (outside).

Without NAT control, or for same security interfaces, you can choose to use NAT between any interface, or
you can choose not to use NAT. Keep in mind that configuring NAT for an outside interface might require a
special keyword.

» established com mand—This command allows return connections from a lower security host to a higher
security host if there is already an established connection from the higher level host to the lower level
host.

For same security interfaces, you can configure established commands for both directions.

Normally, interfaces on the same security level cannot communicate. If you want interfaces on the same
security level to communicate, see the Same-secur ity-tr affic command. You might want to assign two
interfaces to the same level and allow them to communicate if you want to create more than 101 communicating
interfaces, or you want protection features to be applied equally for traffic between two interfaces; for example,
you have two departments that are equally secure.

If you change the security level of an interface, and you do not want to wait for existing connections to time
out before the new security information is used, you can clear the connections using the clear local-host
command.

The following example configures the security levels for two interfaces to be 100 and 0:

ciscoasa(config) # interface gigabitethernet0/0
ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown

ciscoasa (config-if)# interface gigabitethernet0/1
ciscoasa(config-if)# nameif outside
ciscoasa (config-if)#
ciscoasa (config-if) #
ciscoasa (config-if)#

security-level 0
ip address 10.1.2.1 255.255.255.0

(
(
(
(
(
(
(
(
(
( no shutdown

Related Commands

Command Description

clear Resets all connections.

local-host

interface Configures an interface and enters interface configuration mode.
nameif Sets the interface name.

vlan Assigns a VLAN ID to a subinterface.
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To specify the VXLAN ID for a VNI interface, use the segment-id command in interface configuration mode.
To remove the ID, use the no form of this command.

segment-idid
no segment-id id

segment-id .

Syntax Description

Command Default

Command Modes

d Sets the ID between 1 and 16777215.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.4(1) This command was added.

The segment ID is used for VXLAN tagging.

The following example configures the VNI 1 interface and specifies a segment ID of 1000:

ciscoasa(config)# interface vni 1

(

ciscoasa (config-if) #
ciscoasa (config-if) #
ciscoasa(config-if

ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
(

)
)
)
)
)
ciscoasa (config-if)

#
#
#
#
#

segment-id 1000

vtep-nve 1

nameif vxlanl000

ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
ipv6 address 2001:0DB8::BA98:0:3210/48
security-level 50

mcast-group 236.0.0.100

Related Commands

Command

Description

debug vxlan

Debugs VXLAN traffic.

default-mcast-group

Specifies a default multicast group for all VNI interfaces associated with
the VTEP source interface.

encapsulation vxlan

Sets the NVE instance to VXLAN encapsulation.
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Command Description

inspect vxlan Enforces compliance with the standard VXLAN header format.
interface vni Creates the VNI interface for VXLAN tagging.

mcast-group Sets the multicast group address for the VNI interface.

nve Specifies the Network Virtualization Endpoint instance.
nve-only Specifies that the VXLAN source interface is NVE-only.

peer ip Manually specifies the peer VTEP IP address.

segment-id Specifies the VXLAN segment ID for a VNI interface.

show arp vtep-mapping

Displays MAC addresses cached on the VNI interface for IP addresses
located in the remote segment domain and the remote VTEP IP addresses.

show interface vni

Shows the parameters, status and statistics of a VNI interface, status of its
bridged interface (if configured), and NVE interface it is associated with.

show mac-address-table
vtep-mapping

Displays the Layer 2 forwarding table (MAC address table) on the VNI
interface with the remote VTEP IP addresses.

show nve

Shows the parameters, status and statistics of a NVE interface, status of
its carrier interface (source interface), IP address of the carrier interface,
VNIs that use this NVE as the VXLAN VTEP, and peer VTEP IP addresses
associated with this NVE interface.

show vni vlan-mapping

Shows the mapping between VNI segment IDs and VLAN interfaces or
physical interfaces in transparent mode.

sour ce-interface

Specifies the VTEP source interface.

vtep-nve

Associates a VNI interface with the VTEP source interface.

vxlan port

Sets the VXLAN UDP port. By default, the VTEP source interface accepts
VXLAN traffic to UDP port 4789.
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Syntax Description

Command Default

Command Modes

To send a RADIUS Accounting-Response Start and Accounting-Response Stop message to the sender of the
RADIUS Accounting-Request Start and Stop messages, use the send response command in radius-accounting
parameter configuration mode, which is accessed by using the inspect radius-accounting command.

This option is disabled by default.

send response
no send response

This command has no arguments or keywords.
No default behaviors or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Radius-accounting * Yes * Yes * Yes * Yes —
parameter
configuration

Command History

Examples

Release Modification

7.2(1) This command was added.

The following example shows how to send a response with RADIUS accounting:

hostname (config) # policy-map type inspect radius-accounting ra
ciscoasa (config-pmap) # send response
ciscoasa (config-pmap-p) # send response

Related Commands

Commands Description

inspect Sets inspection for RADIUS accounting.
radius-accounting

parameters Sets parameters for an inspection policy map.
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seq-past-window

To set the action for packets that have past-window sequence numbers (the sequence number of a received
TCP packet is greater than the right edge of the TCP receiving window), use the seg-past-window command
in tcp-map configuration mode. To set the value back to the default, use the no form of this command. This
command is part of the TCP normalization policy enabled using the set connection advanced-options
command.

seg-past-window { allow | drop }
Nno seg-past-window

Syntax Description

Command Default

Command Modes

dlov Allows packets that have past-window sequence numbers. This action is only allowed if the queue-limit
command is set to 0 (disabled).

drop Drops packets that have past-window sequence numbers.

The default action is to drop packets that have past-window sequence numbers.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Tep-map * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

Usage Guidelines

Examples

7.2(4)/8.0(4) This command was added.

To enable TCP normalization, use the Modular Policy Framework:
1.tcp-map—Identifies the TCP normalization actions.

a.seg-past-window—In tcp-map configuration mode, you can enter the seq-past-window command and
many others.

2.class-map—Identify the traffic on which you want to perform TCP normalization.
3.policy-map—Identify the actions associated with each class map.
a.class—Identify the class map on which you want to perform actions.

b.set connection advanced-options—Identify the tcp-map you created.

4.service-policy—Assigns the policy map to an interface or globally.

The following example sets the ASA to allow packets that have past-window sequence numbers:
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ciscoasa(config)# tcp-map tmap

ciscoasa (config-tcp-map) # seq-past-window allow

ciscoasa (config)# class-map cmap

ciscoasa (config-cmap) # match any

ciscoasa(config) # policy-map pmap

ciscoasa (config-pmap) # class cmap

ciscoasa(config-pmap) # set connection advanced-options tmap
ciscoasa(config) # service-policy pmap global

ciscoasa (config) #

Related Commands Command Description
class-map Identifies traffic for a service policy.
policy-map dentifies actions to apply to traffic in a service policy.
queue-limit Sets the out-of-order packet limit.

st connection advanced-options | Enables TCP normalization.

service-policy Applies a service policy to interface(s).

show running-config tcp-map Shows the TCP map configuration.

tcp-map Creates a TCP map and allows access to tcp-map configuration mode.
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serial-number

To include the ASA serial number in the certificate during enrollment, use the serial-number command in
crypto ca trustpoint configuration mode. To restore the default setting, use the no form of the command.

serial-number
no serial-number

Syntax Description This command has no arguments or keywords.

Command Default The default setting is to not include the serial number.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Crypto ca * Yes * Yes * Yes * Yes * Yes
trustpoint
configuration
Command History Release Modification

7.0(1) This command was added.

Examples The following example enters crypto ca trustpoint configuration mode for trustpoint central, and

includes the ASA serial number in the enrollment request for trustpoint central:

ciscoasa(config)# crypto ca trustpoint central
ciscoasa(ca-trustpoint)# serial-number

Related Commands | Command Description

crypto ca Enters trustpoint configuration mode.
trustpoint
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server (pop3s, imap4s, smtps) (Deprecated)
A\

Note The last supported release for this command was Version 9.5(1).

To specify a default e-mail proxy server, use the server command in the applicable e-mail proxy configuration
mode. To remove the attribute from the configuration, use the no version of this command. The ASA sends
requests to the default e-mail server when the user connects to the e-mail proxy without specifying a server.
If you do not configure a default server, and a user does not specify a server, the ASA returns an error.

server { ipaddr or hosthame }
no server

Syntax Description hostname The DNS name of the default e-mail proxy server.

ipaddr ~ The IP address of the default e-mail proxy server.

Command Default There is no default e-mail proxy server by default.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Pop3s * Yes * Yes — — * Yes
configuration
Imap4s * Yes * Yes — — * Yes
configuration
Smtps * Yes * Yes — — * Yes
configuration
Command History Release Modification

7.0(1)  This command was added.

9.5.2  This command was deprecated.

Examples The following example shows how to set a default POP3S e-mail server with an IP address. of

10.1.1.7:

ciscoasa
(config) #
pop3s
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ciscoasa (config-pop3s) # server 10.1.1.7
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server (scansafe general-options)

To configure the primary and backup Cloud Web Security proxy servers, use the server command in scansafe
general-options configuration mode. To remove the server, use the Nno form of this command.

server { primary | backup } { ipip_address | fqdnfqdn } [ port port ]
noserver { primary |backup } { ipip_address | fqdn fqdn } [ port port

Syntax Description

Command Default

Command Modes

backup Specifies that you are identifying the backup server.
ip ip_address Specifies the server IP address.
fqdn fqgdn Specifies the server fully-qualified domain name (FQDN).
port port (Optional) By default, the Cloud Web Security proxy server uses port 8080 for both HTTP
and HTTPS traffic; do not change this value unless directed to do so.
primary Specifies that you are identifying the primary server.
The default port is 8080.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Scansafe * Yes * Yes * Yes — * Yes
general-options
configuration

Command History

Usage Guidelines

Release Modification

9.0(1) This command was added.

When you subscribe to the Cisco Cloud Web Security service, you are assigned a primary Cloud Web Security
proxy server and backup proxy server. These servers are routinely polled to check for their availability. If
your ASA is unable to reach the Cloud Web Security proxy server (for example, if no SYN/ACK packets
arrive from the proxy server), then the proxy server is polled through a TCP three-way handshake to check
its availability. If the proxy server is unavailable after a configured number of retries (the default is five), the
server is declared as unreachable, and the backup proxy server becomes active.
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Examples

Note

You can further refine failover by checking the health of the Cloud Web Security application. In some cases,
the server can complete the TCP three-way handshake, yet the Cloud Web Security application on the server
is not functioning correctly. If you enable application health checking, the system can fail over to the backup
server even if the three-way handshake completes, if the application itself does not respond. This provides a

more reliable failover setup. Use the health-check application command to enable this extra check.

The ASA automatically falls back to the primary Cloud Web Security proxy server from the backup server
after continued polling shows that the primary server is active for two consecutive retry count periods. You
can change this polling interval using the retry-count command.

Proxy Server Is Not Reachable

Traffic Conditions Under Which | Server Timeout Calculation Connection Timeout Result

High traffic Client half open connection timeout + ASA | (30 + 30) = 60 seconds
TCP connection timeout

Single connection failure Client half open connection timeout + ((retry | (30 + ((5-1) x (30)) = 150
threshold - 1) x (ASA TCP connection seconds
timeout))

Idle—No connections are 15 minutes + ((retry threshold) x (ASA TCP [ 900 + (5 x (30) = 1050

passing connection timeout)) seconds

The following example configures a primary and backup server. You must enter the command
separately for the primary and backup server.

scansafe general-options

server primary ip 10.24.0.62 port 8080
server backup ip 10.10.0.7 port 8080

health-check application
retry-count 7

license 366C1D3F5CE67D33D3E9ACEC265261E5

Related Commands

Command

Description

class-map type inspect scansafe

Creates an inspection class map for whitelisted users and groups.

default user group

Specifies the default username and/or group if the ASA cannot
determine the identity of the user coming into the ASA.

health-check application

Enables Cloud Web Security application health checking for failover.

http [ s] (parameters)

Specifies the service type for the inspection policy map, either HTTP
or HTTPS.

inspect scansafe

Enables Cloud Web Security inspection on the traffic in a class.

license

Configures the authentication key that the ASA sends to the Cloud
Web Security proxy servers to indicate from which organization the
request comes.

. Cisco Secure Firewall ASA Series Command Reference, S Commands




| sa-shov

server (scansafe general-options) .

Command

Description

match user group

Matches a user or group for a whitelist.

policy-map typeinspect scansafe

Creates an inspection policy map so you can configure essential
parameters for the rule and also optionally identify the whitelist.

retry-count Enters the retry counter value, which is the amount of time that the
ASA waits before polling the Cloud Web Security proxy server to
check its availability.

scansafe In multiple context mode, allows Cloud Web Security per context.

scansafe gener al-options

Configures general Cloud Web Security server options.

server { primary | backup }

Configures the fully qualified domain name or IP address of the primary
or backup Cloud Web Security proxy servers.

show conn scansafe

Shows all Cloud Web Security connections, as noted by the capitol Z
flag.

show scansafe server

Shows the status of the server, whether it’s the current active server,
the backup server, or unreachable.

show scansafe statistics

Shows total and current HTTP(S) connections.

user-identity monitor

Downloads the specified user or group information from the AD agent.

whitelist

Performs the whitelist action on the class of traffic.
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server (ssh pubkey-chain)

To manually add or delete SSH servers and their keys from the ASA database for the on-board Secure Copy
(SCP) client, use the server command in ssh pubkey-chain configuration mode. To remove a server and its
host key, use the no form of this command.

server ip_address
no server ip_address

Syntax Description

Command Default

Command Modes

ip_address Specifies the SSH server IP address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Ssh * Yes * Yes * Yes — * Yes
pubkey-chain
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.1(5) This command was added.

You can copy files to and from the ASA using the on-board SCP client. The ASA stores the SSH host key
for each SCP server to which it connects. You can manually add or delete servers and their keys from the
ASA database if desired.

For each server, you can specify the key-string (public key) or key-hash (hashed value) of the SSH host.

The following example adds an already hashed host key for the server at 10.86.94.170:

ciscoasa (config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256
65:d9:9d:fe:la:bc:61:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

The following example adds a host string key for the server at 10.7.8.9:

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself
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ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit

Related Commands | Command Description
copy Copies a file to or from the ASA.
key-hash Enters a hashed SSH host key.
key-string Enters a public SSH host key.

ssh pubkey-chain Manually adds or deletes servers and their keys from the ASA database.

ssh Enables SSH host key checking for the on-board Secure Copy (SCP) client.
stricthostkeycheck
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server authenticate-client

Syntax Description

Command Default

Command Modes

To enable the ASA to authenticate the TLS client during TLS handshake, use the server authenticate-client
command in tls-proxy configuration mode.

To bypass client authentication, use the no form of this command.

server authenticate-client
no server authenticate-client

This command has arguments or keywords.

This command is enabled by default, which means the TLS client is required to present a certificate during
handshake with the ASA.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Tls-proxy * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(4) This command was added.

Use the server authenticate-client command to control whether a client authentication is required during
TLS Proxy handshake. When enabled (by default), the security appliance sends a Certificate Request TLS
handshake message to the TLS client, and the TLS client is required to present its certificate.

Use the no form of this command to disable client authentication. Disabling TLS client authentication is
suitable when the ASA must interoperate with CUMA client or clients such as a Web browser that are incapable
of sending a client certificate.

The following example configures a TLS proxy instance with client authentication disabled:

ciscoasa (config) # tls-proxy mmp tls
ciscoasa(config-tlsp)# no server authenticate-client
ciscoasa (config-tlsp) # server trust-point cuma_server_ proxy

Related Commands

Command | Description

tls-proxy | Configures the TLS proxy instance.
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server cipher-suite

To define the ciphers that the TLS proxy server can use, use the server cipher suite command in tls-proxy
configuration mode. To use the global cipher setting, use the Nno form of this command.

server cipher-suite cipher_list
no server cipher-suite cipher_list

Syntax Description

Command Default

Command Modes

cipher_list Sets the ciphers to include any combination of the following:
* 3des-shal

+ aes128-shal
* aes256-shal
* des-shal
* null-shal
* rcd-shal

Separate multiple options with spaces.

If you do not define the ciphers the TLS proxy can use, the proxy server uses the global cipher suite defined
by the sdl cipher command. By default, the global cipher level is medium, which means all ciphers are available
except for NULL-SHA, DES-CBC-SHA, and RC4-MDS5.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Tls-proxy * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.8(1) We introduced this command.

You can now set the SSL cipher suite when the ASA acts as a TLS proxy server. Formerly, you could only
set global settings for the ASA using the s3l cipher command.

Specify the server cipher-suite command only if you want to use a different suite than the one generally
available on the ASA (the sd cipher command).

To set the minimum TLS version for all SSL server connections on the ASA, see the sl server-version
command. The default is TLS v1.0.
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Examples The following example sets the TLS proxy server ciphers:
ciscoasa(config) # tls-proxy test
ciscoasa(config-tlsp)# server cipher-list aesl28-shal aes256-shal
Related Commands | Command Description
tls-proxy Defines a TLS proxy instance and sets the maximum number of sessions.
client Defines a TLS proxy client cipher suite.
cipher-list
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server-port

To configure a AAA server port for a host, use the server-port command in aaa-server host mode. To remove
the designated server port, use the no form of this command.

server-port port-number
Nno server-port port-number

Syntax Description

Command Default

Command Modes

port-number A port number in the range of 0 through 65535.

The default server ports are as follows:

» SDI—5500

* LDAP—389

*» Kerberos—88

* NT—139

* TACACS+—49

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Aaa-server * Yes * Yes * Yes * Yes —
group

Command History

Examples

Release Modification

7.0(1) This command was added.

The following example configures an SDI AAA server named srvgrpl to use server port number
8888:

ciscoasa

(config) #

aaa-server srvgrpl protocol sdi
ciscoasa

(config-aaa-server—-group) #
aaa-server srvgrpl host 192.168.10.10
ciscoasa

(config-aaa-server-host) #

server-port 8888
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Related Commands | Command Description
aaa-server host Configures host-specific AAA server parameters.
clear configure aaa-server Removes all AAA server configurations.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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server-separator (pop3s, imap4s, smtps) (Deprecated)
A\

Note The last supported release for this command was Version 9.5(1).

To specify a character as a delimiter between the e-mail and VPN server names, use Server-separator command

[73%¢2)

in the applicable e-mail proxy mode. To revert to the default, “:”, use the no form of this command.

server-separator { symbol }
No server-separ ator

Syntax Description symbol The character that separates the e-mail and VPN server names. Choices are “@,” (at) “|” (pipe),
“?(colon), “#” (hash), “,” (comma), and *“;” (semi-colon).

Command Default The default is “@” (at).

Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Pop3s * Yes — * Yes — —
Imap4s * Yes — * Yes — —
Smtps * Yes — * Yes — —
Command History Release Modification

7.0(1) This command was added.

9.5.2  This command was deprecated.

Usage Guidelines The server separator must be different from the name separator.

Examples The following example shows how to set a pipe (|) as the server separator for IMAP4S:

ciscoasa

(confiqg) #

imap4s

ciscoasa(config-imap4s)# server-separator |
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Related Commands Command

Description

name-segpar ator

Separates the e-mail and VPN usernames and passwords.
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server trust-point

To specify the proxy trustpoint certificate to present during TLS handshake, use the server trust-point
command in TLS server configuration mode.

server trust-point proxy_trustpoint

Syntax Description

proxy_trustpoint Specifies the trustpoint defined by the crypto ca trustpoint command.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
TLS-proxy * Yes * Yes * Yes * Yes —
configuration

Command History

Release Modification

8.0(4) This command was added.

Usage Guidelines

Examples

The trustpoint can be self-signed, enrolled with a certificate authority, or from an imported credential. The
server trust-point command has precedence over the global ssl trust-point command.

The server trust-point command specifies the proxy trustpoint certificate presented during TLS handshake.
The certificate must be owned by the ASA (identity certificate). The certificate can be self-signed, enrolled
with a certificate authority, or from an imported credential.

Create TLS proxy instances for each entity that can initiate a connection. The entity that initiates the TLS
connection is in the role of TLS client. Because the TLS Proxy has strict definition of client proxy and server
proxy, two TLS proxy instances must be defined if either of the entities could initiate the connection.

)

Note
Phone Proxy trustpoint created the CTL file instance. The trustpoint name is in the
forminternal_PP_<ctl-file_instance_name>

When you are creating the TLS proxy instance to use with the Phone Proxy, the server trustpoint is the internal

The following example shows the use of the server trust-point command to specify the proxy
trustpoint certificate to present during TLS handshake:

ciscoasa
(config-tlsp)# server trust-point ent y proxy
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Related Commands | Command Description

client Configures trustpoints, keypairs, and cipher suites for a TLS proxy instance.
(tls-proxy)

client trust-point | Specifies the proxy trustpoint certificate to present during TLS handshake.

ssl trust-point | Specifies the certificate trustpoint that represents the SSL certificate for an interface.

tls-proxy Configures a TLS proxy instance.
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server-type

To manually configure the LDAP server model, use the server-typecommand in aaa-server host configuration

mode. The ASA supports the following server models:

* Microsoft Active Directory

server-type .

* Sun Microsystems JAVA System Directory Server, formerly named the Sun ONE Directory Server

* Generic LDAP directory servers that comply with LDAPv3 (no password management)

To disable this command, use the no form of this command.

server-type { auto-detect | microsoft | sun | generic | openldap | novell }
no server-type { auto-detect | microsoft | sun | generic | openldap | novell }

Syntax Description

Command Default

Command Modes

auto-detect Specifies that the ASA determines the LDAP server type through auto-detection.

generic

Specifies LDAP v3-compliant directory servers other than Sun and Microsoft LDAP directory
servers. Password management is not supported with generic LDAP servers.

microsoft  Specifies that the LDAP server is a Microsoft Active Directory.

openldap Specifies that the LDAP server is an OpenLDAP server.

novell Specifies that the LDAP server is a Novell server.

sun Specifies that the LDAP server is a Sun Microsystems JAVA System Directory Server.

By default, auto-detection attempts to determine the server type.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Aaa-server host * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.1(1)  This command was added.

8.0(2) Support for the OpenLDAP and Novell server types was added.

The ASA supports LDAP version 3 and is compatible with the Sun Microsystems JAVA System Directory

Server, the Microsoft Active Directory, and other LDAPv3 directory servers.
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Note Sun—The DN configured on the ASA to access a Sun directory server must be able to access the default
password policy on that server. We recommend using the directory administrator, or a user with directory
administrator privileges, as the DN. Alternatively, you can place an ACI on the default password policy.

* Microsoft—You must configure LDAP over SSL to enable password management with Microsoft Active

Directory.

* Generic—Password management features are not supported.

By default, the ASA auto-detects whether it is connected to a Microsoft directory server, a Sun LDAP directory
server, or a generic LDAPv3 server. However, if auto-detection fails to determine the LDAP server type and
if you know the server is either a Microsoft or Sun server, you can use the server-type command to manually
configure the server as either a Microsoft or a Sun Microsystems LDAP server.

Examples

The following example, entered in aaa-server host configuration mode, configures the server type

for the LDAP server ldapsvrl at IP address 10.10.0.1. The first example configures a Sun

Microsystems LDAP server.

ciscoasa (config) # aaa-server ldapsvrl protocol ldap
ciscoasa(config-aaa-server-group) # aaa-server ldapsvrl host 10.10.0.1
ciscoasa (config-aaa-server-host)# server-type sun

The following example specifies that the ASA use auto-detection to determine the server type:

ciscoasa(config) # aaa-server ldapsvrl protocol LDAP
ciscoasa(config-aaa-server-group) # aaa-server ldapsvrl host 10.10.0.1
ciscoasa (config-aaa-server-host) # server-type auto-detect

Related Commands Command

Description

Idap-over-sd

Specifies that SSL secures the LDAP client-server connection.

sasl-mechanism

Configures SASL authentication between the LDAP client and
server.

Idap attribute-map (global
configuration mode)

Creates and names an LDAP attribute map for mapping
user-defined attribute names to Cisco LDAP attribute names.
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service (ctl-provider)

To specify the port to which the Certificate Trust List provider listens, use the service command in CTL
provider configuration mode. To remove the configuration, use the no form of this command.

service port listening_port
no service port listening_port

Syntax Description  port Specifies the certificate to be exported to the client.
listening_port

Command Default Default port is 2444.

Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Ctl provider * Yes * Yes * Tes * Yes —
configuration
Command History Release Modification

8.0(2) This command was added.

Usage Guidelines Use the service command in CTL provider configuration mode to specify the port to which the CTL provider
listens. The port must be the one listened to by the CallManager servers in the cluster (as configured under
Enterprise Parameters on the CallManager administration page). The default port is 2444.

Examples The following example shows how to create a CTL provider instance:

ciscoasa(config)# ctl-provider my ctl

ciscoasa(config-ctl-provider)# client interface inside 172.23.45.1
ciscoasa(config-ctl-provider)# client username CCMAdministrator password XXXXXX encrypted
ciscoasa(config-ctl-provider)# export certificate ccm proxy
ciscoasa(config-ctl-provider)# ctl install

Related Commands | Commands | Description

client Specifies clients allowed to connect to the CTL provider and also username and password for
client authentication.

ctl Parses the CTL file from the CTL client and install trustpoints.

ctl-provider | Configures a CTL provider instance in CTL provider mode.
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Commands | Description

export Specifies the certificate to be exported to the client

tls-proxy | Defines a TLS proxy instance and sets the maximum sessions.
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service (global)

To enable resets for denied TCP connections, use the service command in global configuration mode. To
disable resets, use the no form of this command.

service { resetinbound [ interfaceinterface name] | resetoutbound [ interfaceinterface name] |
resetoutside }

no service { resetinbound [ interfaceinterface name ] | resetoutbound [ interfaceinterface name
]| resetoutside }

Syntax Description interface Enables or disables resets for the specified interface.
interface_name

resetinbound Sends TCP resets for all inbound TCP sessions that attempt to transit the ASA and are
denied by the ASA based on access lists or AAA settings. The ASA also sends resets for
packets that are allowed by an access list or AAA, but do not belong to an existing
connection and are denied by the stateful firewall. Traffic between same security level
interfaces is also affected. When this option is not enabled, the ASA silently discards
denied packets. If you do not specify an interface, then this setting applies to all interfaces.

resetoutbound  Sends TCP resets for all outbound TCP sessions that attempt to transit the ASA and are
denied by the ASA based on access lists or AAA settings. The ASA also sends resets for
packets that are allowed by an access list or AAA, but do not belong to an existing
connection and are denied by the stateful firewall. Traffic between same security level
interfaces is also affected. When this option is not enabled, the ASA silently discards
denied packets. This option is enabled by default. You might want to disable outbound
resets to reduce the CPU load during traffic storms, for example.

resetoutside Enables resets for TCP packets that terminate at the least secure interface and are denied
by the ASA based on access lists or AAA settings. The ASA also sends resets for packets
that are allowed by an access list or AAA, but do not belong to an existing connection
and are denied by the stateful firewall. When this option is not enabled, the ASA silently
discards the packets of denied packets.

We recommend that you use the resetoutside keyword with interface PAT. This keyword
allows the ASA to terminate the IDENT from an external SMTP or FTP server. Actively
resetting these connections avoids the 30-second timeout delay.

Note Connections are always reset for BGP and WebVPN (on the least secure
interface) regardless of this option.

Command Default By default, serviceresetoutbound isenabled for all interfaces.

Command Modes The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.1(1) The interface keyword and the resetoutbound command were added.

You might want to explicitly send resets for inbound traffic if you need to reset identity request (IDENT)
connections. When you send a TCP RST (reset flag in the TCP header) to the denied host, the RST stops the
incoming IDENT process so that you do not have to wait for IDENT to time out. Waiting for IDENT to time
out can cause traffic to slow because outside hosts keep retransmitting the SYN until the IDENT times out,
so the serviceresetinbound command might improve performance.

The following example disables outbound resets for all interfaces except for the inside interface:

ciscoasa(config) # no
service resetoutbound
ciscoasa(config) # service resetoutbound interface inside

The following example enables inbound resets for all interfaces except for the DMZ interface:

ciscoasa(config) # service resetinbound
ciscoasa (config) # no
service resetinbound interface dmz

The following example enables resets for connections that terminate on the outside interface:

ciscoasa(config) # service resetoutside

Related Commands

Command Description

show running-config service |Displays the service configuration.
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service (object service)

To define the protocol and optional attributes for a service object, use the service command in object service
configuration mode. Use the no form of this command to remove the definition.

service { protocol | {tcp|udp|sctp } [ sourceoperator number ] [ destination operator number ]

| {icmp|icmp6 } [ icmp_type [ icmp_code ] ]}

no service { protocol | { tcp|udp|sctp } [ sourceoperator number ] [ destination operator number
] | {icmp|icmp6 } [ icmp_type [ icmp_code ]}

Syntax Description  destination operator (Optional; tcp, udp, sctp only.) Specifies the destination port name or number,
number between 0 and 65535. For a list of supported names, see the CLI help. Operators
include:

» eq —Equals the port number.

» gt —Greater than the port number.

¢ [t —Less than the port number.

* neq —Not equal to the port number.

* range—A range of ports. Specify two numbers separated by a space, such
as range 1024 4500 .

{icmp | icmp6 } [ Specifies that the service type is for ICMP or ICMP version 6 connections. You

icmp_type[ icmp_code]] can optionally specify the ICMP type by name or number, between 0 and 255.
(For available optional ICMP type names, see the CLI help.) If you specify a
type, you can optionally include an ICMP code, between 1 and 255.

protocol Identifies the protocol name or number, between 0 and 255. For a list of supported
names, see the CLI help.

sctp Specifies that the service type is for Stream Control Transmission Protocol (SCTP)
connections.

source operator number (Optional; tcp, udp, sctp only.) Specifies the source port name or number,
between 0 and 65535. For a list of supported names, see the CLI help. The
operators are the same as those for destination .

tcp Specifies that the service type is for TCP connections.
udp Specifies that the service type is for UDP connections.
Command Default No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Object service * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.3(1) This command was added.

9.0(1) Support for ICMP code was added.

9.5(2) Support for SCTP was added.

You can use service objects by name in other parts of your configuration, for example ACLs (the access-list
command) and NAT (the nat command).

If you configure an existing service object with a different protocol and port, the new configuration replaces
the existing protocol and port with the new ones.

The following example shows how to create a service object for SSH traffic:

ciscoasa(config) # object service SSH
ciscoasa (config-service-object)# service tcp destination eq ssh

The following example shows how to create a service object for EIGRP traffic:

ciscoasa (config) # object service EIGRP
ciscoasa(config-service-object) # service eigrp

The following example shows how to create a service object for traffic coming from port 0 through
1024 to HTTPS:

ciscoasa(config) # object service HTTPS
ciscoasa (config-service-object) # service tcp source range 0 1024 destination eq https

Related Commands

Command Description

clear configure object Clears all objects created.

object-group service Configures a service object.

show running-config object service | Shows the current service object configuration.
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service call-home

Syntax Description

Command Default

Command Modes

To enable the Call Home service, use the service call-home command in global configuration mode. To

disable the Call Home service, use the no form of this command.

service call-home

no service call-home

This command has no arguments or keywords.

By default, the service Call Home command is disabled.

The following table shows the modes in which you can enter the command:

service call-home .

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Examples

Release Modification

8.2(2) This command was added.

The following example shows how to enable the Call Home service:

ciscoasa(config)# service call-home

The following example shows how to disable the Call Home service:

hostname (config) # no service call-home

Related Commands

Command

Description

call-home (global configur ation)

Enters Call Home configuration mode.

call-home test

Manually sends a Call Home test message.

show call-home

Displays Call Home configuration information.
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service-module

To adjust how quickly the system will determine that a service module is no longer responding, use the
service-module command in global configuration mode. To return to the default settings, use the no form
of this command.

service-module { module id | all } { keepalive-counter | keepalive-timeout } value
no service-module { module_id | all } { keepalive-counter | keepalive-timeout } value

Syntax Description

Command Default

Command Modes

{ module id | all } Specifies the module whose keepalive values you are adjusting. Specify all

to adjust them for all modules. Use ? to determine the module IDs that are valid
for your system. These are typically:

¢ 1 for the module in the first slot.

 sfr for the ASA FirePOWER module.

keepalive-counter value The maximum number of keepalives that can be sent without a response before

the module is considered down, from 1-12.

keepalive-timeout value The length of time between sending keepalive messages, from 4-16 seconds.

Default count is 6, default timeout is 4.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.12(3) This command was added.

The system periodically checks the service module health status by sending control plane keepalive messages.
If there are communication delays caused by high CPU, the system might not get a response quickly enough,
and conclude that it had not received a response from the module. The system will then declare the module
to be down, when it is in fact functioning normally, and close the communication channel. When configured
for high availability, the system will then fail over to the backup unit due to service card failure. If this happens
frequently in your setup, extend the keepalive time or count to give the system more time to declare the module
failed.

The following example shows how to change the keepalive count and timeout:
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ciscoasa(config) # service-module all keepalive-count 10

ciscoasa(config)# service-module all keepalive-timeout 8
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service-object

To add a service or service object to a service object group that is not pre-defined as TCP, UDP, or TCP-UDP,
use the service-object command in object-group service configuration mode. To remove a service, use the

no form of this command.

sa-shov |

service-object { protocol | { tcp |udp |tcp-udp |sctp } [ sourceoperator number ] [ destination operator
number 1| { icmp|icmp6 } [ icmp_type [ icmp_code 11| object name }

no service-object { protocol | { tcp | udp |tcp-udp | sctp } [ source operator number ] [ destination
operator number ] | { icmp [icmp6 } [ icmp_type [ icmp_code 1] | object name }

Syntax Description

destination operator
number

(Optional; tcp, udp, tcp-udp, sctp only.) Specifies the destination port
name or number, between 0 and 65535. For a list of supported names, see the
CLI help. Operators include:

» eq —Equals the port number.

» gt —Greater than the port number.

e [t —Less than the port number.

* neq —Not equal to the port number.

* range—A range of ports. Specify two numbers separated by a space, such
as range 1024 4500 .

{icmp | icmp6} [
icmp_type[ icmp_code 1]

Specifies that the service type is for ICMP or ICMP version 6 connections. You
can optionally specify the ICMP type by name or number, between 0 and 255.
(For available optional ICMP type names, see the CLI help.) If you specify a
type, you can optionally include an ICMP code, between 1 and 255.

object name Adds the named object or group to the object.

protocol Identifies the protocol name or number, between 0 and 255. For a list of supported
names, see the CLI help.

sctp Specifies that the service type is for Stream Control Transmission Protocol

(SCTP) connections.

source operator humber

(Optional; tcp, udp, tcp-udp, sctp only.) Specifies the source port name
or number, between 0 and 65535. For a list of supported names, see the CLI
help. The operators are the same as those for destination .

tep Specifies that the service type is for TCP connections.
tep-udp Specifies that the service type is for TCP or UDP connections.
udp Specifies that the service type is for UDP connections.

Command Default

Command Modes

No default behavior or values.

The following table shows the modes in which you can enter the command:
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service-object .

Command Mode

Firewall Mode

Security Context

service
configuration

Routed Transparent Single Multiple
Context System
Object-group * Yes * Yes * Yes * Yes —

Command History

Usage Guidelines

Examples

Release Modification

8.0(1) This command was added.

8.3(1) The object keyword was added to support service objects (the object service command).
9.0(1) Support for ICMP code was added.

9.5(2) Support for SCTP was added.

When you create a service object group with the object-group service command, and you do not pre-define
the protocol type for the whole group, then you can add multiple services and service objects to the group of
various protocols, including ports, using the service-object command. When you create a service object
group for a specific protocol type using the object-group service [ tcp | udp | tcp-udp ] command, then
you can only identify the destination ports for the object group using the port-object command.

The following example shows how to add both TCP and UDP services to a service object group:

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

config) # object-group service
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #
config-service-object-group) #

CommonApps

service-object
service-object
service-object
service-object
service-object

tcp destination eq ftp
tcp-udp destination eq www
tcp destination eq h323
tcp destination eq https
udp destination eq ntp

The following example shows how to add multiple service objects to a service object group:

hostname (config) # service object SSH

hostname (config-service-object) #

hostname (config) # service object EIGRP

hostname (config-service-object) #
config) # service object HTTPS
service tcp source range 0 1024 destination eq https
Groupl

service-object object SSH
service-object object EIGRP
service-object object HTTPS

hostname
hostname

(
(
(
(
(
(
(
(
(
(

ciscoasa (config-service-object-group) #

config-service-object) #
ciscoasa (config) # object-group service
ciscoasa(config-service-object-group) #
ciscoasa (config-service-object-group) #

service eigrp

service tcp destination eq ssh

Related Commands

Command

Description

clear configure object-group

Removes all the object-group commands from the configuration.
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Command Description

networ k-obj ect Adds a network object to a network object group.
object service Adds a service object.

object-group Defines object groups to optimize your configuration.
port-object Adds a port object to a service object group.

show running-config object-group | Displays the current object groups.
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service password-recovery

Syntax Description

Command Default

Command Modes

To enable password recovery, use the service passwor d-recovery command in global configuration mode.
To disable password recovery, use the no form of this command. Password recovery is enabled by default,
but you might want to disable it to ensure that unauthorized users cannot use the password recovery mechanism
to compromise the ASA.

service passwor d-recovery
No service passwor d-recovery

This command has no arguments or keywords.
Password recovery is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

On the ASA 5500 series adaptive security appliance, if you forget the passwords, you can boot the ASA into
ROMMON by pressing the Escape key on the terminal keyboard when prompted during startup. Then set
the ASA to ignore the startup configuration by changing the configuration register (see the config-register
command). For example if your configuration register is the default Ox1, then change the value to 0x41 by
entering the confreg Ox41 command. After reloading the ASA, it loads a default configuration, and you can
enter privileged EXEC mode using the default passwords. Then load the startup configuration by copying it
to the running configuration and reset the passwords. Finally, set the ASA to boot as before by setting the
configuration register to the original setting. For example, enter the config-register Ox1 command in global
configuration mode.

On the PIX 500 series security appliance, boot the ASA into monitor mode by pressing the Escape key on
the terminal keyboard when prompted during startup. Then download the PIX password tool to the ASA,
which erases all passwords and aaa authentication commands.

On the ASA 5500 series adaptive security appliance, the no service passwor d-recovery command prevents
a user from entering ROMMON with the configuration intact. When a user enters ROMMON, the ASA
prompts the user to erase all Flash file systems. The user cannot enter ROMMON without first performing
this erasure. If a user chooses not to erase the Flash file system, the ASA reloads. Because password recovery
depends on using ROMMON and maintaining the existing configuration, this erasure prevents you from
recovering a password. However, disabling password recovery prevents unauthorized users from viewing the
configuration or inserting different passwords. In this case, to recover the system to an operating state, load
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. service password-recovery

Examples

anew image and a backup configuration file, if available. The service passwor d-recovery command appears
in the configuration file for informational purposes only; when you enter the command at the CLI prompt,
the setting is saved in NVRAM. The only way to change the setting is to enter the command at the CLI prompt.
Loading a new configuration with a different version of the command does not change the setting. If you
disable password recovery when the ASA is configured to ignore the startup configuration at startup (in
preparation for password recovery), then the ASA changes the setting to boot the startup configuration as
usual. If you use failover, and the standby unit is configured to ignore the startup configuration, then the same
change is made to the configuration register when the no service passwor d recovery command replicates to
the standby unit.

On the PIX 500 series security appliance, the no service passwor d-recovery command forces the PIX
password tool to prompt the user to erase all Flash file systems. The user cannot use the PIX password tool
without first performing this erasure. If a user chooses not to erase the Flash file system, the ASA reloads.
Because password recovery depends on maintaining the existing configuration, this erasure prevents you from
recovering a password. However, disabling password recovery prevents unauthorized users from viewing the
configuration or inserting different passwords. In this case, to recover the system to an operating state, load
a new image and a backup configuration file, if available.

The following example disables password recovery for the ASA 5500 series:

ciscoasa (config) # no service password-recovery

WARNING: Executing "no service password-recovery" has disabled the password recovery mechanism
and disabled access to ROMMON. The only means of recovering from lost or forgotten passwords
will be for ROMMON to erase all file systems including configuration files and images. You
should make a backup of your configuration and have a mechanism to restore images from the
ROMMON command line.

The following example for the ASA 5500 series shows when to enter ROMMON at startup and how
to complete a password recovery operation.

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

Use ? for help.
rommon #0> confreg

Current Configuration Register: 0x00000001
Configuration Summary:
boot default image from Flash

Do you wish to change this configuration? y/n [n]: n
rommon #1> confreg 0x41

Update Config Register (0Ox41l) in NVRAM...

rommon #2> boot

Launching BootLoader...

Boot configuration file contains 1 entry.

Loading disk0:/ASA 7.0.bin... Booting...
s ssassasaanddsi

Ignoring startup configuration as instructed by configuration register.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:
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ciscoasa# configure terminal
ciscoasa(config) # copy startup-config running-config

Destination filename [running-config]?
Cryptochecksum (unchanged) : 7708b9%4c e0e3f0d5 c94dde05 594fbee9

892 bytes copied in 6.300 secs (148 bytes/sec)
ciscoasa (config) # enable password

NewPassword

ciscoasa(config)# config-register 0x1

Related Commands | Command Description

config-register | Sets the ASA to ignore the startup configuration when it reloads.

enable Sets the enable password.
password
password Sets the login password.
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service-policy (class)

To apply a hierarchical policy map under another policy map, use the service-policy command in class
configuration mode. To disable the service policy, use the no form of this command. Hierarchical policies
are supported only for QoS traffic shaping when you want to perform priority queuing on a subset of shaped
traffic.

service-policy policymap_name
no service-policy policymap_name

Syntax Description

Command Default

Command Modes

policymap_name Specifies the policy map name that you configured in the policy-map command. You can
only specify a Layer 3/4 policy map that includes the priority command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

Usage Guidelines

7.2(4)/8.0(4) This command was added.

Hierarchical priority queuing is used on interfaces on which you enable a traffic shaping queue. A subset of
the shaped traffic can be prioritized. The standard priority queue is not used (the priority-queue command).

For hierarchical priority-queuing, perform the following tasks using Modular Policy Framework:
1.class-map—Identify the traffic on which you want to perform priority queuing.

2.policy-map (for priority queuing)—Identify the actions associated with each class map.
a.class—Identify the class map on which you want to perform actions.

b.priority—Enable priority queuing for the class map. You can only include the priority command in this
policy map if you want to use is hierarchically.

3.policy-map (for traffic shaping)—Identify the actions associated with the class-default class map.
a.class class-default—Identify the class-default class map on which you want to perform actions.
b.shape—Apply traffic shaping to the class map.

c.service-policy—Call the priority queuing policy map in which you configured the priority command so
you can apply priority queuing to a subset of shaped traffic.

4.service-policy—Assigns the policy map to an interface or globally.
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The following example enables traffic shaping for all traffic on the outside interface, and prioritizes

traffic within VPN tunnel-grp1 with the DSCP bit set to ef:

ciscoasa
(config) #
class-map TGl-voice
ciscoasa
(config-cmap) #
match tunnel-group tunnel-grpl
ciscoasa
(config-cmap) #
match dscp ef
ciscoasa(config) # policy-map priority-sub-policy
ciscoasa(config-pmap) # class
TGl-voice
ciscoasa(config-pmap-c)# priority
ciscoasa (config-pmap-c) # policy-map shape_policy
ciscoasa (config-pmap) # class
class-default
ciscoasa (config-pmap-c)# shape
ciscoasa(config-pmap-c)# service-policy priority-sub-policy
ciscoasa
(config-pmap-c) #
service-policy shape_policy
interface outside

Related Commands

Command Description

class (policy-map) Identifies a class map for a policy map.

clear configure service-policy Clears service policy configurations.

clear service-policy Clears service policy statistics.

policy-map Identifies actions to perform on class maps.

priority Enables priority queuing.

service-policy (global) Applies a policy map to an interface.

shape Enables traffic shaping.

show running-config service-policy | Displays the service policies configured in the running configuration.
show service-policy Displays the service policy statistics.
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service-policy (global)

To activate a policy map globally on all interfaces or on a targeted interface, use the service-policy command
in global configuration mode. To disable the service policy, use the no form of this command. Use the
service-policy command to enable a set of policies on an interface.

service-policy policymap_name [ global | interfaceintf ] [ fail-close ]
no service-policy policymap_name [ global | interfaceintf ] [ fail-close ]

Syntax Description

Command Default

Command Modes

fail-close Generates a syslog (767001) for IPv6 traffic that is dropped by application inspections
that do not support IPv6 traffic. By default, syslogs are not generated.
global Applies the policy map to all interfaces.

interface intf Applies the policy map to a specific interface.

Specifies the policy map name that you configured in the policy-map command. You
can only specify a Layer 3/4 policy map, and not an inspection policy map ( policy-map
typeinspect ).

policymap _name

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

9.0(1) The fail-closekeyword was added.

To enable the service policy, use the Modular Policy Framework:

1. classsmap —Identify the traffic on which you want to perform priority queuing.
2. policy-map —Identify the actions associated with each class map.

a. class—Identify the class map on which you want to perform actions.

b. commands for supported features—For a given class map, you can configure many actions for various
features, including QoS, application inspection, CSC or AIP SSM, TCP and UDP connections limits and
timeout, and TCP normalization. See the CLI configuration guide for more details about the commands
available for each feature.
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3. service-policy —Assigns the policy map to an interface or globally.

Interface service policies take precedence over the global service policy for a given feature. For example, if
you have a global policy with inspections, and an interface policy with TCP normalization, then both inspections
and TCP normalization are applied to the interface. However, if you have a global policy with inspections,

and an interface policy with inspections, then only the interface policy inspections are applied to that interface.

By default, the configuration includes a global policy that matches all default application inspection traffic
and applies inspection to the traffic globally. You can only apply one global policy, so if you want to alter
the global policy, you need to either edit the default policy or disable it and apply a new one.

The default service policy includes the following command:

service-policy global policy global

The following example shows how to enable the inbound policy policy map on the outside interface:

ciscoasa(config) # service-policy inbound policy interface outside

The following commands disable the default global policy, and enables a new one called
new_global policy on all other ASA interfaces:

ciscoasa (config) # no service-policy global policy global
ciscoasa (config) # service-policy new_global policy global

Related Commands

Command Description

clear configure service-policy Clears service policy configurations.

clear service-policy Clears service policy statistics.

service-policy (class) Applies a hierarchical policy under another policy map.

show running-config service-policy |Displays the service policies configured in the running configuration.

show service-policy Displays the service policy statistics.
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service sw-reset-button

Syntax Description

Command Default

Command Modes

To enable the reset button on the ASA 5506-X, 5508-X, and 5516-X, use the service sw-reset-button command
in global configuration mode. To disable the reset button, use the N0 form of this command.

service sw-reset-button
No service sw-reset-button

This command has no arguments or keywords.
By default, service sw-reset-button is enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.3(2) Command
added.

The reset button is a small recessed button on the rear panel that if pressed for longer than three seconds resets
the ASA to its default “as-shipped” state following the next reboot. Configuration variables are reset to factory
default. However, the flash is not erased, and no files are removed.

The following example enables the software reset button:

ciscoasa(config)# service sw-reset-button
ciscoasa(config) # show sw-reset-button
Software Reset Button is configured.

The following example disables the software reset button:
ciscoasa(config) # no service sw-reset-button

ciscoasa(config) # show sw-reset-button
Software Reset Button is not configured.

Related Commands

Command Description

show running-config
service

Displays the service configuration.
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service telemetry

Syntax Description

Command Default

Command Modes

When the telemetry data service is enabled, information about the device information,
CPU/memory/disk/bandwidth usage, license usage, configured feature list, cluster/failover information, and
the alike on the customer ASA devices are sent to Cisco Security Service Exchange (SSE) through Secure
Firewall eXtensible Operating System (FXOS). Use the service telemetry command in global configuration
mode to enable the service. To disable the telemetry service, use the no form of this command.

servicetelemetry
no servicetelemetry

This command has no arguments or keywords.
By default, the service telemetry command is enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.13(1) This command was introduced.

The ASA telemetry service is supported in the SSPXRU (FP9300 and FP4100) platforms running the ASA
application. This command is used to control per blade telemetry support. To control per chassis telemetry
support, you need to enable it in the FXOS/chassis manager.

The following example shows how to enable the telemetry service:

ciscoasa (config) # service telemetry

The following example shows how to disable the telemetry service:

hostname (config) # no service telemetry

Related Commands

Command Description
show Displays the past 100 events related to telemetry configuration and activities. Also, displays
telemetry the last sent telemetry data and samples in JSON format.
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To establish a Telnet session from the ASA to a module, such as an IPS SSP or a CSC SSM, to access the
module CLI, use the session command in privileged EXEC mode.

sessionid

Syntax Description

Command Default

Command Modes

d Specifies the module ID:

* Physical module—1 (for slot number

D)

 Software module, ASA
FirePOWER—sfr

* Software module, IPS—ips

 Software module, ASA CX—cxsc

No default behavior or values.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

8.6(1) The ipsmodule ID for the IPS SSP software module was added.

9.1(1) Support for the ASA CX module was added (the cxsc keyword).

9.2(1) Support for the ASA FirePOWER module was added (the sfr keyword).

This command is only available when the module is in the Up state. See the show module command for state
information.

To end a session, enter exit or Ctrl-Shift-6, then the X key.

Note that the session 1 command does not work with the following hardware modules:
* ASA CX
* ASA FirePOWER
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Examples The following example sessions to a module in slot 1:

ciscoasa# session 1

Opening command session with slot 1.

Connected to slot 1. Escape character sequence is 'CTRL-"X'.
Related Commands | Command Description

debug Shows debugging messages for sessions.
session-command

Cisco Secure Firewall ASA Series Command Reference, S Commands .



sa-shov |
. session console

session console

To establish a virtual console session from the ASA to a software module, such as an IPS SSP software module,
use the session console command in privileged EXEC mode. This command might be useful if you cannot
establish a Telnet session using the session command because the control plane is down.

session id console

Syntax Description id Specifies the module ID:
* ASA FirePOWER module—sfr

* IPS module—ips
¢ ASA CX module—cxsc
* ASA 5506W-X wireless access

point—wlan

Command Default No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System

Privileged * Yes * Yes * Yes — * Yes

EXEC
Command History Release Modification

8.6(1) This command was added.

9.1(1) Support for the ASA CX module was added (the cxsc keyword).

9.2(1) Support for the ASA FirePOWER module was added (the sfr keyword).

9.4(1) Support for the ASA 5506W-X wireless access point (the wlan keyword) was added.

Usage Guidelines To end a session, enter Ctrl-Shift-6, then the X key.

Do not use this command in conjunction with a terminal server where Ctrl-Shift-6, X is the escape sequence
to return to the terminal server prompt. Ctrl-Shift-6, X is also the sequence to escape the module console and
return to the ASA prompt. Therefore, if you try to exit the module console in this situation, you instead exit
all the way to the terminal server prompt. If you reconnect the terminal server to the ASA, the module console
session is still active; you can never exit to the ASA prompt. You must use a direct serial connection to return
the console to the ASA prompt.
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Use the session command instead.

Examples The following example creates a console session to the IPS module:

ciscoasa# session ips console

Establishing console session with slot 1

Opening console session with module ips.

Connected to module ips. Escape character sequence is 'CTRL-SHIFT-6 then x'.
sensor login: service

Password: test

The following example creates a console session to the wireless access point:

ciscoasa# session wlan console

opening console session with module wlan

connected to module wlan. Escape character sequence is ‘CTRL-"X’
ap>

Related Commands Command Description

session Initiates a Telnet session to a module.

show modulelog Displays console log information.
console
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To establish a Telnet session and perform a command from the ASA to a module, use the session do command
in privileged EXEC mode.

session id do command

Syntax Description id Specifies the module ID:

* Physical module—1 (for slot number 1)
* Software module, ASA FirePOWER—sfr
* Software module, IPS—ips

* Software module, ASA CX—cxsc

command Performs a command on the module. Supported commands include:

* setup host ip ip_address/mask,gateway_ip —Sets the management IP address and
gateway.

* get-config—Gets the module configuration.

* passwor d-reset—Resets the module password to the default.

Command Default No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command.
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC
Command History Release Modification

7.1(1) This command was added.

8.6(1) The ipsmodule ID for the IPS SSP software module was added.

8.4(4.1) Support for the ASA CX module was added.

9.2(1) Support for the ASA FirePOWER module, including the sfr keyword was added.

Usage Guidelines This command is only available when the module is in the Up state. See the show module command for state
information.
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To end a session, enter exit or Ctrl-Shift-6, then the X key.

Examples The following example sets the management IP address to 10.1.1.2/24, with a default gateway of
10.1.1.1:

ciscoasa# session 1 do setup host ip 10.1.1.2/24,10.1.1.1

Related Commands | Command Description

debug

Shows debugging messages for sessions.
session-command
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session ip

To configure logging IP addresses for the module, such as an IPS SSP or a CSC SSM, use the session ip
command in privileged EXEC mode.

session idip { addressaddress mask | gateway address }

Syntax Description id Specifies the module ID:

* Physical module—1 (for slot
number 1)

* Software module, IPS—ips

addressaddress Sets the syslog server address.

gateway Sets the gateway to the syslog server.
address
mask Sets the subnet mask.

Command Default No default behavior or values.

Command Modes The following table shows the modes in which you can enter the command.
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC
Command History Release Modification

7.1(1) This command was added.

8.4(4.1) Support for the ASA CX module was added.

8.6(1) The ipsmodule ID for the IPS SSP software module was added.

Usage Guidelines This command is only available when the module is in the Up state. See the show module command for state
information.

To end a session, enter exit or Ctrl-Shift-6, then the X key.

Examples The following example sessions to a module in slot 1:
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ciscoasa# session 1 ip

address

Related Commands | Command Description
debug Shows debugging messages for sessions.
session-command
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set adaptive-interface cost

To set the output interface based on the adaptive interface cost on the candidate interfaces, use the set
adaptive-interface cost command in route map configuration mode

set adaptive-interface cost interface list

Syntax Description

Command Default

Command Modes

interface list A space-separated list of interface names. The egress interface is selected from these
interfaces.

No default values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.17(1) This command was introduced.

Set the cost of the interface in the interface configuration using the policy-route cost command. The default
cost is 0, so you can use adaptive interface cost even without setting an explicit cost value.

If the costs of the interfaces are the same, it is an active-active configuration and packets are load-balanced
(round-robin) on the egress interfaces. If the costs are different, the interface with the lowest cost is selected.
Interfaces are considered only if they are up.

For example, by setting the same cost on 2 WAN links, you can load balance the traffic across those links to
perhaps improve performance. However, if one WAN link has higher bandwidth than the other, you can set

the higher bandwidth link’s cost to 1, and the lower bandwidth link to 2, so that the lower bandwidth link is

used only if the higher bandwidth link is down.

After you configure the route map with this command, you must apply it to the ingress interfaces using the
policy-route route-map command.

Example

The following example sets outputl and output2 as the candidate egress interfaces based on their
cost.

ciscoasa(config) # route-map mymap 10
ciscoasa (config-route-map) # match ip address DIA traffic
ciscoasa (config-route-map) # set adaptive-interface cost outputl output2
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set as-path

To modify an autonomous system path for BGP routes, use the set as-path command in route-map configuration
mode. To not modify the autonomous system path, use the no form of this command.

set as-path { tag | prepend as-path-string }
no set as-path { tag | prepend as-path-string }

Syntax Description

Command Default

Command Modes

aspath-gring Number of an autonomous system to prepend to the AS _PATH attribute. The range of values
for this argument is any valid autonomous system number from 1 to 65535. Multiple values
can be entered; up to 10 AS numbers can be entered.

For more details about autonomous system number formats, see the router bgp command.

prepend Appends the string following the keyword prepend to the autonomous system path of the route
that is matched by the route map. Applies to inbound and outbound BGP route maps.
tag Converts the tag of a route into an autonomous system path. Applies only when redistributing

routes into BGP.

An autonomous system path is not modified.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.2(1) This command was added.

The only global BGP metric available to influence the best path selection is the autonomous system path
length. By varying the length of the autonomous system path, a BGP speaker can influence the best path
selection by a peer further away.

By allowing you to convert the tag into an autonomous system path, the set as-path tag variation of this
command modifies the autonomous system length. The set as-path prepend variation allows you to "prepend"”
an arbitrary autonomous system path string to BGP routes. Usually the local autonomous system number is
prepended multiple times, increasing the autonomous system path length.

Cisco implementation of 4-byte autonomous system numbers uses asplain—65538 for example—as the default
regular expression match and output display format for autonomous system numbers, but you can configure
4-byte autonomous system numbers in both the asplain format and the asdot format as described in RFC 5396.
To change the default regular expression match and output display of 4-byte autonomous system numbers to
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asdot format, use the bgp asnotation dot command followed by the clear bgp * command to perform a hard
reset of all current BGP sessions.

The following example converts the tag of a redistributed route into an autonomous system path:

ciscoasa
ciscoasa

config)# route-map set-as-path-from-tag

config-route-map) # set as-path tag

ciscoasa (config-route-map)# router bgp 100

ciscoasa (config-router)# address-family ipv4

ciscoasa(config-router-af)# redistribute ospf 109 route-map set-as-path-from-tag

The following example prepends 100 100 100 to all the routes that are advertised to 10.108.1.1:

ciscoasa (config)# route-map set-as-path

ciscoasa (config-route-map) # match as-path 1

ciscoasa (config-route-map)# set as-path prepend 100 100 100

ciscoasa (config-route-map)# router bgp 100

ciscoasa(config-router)# address-family ipv4

ciscoasa (config-router-af)# neighbor 10.108.1.1 route-map set-as-path out

Related Commands

Command Description

clear bgp Resets BGP connections using hard or soft reconfiguration.

bgp asnotation | Changes the default display and regular expression match format of Border Gateway
dot Protocol (BGP) 4-byte autonomous system numbers from asplain format (decimal values)
to dot notation.
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set automatic-tag

Syntax Description

Command Default

Command Modes

To automatically compute the tag value, use the set automatic-tag command in route-map configuration
mode. To disable this function, use the no form of this command.

set automatic-tag
no set automatic-tag

This command has no arguments or keywords.
This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

You must have a match clause (even if it points permit everything) if you want to set tags.

Use the route-map global configuration command and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria --the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions--the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The set route-map configuration commands specify the redistribution set actions to be performed when all
the match criteria of a route map are met. When all match criteria are met, all set actions are performed.

The following example configures the ASA software to automatically compute the tag value for the
Border Gateway Protocol (BGP) learned routes:

ciscoasa (config-route-map) # route-map tag
ciscoasa (config-route-map) # match as-path 10
iscoasa (config-route-map)# set automatic-tag
ciscoasa (config-route-map) # router bgp 100
ciscoasa (config-router)# address-family ipv4
ciscoasa (config-router-af) # table-map tag
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set community

To set the BGP communities attribute, use the set community route map configuration command. To delete
the entry, use the no form of this command.

set community { community-number [ additive ] | [ well-known-community ] [ additive ] | none }
no set community

Syntax Description additive (Optional) Adds the community to the already existing community.

community-number Specifies that community number. Valid values are from 1 to 4294967200,
no-export, or no-advertise.

none (Optional) Removes the community attribute from the prefixes that pass the route
map.

well-known-community (Optional) Well-known communities can be specified by using the following
keywords:

* internet
- local-as
* no-advertise

* no-export

Command Default No BGP communities attributes exist.

Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.2(1) This command was added.

Usage Guidelines You must have a match clause (even if it points to a “permit everything” list) if you want to set tags.

Use the route-map global configuration command, and the match and set route map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
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commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The set route map configuration commands specify the redistribution set actions to be performed when all of
the match criteria of a route map are met. When all match criteria are met, all set actions are performed.

In the following example, routes that pass the autonomous system path access list 1 have the
community set to 109. Routes that pass the autonomous system path access list 2 have the community
set to no-export (these routes will not be advertised to any external BGP [eBGP] peers).

ciscoasa(config-route-map)# set community 10

ciscoasa (config-route-map) # match as-path 1

ciscoasa(config-route-map) # set community 109

ciscoasa(config-route-map)# set community 20

ciscoasa (config-route-map) # match as-path 2

ciscoasa(config-route-map)# set community no-export
Related Commands | Command Description

match as-path |Match a BGP autonomous system path that is specified by an access list.
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To specify connection limits within a policy map for a traffic class, use the set connection command in class
configuration mode. To remove these specifications, thereby allowing unlimited connections, use the no

form of this command.

sa-shov |

set connection { [ conn-max n ] [ embryonic-conn-maxn ] [ per-client-embryonic-maxn ] [
per-client-max n ] [ syn-cookie-mssn ] [ random-sequence-number { enable|disable } ]}

no set connection { [ conn-maxn ] [ embryonic-conn-maxn ] [ per-client-embryonic-maxn ] [
per-client-max n ] [ syn-cookie-mssn ] [ random-sequence-number { enable|disable } ]}

Syntax Description

conn-max n

(TCP, UDP, SCTP.) Sets the maximum number of simultaneous connections
that are allowed, between 0 and 2000000. The default is 0, which allows
unlimited connections. For example, if two servers are configured to allow
simultaneous connections, the connection limit is applied to each configured
server separately. For TCP connections, this applies to established connections
only.

When configured under a class, this argument restricts the maximum number
of simultaneous connections that are allowed for the entire class. In this case,
one attack host can consume all the connections and leave none of the rest of
the hosts matched in the access list under the class.

embryonic-conn-max n

Sets the maximum number of simultaneous embryonic TCP connections allowed,
between 0 and 2000000. The default is 0, which allows unlimited connections.

per-client-embryonic-max
n

Sets the maximum number of simultaneous embryonic TCP connections allowed
per client, between 0 and 2000000. A client is defined as the host that sends the
initial packet of a connection (that builds the new connection) through the ASA.

If an access-list is used with a classmap to match traffic for this feature, the
embryonic limit is applied per-host, and not the cumulative embryonic
connections of all clients that match the access list. The default is 0, which
allows unlimited connections. This keyword is not available for management
class maps.

per-client-max n

(TCP, UDP, SCTP.) Sets the maximum number of simultaneous connections
allowed per client, between 0 and 2000000. A client is defined as the host that
sends the initial packet of a connection (that builds the new connection) through
the ASA. For TCP connections, this includes established, half-open, and
half-closed connections.

Ifan access-list is used with a class-map to match traffic for this feature, the
connection limit is applied per-host, and not the cumulative connections of all
clients that match the access list. The default is 0, which allows unlimited
connections.

This keyword is not available for management class maps. When configured
under a class, this keyword restricts the maximum number of simultaneous
connections that are allowed for each host that is matched through an access list
under the class.
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Command Default

Command Modes

set connection .

random-sequence-number Enables or disables TCP sequence number randomization. This keyword is not

{ enable | disable}

available for management class maps. See the “Usage Guidelines” section for
more information.

syn-cookie-mss n

Sets the server maximum segment size (MSS) for SYN-cookie generation for
embryonic connections upon reaching the embryonic connections limit, from
48 to 65535 . The default is 1380. This setting is meaningful only if you
configure et connection embryonic-conn-max or per-client-embryonic-max.

For the conn-max, embryonic-conn-max , per-client-embryonic-max, and per-client-max parameters,
the default value of nis 0, which allows unlimited connections.

Sequence number randomization is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Class * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

7.1(1) The per-client-embryonic-max and per-client-max keywords were added.

8.0(2) This command is now available for a Layer 3/4 management class map, for to-the-ASA management
traffic. Only the conn-max and embryonic-conn-max keywords are available.

9.0(1) The maximum number of connections was increased from 65535 to 2000000.

9.5(2) The conn-max and per-client-max keywords now apply to SCTP as well as TCP and UDP.

9.16(1) The syn-cookie-msskeyword was added.

Configure this command using Modular Policy Framework. First define the traffic to which you want to apply
the timeout using the classmap command (for through traffic) or class-map type management command
(for management traffic). Then enter the policy-map command to define the policy, and enter the class
command to reference the class map. In class configuration mode, you can enter the Set connection command.
Finally, apply the policy map to an interface using the service-policy command. For more information about
how Modular Policy Framework works, see the CLI configuration guide.
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Note

Depending on the number of CPU cores on your ASA model, the maximum concurrent and embryonic

connections may exceed the configured numbers due to the way each core manages connections. In the worst
case scenario, the ASA allows up to n-1 extra connections and embryonic connections, where nis the number
of cores. For example, if your model has 4 cores, if you configure 6 concurrent connections and 4 embryonic
connections, you could have an additional 3 of each type. To determine the number of cores for your model,

enter the show cpu core command.

TCP Intercept Overview

Limiting the number of embryonic connections protects you from a DoS attack. The ASA uses the per-client
limits and the embryonic connection limit to trigger TCP Intercept, which protects inside systems from a DoS
attack perpetrated by flooding an interface with TCP SYN packets. An embryonic connection is a connection
request that has not finished the necessary handshake between source and destination. TCP Intercept uses the
SYN cookies algorithm to prevent TCP SYN-flooding attacks. A SYN-flooding attack consists of a series of
SYN packets usually originating from spoofed IP addresses. The constant flood of SYN packets keeps the
server SYN queue full, which prevents it from servicing connection requests. When the embryonic connection
threshold of a connection is crossed, the ASA acts as a proxy for the server and generates a SYN-ACK response
to the client SYN request. When the ASA receives an ACK back from the client, it can then authenticate the
client and allow the connection to the server.

TCP Sequence Randomization

Each TCP connection has two ISNs: one generated by the client and one generated by the server. The ASA
randomizes the ISN of the TCP SYN passing in both the inbound and outbound directions.

Randomizing the ISN of the protected host prevents an attacker from predicting the next ISN for a new
connection and potentially hijacking the new session.

TCP initial sequence number randomization can be disabled if required. For example:

» If another in-line firewall is also randomizing the initial sequence numbers, there is no need for both
firewalls to be performing this action, even though this action does not affect the traffic.

* If you use eBGP multi-hop through the ASA, and the eBGP peers are using MD5. Randomization breaks
the MD5 checksum.

* You use a WAAS device that requires the ASA not to randomize the sequence numbers of connections.

The following is an example of the use of the set connection command configure the maximum
number of simultaneous connections as 256 and to disable TCP sequence number randomization:

ciscoasa
ciscoasa

config) # policy-map localpolicyl

config-pmap) # class local_server

config-pmap-c)# set connection conn-max 256 random-sequence-number disable
config-pmap-c) #

ciscoasa
ciscoasa

You can enter this command with multiple parameters or you can enter each parameter as a separate
command. The ASA combines the commands into one line in the running configuration. For example,
if you entered the following two commands in class configuration mode:

ciscoasa (config-pmap-c)# set connection conn-max 600
ciscoasa (config-pmap-c)# set connection embryonic-conn-max 50
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The output of the show running-config policy-map command would display the result of the two
commands in a single, combined command:

set connection conn-max 600 embryonic-conn-max 50

Related Commands | Command Description
class Specifies a class-map to use for traffic classification.
clear configure policy-map Removes all policy-map configuration, except that if a policy-map is

in use in a service-policy command, that policy-map is not removed.

policy-map Configures a policy; that is, an association of a traffic class and one or
more actions.

show running-config policy-map | Displays all current policy-map configurations.

show service-policy Displays service policy configuration. Use the set connection keyword
to view policies that include the set connection command.
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set connection advanced-options

To configure advanced connection settings, use the set connection advanced-options command in class
configuration mode. To remove the options, use the NO form of this command.

set connection advanced-options { tcp_mapname | tcp-state-bypass | sctp-state-bypass | flow-offload }
no set connection advanced-options { tcp_mapname | tcp-state-bypass| sctp-state-bypass| flow-offload

}

Syntax Description

Command Default

Command Modes

flow-offload

Identify matching flows as eligible for off-loading from the ASA and switched directly
in the NIC. This provides improved performance for large data flows in data centers.
Flow off-load is available for the Firepower 9300 series running FXOS 1.1.3+, or the
Firepower 4100 series running FXOS 1.1.4+, or the Secure Firewall 3100 series.

You must also enable flow off-loading before this option works. Use the flow-offload
enable command.

sctp-state-bypass

Implements SCTP State Bypass to turn off SCTP stateful inspection. SCTP traffic is
not validated for protocol conformance.

tcp_mapname

Name of a TCP map created by the tcp-map command. Use this option to customize
TCP normalization.

tep-state-bypass

Bypass TCP state checking if you use asymmetrical routing in your network. See the
Usage section below for detail information and guidelines for using TCP State Bypass.

No default behavior or values. No options are enabled by default, although all TCP Normalizer options (within
a TCP map) have default settings.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Class * Yes * Yes * Yes * Yes
configuration

Command History

Release Modification

7.0(1) This command was added.

8.2(1) The tcp-state-bypass keyword was added.

9.5(2) The sctp-state-bypass keyword was added.

9.5(2) The flow-offload keyword was added. The option also requires FXOS 1.1.3+, and is available for

the Firepower 9300 series.
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Usage Guidelines
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Release Modification

9.6(1) Flow offload support was added for the Firepower 4100 series running FXOS 1.1.4+.

9.19(1) Support added for the Secure Firewall 3100.

To customize TCP normalization with a TCP map, use the Modular Policy Framework:
. tcp-map —Identify the TCP normalization actions if you intend to modify them.

. class-map —Identify the traffic on which you want to perform TCP normalization actions.

. class—Identify the class map on which you want to perform actions.

1

2

3. policy-map —Identify the actions associated with the class map.

a.

b. set connection advanced options—Apply a TCP map or another option to the class map.
4

. service-policy —Assigns the policy map to an interface or globally.
TCP State Bypass. Allowing Outbound and I nbound Flows through Separ ate Devices

By default, all traffic that goes through the ASA is inspected using the Adaptive Security Algorithm and is
either allowed through or dropped based on the security policy. The ASA maximizes the firewall performance
by checking the state of each packet (is this a new connection or an established connection?) and assigning
it to either the session management path (a new connection SYN packet), the fast path (an established
connection), or the control plane path (advanced inspection).

TCP packets that match existing connections in the fast path can pass through the ASA without rechecking
every aspect of the security policy. This feature maximizes performance. However, the method of establishing
the session in the fast path using the SYN packet, and the checks that occur in the fast path (such as TCP
sequence number), can stand in the way of asymmetrical routing solutions: both the outbound and inbound
flow of a connection must pass through the same ASA.

For example, a new connection goes to ASA 1. The SYN packet goes through the session management path,
and an entry for the connection is added to the fast path table. If subsequent packets of this connection go
through ASA 1, then the packets will match the entry in the fast path, and are passed through. But if subsequent
packets go to ASA 2, where there was not a SYN packet that went through the session management path, then
there is no entry in the fast path for the connection, and the packets are dropped.

If you have asymmetric routing configured on upstream routers, and traffic alternates between two ASAs,
then you can configure TCP state bypass for specific traffic. TCP state bypass alters the way sessions are
established in the fast path and disables the fast path checks. This feature treats TCP traffic much as it treats
a UDP connection: when a non-SYN packet matching the specified networks enters the ASA, and there is
not a fast path entry, then the packet goes through the session management path to establish the connection
in the fast path. Once in the fast path, the traffic bypasses the fast path checks.

Unsupported Featuresfor TCP State Bypass
The following features are not supported when you use TCP state bypass:

* Application inspection—Application inspection requires both inbound and outbound traffic to go through
the same ASA, so application inspection is not supported with TCP state bypass.

* AAA authenticated sessions—When a user authenticates with one ASA, traffic returning via the other
ASA will be denied because the user did not authenticate with that ASA.

» TCP Intercept, maximum embryonic connection limit, TCP sequence number randomization—The ASA
does not keep track of the state of the connection, so these features are not applied.
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* TCP normalization—The TCP normalizer is disabled.

* SSM functionality—You cannot use TCP state bypass and any application running on an SSM, such as
IPS or CSC.

NAT Guidelinesfor TCP State Bypass

Because the translation session is established separately for each ASA, be sure to configure static NAT on
both ASAs for TCP state bypass traffic; if you use dynamic NAT, the address chosen for the session on ASA
1 will differ from the address chosen for the session on ASA 2.

Connection Timeout Guidelinesfor TCP State Bypass

Starting with release 9.10(1), if there is no traffic on a given connection for 2 minutes, the connection times
out. You can override this default using the set connection timeout idlecommand. Normal TCP connections
timeout by default after 60 minutes. In releases prior to 9.10(1), the TCP state bypass connections use the
global timeout value of 60 minutes.

Examples The following example shows the use of the set connection advanced-options command to specify
the use of a TCP map named localmap:

ciscoasa(config)# access-list http-server permit tcp any host 10.1.1.1
ciscoasa(config)# class-map http-server

ciscoasa (config-cmap) # match access-list http-server
ciscoasa(config-cmap) # exit

ciscoasa(config)# tcp-map localmap

ciscoasa (config) # policy-map global policy global
ciscoasa(config-pmap)# description This policy map defines a policy concerning connection
to http server.

ciscoasa (config-pmap) # class http-server

ciscoasa (config-pmap-c)# set connection advanced-options localmap
ciscoasa (config-pmap-c) #

The following is an example configuration for TCP state bypass:

ciscoasa
ciscoasa

config) # access-list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.224 any
config) # class-map tcp_bypass

config-cmap)# description "TCP traffic that bypasses stateful firewall"
config-cmap) # match access-list tcp_bypass

config-cmap) # policy-map tcp_bypass_policy

config-pmap) # class tcp_bypass

config-pmap-c)# set connection advanced-options tcp-state-bypass

config-pmap-c) # service-policy tcp_bypass_policy interface outside

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

The following is an example configuration for SCTP state bypass:

ciscoasa (config) # access-list sctp_bypass extended permit sctp
10.1.1.0 255.255.255.224 any
ciscoasa (config) # class-map sctp_bypass
ciscoasa (config-cmap) # description "SCTP traffic that bypasses stateful inspection”
ciscoasa (config-cmap) # match access-list sctp_bypass
ciscoasa (config-cmap) # policy-map sctp_bypass_policy
ciscoasa (config-pmap) # class sctp_bypass
ciscoasa(config-pmap-c)# set connection advanced-options sctp-state-bypass
ciscoasa (config-pmap-c) # service-policy sctp_bypass_policy interface outside
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Related Commands | Command Description
class Identifies a class map in the policy map.
class-map Creates a class map for use in a service policy.
flow-offload Enables flow offload.
policy-map Configures a policy map that associates a class map and one or more
actions.
service-policy Assigns a policy map to an interface.
Set connection timeout Sets the connection timeouts.
show running-config policy-map | Display all current policy-map configurations.
tcp-map Creates a TCP map.
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set connection decrement-ttl

Syntax Description

Command Default

Command Modes

To decrement the time to live value within a policy map for a traffic class, use the set connection decrement-ttl
command in class configuration mode. To not decrement the time to live, use the no form of this command.

set connection decrement-ttl
no set connection decr ement-ttl

This command has no arguments or keywords.
By default, the ASA does not decrement the time to live.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Class * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.2(2) This command was added.

This command, along with the icmp unreachable command, is required to allow a traceroute through the
ASA that shows the ASA as one of the hops.

If you decrement time to live, packets with a TTL of 1 will be dropped, but a connection will be opened for
the session on the assumption that the connection might contain packets with a greater TTL. Note that some
packets, such as OSPF hello packets, are sent with TTL = 1, so decrementing time to live can have unexpected
consequences.

The following example enables time to live decrements and sets the ICMP unreachable rate limit:

ciscoasa (config) # policy-map localpolicyl
ciscoasa(config-pmap) # class local_server

ciscoasa (config-pmap-c)# set connection decrement-ttl
ciscoasa (config-pmap-c)# exit

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

Related Commands

Command Description

class Specifies a class map to use for traffic classification.

icmp unreachable Controls the rate at which ICMP unreachables are allowed through the

ASA.
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Command

Description

policy-map

Configures a policy; that is, an association of a traffic class and one or
more actions.

show running-config policy-map

Displays all current policy map configurations.

show service-policy

Displays service policy configuration.
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set connection timeout

To specify connection timeouts within a policy map for a traffic class, use the set connection timeout
command in class configuration mode. To remove the timeout, use the No form of this command.

set connection timeout { [ embryonichh : mm: ss][idlehh : mm: ss[reset 1] [ half-closed hh :
mm : ss] [ decd [ retry interval [ max_retries 117 }

no set connection timeout { [ embryonichh : mm: ss] [ idlehh : mm: ss] [ reset ] [ half-closed hh
:mm: ss] [ dcd [ retry interval [ max retries]]1]}

Syntax Description decd [
retry interval [
max_retries]]

Enables dead connection detection (DCD). DCD detects a dead connection and allows
it to expire, without expiring connections that can still handle traffic. You configure
DCD when you want idle, but valid connections to persist. After a TCP connection
times out, the ASA sends DCD probes to the end hosts to determine the validity of the
connection. If one of the end hosts fails to respond after the maximum retries are
exhausted, the ASA frees the connection. If both end hosts respond that the connection
is valid, the ASA updates the activity timeout to the current time and reschedules the
idle timeout accordingly.

When operating in transparent firewall mode, you must configure static routes for the
endpoints. You cannot use DCD in a cluster until version 9.13(1).

You can configure the following optional values:

* retry_interval —Time duration in hh : mm : ss format to wait after each
unresponsive DCD probe before sending another probe, between 0:0:1 and 24:0:0.
The default is 0:0:15.

For systems that are operating in a cluster or high-availability configuration, we
recommend that you do not set the interval to less than one minute (0:1:0). If the
connection needs to be moved between systems, the changes required take longer than
30 seconds, and the connection might be deleted before the change is accomplished.

* max_retries—Sets the number of consecutive failed retries for DCD before
declaring the connection as dead. The minimum value is 1 and the maximum value
is 255. The default is 5.

embryonic hh :

mm . SS

Sets the timeout period until a TCP embryonic (half-open) connection is closed, between
0:0:5 and 1193:0:0. The default is 0:0:30. You can also set the value to 0, which means
the connection never times out. A TCP connection for which a three-way handshake is
not complete is an embryonic connection.

half-closed hh :

mm . SS

Sets the idle timeout period until a half-closed connection is closed, between 0:5:0 (for
9.1(1) and earlier) or 0:0:30 (for 9.1(2) and later) and 1193:0:0. The default is 0:10:0.
You can also set the value to 0, which means the connection never times out. Half-closed
connections are not affected by DCD. Also, the ASA does not send a reset when taking
down half-closed connections.

idle hh : mm :

SS

Sets the idle timeout period after which an established connection of any protocol closes.
The valid range is from 0:0:1 to 1193:0:0.

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| sa-shov

Command Default

Command Modes
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reset

For TCP traffic only, sends a TCP RST packet to both end systems after idle connections

are removed.

Unless you change the default globally using the timeout command, the defaults are:

* The default
* The default
* The default
* The default
* The default
* The default
* The default
* The default

embryonic timeout is 30 seconds.

half-closed idle timeout is 10 minutes.

dcd max_retries value is 5.

ded retry interval value is 15 seconds.

idle timeout is 1 hour.

udp idle timeout is 2 minutes.

icmp idle timeout is 2 seconds.

esp and haidle timeout is 30 seconds.

* For all other protocols, the default idle timeout is 2 minutes.

* To never time out, enter 0:0:0.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Class * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification
7.0(1) This command was added.
7.2(1) Support for DCD was added.
8.2(2) The tcp keyword was deprecated in favor of the idle keyword, which controls the idle timeout
for all protocols.
9.1(2) The minimum half-closed value was lowered to 30 seconds (0:0:30).
9.13(1) The DCD configuration is now supported in a cluster.

Usage Guidelines

Configure this command using Modular Policy Framework. First define the traffic to which you want to apply
the timeout using the class-map command. Then enter the policy-map command to define the policy, and
enter the class command to reference the class map. In class configuration mode, you can enter the set
connection timeout command. Finally, apply the policy map to an interface using the Service-policy
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Examples

sa-shov |

command. For more information about how Modular Policy Framework works, see the CLI configuration
guide.

The show service-policy command to includes counters to show the amount of activity from DCD.

The following example sets the connection timeouts for all traffic:

ciscoasa(config) # class-map CONNS

ciscoasa (config-cmap) # match any

ciscoasa (config-cmap) # policy-map CONNS

ciscoasa (config-pmap) # class CONNS

ciscoasa (config-pmap-c)# set connection timeout idle 2:0:0 embryonic 0:40:0 half-closed
0:20:0 decd

ciscoasa (config-pmap-c)# service-policy CONNS interface outside

You can enter set connection commands with multiple parameters, or you can enter each parameter
as a separate command. The ASA combines the commands into one line in the running configuration.
For example, if you entered the following two commands in class configuration mode:

ciscoasa (config-pmap-c)# set connection timeout idle 2:0:0
ciscoasa (config-pmap-c)# set connection timeout embryonic 0:40:0

Then the output of the show running-config policy-map command would display the result of the
two commands in the following single, combined command:

set connection timeout idle 2:0:0 embryonic 0:40:0

Related Commands

Command Description
class Specifies a class-map to use for traffic classification.
clear configure policy-map Remove all policy-map configuration, except that if a policy-map is

in use in a service-policy command, that policy-map is not removed.

policy-map Configures a policy; that is, an association of a traffic class and one or
more actions.

set connection Configure connection values.

show running-config policy-map | Display all current policy-map configurations.

show service-policy Displays counters for DCD and other service activity.
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set default interface

The set interface command when used with default option will imply that the first attempt to route the matching
traffic has to be done through normal route-lookup by looking up for an explicit route. Only when normal
route-lookup fails, PBR will forward the traffic using the interface specified. Since both ‘default’ triggered
lookup and the interface option triggered lookup depend on the presence of an explicit route to destination.
Always ‘default’ lookup will succeed. When ‘default’ lookup fails, it means there is no explicit route to
destination. So, interface action cannot be applied. When “set default interface” is configured, only ‘Null0’
can be configured as interface. When this option is configured, if normal route lookup does not yield an explicit
route (non-default route) to the destination, traffic will be dropped.

set default interface NullO
no set default interface NullO

Syntax Description

Command Default

Command Modes

interface Interface to which packets are forwarded.

There is no default for this command and NullO interface has to be specified as set action.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.4(1) This command was added.

Use this command to provide certain users a different default route. If the ASA has no explicit route for the
destination, then it routes the packet to this interface. The first interface specified with the set default interface
command that is up is used. The optionally specified interfaces are tried in turn.

Use the ip policy route-map interface configuration command, the route-map global configuration command,
and the match and set route-map configuration commands to define the conditions for policy routing packets.
The ip policy route-map command identifies a route map by name. Each route-map command has a list of
match and set commands associated with it. The match commands specify the match criteria—the conditions
under which policy routing occurs. The set commands specify the set actions—the particular routing actions
to perform if the criteria enforced by the match commands are met.

In PBR for IPv6, use the ipv6 policy route-map or ipv6 local policy route-map command with match and set
route map configuration commands to define conditions for policy routing packets.

The set clauses can be used in conjunction with one another. They are evaluated in the following order:

1. set ip next-hop
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. set default interface

2. set interface
3. set ip default next-hop

4. set default interface

Examples
(config) # route-map testmap
(config-route-map) # set default interface NullO
(config)# show run route-map
!

route-map testmap permit 10

set default interface NullO

!

(config) # show route-map testmap

route-map testmap, permit, sequence 10

Match clauses:

Set clauses:
default interface NullO
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set dscp .

The set dscp command is used to set the QoS bits in the matching IP packets.

set ip dscp { 0-63 | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 |
cs3| cs4 | csh | cs6 | cs7 | default | ef }

no set ip dscp

setip dscp { 0-63 | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | csl | cs2 |
cs3| cs4 | csh | csb | cs7 | default | ef }

no set ip dscp

Syntax Description 0-63  numeric range of dscp value.
af assured forwarding class
ef expedited forwarding
default
cs

Command Default

Command Modes

The DSCP value in the ToS byte is not set.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.4(1) This command was added.

Once the DSCP bit is set, other quality of service (QoS) features can then operate on the bit settings.
DSCP and Precedence Values Are Mutually Exclusive

The set dscp command cannot be used with the set precedence command to mark the same packet. The two
values, DSCP and precedence, are mutually exclusive. A packet can have one value or the other, but not both.

Precedence Value and Queuing

The network gives priority (or some type of expedited handling) to marked traffic. Typically, you set the
precedence value at the edge of the network (or administrative domain); data then is queued according to the
precedence. Weighted fair queueing (WFQ) can speed up handling for high-precedence traffic at congestion
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points. Weighted Random Early Detection (WRED) ensures that high-precedence traffic has lower loss rates
than other traffic during times of congestion.

Use of the “from-field” Packet-marking Category

If you are using this command as part of the Enhanced Packet Marking feature, it can specify the “from-field”
packet-marking category to be used for mapping and setting the DSCP value. The “from-field” packet-marking
categories are as follows:

* Class of service (CoS)
* QoS group

If you specify a “from-field” category but do not specify the table keyword and the applicable table-map-name
argument, the default action will be to copy the value associated with the “from-field” category as the DSCP
value. For instance, if you configure the set dscp cos command, the CoS value will be copied and used as the
DSCP value.

N

Note The CoS field is a three-bit field, and the DSCP field is a six-bit field. If you configure the set dscp cos
command, only the three bits of the CoS field will be used.

If you configure the set dscp qos-group command, the QoS group value will be copied and used as the DSCP
value.

The valid value range for the DSCP is a number from 0 to 63. The valid value range for the QoS group is a
number from 0 to 99. Therefore, when configuring the set dscp qos-group command, note the following points:

* If a QoS group value falls within both value ranges (for example, 44), the packet-marking value will be
copied and the packets will be marked.

* If QoS group value exceeds the DSCP range (for example, 77), the packet-marking value will not be
copied and the packet will not be marked. No action is taken.

Set DSCP Values in IPv6 Environments

When this command is used in IPv6 environments, the default match occurs on both IP and IPv6 packets.
However, the actual packets set by this function are only those that meet the match criteria of the class map
containing this function.

Set DSCP Values for IPv6 Packets Only

To set DSCP values for IPv6 values only, you must also use the match protocol ipv6 command. Without that
command, the precedence match defaults to match both IPv4 and IPv6 packets.

Set DSCP Values for IPv4 Packets Only

To set DSCP values for IPv4 values only, you must use the appropriate match ip command. Without this
command, the class map may match both IPv6 and IPv4 packets, depending on the other match criteria, and
the DSCP values may act upon both types of packets.

(config) # route-map testmapvé
(config-route-map) # set ip dscp af22
(config) # show run route-map

|

route-map testmapv4 permit 10

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| sa-shov
set dscp .

set ip dscp af22

|
(config)# show route-map testmapv4
route-map testmapv4, permit, sequence 10

Match clauses:

Set clauses:

ip dscp af22

(config) # route-map testmapvé
(config-route-map) # set ipvé dscp cs6
(config)# show run route-map
|

route-map testmapvé permit 10
set ipv6 dscp cs6
|
(config) # show route-map testmap
route-map testmap, permit, sequence 10
Match clauses:

Set clauses:
ipvé dscp csé6
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set ikev1 transform-set

To specify the IPsec IKEv1 proposal for the IPsec profile, use the set ikev1 transform-set command in the
IPsec profile configuration mode. Use the no form of this command to remove the [Psec IKEv1 proposal.

sa-shov |

set ikevl transfor m-set transform-set name
no set ikevl transfor m-set transform-set name

Syntax Description

Command Default

Command Modes

transform-set
name

Specifies the name of the IPsec IKEv1 proposal.

No default behavior or values.

The following table shows the modes in which you can enter the command.

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
IPsec profile * Yes * No * Yes * No —
configuration

Command History

Examples

Release Modification

9.7(1) We introduced this command.

The following example specifies the IKEv1 proposal for the [Psec profile:

ciscoasa(config)# crypto ipsec profile VTIipsec
ciscoasa (config-ipsec-profile)# set ikevl transform-set

Related Commands

Command

Description

crypto ipsec profile

Creates a new [Psec profile.

responder-only

Sets the VTI tunnel interface to responder only mode.

set pfs

Specifies the PFS group to be used in the IPsec profile configuration.

set security-association lifetime

Specifies the duration of security association in the IPsec profile
configuration. This is specified in kilobytes or seconds, or both.

set trustpoint

Specifies a trustpoint that defines the certificate to be used while initiating
a VTI tunnel connection.
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set interface

The set interface command is used to configure the interface through which the matching traffic has to be
forwarded. It is allowed to configure multiple interfaces in which case they are evaluated in the specified
order until a valid up and running interface to forward the packets is found. When the interface name is
specified as ‘Null0’, all traffic matching the route-map will be dropped.

set interface [ ...interface ]
no set interface [ ...interface ]

Syntax Description

Command Default

Command Modes

interface Interface to which packets are forwarded.

No command defaults.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.4(1) This command was added.

Use the ip policy route-map interface configuration command, the route-map global configuration command,
and the match and set route-map configuration commands to define the conditions for policy-routing packets.
The ip policy route-map command identifies a route map by name. Each route-map command has a list of
match and set commands associated with it. The match commands specify the match criteria—the conditions
under which policy routing occurs. The set commands specify the set actions—the particular routing actions
to perform if the criteria enforced by the match commands are met.

In PBR for IPv6, use the ipv6 policy route-map or ipv6 local policy route-map command with match and set
route-map configuration commands to define conditions for policy-routing packets.

If the first interface specified with the set interface command is down, the optionally specified interfaces are
tried in turn.

The set clauses can be used in conjunction with one another. They are evaluated in the following order:
1. set ip next-hop

2. set interface

3. set ip default next-hop

4. set default interface

A useful next hop implies an interface. As soon as a next hop and an interface are found, the packet is routed.
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Examples

ciscoasa(config)# route-map testmap
ciscoasa(config-route-map)# set interface outside
ciscoasa(config)# show run route-map
|
route-map testmap permit 10

set interface outside
|
ciscoasa(config) # show route-map testmap
route-map testmap, permit, sequence 10

Match clauses:

Set clauses:

interface outside
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set ip df .

The set ip df command is used to set the df (do-not-fragment) bit in the matching IP packets..

setipdf [0]1]
no set ip df

Syntax Description

0 Sets the df bit to 0 (clears the df bit), allows packets fragmentation.

1 Sets the DF bit to 1 which prohibits packet fragmentation.

Command Default

There is no default for this command and either 0 or 1 has to be specified as DF bit, in the set action.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Release Modification

9.4(1) This command was added.

Usage Guidelines

Examples

Using Path MTU Discovery (PMTUD) you can determine an MTU value for IP packets that avoids
fragmentation. If ICMP messages are blocked by a router, the path MTU is broken and packets with the DF
bit set are discarded. Use the set ip df command to clear the DF bit and allow the packet to be fragmented and
sent. Fragmentation can slow the speed of packet forwarding on the network but access lists can be used to
limit the number of packets on which the DF bit will be cleared.

N

Note

Some IP transmitters (notably some versions of Linux) may set the identification field in the IP header (IPid)
to zero when the DF bit is set. If the router should clear the DF bit on such a packet and if that packet should
subsequently be fragmented, then the IP receiver will probably be unable to correctly reassemble the original
IP packet.

config)# route-map testmap

config)# show run route-map

(
(config-route-map) # set ip df 1
(
|

route-map testmap permit 10

set ip df 1

(config) # show route-map testmap
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. set ip df

route-map testmap, permit, sequence 10
Match clauses:
Set clauses:
ip df 1
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set ip default next-hop

The set ip next-hop command when used with the default option implies that the first attempt to route the
matching traffic has to be done through normal route-lookup by looking for an explicit route. Only when
normal route-lookup fails, Policy Based Routing (PBR) will forward the traffic using the specified next-hop
ip address.

set ip default next-hop ip-address [ ...ip-address ]

no set ip default next-hop ip-address [ ...ip-address ]
set default ipvbnext-hop ip-address [ ...ip-address ]
no set default ipvenext-hop ip-address [ ...ip-address ]

Syntax Description

Command Default

Command Modes

ip-address  IP address of the next hop to which packets are output. It need not be an adjacent router.

ipvo-address IPv6 address of the next hop to which packets are output. It need not be an adjacent router.

This command is disabled by default and at least one next-hop ip address has to be specified for the set action.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.4(1) This command was added.

Use this command to provide certain users a different default route. If the software has no explicit route for
the destination in the packet, then it routes the packet to this next hop. The first next hop specified with the
set ip default next-hop command needs to be adjacent to the router. The optional specified IP addresses are
tried in turn.

Use the ip policy route-map interface configuration command, the route-map global configuration command,
and the match and set route-map configuration commands to define the conditions for policy routing packets.
The ip policy route-map command identifies a route map by name. Each route-map command has a list of
match and set commands associated with it. The match commands specify the match criteria--the conditions
under which policy routing occurs. The set commands specify the set actions--the particular routing actions
to perform if the criteria enforced by the match commands are met.

If the first next hop specified with the set next-hop command is down, the optionally specified IP addresses
are tried in turn.

The set clauses can be used in conjunction with one another. They are evaluated in the following order:

1. set next-hop
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. set ip default next-hop

2. set interface
3. set default next-hop

4. set default interface

\}

Note The set ip next-hop and set ip default next-hop are similar commands but have a different order of operations.
Configuring the set ip next-hop command causes the system to use policy routing first and then use the routing
table. Configuring the set ip default next-hop command causes the system to use the routing table first and
then policy route the specified next hop.

Examples
(config) # route-map testmapvié
(config-route-map) # set ip default next-hop 1.1.1.1
(config) # show run route-map
|

route-map testmapv4 permit 10

set ip default next-hop 1.1.1.1
|

(config) # show route-map testmapvi

route-map testmapv4, permit, sequence 10

Match clauses:

Set clauses:

ip default next-hop 1.1.1.1

(config) # route-map testmapvé

(config-route-map) # set ipvé default next-hop 2001::1
(config)# show run route-map
|

route-map testmapvé permit 10

set ipv6 default next-hop 2001::1
|

(config) # show route-map testmapvé
route-map testmapvé6, permit, sequence 10
Match clauses:

Set clauses:

ipvé default next-hop 2001::1
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set ip next-hop

To indicate where to output packets that pass a match clause of a route map for policy routing, use the set ip
next-hop command in route-map configuration mode. To delete an entry, use the no form of this command.

set ip next-hop ip-address [ ip-address ] [ peer-address ]
no set ip next-hop ip-address [ ip-address ] [ peer-address ]
set ipv6 next-hop

Syntax Description

Command Default

Command Modes

ip-address  IP address of the next hop to which packets are output. It need not be an adjacent router.

peer-address (Optional) Sets the next hop to be the BGP peering address.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.2(1) This command was added.

An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
ip-address argument.

Use the ip policy route-map interface configuration command, the route-map global configuration command,
and the match and set route-map configuration commands to define the conditions for policy routing packets.
The ip policy route-map command identifies a route map by name. Each route-map command has a list of
match and set commands associated with it. The match commands specify the match criteria—the conditions
under which policy routing occurs. The set commands specify the set actions—the particular routing actions
to perform if the criteria enforced by the match commands are met.

If the first next hop specified with the set next-hop command is down, the optionally specified IP addresses
are tried in turn.

When the set next-hop command is used with the peer-address keyword in an inbound route map of a BGP
peer, the next hop of the received matching routes will be set to be the neighbor peering address, overriding
any third-party next hops. So the same route map can be applied to multiple BGP peers to override third-party
next hops.

When the set next-hop command is used with the peer-address keyword in an outbound route map of a BGP
peer, the next hop of the advertised matching routes will be set to be the peering address of the local router,
thus disabling the next hop calculation. The set next-hop command has finer granularity than the (per-neighbor)
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neighbor next-hop-self command, because you can set the next hop for some routes, but not others. The
neighbor next-hop-self command sets the next hop for all routes sent to that neighbor.

The set clauses can be used in conjunction with one another. They are evaluated in the following order:
1. set next-hop

2. set interface

3. set default next-hop

4. set default interface

\}

Note To avoid a common configuration error for reflected routes, do not use the set next-hop command in a route
map to be applied to BGP route reflector clients.

Examples In the following example, three routers are on the same LAN (with IP addresses 10.1.1.1, 10.1.1.2,

and 10.1.1.3). Each is in a different autonomous system. The set ip next-hop peer-address command
specifies that traffic from the router (10.1.1.3) in remote autonomous system 300 for the router
(10.1.1.1) in remote autonomous system 100 that matches the route map is passed through the router
bgp 200, rather than sent directly to the router (10.1.1.1) in autonomous system 100 over their mutual
connection to the LAN.

ciscoasa(config) # router bgp 200

ciscoasa (config-router)# address-family ipv4

ciscoasa (config-router-af)# neighbor 10.1.1.3 remote-as 300

ciscoasa (config-router-af)# neighbor 10.1.1.3 route-map set-peer-address out
ciscoasa (config-router-af)# neighbor 10.1.1.1 remote-as 100

ciscoasa (config-route-af)# route-map set-peer-address permit 10

ciscoasa (config-route-map) # set ip next-hop peer-address
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set ip next-hop recursive

Both set ip next-hop and set ip default next-hop require that the next-hop be found on a directly connected

subnet. With set ip next-hop recursive, the next-hop address does not need to be directly connected. Instead
a recursive lookup is performed on the next-hop address, and matching traffic is forwarded to the next-hop

used by that route entry according to the routing path in use on the router.

Recursive next-hop lookup is not applicable for IPv6 or when default keyword is specified.

set ip next-hop recursive [ ipv4-address ]
no set ip next-hop recursive [ ipv4d-address ]

Syntax Description

Command Default

Command Modes

ipv4-address 1P address of the next hop to which packets are output. It need not be an adjacent router.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.4(1) This command was added.

Use the ip policy route-map interface configuration command, the route-map global configuration command,
and the match and set route-map configuration commands to define the conditions for policy routing packets.
The ip policy route-map command identifies a route map by name. Each route-map command has a list of
match and set commands associated with it. The match commands specify the match criteria—the conditions
under which policy routing occurs. The set commands specify the set actions—the particular routing actions
to perform if the criteria enforced by the match commands are met.

If the interface associated with the first next hop specified with the set ip next-hop command is down, the
optionally specified IP addresses are tried in turn.

The set clauses can be used in conjunction with one another. They are evaluated in the following order:
1. set ip next-hop

2. set interface

3. set ip default next-hop

4. set default interface
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. set ip next-hop recursive

\)

Note

The set ip next-hop and set ip default next-hop are similar commands but have a different order of operations.
Configuring the set ip next-hop command causes the system to use policy routing first and then use the routing
table. Configuring the set ip default next-hop command causes the system to use the routing table first and

then policy route the specified next hop.

Examples
(config) # route-map testmapvi
(config-route-map) # set ip next-hop recursive 1.1.1.1
(
!

config)# show run route-map

route-map testmapv4 permit 10
set ip next-hop recursive 1.1.1.1
|
(config) # show route-map testmapvi
route-map testmapv4, permit, sequence 10
Match clauses:

Set clauses:
ip next-hop recursive 1.1.1.1
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set ip next-hop verify-availability

The set ip next-hop verify-availability can be configured with an SLA monitor tracking object to verify the
reachability of the next-hop. To verify the availability of multiple next-hops, multiple set ip next-hop
verify-availability commands can be configured with different sequence numbers and different tracking
objects.

set ip next-hop verify-availability [ sequence number ] track [ tracked-object-number ]
no set ip next-hop verify-availability [ sequence number ] track [ tracked-object-number ]

Syntax Description sequence-number Sequence of next hops. The acceptable range is from 1-65535.

track The tracking method is track.

tracked-object-number Object number that the tracking subsystem is tracking. The acceptable range is from

1 to 500.
Command Default No command defaults.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes — —
configuration
Command History Release Modification
9.4(1) This command was added.
Usage Guidelines The set ip next-hop verify-availability command can be used in the following two ways:

* With policy-based routing (PBR) to verify next hop reachability using Cisco Discovery Protocol (CDP).

» With optional arguments to support object tracking using Internet Control Message Protocol (ICMP)
ping or an HTTP GET request to verify if a remote device is reachable.

Using CDP Verification

This command is used to verify that the next hop is reachable before the router tries to policy route to it. This
command has the following characteristics:

* It causes some performance degradation.
* CDP must be configured on the interface.

* The next hop must be a Cisco device with CDP enabled.
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* It is supported in process switching and Cisco Express Forwarding (CEF) policy routing, but is not
available in distributed CEF (dCEF) because of the dependency of the CDP neighbor database.

If the router is policy routing packets to the next hop and the next hop is down, the router will try unsuccessfully
to use Address Resolution Protocol (ARP) for the next hop (which is down). This behavior will continue
indefinitely. To prevent this situation from occurring, use the set ip next-hop verify-availability command to
configure the router to verify that the next hop of the route map is a CDP neighbor before routing to that next
hop.

This command is optional because some media or encapsulations do not support CDP, or it may not be a
Cisco device that is sending traffic to the router.

If this command is set and the next hop is not a CDP neighbor, then the router looks to the subsequent next
hop, if there is one. If there is no next hop, the packets are not policy routed.

If this command is not set, the packets are either successfully policy routed or remain forever unrouted.

If you want to selectively verify availability of only some next hops, you can configure different route map
entries (under the same route map name) with different criteria (using access list matching or packet size
matching), and then use the set ip next-hop verify-availability command selectively.

Using Object Tracking

With optional arguments to support object tracking, this command allows PBR to make decisions based on
the following criteria:

» ICMP ping reachability to a remote device.
* Application running on a remote device (for example, the device responds to an HTTP GET request).

* A route exists in the Routing Information Base (RIB) (for example, policy route only if 10.2.2.0/24 is in
the RIB).

* Interface state (for example, packets received on EO should be policy routed out E1 only if E2 is down).

Object tracking functions in the following manner. PBR will inform the tracking process that it is interested
in tracking a certain object. The tracking process will in turn notify PBR when the state of the object changes.
This notification is done via registries and is event driven.

The tracking subsystem is responsible for tracking the state of an object. The object can be an IP address that
is periodically being pinged by the tracking process. The state of the object (up or down) is stored in a track
report data structure. The tracking process will create the tracking object report. Then the exec process that
is configuring the route map can query the tracking process to determine if a given object exists. If the object
exists, the tracking subsystem can start tracking it and read the initial state of the object. If the object changes
state, the tracking process will notify all the clients that are tracking this process that the state of the object
has changed. So, the route map structure that PBR is using can be updated to reflect the current state of the
object in the track report. This interprocess communication is done by means of registries and the shared track
report.

\}

Note If the CDP and object tracking commands are mixed, the tracked next hops will be tried first.

Examples

ciscoasa(config)# sla monitor 1
ciscoasa(config-sla-monitor)# type echo protocol ipIcmpEcho 1.1.1.1 interface outside

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| sa-shov
set ip next-hop verify-availability .

ciscoasa(config)# sla monitor schedule 1 life forever start-time now
ciscoasa(config)# track 1 rtr 1 reachability
ciscoasa (config) #
ciscoasa(config)# route-map testmapvé
ciscoasa(config-route-map) # set ip next-hop verify-availability 1.1.1.1 10 track 1
ciscoasa(config)# show run route-map
|
route-map testmapv4 permit 10

set ip next-hop verify-availability 1.1.1.1 10 track 1
|
ciscoasa(config)# show route-map testmap
route-map testmapv4, permit, sequence 10

Match clauses:

Set clauses:

ip next-hop verify-availability 1.1.1.1 10 track 1
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set local-preference

To specify a preference value for the autonomous system path, use the set local-preference command in
route-map configuration mode. To delete an entry, use the noform of this command.

set local-preference number-value
no set local-preference number-value

Syntax Description number-value Preference value. An integer from 0 to 4294967295.

Command Default Preference value is 100.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration
Command History Release Modification
9.2(1) This command was added.
Usage Guidelines The preference is sent only to all routers in the local autonomous system.

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria --the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions--the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The set route-map configuration commands specify the redistribution Set actions to be performed when all
the match criteria of a route map are met. When all match criteria are met, all set actions are performed.

You can change the default preference value with the bgp default local-preference command.

Examples The following example sets the local preference to 100 for all routes that are included in access list

1:

ciscoasa(config-route-map)# route-map map-preference
ciscoasa(config-route-map)# match as-path 1
ciscoasa(config-route-map)# set local-preference 100
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set metric

To set the metric value of a route for OSPF and other dynamic routing protocols in a route map, use the set
metric command in route-map configuration mode. To return to the default metric value for OSPF and other
dynamic routing protocols, use the no form of this command.

set metric metric-value | [ bandwidth delay reliability loading mtu ]
no set metric metric-value | [ bandwidth delay reliability loading mtu ]

Syntax Description bandwidth  EIGRP bandwidth of a route, in kbps. Valid values range from 0 to 4294967295.

delay EIGRP route delay, in tens of microseconds. Valid values range from 0 to 4294967295.

loading Effective EIGRP bandwidth of a route expressed as a number from 0 to 255. The value 255
means 100 percent loading.

metric-value Metric value of a route for OSPF and other dynamic routing protocols (except for EIGRP),
expressed as a number. Valid values range from 0 to 4294967295.

mtu Minimum MTU size of a route for EIGRP, in bytes. Valid values range from 0 to 4294967295.

reliability  Likelihood of successful packet transmission for EIGRP expressed as a number from 0 to 255.
The value 255 means 100 percent reliability; 0 means no reliability.

Command Default No default behavior or values.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration
Command History Release Modification

7.0(1) This command was added.

8.2(5) The bandwidth , delay, reliability, loading, and mtu arguments to support EIGRP in a route map
were added.

9.0(1) Support for multiple context mode was added.

Usage Guidelines The no set metric command allows you to return to the default metric value for OSPF and other dynamic
routing protocols. In this context, the metric-value argument is an integer from 0 to 4294967295.
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Examples The following example shows how to configure a route map for OSPF routing:

ciscoasa(config) # route-map maptagl permit 8
ciscoasa(config-route-map)# set metric 5
ciscoasa (config-route-map) # match metric 5
ciscoasa (config-route-map) # show route-map
route-map maptagl permit 8

set metric 5

match metric 5

The following example shows how to set the metric value for EIGRP in a route map:

ciscoasa(config)# access-list route-out line 1 standard permit 10.1.1.0 255.255.255.0
ciscoasa(config) # route-map rmap permit 10
ciscoasa(config-route-map)# set metric 10000 60 100 1 1500
ciscoasa (config-route-map) # show route-map rmap
route-map rmap, permit, sequence 10
Match clauses:
ip address (access-lists): route-out
Set clauses:
metric 10000 60 100 1 1500
ciscoasa (config-route-map) # show running-config route-map
route-map rmap permit 10
match ip address route-out
set metric 10000 60 100 1 1500

Related Commands | Command Description

match interface | Distributes any routes that have their next hop out of one of the interfaces specified,

match ip Distributes any routes that have a next-hop router address that is passed by one of the
next-hop access lists specified.
route-map Defines the conditions for redistributing routes from one routing protocol into another.
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To specify the type of OSPF metric routes, use the set metric-type command in route-map configuration mode.
To return to the default setting, use the no form of this command.

set metric-type .

set metric-type { type-1|type-2 }
no set metric-type

Syntax Description

Command Default

Command Modes

typel Specifies the type of OSPF metric routes that are external to a specified autonomous system.

type2 Specifies the type of OSPF metric routes that are external to a specified autonomous system.

The default is type-2.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

7.0(1) This command was added.

9.0(1) Support for multiple context mode was added.

The following example shows how to configure a route map for OSPF routing:

ciscoasa(config) # route-map
ciscoasa (config-route-map) #
config-route-map) #
ciscoasa (config-route-map) #

(
(
ciscoasa (
(

ciscoasa (config-route-map) #

maptagl permit 8

set metric 5

match metric 5

set metric-type type-2
show route-map

route-map maptagl permit 8

set metric 5

set metric-type type-2

match metric

ciscoasa (config-route-map) #

5
exit

ciscoasa(config) #

Related Commands

Command Description
match Distributes any routes that have their next hop out one of the interfaces specified,
interface
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Command Description
route-map Defines the conditions for redistributing routes from one routing protocol into another.
set metric Specifies the metric value in the destination routing protocol for a route map.
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set metric-type internal

To set the Multi Exit Discriminator (MED) value on prefixes advertised to external BGP (eBGP) neighbors
to match the Interior Gateway Protocol (IGP) metric of the next hop, use the set metric-type internal command
in route-map configuration mode. To return to the default, use the no form of this command.

set metric-typeinternal
no set metric-typeinternal

Syntax Description

This command has no arguments or keywords.

Command Default

This command is disabled by default.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Release Modification

9.2(1) We added this command.

Usage Guidelines

This command will cause BGP to advertise a MED value that corresponds to the IGP metric associated with
the next hop of the route. This command applies to generated, internal BGP (iBGP)-, and eBGP-derived
routes.

If this command is used, multiple BGP speakers in a common autonomous system can advertise different
MED values for a particular prefix. Also, note that if the IGP metric changes, BGP will readvertise the route
every 10 minutes.

Use the route-map global configuration command and the match and set route-map configuration commands
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The set route-map configuration commands specify the redistribution set actions to be performed when all of
the match criteria of the route map are met. When all match criteria are met, all set actions are performed.

\)

Note

This command is not supported for redistributing routes into the Border Gateway Protocol (BGP).
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Examples In the following example, the MED value for all the advertised routes to neighbor 172.16.2.3 is set

to the corresponding IGP metric of the next hop:

ciscoasa(config) # router bgp 109

ciscoasa(config-router)# address-family ipv4
ciscoasa(config-router-af)# network 172.16.0.0

ciscoasa (config-router-af)# neighbor 172.16.2.3 remote-as 200
ciscoasa(config-router-af)# neighbor 172.16.2.3 route-map setMED out
ciscoasa(config-route-map)# route-map setMED permit 10
ciscoasa(config-route-map) # match as-path as-path-acl
ciscoasa(config-route-map) # set metric-type internal

ciscoasa (config-route-map) #

)
)
)
)
)
)

ip as-path access-list as-path-acl permit .*
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set origin .

To set the BGP origin code, use the set origin command in route-map configuration mode. To delete an entry,
use the no form of this command.

set origin { igp | egp autonomous-system-number | incomplete }
no set origin { igp | egp autonomous-system-number | incomplete }

Syntax Description

Command Default

Command Modes

autonomous-system-number Number of a remote autonomous system number. The range of values for this
argument is any valid autonomous system number from 1 to 65535.

egp Local External Gateway Protocol (EGP) system.
igp Remote Interior Gateway Protocol (IGP) system.
incomplete Unknown heritage.

The origin of the route is based on the path information of the route in the main IP routing table.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

You must have a match clause (even if it points to a “permit everything” list) if you want to set the origin of
a route. Use this command to set a specific origin when a route is redistributed into BGP. When routes are
redistributed, the origin is usually recorded as incomplete, identified with a ? in the BGP table.

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The set route-map configuration commands specify the redistribution set actions to be performed when all of

the match criteria of a route map are met. When all match criteria are met, all set actions are performed.

The following example sets the origin of routes that pass the route map to IGP:
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ciscoasa(config-route-map) # route-map set origin
ciscoasa(config-route-map)# match as-path 10
ciscoasa(config-route-map)# set origin igp
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set pfs .

To specify the PFS group for the IPsec profile, use the set pfs command in the IPsec profile configuration
mode. Use the no form of this command to remove the PFS group.

set pfs Diffie-Hellman group [ groupl4 ]
no set pfs Diffie-Hellman group [ groupl4 ]

Syntax Description

Command Default

Command Modes

Diffie-Hellman Specifies the name of the Diffie-Hellman group (dh group).
group
groupl4 Specifies that IPsec should use the 2048-bit Diffie-Hellman prime modulus group

when performing the new Diffie-Hellman exchange.

No default behavior or values.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
IPsec profile * Yes * No * Yes * No —
configuration

Command History

Examples

Release Modification

9.16(1) Support was added for the group31 command option.

9.15(1) Support was removed for the group2 and group5 command options.

9.13(1) Added support for Group 14. The group2 and group5 command options was deprecated and will
removed in the later release.

9.7(1) We introduced this command.

The following example sets group14 as the pfs:

ciscoasa(config) # crypto ipsec profile VTIipsec
ciscoasa(config-ipsec-profile)# set pfs groupl4d

Related Commands

Command Description

cryptoipsec profile Creates a new IPsec profile.

responder-only Sets the VTI tunnel interface to responder only mode.
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Command Description
set ikevl transfor m-set Specifies the IKEv]1 transform set to be used in the IPsec profile
configuration.

st security-association lifetime | Specifies the duration of security association in the IPsec profile
configuration. This is specified in kilobytes or seconds, or both.

set trustpoint Specifies a trustpoint that defines the certificate to be used while initiating
a VTI tunnel connection.
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set security-association lifetime

To specify the duration of security association in the IPsec profile configuration, use the set
security-association lifetime command in the IPsec profile configuration mode. This is specified in kilobytes
or seconds, or both. Use the no form of this command to remove the security association lifetime configuration.

set security-association lifetime { seconds number | kilobytes { number | unlimited } }
Nno set security-association lifetime { seconds number | kilobytes { number | unlimited } }

Syntax Description

Command Default

Command Modes

kilobytes { number |

unlimited }

Specifies the volume of traffic (in kilobytes) that can pass between peers using a
given security association before that security association expires. The range is
10 to 2147483647 kbytes. The global default is 4,608,000 kilobytes.

This setting does not apply to remote access VPN connections. It applies to
site-to-site VPN only.

seconds number

Specifies the number of seconds a security association will live before it expires.
The range is 120 to 214783647 seconds. The global default is 28,800 seconds
(eight hours).

This setting applies to both remote access and site-to-site VPN.

No default behavior or values.

The following table shows the modes in which you can enter the command.

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
IPsec profile * Yes * No * Yes * No —
configuration

Command History

Usage Guidelines

Release Modification

9.7(1) We introduced this command.

The crypto map's security associations are negotiated according to the global lifetimes.

IPsec security associations use shared secret keys. These keys and their security associations time out together.

Assuming that the particular crypto map entry has lifetime values configured, when the ASA requests new
security associations during security association negotiation, it specifies its crypto map lifetime values in the
request to the peer; it uses these values as the lifetime of the new security associations. When the ASA receives
anegotiation request from the peer, it uses the smaller of the lifetime values proposed by the peer or the locally
configured lifetime values as the lifetime of the new security associations.
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For site-to-site VPN connections, there are two lifetimes: a “timed” lifetime and a “traffic-volume” lifetime.
The security association expires after the first of these lifetimes is reached. For remote access VPN sessions,
only the timed lifetime applies.

\)

Note The ASA lets you change crypto map, dynamic map, and IPsec settings on-the-fly. If you do so, the ASA
brings down only the connections affected by the change. If you change an existing access list associated with
a crypto map, specifically by deleting an entry within the access list, the result is that only the associated
connection is brought down. Connections based on other entries in the access list are not affected.

Examples The following example sets the security association lifetime values:
ciscoasa(config) # crypto ipsec profile VTIipsec
ciscoasa (config-ipsec-profile)# set security-association lifetime seconds 120 kilobytes
10000
Related Commands Command Description
cryptoipsec profile Creates a new IPsec profile.
responder-only Sets the VTI tunnel interface to responder only mode.

set ikevl transform-set | Specifies the IKEvI1 transform set to be used in the IPsec profile configuration.

set pfs Specifies the PFS group to be used in the [Psec profile configuration.

set trustpoint Specifies a trustpoint that defines the certificate to be used while initiating a VTI
tunnel connection.
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To specify a trustpoint that defines the certificate to be used while initiating a VTI tunnel connection, use the
set trustpoint command in the IPsec profile configuration mode. Use the no form of this command to remove

the trustpoint configuration.

set trustpoint name chain
no set trustpoint name chain

Syntax Description

Command Default

Command Modes

name Specifies the name of the trustpoint.

chain Enables the sending of certificate chain.

No default behavior or values.

The following table shows the modes in which you can enter the command.

set trustpoint .

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
IPsec profile * Yes * No * Yes * No —
configuration

Command History

Examples

Release Modification

9.8(1) We introduced this command.

The following example sets the security association lifetime values:

ciscoasa(config) # crypto ipsec profile VTIipsec
ciscoasa(config-ipsec-profile)# set trustpoint TPVTI chain

Related Commands

Command

Description

cryptoipsec profile

Creates a new IPsec profile.

responder-only Sets the VTI tunnel interface to responder only mode.

set ikevl Specifies the IKEv1 transform set to be used in the IPsec profile configuration.
transfor m-set

set pfs Specifies the PFS group to be used in the IPsec profile configuration.
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Syntax Description

Command Default

Command Modes

sa-shov |

To configure a minimal configuration for the ASA using interactive prompts, enter the Setup command in
global configuration mode.

setup
This command has no arguments or keywords.
No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

8.4(1) Inrouted mode for the ASA 5510 and higher, the interface configured is now the Management slot
/port interface, and not the “inside” interface. For the ASA 5505, the interface configured is the
VLAN 1 interface, not “inside”.

9.0(1) The default configuration prompt was changed, and Ctrl + Z to exit the setup process was enabled.

The setup prompt automatically appears at boot time if there is no startup configuration in flash memory.

The setup command walks you through minimal configuration to establish ASDM connectivity. This command
is designed for a unit that has either no configuration or a partial configuration. If your model supports a
factory default configuration, we recommend using the factory default configuration instead of the setup
command (to restore the default configuration, use the configure factory-default command).

The setup command requires an already-named interface called “management.”

When you enter the setup command, you are asked for the information in XREF. If there is already a
configuration for the listed parameter, it appears in brackets, so you can either accept it as the default or
override it by entering a new value. The exact prompts available may differ per model. The system setup
command includes a subset of these prompts.
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Examples

Table 1: Setup Prompts

setup .

Prompt

Description

Pre-configure Firewall now
through interactive prompts
[yes]?

Enter yesor no. If you enter yes, the setup continues. If nNo, the setup stops
and the global configuration prompt (ciscoasa(config)#) appears.

Firewall Mode [Routed]:

Enter routed or transparent.

Enable password:

Enter an enable password. (The password must have at least three
characters.)

Allow password recovery
[yes]?

Enter yes or no.

You cannot enter anything in this field. The UTC time is used by default.

Clock (UTC):

Enter the year using four digits, for example, 2005. The year range is 1993
rear: to 2035.

Enter the month using the first three characters of its name, for example,
Month: Sep for September.

Enter the day of the month, from 1 to 31.
Day:

Enter the hour, minutes, and seconds in 24-hour time format, for example,
Time:

enter 20:54:44 for 8:54 p.m and 44 seconds.

Host name:

Enter the hostname that you want to display in the command line prompt.

Domain name:

Enter the domain name of the network on which the ASA runs.

IP address of host running
Device Manager:

Enter the IP address of the host that needs to access ASDM.

Use this configuration and
save to flash (yes)?

Enter yes or no. If you enter yes, the inside interface is enabled and the
requested configuration is written to the Flash partition.

If you enter no, the setup prompt repeats, beginning with the first question:

Pre-configure Firewall now through interactive prompts [yes]?

Enter Ctrl + Z to exit the setup or yes to repeat the prompt.

ciscoasa(config) # setup

The following example shows how to complete the setup command:

Pre-configure Firewall now through interactive prompts [yes]? yes
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Firewall Mode [Routed]: routed
Enable password [<use current password>]: writer
Allow password recovery [yes]? yes
Clock (UTC) :
Year: 2005
Month: Now
Day: 15
Time: 10:0:0
Inside IP address: 192.168.1.1
Inside network mask: 255.255.255.0
Host name: tech pubs
Domain name: example.com
IP address of host running Device Manager: 10.1.1.1
The following configuration will be used:
Enable password: writer
Allow password recovery: yes
Clock (UTC): 20:54:44 Sep 17 2005
Firewall Mode: Routed
Inside IP address: 192.168.1.1
Inside network mask: 255.255.255.0
Host name: tech pubs
Domain name: example.com
IP address of host running Device Manager: 10.1.1.1
Use this configuration and write to flash? yes

Related Commands Command Description

configure Restores the default configuration.
factory-default
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set weight

To specify the BGP weight for the routing table, use the set weight command in route-map configuration
mode. To delete an entry, use the no form of this command.

set weight number
no set weight number

Syntax Description number Weight value. It can be an integer ranging from 0 to 65535.

Command Default The weight is not changed by the specified route map.
Command Modes The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Route-map * Yes — * Yes * Yes —
configuration
Command History Release Modification
9.2(1) This command was added.
Usage Guidelines The implemented weight is based on the first matched autonomous system path. Weights indicated when an

autonomous system path is matched override the weights assigned by global neighbor commands. In other
words, the weights assigned with the set weight route-map configuration command override the weights
assigned using the neighbor weight command.

Examples The following example sets the BGP weight for the routes matching the autonomous system path

access list to 200:

ciscoasa (config-route-map) # route-map set-weight
ciscoasa(config-route-map) # match as-path as path acl
iscoasa (config-route-map)# set weight 200
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To redirect traffic to the ASA FirePOWER module, use the sfr command in class configuration mode. To
remove the redirect, use the Nno form of this command.

sfr { fail-close| fail-open } [ monitor-only ]
no sfr { fail-close | fail-open } [ monitor-only ]

Syntax Description

Command Default

Command Modes

fail-close Sets the ASA to block the traffic if the module is unavailable.
fail-open Sets the ASA to allow the traffic through, applying ASA policies only, if the module is
unavailable.

monitor-only  Sends a read-only copy of traffic to the module, i.e. passive mode. If you do not include
the keyword, the traffic is sent in inline mode.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Class * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.2(1) This command was added.

You can access the class configuration mode by first entering the policy-map command.

Before or after you configure the sfr command on the ASA, configure the security policy on the module
using Secure Firewall Management Center (formerly Firepower Management Center).

To configure the Sfr command, you must first configure the classsmap command, policy-map command,
and the class command.

Traffic Flow

The ASA FirePOWER module runs a separate application from the ASA. It is, however, integrated into the
ASA traffic flow. When you apply the sfr command for a class of traffic on the ASA, traffic flows through
the ASA and the module in the following way:

1. Traffic enters the ASA.
2. Incoming VPN traffic is decrypted.

3. Firewall policies are applied.

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| sa-shov

Examples

sfr .

4. Traffic is sent to the ASA FirePOWER module over the backplane.
5. The module applies its security policy to the traffic and takes appropriate actions.

6. In inline mode, valid traffic is sent back to the ASA over the backplane; the ASA FirePOWER module
might block some traffic according to its security policy, and that traffic is not passed on. In passive mode,
no traffic is returned, and the module cannot block traffic.

7. Outgoing VPN traffic is encrypted.
8. Traffic exits the ASA.
Compatibility with ASA Features

The ASA includes many advanced application inspection features, including HTTP inspection. However, the
ASA FirePOWER module provides more advanced HTTP inspection than the ASA provides, as well as
additional features for other applications, including monitoring and controlling application usage.

To take full advantage of the ASA FirePOWER module features, see the following guidelines for traffic that
you send to the ASA FirePOWER module:

Do not configure ASA inspection on HTTP traffic.

* Do not configure Cloud Web Security (ScanSafe) inspection. If you configure both ASA FirePOWER
inspection and Cloud Web Security inspection for the same traffic, the ASA only performs ASA
FirePOWER inspection.

* Other application inspections on the ASA are compatible with the ASA FirePOWER module, including
the default inspections.

* Do not enable the Mobile User Security (MUS) server; it is not compatible with the ASA FirePOWER
module.

* If you enable failover, when the ASA fails over, any existing ASA FirePOWER flows are transferred to
the new ASA. The ASA FirePOWER module in the new ASA begins inspecting the traffic from that
point forward; old inspection states are not transferred.

Monitor-Only Mode

The traffic flow in monitor-only mode is the same as it is for inline mode. The only difference is that the ASA
FirePOWER module does not pass traffic back to the ASA. Instead, the module applies the security policy
to the traffic and lets you know what it would have done if it were operating in inline mode, e.g. traffic might
be marked “would have dropped” in events. You can use this information for traffic analysis and to help you
decide if inline mode is desirable.

)

Note  You cannot configure both monitor-only mode and normal inline mode at the same time on the ASA. Only

one type of security policy is allowed. In multiple context mode, you cannot configure monitor-only mode
for some contexts, and regular inline mode for others.

The following example diverts all HTTP traffic to the ASA FirePOWER module, and blocks all
HTTP traffic if the module fails for any reason:

ciscoasa(config) # access-list ASASFR permit tcp any any eq port 80
ciscoasa(config) # class-map my-sfr-class
ciscoasa(config-cmap) # match access-list ASASFR
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ciscoasa(config-cmap)# policy-map my-sfr-policy
ciscoasa (config-pmap) # class my-sfr-class
ciscoasa (config-pmap-c)# sfr fail-close

ciscoasa (config-pmap-c)# service-policy my-cx-policy global

The following example diverts all IP traffic destined for the 10.1.1.0 network and the 10.2.1.0 network
to the ASA FirePOWER module, and allows all traffic through if the module fails for any reason.

ciscoasa(config) # access-list my-sfr-acl permit ip any 10.1.1.0 255.255.255.0
ciscoasa(config) # access-list my-sfr-acl2 permit ip any 10.2.1.0 255.255.255.0
ciscoasa(config) # class-map my-sfr-class

ciscoasa (config-cmap) # match access-list my-sfr-acl

ciscoasa(config) # class-map my-sfr-class2

ciscoasa(config-cmap) # match access-list my-sfr-acl2

ciscoasa(config-cmap)# policy-map my-sfr-policy

ciscoasa (config-pmap) # class my-sfr-class

ciscoasa (config-pmap-c)# sfr fail-open

ciscoasa (config-pmap) # class my-sfr-class2

ciscoasa (config-pmap-c)# sfr fail-open

ciscoasa(config-pmap-c)# service-policy my-sfr-policy interface outside

Related Commands Command Description
class Specifies a class map to use for traffic classification.
class-map Identifies traffic for use in a policy map.
CXSC Redirects traffic to the ASA CX module.
hw-module modulereload Reloads the module.
hw-module module reset Performs a reset and then reloads the module.
hw-module module shutdown Shuts down the module.
policy-map Configures a policy; that is, an association of a traffic class and one

or more actions.

show asp table classify domain sfr | Shows the NP rules created to send traffic to the ASA FirePOWER
module.

show module Shows the module status.

show running-config policy-map | Displays all current policy map configurations.

show service-policy Shows service policy statistics.
sw-module module sfr reload Reloads the software module.
sw-module module sfr reset Resets the software module.

sw-module module sfr recover Installs the software module boot image.
sw-module module sfr shutdown Shuts down the software module.
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To enable QoS traffic shaping, use the shape command in class configuration mode. If you have a device
that transmits packets at a high speed, such as a ASA with Fast Ethernet, and it is connected to a low speed
device such as a cable modem, then the cable modem is a bottleneck at which packets are frequently dropped.
To manage networks with differing line speeds, you can configure the ASA to transmit packets at a fixed
slower rate, called traffic shaping . To remove this configuration, use the no form of this command.

)

Note

the ASA 5500-X) do not support shaping.

Traffic shaping is only supported on the ASA 5505, 5510, 5520, 5540, and 5550. Multi-core models (such as

shape averagerate [ burst_size ]
no shape averagerate [ burst_size ]

Syntax Description

Command Default

Command Modes

average rate Sets the average rate of traffic in bits per second over a given fixed time period, between
64000 and 154400000. Specify a value that is a multiple of 8000. See the “Usage Guidelines”
section for more information about how the time period is calculated.

burst_size Sets the average burst size in bits that can be transmitted over a given fixed time period,
between 2048 and 154400000. Specify a value that is a multiple of 128. If you do not specify
the burst_size, the default value is equivalent to 4-milliseconds of traffic at the specified
average rate. For example, if the average rate is 1000000 bits per second, 4 ms worth =

1000000 * 4/1000 = 4000.

If you do not specify the burst_size, the default value is equivalent to 4-milliseconds of traffic at the specified
average rate. For example, if the average rate is 1000000 bits per second, 4 ms worth = 1000000 * 4/1000 =
4000.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Class * Yes — * Yes — —
configuration
Command History Release Modification

Usage Guidelines

7.2(4)/8.0(4) This command was added.

To enable traffic shaping, use the Modular Policy Framework:

1. policy-map —Identify the actions associated with the class-default class map.
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a. class class-default —Identify the class-default class map on which you want to perform actions.
b. shape —Apply traffic shaping to the class map.

C. (Optional) service-policy —Call a different policy map in which you configured the priority command
so you can apply priority queueing to a subset of shaped traffic.

2. service-policy —Assigns the policy map to an interface or globally.
Traffic Shaping Overview

Traffic shaping is used to match device and link speeds, thereby controlling packet loss, variable delay, and
link saturation, which can cause jitter and delay.

» Traffic shaping must be applied to all outgoing traffic on a physical interface or in the case of the ASA
5505, on a VLAN. You cannot configure traffic shaping for specific types of traffic.

* Traffic shaping is implemented when packets are ready to be transmitted on an interface, so the rate
calculation is performed based on the actual size of a packet to be transmitted, including all the possible
overhead such as the IPsec header and L2 header.

* The shaped traffic includes both through-the-box and from-the-box traffic.

* The shape rate calculation is based on the standard token bucket algorithm. The token bucket size is
twice the burst size value. See the CLI configuration guide for more information about the token bucket.

» When bursty traffic exceeds the specified shape rate, packets are queued and transmitted later. Following
are some characteristics regarding the shape queue (for information about hierarchical priority queuing,
see the priority command):

* The queue size is calculated based on the shape rate. The queue can hold the equivalent of 200-milliseconds
worth of shape rate traffic, assuming a 1500-byte packet. The minimum queue size is 64.

* When the queue limit is reached, packets are tail-dropped.
» Certain critical keep-alive packets such as OSPF Hello packets are never dropped.

* The time interval is derived by time_interval = burst_size / average rate. The larger the time interval
is, the burstier the shaped traffic might be, and the longer the link might be idle. The effect can be best
understood using the following exaggerated example:

Average Rate = 1000000

Burst Size = 1000000

In the above example, the time interval is 1 second, which means, 1 Mbps of traffic can be bursted out within
the first 10 milliseconds of the 1-second interval on a 100 Mbps FE link and leave the remaining 990
milliseconds idle without being able to send any packets until the next time interval. So if there is delay-sensitive
traffic such as voice traffic, the Burst Size should be reduced compared to the average rate so the time interval
is reduced.

How QoS Fea tures I nteract

You can configure each of the QoS features alone if desired for the ASA. Often, though, you configure multiple
QoS features on the ASA so you can prioritize some traffic, for example, and prevent other traffic from causing
bandwidth problems.

See the following supported feature combinations per interface:

* Standard priority queuing (for specific traffic) + Policing (for the rest of the traffic).
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You cannot configure priority queuing and policing for the same set of traffic.

* Traffic shaping (for all traffic on an interface) + Hierarchical priority queuing (for a subset of traffic).

You cannot configure traffic shaping and standard priority queuing for the same interface; only hierarchical
priority queuing is allowed. For example, if you configure standard priority queuing for the global policy,
and then configure traffic shaping for a specific interface, the feature you configured last is rejected because
the global policy overlaps the interface policy.

Typically, if you enable traffic shaping, you do not also enable policing for the same traffic, although the
ASA does not restrict you from configuring this.

The following example enables traffic shaping for all traffic on the outside interface, and prioritizes
traffic within VPN tunnel-grp1 with the DSCP bit set to ef:

ciscoasa
(config) #
class-map TGl-voice
ciscoasa
(config-cmap) #
match tunnel-group tunnel-grpl
ciscoasa
(config-cmap) #
match dscp ef
ciscoasa(config) # policy-map priority-sub-policy
ciscoasa(config-pmap) # class
TGl-voice
ciscoasa(config-pmap-c)# priority
ciscoasa (config-pmap-c) # policy-map shape_policy
ciscoasa (config-pmap) # class
class-default
ciscoasa (config-pmap-c)# shape
ciscoasa(config-pmap-c)# service-policy priority-sub-policy
ciscoasa
(config-pmap-c) #
service-policy shape_policy
interface outside

Related Commands

Command Description

class Identifies the class map on which you want to perform actions in a policy map.
police Enables QoS policing.

policy-map Identifies actions to apply to traffic in a service policy.

priority Enables QoS priority queuing.

service-policy (class) | Applies a hierarchical policy map.

service-policy (global) | Applies a service policy to interface(s).

show service-policy | Shows QoS statistics.
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share-ratio

To configure the port ratio, which determines how many ports are in the port pool in the basic mapping rule
in a Mapping Address and Port (MAP) domain, use the share-ratio command in MAP domain basic mapping
rule configuration mode. Use the no form of this command to remove the ratio.

share-rationumber
no share-ratio number

Syntax Description

Command Default

Command Modes

number  The number of ports that should be in the pool. The number must be a power of 2, from 1-65536,
such as 1, 2, 4, 8, and so forth.

No defaults.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

MAP domain * Yes — * Yes * Yes —
basic mapping
rule
configuration
mode.

Command History

Usage Guidelines

Examples

Release Modification

9.13(1) This command was introduced.

The start-port and share-ratio commands in the basic mapping rule determine the starting port and number
of ports in the pool used to translate addresses within a MAP domain.

The following example creates a MAP-T domain named 1 and configures the translation rules for
the domain.

ciscoasa(config) # map-domain 1

ciscoasa (config-map-domain) # default-mapping-rule 2001:DB8:CAFE:CAFE::/64
ciscoasa(config-map-domain) # basic-mapping-rule

ciscoasa (config-map-domain-bmr) # ipv4-prefix 192.168.3.0 255.255.255.0
ciscoasa (config-map-domain-bmr) # ipvé-prefix 2001l:cafe:cafe:1l::/64

ciscoasa (config-map-domain-bmr) # start-port 1024
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ciscoasa (config-map-domain-bmr) # share-ratio 16

Related Commands | Commands Description

basic-mapping-rule | Configures the basic mapping rule for a MAP domain.

default-mapping-rule| Configures the default mapping rule for a MAP domain.

ipv4-prefix Configures the IPv4 prefix for the basic mapping rule in a MAP domain.
ipv6-prefix Configures the IPv6 prefix for the basic mapping rule in a MAP domain.
map-domain Configures a Mapping Address and Port (MAP) domain.

shareratio Configures the number of ports in the basic mapping rule in a MAP domain.

show map-domain | Displays information about Mapping Address and Port (MAP) domains.

start-port Configures the starting port for the basic mapping rule in a MAP domain.

Cisco Secure Firewall ASA Series Command Reference, S Commands .



sa-shov |
. share-ratio

. Cisco Secure Firewall ASA Series Command Reference, S Commands



show aa — show asr

* show aaa kerberos, on page 164

* show aaa local user, on page 166

* show aaa login-history, on page 168

* show aaa sdi node-secrets, on page 170
* show aaa-server, on page 171

* show access-list, on page 175

* show activation-key, on page 180

* show ad-groups, on page 191

* show admin-context, on page 194

* show alarm settings, on page 195

* show arp, on page 197

* show arp-inspection, on page 199

* show arp rate-limit, on page 201

* show arp statistics, on page 202

* show arp vtep-mapping, on page 204
* show asdm history, on page 206

* show asdm image, on page 212

* show asdm log_sessions, on page 213
* show asdm sessions, on page 214
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show aaa kerberos

To display Kerberos service information, use the show aaa kerber os command in privileged EXEC mode.

show aaa kerberos [ usernameuser ] | keytab ]

Syntax Description

Command Default

Command Modes

Usage Guidelines

Examples

keytab Displays information about the Kerberos keytab file.
username Displays tickets for the specified user.
user

If you do not specify a keyword, tickets for all users are displayed.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes * Yes —
EXEC

Use the show aaa ker ber oscommand, without keywords, to view all the Kerberos tickets cached on the ASA.
Add the usernamekeyword to view the Kerberos tickets of a specific user. You must use the keytab keyword
to see any information about the keytab file.

The following example shows the usage of the show aaa ker ber os command:

ciscoasa

(config) # show aaa kerberos

Default Principal Valid Starting Expires
06/29/10 17:33:00 06/30/10 17:33:00

asa$/mycompany.com@example.comkcduser@example.com

17:33:00 http/owa.mycompany.com@example.com

Service Principalkcduser@example.com

06/29/10 17:33:00 06/30/10
The following example shows how to display information about the Kerberos keytab file.

ciscoasa# show aaa kerberos keytab

Principal: host/asa2@BXB-WIN2016.EXAMPLE.COM
Key version: 10
Key type: arcfour (23)

Related Commands | Command Description

aaa kerberosimport-keytab | Imports a Kerberos keytab file that you exported from the Kerberos Key

Distribution Center (KDC).
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Command Description

clear aaa kerberos Clears the cached Kerberos tickets.

show running-config aaa-server | Displays the AAA server configuration.
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show aaa local user

To show the list of usernames that are currently locked, or to show details about the username, use the show
aaa local user command in global configuration mode.

show aaa local user [ locked ]

Syntax Description loked (Optional) Shows the list of usernames that are currently locked.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

7.0(1) We added this command.

9.17(1) Added Expired and New-User columns.

Usage Guidelines If you omit the optional keyword locked, the ASA displays the failed-attempts and lockout status details for
all AAA local users.

This command affects only the status of users that are locked out.

Users are unlocked after 10 minutes; however, the output of this command will still show a user as locked
after 10+ minutes until they successfully log in again.

Examples The following example shows use of the show aaa local user command to display the lockout status

of all usernames:

This example shows the use of the show aaa local user command to display the number of failed
authentication attempts and lockout status details for all AAA local users, after the limit has been
setto 5:

ciscoasa(config) # aaa local authentication attempts max-fail 5
ciscoasa(config)# show aaa local user

Lock-time Failed-attempts Expired New-User Locked User
- 6 N N Y cas
- 2 N Y N sam
- 1 N Y N dean
- 4 N N N admin
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ciscoasa(config) #

This example shows the use of the show aaa local user command with the lockout keyword to
display the number of failed authentication attempts and lockout status details only for any locked-out
AAA local users, after the limit has been set to 5:

ciscoasa(config)# aaa local authentication attempts max-fail 5

ciscoasa(config) # show aaa local user

Lock-time Failed-attempts Expired New-User Locked User
- 6 N N Y cas

ciscoasa (config) #

Related Commands Command Description
aaa local authentication attempts Configures the maximum number of times a user can enter a wrong
max-fail password before being locked out.
clear aaalocal user fail-attempts Resets the number of failed attempts to 0 without modifying the

lockout status.

clear aaalocal user lockout Clears th e lockout status of the specified user or all users and sets
their failed attempts counters to 0.
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show aaa login-history

To view the login history, use the show aaa login-history command in privileged EXEC mode.

show aaa login-history [ user name ]

Syntax Description

Command Default

Command Modes

Usage Guidelines

Examples

user name (Optional) Specifies the login history for a particular user.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

By default, the ASA saves the login history for usernames in the local database or from a AAA server when
you enable local AAA authentication for one or more of the CLI management methods (SSH, Telnet, serial
console). Use the show aaa login-history command to view the login history. See the aaa authentication
login-history command to configure the history duration.

ASDM logins are not saved in the history.

The login history is only saved per unit; in failover and clustering environments, each unit maintains its own
login history only.

Login history data is not maintained over reloads.

The following example shows the login history:

ciscoasa(config)# show aaa login-history

Login history for user: cisco

Logins in last 1 days: 45

Last successful login: 14:07:28 UTC Aug 21 2018 from 10.86.190.50

Failures since last login: 0
Last failed login: None
Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

Related Commands

Command Description

aaa authentication login-history | Saves the local username login history.

passwor d-history Stores previous username passwords. This command is not

user-configurable.
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Command Description

passwor d-policy reuse-interval Prohibits the reuse of a username password.

passwor d-policy username-check | Prohibits a password that matches a username name.

show aaa login-history Shows the local username login history.

username Configures a local user.
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show aaa sdi node-secrets

Command Modes

Usage Guidelines

Examples

show aa —show asr |

To display information about the SDI node secret files installed on the system, use the show aaa sdi

node-secrets command in privileged EXEC mode.

show aaa sdi node-secrets

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes * Yes —
EXEC

Use the show aaa sdi node-secrets command to view a list of the RSA SecurlD servers that have node secret
files installed on the system. The node secret files are exported from the RSA Authentication Manager, and

uploaded to the system using the aaa sdi import-node-secret command. To remove a node secret file, use
the clear aaa sdi node-secret command.

The following example shows the SecurID servers that have node secret files installed on the system.

ciscoasa

#

show aaa sdi node-secrets

Last update

15:16:13 Jun 24 2020
15:20:07 Jun 24 2020

ciscoasa

#

SecurID server

rsaam.cisco.com

10.11.12.13

Related Commands
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Manager.
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show aaa-server

To display AAA server statistics for AAA servers, use the show aaa-server command in privileged EXEC
mode.

show aaa-server [ LOCAL | groupname [ host hostname ] | protocol protocal ]

Syntax Description LOCAL (Optional) Shows statistics for the LOCAL user database.
groupname (Optional) Shows statistics for servers in a group.
host hostname (Optional) Shows statistics for a particular server in the group.

protocol protocol (Optional) Shows statistics for servers of the following specified protocols:
* kerberos
* |ldap
e nt
* radius
* sdi

» tacacs+

Command Default By default, all AAA server statistics display.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

7.1(1)  The http-form protocol was added.

8.0(2) The server status shows if the status was changed manually using the aaa-server active command
or fail command.

Examples The following is sample output from the show aaa-server command:

Cisco Secure Firewall ASA Series Command Reference, S Commands .



. show aaa-server

show aa —show asr |

ciscoasa(config)# show aaa-server groupl host 192.68.125.60

Server
Server
Server
Server
Server
Number

Group: groupl
Protocol: RADIUS
Address: 192.68.125.60
port: 1645
status: ACTIVE.

of pending requests

Average round trip time

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of authentication requests

Last transaction

(success) at 11:10:08 UTC Fri Aug 22
20
4ms

20

of
of
of
of
of
of
of
of
of
of

authorization requests 0
accounting requests 0
retransmissions 1
accepts 16
rejects 4
challenges 5
malformed responses 0
bad authenticators 0
timeouts 0

0

unrecognized responses

The following table shows field descriptions for the show aaa-server command:

Field

Description

Server Group

The server group name specified by the aaa-server command.

Server Protocol

The server protocol for the server group specified by the aaa-server command.

Server Address

The IP address of the AAA server.

Server port

The communication port used by the ASA and the AAA server. You can specify
the RADIUS authentication port using the authentication-port command.
You can specify the RADIUS accounting port using the accounting-port
command. For non-RADIUS servers, the port is set by the server-port
command.
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Field

Description

Server status

The status of the server. One of the following values appears:

*« ACTIVE—The ASA will communicate with this AAA server.

* FAILED—The ASA cannot communicate with the AAA server. Servers
that are put into this state remain there for some period of time, depending
on the policy configured, and are then reactivated.

If the status is followed by “(admin initiated),” then the server was manually
failed or reactivated using the aaa-server active command or fail command.

The date and time of the last transaction appear in the following form:

Last transaction (

{success
| failure
1)
at
time
timezone
date

If the ASA has never communicated with the server, the message shows as the
following:

Last transaction at Unknown

Number of pending requests

The number of requests that are still in progress.

Average round trip time

The average time that it takes to complete a transaction with the server.

Number of authentication
requests

The number of authentication requests sent by the ASA. This value does not
include retransmissions after a timeout.

Number of authorization
requests

The number of authorization requests. This value refers to authorization requests
due to command authorization, authorization for through-the-box traffic (for
TACACS+ servers), or for WebVPN and IPsec authorization functionality
enabled for a tunnel group. This value does not include retransmissions after
a timeout.

Number of accounting
requests

The number of accounting requests. This value does not include retransmissions
after a timeout.

Number of retransmissions

The number of times a message was retransmitted after an internal timeout.
This value applies only to Kerberos and RADIUS servers (UDP).

Number of accepts

The number of successful authentication requests.

Number of rejects

The number of rejected requests. This value includes error conditions as well
as true credential rejections from the AAA server.
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Field

Description

Number of challenges

The number of times the AAA server required additional information from the
user after receiving the initial username and password information.

Number of malformed
responses

N/A. Reserved for future use.

Number of bad
authenticators

The number of times that one of the following occurs:

* The “authenticator” string in the RADIUS packet is corrupted (rare).

* The shared secret key on the ASA does not match the one on the RADIUS
server. To fix this problem, enter the correct server key.

This value only applies to RADIUS.

Number of timeouts

The number of times the ASA has detected that a AAA server is not responsive
or otherwise misbehaving and has declared it offline.

Number of unrecognized
responses

The number of times that the ASA received a response from the AAA server
that it could not recognize or support. For example, the RADIUS packet code
from the server was an unknown type, something other than the known
“access-accept,” “access-reject,” “access-challenge,” or “accounting-response”
types. Typically, this means that the RADIUS response packet from the server
was corrupted, which is rare.

EENT3

Related Commands Command

Description

show running-config aaa-server | Displays statistics for all servers in the indicated server group or for a

particular server.

clear aaa-server statistics

Clears the AAA server statistics.
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| show aa-show asr
show access-list .

show access-list

To display the hit counters and a timestamp value for an access list, use the show access-list command in
privileged EXEC mode.

show access-list [ id [ ip_address | brief | numeric] | element-count ]

Syntax Description brief (Optional) Displays the access list identifiers, the hit count, and the timestamp of the last
rule hit, all in hexadecimal format.

id (Optional) Shows counters for the ID of an existing access list.

ip_address (Optional) Shows counters for the source IP address or hostname in the specified access
list.

numeric (Optional.) If you specify an ACL name, displays ports as numbers instead of names. For

example, 80 instead of www.

element-count  (Optional.) Displays the total number of access control entries in all access lists defined
on the system.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification

8.0(2) Support for the brief keyword was added.

8.3(1) The ACE show pattern to display ACL timestamp was modified.

9.14(1) The numeric and element-count keywords were added.

9.17(1) The command is now supported in the system context, which shows the element count of all access
lists configured in all contexts. In addition, the element-count output includes the breakdown of
object groups if object-group search is enabled.

Usage Guidelines You can specify the brief keyword to display access list hit count, identifiers, and timestamp information
in hexadecimal format. The configuration identifiers displayed in hexadecimal format are presented in three
columns, and they are the same identifiers used in syslogs 106023 and 106100.
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show aa —show asr |

. show access-list

If an access list has been changed recently, the list is excluded from the output. A message will indicate when
this happens.

\)

Note The output shows how many elements are in the ACL. This number is not necessarily the same as the number
of access control entries (ACE) in the ACL. The system might create extra elements when you use network
objects with address ranges, for example, and these extra elements are not included in the output.

Clustering Guidelines

When using ASA clustering, if traffic is received by a single unit, the other units may still show a hit count
for the ACL due to the clustering director logic. This is an expected behavior. Because the unit that did not
receive any packets directly from the client may receive forwarded packets over the cluster control link for
an owner request, the unit may check the ACL before sending the packet back to the receiving unit. As a
result, the ACL hit count will be increased even though the unit did not pass the traffic.

Examples The following examples show brief information about the specified access policy in hexadecimal
format (ACEs in which the hitcount is not zero). The first two columns display identifiers in
hexadecimal format, the third column lists the hit count, and the fourth column displays the timestamp
value, also in hexadecimal format. The hit count value represents the number of times the rule has
been hit by traffic. The timestamp value reports the time of the last hit. If the hit count is zero, no
information is displayed.

The following is sample output from the show access-list command and shows the access list name
“test,” which is applied on an outside interface in the “IN” direction:

ciscoasa# show access-list test
access-list test; 3 elements; name hash: 0Oxcb4257a3
access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c?2
access-1list test line 2 extended permit object-group TELNET-SSH object-group S1 object-group
D1 0x44ae5901
access-list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eg telnet (hitcnt=1) OxcalOca2l
access-list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eq ssh(hitcnt=1) 0x5b704158

The following is sample output from the show access-list command when object-group-search
group is not enabled:

ciscoasa# show access-list KH-BLK-Tunnel
access—-list KH-BLK-Tunnel; 9 elements
access-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN object-group BLK-LAN
0x724c956b
access-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0 192.168.4.0
255.255.255.0 (hitcnt=10) 0x30fe29a6
access-list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0 192.168.4.0
255.255.255.0 (hitcnt=4) 0xc6ef2338
access-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0 14.14.14.0
255.255.255.0 (hitcnt=2) Oxce8596ec
access—-list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0 14.14.14.0
255.255.255.0 (hitcnt=0) 0x9%9a2flc4d
access—-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832
access-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0) Oxa2c9ed34
access—-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) 0xd06f7e6b
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| show aa-show asr

show access-list .

access-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)
0x9d979934

access-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
0xa52a0761

The following is sample output from the show access-list command when object-group-search
group is enabled:

ciscoasa# show access-list KH-BLK-Tunnel

access-list KH-BLK-Tunnel; 6 elements

access-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN(l) object-group
BLK-LAN (2) (hitcount=16) 0x724c956b

access-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832

access-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0) Oxa2c9ed34
access-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) O0xd06f7e6b
access-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)
0x9d979934

access-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
0xa52a0761

The following is sample output from the show access-list brief command when Telnet traffic is
passed:

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
calOca2l

44a2e5901 00000001 4a68aa’e

The following is sample output from the show access-list brief command when SSH traffic is
passed:

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
calOca2l 44ae5901 00000001 4a68aa’7e
5b704158

44ae5901 00000001 4a68aaad

The following is sample output from the show access-list command and shows the access list name
“test,” which is applied on an outside interface in the “IN” direction, with ACL Optimization enabled:

ciscoasa# show access-list test
access-list test; 3 elements; name hash: 0Oxcb4257a3
access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c?2
access-1list test line 2 extended permit object-group TELNET-SSH object-group S1 object-group
D1 0x44ae5901
access-list test line 2 extended permit tcp object-group S1 (1) object-group D1 (2) eq
telnet (hitcnt=1) 0x7blcl660
access-list test line 2 extended permit tcp object-group S1 (1) object-group D1(2) eq ssh
(hitcnt=1) 0x3666£922

The following is sample output from the show access-list brief command when Telnet traffic is
passed:

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0Oxcb4257a3
7blcl660

44ae5901 00000001 4a68ab51
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show aa —show asr |
. show access-list

The following is sample output from the show access-list brief command when SSH traffic is
passed:

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
Tblcl660 44ae5901 00000001 4a68absl
3666£922

44a3e5901 00000001 4a68ab66

The following example shows the element count, which is the total number of access control entries
for all access lists defined on the system. For access lists that are assigned as access groups, to control
access globally or on an interface, you can reduce the element count by enabling object group search
using the object-group-search access-control command. When object group search is enabled,
network objects are used in the access control entries; otherwise, the objects are expanded into the
individual IP addresses contained in the objects and separate entries are written for each
source/destination address pair. Thus, a single rule that uses a source network object with 5 IP
addresses, and a destination object with 6 addresses, would expand into 5 * 6 entries, 30 elements
rather than one. The higher the element count, the larger the access lists, which can potentially impact
performance.

asa(config) # show access-list element-count

Total number of access-list elements: 33934

Starting with 9.17(1), if you enable object-group search, additional information is presented about
the number of object groups in the rules (OBJGRP), including the split between source (SRC OBJ)
and destination (DST OBJ) objects, and the added and deleted groups.

ciscoasa/act/ciscoasactx001 (config)# show access-list element-count
Total number of access-list elements: 892

OBJGRP SRC 0OG DST OG ADD 0OG DEL OG
842 842 842 842 0

In multiple context mode, if you use the element-count keyword in the system context, the statistics
apply to all contexts, summarizing the count across the systems. If you enable object-group search,
the information includes counts for total access control entries (ACE), objects (OBJGRP), and source
(SRC) and destination (DST) object groups. If object-group search is disabled, the object counts will
always be 0. The following example is for a system context when you have enabled object-group
search.

ciscoasa/act (config)# show access-list element-count

Context Name ACE OBJGRP SRC 0OG DST OG
system 0 0 0 0
admin 0 0 0 0
ciscoasactx001 892 842 842 842
ciscoasactx002 312 298 298 298
ciscoasactx003 398 306 306 306
ciscoasactx004 162 132 132 132
ciscoasactx005 1280 583 583 583
ciscoasactx006 352 345 345 345
ciscoasactx007 353 351 351 351
ciscoasactx008 348 346 346 346
ciscoasactx009 433 420 420 420
ciscoasactx010 342 340 340 340
ciscoasactx011 363 361 361 361
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| show aa-show asr

ciscoasactx012
ciscoasactx013
ciscoasactx014
ciscoasactx015
ciscoasactx016
ciscoasactx017
sciscoasactx018
ciscoasactx019
ciscoasactx020
ciscoasactx021
ciscoasactx022
ciscoasactx023
ciscoasactx024
ciscoasactx025
ciscoasactx026
ciscoasactx027
ciscoasactx028
ciscoasactx029
ciscoasactx030
ciscoasactx031
ciscoasactx032
ciscoasactx033
ciscoasactx034
ciscoasactx035

409
381
332
465
444
284
8837
467
934
415
676
1208
350
638
318
359
1249
451
377
445
347
583
340
350

show access-list .

406 406 406
373 373 373
330 330 330
374 374 374
316 316 316
268 268 268
0 0 0
412 412 412
527 527 527
401 401 401
562 562 562
1099 1099 1099
322 322 322
252 252 252
304 304 304
308 308 308
1087 1087 1087
326 326 326
315 315 315
418 418 418
309 309 309
317 317 317
311 311 311
301 301 301

Total access-list elements in all Context: 25894

Related Commands

Command

Description

access-list ethertype

Configures an access list that controls traffic based on its EtherType.

access-list extended

Adds an access list to the configuration and configures policy for IP
traffic through the firewall.

clear access-list

Clears an access list counter.

clear configure access-list

Clears an access list from the running configuration.

show running-config access-list

Displays the current running access-list configuration.
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show aa —show asr |
. show activation-key

show activation-key

To display the permanent license, active time-based licenses, and the running license, which is a combination
of the permanent license and active time-based licenses. use the show activation-key command in privileged
EXEC mode. For failover units, this command also shows the “Failover cluster” license, which is the combined
keys of the primary and secondary units.

show activation-key [ detail ]

Syntax Description detail Shows inactive time-based licenses.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification

7.0(1) This command was added.

8.0(4) The detail keyword was added.

8.2(1) The output was modified to include additional licensing information.

8.3(1) The output now includes whether a feature uses the permanent or time-based key, as well as the
duration of the time-based key in use. It also shows all installed time-based keys, both active and
inactive.

8.4(1) Support for No Payload Encryption models was added.

Usage Guidelines Some permanent licenses require you to reload the ASA after you activate them. <xref> lists the licenses that
require reloading.

Table 2: Permanent License Reloading Requirements

Model License Action Requiring Reload

All models | Downgrading the Encryption license.

ASA Downgrading the vCPU license.
Virtual

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| show aa-show asr

Examples

show activation-key .

If you need to reload, then the show activation-key output reads as follows:

The flash activation key is DIFFERENT from the running key.
The flash activation key takes effect after the next reload.

If you have a No Payload Encryption model, then when you view the license, VPN and Unified Communications
licenses will not be listed.

Example 2-1 Standalone Unit Output for the show activation-key command

The following is sample output from the show activation-key command for a standalone unit that
shows the running license (the combined permanent license and time-based licenses), as well as each
active time-based license:

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key: Oxce0O6dc6b 0x8a7bb5ab7 0Oxale2l1dd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fed 0xc918b97b 0xcel0b987b 0x47c7c285
Running Timebased Activation Key: Oxyadayad?2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days
Total UC Proxy Sessions : 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xaB821d549 0x35725fe4 0xc918b97b 0xcel0b987b 0x47c7c285
Botnet Traffic Filter : Enabled 646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2
Total UC Proxy Sessions : 10 62 days

Example 2-2 Standalone Unit Output for show activation-key detail

The following is sample output from the show activation-key detail command for a standalone
unit that shows the running license (the combined permanent license and time-based licenses), as
well as the permanent license and each installed time-based license (active and inactive):

ciscoasa# show activation-key detail
Serial Number: 88810093382
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. show activation-key

Running Permanent Activation Key:
Running Timebased Activation Key:

Maximum Physical Interfaces
VLANs

Dual ISPs

VLAN Trunk Ports

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

show aa —show asr |

OxceO6dcéb 0x8a7bbab7 0Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
0xa821d549 0x35725fed 0xc918b97b 0Oxcelb987b 0x47c7c285
Licensed features for this platform:

8

20
Enabled

8
Unlimited

Active/Standby

Enabled
Enabled
2
Disabled
25
25
Disabled
Disabled
: Disabled
2
2
Enabled
Disabled

perpetual

DMZ Unrestricted

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

perpetual

perpetual
perpetual
perpetual
perpetual
perpetual
39 days
perpetual

This platform has an ASA 5505 Security Plus license.
OxceObdcotb 0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Licensed features for this platform:

Running Permanent Activation Key:

Maximum Physical Interfaces
VLANs

Dual ISPs

VLAN Trunk Ports

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

8

20
Enabled

8
Unlimited

Active/Standby

Enabled
Enabled
2
Disabled
25
25
Disabled
Disabled
: Disabled
2
2
Enabled
Disabled

perpetual

DMZ Unrestricted

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

perpetual

perpetual
perpetual
perpetual
perpetual
perpetual
39 days
perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:

0xa821d549 0x35725fed 0xc918b97b 0Oxcelb987b 0x47c7c285

Botnet Traffic Filter

Enabled

Inactive Timebased Activation Key:
Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3

AnyConnect Premium Peers

Example 2-3 Primary Unit Output in a Failover Pair for show activation-key detail

39 days

7 days

The following is sample output from the show activation-key detail command for the primary

failover unit that shows:

* The primary unit license (the combined permanent license and time-based licenses).

* The “Failover Cluster” license, which is the combined licenses from the primary and secondary
units. This is the license that is actually running on the ASA. The values in this license that

reflect the combination of the primary and secondary licenses are in bold.
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| show aa-show asr

show activation-key .

* The primary unit permanent license.

* The primary unit installed time-based licenses (active and inactive).

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: Oxce0O6dc6b 0x8a7b5ab7 Oxale2ldd4 Oxd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b OxcelOb987b 0x47c7c285
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers 2 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANS : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers H) perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual
Total UC Proxy Sessions H perpetual

Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Running Permanent Activation Key: OxceO6dcéb 0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts H perpetual
GTP/GPRS : Disabled perpetual
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show aa —show asr |
. show activation-key

AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fed 0xc918b97b 0Oxcelb987b 0x47c7c285

Botnet Traffic Filter : Enabled 33 days

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3

Security Contexts 2 7 days

AnyConnect Premium Peers : 100 7 days
Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4

Total UC Proxy Sessions : 100 14 days

Example 2-4 Secondary Unit Output in a Failover Pair for show activation-key detail

The following is sample output from the show activation-key detail command for the secondary
failover unit that shows:

* The secondary unit license (the combined permanent license and time-based licenses).

* The “Failover Cluster” license, which is the combined licenses from the primary and secondary
units. This is the license that is actually running on the ASA. The values in this license that
reflect the combination of the primary and secondary licenses are in bold.

* The secondary unit permanent license.

* The secondary installed time-based licenses (active and inactive). This unit does not have any
time-based licenses, so none display in this sample output.

ciscoasa# show activation-key detail

Serial Number: P3000000011

Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANSs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
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| show aa-show asr
show activation-key .

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers I perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H ) perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts H perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

Example 2-5 Standalone Unit Output for the ASA virtual without a License for show
activation-key

The following output for a deployed 1 vCPU ASA virtual shows a blank activation key, an Unlicensed
status, and a message to install a 1 vCPU license.

\)

Note The command output shows, “This platform has an ASA virtual VPN Premium license.” This message
specifies that the ASA virtual can perform payload encryption; it does not refer to the ASA virtual
Standard vs. Premium licenses.
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. show activation-key

ciscoasa# show activation-key
Serial Number: 9APM1G4RV41l

show aa —show asr |

Running Permanent Activation Key: 0x00000000 0x00000000 0x00000000 0x00000000 0x00000000
ASAv Platform License State: Unlicensed

*Install 1 vCPU ASAv platform license for full functionality.
The Running Activation Key is not wvalid,

Licensed features for this platform:
Virtual CPUs

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

0

10

50
Unlimited
Active/Standby
Enabled
Enabled
0
Disabled
2
Disabled
250

250
Disabled
Disabled
Disabled
Disabled
2

2
Enabled
Disabled
Disabled

This platform has an ASAv VPN Premium license.
Failed to retrieve flash permanent activation key.
The flash permanent activation key is the SAME as the running permanent key.

Example 2-6 Standalone Unit Output for the ASA virtual with a4 vCPU Standard License for

show activation-key

\}

using default settings:

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

Note The command output shows, “This platform has an ASA virtual VPN Premium license.” This message
specifies that the ASA virtual can perform payload encryption; it does not refer to the ASA virtual

Standard vs. Premium licenses.

ciscoasa# show activation-key

Serial Number: 9ALQ8W1XCJ7

Running Permanent Activation Key: 0x0013e945 0x685a232c 0x1153fdac Oxeae8b068 0x4413fdae
ASAv Platform License State: Compliant

Licensed features for this platform:
Virtual CPUs :
Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES

Encryption-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

4

10

200
Unlimited
Active/Standby
Enabled
Enabled

0

Enabled

2
Disabled
750
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| show aa-show asr
show activation-key .

Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 1000 perpetual
Total UC Proxy Sessions : 1000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Enabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.
The flash permanent activation key is the SAME as the running permanent key.

Example 2-7 Standalone Unit Output for the ASA virtual with a4 vCPU Premium License for
show activation-key

)

Note The command output shows, “This platform has an ASA virtual VPN Premium license.” This message
specifies that the ASA virtual can perform payload encryption; it does not refer to the ASA virtual
Standard vs. Premium licenses.

ciscoasa# show activation-key

Serial Number: O9ALQ8W1XCJ7

Running Permanent Activation Key: 0x8224dd7d 0x943ed77c 0x9d71cdd0 0xd90474d0 0Oxcb04df82
ASAv Platform License State: Compliant

Licensed features for this platform:

Virtual CPUs : 4 perpetual
Maximum Physical Interfaces : 10 perpetual
Maximum VLANs : 200 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 750 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 1000 perpetual
Total UC Proxy Sessions : 1000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Enabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.
The flash permanent activation key is the SAME as the running permanent key.
ciscoasa#

Example 2-8 Primary Unit Output for the ASA Services Modulein a Failover Pair for show
activation-key

The following is sample output from the show activation-key command for the primary failover
unit that shows:

* The primary unit license (the combined permanent license and time-based licenses).
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show aa —show asr |
. show activation-key

* The “Failover Cluster” license, which is the combined licenses from the primary and secondary
units. This is the license that is actually running on the ASA. The values in this license that
reflect the combination of the primary and secondary licenses are in bold.

* The primary unit installed time-based licenses (active and inactive).

ciscoasa# show activation-key

erial Number: SAL144705BF

Running Permanent Activation Key: 0x4dled752 0Oxc8cfeb37 0xf4c38198 0x93c04c28 0x4alc049a
Running Timebased Activation Key: OxbcO07bbd7 0xb15591e0 Oxed68c013 0xd79374ff 0x44£87880
Licensed features for this platform

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA- SM1 No Payload Encryption license.
Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA- SMl No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

Oxbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880

Botnet Traffic Filter : Enabled 330 days

Example 2-9 Secondary Unit Output for the ASA ServicesModulein a Failover Pair for show
activation-key

The following is sample output from the show activation-key command for the secondary failover
unit that shows:

* The secondary unit license (the combined permanent license and time-based licenses).

* The “Failover Cluster” license, which is the combined licenses from the primary and secondary
units. This is the license that is actually running on the ASA. The values in this license that
reflect the combination of the primary and secondary licenses are in bold.

* The secondary installed time-based licenses (active and inactive). This unit does not have any
time-based licenses, so none display in this sample output.

ciscoasa# show activation-key detail

Serial Number: SAD143502E3

Running Permanent Activation Key: 0xf404c46a 0xb8ebbd84 0x28clb900 0x92ecal9c 0x4e2a0683
Licensed features for this platform

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
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| show aa-show asr
show activation-key .

GTP/GPRS Disabled perpetual
Botnet Traffic Filter Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.

Example 2-10 Output in a Cluster for show activation-key

ciscoasa# show activation-key

Serial Number: JMX1504L2TD

Running Permanent Activation Key: Ox4a3eea’b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9
Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers 250 perpetual

Total VPN Peers 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual

Total UC Proxy Sessions 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.
Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 4 perpetual

Total UC Proxy Sessions 4 perpetual

Botnet Traffic Filter : Disabled perpetual
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show aa —show asr |
. show activation-key

Intercompany Media Engine : Disabled perpetual

Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.
Serial Number: JMX1232L11M
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Running Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Disabled perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Disabled perpetual
SSL VPN Peers HE perpetual
Total VPN Peers : 250 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Linksys phone : Disabled perpetual
AnyConnect Essentials : Enabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days

Total UC Proxy Sessions : 12 62 days

Botnet Traffic Filter : Enabled 646 days

This platform has a Base license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Botnet Traffic Filter : Enabled 646 days
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

Inactive Timebased Activation Key:
Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3
SSL VPN Peers : 100 108 days

Related Commands | Command Description

activation-key | Changes the activation key.
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| show aa-show asr

show ad-groups .

show ad-groups

To display groups that are listed on an Active Directory server, use the show ad-groups command in
privileged EXEC mode:

show ad-groups name [ filter string ]

Syntax Description

name The name of the Active Directory server group to query.

string A string within quotes specifying all or part of the group name to search for.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes — —
EXEC mode

Command History

Release Modification

8.0(4) This command was added.

Usage Guidelines

Examples

The show ad-groups command applies only to Active Directory servers that use the LDAP protocol to retrieve
groups. Use this command to display AD groups that you can use for dynamic access policy AAA selection
criteria.

When the LDAP attribute type = LDAP, the default time that the ASA waits for a response from the server
is 10 seconds. You can adjust this time using the group-search-timeout command in aaa-server host
configuration mode.

)

Note If the Active Directory server has a large number of groups, the output of the show ad-groups command
may be truncated based on limitations of the amount of data the server can fit into a response packet. To avoid
this problem, use the filter option to reduce the number of groups reported by the server.

ciscoasa# show ad-groups LDAP-AD17
Server Group LDAP-AD17

Group list retrieved successfully
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. show ad-groups

The next example shows the same command with the filter option:

ciscoasa(config) # show ad-groups LDAP-AD17 filter “Eng”

Server Group

Number of Active Directory Groups
Account Operators
Administrators
APP-SSL-VPN CIO Users
Backup Operators

Cert Publishers
CERTSVC_DCOM_ACCESS
Cisco-Eng

DHCP Administrators
DHCP Users
Distributed COM Users
DnsAdmins
DnsUpdateProxy
Doctors

Domain Admins

Domain Computers
Domain Controllers
Domain Guests

Domain Users
Employees

Engineering
Engineeringl
Engineering2
Enterprise Admins
Group Policy Creator Owners
Guests

HelpServicesGroup

LDAP-AD17
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show aa —show asr |



| show aa-show asr

show ad-groups .

Group list retrieved successfully

Number of Active Directory Groups 4

Cisco-Eng
Engineering
Engineeringl

Engineering2

Related Commands

Command

Description

Idap-group-base-dn

Specifies a level in the Active Directory hierarchy where the server begins searching
for groups that are used by dynamic group policies.

group-sear ch-timeout

Adjusts the time the ASA waits for a response from an Active Directory server
for a list of groups.
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show aa —show asr |
. show admin-context

show admin-context

To display the context name currently assigned as the admin context, use the show admin-context command
in privileged EXEC mode.

show admin-context

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes — — * Yes
EXEC mode
Command History Release Modification

7.0(1) This command was added.

Examples The following is sample output from the show admin-context command. The following example

shows the admin context called “admin” and stored in the root directory of flash:

ciscoasa# show admin-context
Admin: admin flash:/admin.cfg

Related Commands | Command Description

admin-context Sets the admin context.

changeto Changes between contexts or the system execution space.

clear configure context |Removes all contexts.

mode Sets the context mode to single or multiple.
show context Shows a list of contexts (system execution space) or information about the current
context.
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| show aa-show asr

show alarm settings .

show alarm settings

Syntax Description

Command Default

Command Modes

To display the configuration for each type of alarm in the ISA 3000, use the show alarm settings command
in user EXEC mode.

show alar m settings
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Examples

Release Modification

9.7(1) We introduced this command.

The following is a sample output from the show alarm settings command:

ciscoasa> show alarm settings

Power Supply

Alarm Disabled
Relay Disabled
Notifies Disabled
Syslog Disabled
Temperature-Primary
Alarm Enabled
Thresholds MAX: 92C MIN: -40C
Relay Enabled
Notifies Enabled
Syslog Enabled
Temperature-Secondary
Alarm Disabled
Threshold
Relay Disabled
Notifies Disabled
Syslog Disabled
Input-Alarm 1
Alarm Enabled
Relay Disabled
Notifies Disabled
Syslog Enabled
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show aa —show asr |
. show alarm settings

Input-Alarm 2

Alarm Enabled
Relay Disabled
Notifies Disabled
Syslog Enabled
Related Commands Command Description

alarm contact description

Specifies the description for the alarm inputs.

alarm contact severity

Specifies the severity of alarms.

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm

Specifies the logging and notification options for alarm
inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature

Configures the temperature alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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| show aa-show asr

show arp

Syntax Description

Command Default

Command Modes

show arp .

To view the ARP table, use the show arp command in privileged EXEC mode.
show arp
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

Usage Guidelines

Examples

7.0(8)/7.2(4)/8.0(4) Dynamic ARP age was added to the display.

The display output shows dynamic, static, and proxy ARP entries. Dynamic ARP entries include the age of
the ARP entry in seconds. Static ARP entries include a dash (-) instead of the age, and proxy ARP entries
state “alias.”

The following is sample output from the show ar p command. The first entry is a dynamic entry aged
2 seconds. The second entry is a static entry, and the third entry is from proxy ARP.

ciscoasa# show arp
outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

Related Commands

Command Description

arp Adds a static ARP entry.

ar p-inspection Inspects ARP packets to prevent ARP spoofing.

clear arp statistics Clears ARP statistics.

show arp statistics Shows ARP statistics.
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. show arp

Command

Description

show running-config
arp

Shows the current configuration of the ARP timeout.
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| show aa-show asr

show arp-inspection

Syntax Description

Command Default

Command Modes

To view the ARP inspection setting for each interface, use the show arp-inspection command in privileged

EXEC mode.
show arp-inspection
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

show arp-inspection .

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Examples

Release Modification

7.0(1) This command was added.

9.7(1)  Support for routed mode was added.

The following is sample output from the show ar p-inspection command:

ciscoasa# show arp-inspection

interface arp-inspection miss
insidel enabled flood
outside disabled -

The miss column shows the default action to take for non-matching packets when ARP inspection

is enabled, either “flood” or “no-flood.”

Related Commands

Command Description
arp Adds a static ARP entry.
ar p-inspection Inspects ARP packets to prevent ARP spoofing.

clear arp statistics Clears ARP statistics.

show arp statistics Shows ARP statistics.
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. show arp-inspection

Command

Description

show running-config
arp

Shows the current configuration of the ARP timeout.
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| show aa-show asr
show arp rate-limit .

show arp rate-limit

To show the ARP rate limit setting, use the show arp rate-limit command in privileged EXEC mode.

show arp rate-limit

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC
Command History Release Modification

9.6(2) Weintroduced this command.

Usage Guidelines Use this command to view the arp rate-limit setting.

Examples The following example shows the ARP rate as 10000 per second:

ciscoasa# show arp rate-limit
arp rate-limit 10000

Related Commands | Command |Description

arp Sets the ARP rate limit.
rate-limit
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. show arp statistics

show arp statistics

To view ARP statistics, use the show arp statistics command in privileged EXEC mode.

Syntax Description

Command Default

Command Modes

show arp statistics

show aa —show asr |

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Release Modification

7.0(1) This command was added.

Examples

ciscoasa# show arp statistics
Number of ARP entries:
ASA : 6
Dropped blocks in ARP: 6
Maximum Queued blocks: 3
Queued blocks: 1
Interface collision ARPs Received: 5
ARP-defense Gratuitous ARPS sent: 4
Total ARP retries: 15
Unresolved hosts: 1
Maximum Unresolved hosts: 2

Table 2 shows each field description.

The following is sample output from the show arp statistics command:

Table 3: show arp statistics Fields

Field Description

Number of ARP entries The total number of ARP table entries.

Dropped blocks in ARP The number of blocks that were dropped while IP addresses were being
resolved to their corresponding hardware addresses.
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| show aa-show asr

show arp statistics .

Field

Description

Maximum queued blocks

The maximum number of blocks that were ever queued in the ARP
module, while waiting for the IP address to be resolved.

Queued blocks

The number of blocks currently queued in the ARP module.

Interface collision ARPs received

The number of ARP packets received at all ASA interfaces that were
from the same IP address as that of an ASA interface.

ARP-defense gratuitous ARPs sent

The number of gratuitous ARPs sent by the ASA as part of the
ARP-Defense mechanism.

Total ARP retries

The total number of ARP requests sent by the ARP module when the
address was not resolved in response to first ARP request.

Unresolved hosts

The number of unresolved hosts for which ARP requests are still being
sent out by the ARP module.

Maximum unresolved hosts

The maximum number of unresolved hosts that ever were in the ARP
module since it was last cleared or the ASA booted up.

Related Commands

Command Description

ar p-inspection Inspects ARP packets to prevent ARP spoofing.
clear arp statistics Clears ARP statistics and resets the values to zero.
show arp Shows the ARP table.

show running-config Shows the current configuration of the ARP timeout.
arp
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show aa —show asr |

. show arp vtep-mapping

show arp vtep-mapping

Syntax Description

Command Default

Command Modes

To display MAC addresses cached on the VNI interface for IP addresses located in the remote segment domain
and the remote VTEP IP addresses, use the show arp vtep-mapping command in privileged EXEC mode.

show arp vtep-mapping
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.4(1) This command was added.

When the ASA sends a packet to a device behind a peer VTEP, the ASA needs two important pieces of
information:

* The destination MAC address of the remote device

* The destination IP address of the peer VTEP

There are two ways in which the ASA can find this information:

* A single peer VTEP IP address can be statically configured on the ASA.

You cannot manually define multiple peers.

The ASA then sends a VXLAN-encapsulated ARP broadcast to the VTEP to learn the end node MAC address.
* A multicast group can be configured on each VNI interface (or on the VTEP as a whole).

The ASA sends a VXLAN-encapsulated ARP broadcast packet within an IP multicast packet through the

VTEP source interface. The response to this ARP request enables the ASA to learn both the remote VTEP IP
address along with the destination MAC address of the remote end node.

The ASA maintains a mapping of destination MAC addresses to remote VTEP IP addresses for the VNI
interfaces.

See the following output for the show arp vtep-mapping command:
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| show aa-show asr

show arp vtep-mapping .

ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3

Related Commands

Command

Description

debug vxlan

Debugs VXLAN traffic.

default-mcast-group

Specifies a default multicast group for all VNI interfaces associated with
the VTEP source interface.

encapsulation vxlan

Sets the NVE instance to VXLAN encapsulation.

inspect vxlan Enforces compliance with the standard VXLAN header format.
interface vni Creates the VNI interface for VXLAN tagging.

mcast-group Sets the multicast group address for the VNI interface.

nve Specifies the Network Virtualization Endpoint instance.
nve-only Specifies that the VXLAN source interface is NVE-only.

peer ip Manually specifies the peer VTEP IP address.

segment-id Specifies the VXLAN segment ID for a VNI interface.

show arp vtep-mapping

Displays MAC addresses cached on the VNI interface for IP addresses
located in the remote segment domain and the remote VTEP IP addresses.

show interface vni

Shows the parameters, status and statistics of a VNI interface, status of its
bridged interface (if configured), and NVE interface it is associated with.

show mac-address-table
vtep-mapping

Displays the Layer 2 forwarding table (MAC address table) on the VNI
interface with the remote VTEP IP addresses.

show nve

Shows the parameters, status and statistics of a NVE interface, status of
its carrier interface (source interface), IP address of the carrier interface,
VNIs that use this NVE as the VXLAN VTEP, and peer VTEP IP addresses
associated with this NVE interface.

show vni vlan-mapping

Shows the mapping between VNI segment IDs and VLAN interfaces or
physical interfaces in transparent mode.

source-interface

Specifies the VTEP source interface.

vtep-nve

Associates a VNI interface with the VTEP source interface.

vxlan port

Sets the VXLAN UDP port. By default, the VTEP source interface accepts
VXLAN traffic to UDP port 4789.
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show aa —show asr |
. show asdm history

show asdm history

To display the contents of the ASDM history buffer, use the show asdm history command in privileged
EXEC mode.

show asdm history [ view timeframe ] [ snapshot ] [ featurefeature ] [ asdmclient ]

Syntax Description  asdmclient (Optional) Displays the ASDM history data formatted for the ASDM client.

feature feature (Optional) Limits the history display to the specified feature. The following are valid
values for the feature argument:

« all —Displays the history for all features (default).

* blocks—Displays the history for the system buffers.
 cpu —Displays the history for CPU usage.

« failover —Displays the history for failover.

+ ids—Displays the history for IDS.

« interface if_name—Displays the history for the specified interface. The if_name
argument is the name of the interface as specified by the nameif command.

* memory —Displays memory usage history.

+ perfmon —Displays performance history.

» sas—Displays the history for Security Associations.
* tunnels—Displays the history for tunnels.

+ xlates—Displays translation slot history.

snapshot (Optional) Displays only the last ASDM history data point.

view timeframe (Optional) Limits the history display to the specified time period. Valid values for the
timeframe argument are:

« all —all contents in the history buffer (default).
* 12h —12 hours

* 5d —S5 days

* 60m —60 minutes

* 10m —10 minutes

Command Default If no arguments or keywords are specified, all history information for all features is displayed.

Command Modes
The following table shows the modes in which you can enter the command:
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| show aa-show asr

show asdm history .

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was changed from the show pdm history command to the show asdm history

command.

The show asdm history command displays the contents of the ASDM history buffer. Before you can view
ASDM history information, you must enable ASDM history tracking using the asdm history enable command.

The following is sample output from the show asdm history command. It limits the output to data
for the outside interface collected during the last 10 minutes.

ciscoasa# show asdm history
Input KByte Count:

[ 10s:12:46:41 Mar
Output KByte Count:

[ 10s:12:46:41 Mar
Input KPacket Count:

[ 10s:12:46:41 Mar
Output KPacket Count:

[ 10s:12:46:41 Mar
Input Bit Rate:

[ 10s:12:46:41 Mar
Output Bit Rate:

[ 10s:12:46:41 Mar
Input Packet Rate:

[ 10s:12:46:41 Mar
Output Packet Rate:

[ 10s:12:46:41 Mar

Input Error Packet Count:
[ 10s:12:46:41 Mar
No Buffer:

[ 10s:12:46:41 Mar
Received Broadcasts:

[ 10s:12:46:41 Mar
Runts:

[ 10s:12:46:41 Mar
Giants:

[ 10s:12:46:41 Mar
CRC:

[ 10s:12:46:41 Mar
Frames:

[ 10s:12:46:41 Mar
Overruns:

[ 10s:12:46:41 Mar
Underruns:

[ 10s:12:46:41 Mar

Output Error Packet Count:
[ 10s:12:46:41 Mar

view 10m feature interface outside

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 2005

1 25178
1 752
] 55
1 3397
1 7316
] 5
] 1
] 0
] 0

] 62640 62636 62633 62628 62622
25169 25165 25161 25157

752 751 751 751

55 55 55 55

2843 3764 4515 4932

3292 3349 3298 5212

4 6 7 6

0 0 0 0

0 0 0 0

0 0 0 0

] 375974 375954 375935 375902

] 0
] 0
] 0
] 0
] 0
] 0
] 0

0 0
0 0
0 0
0 0
0 0
0 0
0 0

0 0
0 0
0 0
0 0
0 0
0 0
0 0

62616

25151

751

55

5728

3349

375863 375833

62609

25147

751

55

4186

3301

375794
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. show asdm history
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Collisions:

[ 10s:12:46:41 Mar 1 2005 ] 0
LCOLL:

[ 10s:12:46:41 Mar 1 2005 ] 0
Reset:

[ 10s:12:46:41 Mar 1 2005 ] 0
Deferred:

[ 10s:12:46:41 Mar 1 2005 ] 0
Lost Carrier:

[ 10s:12:46:41 Mar 1 2005 ] 0

Hardware Input Queue:
[ 10s:12:46:41 Mar 1 2005 ] 128
Software Input Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0
Hardware Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0
Software Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0
Drop KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 0
ciscoasa#

show aa —show asr |

The following is sample output from the show asdm history command. Like the previous example,
it limits the output to data for the outside interface collected during the last 10 minutes. However, in
this example the output is formatted for the ASDM client.

ciscoasa# show asdm history view 10m feature interface outside asdmclient

MH|IBC|10|CURFACT|O|CURVAL|O|TIME|1109703031|MAX|60|NUM|60]62439]62445]62453[62457162464 |
62469162474162486162489162496162501162506|62511162518(62522]162530162534162539(162542162547]
62553162556(62562162568162574162581162585|625931625986260462609]62616]62622]62628[62633
62636162640162653]162657|62665|62672|62678|62681|62686|62691]162695[62700(162704(62711162718]
62723162728162733162738162742162747162751162761|62770[62775|

The following is sample output from the show asdm history command using the snapshot keyword:

ciscoasa# show asdm history view 10m snapshot

Available 4 byte Blocks: [ 10s] : 100
Used 4 byte Blocks: [ 10s] : O
Available 80 byte Blocks: [ 10s] : 100
Used 80 byte Blocks: [ 10s] : O
Available 256 byte Blocks: [ 10s]
Used 256 byte Blocks: [ 10s] : O
Available 1550 byte Blocks: [ 10s]
Used 1550 byte Blocks: [ 10s] 1279
Available 2560 byte Blocks: [ 10s] : 40
Used 2560 byte Blocks: [ 10s] : O
Available 4096 byte Blocks: [ 10s] : 30
Used 4096 byte Blocks: [ 10s] : O
Available 8192 byte Blocks: [ 10s] : 60
Used 8192 byte Blocks: [ 10s] : O
Available 16384 byte Blocks: [ 10s] : 100
Used 16384 byte Blocks: [ 10s] : O
Available 65536 byte Blocks: [ 10s] : 10
Used 65536 byte Blocks: [ 10s] : O

CPU Utilization: [ 10s] : 31

Input KByte Count: [ 10s] 62930

Output KByte Count: [ 10s] 26620

Input KPacket Count: [ 10s] : 755

Output KPacket Count: [ 10s] : 58

Input Bit Rate: [ 10s] 24561

Output Bit Rate: [ 10s] 518897

Input Packet Rate: [ 10s] : 48

2100

7425



| show aa-show asr
show asdm history .

Output Packet Rate: [ 10s] : 114
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 377331
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : 3672
Output KByte Count: [ 10s] : 4051
Input KPacket Count: [ 10s] : 19
Output KPacket Count: [ 10s] : 20
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 1458
Runts: [ 10s] : 1

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : 63

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 15

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O
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show aa —show asr |
. show asdm history

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O

Input KByte Count: [ 10s] : O

Output KByte Count: [ 10s] : O

Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O

Output Packet Rate: [ 10s] : O

Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Available Memory: [ 10s] : 205149944
Used Memory: [ 10s] : 63285512

Xlate Count: [ 10s] : O

Connection Count: [ 10s] : O

TCP Connection Count: [ 10s] : O

UDP Connection Count: [ 10s] : O

URL Filtering Count: [ 10s] : O

URL Server Filtering Count: [ 10s] : O
TCP Fixup Count: [ 10s] : O

TCP Intercept Count: [ 10s] : O

HTTP Fixup Count: [ 10s] : O

FTP Fixup Count: [ 10s] : O

AAA Authentication Count: [ 10s] : O
AAA Authorzation Count: [ 10s] : O
AAA Accounting Count: [ 10s] : O
Current Xlates: [ 10s]
Max Xlates: [ 10s] : O
ISAKMP SAs: [ 10s] 0
IPsec SAs: [ 10s] : O
L2TP Sessions: [ 10s] : O
L2TP Tunnels: [ 10s] : O
ciscoasa#
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| show aa-show asr

show asdm history .

Related Commands

Command

Description

asdm history enable

Enables ASDM history tracking.
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show aa —show asr |
. show asdm image

show asdm image

To the current ASDM software image file, use the show asdm image command in privileged EXEC mode.

show asdm image

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC
Command History Release Modification

7.0(1) This command was changed from the show pdm image command to the show asdm image
command.

Examples The following is sample output from the show asdm image command:

ciscoasa# show asdm image
Device Manager image file, flash:/ASDM

Related Commands Command |Description

asdm Specifies the current ASDM image file.
image
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| show aa-show asr
show asdm log_sessions .

show asdm log_sessions

To display a list of active ASDM logging sessions and their associated session IDs, use the show asdm
log_sessions command in privileged EXEC mode.

show asdm log_sessions

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

7.0(1)  This command was added.

Usage Guidelines Each active ASDM session has one or more associated ASDM logging sessions. ASDM uses the logging
session to retrieve syslog messages from the ASA. Each ASDM logging session is assigned a unique session
ID. You can use this session ID with the asdm disconnect log_session command to terminate the specified
session.

\}

Note Because each ASDM session has at least one ASDM logging session, the output for the show asdm sessions
and show asdm log_sessions may appear to be the same.

Examples The following is sample output from the show asdm log_sessions command:
ciscoasa# show asdm log_sessions
0 192.168.1.1
1 192.168.1.2

Related Commands | Command Description
asdm disconnect Terminates an active ASDM logging session.
log_session
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show aa —show asr |
. show asdm sessions

show asdm sessions

To display a list of active ASDM sessions and their associated session IDs, use the show asdm sessions
command in privileged EXEC mode.

show asdm sessions

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

7.0(1) This command was changed from the show pdm sessions command to the show asdm sessions
command.

Usage Guidelines Each active ASDM session is assigned a unique session ID. You can use this session ID with the asdm
disconnect command to terminate the specified session.

Examples The following is sample output from the show asdm sessions command:
ciscoasa# show asdm sessions
0 192.168.1.1
1192.168.1.2
Related Commands | Command Description
asdm Terminates an active ASDM session.
disconnect
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show asp — show az

* show as-path-access-list, on page 216

* show asp cluster counter, on page 217

* show asp dispatch, on page 218

* show asp drop, on page 220

» show asp event dp-cp, on page 222

* show asp load-balance, on page 224

* show asp load-balance per-packet, on page 226
* show asp multiprocessor accelerated-features, on page 229
» show asp overhead, on page 231

* show asp rule-engine, on page 232

* show asp table cluster chash-table, on page 234
* show asp table arp, on page 236

* show asp table classify, on page 238

* show asp table cluster chash-table, on page 241
* show asp table cts sgt-map, on page 243

* show asp table dynamic-filter, on page 245

* show asp table filter, on page 248

* show asp table interfaces, on page 251

* show asp table network-service, on page 253

* show asp table routing management-only, on page 255
* show asp table socket, on page 257

* show asp table vpn-context, on page 260

* show asp table zone, on page 263

* show attribute, on page 264

* show auto-update, on page 266
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. show as-path-access-list

show as-path-access-list

To display the contents of all current autonomous system (AS) path access lists, use the show as-path-access-list

command in user EXEC or privileged EXEC mode

show as-path-access-list [ name ]

Syntax Description

Command Default

Command Modes

Examples

. Cisco Secure Firewall ASA Series Command Reference, S Commands

name (Optional) Specifies the AS path access list name..

show asp —show az |

If the name argument is not specified, command output is displayed for all AS path access lists.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC

The following is sample output from the show as-path-access-list command:

ciscoasa# show as-path-access-list
AS path access list as-path-acl-1

deny RTRS$

AS path access list as-path-acl-2
permit 100$

<xref> shows each field description.

Table 4: show as-path-access-list Fields

Field Description

AS path access list | Indicates the AS path access list name.

deny Indicates the number of packets that are rejected since the regular expression failed to
match the representation of the AS path of the route as an ASCII string.

permit Indicates the number of packets that are forwarded since the regular expression matched

the representation of the AS path of the route as an ASCII string.




| show asp - show az

show asp cluster counter .

show asp cluster counter

Syntax Description

Command Default

Command Modes

To debug global or context-specific information in a clustering environment, use the show asp cluster counter
command in privileged EXEC mode.

show asp cluster counter
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

The show asp cluster counter command shows the global and context-specific DP counters, which might
help you troubleshoot a problem. This information is used for debugging purposes only, and the information
output is subject to change. Consult the Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp cluster counter command:

ciscoasa# show asp cluster counter
Global dp-counters:
Context specific dp-counters:

MCAST FP TO SP 361136
MCAST SP TOTAL 361136
MCAST SP PKTS 143327
MCAST SP PKTS TO CP 143327
MCAST FP CHK FAIL NO HANDLE 217809

MCAST FP CHK FAIL NO ACCEPT IFC 81192
MCAST FP CHK FAIL NO FP_FWD 62135

Related Commands

Command Description
show asp Shows the accelerated security path counters for dropped packets.
drop

Cisco Secure Firewall ASA Series Command Reference, S Commands .



. show asp dispatch

show asp dispatch

To display statistics for the device’s load balance ASP dispatcher, which is useful for diagnosing performance
issues, use the show asp dispatch command in privileged EXEC mode. It is only available for a firewall
device in the hybrid poll/interrupt mode.

Command Default

Command Modes

show asp dispatch

No default behavior or values.

The following table shows the modes in which you can enter the command:

show asp —show az |

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
9.6(2) This command was introduced.
Examples

The following is sample output from the show asp dispatch command.

ciscoasa# show asp dispatch
==== Lina DP thread dispatch stats - CORE 0 ====
Dispatch loop count :
Dispatch C2C poll count

CP scheduler busy

CP scheduler idle

RX ring busy

Async lock global g busy
Global timer g busy

SNP flow bulk sync busy
Purg process busy

Block attempts

Maximum timeout specified
Minimum timeout specified
Average timeout specified
Waken up with OK status
Waken up with timeout
Sleep interrupted

Number of interrupts
Number of RX interrupts
Number of TX interrupts
Enable interrupt ok
Disable interrupt ok

92260212
2
14936242
77323971
1513632
809481
1958684
174

2838
44594355
10000000
1572864
9999994
2476791
42117564
85753
2492566
1454442
2492566
174566236
174231423
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| show asp - show az

Maximum
Minimum
Average
Message

elapsed time
elapsed time
elapsed time
pipe stats

show asp dispatch .

54082257
6165
9658532

Last clearing of asp dispatch: Never

==== Lina
Interface
Interface
Interface
Interface

>

DP thread home-ring/interface list - CORE 0 ====
Internal-Data0/0: port-id 0 irg 10 fd 37
GigabitEthernet0/0: port-id 256 irg 5 fd 38
GigabitEthernet0/1: port-id 512 irg 9 fd 39
GigabitEthernet0/2: port-id 768 irg 11 fd 40
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. show asp drop

show asp —show az |

show asp drop

To debug the accelerated security path dropped packets or connections, use the show asp drop command in
privileged EXEC mode.

show asp drop [ flow [ flow drop reason ]| frame [ frame drop_reason ] ]

Syntax Description

Command Default

Command Modes

flow [ flow_drop_reason ] (Optional) Shows the dropped flows (connections). You can specify a
particular reason by using the flow_drop_reason argument. Use ? to see a
list of possible flow drop reasons.

frame[ frame _drop _reason] (Optional) Shows the dropped packets. You can specify a particular reason
by using the frame drop_reason argument. Use ? to see a list of possible
frame drop reasons.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
7.0(1) This command was added.

Usage Guidelines

Examples

7.0(8)/7.2(4)/8.0(4) Output includes a timestamp indicating when the counters were last cleared (see the
clear asp drop command). It also displays the drop reason keywords next to the
description, so you can easily use the captureasp-drop command with the associated
keyword.

The show asp drop command shows the packets or connections dropped by the accelerated security path,
which might help you troubleshoot a problem. See the general operations configuration guide for more
information about the accelerated security path. This information is used for debugging purposes only, and
the information output is subject to change. Consult Cisco TAC to help you debug your system with this
command.

For detailed descriptions of each drop reason name and description, including recommendations, see show
asp drop Command Usage .

The following is sample output from the show asp drop command, with the time stamp indicating
the last time the counters were cleared:
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| show asp - show az
show asp drop .

ciscoasa# show asp drop
Frame drop:

Flow is denied by configured rule (acl-drop) 3
Dst MAC L2 Lookup Failed (dst-12 lookup-fail) 4110
L2 Src/Dst same LAN port (12_same-lan-port) 760
Expired flow (flow-expired) 1
Last clearing: Never
Flow drop:
Flow is denied by access rule (acl-drop) 24
NAT failed (nat-failed) 28739
NAT reverse path failed (nat-rpf-failed) 22266
Inspection failure (inspect-fail) 19433

Last clearing: 17:02:12 UTC Jan 17 2012 by enable 15

Related Commands | Command Description

capture Captures packets, including the option to capture packets based on an ASP drop code.

clear asp drop | Clears drop statistics for the accelerated security path.

show conn Shows information about connections.
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show asp —show az |
. show asp event dp-cp

show asp event dp-cp

To debug the data path or control path event queues, use the show asp event dp-cp command in privileged
EXEC mode.

show asp event dp-cp [ cxsc msg ]

Syntax Description ~ cxscmsg (Optional) Identifies the CXSC event messages that are sent to the CXSC event queue.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification

9.0(1) This command was added.

9.1(3) A routing event queue entry was added.

Usage Guidelines The show asp event dp-cp command shows the contents of the data path and control path, which might help
you troubleshoot a problem. See the CLI configuration guide for more information about the data path and
control path. These tables are used for debugging purposes only, and the information output is subject to
change. Consult Cisco TAC to help you debug your system with this command.

Examples The following is sample output from the show asp event dp-cp command:

ciscoasa# show asp event dp-cp
DP-CP EVENT QUEUE QUEUE-LEN HIGH-WATER
Punt Event Queue 2048
Routing Event Queue 1
Identity-Traffic Event Queue 17
General Event Queue 0
Syslog Event Queue 3192
Non-Blocking Event Queue 4
Midpath High Event Queue
Midpath Norm Event Queue
SRTP Event Queue

HA Event Queue
Threat-Detection Event Queue
ARP Event Queue

IDFW Event Queue

O O O O OO OO OO o oo

O W wwo oo
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| show asp - show az
show asp event dp-cp .

CXSC Event Queue 0 0
EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
punt 4005920 0 935295 3070625 4005920 4372
inspect-sunrp 4005920 0 935295 3070625 4005920 4372
routing 77 0 77 0 77 0
arp-in 618 0 618 0 618 0
identity-traffic 1519 0 1519 0 1519 0
syslog 5501 0 5501 0 5501 0
threat-detection 12 0 12 0 12 0
ips-cplane 1047 0 1047 0 1047 0
ha-msg 520 0 520 0 520 0
cxsc-msg 127 0 127 0 127 0
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show asp —show az |

. show asp load-balance

show asp load-balance

To display a histogram of the load balancer queue sizes, use the show asp load-balance command in privileged
EXEC mode.

show asp load-balance [ detail ]

Syntax Description

Command Default

Command Modes

detail (Optional) Shows detailed information about hash buckets.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

8.1(1) This command was added.

The show asp load-balance command might help you troubleshoot a problem. Normally a packet will be
processed by the same core that pulled it in from the interface receive ring. However, if another core is already
processing the same connection as the packet just received, then the packet will be queued to that core. This
queuing can cause the load balancer queue to grow while other cores are idle. See the asp load-balance
per-packet command for more information.

The following is sample output from the show asp load-balance command. The X-axis represents
the number of packets queued in different queues. The Y-axis represents the number of load balancer
hash buckets (not to be confused with the bucket in the histogram title, which refers to the histogram
bucket) that has packets queued. To know the exact number of hash buckets having the queue, use
the detail keyword.

ciscoasa# show asp load-balance
Histogram of 'ASP load balancer queue sizes'
64 buckets sampling from 1 to 65 (1 per bucket)
6 samples within range (average=23)
ASP load balancer queue sizes
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| show asp - show az
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show asp load-balance .

of queued jobs per queue

The following is sample output from the show asp load-balance detail command.

ciscoasa# show asp load-balance detail
<Same histogram output as before with the addition of the following values for the histogram>

Data points:
<snip>

bucket[1-1] =
bucket[2-2] =
bucket [3-3] =
bucket[4-4] =
bucket [5-5] =
bucket[6-6] =

<snip>
bucket [28-28]
bucket[29-29]
bucket [30-30]
<snip>
bucket[41-41]
bucket [42-42]

P O P O OO

samples
samples
samples
samples
samples
samples

2 samples
0 samples
1 samples

0 samples
1 samples

Related Commands

Command

Description

asp load-balance per-packet

Changes the core load balancing method for multi-core ASA models.
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show asp —show az |
. show asp load-balance per-packet

show asp load-balance per-packet

To display specific statistics for ASP load balancing per packet, use the show asp load-balance per-packet
command in privileged EXEC mode.

show asp load-balance per-packet [ history ]

Syntax Description history (Optional) Shows the configuration status (enabled, disabled, or auto), current status (enabled or
disabled), high and low watermarks, the global threshold, the number of times an automatic switch
occurred, the minimum and maximum wait times with automatic switching enabled, the history
of ASP load balancing per packet with time stamps, and the reasons for switching it on and off.

Command Default If you do not specify any options, this command shows the basic status, related values, and statistics of ASP
load balancing per packet.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC
Command History Release Modification

9.3(1) This command was added.

Usage Guidelines The show asp load-balance per-packet command shows the configuration status (enabled, disabled, or
auto), current status (enabled or disabled), high and low watermarks, the global threshold, the number of times
an automatic switch occurred, and the minimum and maximum wait times with automatic switching enabled,
for ASP load balancing per packet.

The information appears in the following format:

Config mode : [ enabled | disabled | auto ]

Current status : [ enabled | disabled ]

RX ring Blocks low/high watermark : [RX ring Blocks low watermark in percentage] / [RX
ring Blocks high watermark in percentage]

System RX ring count low threshold : [System RX ring count low threshold] / [Total

number of RX rings in the system]

System RX ring count high threshold : [System RX ring count high threshold] / [Total
number of RX rings in the system]

Auto mode

Current RX ring count threshold status : [Number of RX rings crossed watermark] / [Total

number of RX rings in the system]
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| show asp - show az

Examples

show asp load-balance per-packet .

Number of times auto switched

been switched]

Min/max wait time with auto enabled
wait time with auto enabled] (ms)

[Number of times ASP load-balance per-packet has

[Minimal wait time with auto enabled] / [Maximal
Manual mode

Current RX ring count threshold status : N/A

Only the ASA 5585-X and the ASASM support the use of this command.

The following is sample output from the show asp load-balance per-packet command:

ciscoasa# show asp load-balance per-packet
Config status : auto

Current status

: disabled

RX ring Blocks low/high watermark 50% / 75%
System RX ring count low threshold 1/ 33

System RX ring count high threshold : 7/ 33

Current RX ring count threshold status : 0 / 33

Number of times auto switched 17

Min/max wait time with auto enabled 200 / 6400 (ms)

The following is sample output from the show asp load-balance per-packet history command:
ciscoasa# show asp load-balance per-packet history

Config status : auto

Current status : disabled

RX ring Blocks low/high watermark : 50% / 75%

System RX ring count low threshold : 1 /33

System RX ring count high threshold : 7/ 33

Current RX ring count threshold status : 0/ 33

Number of times auto switched : 17

Min/max wait time with auto enabled : 200 / 6400 (ms)

From State To State Reason

15:07:13 UTC Dec 17 2013

Manually Disabled Manually Disabled Disabled at startup

15:09:14 UTC Dec 17 2013

Manually Disabled Manually Enabled Config

15:09:15 UTC Dec 17 2013

Manually Enabled Auto Disabled 0/33 of the ring(s) crossed the watermark
15:10:16 UTC Dec 17 2013

Auto Disabled Auto Enabled 1/33 of the ring(s) crossed the watermark
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. show asp load-balance per-packet

Internal-Data0/0 RX[01] crossed above high watermark

15:10:16 UTC Dec 17 2013

Auto Enabled Auto Enabled 2/33 of the ring(s) crossed the watermark
Internal-Data0/1 RX[04] crossed above high watermark

15:10:16 UTC Dec 17 2013

Auto Enabled Auto Enabled 3/33 of the ring(s) crossed the watermark
Internal-Data0/1 RX[05] crossed above high watermark

15:10:16 UTC Dec 17 2013

Auto Enabled Auto Enabled 2/33 of the ring(s) crossed the watermark
Internal-Data0/0 RX[01] dropped below low watermark

15:10:17 UTC Dec 17 2013

Auto Enabled Auto Enabled 3/33 of the ring(s) crossed the watermark
Internal-Data0/2 RX[01] crossed above high watermark

(---More---)

15:14:01 UTC Dec 17 2013

Auto Enabled Auto Disabled 8/33 of the ring(s) crossed the watermark
Internal-Data0/3 RX[01] crossed above high watermark

15:14:01 UTC Dec 17 2013

Auto Disabled Auto Enabled 7/33 of the ring(s) crossed the watermark
Internal-Data0/3 RX[01] dropped below low watermark

(---More---)

15:20:11 UTC Dec 17 2013

Auto Enabled Auto Disabled 0/33 of the ring(s) crossed the watermark
Internal-Data0/2 RX[01] dropped below low watermark

(---More---)

show asp —show az |

Related Commands

Command Description

asp load-balance per-packet auto

Automatically switches ASP load balancing per packet on and off on
each interface receive ring or set of flows.

clear asp load-balance history

Clears the history of ASP load balancing per packet and reset the
number of times an automatic switch occurred.
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| show asp - show az
show asp multiprocessor accelerated-features .

show asp multiprocessor accelerated-features

To debug the accelerated security path multiprocessor accelerate, use the show asp multiprocessor
acceler ated-features command in privileged EXEC mode.

show asp multiprocessor acceler ated-features

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
9.6(2) This command was introduced.
Usage Guidelines The show asp multiprocessor acceler ated-features command shows the lists of features accelerated for

multiprocessors, which might help you troubleshoot a performance problem.

Examples

The following is sample output from the show asp multiprocessor acceler ated-featurescommand:

ciscoasa# show asp multiprocessor accelerated-features
MultiProcessor accelerated feature list:
Access Lists
DNS Guard
Failover Stateful Updates
Flow Operations (create, update, and tear-down)
Inspect HTTP URL Logging
Inspect HTTP (AIC)
Inspect IPSec Pass through
Inspect ICMP and ICMP error
Inspect RTP/RTCP
IP Audit
IP Fragmentation & Re-assembly
IPSec data-path
MPF L2-L4 Classify
Multicast forwarding
NAT/PAT
Netflow using UDP transport
Non-AIC Inspect DNS
Packet Capture
Q0s
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show asp —show az |
. show asp multiprocessor accelerated-features

Resource Management
Routing Lookup
Shun
SSL data-path
Syslogging using UDP transport
TCP Intercept
TCP Security Engine
TCP Transport
Threat Detection
Unicast RPF
WCCP Re-direct
Above list applies to routed, transparent, single and multi mode.
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| show asp - show az

show asp overhead

show asp overhead .

To track and display spin lock and async loss statistics, use the show asp overhead command in privileged

EXEC mode.

show asp overhead [sort-by-average]

[sort-by-file]

Syntax Description

Command Default

Command Modes

sort-by-average

Sorts the results by average cycles per call

sort-by-file

Sorts the results by filename

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
9.6(2) This command was introduced.
Examples

The following is sample output from the show asp overhead command:

ciscoasa# show asp overhead
0.0% of available CPU cycles were lost to Multiprocessor overhead
since last the MP overhead statistics were last cleared

File Name Line Function Call

Avg
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show asp —show az |

. show asp rule-engine

show asp rule-engine

To see the status of the tmatch compilation process, use the show asp rule-engine command in privileged
EXEC mode.

show asp rule-engine [ tableclassify { v4 | v6 } ]

Command History Release Modification
9.17(1) This command was introduced.
9.18(1) This command was enhanced to include more detailed information about each table

regarding their rule-count and compilation status for IPv4 and IPv6.

9.20(1) The duration information shows the split between the time compilation was done in
the control place compared to the data path.

Example

The following example shows whether the compilation of an access list that is used as an access
group is in progress or completed. Compilation time depends on the size of the access list. The time
status of Start and Completed is common for all rules, because it is a batch process and not specific
to modules. Most module element counts will be shown in the table. The status also shows NAT
rules, routes, objects, and interface compilation.

ciscoasa# show asp rule-engine

Rule compilation Status: Completed

Duration (ms) : 352 (Control: 52, DATAPATH: 300)
Start Time: 17:56:05 UTC Apr 6 2021

Last Completed Time: 17:56:15 UTC Apr 6 2021

ACL Commit Mode: MANUAL

Object Group Search: DISABLED

Transitional Commit Model: DISABLED

Module | Insert |  Remove | Current
NAT | 17 | 0 | 17
ROUTE | 51 | 12 | 39 |
IFC | 9 | 0 | 9 |
ACL | 426 | 5 | 421 |

Following example shows output of the show asp rule-engine table classify ipv4 command when
compilation is yet to begin:

firepower (config) # show asp rule-engine table classify v4

Table name | Rule-count | Compilation status |
v4 security | 8565712 | pending for compile |
v4 input | 86 | Completed |
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| show asp - show az

v4 input reverse | 47 | Completed |
v4 output | 36 | Completed
v4 output reverse | 3 | Completed |

Following example shows output of the command when compilation is in progress:

firepower (config) # show asp rule-engine table classify v4

Table name | Rule-count | Compilation status |

Vi security | 8565710 | in progress (39%) |
vt input 186 | completed |
ve input reverse | 45 | Completed |
vt output 136 | completed |
vt output reverse | 3 | Completed |

Following example shows output of the command when compilation is complete:

firepower (config) # show asp rule-engine table classify v4

Table name | Rule-count | Compilation status |

ve security | 8565712 | Completed |
vt imput 186 | Completed |
Ve input reverse | 47 | Completed |
vt output 136 | Completed |
Vi output reverse | 3 | Completed |

show asp rule-engine .
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show asp —show az |

. show asp table cluster chash-table

show asp table cluster chash-table

Syntax Description

Command Default

Command Modes

To show the cluster hash tables, use the show asp table cluster chash-table command in privileged EXEC
mode.

show asp table cluster chash-table
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.7(1) We introduced this command.

To localize the traffic within the same site using director localization, each cluster member unit maintains
two additional cHash tables; one table contains all members in the local site, and the other contains all local
members except the current unit.

The following is sample output from the show asp table cluster chash-table command. Site 1 has
unit 0 and 2, and Site 2 has unit 1 and 3. From unit 0, it shows the following:

ciscoasa# show asp table cluster chash-table
Cluster current chash table:

o, o, 0, o, 0, 0, 0, 0, 0, O, O, O, O, 0, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2,2, 0, 0, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 0, O, O, O, O, O, O, O, O,
o, o, 0, o, 0, 0, 0, 0, 0, 0, 0, 0, O, 0O, O, O,
o, o, 0, 0, O, 2, 2, 2, 2, 2, 2, 0, O, O, O, O,
o, o, 0, 0, 0, O, O, O, O, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, O, O, O, O, O, O, O,
o, o, 0, o, 0, 0, 0, 0, 0, O, O, O, O, 0, 2, 2,
o, o, 0, o, 0, 0, 0, 0, 0, 0, 0, 0, O, 0O, O, O,
o, o, 0, 0, 0, O, O, O, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 0, 0, O,
0, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 0, 0, O, O, O, O, O, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 0, 2, 2, 2, 2, 2, 2, 2
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show asp table cluster chash-table .

| show asp - show az

N OO N NONNOONONOON

Cluster backup chash table:

NN ANANNNNNNNNNNNNNNNNNNNNNNNNNNNNAN

Description

Command

director-localization | Enables director localization.

Related Commands
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. show asp table arp

show asp —show az |

show asp table arp

To debug the accelerated security path ARP tables, use the show asp tablearp command in privileged EXEC
mode.

show asp tablearp [ interfaceinterface name ] [ addressip_address [ netmask mask ] ]

Syntax Description

Command Default

Command Modes

address ip_address (Optional) Identifies an IP address for which you want to view ARP table
entries.

interface interface_name (Optional) Identifies a specific interface for which you want to view the ARP
table.

netmask mask (Optional) Sets the subnet mask for the IP address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

9.8(2) The command output was updated for “reference” information.

The show arp command shows the contents of the control plane, while the show asp tablearp command
shows the contents of the accelerated security path, which might help you troubleshoot a problem. See the
CLI configuration guide for more information about the accelerated security path. These tables are used for
debugging purposes only, and the information output is subject to change. Consult Cisco TAC to help you
debug your system with this command. The reference value in the command output represents the number of
flows for the specific entry,

The following is sample output from the show asp table arp command:

ciscoasa# show asp table arp
Context: single vf, Interface: inside

10.86.194.50 Active 000f.66ce.5d46 hits 0 reference O
10.86.194.1 Active 00b0.64ea.9%9la2 hits 638 reference 1
10.86.194.172 Active 0001.03cf.9%e79 hits 0 reference 0
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| show asp - show az
show asp table arp .

10.86.194.204 Active 000f.66ce.5d3c hits 0 reference 0O
10.86.194.188 Active 000£f£.904b.80d7 hits 0 reference 0O
Context: single vf, Interface: identity
HH Active 0000.0000.0000 hits O reference O
0.0.0.0 Active 0000.0000.0000 hits 50208 reference 5

Related Commands | Command Description
show arp Shows the ARP table.

show arp statistics | Shows ARP statistics.
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. show asp table classify

show asp table classify

To debug the accelerated security path classifier tables, use the show asp table classify command in privileged
EXEC mode.

show asp —show az |

show asp tableclassify [ interfaceinterface name] [ crypto|domain domain_name] [ hits] [ match
regexp 1 [ user-statistics ]

Syntax Description

Command Default

Command Modes

crypto

(Optional) Shows the encrypt, decrypt, and ipsec tunnel flow domains only.

domain domain_name

(Optional) Shows entries for a specific classifier domain. See the CLI help
for a list of the available domains.

hits (Optional) Shows classifier entries that have non-zero hits values.

interface interface_ name (Optional) Identifies a specific interface for which you want to view the
classifier table.

match regexp (Optional) Shows classifier entries that match the regular expression. Use

quotes when regular expressions include spaces.

user-statistics

(Optional) Specifies user and group information.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
7.0(1) This command was added.
7.2(4) The hits option and the timestamp were added to indicate the last time the ASP table counters
were cleared.
8.0(2) A new counter was added to show the number of times a match compilation was aborted. This
counter is shown only if the value is greater than 0.
8.2(2) The match regexp option was added.
8.4(4.1) The csxc and cxsc-auth-proxy domains for the ASA CX module was added.
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| show asp - show az

Usage Guidelines

Examples

show asp table classify .

Release Modification

9.0(1) The user-statistics keyword was added. The output was updated to add security group names and
source and destination tags.

9.2(1) Added the sfr domain for the ASA FirePOWER module.

9.3(1) The security group tag (SGT) value has been modified in the output. The tag value “tag=0" indicates
an exact match to 0x0, which is the reserved SGT value for “unknown.” The SGT value “tag=any”
indicates a value that you do not need to consider in the rule.

9.6(2) Added the inspect-m3ua domain.

The show asp table classify command shows the classifier contents of the accelerated security path, which
might help you troubleshoot a problem. See the CLI configuration guide for more information about the
accelerated security path. The classifier examines properties of incoming packets, such as protocol, and source
and destination address, to match each packet to an appropriate classification rule. Each rule is labeled with
a classification domain that determines what types of actions are performed, such as dropping a packet or
allowing it through. The information shown is used for debugging purposes only, and the output is subject to
change. Consult Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp table classify command:

ciscoasa# show asp table classify
Interface test:
No. of aborted compiles for input action table 0x33b3d70: 29
in 1id=0x36£f3800, priority=10, domain=punt, deny=false
hits=0, user data=0x0, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip=10.86.194.60, mask=255.255.255.255, port=0, tag=any
in 1d=0x33d3508, priority=99, domain=inspect, deny=false
hits=0, user data=0x0, use real addr, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any
in 1d=0x33d3978, priority=99, domain=inspect, deny=false
hits=0, user data=0x0, use real addr, flags=0x0
src ip=0.0.0.0, mask=0.0.0.0, port=53, tag=any
dst ip=0.0.0.0, mask=0.0.0.0, port=0, tag=any

The following is sample output from the show asp table classify hits command with a record of
the last clearing hits counters:

Interface mgmt:

in 1d=0x494cd88, priority=210, domain=permit, deny=true

hits=54, user data=0xl, cs 1d=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,

mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0, dscp=0x0

in i1d=0x494d1b8, priority=112, domain=permit, deny=false

hits=1, user data=0x0, cs id=0x0, reverse, flags=0x0, protocol=l src ip=0.0.0.0, mask=0.0.0.0,
port=0 dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0

Interface inside:

in 1d=0x48£f1580, priority=210, domain=permit, deny=true

hits=54, user data=0xl, cs 1d=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,

mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0, dscp=0x0

in 1d=0x48£f09e0, priority=1, domain=permit, deny=false

hits=101, user data=0x0, cs id=0x0, 13 type=0x608 src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
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show asp —show az |
. show asp table classify

Interface outside:

in 1d=0x48c0970, priority=210, domain=permit, deny=true

hits=54, user_data=0xl, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip=0.0.0.0,
mask=0.0.0.0, port=0 dst ip=255.255.255.255, mask=255.255.255.255, port=0, dscp=0x0

The following is sample output from the show asp table classify hits command that includes Layer
2 information:

Input Table

in 1id=0x7fff2dellael, priority=120, domain=permit, deny=false
hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=1l
src ip/1d=0.0.0.0, mask=0.0.0.0, icmp-type=0

dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, dscp=0x0

input ifc=LAN-SEGMENT, output ifc=identity in id=0x7fff2del35c0, priority=0,
domain=inspect-ip-options, deny=true

hits=41, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1d=0.0.0.0, mask=0.0.0.0, port=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0

input ifc=LAN-SEGMENT, output ifc=any

Output Table:
L2 - Output Table:
L2 - Input Table:

in 1id=0x7fff2de0e080, priority=1, domain=permit, deny=false
hits=30, user data=0x0, cs_id=0x0, 13 type=0x608

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000

input ifc=LAN-SEGMENT, output ifc=any

in 1id=0x7fff2de0e580, priority=1, domain=permit, deny=false
hits=382, user data=0x0, cs_id=0x0, 13 type=0x8

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000

input ifc=LAN-SEGMENT, output ifc=any

in 1id=0x7fff2de0e800, priority=1, domain=permit, deny=false
hits=312, user data=0x0, cs_id=0x0, 13 type=0x8

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=ffff.ffff.ffff, mask=ffff.ffff.££f£f

input ifc=LAN-SEGMENT, output ifc=any

The following is sample output from the show asp table classify command when a security group
is not specified in the access list:

ciscoasa# show asp table classify

in 1id=0x7ffedbb54cfel, priority=500, domain=permit, deny=true
hits=0, user data=0x6, cs_id=0x0, flags=0x0, protocol=0
src ip/id=224.0.0.0, mask=240.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ ifc=management, output ifc=any

Related Commands | Command Description

show asp drop | Shows the accelerated security path counters for dropped packets.
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| show asp - show az

show asp table cluster chash-table

To debug the accelerated security path cHash tables for clustering, use the show asp table cluster chash-table

Syntax Description

Command Default

Command Modes

command in privileged EXEC mode.

show asp table cluster chash-table

This command has no arguments or keywords.

No default behavior or values.

show asp table cluster chash-table .

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

The show asp tablecluster chash-table command shows the contents of the accelerated security path, which
might help you troubleshoot a problem. See the CLI configuration guide for more information about the
accelerated security path. These tables are used for debugging purposes only, and the information output is
subject to change. Consult Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp table cluster chash-table command:

ciscoasa# show asp table cluster chash-table

Cluster current chash table:

00003333
21001200
22000033
02222223
33331111
21110000
00133103
22222223
30000102
11222222
23222331
00002223
33111111
11000112
22332000
00231121
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. show asp table cluster chash-table

11222220
33330223
31013211
11101111
13111111
11023133
30001100
00000111
12022222
00133333
33222000
00022222
33011333
11110002
33333322
13333030

Related Commands Command

Description

show asp cluster
counter

Shows cluster datapath counter information.
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| show asp - show az

show asp table cts sgt-map .

show asp table cts sgt-map

To show the IP address-security group table mapping from the IP address-security group table database that
is maintained in the data path for Cisco TrustSec, use the show asp table ctssgt-map command in privileged
EXEC mode.

show asp tablectssgt-map [ addressipv4 [/ mask ] |addressipvb [/ prefix 1 |ipv4|ipv6 | sgt sot ]

Syntax Description

Command Default

Command Modes

address {ipv4[/mask] /ipv6 (Optional.) Shows only IP address-security group table mapping for the specific
[/prefix 1} IPv4 or IPv6 address. Include an IPv4 subnet mask or IPv6 prefix to see the
mapping for a network.

ipv4 (Optional) Shows all of the IP address-security group table mapping for IPv4
addresses.

ipv6 (Optional) Shows all of the IP address-security group table mapping for IPv6
addresses.

sgt sgt (Optional) Shows the IP address-security group table mapping for the specified

security group table.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

9.6(1) The ability to show network mappings was added.

If the address is not specified, then all the entries in the IP address-security group table database in the data
path appear. In addition, the security group names appear when available.

The following is sample output from the show asp table cts sgt-map command:

ciscoasa# show asp table cts sgt-map
IP Address SGT
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show asp —show az |

. show asp table cts sgt-map

10.10.10.5 1234 :Marketing
10.34.89.12 5:Engineering
10.67.0.0\16 338:HR
192.4.4.4 345:Finance
Total number of entries shown = 4

The following is sample output from the show asp table cts sgt-map address command:

ciscoasa# show asp table cts sgt-map address 10.10.10.5
IP Address SGT

10.10.10.5 1234:Marketing
Total number of entries shown = 1

The following is sample output from the show asp table cts sgt-map ipv6 command:

ciscoasa# show asp table cts sgt-map ipvé

IP Address SGT
FE80::A8BB:CCFF:FE00:110 17:Marketing-Servers
FE80::A8BB:CCFF:FE00:120 18:Eng-Servers

Total number of entries shown = 2

The following is sample output from the show asp table cts sgt-map sgt command:

ciscoasa# show asp table cts sgt-map sgt 17

IP Address SGT
FE80: :A8BB:CCFF:FE00:110 17
Total number of entries shown = 1

Related Commands | Command Description

show running-config cts | Shows the SXP connections for the running configuration.

show cts environment Shows the health and status of the environment data refresh operation.
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| show asp - show az
show asp table dynamic-filter .

show asp table dynamic-filter

To debug the accelerated security path Botnet Traffic Filter tables, use the show asp table dynamic-filter
command in privileged EXEC mode.

show asp table dynamic-filter [ hits]

Syntax Description hits (Optional) Shows classifier entries which have non-zero hits values.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

8.2(1) This command was added.

Usage Guidelines The show asp tabledynamic-filter command shows the Botnet Traffic Filter rules in the accelerated security
path, which might help you troubleshoot a problem. See the CLI configuration guide for more information
about the accelerated security path. These tables are used for debugging purposes only, and the information
output is subject to change. Consult Cisco TAC to help you debug your system with this command.

Examples The following is sample output from the show asp table dynamic-filter command:

ciscoasa# show asp table dynamic-filter

Context: admin

Address 10.246.235.42 mask 255.255.255.255 name: example.info

flags: 0x44 hits O

Address 10.40.9.250 mask 255.255.255.255 name: bad3.example.com

flags: 0x44 hits O

Address 10.64.147.20 mask 255.255.255.255 name: bad2.example.com flags: 0x44
hits 0

Address 10.73.210.121 mask 255.255.255.255 name: badl.example.com flags:
0x44 hits 0

Address 10.34.131.135 mask 255.255.255.255 name: bad.example.com flags:

0x44 hits 0

Address 10.64.147.16 mask 255.255.255.255 name:

lst-software-downloads.com flags: 0x44 hits 2

Address 10.131.36.158 mask 255.255.255.255 name: www.example.com flags: 0x41 hits 0
Address 10.129.205.209 mask 255.255.255.255 flags: 0x1 hits O
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. show asp table dynamic-filter

Address 10.166.20.10 mask 255.255.

show asp —show az |

255.255 flags: 0x1 hits O

Related Commands Command

Description

address

Adds an IP address to the blacklist or whitelist.

clear configure dynamic-filter

Clears the running Botnet Traffic Filter configuration.

clear dynamic-filter dns-snoop

Clears Botnet Traffic Filter DNS snooping data.

clear dynamic-filter reports

Clears Botnet Traffic filter report data.

clear dynamic-filter statistics

Clears Botnet Traffic filter statistics.

dns domain-lookup

Enables the ASA to send DNS requests to a DNS server to perform
a name lookup for supported commands.

dns server-group

Identifies a DNS server for the ASA.

dynamic-filter ambiguous-is-black

Treats greylisted traffic as blacklisted traffic for action purposes.

dynamic-filter blacklist

Edits the Botnet Traffic Filter blacklist.

dynamic-filter database fetch

Manually retrieves the Botnet Traffic Filter dynamic database.

dynamic-filter database find

Searches the dynamic database for a domain name or IP address.

dynamic-filter database purge

Manually deletes the Botnet Traffic Filter dynamic database.

dynamic-filter drop blacklist

Automatically drops blacklisted traffic.

dynamic-filter enable

Enables the Botnet Traffic Filter for a class of traffic or for all
traffic if you do not specify an access list.

dynamic-filter updater-client enable

Enables downloading of the dynamic database.

dynamic-filter use-database

Enables use of the dynamic database.

dynamic-filter whitelist

Edits the Botnet Traffic Filter whitelist.

inspect dns dynamic-filter-snoop

Enables DNS inspection with Botnet Traffic Filter snooping.

name

Adds a name to the blacklist or whitelist.

show dynamic-filter data

Shows information about the dynamic database, including when
the dynamic database was last downloaded, the version of the
database, how many entries the database contains, and 10 sample
entries.

show dynamic-filter dns-snoop

Shows the Botnet Traffic Filter DNS snooping summary, or with
the detail keyword, the actual IP addresses and names.

show dynamic-filter reports

Generates reports of the top 10 botnet sites, ports, and infected
hosts.
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| show asp - show az
show asp table dynamic-filter .

Command Description

show dynamic-filter statistics Shows how many connections were monitored with the Botnet
Traffic Filter, and how many of those connections match the
whitelist, blacklist, and greylist.

show dynamic-filter updater-client | Shows information about the updater server, including the server
IP address, the next time the ASA will connect with the server,
and the database version last installed.

show running-config dynamic-filter Shows the Botnet Traffic Filter running configuration.
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show asp —show az |
. show asp table filter

show asp table filter

To debug the accelerated security path filter tables, use the show asp tablefilter command in privileged
EXEC mode.

show asp tablefilter [ accesslist acl-name ] [ hits] [ match regexp ]

Syntax Description  acl-name (Optional) Specifies the installed filter for a specified access list.

hits (Optional) Specifies the filter rules that have non-zero hits values.
match (optional) Shows classifier entries that match the regular expression. Use quotes when regular
regexp expressions include spaces.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC
Command History Release Modification

8.2(2) This command was added.

Usage Guidelines When a filter has been applied to a VPN tunnel, the filter rules are installed into the filter table. If the tunnel
has a filter specified, then the filter table is checked before encryption and after decryption to determine
whether the inner packet should be permitted or denied.

Examples The following is sample output from the show asp tablefilter command before a userl connects.

Only the implicit deny rules are installed for IPv4 and IPv6 in both the inbound and outbound
directions.

ciscoasa# show asp table filter

Global Filter Table:

in 1d=0xd6l16ef20, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd613ea60, filter id=0x0(-implicit deny-), protocol=0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=0.0.0.0, mask=0.0.0.0, port=0

in 1d=0xd616£f420, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd615ef70, filter i1d=0x0(-implicit deny-), protocol=0
src ip=::/0, port=0
dst ip=::/0, port=0
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show asp — show az

out

out

show asp table filter .

1d=0xd616fla0, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd614d900, filter 1d=0x0(-implicit deny-), protocol=0

src ip=0.0.0.0,
dst ip=0.0.0.0,

mask=0.0.0.0, port=0
mask=0.0.0.0, port=0

1d=0xd616£f6d0, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd6161638, filter 1d=0x0(-implicit deny-), protocol=0
src ip=::/0, port=0
dst ip=::/0, port=0

The following is sample output from the show asp tablefilter command after a user1 has connected.
VPN filter ACLs are defined based on the inbound direction—the source represents the peer and the
destination represents inside resources. The outbound rules are derived by swapping the source and
destination for the inbound rule.

ciscoasa# show asp table filter
Global Filter Table:
1id=0xd682f4a0, priority=12, domain=vpn-user, deny=false

hits=0, user data=0xd682f460, filter id=0x2 (vpnfilter), protocol=6

in

in

in

in

in

in

in

out

out

out

out

out

src ip=0.0.0.0,

mask=0.0.0.0, port=0

dst 1ip=95.1.224.100, mask=255.255.255.255, port=21
1id=0xd68366a0, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd6d89050, filter id=0x2 (vpnfilter), protocol=6

src ip=0.0.0.0,

mask=0.0.0.0, port=0

dst 1p=95.1.224.100, mask=255.255.255.255, port=5001
1d=0xd45d5b08, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd45d5ac8, filter i1d=0x2 (vpnfilter), protocol=17

src ip=0.0.0.0,

mask=0.0.0.0, port=0

dst 1p=95.1.224.100, mask=255.255.255.255, port=5002
1d=0xd6244f30, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd6244ef0, filter id=0x2 (vpnfilter), protocol=l

src ip=0.0.0.0,

mask=0.0.0.0, port=0

dst 1p=95.1.224.100, mask=255.255.255.255, port=0
id=0xd64edca8, priority=12, domain=vpn-user, deny=true
hits=0, user data=0xd64edc68, filter id=0x2 (vpnfilter), protocol=l

src ip=0.0.0.0,
dst ip=0.0.0.0,

mask=0.0.0.0, port=0
mask=0.0.0.0, port=0

1id=0xd616f018, priority=11, domain=vpn-user, deny=true
hits=43, user data=0xd613eb58, filter id=0x0(-implicit deny-), protocol=0

src ip=0.0.0.0,
dst ip=0.0.0.0,

mask=0.0.0.0, port=0
mask=0.0.0.0, port=0

1id=0xd616£f518, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd615f068, filter i1d=0x0(-implicit deny-), protocol=0
src ip=::/0, port=0
dst ip=::/0, port=0
1d=0xd7395650, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd7395610, filter id=0x2 (vpnfilter), protocol=6
src ip=95.1.224.100, mask=255.255.255.255, port=21

dst ip=0.0.0.0,

mask=0.0.0.0, port=0

1d=0xd45d49b8, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd45d4978, filter id=0x2 (vpnfilter), protocol=6
src ip=95.1.224.100, mask=255.255.255.255, port=5001

dst ip=0.0.0.0,

mask=0.0.0.0, port=0

1d=0xd45d5cf0, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd45d5cb0, filter id=0x2 (vpnfilter), protocol=17
src ip=95.1.224.100, mask=255.255.255.255, port=5002

dst ip=0.0.0.0,

mask=0.0.0.0, port=0

1d=0xd6245118, priority=12, domain=vpn-user, deny=false
hits=0, user data=0xd62450d8, filter i1d=0x2 (vpnfilter), protocol=l
src ip=95.1.224.100, mask=255.255.255.255, port=0

dst ip=0.0.0.0,

mask=0.0.0.0, port=0

id=0xd64ede90, priority=12, domain=vpn-user, deny=true
hits=0, user data=0xd64ede50, filter id=0x2 (vpnfilter), protocol=l

src ip=0.0.0.0,

mask=0.0.0.0, port=0
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show asp —show az |

. show asp table filter

dst ip=0.0.0.0, mask=0.0.0.0, port=0
out 1d=0xd616£298, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd614d9f8, filter i1d=0x0(-implicit deny-), protocol=0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst 1ip=0.0.0.0, mask=0.0.0.0, port=0
out 1d=0xd616f7c8, priority=11, domain=vpn-user, deny=true
hits=0, user data=0xd6161730, filter 1d=0x0(-implicit deny-), protocol=0
src ip=::/0, port=0
dst ip=::/0, port=0

Related Commands | Command Description
show asp drop Shows the accelerated security path counters for dropped packets.
show asp table Shows the classifier contents of the accelerated security path.
classifier
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| show asp - show az

show asp table interfaces .

show asp table interfaces

Syntax Description

Command Default

Command Modes

To debug the accelerated security path interface tables, use the show asp table interfaces command in
privileged EXEC mode.

show asp tableinterfaces
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The show asp table interfaces command shows the interface table contents of the accelerated security path,
which might help you troubleshoot a problem. See the CLI configuration guide for more information about
the accelerated security path. These tables are used for debugging purposes only, and the information output
is subject to change. Consult Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp table interfaces command:

ciscoasa# show asp table interfaces
** Flags: 0x0001-DHCP, 0x0002-VMAC, 0x0010-Ident Ifc, 0x0020-HDB Initd,
0x0040-RPF Enabled
Soft-np interface 'dmz' is up
context single vf, nicnum 0, mtu 1500
vlan 300, Not shared, seclvl 50
0 packets input, 1 packets output
flags 0x20
Soft-np interface 'foo' is down
context single vf, nicnum 2, mtu 1500
vlan <None>, Not shared, seclvl 0
0 packets input, 0 packets output
flags 0x20
Soft-np interface 'outside' is down
context single vf, nicnum 1, mtu 1500
vlan <None>, Not shared, seclvl 50
0 packets input, 0 packets output
flags 0x20
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. show asp table interfaces

Soft-np interface 'inside' is up

context single vf, nicnum 0, mtu 1500
vlan <None>, Not shared, seclvl 100
680277 packets input, 92501 packets output

flags 0x20
Related Commands | Command Description
interface Configures an interface and enters interface configuration mode.
show Displays the runtime status and statistics of interfaces.
interface
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| show asp - show az

show asp table network-service .

show asp table network-service

Syntax Description

Command Default

Command Modes

To debug the accelerated security path network-service object tables, use the show asp table networ k-service
command in privileged EXEC mode.

show asp table network-service
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification
9.17(1) This command was introduced.
Example

The following example shows how to display the network-service object table:

ciscoasa# show asp table network-service
Per-Context Category NSG:

subnet=0.0.0.0/0, branch id=214491, branch name=connect.facebook.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=214491, branch name=connect.facebook.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=370809, branch name=facebook.com.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=370809, branch name=facebook.com.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=490321, branch name=fbcdn.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=490321, branch name=fbcdn.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=548791, branch name=fbcdn-photos-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=548791, branch name=fbcdn-photos-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=681143, branch name=fbcdn-photos-e-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=681143, branch name=fbcdn-photos-e-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0
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show asp —show az |
show asp table network-service

subnet=0.0.0.0/0, branch id=840741, branch name=fbcdn-photos-b-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=840741, branch name=fbcdn-photos-b-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1014669, branch name=fbstatic-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1014669, branch name=fbstatic-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1098051, branch name=fbexternal-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1098051, branch name=fbexternal-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1217875, branch name=fbcdn-profile-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1217875, branch name=fbcdn-profile-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1379985, branch name=fbcdn-creative-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1379985, branch name=fbcdn-creative-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1524617, branch name=channel.facebook.com.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1524617, branch name=channel.facebook.com.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1683343, branch name=fbcdn-dragon-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1683343, branch name=fbcdn-dragon-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1782703, branch name=contentcache-a.akamaihd.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1782703, branch name=contentcache-a.akamaihd.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=1868733, branch name=facebook.net.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=1868733, branch name=facebook.net.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=2068293, branch name=plus.google.com.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=2068293, branch name=plus.google.com.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=2176667, branch name=instagram.com.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=2176667, branch name=instagram.com.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0

subnet=0.0.0.0/0, branch id=2317259, branch name=linkedin.com.,
ip prot=0, port=0/0x0, source, domain, nsg id=512, hits=0

subnet=0.0.0.0/0, branch id=2317259, branch name=linkedin.com.,
ip prot=0, port=0/0x0, destination, domain, nsg id=1, hits=0
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| show asp - show az

show asp table rout

show asp table routing management-only .

ing management-only

To debug the accelerated security path routing tables, use the show asp tablerouting command in privileged
EXEC mode. This command supports IPv4 and IPv6 addresses. The management-only keyword, displays the

number portability

routes in the management routing table.

show asp tablerouting [ input |output ] [ addressip address [ netmask mask ] | interface
interface_name ] management-only

Syntax Description address ip_address Sets the IP address for which you want to view routing entries. For IPv6

addresses, you can include the subnet mask as a slash (/) followed by the prefix
(0 to 128). For example, enter the following:

fe80::2e0:b6ff:fel0l1:3b7a/128

input

Shows the entries from the input route table.

interface interface name (Optional) Identifies a specific interface for which you want to view the routing

table.

netmask mask

For IPv4 addresses, specifies the subnet mask.

output

Shows the entries from the output route table.

management-only

Shows the number portability routes in the management routing table.

Command Default No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
Command History Release Modification

7.0(1) This com

mand was added.

9.3(2) Routing per zone information was added.

9.5(1) The management-only keyword to support management routing table was added.

Usage Guidelines The show asp tab

le routing command shows the routing table contents of the accelerated security path,

which might help you troubleshoot a problem. See the CLI configuration guide for more information about
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. show asp table routing management-only

show asp —show az |

the accelerated security path. These tables are used for debugging purposes only, and the information output
is subject to change. Consult Cisco TAC to help you debug your system with this command. The
management-only keyword, displays the number-portability routes in the management routing table.

\)

Examples

Note

Invalid entries may appear in the show asp table routing command output on the ASA 5505.

The following is sample output from the show asp table routing command:

ciscoasa# show asp table routing
in 255.255.255.255 255.255.255.255 identity

in 224.0.0.9 255.255.255.255 identity
in 10.86.194.60 255.255.255.255 identity
in 10.86.195.255 255.255.255.255 identity
in 10.86.194.0 255.255.255.255 identity

in 209.165.202.159 255.255.255.255 identity
in 209.165.202.255 255.255.255.255 identity
in 209.165.201.30 255.255.255.255 identity
in 209.165.201.0 255.255.255.255 identity

in 10.86.194.0 255.255.254.0 inside

in 224.0.0.0 240.0.0.0 identity

in 0.0.0.0 0.0.0.0 inside

out 255.255.255.255 255.255.255.255 foo

out 224.0.0.0 240.0.0.0 foo

out 255.255.255.255 255.255.255.255 test

out 224.0.0.0 240.0.0.0 test

out 255.255.255.255 255.255.255.255 inside

out 10.86.194.0 255.255.254.0 inside

out 224.0.0.0 240.0.0.0 inside

out 0.0.0.0 0.0.0.0 via 10.86.194.1, inside

out 0.0.0.0 0.0.0.0 via 0.0.0.0, identity

out :: s via 0.0.0.0, identity
S
Note Invalid entries in the show asp table routing command output may appear on the ASA 5505

platform. Ignore these entries; they have no effect.

Related Commands

Command | Description

show route | Shows the routing table in the control plane.
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| show asp - show az

show asp table socket .

show asp table socket

To help debug the accelerated security path socket information, use the show asp table socket command in
privileged EXEC mode.

show asp table socket [ socket | handle ] [ stats ]

Syntax Description

Command Default

Command Modes

socket handle  Specifies the length of the socket.

stats Shows the statistics from the accelerated security path socket table.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

The show asp table socket command shows the accelerated security path socket information, which might
help in troubleshooting accelerated security path socket problems. See the CLI configuration guide for more
information about the accelerated security path. These tables are used for debugging purposes only, and the
information output is subject to change. Consult Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp table socket command.

Protocol Socket Local Address Foreign Address State

TCP 00012bac 10.86.194.224:23 0.0.0.0:~* LISTEN
TCP 0001cl24 10.86.194.224:22 0.0.0.0:~* LISTEN
SSL 00023b84 10.86.194.224:443 0.0.0.0:~* LISTEN
SSL 0002d01lc 192.168.1.1:443 0.0.0.0:~* LISTEN
DTLS 00032blc 10.86.194.224:443 0.0.0.0:~* LISTEN
SSL 0003a3d4 0.0.0.0:443 0.0.0.0:~* LISTEN
DTLS 00046074 0.0.0.0:443 0.0.0.0:~* LISTEN
TCP 02c08aec 10.86.194.224:22 171.69.137.139:4190 ESTAB

The following is sample output from the show asp table socket with handle command.

docs-bxb-asal/NoCluster/actNoFailover# show asp table socket 123456
Statistics for socket 0x00123456:
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. show asp table socket

2) AM Module

Mod handle: 0x000000000040545a
Rx: 0/3 ( 0 queued), Flow-Ctrl: 0, Tot:
Tx: 0/3 ( 0 queued), Flow-Ctrl: 0, Tot:
App Flow-Ctrl Tx: O
Stack: 0x00007faclcb539c0
New Conn Cb: 0x0000560fabeebll0
Notify Cb: 0x0000560fabeeb500
App Hdl: 0x00007fac28dcbl50
Shared Lock: 0x00007facl685a280
Group Lock: 0x00007facl685a280
Async Lock: 0x00007£facl3099640
Closed Mod Rx: -1, Tx: 3
Push Module: INVALID
State: LISTEN
Flags: 0x0
none
1) SSL Module
Mod handle: 0x0000000000xxxxxx
Rx: 0/10 ( O gqueued), Flow-Ctrl: 0, Tot:
Tx: 0/10 ( 0 gqueued), Flow-Ctrl: 0, Tot:
Upstream Active/peak/total: 0/0/0
Downstream Active/peak/total: 0/0/0
Inbound bytes rx/tx: 0/0
Inbound packets rx/tx: 0/0
Inbound packets lost: 0
Outbound bytes rx/tx: 0/0
Outbound packets rx/tx: 0/0
Outbound packets lost: O
Upstream Close Attempt: 0
Upstream Close Forced: 0
Upstream Close Next: 0
Upstream Close Handshake: 0
Downstream Close Attempt: 0
Downstream Close Forced: 0
Downstream Close Next: 0
Inbound discard empty buf: 0
Empty downstream buf: 0
Encrypt call: 0
Encrypt call error: 0
Encrypt handoff: 0
Encrypt CB success: 0
Encrypt CB fail: 0
Flowed Off: 0
Stats Last State: 0x0 (UNKWN )
Pending crypto cmds: 0
Socket Last State: 0x6000 (UNKWN )
Socket Read State: 0xf0 (read header)
Handle Read State: 0xf0 (read header)
References: NO Session
In Rekey: 0x0
Flags: 0x0
Header Len: 5
Record Type: 0x0
Record Len: 0
Queued Blocks: 0
Queued Bytes: 0
0) TM Module
Mod handle: 0x0000000000xxxxxx
Rx: 0/1 ( 0 queued), Flow-Ctrl: 0, Tot:
Tx: 0/1 ( 0 queued), Flow-Ctrl: 0, Tot:

Transp Flow-Ctrl Rx: O

TCP handle: 0x0000XXXXXXXXXXXX,

Connection state is LISTEN

Interface inside
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| show asp - show az

show asp table socket .

Local host: 0.0.0.0, Local port: 2444
Foreign host: 0.0.0.0, Foreign port: 0
Client host: 0.0.0.0, Client port: 0
TTL Inbound: 0, TTL Outbound: 255
Datagrams (MSS: send 536, receive 0):
Retransmit Queue:
Input Queue:
mis-ordered:
Rcvd:
out of order:
with data:
min ttl drop:
total data bytes:
Sent:
retransmit:
fastretransmit:
partialack:
Second Congestion:
with data:
total data bytes:

(0 bytes)

O O O O OO0 0O0O0oooo oo

The following is sample output from the show asp table socket stats command.

TCP Statistics:
Rcvd:
total 14794
checksum errors 0
no port O
Sent:
total O
UDP Statistics:
Rcvd:
total O
checksum errors 0
Sent:
total O
copied O
NP SSL System Stats:
Handshake Started: 33
Handshake Complete: 33
SSL Open: 4
SSL Close: 117
SSL Server: 58
SSL Server Verify: O
SSL Client: O

TCP/UDP statistics are packet counters representing the number of packets sent or received that are
directed to a service that is running or listening on the ASA, such as Telnet, SSH, or HTTPS.
Checksum errors are the number of packets dropped because the calculated packet checksum did not
match the checksum value stored in the packet (that is, the packet was corrupted). The NP SSL
statistics indicate the number of each type of message received. Most indicate the start and completion
of new SSL connections to either the SSL server or SSL client.

Related Commands

Command Description

show asp table vpn-context | Shows the accelerated security path VPN context tables.
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show asp —show az |

. show asp table vpn-context

show asp table vpn-context

To debug the accelerated security path VPN context tables, use the show asp table vpn-context command
in privileged EXEC mode.

show asp table vpn-context [ detail ]

Syntax Description

Command Default

Command Modes

detail (Optional) Shows additional detail for the VPN context tables.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

8.0(4) The +PRESERVE flag for each context that maintains stateful flows after the tunnel drops was
added.

9.0(1) Support for multiple context mode was added.

9.13(1) To enhance debug capability, following vpn context counters were added to the output:

» Lock Err : This counter is incremented when a VPN context lock could not be obtained and
indicates the number of times this error is encountered.

* No SA : This counter increments if VPN context receives a packet to be processed but does
not have an active SA associated with it.

* |P Ver Err : This counter increments when an unknown version of IP packet is received.

e Tun Down : Indicates that the tunnel associated with the VPN context is deleted or the tunnel
handle is invalid.

The show asp table vpn-context command shows the VPN context contents of the accelerated security path,
which might help you troubleshoot a problem. See the CLI configuration guide for more information about
the accelerated security path. These tables are used for debugging purposes only, and the information output
is subject to change. Consult Cisco TAC to help you debug your system with this command.
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| show asp - show az
show asp table vpn-context .

Examples The following is sample output from the show asp table vpn-context command:

ciscoasa# show asp table vpn-context

VPN ID=0058070576, DECR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058193920, ENCR+ESP, UP, pk=0000000000, rk=0000000000, gc=0
VPN ID=0058168568, DECR+ESP, UP, pk=0000299627, rk=0000000061, gc=2
VPN ID=0058161168, ENCR+ESP, UP, pk=0000305043, rk=0000000061, gc=1
VPN ID=0058153728, DECR+ESP, UP, pk=0000271432, rk=0000000061, gc=2
VPN ID=0058150440, ENCR+ESP, UP, pk=0000285328, rk=0000000061, gc=1
VPN ID=0058102088, DECR+ESP, UP, pk=0000268550, rk=0000000061, gc=2
VPN ID=0058134088, ENCR+ESP, UP, pk=0000274673, rk=0000000061, gc=1
VPN ID=0058103216, DECR+ESP, UP, pk=0000252854, rk=0000000061, gc=2

The following is sample output from the show asp table vpn-context command when the persistent
IPsec tunneled flows feature is enabled, as shown by the PRESERVE flag:

ciscoasa(config)# show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DA0O, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0
VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

The following is sample output from the show asp table vpn-context detail command:

ciscoasa# show asp table vpn-context detail
VPN Ctx = 0058070576 [0x03761630]

State = UP

Flags = DECR+ESP
SA = 0x037928F0
SPI = OxEAOF21FO0
Group =0

Pkts =0

Bad Pkts = 0

Lock Err = 0

No SA =0

IP Ver Err= 0

Tun Down = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN Ctx = 0058193920 [0x0377F800]
State = UP

Flags = ENCR+ESP
SA = 0x037B4B70
SPI = 0x900FDC32
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0
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. show asp table vpn-context

show asp —show az |

The following is sample output from the show asp table vpn-context detail command when the

persistent IPsec tunneled flows feature is enabled, as shown by the PRESERVE flag.:

ciscoasa(config) # show asp table vpn-context detail

VPN CTX
Peer IP
Pointer
State
Flags

SA

SPI

Group
Pkts

Bad Pkts
Lock Err
No SA

IP Ver Er
Tun Down
Bad SPI
Spoof

Bad Crypt
Rekey Pkt
Rekey Cal
VPN CTX
Peer IP
Pointer
State
Flags

SA

SPI

Group
Pkts

Bad Pkts
Lock Err
No SA

IP Ver Er
Tun Down
Bad SPI
Spoof

Bad Crypt
Rekey Pkt

r

[¢]

1

r

o

0x0005FF54
ASA Private
0x6DE62DA0

UP

DECR+ESP+PRESERVE
0x001659BF
0xB326496C

0

o O O O

I oo o

0
0
=0

0x0005B234
= ASA Private
0x6DE635E0Q

UP

ENCR+ESP+PRESERVE
0x0017988D
0x9AA50F43

0

o O O O

I oo o

0
=0

Rekey Call = 0
ciscoasa (confiqg) #

Configuration and Restrictions
This configuration option is subject to the same CLI configuration restrictions as other

sysopt VPN CLI.

Related Commands Command

Description

show asp drop

Shows the accelerated security path counters for dropped packets.
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| show asp - show az

show asp table zone .

show asp table zone

To debug the accelerated security path zone table, use the show asp table zone command in privileged EXEC
mode.

show asp table zone [ zone name ]

Syntax Description

Command Default

Command Modes

zone_name (Optional) Identifies the zone name.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes * Yes * Yes
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.3(2) This command was added.

The show asp table zone command shows the contents of the accelerated security path, which might help
you troubleshoot a problem. See the CLI configuration guide for more information about the accelerated
security path. These tables are used for debugging purposes only, and the information output is subject to
change. Consult Cisco TAC to help you debug your system with this command.

The following is sample output from the show asp table zone command:

ciscoasa# show asp table zone
Zone: outside-zone id: 2
Context: test-ctx

Zone Member(s) : 2

outsidel GigabitEthernet0/0

outside2 GigabitEthernet0/1
Related Commands | Command Description

show asp tablerouting | Shows the accelerated security path tables for debugging purposes, and shows
the zone associated with each route.

show zone Shows zone ID, context, security level, and members.
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show asp —show az |
. show attribute

show attribute

To display information related to VM attribute agents and bindings, use the show attribute command in
EXEC mode.

show attribute [ host-map [ /all ] | object-map [ /all ] | source-group agent-name ]

Syntax Description host-map Displays current bindings of virtual machine IP addresses to attributes. Include /all to see
binding for all attributes. For example, enter the following:

show attribute host-map /all

object-map Displays current bindings of virtual machine IP addresses to attributes. Include /all to see
binding for all attributes. For example, enter the following:

show attribute host-map /all

source-group Displays the configuration and state of one or more attribute agents. For example, enter the
following:

show attribute source-groups agent-name

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
EXEC mode * Yes * Yes * Yes — —

Examples The following is sample output from the show attribute commands:

ciscoasa# show attribute host-map /all
IP Address-Attribute Bindings Information
Source/Attribute Value

VMAgent.custom.role 'Developer’
169.254.107.176
169.254.59.151
10.15.28.34
10.15.28.32
10.15.28.31
10.15.28.33
VMAgent.custom.role 'Build Machine'
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| show asp - show az

10.15.27.133
10.15.27.135
10.15.27.134
ciscoasa# show attribute
Network Object-Attribute
Object
Source/Attribute

object-map /all
Bindings Information

Value

dev
VMAgent.custom.role
build
VMAgent.custom.role
ciscoasa# show attribute
Attribute agent VMAgent
Agent type: ESXi
Agent state: Active

'Developer’

'Build Machine'
source-group

Connection state: Connected
Host Address: 10.122.202.217
Retry interval: 30 seconds

Retry count: 3

Attributes being monitored:

'custom.role ' (2)

show attribute .
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show asp —show az |
. show auto-update

show auto-update

To see the Auto Update Server status, use the show auto-update command in privileged EXEC mode.

show auto-update

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration
Command History Release Modification

7.2(1) This command was added..

Usage Guidelines Use this command to view Auto Update Server status.

Examples The following is sample output from the show auto-update command:

ciscoasa (config)# show auto-update

Poll period: 720 minutes, retry count: 0, retry period: 5 minutes
Timeout: none

Device ID: host name [ciscoasa]

Related Commands | auto-update device-id Sets the ASA device ID for use with an Auto Update Server.
auto-update poll-period Sets how often the ASA checks for updates from an Auto Update Server.
auto-update server Identifies the Auto Update Server.
auto-update timeout Stops traffic from passing through the ASA if the Auto Update Server is

not contacted within the timeout period.

clear configure auto-update Clears the Auto Update Server configuration.

show running-config auto-update | Shows the Auto Update Server configuration.
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show b — show cq

* show backup-package, on page 269

* show bfd drops, on page 271

* show bfd map, on page 273

* show bfd neighbors, on page 275

* show bfd summary, on page 277

* show bgp, on page 279

* show bgp all community, on page 286

* show bgp all neighbors, on page 289

* show bgp cidr-only, on page 294

* show bgp community, on page 296

* show bgp community-list, on page 298
* show bgp filter-list, on page 301

* show bgp injected-paths, on page 303

* show bgp ipv4, on page 305

* show bgp ipv6, on page 307

* show bgp ipv6 community, on page 310
* show bgp ipv6 community-list, on page 313
* show bgp ipv6 filter-list, on page 316

* show bgp ipv6 inconsistent-as, on page 319
* show bgp ipv6 neighbors, on page 321

* show bgp ipv6 paths, on page 329

* show bgp ipv6 prefix-list, on page 331

* show bgp ipv6 quote-regexp, on page 333
* show bgp ipv6 regexp, on page 335

* show bgp ipv6 route-map, on page 337
* show bgp ipv6 summary, on page 339

* show bgp neighbors, on page 341

* show bgp paths, on page 352

* show bgp policy-list, on page 354

* show bgp prefix-list, on page 355

* show bgp regexp, on page 356

* show bgp replication, on page 358

* show bgp rib-failure, on page 360
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» show bgp summary, on page 362

* show bgp system-config, on page 366

* show blocks, on page 367

* show bootvar, on page 376

* show bridge-group, on page 378

* show call-home, on page 380

* show call-home registered-module status, on page 385
* show capture, on page 386

* show chardrop, on page 392

* show checkheaps, on page 393

* show checksum, on page 394

* show chunkstat, on page 395

* show class, on page 397

* show clns, on page 398

* show clock, on page 408

* show cluster, on page 410

* show cluster history, on page 413

* show cluster info, on page 416

* show cluster user-identity, on page 425
* show cluster vpn-sessiondb distribution, on page 427
» show compression, on page 429

* show configuration, on page 431

* show configuration session, on page 435
* show conn, on page 437

 show console-output, on page 449

* show context, on page 450

* show controller, on page 454

* show coredump filesystem, on page 460
* show coredump log, on page 462

* show counters, on page 464

* show cpu, on page 467
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show backup-package .

show backup-package

To display back-up package status and summary information on the Cisco ISA 3000, use the show
backup-package command in privileged EXEC or global configuration mode.

show backup-package { status { backup |restore } | summary }

\}

Note This command applies only to the Cisco ISA 3000 appliance.

Syntax Description  backup | Specifies the type of status information to be displayed.
restore
status Displays mode, location, passphrase, and most-recent time information for either back-up
or restore operations.
summary Displays status information for both back-up and restore operations.
Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC
Command History Release Modification

9.7(1) This command was added.

Usage Guidelines The show backup-package commands are also available in global configuration mode.

Examples The following example shows backup-package summary statistics:

ciscoasa# show backup-package summary
backup mode ¢ auto

backup location : disk3:

backup passphrase: cisco

last backup time : Mar 23 2014 22:05:52
restore mode ¢ auto

restore location : disk3:
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. show backup-package

restore passphrase: cisco
Last restore time : Mar 24 2014 05:07:32
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show bfd drops

Syntax Description

Command Default

Command Modes

To display the numbered of dropped packets in BFD, use the show bfd drops command in global configuration

mode.

show bfd drops

show bfd drops .

This command has no arguments or keywords.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

9.6(2) This command was added.

The following example displays the BFD dropped packets.

ciscoasa# show bfd drops
BFD Drop Statistics

IPV4 IPV6 IPV4-M IPV6-M

Invalid TTL 0 0 0 0
BFD Not Configured 0 0

No BFD Adjacency 0 0 0 0
Invalid Header Bits 0 0 0 0
Invalid Discriminator 0 0 0 0
Session AdminDown 0 0 0 0
Authen invalid BFD ver 0 0 0 0
Authen invalid len 0 0 0 0
Authen invalid seq 0 0 0 0
Authen failed 0 0 0 0

Related Commands | Command Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo

Enables BFD echo mode on the interface,

bfd interval

Configures the baseline BFD parameters on the interface.

Ci
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. show bfd drops

showb—showecq |

Command

Description

bfd map

Configures a BFD map that associates addresses with multi-hop
templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary

Displays summary information for BFD.
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show bfd map

To display the configured BFD maps, use the show bfd map command in global configuration mode.

Syntax Description

Command Default

Command Modes

show bfd map

show bfd map .

This command has no arguments or keywords.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

9.6(2) This command was added.

The following example displays the BFD maps.

ciscoasa# show bfd map

Destination:
Source:
Template: mh

Authentication (Type) :

40.40.40.2/24
50.50.50.2/24

sha-1

Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.
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Command Description

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary Displays summary information for BFD.
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show bfd neighbors

To display a line-by-line listing of existing BFD adjacencies, use the show bfd neighbors command in global

configuration mode.

show bfd neighbors .

show bfd neighbors [ client { bgp } | details|interface interface-name |ipv4 ip-address |ipv6
ipv6-address | multihop-ipv4 ip-address | multihop-ipv6 ipv6-address ]

Syntax Description

Command Default

Command Modes

client (Optional) Displays the neighbors of a specific client.
bgp (Optional) Displays a BGP client.
details (Optional) Displays all BFD protocol parameters and timers for each neighbor.

interface interface-name

(Optional) Displays neighbors at the specified interface.

ipv4 ip-address

(Optional) Displays specified single-hop IP neighbors.

ipv6 ipv6-address

(Optional) Displays specified single-hop IPv6 neighbors.

multihop-ipv4 ip-address

(Optional) Displays specified multi-hop IP neighbors.

multihop-ipv6 ipv6-address (Optional) Displays specified multi-hop IPv6 neighbors.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command History

Usage Guidelines

Examples

Command Mode | Firewall Mode Security Context
Transparent Single Multiple
Context System
Global — * Yes * Yes —
configuration
Release Modification
9.6(2) This command was added.
Use this command to troubleshoot BFD issues.
The following example displays the BFD neighbors.
ciscoasa# show bfd neighbors
OurAddr NeighAddr LD/RD RH Holdown (mult) State Int
172.16.10.1 172.16.10.2 1/6 1 260 (3 ) Up Fa0/1
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Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd summary

Displays summary information for BFD.
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show bfd summary

To display summary information for BFD, use the show bfd summary command in global configuration mode.

show bfd summary [ client | host | session ]

Syntax Description client (Optional) Displays the BFD summary for clients.

host  (Optional) Displays the BFD summary for sessions.

session (Optional) Displays the BFD summary for protocols.

Command Default This command has no default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(2) This command was added.

Usage Guidelines Use this command to display summary information about BFD, BFD clients, or BFD sessions. When a BFD
client launches a session with a peer, BFD sends periodic BFD control packets to the peer. Information about
the following states of a session are included in the output of this command:

» Up—When another BFD interface acknowledges the BFD control packets, the session moves into an
Up state.

» Down—The session and the data path are declared down if a data path failure occurs and BFD does not
receive a control packet within the configured amount of time. When a session is down, BFD notifies
the BFD client so that the client can perform necessary actions to reroute the traffic.

Examples The following example displays the BFD summaries.

ciscoasa# show bfd summary

Session Up Down
Total 1 1 0
ciscoasa# show bfd summary session
Protocol Session Up Down
IPV4 1 1 0
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showb—showecq |

Total 1 1 0
ciscoasa# show bfd summary client
Client Session Up Down
BGP 1 1 0
EIGRP 1 1 0
Total 2 2 0
Related Commands | Command Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.
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show bgp .

show hgp

To display entries in the Border Gateway Protocol (BGP) routing table, use the show bgp command in user
EXEC or privileged EXEC mode.

show bgp [ ip-address [ mask [ longer-prefixes [ injected ] | shorter-prefixes [ length ] | bestpath |
multipaths | subnets ] | bestpath | multipaths ] |all | prefix-list name | pending-prefixes | route-map

name ] ]
Syntax Description  ip-address (Optional) Specifies the AS path access list name..
mask (Optional) Mask to filter or match hosts that are part of the specified network.

longer-prefixes (Optional) Displays the specified route and all more specific routes.

injected (Optional) Displays more specific prefixes injected into the BGP routing table.

shorter-prefixes (Optional) Displays the specified route and all less specific routes.

length (Optional) The prefix length. The value for this argument is a number from 0 to 32.
bestpath (Optional) Displays the bestpath for this prefix

multipaths (Optional) Displays multipaths for this prefix.

subnets (Optional) Displays the subnet routes for the specified prefix.

all (Optional) Displays all address family information in the BGP routing table.

prefix-list name (Optional) Filters the output based on the specified prefix list.

pending-prefixes (Optional) Displays prefixes that are pending deletion from the BGP routing table.

route-map name (Optional) Filters the output based on the specified route map.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes * Yes —
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added
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Usage Guidelines

showb—showecq |

The show bgp command is used to display the contents of the BGP routing table. The output can be filtered

to display entries for a specific prefix, prefix length, and prefixes injected through a prefix list, route map, or
conditional advertisement.

In Cisco 10S Release 12.0(32)SY8, 12.0(33)S3, 12.2(33)SRE, 12.2(33)XNE, 12.2(33)SXI1, Cisco 10S XE
Release 2.4, and later releases, the Cisco implementation of 4-byte autonomous system numbers uses
asplain—65538 for example—as the default regular expression match and output display format for autonomous
system numbers, but you can configure 4-byte autonomous system numbers in both the asplain format and
the asdot format as described in RFC 5396. To change the default regular expression match and output display
of 4-byte autonomous system numbers to asdot format, use the bgp asnotation dot command followed by the

clear bgp * command to perform a hard reset of all current BGP sessions.

Examples

Router# show bgp
BGP table version is 22,

Status codes:

Origin codes:

Network

*> 10.1.1.1/32
*>110.2.2.2/32
*pi10.9.9.9/32

*>
* 1172,
*>
*> 192.
*>1192.
*pil92.
*>
*pil92.
*>

16.1.0/24
168.
168.
168.

168.

o w

o O o

13.

192.
172.
0.0.
0.0.
172.
192.
192.
192.
192.

The following sample output shows the BGP routing table:

local router ID is 10.1.1.1

0.0

16.1.2

S Stale,
e - EGP, ? - incomplete
Next Hop
0.0.
172.

192.

168.3.2
168.1.2

16.1.2

0.0
0.0

16.1.2
168.
168.
168.
168.

P W~ W

NN NN

s suppressed, d damped, h history,
r RIB-failure,
i - IGP,

Table 5: show bgp Fields shows each field description.

Table 5: show bgp Fields

* valid, > best, 1 - internal,
m multipath, b backup-path, x best-external
Metric LocPrf Weight Path
0 32768 i
0 100 0 i
0 100 0 10 10 i
0 10 10 i
0 100 0 i
0 32768 i
0 32768 i
0 100 0 i
0 100 0 10 10 i
0 10 10 i
0 100 0 10 10 i
0 10 10 i

Field

Description

version

BGP table

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.
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show bgp .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

» s—The table entry is suppressed.

» d—The table entry is dampened.

* h—The table entry history.

» * _The table entry is valid.

» >—The table entry is the best entry to use for that network.

* i—The table entry was learned via an internal BGP (iBGP) session.
» —The table entry is a RIB-failure.

* S—The table entry is stale.

» m—The table entry has multipath to use for that network.

* b—The table entry has backup path to use for that network.

» x—The table entry has best external route to use for the network.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

* i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised
with a network router configuration command.

» e—Entry originated from an Exterior Gateway Protocol (EGP).

* 7—Origin of the path is not clear. Usually, this is a router that is redistributed into
BGP from an IGP.

Network IP address of a network entity.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the router has some non-BGP routes to this
network.

Metric If shown, the value of the interautonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path.

(stale) Indicates that the following path for the specified autonomous system is marked as "stale"

during a graceful restart process.
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. show bgp

Examples show bgp (4-Byte Autonomous System Numbers): Example

The following sample output shows the BGP routing table with 4-byte autonomous system numbers,
65536 and 65550, shown under the Path field. This example requires Cisco IOS Release 12.0(32)SYS8,
12.0(33)S3, 12.2(33)SRE, 12.2(33)XNE, 12.2(33)SXI1, Cisco IOS XE Release 2.4, or a later release.

RouterB# show bgp
BGP table version is 4, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 65536 1
*> 10.2.2.0/24 192.168.3.2 0 0 65550 1
*> 172.17.1.0/24 0.0.0.0 0 32768 i

show bgp ip-address: Example

The following sample output displays information about the 192.168.1.0 entry in the BGP routing
table:

Router# show bgp 192.168.1.0
BGP routing table entry for 192.168.1.0/24, version 22
Paths: (2 available, best #2, table default)
Additional-path
Advertised to update-groups:
3
10 10
192.168.3.2 from 172.16.1.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, backup/repair

10 10
192.168.1.2 from 192.168.1.2 (10.3.3.3)
Origin IGP, localpref 100, valid, external, best , recursive-via-connected

The following sample output displays information about the 10.3.3.3 255.255.255.255 entry in the
BGP routing table:

Router# show bgp 10.3.3.3 255.255.255.255
BGP routing table entry for 10.3.3.3/32, version 35
Paths: (3 available, best #2, table default)
Multipath: eBGP
Flag: 0x860
Advertised to update-groups:
1
200
10.71.8.165 from 10.71.8.165 (192.168.0.102)
Origin incomplete, localpref 100, valid, external, backup/repair
Only allowed to recurse through connected route
200
10.71.11.165 from 10.71.11.165 (192.168.0.102)
Origin incomplete, localpref 100, weight 100, valid, external, best
Only allowed to recurse through connected route
200
10.71.10.165 from 10.71.10.165 (192.168.0.104)
Origin incomplete, localpref 100, valid, external,
Only allowed to recurse through connected route

Table 6: show bgp (4 byte autonomous system numbers) Fields shows each field description.
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Examples

show bgp .

Table 6: show bgp (4 byte autonomous system numbers) Fields

Field

Description

BGP routing table entry fo

IP address or network number of the routing table entry.

version Internal version number of the table. This number is incremented whenever the
table changes.

Paths The number of available paths, and the number of installed best paths. This line
displays “Default-IP-Routing-Table” when the best path is installed in the IP
routing table.

Multipath This field is displayed when multipath loadsharing is enabled. This field will
indicate if the multipaths are iBGP or eBGP.

Advertised to The number of each update group for which advertisements are processed.

update-groups

Origin

Origin of the entry. The origin can be IGP, EGP, or incomplete. This line
displays the configured metric (0 if no metric is configured), the local preference
value (100 is default), and the status and type of route (internal, external,
multipath, best).

Extended Community

This field is displayed if the route carries an extended community attribute. The
attribute code is displayed on this line. Information about the extended
community is displayed on a subsequent line.

show bgp all: Example

The following is sample output from the show bgp command entered with the all keyword. Information
about all configured address families is displayed.

Router# show bgp all

For address family: IPv4 Unicast KAK KK
BGP table version is 27, local router ID is 10.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 0.0.0.0 0 32768 2
*> 10.13.13.0/24 0.0.0.0 0 32768 2
*> 10.15.15.0/24 0.0.0.0 0 32768 2
*>7110.18.18.0/24 172.16.14.105 1388 91351 0 100 e
*>i110.100.0.0/16 172.16.14.107 262 272 01231
*>i110.100.0.0/16 172.16.14.105 1388 91351 0 100 e
*>3110.101.0.0/16 172.16.14.105 1388 91351 0 100 e
*>i110.103.0.0/16 172.16.14.101 1388 173 173 100 e
*>7110.104.0.0/16 172.16.14.101 1388 173 173 100 e
*>i110.100.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
*>3110.101.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
* 10.100.0.0/16 172.16.14.109 2309 0 200 300 e
x> 172.16.14.108 1388 0 100 e
* 10.101.0.0/16 172.16.14.109 2309 0 200 300 e
x> 172.16.14.108 1388 0 100 e
*> 10.102.0.0/16 172.16.14.108 1388 0 100 e
*> 172.16.14.0/24 0.0.0.0 0 32768 2
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. show bgp

*> 192.168.5.0 0.0.0.0 0 32768 2
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e

show bgp longer-prefixes: Example
The following is sample output from the show bgp command entered with the longer-prefixes

keyword:

Router# show bgp 10.92.0.0 255.255.0.0 longer-prefixes
BGP table version is 1738, local router ID is 192.168.72.24

Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.92.0.0 10.92.72.30 8896 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.1.0 10.92.72.30 8796 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.11.0 10.92.72.30 42482 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.14.0 10.92.72.30 8796 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.15.0 10.92.72.30 8696 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.16.0 10.92.72.30 1400 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.17.0 10.92.72.30 1400 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.18.0 10.92.72.30 8876 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.19.0 10.92.72.30 8876 32768 ?
* 10.92.72.30 0 109 108 2

show bgp shorter-prefixes: Example

The following is sample output from the show bgp command entered with the shorter-prefixes
keyword. An 8-bit prefix length is specified.

Router# show bgp 172.16.0.0/16 shorter-prefixes 8
*> 172.16.0.0 10.0.0.2 07
* 10.0.0.2 0 0 200 ?

show bgp prefix-list: Example
The following is sample output from the show bgp command entered with the prefix-list keyword:
Router# show bgp prefix-list ROUTE

BGP table version is 39, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?

show bgp route-map: Example

The following is sample output from the show bgp command entered with the route-map keyword:

Router# show bgp route-map LEARNED PATH
BGP table version is 40, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

. Cisco Secure Firewall ASA Series Command Reference, S Commands



| show b-show cq
show bgp .

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?
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show bgp all community

To display routes for all address families belonging to a particular Border Gateway Protocol (BGP) community,
use the show bgp all community command in user EXEC or privileged EXEC configuration mode.

show bgp all community [ community-number.... [ community-number 1] [ local-as ] [ no-advertise ] [
no-export ] [ exact-match ]

Syntax Description  community-number. (Optional) Displays the routes pertaining to the community numbers specified.

You can specify multiple community numbers. The range is from 1 to 4294967295 or
AA:NN (autonomous system:community number, which is a 2-byte number).

local-as (Optional) Displays only routes that are not sent outside of the local autonomous system
(well-known community).

no-advertise (Optional) Displays only routes that are not advertised to any peer (well-known
community).
no-export (Optional) Displays only routes that are not exported outside of the local autonomous

system (well-known community).

exact-match (Optional) Displays only routes that match exactly with the BGP community list
specified.
Note The availability of keywords in the command depends on the command

mode. The exact-match keyword is not available in user EXEC mode.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification
9.2(1) This command was added
Usage Guidelines User can enter the local-as, no-advertise and no-export keywords in any order. When using the bgp all

community command, be sure to enter the numerical communities before the well-known communities.

.For example, the following string is not valid:
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Examples

show bgp all community .

ciscoasa# show bgp all community local-as 111:12345

Use the following string instead:

ciscoasa# show bgp all community 111:12345 local-as

The following is sample output from the show bgp all community command, specifying communities
of 1, 2345, and 6789012:

ciscoasa# show bgp all community 1 2345 6789012 no-advertise local-as no-export exact-match
For address family: IPv4 Unicast
BGP table version is 5, local router ID is 30.0.0.5

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.3.0/24 10.0.0.4 0437
*> 10.1.0.0/16 10.0.0.4 0 04 -7
*> 10.12.34.0/24 10.0.0.6 0 067

Table 30: show blocks Fields shows each field description.

Table 7: show bgp all community Fields

Field Description
BGP table Internal version number of the table. This number is incremented whenever the table
version changes

local router ID | The router ID of the router on which the BGP communities are set to display. A 32-bit
number written as 4 octets separated by periods (dotted-decimal format).

Status codes Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed. d—The table entry is dampened.h—The table entry is
history.*—The table entry is valid.>—The table entry is the best entry to use for that
network.i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the end of each line in the
table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and was advertised with
a network router configuration command. e—Entry originated from the Exterior Gateway
Protocol (EGP).?—Origin of the path is not clear. Usually, this is a route that is
redistributed into BGP from an IGP.

Network The network address and network mask of a network entity. The type of address depends
on the address family.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. The type of address depends on the address family

Metric The value of the inter autonomous system metric. This field is not used frequently.
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Field

Description

LocPrf

Local preference value as set with the set local-preference command. The default value
is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path.
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show hgp all neighbors

To display information about Border Gateway Protocol (BGP) connections to neighbors of all address families,
use the show bgp all neighbors command in user EXEC or privileged EXEC mode.

show bgp all neighbors [ ip-address ] [ advertised-routes| paths [ reg-exp ] | policy [ detail ] |
received prefix-filter | received-routes| routes ]

Syntax Description  ip-address (Optional) IP address of a neighbor. If this argument is omitted, information about all
neighbors is displayed.

advertised-routes ~ Optional) Displays all routes that have been advertised to neighbors.

paths reg-exp (Optional) Displays autonomous system paths learned from the specified neighbor. An
optional regular expression can be used to filter the output.

policy (Optional) Displays the policies applied to neighbor per address family.

detail (Optional) Displays detailed policy information such as route maps, prefix lists,
community lists, Access Control Lists (ACLs), and autonomous system path filter lists.

received prefix-filter (Optional) Displays the prefix-list (outbound route filter [ORF]) sent from the specified
neighbor.

received-routes (Optional) Displays all received routes (both accepted and rejected) from the specified
neighbor.

routes (Optional) Displays all routes that are received and accepted. The output displayed
when this keyword is entered is a subset of the output displayed by the received-routes
keyword.

Command Default The output of this command displays information for all neighbors.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added
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. show bgp all neighbors

Usage Guidelines

Examples

Use the show bgp all neighbors command to display BGP and TCP connection information for neighbor
sessions specific to address families such as IPv4.

The following example shows output of the show bgp all neighbors command:

ciscoasa# show bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 172.16.232.53, remote AS 100, external link
Member of peer-group internal for session parameters
BGP version 4, remote router ID 172.16.232.53
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 11

Default minimum time between advertisement runs is 5 seconds

Connections established 22; dropped 21

Last reset 13:47:05, due to BGP Notification sent, hold time expired
External BGP neighbor may be up to 2 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x1A0D543C):

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent:4445 (retransmit: 5), with data: 4445, total data bytes;244128

Table 8: show bgp all neighbor Fields shows each field description.

Table 8: show bgp all neighbor Fields

Field Description

For address family Address family to which the following fields refer.

BGP neighbor IP address of the BGP neighbor and its autonomous system number.

remote AS Autonomous system number of the neighbor.

external link External Border Gateway Protocol (eBGP) peerP.
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| show b-show cq

show bgp all neighbors .

Field

Description

BGP version

BGP version being used to communicate with the remote router.

remote router ID

IP address of the neighbor.

BGP state State of this BGP connection

up for Time, in hh:mm:ss, that the underlying TCP connection has been in
existence.

Last read Time, in hh:mm:ss, since BGP last received a message from this neighbor.

hold time Time, in seconds, that BGP will maintain the session with this neighbor

without receiving messages.

keepalive interval

Time interval, in seconds, at which keepalive messages are transmitted
to this neighbor.

Message statistics

Statistics organized by message type.

InQ depth is Number of messages in the input queue.

OutQ depth is Number of messages in the output queue.

Sent Total number of transmitted messages.

Revd Total number of received messages.

Opens Number of open messages sent and received.

Notifications Number of notification (error) messages sent and received.
Updates Number of update messages sent and received.

Keepalives Number of keepalive messages sent and received.

Route Refresh Number of route refresh request messages sent and received.
Total Total number of messages sent and received.

Default minimum time between...

Time, in seconds, between advertisement transmissions.

Connections established

Number of times a TCP and BGP connection has been successfully
established.

dropped

Number of times that a valid session has failed or been taken down.

Last reset

Time, in hh:mm:ss, since this peering session was last reset. The reason
for the reset is displayed on this line.

External BGP neighbor may be...

Indicates that the BGP Time-to-live (TTL) security check is enabled. The
maximum number of hops that can separate the local and remote peer is
displayed on this line.

Connection state

Connection status of the BGP peer.
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. show bgp all neighbors

showb—showecq |

Field Description

Local host, Local IP address of the local BGP speaker and the port number.

Foreign host, Foreign port Neighbor address and BGP destination port number.

Enqueued packets for retransmit: | Packets queued for retransmission by TCP.

Event Timers TCP event timers. Counters are provided for starts and wakeups (expired
timers).

Retrans Number of times a packet has been retransmitted.

TimeWait Time waiting for the retransmission timers to expire.

AckHold Acknowledgment hold timer.

SendWnd Transmission (send) window.

KeepAlive Number of keepalive packets.

GiveUp Number times a packet is dropped due to no acknowledgment.

PmtuAger Path MTU discovery timer.

DeadWait Expiration timer for dead segments.

iss: Initial packet transmission sequence number.

snduna: Last transmission sequence number that has not been acknowledged

sndnxt: Next packet sequence number to be transmitted.

sndwnd: TCP window size of the remote host.

irs: Initial packet receives sequence number.

revnxt: Last receive sequence number that has been locally acknowledged.

rcvwnd: TCP window size of the local host.

delrcvwnd: Delayed receive window—data the local host has read from the connection,
but has not yet subtracted from the receive window the host has advertised
to the remote host. The value in this field gradually increases until it is
larger than a full-sized packet, at which point it is applied to the rcvwnd
field.

SRTT: A calculated smoothed round-trip timeout.

RTTO: Round-trip timeout.

RTV: Variance of the round-trip time.

KRTT: New round-trip timeout (using the Karn algorithm). This field separately
tracks the round-trip time of packets that have been re-sent.
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| show b-show cq
show bgp all neighbors .

Field Description

minRTT: Smallest recorded round-trip timeout (hard-wire value used for
calculation).

maxRTT: Largest recorded round-trip timeout.

ACK hold Length of time the local host will delay an acknowledgment to carry
(piggyback) additional data.

IP Precedence value IP precedence of the BGP packets.

Datagrams Number of update packets received from a neighbor.

Revd: Number of received packets.

with data Number of update packets sent with data.

total data bytes Total amount of data received, in bytes.

Sent Number of update packets sent.

with data Number of update packets received with data.

total data bytes Total amount of data sent, in bytes.
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. show bgp cidr-only

show bgp cidr-only

To display routes with classless inter domain routing (CIDR), use the show bgp cidr-only command in EXEC

Syntax Description

Command Modes

mode.
show bgp cidr-only

This command has no arguments or keywords.

The following table shows the modes in which you can enter the command:

showb—showecq |

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Examples

Release Modification

9.2(1) This command was added

The following is sample output from the show bgp cidr-only command:

ciscoasa# show bgp cidr-only

BGP table version is 220, local router ID is 172.16.73.131

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>192.168.0.0/8 172.16.72.24 0 1878 2
*> 172.16.0.0/16 172.16.72.30 0 108 7

Table 9: show bgp cidr-only Fieldsshows each field description.

Table 9: show bgp cidr-only Fields

Field Description

BGP table version is | Internal version number of the table. This number is incremented whenever the table

220 changes..

local router ID IP address of the router.
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| show b-show cq

show bgp cidr-only .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the
table. It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It
can be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised
with a network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into
BGP from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this

field for each autonomous system in the path. At the end of the path is the origin
code for the path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into
BGP from an IGP..
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. show bgp community

showb—showecq |

show bgp community

To display routes that belong to specified BGP communities, use the show bgp community command in EXEC

Command Modes

mode.

show bgp community community-number [ exact ]

The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Examples

Release Modification

9.2(1) This command was added

The following is sample output from the show bgp community command in privileged EXEC mode:

ciscoasa# show bgp community 111:12345 local-as

BGP table version is 10,

Status codes: s
Origin codes: i

Network
*> 172.16.2.2/32
*> 10.0.0.0
*> 10.43.0.0
*> 10.43.44.44/3
* 10.43.222.0/2
*> 172.17.240.0/
*> 192.168.212.0
*> 172.31.1.0

Table 10: show bgp

local router ID is 224.0.0.10

suppressed, d damped, h history, * valid, > best, i - internal
- IGP, e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
10.43.222.2 0 0 222 7
10.43.222.2 0 222 7
10.43.222.2 0 0 222 7
2 10.43.222.2 0 0 222 7
4 10.43.222.2 0 0 222 i
21 10.43.222.2 0 0 222 7
10.43.222.2 0 0 222 i
10.43.222.2 0 0 222 7

community Fieldsshows each field description.

Table 10: show bgp community Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.
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| show b-show cq

show bgp community .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this field

for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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showb—showecq |
. show bgp community-list

show bgp community-list

To display routes that are permitted by the Border Gateway Protocol (BGP) community list, use the show
bgp community-list command in user or privileged EXEC mode.

show bgp community-list { community-list-number | community-list-name [ exact-match ] }

Syntax Description | community-list-number | A standard or expanded community list number in the range from 1 to 500.

community-list-name | Community list name. The community list name can be standard or expanded.

exact-match (Optional) Displays only routes that have an exact match.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added

Usage Guidelines This command requires you to specify an argument when used. The exact-match keyword is optional.

Examples The following is sample output of the show bgp community-list command in privileged EXEC mode:

ciscoasa# show bgp community-list 20
BGP table version is 716977, local router ID is 192.168.32.1

Status codes: s suppressed, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 110.3.0.0 10.0.22.1 0 100 0 1800 1239 ?
*>7i 10.0.16.1 0 100 0 1800 1239 ?
* 110.6.0.0 10.0.22.1 0 100 0 1800 690 568 ?
*>1 10.0.16.1 0 100 0 1800 690 568 ?
* 110.7.0.0 10.0.22.1 0 100 0 1800 701 35 2
*>7i 10.0.16.1 0 100 0 1800 701 35 2
* 10.92.72.24 0 1878 704 701 35 ?
*110.8.0.0 10.0.22.1 0 100 0 1800 690 560 ?
*>1 10.0.16.1 0 100 0 1800 690 560 ?
* 10.92.72.24 0 1878 704 701 560 2
* 110.13.0.0 10.0.22.1 0 100 0 1800 690 200 ?
*>7i 10.0.16.1 0 100 0 1800 690 200 ?
* 10.92.72.24 0 1878 704 701 200 2
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| show b-show cq

* 110.15.0.0
*>1

* 110.16.0.0
*>1

*

show bgp community-list .

10.0.22.1 0 100 0 1800 174 2
10.0.16.1 0 100 0 1800 174 2
10.0.22.1 0 100 0 1800 701 i
10.0.16.1 0 100 0 1800 701 i
10.92.72.24 0 1878 704 701 i

Table 11: show bgp community-list Fields shows each field description.

Table 11: show bgp community-list Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.
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showb—showecq |

. show bgp community-list

Field Description

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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| show b-show cq
show bgp filter-list .

show hgp filter-list

To display routes that conform to a specified filter list, use the show bgp filter-list command in EXEC mode.

show bgp filter-list access-list-name

Syntax Description access-list-name | Name of an autonomous system path access list.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added

Examples The following is sample output of the show bgp filter-list command in privileged EXEC mode:

ciscoasa# show bgp filter-list filter-list-acl
BGP table version is 1738, local router ID is 172.16.72.24

Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

* 172.16.0.0 172.16.72.30 0 109 108 2
* 172.16.1.0 172.16.72.30 0 109 108 2
* 172.16.11.0 172.16.72.30 0 109 108 2
* 172.16.14.0 172.16.72.30 0 109 108 2
* 172.16.15.0 172.16.72.30 0 109 108 2
* 172.16.16.0 172.16.72.30 0 109 108 2
* 172.16.17.0 172.16.72.30 0 109 108 2
* 172.16.18.0 172.16.72.30 0 109 108 2
* 172.16.19.0 172.16.72.30 0 109 108 2
* 172.16.24.0 172.16.72.30 0 109 108 2
* 172.16.29.0 172.16.72.30 0 109 108 2
* 172.16.30.0 172.16.72.30 0 109 108 2
* 172.16.33.0 172.16.72.30 0 109 108 2
* 172.16.35.0 172.16.72.30 0 109 108 2
* 172.16.36.0 172.16.72.30 0 109 108 2
* 172.16.37.0 172.16.72.30 0 109 108 2
* 172.16.38.0 172.16.72.30 0 109 108 2
* 172.16.39.0 172.16.72.30 0 109 108 2

Table 12: show bgp filter-list Fields shows each field description.
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. show bgp filter-list

showb—showecq |

Table 12: show bgp filter-list Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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| show b-show cq

show bgp injected-paths .

show bgp injected-paths

To display all the injected paths in the Border Gateway Protocol (BGP) routing table, use the show bgp
injected-paths command in user or privileged EXEC mode.

Syntax Description

Command Modes

show bgp injected-paths

This command has no arguments or keywords.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC

Command History

Examples

Release Modification

9.2(1) This command was added

The following is sample output from the show bgp injected-paths command in EXEC mode:

ciscoasa# show bgp injected-paths

BGP table version is 11,
Status codes:s suppressed, d damped, h history,

internal

Origin codes:i - IGP, e - EGP,

Network
*> 172.16.0.0

*> 172.17.0.0/16

local router ID is 10.0.0.1

* valid, > best, 1 -
? - incomplete
Next Hop Metric LocPrf Weight Path
10.0.0.2 07
10.0.0.2 07

Table 13: show bgp injected-path Fields shows each field description.

Table 13: show bgp injected-path Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.
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. show bgp injected-paths

showb—showecq |

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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| show b-show cq

show bgp ipvd .

show hgp ipv4

Syntax Description

Command Modes

To display entries in the IP version 4 (IPv4) Border Gateway Protocol (BGP) routing table, use the show bgp
ipv4 command in privileged EXEC mode.

show bgp ipv4

This command has no arguments or keywords.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification
9.2(1) This command was added
Examples The following i I from the show bgp ipv4 uni d:
g 1s sample output from the show bgp ipv4 unicast command:

ciscoasa# show bgp ipv4 unicast
BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1
The following is sample output from the show bgp ipv4 multicast command:
Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1

show bgp ipv4 shows each field description.
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. show bgp ipvd

showb—showecq |

Table 14: show bgp ipv4 Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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| show b-show cq

show hgp 1pv6

show bgp ipv6 .

To display entries in the IPv6 Border Gateway Protocol (BGP) routing table, use the show bgp ipv6 command
in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast [ ipve-prefix/prefix-length ] [ longer-prefixes ] [ labels ]

Syntax Description unicast

Soecifies IPv6 unicast address prefixes.

ipvo-prefix

(Optional) IPv6 network number, entered to display a particular network in the IPv6 BGP
routing table.

This argument must be in the form documented in RFC 2373 where the address is specified
in hexadecimal using 16-bit values between colons.

/prefix-length

(Optional) The length of the IPv6 prefix. A decimal value that indicates how many of the
high-order contiguous bits of the address comprise the prefix (the network portion of the
address). A slash mark must precede the decimal value.

longer-prefixes

(Optional) Displays the route and more specific routes.

labels

(Optional) Displays the policies applied to this neighbor per address family.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples

The following is sample output from the show bgp ipv6 command:

ciscoasa# show bgp ipv6 unicast
BGP table version is 12612, local router ID is 172.16.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1

* 10.20.10.0/24 172.16.10.1 0 0 300 1
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. show bgp ipv6

showb—showecq |

The following is sample output from the show bgp ipv4 multicast command:

Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

* 3FFE:C00:E:C::2 0 3748 4697 1752 i

*

3FFE:1100:0:CC00::1
0 1849 1273 1752 1

* 2001:618:3::/48 3FFE:C00:E:4::2 1 0 4554 1849 65002 i

*>

* 2001:620::/35

*

*

3FFE:1100:0:CC00::1

0 1849 65002 i
2001:0DB8:0:F004::1

0 3320 1275 559 i
3FFE:C00:E:9::2 0 1251 1930 559 i
3FFE:3600::A 0 3462 10566 1930 559 i
3FFE:700:20:1::11

0 293 1275 559 i
3FFE:C00:E:4::2 1 0 4554 1849 1273 559 i
3FFE:CO00:E:B::2 0 237 3748 1275 559 1

Table 14: show bgp ipv4 Fields shows each field description.

Table 15: show bgp ipv6 Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.
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| show b-show cq

show bgp ipv6 .

Field Description

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this field

for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.

The following is sample output from the show bgp ipv6 command, showing information for prefix

3FFE:500::/24:

ciscoasa# show bgp ipvé unicast 3FFE:500::/24
BGP routing table entry for 3FFE:500::/24, version 19421
Paths: (6 available, best #1)

293 3425 2500

3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)

Origin IGP,

localpref 100, valid, external, best

4554 293 3425 2500

3FFE:CO00:E:4:
Origin IGP,

:2 from 3FFE:C00:E:4::2 (192.168.1.1)
metric 1, localpref 100, valid, external

33 293 3425 2500

3FFE:CO00:E:5:
Origin IGP,
6175 7580 2500
3FFE:CO00:E:1:
Origin IGP,

:2 from 3FFE:C00:E:5::2 (209.165.18.254)
localpref 100, valid, external

:2 from 3FFE:C00:E:1::2 (209.165.223.204)
localpref 100, valid, external

1849 4697 2500, (suppressed due to dampening)
3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)

Origin IGP,

localpref 100, valid, external

237 10566 4697 2500

3FFE:CO00:E:B:

Origin IGP,

:2 from 3FFE:C00:E:B::2 (172.31.0.3)
localpref 100, valid, external

ciscoasa# show bgp ipv6 unicast
BGP table version is 28, local router ID is 172.10.10.1
Status codes:s suppressed, h history, * valid, > best, i -

internal,

r RIB-failure, S Stale

Origin codes:i -
Network
*>14004::/64

IGP, e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
::FFFF:172.11.11.1
0 100 02
::FFFF:172.30.30.1
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. show bgp ipv6 community

show bgp ipvé community

To display entries in the IPv6 Border Gateway Protocol (BGP) routing table, use the show bgp ipv6community

command in user EXEC or privileged EXEC mode.

showb—showecq |

show bgp ipv6 unicast community [ community-number ] [ exact-match ] [ local-as | no-advertise |

no-export ]

Syntax Description

Command Modes

unicast

Fecifies IPv6 unicast address prefixes.

community-number

(Optional) Valid value is a community number in the range from 1 to 4294967295 or

AA:NN (autonomous system-community number:2-byte number).

exact-match

(Optional) Displays only routes that have an exact match.

local-as

(Optional) Displays only routes that are not sent outside of the local autonomous system

(well-known community).

no-advertise

(Optional) Displays only routes that are not advertised to any peer (well-known

community).

no-export

(Optional) Displays only routes that are not exported outside of the local autonomous
system (well-known community).

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC

Command History

Examples
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Release Modification

9.3(2) This command was added

The show bgp ipv6 community command provides output similar to the show ip bgp community
command, except it is IPv6-specific.

Communities are set with the set community route-map configuration command. You must enter the
numerical communities before the well-known communities. For example, the following string is

not valid:

ciscoasa# show ipv6 bgp unicast community local-as 111:12345




| show b-show cq

show bgp ipv6 community .

Use following strings instead:

ciscoasa# show ipv6 bgp unicast community 111:12345 local-as

Examples

The following is sample output from the show bgp ipv6 community command:

BGP table version is 69, local router ID is 10.2.64.5

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::1/64 HH 0 32768 1
*> 2001:0DB8:0:1:1::/80 H 0 32768 7
*> 2001:0DB8:0:2::/64 2001:0DB8:0:3::2 021
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:3::2 0272
* 2001:0DB8:0:3::1/64 2001:0DB8:0:3::2 0272
*> HH 0 32768 2
*> 2001:0DB8:0:4::/64 2001:0DB8:0:3::2 0272
*> 2001:0DB8:0:5::1/64 H 0 32768 2
*> 2001:0DB8:0:6::/64 2000:0:0:3::2 0231
*> 2010::/64 HH 0 32768 2
*> 2020::/64 0 32768 2
*> 2030::/64 0 32768 2
*> 2040::/64 0 32768 2
*> 2050::/64 0 32768 2

Table 16: show bgp ipv6 community fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Cisco Secure Firewall ASA Series Command Reference, S Commands .



. show bgp ipv6 community

showb—showecq |

Field

Description

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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| show b-show cq
show bgp ipv6 community-list .

show bgp ipv6 community-list

To display routes that are permitted by the IPv6 Border Gateway Protocol (BGP) community list, use the
show bgp ipv6 community-list command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast community-list { number | name } [ exact-match ]

Syntax Description unicast Soecifies IPv6 unicast address prefixes.
number Community list number in the range from 1 to 199.
name Community list name.
exact-match | (Optional) Displays only routes that have an exact match.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 unicast community-list command provide output similar to the show ip bgp

community-list command, except they are IPv6-specific.
Examples
The following is sample output of the show bgp ipv6 community-list command for community list

number 3:

ciscoasa# show bgp ipv6é unicast community-list 3
BGP table version is 14, local router ID is 10.2.64.6

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:3::1 01i
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:3::1 01i
*> 2001:0DB8:0:2::1/64 HH 0 32768 i
*> 2001:0DB8:0:2:1::/80 HH 0 32768 7
* 2001:0DB8:0:3::2/64 2001:0DB8:0:3::1 01 7v?
*> HH 0 32768 2
*> 2001:0DB8:0:4::2/64 HH 0 32768 7
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. show bgp ipv6 community-list

showb—showecq |

*> 2001:0DB8:0:5::/64 2001:0DB8:0:3::1 017
*> 2010::/64 2001:0DB8:0:3::1 0172
*> 2020::/64 2001:0DB8:0:3::1 0172
*> 2030::/64 2001:0DB8:0:3::1 0172
*> 2040::/64 2001:0DB8:0:3::1 0172
*> 2050::/64 2001:0DB8:0:3::1 0172

Table below describes the significant fields shown in the display.

Table 17: show bgp ipv6 community-list fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.
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| show b-show cq

show bgp ipv6 community-list .

Field

Description

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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showb—showecq |
. show bgp ipv6 filter-list

show hgp ipvé6 filter-list

To display routes that conform to a specified IPv6 filter list, use the show bgp ipv6 filter-list command in user
EXEC or privileged EXEC mode.

show bgp ipv6 unicast filter-list access-list-number

Syntax Description | unicast Soecifies IPv6 unicast address prefixes.

>access-list-number | Number of an IPv6 autonomous system path access list. It can be a number from 1 to
199.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 filter-list command provides output similar to the show ip bgp filter-list command,

except that it is [Pv6-specific.
Examples:
The following is sample output from the show bgp ipv6 filter-list command for IPv6 autonomous

system path access list number 1:

ciscoasa# show bgp ipv6é unicast filter-list 1
BGP table version is 26, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:3::/64 2001:0DB8:0:4::2 027v2
*> 2001:0DB8:0:4::/64 HH 32768 2
* 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:5::/64 HH 32768 2
* 2001:0DB8:0:4::2 021°%v
*> 2001:0DB8:0:6::1/64 HH 32768 i
*> 2030::/64 2001:0DB8:0:4::2 01
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| show b-show cq
show bgp ipv6 filter-list .

*> 2040::/64 2001:0DB8:0:4::2
*> 2050::/64 2001:0DB8:0:4::2
Table below describes the significant fields shown in the display.

o o
NN
= o
NEEN}

Table 18: show bgp ipv6 community-list fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP

from an IGP.
Network Internet address of the network the entry describes.
Next Hop IP address of the next system that is used when forwarding a packet to the destination

network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.
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showb—showecq |
. show bgp ipv6 filter-list

Field Description

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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| show b-show cq
show bgp ipv6 inconsistent-as .

show hgp ipv6 inconsistent-as

To display IPv6 Border Gateway Protocol (BGP) routes with inconsistent originating autonomous systems,
use the show bgp ipv6 inconsistent-as command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast inconsistent-as

Syntax Description | unicast | Specifies |Pv6 unicast address prefixes.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 unicast inconsistent-as command provide output similar to the show ip bgp

inconsistent-as command, except they are IPv6-specific.
Examples

The following is sample output from the show bgp ipv6 inconsistent-as command:

ciscoasa# show bgp ipv6é unicast inconsistent-as
BGP table version is 12612, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 3FFE:1300::/24 2001:0DB8:0:F004::1 0 3320 293 6175 2
* 3FFE:C00:E:9::2 0 1251 4270 10318 ?
* 3FFE:3600::A 0 3462 6175 2
* 3FFE:700:20:1::11 0 293 6175 ?Table 19: show bgp

ipv6é community-list fields below describes the significant fields shown in the display.

Table 19: show bgp ipv6 community-list fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.
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. show bgp ipv6 inconsistent-as

showb—showecq |

Field

Description

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the f