RV320/RV325: Cisco Small Business Routers
Command Injection Vulnerability

Defect Reference ID
CSCvm78058
Date Identified
October 5, 2018
Date Resolved

January 22, 2019

Products Affected

Model [Firmware [Fixed In
\Version

RV320 1.4.2.15 1.4.2.20

RV325 1.4.2.15 1.4.2.20

Problem Description

A vulnerability in the web-based management interface of Cisco Small Business RV320 and
RV325 Dual Gigabit WAN VPN routers could allow an authenticated, remote attacker with
administrative privileges on an affected device to execute arbitrary commands.

The vulnerability is due to improper validation of user-supplied input. An attacker could
exploit this vulnerability by sending malicious HTTP POST requests to the web-based
management interface of an affected device. A successful exploit could allow the attacker to
execute arbitrary commands on the underlying Linux shell as root.

Resolution

Cisco fixed this vulnerability in RV320 and RV325 Dual Gigabit WAN VPN routers firmware
releases 1.4.2.20 and later.

Customers can download the firmware from the product page: RV320 and RV325 or
Software Center on Cisco.com. The instructions below will show you how to download the
firmware version 1.4.2.20 using the product page.

Step 1. Open the link for either the RV320 or RV325 product page.

Note: In this example, we will be using Cisco RV325 Dual Gigabit WAN VPN Router product
page.


https://www.cisco.com/c/en/us/support/routers/rv320-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/routers/rv325-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/support/routers/rv320-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
https://www.cisco.com/c/en/us/support/routers/rv325-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
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Step 2. Scroll down the page. The link should automatically bring you to the Downloads tab.
If the link does not bring you to the Downloads tab, press the Downloads tab located next to
the Documentation and Communities tab.
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Step 3. Click the Downloads button next to the firmware version 1.4.2.20. The firmware
version 1.4.2.20 should automatically start downloading.

Note: A notice will appear, “By downloading this file you acknowledge that you have read
and agree to be bound by the terms and conditions of the Cisco End User License

Agreement.”
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Step 4. The firmware will be downloaded to your Downloads folder on your computer.


https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html?dtid=osscdc000283
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[ RV32X_V1.4.2.20_201B1224-code.bin) 2/7/2019 1:29 PM BIN File

22items  1item selected 34.9 MB -

Step 5. For instructions on how to upgrade your firmware version on the RV320 and RV325
Dual Gigabit WAN VPN Routers, click the link to see the article: Firmware Management on
RV320 and RV325 VPN Router Series.

To process escalation, click here to contact the Cisco Small Business Support Center
(SBSC).


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4191-firmware-management-on-rv320-and-rv325-vpn-router-series.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4191-firmware-management-on-rv320-and-rv325-vpn-router-series.html
http://www.cisco.com/c/en/us/support/web/tsd-cisco-small-business-support-center-contacts.html
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